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Abstract

Abstract

The Hierarchical Mobile IPv6 protocol has been proposed as an improved technology of
MIPv6 to solve the problem of handover management mechanism between macro-
mobility and micro-mobility, by introducing a new entity called Mobility Anchor Point
(MAP). Whenever a Mobile Node (MN) roams into a new MAP domain, it needs to
configure two Care-Of-Addresses (CoAs): A Regional Care-Of-Address (RCoA) on the
MAP link and an On-link Local Care-Of-Address (LCoA). Each time when a MN visit a
New Access Router (nAR) in a MAP domain a Duplicate Address Check (DAD) is
performed on LCoA to verify the uniqueness of this address. For a fast moving MN
within a MAP domain, the MN may undergo frequent handovers; therefore a majority of
handover latency is occupied by DAD check of LCoA, by which handover efficiency has
been affected badly. Longer handover latencies results in high packet loss which is

almost unacceptable for real time applications.

For such local movements within a particular MAP domain (Micro.Mobility handovers),
in this thesis we proposed a Less-Frequent Duplicate Address Detection (LF-DAD)
scheme that reduces the frequency of DAD check while visiting different Access Routers
(Ali) in a MAP domain. We have evaluated the performance of the proposed scheme

through extensive NS-2 simulation.
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Chapter 1 Introduction

Introduction

1.1 Introduction

In current era, there has been an increasing demand for Mobile Communication where
users are moving fast, changing their point of attachment to different communication
networks. In such circumstances the main goal is to provide such users a seamless
connectivity, with possibly minimum delay, while visiting various mobile networks.
There is an increasing demand for real time communication through internet. Real time
applications are increasing day to day like video/audio conferencing, voice over IP
(VoIP), online games, Radio/TV on internet etc. Such applications normally require high
speed links. In wired scenarios such demands can be met but current wireless
technologies are unable to meet such kind of requirements.

Combining these two issues, the big challenge to next generation networks is to provide

seamless connectivity, while visiting different networks, with minimum delay.

1.2 Mobile IP Protocols

TCP/IP stack was originally developed for the management of fixed networks, but later
on it was modified to support mobility [23]. Internet Protocol IP [19][24] is a
connectionless and unreliable routing protocol, which supports source to destination
packet delivery. This is done throﬁgh [P addressing. An IPv4 address is a 32-bit address
which uniquely identifies a host on internet. Similarly an [Pv6 address is 128-bit address,

where some part is reserved for current IPv4 address and some part is reserved for link
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local address, which is an address that allows nodes to communicate directly to each
other on same link without need of routers. The nodes on the same link know about each
other through neighbor discovery protocol. The neighbor discovery protocol for IPv6 is
based on improved version of two IPv4’s protocols named, ICMP router discovery
protocol and Address Resolution Protocol (ARP) [20][10].
The key features of Internet Protocol version 6 (IPv6) are summarized as:
e [Pv6 uses Hierarchical addresses which results in reducing the size of routing
tables.
e [t supports the dynamic assignment of addresses.
e The header is simple which reduces the processing overhead on routers thus
making the routing process fast.
e The security is enhanced in [Pv6 by allowing authentication and encryption.

The following section describes how mobility has been incorporated in Internet Protocol.
1.2.1. Mobile IPv4

IP Version 4 uniquely identifies a host’s current point of attachment to internet. When a
host changes its point of attachment to internet it may be unable to receive datagram
destined to it. To support host mobility IETF has proposed a solution “IP Mobility
Support” [16], also called Mobile IP.

Mobile 1Pv4 (MIPv4) allows mobile nodes (MN) to change their current point of
attachment to internet without losing their ongoing sessions with their corresponding
nodes (CN). This is done by allowing a MN to keep two addresses. One address remains
permanent and does not change on movement while the other address is temporary and
gets changed each time a node visits a new foreign network. The permanent address is
called the home address and is assigned by MN’s home network, while the temporary is
called Care-of-Address (CoA). The CoA is an address assigned to a MN by a router on
foreign network called foreign agent [16].

Mobile nodes (MN) visits different foreign networks while its movement and attaches to
different foreign agents (FA) through router discovery. The foreign agent discovery is

accomplished through ICMP Router Discovery [20][16]. Foreign agents continuously
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send out ICMP Router Advertisement (RA) messages in their coverage area. These RA
messages contain all necessary mobility options. Another method of FA discovery is
through Router Solicitation (RS) Messages. When a mobile node detects that it has
moved to new network and is not getting the RA messages, it sends an RS message to FA
in a visiting network. This message is a request message to a particular FA in order to
solicit the information about that FA. When FA receives RS messages it sends Router
Advertisement to the requesting mobile node, if permissible by administrative constraints
applied to that particular network.

When a MN detects that it has moved to a new network, it needs to be registered on that
network. Registration process is done through exchange of Registration Request and
Registration Reply messages [16].

During registration process an MN gets a new CoA. This CoA is either advertised by FA
in Router Advertisement Message or may be assigned through some other mechanism
like DHCP [17]. The home agent is informed about MN’s new CoA. Both the MN’s
home agent and FA maintain an association, Home address: Care-of-Address, in their
cache. A temporary tunnel is created between MN’s home agent and the Foreign Agent
which is used for delivery of packets destined for that MN, as shown in the following

figure.

Packets

Figure 1.1: Mobile IPv4 (MIPv4)
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The corresponding host sends packets to mobile node using MN’s home address. When
the home agent receives packets destined for MN, it checks in its cache whether MN is at
home or at some other location. If at home, HA will simply forward packets to MN.
When Home agent finds an association in its cache it means that MN is away from home,
then the Home Agent encapsulates the packet and forwards it to MN’s foreign agent. The
FA receives the packets, decapsulates the packet and forwards it to the MN [16].

Mobile IPv4 imposes some limitations on communication. First, the communication
between CN and HA is done through the home agent, i.e. CN and MN can’t communicate
to each other directly. Second, Home agent intercepts packets on behalf of MN,
decapsulates the packet to see FA’s address, again encapsulates the packet and forwards
it to the corresponding FA. On the other hand FA receives the packet decapsulates it and
forwards it to MN. So multi-tunneling is used. Third, if the CN lies in the same Foreign

Network as MN, then it leads to triangular routing problem [25].
1.2.2. Mobile IPv6

The Mobile IPv6 (MIPv6) [10] has been standardized by IETF in order to provide node
mobility in IPv6 networks. The mobility in this case is completely transparent to all
mobile nodes in the sense that, during movement, a node visits different access networks
without necessarily changing its [Pv6 address. Each Mobile Node has been assigned a
home address, which is an IPv6 address, in its home network by its home agent. When a
MN moves away from its home network it is always addressable by this home address,
i.e. the packets destined to this particular node are routed to its home address. This makes
the movement of MNs completely transparent to higher lever protocols.

MIPv6 protocol architecture is almost similar as MIPv4, with some modifications in
registration process, authentication, security, address configuration and agent discovery.
When a MN moves from one foreign network vto another foreign network, it configures a
CoA in a stateless manner called “Stateless Address Auto Configuration” [10][21].

Address can also be assigned to MN in a stateful manner like DHCP, but it is highly
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recommended to use stateless method. When MN configures its new CoA it must inform
its home agent about the new CoA through binding update message. The MN’s CoA is
associated with the home address stored in the binding cache of IPv6 nodes and the HA.
The HA intercepts the packets destined for MN, searches its binding cache and tunnels
the packets to MN’s CoA using IPv6 encapsulation.

MIPV6 allows Mobile Nodes to communicate directly to their Corresponding Node
through a procedure called Route Optimization [3]. MIPv6 route optimization is almost
similar as MIPv4’s. According to this method the MN informs its CN about its CoA, each
time it configures a new CoA, through binding update messages. The CN also maintains
a binding cache. When CN receives a BU message it updates its binding cache with
MN’s new CoA. The CN then forwards the packets directly to MN’s CoA rather than
Home Agent [3].

MIPv6 route optimization method solves the problem of triangular routing that exists in
MIPv4, reducing the delays in packet delivery process to a large extent. Further, due to
direct communication between MN and CN, there is minimal encapsulation as exist in the
presence of Home Agent [10].

Following figure shows the Mobile IPv6 operation.

<

Figure 1.2: Mobile IPv6
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MIPv6 requires authentication to be implemented on all IPv6 node, so that a MN may
send only authentic binding update messages, which is a dominant security feature.

MIPv6 results in more overhead than MIPv4 because of extra signaling with the CN. It
sends Binding Notifications not only to its HA but to its CN as well, which results in
longer delays. MIPv6 only supports Macro Mobility and is extremely poor for local

movements within a domain.
1.2.3. Hierarchical Mobile IPv6

Hierarchical Mobile IPv6 (HMIPv6) [7] has been standardized by Internet Engineering
Task Force (IETF), which is an enhancement to MIPv6 that has greatly improved the
handover speed for mobile node and has reduced the amount of signaling in the network
by localizing the mobility.

A new node called Mobility Anchor Point (MAP) has been introduced in HMIPv6 which
acts as a local home agent for MNs to help in handover procedure. Any router in the
hierarchy can serve as MAP which implements this function and can be located anywhere
in the network. The introduction of MAP decreases handover latency greatly because of
this mobility localization, i.e. a local MAP can be more quickly updated than a home
agent [7].

A MN entering in a MAP domain receives Router Advertisement messages (RA), which
contain information about one or more MAPs. In HMIPv6 an MN configures two
addresses, a Regional Care-of-Address (RCoA) and a Local Care-of-Address (LCoA).
The MN normally binds its LCoA, current location of MN, with RCoA, which an address
configured by MN on the MAP's link. Serving as a local HA, the MAP receives all the
packets destined to MN, encapsulates them and then forwards these packets to MN’s
LCqA. If the current address, LCoA, of mobile node changes within the MAP domain,
the MN must register this address with the MAP. If the Regional CoA (RCoA) of the MN
changes, i.e. MN moves from one MAP to another MAP domain, it must be registered

with correspondent nodes (CN) and the Home Agent (HA). The RCoA of MN does not
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change while visiting different ARs within a MAP domain. This makes the movement of
mobile nodes completely transparent to all the CNs an MN is communicating with [7].

Following figure shows the HMIPv6 operation.

MAP Domain

Figure 1.3: Hierarchical Mobile IPv6

HMIPv6 does localize the mobility management and reduces the signaling overhead
incurred in MIPv6 but it is insufficient to support real-time IP services, which is the
same as MIPv6, because each time when a MN visits a nAR in a particular MAP domain,
it configures a new LCoA and DAD check is performed on it. For a fast moving MN
node that visits different ARs frequently in a MAP domain this check is performed as
many times as the number of ARs that the MN visits. Therefore, due to long address
resolution time, of the DAD procedure to verify the uniqueness of the new CoA, results
in long handover delays.

MIPv6 is capable of managing global mobility and does not provide support for
managing local mobility. MIPv6 uses the same procedure in both cases. This results in an
inefficient use of resources in the case of local mobility. In HMIPv6, global mobility is

managed by the MIPv6 protocols, while local handoffs are managed locally.
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1.3 Mobile IP Handovers

A mobile node using MIP performs several tasks, while moving from one access network
to another, by exchanging information and signaling with his home agent and
corresponding node. The main tasks that a MN needs to carry out, as it visits a new
foreign network, are movement detection, address configuration and binding completion.
Collectively, these tasks are called a handover process. On successful completion of this
process a mobile node then resumes its ongoing session with its corresponding nodes [44].

In brief the major components involved in a Mobile IP handover are

e Movement Detection

e Router Discovery

o Address acquisition/configuration
e Address Registration

¢ Binding Update Completion
These points shall be explained in the proceeding chapters.
1.3.1 Macro and Micro Mobility

Normally, the fixed nodes remain connected to internet all the time even they do not have
anything to communicate. This allows a node to be always reachable to internet resources.
Mobile nodes connected to internet through some wireless network also demand the same
service. To ensure such service for a Mobile host, a MN must frequently maintain its
location information, which normally requires excessive location updates, resulting in
consumption of bandwidth and power. To overcome this problem, Micro mobility
protocols like HMIP [7] and CIP [26] implements a technique called paging. With this
technique a MN operates in a certain paging area, in this case an idle MN need not send

his location updates signaling as long it remains in that particular paging area. This limits
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the amount of signaling overhead and the amount of location update messages in the
network.

Following figure provides a clear understanding of Macro and Micro mobility, where
nodes are kept in a Hierarchical order in mobile IP based networks, i.e. whether Mobile

IPv4 or Mobile IPv6 network.

Global Intemet A

Macro
Mobiltiy

Micro
Mobiltiy

7/
Ve
~ Localhandols 7 Giobal Mobiity ™~

— s e —_——

“Figure 1.4: Macro/Micro Mobility”

The movement from one access domain to another domain across the internet is referred
to as Macro Mobility while the movements within a single domain are termed as Micro
Mobility. This Hierarchical mobility localizes the mobility by handling local movements
loéally. In this case, the home agent need not be informed about MN’s local movements.

Incase of local movements, MN attaches to a gateway node on the top level of hierarchy.
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This gateway serves as a local home agent for that MN as long MN remains in this
domain. MN visits different access points or access router attached to this gateway,
configures an address on each visit and registers its address with the gateway rather than
its home agent. The gateway keeps MN’s local binding information and receivers packets
on behalf of MN;, decapsulates them and forwards them to the intended MN.

This reduces the longer latencies incurred due to frequent exchange of location update

messages with the home agent and corresponding nodes.
1.3.2 Handovers in Hierarchical Mobile IPv6 networks
HMIPv6 is a Micro Mobility protocol that localizes the mobility by introducing a

Mobility Anchor Point (MAP) [7]. It divides the mobility into Macro Mobiltiy and Micro
Mobilty. Following figure shows the HMIPv6 handover process.

Figure 1.5: HMIPv6 Macro Mobility Handover
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MN is currently attached to MAP1 and is receiving its destined packets through RCoA1.
MN performs local handovers (Micro/Intra domain handover) as long it moves inside
MAP1’s domain, visiting AR1 - AR4. In local movements MN registers it LCoA with
MAP, without informing its Home Agent or Corresponding Node.

Now during movement when the MN moves from MAP1 to MAP2 domain, i.e.
performing an inter-domain or macro mobility handover, it needs to configure a new

RCoA2. The handover process given the scenario is as:

MN is attached to MAPI1 having RCoA1l and LCoA4. Now if MN moves from MAPI
domain to MAP2 domain:

e First of all MN needs to configure two addresses, an RCoA2 on MAP2 link and
an LCoAS5 on ARS link.

e MN sends a BU message to MAP2 via ARS.

e MAP2 receives BU message and performs Duplicate Address Detection Check on
newly configured addresses to verify its uniqueness.

e MAP2 then sends a Binding Acknowledgement (BA) message to MN. This
indicates that MN has been successfully registered with MAP2.

e MN then sends a BU to it’s HA and/or CN in order to inform them about its new
location.

e HA/CN stores MN’s new RCoA?2, i.e. change address from RCoA1l to RCoA2, in
their binding caches and start forwarding packets to MN on its new RCoA2.

e MAP2 receives packets on behalf of MN and tunnels them to MN via ARS.

MN receives the packets and de-capsulates them and processes them in normal manner.

An Efficient Duplicate Address Detection Scheme for Micro-Mobility Handovers
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1.3.3 Hierarchical Mobile IPv6 Micro Mobility handover

Following figure shows HMIPv6 micro mobility handover process.

v

BU

DAD
BA+Packets

BA +Packets

Figure 1.6: HMIPv6 Micro Mobility Handover

e MN receives Router Advertisements (RA) from new AR in current MAP domain.

e MN configures a new LCoA and sends BU to MAP via new AR (nAR).

e MAP receives BU and performs Duplicate Address Detection Check (DAD) on
this LCoA. MN is unable to send or receive packets until successful completion of
DAD check.

o After successful completion of DAD checks MAP sends BA and packets, destined
for MN, to MN via nAR.

The RCoA does not change on local movements, only LCoA changes and gets registered
with MAP. The HA and CN need not be informed about MN’s location while moving
within a MAP domain.

This approach avoids unnecessary location update messages to HA and CN, thus
localizing the mobility using a MAP agent. Here the MAP acts a local Home Agent for

MN and is responsible for all mobility related management for MN.
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1.4 Motivation

Since the last decade there has been an increasing demand for real time applications like
video/audio conferencing, Voice-Over-IP, TV on internet and many other multimedia
applications. Mobile IP is a technology that provides a seamless connectivity while
keeping a mobile host’s ongoing sessions intact during movement from one network to
other, and is an active research area from last decade. Due to increasing mobility where
users continuously change their point of attachment to different communication networks,
such real time services face severe performance degradation due to higher delays in the
registration process. Different areas of Mobile IP, as research topics, have been targeted
by researchers. One of the challenging areas is MIP handover process because this
process results in longer delays, which badly affect the performance of MIP protocol. A
lot of solutions have been proposed to overcome this problem but still there exists some
factors that need to be considered. So, there is a need to uncover the unidentified factors
that result in longer delays in handover process and give a solution that increases the

performance of handover process.
1.5 Problem Domain

A key factor involved in HMIPv6 handover process is Duplicate Address Detection
Check. On visiting new networks an MN configures a new address in a stateless manner,
so DAD check is mechanism that verifies the uniqueness of this address. DAD process
takes considerable amount of time in the handover process, and until successful
completion of this check MN is unable to communicate. For local movements within a
MAP domain when MN frequently moves between different ARs, this DAD-check is
repeated proportionally as the number of visits made by MN, i.e., on each movement MN
configures a new LCoA and performs DAD on it. Thus for a frequently moving MN in a
MAP domain it reduces the efficiency of HMIPV6 handover process badly. So,

enhancement is needed.
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1.6 Proposed Approach

In our proposed approach, we have first identified the necessary components involved in
a handover process. We have modified the existing DAD scheme and proposed a Less
Frequent DAD scheme that reduces the impact of DAD process on handover delay, for
local handover within a MAP domain. We have analyzed the performance of our

proposed scheme with current approach used by HMIPv6, through simulation.

1.7 Thesis Structure

The rest of this thesis is organized as follows. In chapter 2 we have presented, the related
work; In chapter 3 problem domain and proposed solution; and in chapter 4 the
simulation designs has been presented. Chapter 5 deals with performance metrics,

simulation and analysis results. Chapter 6 is about conclusions and future work.
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Chapter 2 Related work

Related Work

2.1 Introduction

This chapter presents a thorough and enough rich literature on Mobile IP and its
extensions. This literature survey has been organized concept wise, starting from very
basic to advance concepts in a bottom up manner. This survey mainly focuses on delays
and latencies associated with handover process in Hierarchical Mobile IPv6 networks. In
the early research, a lot of solutions have been proposed and efforts have been undertaken
to minimize this latency. Researchers identified the missing or undiscovered factors that
result in bad performance of handover process and tried to fix them but still there are
some deficiencies that need to be figured out and should be considered to maximize the
performance of Hierarchical Mobile IPv6 protocol. The literature focuses on the impact
of Duplicate Address Detection (DAD) check, which is indeed an important part of
handover process but comprises significant delays in a handover process. This chapter
documents almost all measurements that have been undertaken by various researchers, in
order minimize this delay. The investigation is undertaken for Micro mobility handovers
within a single access domain, where a Mobile Host visits different access routers

connected to some Gateway node on the top level of hierarchy.
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2.2 Related Research

The following papers, surveys and technical reports have been considered for related
work on Hierarchical Mobile IPv6 handover optimization and approaches used for
Duplicate Address Detection scheme.

2.2.1 Literature Survey

Hierarchical Mobile IPv6 [7], is a proposed standard that localizes the mobility to a
single network domain, by introducing a MAP agent which acts as a local HA for a MN
within its domain. This localization has reduced the longer handover delays that mostly
stems from exchange of location update messages between MN, HA and CN. A handover
process in HMIPv6 network mainly consists of five major components, which
corresponds to total handover delay. These are: Movement Detection, Router Discovery,

Address Configuration, Duplicate Address Detection and Binding Update completion [7].

Duplicate
_ Address .
_ Detection

Binding Update

Figure 2.1: Components of HMIPv6 Handover process

Each of these steps corresponds to some amount of delay in overall handover process.
Duplicate Address Detection process affects performance of HMIPv6 micro mobility
handovers badly.

A detailed study about different Duplicate Address Detection Schemes is presented by
Panita Pongpaibool in [56]. Following are some of the most famous approaches that have

been proposed for DAD.
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“Figure 2.2 Duplicate Address Detection Schemes”

(1) Optimistic Duplicate Address Detection [29], ensures the uniqueness of newly
configured CoA, referred to as optimistic address. This technique restricts nodes to
advertise their physical address along with the optimistic address by setting the
“Override” field in the neighbor advertisement message to 0, which is a modification to
IPv6 Neighbor Discovery [19] and IPv6 Stateless Address Auto-configuration [21]. This
is done so that the nodes in the network do not store this untested address in their cache,
in case of duplication. Further it also imposes that optimistic address must not be used for
Neighbor Solicitation and Router Solicitation messages for two reasons: First, a node is
unable to contact any router until it is ensured that the address is unique, i.e DAD process
completes. Second, the node is unable to resume a session with a neighbor that is not
present in its cache. All the communication flows through the default router, which then
generates an ICMP redirect message containing the MAC address of destined neighbor.
In this way the node updates it cache and starts communication with its neighbor directly.
(2) Advance Duplicate Address Detection (A-DAD) [12] [30], is another scheme that
minimizes the DAD time by performing the DAD process pribr to assigning an address to
a mobile node. According to this technique, each access router in the network maintains a

pool of ipv6 addresses. Addresses are generated randomly and after the generation DAD
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is performed on that address. After verifying the uniqueness of an address, the address is
then kept in cache called passive proxy cache, which is actually an AR that acts as a
proxy for such tested addresses. If the AR, serving as passive proxy, detects that another
node is performing DAD check on an address which is already in its cache it removes
that address from its cache, in order to let other node use this address. Now when a MN
detects that it has moved to a new network it sends a request message for obtaining a new
Care-Of-Address. The passive proxy selects one of the addresses from its cache and
sends it to MN in a reply message. A-DAD also works with Fast Mobile IPv6 (FMIPv6)
[8]. FMIPv6 was designed for fast handover in MIPv6 networks, based of layer 2 triggers
and pre-binding approach. The working of A-DAD with FMIPv6 had been described in
[301.

(3) Proactive Duplicate Address Detection (P-DAD) [31], verifies the uniqueness of an
address prior to movement of a mobile node to a new network. This scheme allows a MN
to configure an address in a stateless manner and then verify its uniqueness. This scheme
introduces some new entities. It assumes that there is central storage server called
Regional Information Point (RIP). This Regional Information Point server maintains a
table called Mobile Node Attachment Point Table or MAP table. This table contains all
the information about access points and their Basic Services Set ID (BSSID) and the
prefixes of all the Access Routers. All the access routers in the network know the address
of RIP server. When a Mobile Node predicts that it is about to move to a new network it
obtains the prefix of the visiting AR from Mobile node Attachment Point table. When it
receives the desired prefix it then configures a Care-of-Address. After the address has
been configured the MN perform DAD on it by exchange of Pre-allocate Request and
reply messages, while it has not moved to new network yet. When the MN moves to the
new network and attaches to that particular AR it then activates the CoA which was
configured and DAD was performed on it. This is done through the exchange of CoA-

Activation Request and CoA-Activation Reply messages.
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(4) Multicast Listener Discovery based Duplicate Address Detection (MLD-DAD): MLD
[32][{33] is a protocol that is used by routers in an IPv6 network in order to know which
nodes in the network wants or willing to receive multicast packets on their directly
connected links. Taking advantage of this property, this scheme finishes the DAD process
earlier by imposing some checks. Before performing DAD a node must first joins a
multicast address with the newly configured address [21]. At this point, the visiting router
checks whether the requesting node is the first node joining the multicast group, by
looking at the configured address [34]. If it is the first one then it means that there are no
more addresses in group and this address is unique. When a MN configures a new
address it sends an MLD Report message to an MLD-Querier router. This router is
responsible for all MLD related signaling. Soon after sending MLD-Report MN also
initiates DAD check. The MLD-report message shows the MN presence on the link and
asks whether it is the first node that visits this domain. If so, MLD-Querier router sends
an MLD-Response message to MN showing that this address is unique. If another address
is present in the multicast group then it means that there is atleast one member that is
getting served on this particular link. In this case, the Standard DAD is carried out on the
newly configured address rather than sending MLD-Response message back to MN. In
this case the MN waits until the DAD process is complete and it is properly informed
about the uniqueness of CoA or else the retransmission timer gets expired. In both cases
it is assumed that the CoA configured by MN is unique and is not duplicated.

(5) Enhanced Neighbor Discovery (END) is more like MLD-DAD. This scheme
introduces some new entities and messages. It introduces a new entity called Neighbor
Discovery Rely Agent (NDRA) [35]. The NDRA is a function that is implemented on
some router in the network. The purpose of this agent is to maintain a cache of all nodes
IPv6 addresses. Each node that configures a new address, it encapsulates that address in
an MLD Join message and sends NDRA. In this way the cache is maintained and updated
of all addresses used in the network. To finish DAD early, the END protocol sends an
acknowledge message to MN. This acknowledge message is a modified RA message

containing a field called Available Address Option field; this field carries an address that
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represents the availability of an address for a visiting node, which means that the address
is unique. If duplication is found then the Standard DAD process is carried out on the

address by initiating an NS-DAD message to the owner of the address.

(6) Fast Neighbor Discovery and Duplicate Address Detection (FNDD) minimizes the
DAD time by using the neighbor cache lookup process [36]. In this scheme it is assumed
that each Access Router in a visiting network contains all addresses nodes connecting to
its link in its neighbor cache. When a new node arrives it configures a new address and
sends it to AR in a RS message. AR receives this message and checks its neighbor cache
to verify the uniqueness of that address. If it is found unique the AR sends an
acknowledgement to MN. If a collision is found, then AR also contains a list of pre-
configured addresses that have been properly tested. In this case it picks one of those

addresses and allocates it to the visiting node.

(7) Dynamic Host Control Protocol (DHCP) [17], is a stateful method for address
configuration. According to this scheme, a MN on visiting a new network contacts a
DHCP server to solicit a CoA. The DHCP server contains a pool of addresses that are
unique and respond to a solicitation message by assigning one of the available address to
the requesting node. In this scenario DHCP server is responsible for maintaining all

information about address assignment and other related information like NAT etc.

In [2] the authors have presented an MLD-Based scheme to improve the handover
performance of FHMIPv6 affected due to DAD check. According to this scheme the
visiting node first of all set up a multicast group for itself to MAP. The MAP then asks all
neighbors to join the group. Afier a new address has been configured by a node and
arrives at MAP for verification, the MAP either respond by replying the requesting node
representing the uniqueness of address or initiate a Standard DAD process incase of
collision. The performance of the scheme has been shown through simulation. This

scheme is designed to work in parallel with the Standard DAD process.
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In [1] a Pre-DAD check scheme has been presented. It is shown that whenever a MN
detects that it is about to move to a new network, it sends some information to MAP.
MAP forwards this information to all ARs connected to its link. Based on this
information each and every AR configures a CoA on behalf of MN and performs DAD
on it. When the MN connects to any of the AR it shows its presence and the
corresponding AR start forwarding packets on the address that was configured and tested
for MN.

[37] Presents another scheme for detecting duplicate addresses. This scheme uses passive
duplicate address detection (PDAD) [38][{S], to report duplication of addresses.
According to this technique the incoming routing protocol traffic is examined by a node
to estimate the possibility of address conflict. The chance of address duplication is
estimated in a probabilistic manner where a table is maintained by each node that records
the probability of an address’s conflict. If the probability reaches to some threshold value
then it is assumed that the address is duplicated, and conflict resolution procedure is

initiated.

A new scheme V-DAD has been proposed in [39]. This scheme uses the concept of a
visual domain that changes the operation of traditional DAD process. According to this
scheme a visual domain server is an entity that comprises a large area usually a MAP and
its adjacent MAP i.e. neighbor MAP (N-MAP). This area is known as a visual domain.
With in a visual domain the MAPs exchange information about its topology. With this
scheme the handover delay is reduced by pre-performing the DAD process. After DAD is
successful, each MAP maintains a Node Information Table listing some extra parameters,

regarding each visiting node, to avoid duplication in a visual domain.

A Fast-Robust DAD (FR-DAD) scheme has been presented in [41]. This scheme is

almost similar as A-DAD, where a P-Server keeps a list of addresses and are assigned to
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visiting nodes on request. These addresses are pre-configured and are passed through
standard DAD process. An address that successfully undergoes DAD process is then kept
in a list maintained by P-Server. This scheme introduces some new message types, a

modified Option and an additional storage entity (P-Server).
2.2.2 A comparative study of existing DAD schemes

Duplicate Address Detection is a key component of Mobile IP handover process. The
degradation of handover performance that come due to DAD process has been studied by
various researches and alternative solutions has also been proposed in order to minimize
the impact of DAD procedure on handover process to a minimum possible level. This
section documents the shortcomings of each of the existing schemes that have been

proposed for Duplicate Address Detection.

Optimistic DAD [29], is based on the use of random addresses and assumes that the
address conflict is very rare. This may be true for small networks but if the network size
grows at large, it become very hard or almost impossible to distribute and configure
random addresses in large network, so collision is possible. If an address conflict does
arises then this schemes becomes more time consuming and normally takes more time in
recovery process than the existing DAD process. Further, this scheme makes use of the
newly configured untested address in some communication messages while DAD is in
progress; this mainly minimizes the communication disruption rather than handover

latency.

Unlike optimistic approach A-DAD assumes that the address conflict is sure to happen,
so it prevents it from happening. With this approach the handover performance improves
significantly but this approach puts an extra burden on ARs. Each AR need to maintain
and manage a pool of addresses. Further, mobile nodes are not able to configure their

own addresses, i.e, address configuration is no longer stateless, which goes against the
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standard. A-DAD allows a limited number of MNs as the number of addresses in the
proxy cache. In case of large number of mobile nodes this approach doesn’t seem to be

working effectively.

Proactive. DAD (P-DAD) [31] assumes that the MN is able to predict its movement in
advance. To achieve this some efficient and interoperable movement prediction
algorithms needs to be developed. An amazing feature of P-DAD is that it allows the
stateless configuration of address which is the most desirable feature of Mobile IPv6, but
this scheme requires some additional entities like RIP server. Further, the configuration
and maintenance of MAP-Tables, in RIP servers, and Registration Caches puts extra
management overhead. As compared to A-DAD the DAD check is performed by AR
rather than MN itself. Without movement detection the delay is comparable to that of A-
DAD.

The MLD-DAD minimizes DAD time only to a single roundtrip time if there is no
address conflict. If a conflict is found then it takes as much time as standard DAD. This
scheme requires that MLD must be properly configured on all nodes across the networks.
This requirement may not be met in some scenarios and node may be unaware of MLD.
Further, this scheme puts some extra overhead on routers for monitoring all multicast

groups regularly and responds to all MLD-Report even if it is not necessary or required.

With Enhanced Neighbor Discovery (END) scheme, if an address is found available for
use, i.e. address is found unique, the delay is almost same as MLD-DAD. But if a
collision occurs then this scheme takes more time than MLD-DAD because it involves

cache lookup time, which is always carried out before the Standard DAD initiates.

FNDD combines the features of both MLD-DAD and END by maintaining a list of all
address in use to check for duplicate addresses. This scheme checks the uniqueness of an

address only on the link to which the MN is trying to connect. If an AR contains multiple
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interfaces connecting multiple links, then this scheme fails to work. The delay is
comparable to MLD and END schemes and the neighbor cache lookup time, which is

approximately 5.3 usec [36]. This scheme avoids the standard process if a collision is

found but it imposes that each router must contain a list of pre-configured and tested

addresses which makes the scheme stateful.

DHCP ensures the uniqueness of an address by maintaining a pool of unique address but
still DAD is unavoidable with this scheme because address assignment through DHCP
require unique identifiers to identify the client and server. In this case Link local address
is used as DHCP unique identifier, which must be passed through standard DAD to

ensure its uniqueness.

MLD-Based DAD check scheme for FHMIPv6 allows nodes to configure address in a
stateless manner. This scheme is suitable if the multicast group contains minimum
number of nodes. In case of large number of nodes sharing the same multicast group, it is
highly possible that collision may occur. In case of conflict, this scheme switches to

standard DAD process which then takes longer than usual.

Pre-DAD scheme does reduce the handover latency by pre-address configuration and pre-
DAD check but this scheme does not reduce the frequency of DAD check. This
procedure needs to be carried out each time a MN wishes to move into a new AR. Incase
of fast moving MNs, and if the number of MNs increases at large, this scheme puts
significant processing overhead on MAP and ARs, as MAP will tunnel each MN’s packet
stream to all ARs and ARs will need to configure a LCoA for each MN and perform
DAD-check on it. Further, MN will connect to only one AR but MAP tunnels packets to
each and every AR in its domain and all ARs buffer these packets for MN. This leads to

wastage of bandwidth and poor utilization of resources.
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PDAD based algorithm requires each node to maintain a table, calculate conflict
probability and monitor this table constantly each time a new address is configured. It
also requires monitoring each incoming routing protocol’s traffic, on the basis of which
identification of the duplicate addresses is carried out. This scheme produces extra

processing overhead on nodes while DAD is still carried out if a conflict does occur.

V-DAD scheme requires MAP to keep information of each node that enters in its domain
and shares it with other neighbors. This puts extra processing, monitoring and
management overhead on nodes. Further it also increases the responsibilities of MAP to
act a visual domain server. It also require the development of some efficient table search
algorithms in size Node Information Table (NIT) increases at large, otherwise this
scheme will take as longer as the number of entries increases in NI-Table in cache.
Further, this scheme works fine for Macro mobility handovers while in case of local

handovers this scheme is unsuitable.

FR-DAD doesn’t allow nodes to configure addresses in a stateless manner. Due to this
stateful behavior most of the researches does not recommend such kind of schemes for

address assignment.
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2.3 Concept Matrix

The following Table summarizes the investigation of different Duplicate Address

Detection schemes.

Paper/Draft/RFC

Concept

Findings/Results/Conclusions

Optimistic Duplicate
Address Detection for IPv6

Random number generator is used to avoid
address conflicts.

Optimistic  addresses are used for
communication while DAD is in progress.
New communication strategy has been

introduced.

Optimistic DAD performance depends on the size of
network. The performance varies as the network
size grows.

Management and configuration of random addresses
is hard or almost impossible in large networks. So
due to this infeasibility, address duplication is
possible. If a conflict arises, the time required in the
recovery process becomes more than the existing
DAD process. So this scheme is not suitable for
large networks.

Advance Duplicate Address
Detection (A-DAD)

A new entity Passive Proxy Cache has been
introduced that keeps a list of unique
addresses. Addresses are assigned to nodes in
a stateful manner.

A pessimistic approach that prevents potential
duplication of addresses.

Allows a constant number of MNs. As the address
assignment is stateful, MNs cannot configures their
own addresses which is a desired feature in most
scenarios. Due to these problems this approach
suffers from severe scalability issue. It also put extra
burden on intermediate ARs. So this scheme fails in
scenarios where MNS increases by large number.

Proactive-DAD
A Fast Address-Acquisition
Strategy for Mobile IPv6
Networks

A P-DAD scheme that performsDAD before
moving to new network.

RIP server maintains MAP-Tables.
MAP-Tables contain prefix information of all
ARs.

Preserves  stateless Address
configuration.

DAD is performed by AR on request sent by MN
and not by MN itself.

Improves handover performance but puts extra
burden on network, like RIP server management,
MAP-Table configuration, Registration cache
maintenance etc. Further, it also require
development of movement prediction algorithms.

property  of

Duplicate Address Detection
Optimization using IPv6
Multicast Listener Discovery

An MLD-DAD scheme.

Verifies address uniqueness by checking
where the multicast group by querying the
group status. i.e; empty or not.

Works in parallel with standard DAD.

New entity MLD-Querier router introduces that
serves new messages like MLD-Report and MLD-
Response messages. Shorten DAD time if multicast
group is found empty else it increases the DAD time
more than the standard DAD time.

Duplicate Address Detection
Optimization Using
Enhanced Neighbor

Discovery

Proposes an END scheme for DAD.

A protoco! that verifies the uniqueness of an
address by maintaining a cache of all
neighbors address.

This scheme takes advantage of MLD-Join
messages for building an address cache. It means
that all nodes must be aware of both END and MLD
protocol. So this requirement may not be fulfilled in
some scenarios.

Also in the worst case this scheme takes longer than
MLD-DAD to check uniqueness of an address.
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A Fast Neighbor Discovery
and DAD Scheme for Fast
Handover in Mobile [Pv6

Networks

A hybrid scheme for address configuration. If
an address that has been configured in a
stateless manner is found duplicate, another
pre-configured tested address is assigned to
MN.

MN can configure an address in a stateless manner.
ARs keep a list of tested addresses to be assigned to
MN if newly configured address was found
duplicated. Reduces DAD time as no standard DAD
is initiated in case of duplication. This scheme is
applicable to a single link and fails to work an AR
have multiple interfaces sharing same prefix.

Dynamic Host Control
Protocol for IPv6 (DHCPv6)

A DHCP server contains a pool of unique
addresses to be assigned to nodes visiting a
particular network.

DAD is still performed on Link local address.
Address assignment is stateful. Nodes can’t
configure their own addresses. Due to these reasons
this scheme is not recommended for reduction of
delay associated with DAD process.

An Improved DAD check
Scheme MLD-Based in
FHMIPv6

MN prior to moving to a new network setup
for itself a muiticast group on that link. All
other neighbors on that link join this group.
MAP either reply to MN showing that the
address is unique or starts standard process.

MAP will establish and maintain a multicast group
for each MN that wish to join its link. This is not
usually possible if the arrival rate of MN to a
network is high. So this scheme fails to work when
the large number of nodes frequently visits some
particular network or domain.

Fast Handover Solution
using Multi-tunnel in
HMIPv6

A Pre-DAD check scheme has been proposed
where each AR connecting to the visiting
MAP configures and tests a CoA for MN.

For a single visit a separate tunnel is created to each
of the connected AR. Every AR configures and
performs DAD on CoA, for a single MN. This
scheme is inappropriate particularly if the number of
AR connected to a MAP is large or the number of
MN visits a MAP domain. This scheme results in
high wastage of resources and processing overhead.

An efficient DAD scheme
for Hierarchical Mabile IPv6
Handoff

A probability table is maintained by nodes that
shows the chance of an address conflict.
Duplication is identified by examining
incoming routing protocol traffic based on a
Passive DAD algorithm.

Separate tables are maintained for each address.
Traffic monitoring is carried out. Puts unnecessary
processing overhead on nodes. Requires extra
bandwidth aud storage.

Research on Handover in
Hierarchical Mobile IPv6
based on Fast DAD
mechanism in Visual
Domain

A MAP and its neighbor MAPs forms a visual
domain. MAP exchange information with each
other and no DAD is performed if a MN enters
another MAP domain within a visual domain.

MAP stores extra information about MN and share
it with MAPs in visual domain. MAP also actas a
visual server and perform extra activities that
produces unnecessary overhead on routers.

Fast and Robust Duplicate
Address Detection Scheme
for Mobile IPv6

An FR-DAD scheme is presented where a P-
Server contain a list of properly tested unique
addresses. FR-DAD is a stateful address
assignment scheme.

Introduces new message formats and central storage
devices like P-Server. Nature of address assignment
is statful, which is not recommended by most of the
researchers.

Table 2.1: Concept Matrix
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2.4 DAD schemes proposed by different Researchers

To sum up the literature survey it is clear that different researches have proposed the
following DAD schemes to improve HMIPv6 handover performance. The schemes

presented later on are mostly based on the following techniques.

o Optimistic DAD (O-DAD)
o Advance DAD (A-DAD)
o Proactive DAD (P-DAD)
o MLD-DAD

o END

o FNDD

o DHCPv6

o V-DAD

o FR-DAD

2.5 Factors Affecting performance of HMIPv6 handover process

As discussed previously, the following factors affect the performance of HMIPv6
handover

o Arrival Rate of MNs entering a domain

o Speed of MN

o Number of ARs within a MAP domain

o Movement Detection

o Address configuration

o DAD time

o Binding Update completion time

o Handover Frequency

o Link Delays
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2.6 Limitations

From the literature survey it is clear that different researches proposed different DAD
schemes to minimize DAD time. These schemes in a broader sense fall into two main
categories. Stateful Address assignment and Stateless Address configuration. Stateful
address assignment schemes like A-DAD, DHCPv6 and FR-DAD etc are strongly
discouraged by most of the researchers. The reason is that, in stateful address assignment
the address is assigned by some central storage entity or server, i.e. the nodes can’t
configure their own addresses, this is unacceptable in situations where address
configuration involves some cryptography key algorithms [36]. The stateless address
assignment schemes involve the use of some other protocols like Neighbor Discovery or
Multicast listener Discovery protocols. This imposes a constraint that each and every
node in the network must have properly implemented and configured with these protocols.
Further, these schemes mostly use positive acknowledgement to end the DAD process
early otherwise the standard DAD process is carried out on the new address. Thus in local
handovers if a node moves frequently between different ARs the DAD process will be
carried out each time a new address is configured on visiting an AR. This result in
repetition of DAD process, which affects the handover performance badly, particularly in
local handovers.

Following table includes some dominant characteristics of existing DAD schemes.

Characteristics DAD Schemes
Stateful Address Assignment A-DAD, DHCPv6, FNDD, FR-DAD
Need Central Storage Device MLD-DAD,END,A-DAD, DHCP, FR-DAD,FNDD
Use positive acknowledgement MLD-DAD, END, FNDD
Rely on Multicast listener Discovery MLD-DAD, END
Introduces new message types P-DAD, MLD-DAD, FR-DAD
Modification to existing messages O-DAD,P-DAD,FNDD,END,FR-DAD, MLD-DAD
Suitable for wireless environment A-DAD, P-DAD, O-DAD

Table 2.2: Features of existing DAD Strategies
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2.7 Summary

In this chapter we have given a description of related work. Different researchers have
presented different schemes with different characteristics and tried to improve the DAD
time in order to optimize the handover performance. Though existing schemes work fine
in some scenarios, still some more efficient schemes need to be developed. We have
highlighted the limitations of some of the existing schemes and illustrated the

requirement for a scheme to control the frequency of DAD process.
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Requirement Analysis

3.1 Problem Domain

Due to the high user mobility, providing a seamless connectivity to the mobile devices
has been a hot research area over the last decade. This requirement led to the proposal
and standardization of Mobile IP protocol. Researches have so far focused different
aspects of Mobile IP to enhance the performance of this protocol. The most demanding
issue has been to improve handoff performance. A lot of extensions and scheme were
proposed to optimize handover performance. Hierarchical Mobile IPv6 is one of those
proposals which is developed in order to localize the mobility, with the introduction of a
MAP, dividing mobility into Macro and Micro Mobility. Macro mobility handovers are
still managed in the manner as MIPv6 does but handover performance has been
significantly improved in Micro Mobility handovers. In Micro mobility handovers the
MN performs local movements within a particular MAP domain by visiting different ARs
connected to that MAP. MAP in this case act as local HA for MN, performs mobility
management completely seamless to MN’s HA and CN. Though, HMIPv6 greatly
minimizes handover latency, still researchers are focusing some key issues in order to
make the handover performance, in Micro Mobility, even more optimized. Some of the
reasons that results in handover delay are described in next section. Following figure
shows a HMIPv6 Micro-Mobility domain.
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Mowvement

Figure 3.1: “HMIPv6 Micro-Mobility Domain”

3.2 Handover Delay

A MN while accessing different ARs in a visited domain performs different tasks while
attaching to an AR. A handover process in HMIPv6 network mainly consists of five
major components, which corresponds to total handover delay. These are: Movement
Detection, Router Discovery, Address Configuration, Duplicate Address Detection and

Binding Update completion

e Movement Detection

¢ Router Discovery

e Address Configuration

¢ Duplicate Address Detection

¢ Binding Update Completion

An Efficient Duplicate Address Detection Scheme for Micro-Mobility Handovers 32
In Hierarchical Mobile IPv6 Networks



Chapter 3 Requirement Analysis

Movement Detection corresponds to check, how MN has been disconnected or moved to
a new network. This is accomplished through Router Solicitation and Router

Advertisement Messages as described in [7]

After an MN detects that it has moved to a new network it must be attached to some
router in a foreign network. The decision as to which router in a foreign network an MN

is going to be attached is carried out through ICMP router discovery procedure described
in [7](28](42]

Once an MN chooses a router to attach with, it then configures a CoA on that link. This

address is configured in a stateless manner as described in [21].

Duplicate Address Detection check is performed on this newly configured CoA in order

to verify the uniqueness of this address on the link though DAD process [10].

Finally, after an address has been verified and found unique, the HA and CN of MN are
notified about MN’s new CoA through Binding Update messages.

Each of these steps takes some amount of time; collectively the sum of delays of each of

these steps corresponds to the total handover delay.

3.3 Problem Statement

Based on the limitation and drawbacks of the existing work presented in chapter 2 we

have developed our problem statement as follows.

Duplicate Address Check (DAD) check plays a vital role in MIPv6 handovers. When an
MN detects that it has moved to a new subnet, the MN conﬁgur;as a new LCoA and
performs Duplicate Address Detection (DAD) to verify the uniqueness of its link-local
address on the new link as specified in MIPv6 [10]. Similarly in HMIPv6 the same
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procedure is undertaken when a MN moves to new MAP’s domain or visit a new AR in a
particular MAP domain. During this time the MN must wait until successful completion

of DAD process. This DAD check takes 1000ms to 1500ms (in worst case) {1], [2].

For local movements within a MAP domain if the MN frequently moves between
different ARs, this DAD-check is repeated proportionally as the number of visits made by
MN, i.e., on each movement MN configures a new LCoA and performs DAD on it. Thus
for a frequently moving MN in a MAP domain it reduces the efficiency of HMIPV6

handover process badly.

Further, the MN is not able to send or receive packets until successful completion of
handover process. As DAD take considerable amount of time in handover process, this
result in higher packets loss for an MN’s ongoing session and also the network suffers

from unnecessary signaling and message exchange.

To enhance the efficiency of handover process in HMIPv6 the repetition of DAD check

must be reduced, thus enhancement is needed.

3.4 Proposed Solution

From the problem statement it is understood that key idea is to reduce the frequency of
DAD check; i.e. it must not be carried out at every individual handover. For this purpose
we are going to propose a Less-Frequent Duplicate Address Detection Scheme (LF-DAD)
for Micro Mobility handovers in HMIPv6 networks.

To achieve our goal we have modified the actual binding update message by adding an
extra bit that is necessary for this scheme. First of all, we will explain the binding update

message and then the LF-DAD scheme.
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3.4.1 Binding Update Message

Sequence #

Al HI L] KI M Reserved . Life Time

Mobility Options

Figure 3.3: Binding Update Message Format

Sequence Number: 16-bit unsigned integer.

Acknowledgment (A): Indicates MN’s request for acknowledgment from MAP. If set
means MN wait until receives ack from MAP. :

Home Registration (H): If set by MN it means that the receiving node should act as HA
for MN.

Link local Address Compatibility (L): if set it means that the Home address has same
interface identifier as MN’s link local address.

Key Management Mobility Compatibility (K): Indicates [PSec security association
between MN and HA.

MAP Registration (M): If set to 1 it shows MAP registration.

Reserved: Total field length is 16-bits, 5 bits have been used and 11 are still available for
future research.

Life Time: 16-bit unsigned integer. Represent Binding life time.

Mobility Options: Variable length field, each an integer multiple of 8 octet long.
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Proposed Binding Update Message:

Sequence #

AlH|]L|K|M]V Reserved

Life Time

Mobility Options

Figure 3.4: Proposed BU Message Format

V: Shows whether a MN has already been verified by MAP or not. If this bit is set to 1,

then it means that MN is already verified itself with the MAP; if not set, then MAP

assumes that the MN is trying to connect on its link for the first time.

3.4.2 Less Frequent Duplicate Address Detection (LF-DAD) Scheme

Mobile Node Considerations:

When a MN visits a new domain it receives AR’s prefix information via RA or RS

messages. MN then configures an LCoA and will encapsulate this address and its

interface identifier in a binding update (BU) message and sends it to MAP. Note this time

the V bit is BU message must be 0, i.e.; MN is performing his first handoff on a MAP’s

link.
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MAP Considerations:

MAP receives the BU message, de-capsulate it and checks that the V bit is 0. Now the
MAP performs DAD check on CoA sent by MN to verify its uniqueness. On successful
completion of DAD check, MAP stores this address and MN’s Interface ID in its binding

cache and starts forwarding packets destined for MN.

If MAP finds that the V bit in BU message is set to 1, then it means that MN has already
been verified and MAP has already stored its Int ID in its binding cache. In this case, the
MAP only updates its binding cache with newly configured LCoA without performing
DAD. Following figure explains the whole idea.

AR1 MAP AR2
BU BU
DAD
BA + Packets BA + Packets
RtrAdv
i gu
l Int ID l
A
BA
Packets
3 Packets

Figure 3.5: Less Frequent DAD (LF-DAD) Scheme
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MN sends LCoA and its Interface Identifier in BU message to MAP.

MAP perform DAD on this LCoA, if successful, MAP updates its binding cache
by associating MN’s LCoA and its interface identifier against its RCoA, as
RCoA:Int_ID:LCoA.

MAP then sends Binding Acknowledgement (BAck) and the packets destined for
MN on its new CoA.

While MN enters the overlapping area of AR2 , it receives Router Advertisement
messages (RtAdv) message containg AR2 subnet prefix.

MN configures a new LCoA and sends BU and its Interface ID to MAP, setting
V bitto 1.

MAP see the V bit set to 1 and scans its cache and checks for association MN’s
RCoA: Interfacd ID, if matched, MAP will update its cache with new LCoA
without performing DAD. As shown in fig, AR2.

After updating its cache MAP sends BAck to MN and will start forwarding
packets to MN’s new LCoA. i.e. to MN via AR2.

3.5 Contribution

The main contributions of this thesis can be summarized as follows.

A detailed understanding of Mobile IP, Mobile IPv6 and Hierarchical Mobile
IPv6.

Macro and Micro Mobility management in Hierarchical Mobile IPv6 networks.
Micro Mobility handover procedure and its associated issues that results in bad
performance.

Modified handover scheme enhancing the actual handover procedure.

Used different metrics to analyze the influence of proposed handover scheme on

the conventional HMIPv6 scheme.
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3.6 Summary

A detail study about the problem domain, our problem statement and proposed solution is
presented in this chapter. Improving MIP handoff performance has been an active area of
research. It is obvious from the problem statement that the DAD procedure affects the
performance of handover process badly as DAD is repeated on each handover within a
single domain. Our proposed solution is based on the idea of minimizing this repetition,

making fast handovers within a MAP domain.
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The Simulation Design

4.1 Introduction

Simulation is a technique or method that is undertaken when real world test are either too
expensive, complex, time consuming or almost impossible due to any reason. The
network topologies we come up in our daily life are mostly wired or wireless but there
are situations, like MIP networks, where we need a hybrid topology for our simulation.
The challenging issue in such an environment is to provide connectivity between wired
and wireless domains. The MIP model in NS2 introduces a base station node which
consists of a wired and a wireless interface capable of providing connectivity between
two wired and wireless domains. This chapter explains our proposed simulation tool,
simulation goals, simulation model, reference scenario and finally experimental setup for

different tests.
4.2 Simulation Tool
The simulation tool we used for our simulation is the Network Simulator (NS 2.31)

[43][52] [53]. The NS is a discrete event simulator which was developed by VINT

project and is maintained under the supervision of Information Science Institute
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(ISI). NS is an open source simulator particularly designed for networking research. It is

the most widely used simulator by researches related to networking field.
4.2.1 Why NS2?

Network Simulator (NS 2) is a discrete event object-oriented simulator. NS is written as a
front-end in an object oriented language C++ and OTCL. Support of C++ in NS2 allows
detailed simulations of protocols and provides means for efficient manipulation of packet
headers, bytes, and implementing algorithms particularly designed to run over larger data
sets. Due to these facts the more desiring feature is the run time speed which is provided
by C++. The turn around time in this case is less important. OTCL provides means for
varying different simulation configurations and parameters, or exploring configuration
setups for various scenarios [52][53].

NS2 provides a built-in support for a lot of transport, routing and multicast protocols and
covers a wide range of network types, applications and traffic models. Beside that NS2
also provides an easy way for simulating different wireless and wired-cum-wireless

scenarios.
4.2.2 IP Mobility Support in NS2

Currently, NS2 provides support only for the base Mobile IP protocol. All other
extensions to Mobile IP protocols are mostly external contributions by different
researches or communities. These extensions are available for the sake of research
purpose with open licenses. Most of the contributed codes and modules were designed for
some particular versions of NS2 and were later updated to most recent versions of NS.
Following figure shows the NS2 support for IP mobility and the contributed code and

modules.
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Standard NS2 Modules i Non-Contributed Code |
CMU Monarch Wireless and NS2 Core Modules
Mobility Extensions
For NS2. Contributed Code

i AN
MIP extension for NS2 by SUN

micro systems, i.e Wired MIPv4
implementation. Mobiwan for NS2.1b6,
Thierry Ernst

Standard MIP extension for ns2,

-Wireless MIPv4 implementation Mobiwan
and wired-cum-wireless scenarios for NS2.26
A
NOAH routing agent and improved R NOAH
Handover implementation by Jorge for NS2.26
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CIMS for NS2.26 with hard handoff CIMS+MEHROOM by E
implementation and loss monitor by Liesth Peter !
Pedro Vale LU Up SRR RPR PR

Figure 4.1: NS2 IP Mobility Modules

4.3 Simulation Goals

The simulation is carried out in the following steps:

o First of all, selection of a simulation model for Hierarchical Mobile 1Pv6

networks.
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¢ Implementation and configuration of the model in NS2.
¢ Running simulation in order to obtain the required metrics.
o Finally, analyzing the results to show the performance optimization of the

protocol in the network.

Selected Mobility
Characteristics

A

Generated
Scenario
A
HMIP Simulation Tool
Protocol Code ” NS 2.31
A
A y
Trace File Nam File
Statistical Results Visual Results

v v

\ 4

Analysis

A

Conclustons

Figure 4.2 Implementation of Simulation

The main goal of this simulation is to analyze the reduction in HMIPv6 Micro Mobility
handovers. We will study the effect of our proposed handover scheme on Local

handovers within a particular domain and will compare it with the current
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implementation of HMIPv6 protocol. We will analyze our proposed scheme under

different simulation setups.

4.4 Simulation Model

The simulation study is carried out using Columbia Micro Mobility Software (CIMS) [49]
[50][54]. This software was first designed for ns version 2.1b6, later it was upgraded for
ns 2.26 and currently it is made available for ns 2.31. CIMS provides a common
framework for all simulation studies.

The Hierarchical Mobile IP simulation model presents two levels of the protocol; first is
the Mobility Anchor Point (MAP) and on the lower level are Access Routers (ARS). ARs
are actually the Base Station nodes that contain a wired and a wireless interface. The
MNs are purely wireless and move within a wireless domain. The ARs provides
connectivity and traffic forwarding facilities to these wireless MNs in a hybrid scenarios.
Our simulation uses a hybrid wired-cum-wireless topology. Following are the main
entities of the proposed simulation model.

Gateway (GW)

CIMS was designed for simulation of various micro mobility protocols, The GW node in
case of HMIP simulation acts as MAP in the simulated scenario. This node acts as a local
home agent for the mobile node and is responsible for keeping track of MN’s movement,
maintaining binding cache for MN and other mobility management.

Access Routers (ARS)

ARs are base station nodes that transmit beacons in some particular range. ARs consist of
two different interfaces where one interface is connected to a wired link and the other
interface is connected to a wireless link. AR plays a key role in MIP networks because
these networks mostly consist of a hybrid topology.

Access Network Gateways (ANG)

These nodes are responsible for simulating the inter-domain behavior of the protocol,
which are not used in our simulation because the scope of our study is limited only to

intra-domain or micro mobility handovers.
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Corresponding Nodes (CN)

CN is the source of the traffic. CN generates the traffic for MN and is responsible for
encapsulating and tunneling the packets destined for MN to MAP.

Mobile Node (MN)

MN is the receiver of the traffic. MN is a wireless node which moves and connects to

different ARs during the simulation.

In order to compare the performance of current handover scheme and our proposed
scheme all the simulations are done using the same common framework. The flow of

events during the simulation is given in the following figure.

Scenario Initial MN Traffic Flow Impact of Impact of Impact of
Initialization Position First Handover Second Handover | Last Handover
t0 tt tl 12 13 Tn-1 Tn
Simulator Traffic Measurment Starts Handover Handover  Handover Measurements
Start Start Handover to next to next AR tonext AR to next AR St op
AR

Figure 4.3: “Scheduled Events for moving MN”

The simulation begins with initializing the reference scenario by loading the HMIP
library at the simulator starts. The MN is placed in it initial position and after sometime
the traffic starts. MN movement is scheduled as directed and starts performing handovers
to different ARs during its movement. On each individual handover a series of
parameters is calculated and at the end of simulation the trace files are closed. Based on
calculated parameters during simulation the final results are calculated and the results are

stored in an output file.
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4.5 Simulation Scenario

The following figure shows the scenario for our simulation. This scenario presents a true
picture of real world network. In the enterprise network there could be different
configurations of the nodes in the network, for instance there may be the nodes which
have no support for mobility i.e. mobility unaware nodes. This scenario consists of a
mixture of mobility aware and mobility unaware nodes which reflect a closer look of the

real world network topology.

Figure 4.4: Simulation Scenario

Scenario Details
The above scenario consist of two parts; First, the wired part and, second, the wireless
part, forming a wired-cum-wireless (hybrid) topology. The wired part consists of nodes

arranged in a hierarchical order, connected via Ethernet links between them, reflecting a
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mesh structure. Qutside the domain is the CN which is the traffic generator source during

the simulation.

At the last level of topology there are 8 Access Routers which are actually the BS nodes
with wired and a wireless interface. MN moves in the network, connecting to these ARs
using IEEE 802.11 wireless links. Each AR covers a 1 Mbps IEEE 802.11 cell
independently. All ARs are connected to MAP through a series of routers. These routers

are connected vi point-to-point links of 10 Mbps, with a constant Sms link delay.

The MN in the topology is the receiver of the traffic generated by CN and will move
inside the domain. At the start of simulation the MN initial location will be at AR1. After
it starts movement it will visit ARs one-by-one in a sequential order, from ARI ... ARS,

and will perform handoff.

The CN is the source of the traffic. It will generate UDP traffic of the type Constant-bit-
rate (CBR). The packet size is kept 1000bytes with a rate of 100 packets per second.

The simulation finishes with calculating the required metrics and sending the results to an

output file.
4.6 Research Methodology

A detailed setup for our simulations has been described in this section. Four experiments
were conducted for each handover scheme. In the first experiment we analyzed the
impact of the number of increasing handovers, in second we analyzed the impact of
varying link delays, in third we analyzed the impact of varying DAD time and finally the
impact of varying MN’s speed. In each experiment we have analyzed the effect of
handover latency, packet loss ratio, One-way delay and throughput ratio. Based on these
performance metrics we’ll present our conclusions about each handover scheme and their

effects. All simulation has been carried out in an open source network simulator NS 2.31
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[431[52][53], Redhat Linux 9 operating system, Dual Core processor 1.8 GHz and 1 GB
RAM. We have used omni directional antenna with 250m transmission range. UDP is
used as transmission protocol with a packet size of 1000 bytes at 100 packet/sec. Table

4.1 shows the general parameters for the whole simulation.

Table 4.1 Simulation Parameters

Variables Values
Simulation tool NS2.31
Propagation model TwoRayGround
Antenna Type Omni directional
MAC Type 802.11 MAC
Interface Queue Wireless Physical
Topology size 1360m x 1360m
Transport protocol UDP

Packet size 1000 bytes
Traffic Type CBR

Queue Type Drop Tail

Wired link Type Ethernet

Wired links Speed 10Mbps

Wireless link Type IEEE 802.11
Wireless link Speed 1 Mbps

Protocol Agent HFA (HMIP protocol)
Number of MN 1

Number of CN 1

Simulation time 33 sec
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4.6.1 Experimental Setup

The details of complete experimental setup are given as follows.

4.6.1.1 Experiment for increasing number of handovers

Besides the above general parameters in table 4.1 each handover scheme is tested for
some additional parameters. In this experiment we will analyze the impact on handover
latency, packet loss, One-way delay and the throughput, as we increase the number of
handovers. This experiment is conducted for both handover schemes. The details of this
experiment are given in table 4.2, where we shall only vary the number of handovers

while keeping all other parameters constant for all tests.

Table 4.2 Parameters for Experiment No. 1

Variables Values

Experiment Impact of Increasing Number of Handovers.
Number of handovers 1,2,3,4,5,6,7

Link Delay 10 ms

MN Speed (Handovers/minute) 15

DAD Time MAX (1500 ms)

Number of tests 7 tests. One test for each handover scheme

4.6.1.2 Experiment for investigating the impact of Link delays

In this experiment we will investigate the impact of link delays in our simulation. The
experiment is conducted for both schemes. The details of this experiment are given in
table 4.3, where we will vary the link delays and performs a test to obtain results for both
handover schemes. Here we will vary the link delay from Sms-50ms while keeping all

other parameters constant for each test. The results for both schemes on each test will be
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then compared in order to check the performance optimization of our proposed handover

scheme again the current HMIPv6 handover scheme.

Table 4.3 Parameters for Experiment No. 2

Variables Values

Experiment Impact of Varying Link Delays

Number of handovers 7

Link Delay 5,10,15,20,25,30,35,40,45,50 ms

MN Speed (Handovers/minute) 15

DAD Time MAX (1500 ms)

Number of tests 10 tests. One test for each handover scheme

4.6.1.3 Experiment for probing the impact of DAD time

Duplicate Address Detection (DAD) normally takes 1000-1500 ms in the overall
handover process. In this experiment we will analyze the impact of DAD time on
handover latency, packet loss, One-way-Delay and throughput. The details are given in
table 4.4, where we vary the DAD time and a test is carried out each time DAD time
changes. The DAD time 0 means the test is conducted for the proposed scheme where the

DAD check has been ignored. All other parameters for each test will remain constant.

Table 4.4 Parameters for Experiment No. 3

Variables Values

Experiment Impact of DAD time

Number of handovers 7

Link Delay 10 ms

MN Speed (Handovers/minute) 15

DAD Time 1000, 1100, 1200, 1300, 1400, 1500, 0 ms
Number of tests 7 tests
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4.6.1.4 Experiment for varying Mobile Node (MN) Speed

In this experiment we will investigate the impact of MN’s speed on our performance
metrics. The details of the experiment are given in table 4.5, where we will vary the
speed on MN while keeping all other parameters constant. The MN will be varied from 3-
15ms as given in the table and on each change an individual test will be carried out for
both handover schemes and will be compared to know about the performance

optimization of our proposed handover scheme.

Table 4.5 Parameters for Experiment No. 4

Variables Values

Experiment Impact of Varying MN Speed

Number of handovers 7

Link Delay 10 ms

MN Speed (Handovers/minute) 3,6,9,12, 15

DAD Time 1500 ms

Number of tests 5 tests-One for each handover scheme
4.7 Summary

In this chapter we described our simulation goals, the simulation model and simulation
scenario for our simulation and the flow of events in our simulation process. Also we
have presented a detailed study about the required entities and their characteristics
required for our simulation. Further more, we have presented a detailed study about the

simulation and experimental setup for the assessment of performance optimization of our

proposed scheme.

An Efficient Duplicate Address Detection Scheme for Micro-Mobility Handovers 51
In Hierarchical Mobile IPv6 Networks



Chapter 5 Performance Evaluation

Performance Evaluation

5.1 Introduction

In this chapter we analyze the results obtained from our simulation. Here we present the
performance of the current HMIPv6 handover procedure and our proposed scheme. We
shall compare our proposed scheme against current handover scheme through calculation
of some performance metrics. Based on our experimental design we have presented our
required results in graphical form with sufficient explanation. Four experiments are
performed and in each experiment the results for the following metrics have been
collected, Handover latency, Packet Loss Ratio, One-Way-Delay and throughput ratio.
Each experiment is undertaken for both handover schemes under same environment and
same conditions. Each experiment consists of one or more tests. Each test is conducted
for both schemes and results have been collected. The next section describes how
different metrics have been calculated and then we will show our results and finally the

summary of our work is given.

5.2 Performance metrics

The performance metrics that we have chosen for our simulation are; Handover Latency,

Packet Loss Ratio, Average One-Way-Delay and Throughput Ratio. For each individual
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test in each experiment the results have been collected for these four metrics. These
metrics are calculated as:
Handover Latency

Handover latency is the time difference between the first packet through new AR and last

packet received through old AR.

Tn = Reception Time Stamp of first packet received via new AR
To = Reception Time Stamp of last packet received via Old AR

N = Number of handovers

Tn—To

N
Handover Latency = z (

n=1

Yms

Packet Lost Ratio

It is defined as the ratio of total number of packet lost to total number of packet

transmitted and is calculated as

Pd = Number of not received packets

Pt = Total number of transmitted packets

Packet loss Ratio (%) = —I;)—c: *100

One-Way-Delay

The time taken by a packet to reach its destination including route acquisition time and is

calculated as.

Tr = Reception Time Stamp

Ts = Sender Time Stamp

An Efficient Duplicate Address Detection Scheme for Micro-Mobility Handovers 53
In Hierarchical Mobile IPv6 Networks



Chapter 5 Performance Evaluation

Np = Number of received Packets

(Tr-Ts)

Average Delay = Z N
p

Throughput Ratio:

It is calculated as:
Br = Number of bytes accepted/received

Bs = Maximum number of bytes sent
. Br
Throughput Ratio (%) = Ze *100
s

5.3 Simulation Results

The simulation results of the mobility models is given as follows.

5.3.1 Simulation results for Increasing number of handovers
Handover Latency

Figure 5.1 shows the handover latencies associated with both schemes. It is clear from the
figure that the handover latency is greatly improved by our proposed scheme. Increasing
the number of handover between cross-over routers places a very minor, i.e. the variation
in handover delay seems almost constant, impact on handover delay but the contribution

of our proposed scheme is very significant and predictable.
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Handover Latency
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Figure 5.1: Handover Latency

Packet Loss

Figure 5.2 shows the number of lost packets during each individual handover. We can

observe that the packet loss in the HMIPv6 is much higher and our proposed scheme has

reduced this loss to greater extent. Packets loss occurs on each handover as the MN

registration process is in progress; hence by reducing the delay in handover time results

in lower packet loss. The average Packet Loss ratio found in HMIPv6 handover was

46.31 %, which was reduced to 8.6 % by our proposed scheme.

Lost Packets

Packet Loss
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Figure 5.2: Packet loss on each handover
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Average One-Way-Delay (O.W.D)

A very slight variation is seen in the average One-Way-Delay in the both schemes. The
handover latency has nothing to do with the One-Way-Delay because this delay does not
involve the delays associated with handovers but rather it is the summation of difference
of reception time stamp and sender time stamp divided by number of received packets.

So the One-Way-Delay calculated for each scheme is given as

0.W.D for HMIPv6 = 241.69 ms
O.W.D for LF-DAD =241.70 ms

Throughput Ratio

Our proposed scheme has improved the throughput significantly. By reducing the
handover latency the network throughput has been increased because the MN receives
more packets than it does in current HMIPv6 scheme. The throughput ratios calculated

for both schemes are given as

Throughput Ratio (HMIPv6) = 53.69 %
Throughput Ratio (LF-DAD) =91.38 %

5.3.2 Simulation results for investigating the impact of Link delays
Handover Latency

Figure 5.3 shows the handover latencies are getting higher as the delay in link increases.
A comparison of both the schemes is presented and it is very clear from the results that
our proposed solution is performing much better than the actual handover scheme in

situations where the links suffers different delays in the network.
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Figure 5.3: Handover Latency for varying Link Delays

Packet Loss Ratio

The packet loss ratios for both schemes are given in figure 5.4. The loss ratio increases as
the delay in link increases. The comparison of both the schemes is shown and we can
clearly observe that our proposed scheme reduces the packet loss to greater extent as
compared to current HMIP handover scheme. The minimum loss ratios for HMIP and our
proposed scheme are 42.5 % and 4.8 % respectively, and the maximum values for these
are 52.3% and 14.7% respectively. These results shows that, in the network system where
links encounters different link delays, our proposed scheme will work more efficiently

than current HMIPv6 scheme.
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Figure 5.4: Packet Loss Ratio with changing Link Delays

Average One-Way-Delay (0.W.D)

A very slight variation is seen in the average One-Way-Delay in the both schemes. The
one-way-delay increases with the increasing the link delays but in case of comparison
simulation test is carried out for both schemes under same varying conditions. Hence for
each link delay value the of O.W.D for each scheme comes out almost similar. If

represented in graph it will show a constant behavior.

Average O.W.D for HMIPVv6 = 246.2 ms
Average O.W.D for LF-DAD = 246.7 ms

Throughput Ratio

The throughput ratios for the schemes are given in figure 5.5. We notice that the
throughput ratio decreases when delay in link increases. However it is clear from the
results that our proposed scheme is performing more efficiently as compared to current

handover scheme. At each point our proposed scheme gives much higher throughput ratio
than HMIPvé.
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Throughput Ratio
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Figure 5.5: Throughput Ratio with changing Link Delays

5.3.3 Simulation results for changing DAD time

Handover Latency

Figure 5.6 shows the impact of DAD time on the handover process. DAD time takes
1000 to 1500ms (in the worst case) to complete. We have shown that how DAD time
affects the handover latency. The point Oms on x-axis of the graph shows the handover

latency when the DAD time was avoided by our proposed scheme
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Figure 5.6: Handover Latency for changing DAD Time
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Packet Loss Ratio

The packet loss ratios for varying DAD time are given in figure 5.7. Here we can notice
that packet loss ratio increases as long as DAD takes time to complete. The value 0 on x-
axis shows the results of our proposed scheme. Even if DAD completes in its best case,

i.e. 1000ms, the loss ratio is almost 33% while our proposed scheme reduced this ratio to
9.5%.

Packet Loss Ratio

Percentage %

0 1000 1100 1200 1300 1400 1500
DAD Time (ms)

Figure 5.7: Packet Loss Ratio for changing DAD Time

Average One-Way-Delay (O.W.D)

The result of one-way-delay for both schemes is almost similar and shows a constant

behavior each time. It means that DAD time has no impact on one-way-delay.

Average O.W.D for HMIPv6 = 241.69 ms
Average O.W.D for LF-DAD =241.84 ms

Throughput Ratio

Figure 5.8 shows the impact of DAD time on throughput ratio. Longer the DAD takes to
complete will minimize the throughput ratio. The maximum highest throughput ratio we

can obtain in the presence of DAD is approximately 67%, in the case where DAD ends in
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its best case i.e. 1000ms. On the other hand our proposed scheme provides a throughput

upto 91.5% approximately.

Throughput Ratio
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Figure 5.8: Throughput Ratio for changing DAD Time

5.3.4 Simulations results for changing Node Speed

Handover Latency

Figure 5.9 shows the impact of MN speed on the handover process. The results for both
schemes have been compared and it is understood that our proposed scheme is
performing well as compared to HMIPv6 handover scheme. In both cases the graphs
shows a constant behavior which means that the speed of MN has a very low impact on
handover latency as there is a very slight variation seen in the results for each scheme.

However the performance improvement of our proposed scheme is very clear from the

results.

An Efficient Duplicate Address Detection Scheme for Micro-Mobility Handovers 61
In Hierarchical Mobile 1Pv6 Networks



Chapter 5 Performance Evaluation

Handover Latency
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Figure 5.9: Handover Latency for changing MN Speed

Packet Loss Ratio

The impact of MN speed on the packet loss ratio is in figure 5.10. Here we can notice that
for both schemes the packet loss ratio increases as the MN speed increases. This is
because when the MN speed increases it remains attached to an AR for a shorter time.
The comparison of both schemes under varying speed shows that our proposed scheme

has reduced the packet loss to greater extent than HMIPv6.

Packet L.oss Ratio
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Figure 5.10: Packet Loss Ratio for changing MN Speed
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Average One-Way-Delay (0.W.D)

The result of one-way-delay for both schemes is almost similar and shows a constant

behavior each time. It means that speed of MN do not have any significant impact on

One-Way-Delay.

Average O.W.D for HMIPv6 = 241.7 ms
Average O.W.D for LF-DAD = 241.66 ms

Throughput Ratio

Figure 5.11 shows the impact of MN speed on the throughput ratio. In both schemes the
throughput ratio decreases as the speed of MN increases. Results show that our proposed
scheme is giving high throughput ratio as compared to HMIPv6. If we observe closely we
will find that the on changing the MN speed the throughput ratio for HMIPv6 scheme is
decreasing in the range 90 to 50, while that for our proposed scheme is decreasing within

the range 90 to 100. This shows that our proposed scheme gives higher throughput ratio
in varying MN speeds.

Throughput Ratio

| [@HMIPW
| |mLF-DAD

Percentage %

3 6 9 12 15
MN Speed (Handover/min)

Figure 5.11: Throughput Ratio for changing MN Speed
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5.4 Major Conclusions about the impact on handover process

The performance of the handovers is greatly affected by a number of reasons including
address configuration and address verification processes in HMIPv6 networks. Besides
these reasons there are other reasons which may affect the handover process in certain
ways. Some of these are those that were targeted in this thesis like MN speed, DAD time,
Handover frequency and link delays. Collectively, these are all the factors that impact the
handover process and must be considered for performance evaluation. Following

subsection shows a comparative study of both the schemes in a summarized form.

Comparative analysis of HMIPv6 and proposed LF-DAD scheme

Both the schemes are tested in some varying conditions and experiments were conducted
in order to present the performance of our proposed scheme. Four major experiments
were conducted for Handover frequency, Link delay, DAD time and MN speed. In each
experiment several tests are carried out and results were obtained for four metrics,
namely, handover latency, packet loss ratio, one-way-delay and throughput ratio. From
the results it is clear that the link delays and DAD time affect the handover latency to a
large extent while handover frequency and MN speed has a low impact on handover
delay as the graphs shows very slight variation for these factors. However, in all four
experiments our proposed scheme gives extremely better performance as compared to
current HMIPv6 handover scheme. Results for packet loss show that all these factors
have significant impact on packet loss. Packet loss increases as any of these factor
increases. In all cases our proposed scheme has reduced the packets loss to greater extent.
The results for one-way-delay showed almost constant delay in all experiments. It means
that these factors have no or extremely low effect on one-way-delay. Throughput is badly
affected by HMIPv6 handover scheme because of longer handover latencies. Our
proposed scheme shortened the handover latency and thus in all experiments our

proposed solution have improved throughput as compared to current HMIPv6 scheme.
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5.5 Summary

This chapter details about the performances metrics and the simulations results have been
presented. We have chosen handover latency, packet loss ratio, One-Way-Delay and
Throughput ratio as performance metrics. Each scheme is tested for varying handover
frequency, link delay, DAD time and MN speed and then we have presented our results

and conclusions.
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Conclusion and Future work

In this chapter we will summarize our conclusions about the thesis and will present the

future dimensions of this work.
6.1 Achievements
The main achievements of this project can be summarized as follows.

*  The main contribution of this research project is the reduction of handover
latencies in Hierarchical Mobile IPv6 networks.

=  We achieved our goal by presenting a more efficient handover scheme, which
reduced the handover latency noticed in HMIPv6 micro mobility handoff process.

*  We have modified the actual handover process of HMIP handover process and
have given a scheme which reduces the frequency of Duplicate Address Detection
(DAD), during local handovers in a MAP domain, called LF-DAD scheme.

» We have analyzed the performance optimization of HMIPv6 protocol by
comparing both schemes.

=  We have calculated some performance metrics for both the schemes and have

come up with some useful and meaningful results.
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»  The results we have gotten during our simulation process are both statistical

(numerical values) and visual, i.e. results can be viewed in the Network Animator

(NAM).

6.2 Conclusion

We have analyzed the HMIPv6 handover process in a micro mobility domain and
realized that the base HMIPv6 protocol is performing poor for local handovers within a
particular domain. We have identified the reasons for this bad performance and proposed
another scheme for micro mobility handovers called Less-Frequent DAD scheme. We
performed several tests using NS2 simulation in order to present the performance
optimization of our proposed scheme against the current scheme. Several experiments
were performed to obtain results based on the four main metrics handover latency, packet
loss, delay and throughput. These experiments are conducted under several changing
environments like effect of handovers, effect of node speed, effect of DAD time and
effect of link delay. The experiments were conducted for both schemes and the results of
both the schemes were compared. From the simulation study and the calculated
performance metrics it is obvious that our proposed scheme works more efficiently than

current HMIPv6 handover process.

The only drawback of our proposed scheme is that the MAP cache will increase by a
large amount when the number of MN increases in the networks. Incase of large number
of MNs in a MAP domain, even then the cache look up time takes less time than DAD
check.

6.3 Future work

In mobile IP networks the MN visits different networks performing handover to different
ARs. During this process the MN can neither send nor receives data until and unless it
completes its registration process with the visiting router. It means that in MIP and all its

extensions including HMIPv6 the handover delay needs to be kept as minimum as
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possible to reduce packet loss and improve throughput. The most time consuming part in
a HMIPv6 handover process is the address configuration and verification. Verification of
address was done through DAD process which was targeted in this thesis. The Address
configuration is still carried out on each visit and in HMIPv6 a MN configure two CoAs
when moved from domain to another. So researchers should propose some efficient
schemes based on context transfer methods where the MN no longer need address
configuration and could be able to use a single address within a MAP domain without the

need to change the address on each visit.

6.4 Summary

In this chapter we have concluded our work and the future dimensions of our work. The
performance of handover procedure in MIP networks is greatly affected by the address
configuration and verification time. So there is the need to develop some more efficient
schemes or techniques like context transfer in order to avoid such kind of delays in

handover process.
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Table of Acronym
MIPv6 | Mobile Internet Protocol Version 6
FMIPv6 | Fast Mobile Internet Protocol Version 6
HMIPv6 | Hierarchical Mobile Internet Protocol Version 6
MN Mobile Node
CN Corresponding Node
HA Home Agent
MAP Mobility Anchor Point
AR Access Router
nAR New Access Router
pAR Previous Access Router
RA Router Advertisement
RtrSol | Router Solicitation
RtrAdv | Router Advertisement
BU Binding Update
BAck Binding Acknowledgement
DAD Duplicate Address Detection
FNA Fast Neighbor Advertisement
NAAK | Neighbor Advertisement Acknowledgement
CoA Care of Address
RCoA Regional Care of Address
LCoA Local Care of Address
nCoA New Care of Address
pCoA Previous Care of Address
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