












































1.6.1 Steganography in Text/Documents

1.6.2

Text stegnography hides the exsistence of secret message with in text documents
as proposed in [8]-[10].Here the cover media or carrier is a text document. It can be
format based, linguistic method or random and statistical generation. Format type is most
subtle in text steganography. It could be Line Shift Coding [1[]which shifts lines
vertically and can be decoded at the receiver end without any original document since it

is known to have uniform spacing between the lines.

In [12], authors suggests a technique to embed information by replacing words with
synonyms which are not usually the first choice in uniform language like inserting
American words in British English. Substitution is done if hidden bit does not correspond
to the written word bit. This substitution will represent the binary pattern corresponding
to hidden data bits. Word Shift coding changes location of some words within the text
lines horizontally reducing largest space and equally extending smallest space keeping
the length of the line the same. Variable spaces hold the bits of information. Feature
coding 1s also a text altering technique in which certain text features like length of some

alphabets is varied keeping others uniform.

Image Steganography

Image stegnography hides exsistence of secret message in images as discussed
in[13]-[15]. As Digital images are made of pixels which are manipulated to deliver the
message. Images are very redundant which makes them a popular carrier choice. Human

perception of colors is also relatively weak. Due to these reasons, large variety of



techniques and algorithms for hiding information within images have been proposed in

the recent years.

Information is hidden in pixel values of the image. Common images are 8-bit
grayscale image and 24-bit colored image. Suppose an image is 8-bit. Each pixel uses one
byte and one bit of each of those pixels is altered, it would not make any significant
changes in the image itself therefore, it will be unsuspicious and will be transmitted
without interruption. The larger the image, the more is the capacity to store information.
However, large images are not usually transmitted over the web. Therefore, compression
is required. Digital images are most widely used carriers due to rapid growth of
photographic social media, computer graphics power and limited visual perception of
colors by human beings. Large images are capable of hiding another image in themselves

and thus compression methods are applied to make large images useable.

Compression of stegano-medium can be lossy or lossless. Lossy compression
gives high compression rate but damages original image whereas lossless compression
has low compression rate but it preserves the original image serving the basic idea of

stegano-system making lossless compression the preferred choice[16].

Image Steganography employs some of the most efficient data hiding
algorithms.In [17], authors employs tri-way method of pixel value differencing (TPVD)
for enhanced data capacity. Pixel value Differencing usuaily uses sets of two pixels each
to embed secret bit. A range table computes how many bits one set can contain. Secret bit

is then added to lower bound range in decimal form. Authors in[17), implements this
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approach but with three directional edges instead of one to design the scheme and results

in higher embedding capacity.

Image pixels can carry a triplet message by adding or subtracting them from a
gray scale value. In [18], authors implement this approach using Hamming code. The
method proposed is based on hamming covering function C(R, n, k), where R is the
maximum possible changes whenever k bits of messages (ml,...,mk) are injected in the
bit that has least significant weight of Bit n pixel gray scale values (b(x1), ..., b(xn)).
They proposed “ Hamming+1” method, in which the block of pixels of the hamming
covering function is expanded by one. This algorithm minimizes the rate of embedding

changes.

Audio Steganography

Audio stegnography techniques [19]-[23] have been proposed in the recnt years
hides the exsistence of information with in audio signals. This is a challenging form of
data hiding as human listening has a small differential range as compared to visibility.
Even the slightest change in an audio can be detected and analyzed for secret
information. Audio steganography involves the choice of audio storage and transmission
medium of audio signal to ensure its efficiency. Sampling rate is usually 8KHz and
quantization method uses 16-bit linear quantization. Transmission medium used can be

digital end to end or analog-resampling.

Audio steganography can be done by low-bit encoding which is similar to LSB in
image steganography. Phase coding uses DFT on original sound sequence and new phase

frames are created for segmented data. It is a relatively secure method because human
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Chapter 2

2 Image Steganography using Adaptive Number of Dominant

Discrete Cosine Transform Coefficients

This chapter presents our first research paper of an image steganography scheme that preserves
an adaptively chosen block of dominant coefficients from each Discrete Cosine Transform
coefficients, whereas the rest of the coefficients are replaced with normalized secret image pixel
values. The pixel values of secret image are normalized in an adaptively chosen range.
Embedding such kind of normalized data in adaptively chosen non-square L- shaped blocks
utilize maximum embedding space available in each block that consequently results in

maximizing payload capacity, while maintaining the image quality.

2.1 Introduction

Throughout the history humanity has been striving to achieve secrecy in information
communication. Steganography was one of the most frequently used solutions. Steganography is
a Greek word that refers to concealed writing. The word “Steganos” means “covered” and
“Graphial” means “writing”[34], [35], so steganography is nothing but concealing information in
some other sort of information. Greeks used to tattoo secret message on the salves shaved heads
and messages were sent when their hair grew back. On the receiving end they shave the head
again and retrieve the secret message. They were also using wax tables for the same purpose. In
Second World War, the use of invisible ink was very common{36]. Germans were the first to use

microdots for secret communication[36], [37].
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next3=next;
akl=akl1(2:length(ak1),1);ak2=ak2(2:length(ak2),1);ak3=ak3(2:length{ak3),1);
buffer21=buffer2.* buffer2;
buffer21=8*(64-buffer21),
ti=sum(buffer21),

buffer3 1=buffer3.*buffer3

buffer3 1=8*(64-buffer31);
t2=sum(buffer3l);

buffer4 1=buffer4.*bufferd

buffer4 1=8*(64-buffer41);
t3=sum(buffer41);

totalsm=t1+t2+3;

[m,n,v]=size(Actual)
[s1,52,53]=RLE(buffer2,buffer3,bufferd);

total=m*n-+length(buffer2)+length(buffer3y+ength(bufferd ) +length(ak 1)+length(ak2)+length(ak
3);% this may change if i use m and n in some other called program

Aratio=totalsm/total;
uchl=uchi.*P1l;uch2=uch2.*P2;uch3=uch3.*P3;
for i=1:8:m
forj=1:8:n
Recl{i:i+7,j:j+7)=idct2(uch1(i:i+7j:j+7));
Rec2(i:i+7,j:j+7)=idct2(uch2(i:i+7 j:j+7));
Rec3(i:i+7,j:j+T)=idct2(uch3(i:i+7,j:;j+7));
end

end
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row=sml(1);col=sm1(2);
sm=sm1(3:length(sm1));
sizel=row*col
if length(sm1)<length(Simv);
[sm2]=recl(buffer3,ak2,Rec2);
sm=[sm;sm2];
end
if (length{sm 1 )+length(sm2))<length(Simv)
[sm3]=rec1(bufferd,ak3,Rec3);
sm=[sm;sm3];
end
c=1;
imagel=zeros(row,col);image2=zeros(row,col);image3=zeros(row,col);
for i=1:row
if c+col<length(sm)
imagel(i,:y=sm(c:c+col-1);
c=ctcol;

end

end
for i=1:row
if c+col<length(sm)

image2(i,:}=sm(c:c+col—1);
c=c+col;

end
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end
for i=1:row
if ctcol<length(sm}
image3(i,:y=sm{c:c+col-1);
c=¢+eol;
end
end
imagel=uint8(imagel);image2=uint8(image2);image3=uint8(image3);
image=cat(3,imagel,image2,image3);
figure(1);

imshow(image);
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