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ABSTRACT

Technology has dominated warfare since the early 1900s. Throughout history, socicties
have put their best minds to work creating new ways to fight cach other. One of such new
mcans of warfare is cyber warfare fought in cyber space. It is a current scenario under
International Humanitarian Jaw (IHL). Cyberspace has opened up a potentially new war-
fighting domain, additional to land, air, sea and oulcr space. States have alrcady
embraced using cyber-attacks as a method of conducting hostilities. Cyber warfare starts
fo represent the latest challenge at an international level as it seems that rapid
technological advances may render IHL ill-adapted for modern technologies of war.

This thesis covers the observable fact of cyber warfare and its applicability on
IHL. Tn the first place, the terms of cyber warfare and cybcr-attack are clarified.
Subsequently, an effort has been made to look into whether and, if so, under what kind of
circumstances, cyber-attack can amount to an armed conflict, by cmploying the
traditional distinction between an International Armed Conllict and a Non-International
Armed Conflict. Evcntually, issues posed by cyber warfare in application of core
principles of IHL upon this new kind of warfare are discussed.

Based on rescarch and inter alia the issues identified with THL and cyber warfare,
this thesis concludes that the current body of law is inadequate to deal with Cyber
warlare explicitly; and that better technical consultation and interpretation of existing
principles of IHL is requircd for an eflective and proportionate regulation of cyber

warfarc.
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INTRODUCTION

The concept of cyber warfare does not cover the notion of Armed Conflict given by
International Humanitarian Law and therefore, it is significant to reform and noticeably
define the rules of that Law on cyber warfare in order to limit its potential effect on

people.

The word ‘war’! invariably prompts images of a battle front, guns pointed at the
ready, men in uniform standing with grim expressions, tanks, bombs, grenades, trenches,
death and destruction.”> While this sounds like a universal form of war, common
throughout much of history.> However, the accelerated technological evolution has led to
the development of new means and methods of conducting hostilities, not simply the

weaponry and artillery of war, but the very battlefield itself. For there now exists a

! Generally, word “war” means & state of armed conflict between different countries or different
groups within a country. For dctails see, dictionary Merriam Webster, available at, hitp://www.merriam-
webster.com/war, (last accessed: October 1, 2015),

% Yan Brown, fnternational Law and the Use of Force by States (UK: Clarendon Press, 1969), 47.

3 Ibid.




bloodless, weaponless warlare, the Cyber warfare®. Tt is concerned as current debatable

issuc under Intcrnational Humanitarian law (herein after- 1110).5

In the past 150 years of IHL frequently all treatics were not stipulated in advance
whether a war or armed conflict occurred or not, albeit; treatics were so far enacted after
the arisc of a certain warfarc.® Rules for war on land, sca, and air exist, but cyberspace is
undefined.” 21st century is the Era where several ncw military warfare concepts have
emerged and posed a challenge for I1IL.% The concept of Cyber warfare is one of them.’
There is no internationally agreed definition for Cyber warfarc albeit, for the sake of
understanding it is Internet- based conflict involving politically motivated attacks on
information and information systems.!® It can also be defined as a well-known trend
through which forcign invaders can access information structures. It can also be declared

a well-known trcnd through which florcign invaders can access information structures.

¢ Cyber warfare involves units organized along nation-stale boundarics, in offcnsive and defensive
operations, using computers to altack other computers or networks through clectronic means. [ackers and
other individuals trained in sofiware programming and exploiting the intricacies of computer networks are
the primary cxccutors of thesc attacks. These individuals often operate under the auspices and possibly the
support of nation-state actors. In the future, if not alrcady common practice, individual cyber warfare units
will exceute atlacks against largets in a cooperative and simultancous manncr, For details sce, Cordula
Droege, “Get Off my Cloud: Cyber Warfare, Intcrnational Flumanitarian Law, and the Protection of
Civilians”, International Review of the Red Cross 94:886 (2012). 533-556,

* THL also known as Jus in Bello or Law of Armed Conllict (herein afier- LOAC) is a sct of rules
that seck to limit the elTects of armed conllict. For details sce, Jonathan Crowe, Principles of International
fHumanitarian Law (UK: Edward Elgar Publisher, 2013), 71-101. Sec also, Dan Saxon, fwernational
Humanitarian Law and the Changing Technolfogy of War (Brill: Nijho T, 2013), [14.

% Vincent Bernard, *“The Quest for Humanity — 150 Years of Internationa! Humanilarian Law and
Action”, International Review of the Red Cross 888(2012), available at, htps:fwww.icre.org/endlLpdt,
(last accessed: QOctober 10, 2015},

7 Scotl J. Shackelford, *From Nuclear War 1o Net War: Analogizing Cyber Allacks in
International Law™, Berkicy Journal of International 27;193(2009), 83-116.

¥ Juson Barkham, “Information Warlare and International Law on the Use of Force”, New York
University, Journal of Iniernational Law & Pol. 34:57(2001), 62-63.

? Ihid.

19 1bid,




One of the means and methods of Cyber War are cyber-atlacks.!! Up till now no
definition of Cybcr-Attack is rccognized at an international level however, it may
gencrally be understood to refer 1o the hostile use of Malware, which is soltware
implemented for the purpose of disrupting the correct operation of computer and

network- basced.!?

Currently, no trcaty cxists to expressly regulate international cyber-attacks.'
Cyber-attacks arc “global in naturc thercfore, the need of time is to amend or adapl
existing legal frame work of IHL to cyber warfarc, as the threat of a Cyber-Attack within

a global cyberspacc requires a global solution.'*

Literature Review

The literature review related to a certain arca has always been a fundamental ingredient
for its assembling and construction. This part of the rescarch work significs marvelous
efforts don¢ with regards to the phenomenon of the thesis. For literature review, the
researcher got help from available resources some of which were primary, that include
international lega! instruments such as Geneva Convention 1949 and other were

sccondary such as books and articles some of them arc mentioned below:

UCharles J. Dunlap, “Perspectives [or Cyber Strategists on Law for Cyber War”, Strategic Studies
Quarterly (2011}, 81,

2. Michael N. Schmitt, Tailinn Manual on the International Law Applicable to Cyher
warfare{Cambridge University Press, Cambridge, 2013), 247,

\* Rarkham, “Information Warfare and International Law on the Use of Foree™, 62-63.

4 "They occur in cyberspace, which invelves thousands of intcrconnected networks across the
globe, Morcover, “International laws further establish uniformity and clarity where numerous domestic
laws may not.” Sce briclly, Oona A. lathaway, Crootof Rebeeea, Levitz Philip, et al, “The Law of Cyber-
attack™, California Law Review 100 (2012), 817-885.



Heather Harrison Dinniss, a Scnior Lecturer at the International Law Centre of the
Swedish Defence University in her book Cyber war and the Laws of War'® has analyzed
the status of computer network attacks in International Law and cxamined their treatment
under the laws of armed conflict. The first part of the book deals with the resort to force
by states and discusses the threshold issucs of foree and armed attack by examining the
permilted responscs against such attacks. The second part offers a comprchensive
analysis of the applicability of intcrnational humanitarian law to computer network
altacks. By cxamining the legal framework regulating these attacks and addressing the
issucs associated with this method of attack in terms of the current law and explore the
underlying debates which are shaping the modern laws applicable in armed conflict. The
book is undoubtedly a mecaningful contribution to the litcrature on cvber warfare.
Howcver, this thesis tends to explore whether THL applies as it is to cyber warfare or it
need to be changed to accommodate this new means of warfare. Therefore, the researcher
has to cxplore other significant work for a more comprchensive understanding 1o

recommend some better points to uproot the concerned problem.

Scortt Shackelford, Associate Professor of Business Law and Cyber-sceurity Law
in his article, FFrom Nuclear War to Net War: Analogizing Cyber Attacks in International
Law'® has analyzed that International law has been slow to adapt. The facts on the
ground, and the widcspread, amorphous usc and rapid cvolution of the internct in many
ways challenge statc sovereignty. le has advocated that thce best way to ensurc a

comprehensive regime for cyber-attacks is through a new international accord dealing

'3 Heather larrison Dinniss, Cyber war and the Laws of War (New York: Cambridge University

Press, 2014),
1®Shackellord, Scotl, “From Nuclcar War (o Net War: Analogizing Cyber Attacks in Intemnational
Law, Berkley Journal of International f.aw 25:3(2009) available at, hup: ssrneom_abstrice 1396375, (last

accessed: October 9, 2015),



exclusively with cyber sccurity and its status in international law. Further this paper has
cxamined the most apt analogues in international law to form an appropriate legal regime
for the various types of cyber-attacks - whether it is humanitarian law, human rights law,
or some novel combination of these and other treaty systems. According to him, the main
failings of existing intcrpational treatics that touch on cyber law though arc thosc that
neither carry enforcement provisions nor do they specify how the frameworks change or
fall away ecntircly during an armed attack. The rescarcher agrees with the author.
However, the researcher needs further literature to review and to reach some possible and

practicable recommendations regarding cyber-attacks to stop them.

Michacl N. Schmitt, Professor and Chairman, Internatiocnal Law Dcpartment,
United States Naval War College, in his article Classification of Cyber Conflict'?
examines the classification of conflicts consisting of only cyber operations under IHL.
‘International armed conflicts’ are those which are ‘armed’ and ‘international’. The
article contends that the former criterion is met when cyber operations amount to an
‘attack’ because they injure individuals or damage objects, whereas the latter requires
that thc operations be between or aftributable to Statcs. ‘Non-International Armed
Conflict’ occurs when hostilitics between a State and an “organized” armed group reach a
particular level of intensity. To be sufficiently intense, such cyber operations must be
‘protracted’; isolated incidents do not suffice. Intensity also requires that the level of
violence excced that of riots or civil disturbances. Injury or damage is not alone

sufficient. Cyber opcrations conducted by individuals cannot qualify beeause thcy are

17 Michac! N. Schmit, “Classilication of Cyber Conflicts”, /nternational law Studies, 89(2013),
240-258.



insufficiently ‘organized’. Groups organized on-line may bc asscssed on a case-by-case
basis, but the traditional organization criteria render it difficult for them to qualify. The
article concludes that while cyber exchanges may sometimes amount to international

armed conflict, classification as non-international armed conflict is problematic.

This rescarch work has asscrted that cyber warfare does nat cover the notion of
armed conflict even in casc of armed conflict. Because all cyber-attacks do not trigger an
armed conflict, only thosc which risc to the level an attack under IHL which have not yct

observed by international community.

In the book Contesting Cyber Space and Coming Crises of Authority’® by Ronald
Dcibert and Rafacl Rohozinski has examined the increasing struggle for superiority and
the competition for power, influence, and control which dcfines the contestation of
cyberspace. They have laid out the major driving forces of cyberspace contests: the
continued rapid expansion of cyberspace throughout all aspects of society, including the
rapid risc of mobilc access devices, the increasingly dynamic compctition among states
for influence in and through cyberspace, manifest in the creation of dedicated cyber
armed forces and an arms race in cyberspace; and more aggressive measurcs taken by
authoritarian and dcmoeratically challenged states to counter a regime mobilization
through offensive activities. In this book authors have covered moral, social and political
aspects ol cyber space and its role in uprising of cyber warfare. However, attention
should be given to legal aspects of cyber space duc to increasc in unregulated incidents of

cyber-attacks. For this purposc, thc researcher, thercforc, needed to review more

1* Ronald Deibert, Rafal Rohozinski, Cyber Space and Coming Crises of Authority (Oxford: MIT
Press, 2011),



literature which could clear the mind of the rcaders reparding the legal aspeets of cyber

space operations.

Dan Saxon internaticnal law at Leiden University College in The Hague and
formerly, a Senior Prosccutor at the United Nations International Criminal Tribunal for
the Former Yugoslavia, in his book International Humanitarian Law and the Changing
Technology of War'? cxplores the legal challenges for armed florees resulting from the
development and usc of new military technologics — automated and autonomous weapon
systems, cyber weapons, “non-lethal” weapons and advanced communications - for the
conduct of warfare. It has provided analysis and recommendations for armed forees as to
how these new technologics may be used in accordance with international law
particularly usc of force under article 2(4) of UN charter in cyber context. However, it is
also significant to review cyber warfare in the light of the notion of armed conflict under

[HL becausc application of IHL comes into play afterwards.

Oona A. Hathaway, Proflcssor of International Law at the Yale Law School, in her
article, the Law of Cyber-Attack,?® has cxamincd how existing law may be applicd,
adapted and amended to meet the distinctive challenge posed by cyber-attacks as means
and methods of cyber war. It begins by clarifying what cybcr-attacks are and how they
already are rcgulated by existing bodies of law, including the law of war, international
treaties, and domestic criminal law. This review has made clear that existing law

effectively addresses only a small fraction of potential cyber-attacks. This Article

1* Dan Saxon, fmternational fumanitarian Law and the Changing Technology of War (Brill:
Martinus NijhofT, 2013).

*0Oona A. Hathaway, Crootof Rcbecca, Levitz Philip, ct al, “The Law of Cyber-attack™,
California Law Review 100 (2012), 817885,



concludes that a new, comprchensive legal framework at both the domestic and
international levels is needed for more cffective addressing of the cyber-attacks. Yet the
challenge cannot be met by domestic reforms alone. International cooperation will be
esscntial to a truly effective legal response. Although, the author has comprehensively
covered the subject however, instead of going into making of separate legal framework to
regulate cyber-attack better option is to amend IHL in context of this new form of
warfare which would be enough able to address a large number of potential cyber-attacks

more effectively.

Framing of Issucs
The above mentioned literaturc review has brought forth the following issucs which the
present thesis will address:

1. What is Cyber-Attack and Cyber Warfarc?

2. Can cyber-attack trigger an Ammed Conflict?

3. Whether cyber warfare fits into the bifurcatcd armed conflict and existing ITHL
rules apply on cyber warfare or not, if so, do they deal adequately with this new

element of war?

4. What are the current challenges of cyber warfarc and what seems the impact of
cyber warfarc or civilians?

5. What is status of those conducting Cyber-attacks whether they are combatants,
civilians, or civilians taking dircct part in hostilities under THL?

For analyzing these issucs this thesis is divided into following four chapters.



The first chapter, Cyber Warfare: Nature and Scope, aims at clarifying the notion
of cyber warlare, cyber space cyber-attacks, cyber-crime. It also covers cyber weapons

and challenges raiscd by cyber warfare.

The sccond chapter, Cyber Warfare and the Notion of Armed Conflict, covers the
basic typology of armed conflict under IHL and assess whether cyber warfare fits into the

ambit of dichotomous classification of armed conflicts under THL or not.

The third chapler, Application of International [fumanitarian Law on Cyber
warfare, first considers the general applicability of the IHL to cyber-attacks. Then it turns

its direction to the application of cardinal principles of IHL on cyber warfare.

The fourth Chapter, Combatant Status, Direct Participation in Hostilities and
Cyber warfare provides an examination of status of persons involved in cyber warfare in
the light of combatant’s status and civilian’s direct participation in hostilities under IHL,

and assesses whether these rules are relevant to cyber warfarc or not.

Finally, the thesis is wrapped up by giving conclusion and some

recommendations.



CHAPTER 1

CYBER WARFARE: NATURE AND SCOPE

“You can’t say that civilization don’t advance, however, for in every war they kill you in
a new way.”

—Will Rogers, the New York Times,

Deccember 23, 1929,

Introduction

Advanccment in internet particularly in computer technology has brought countless
advantages to the public as wcll as Statc activity, it bas disadvaniages too, as the nervous
system of our contemporary world is a double-edged sword.?' It is now a factual thing
that over the last few years cyber space is not only an arena for hacker or criminal
activity but also for attacks of a different kind.?? The use of cyber technology has caused

an extensive transformation and a major challenge to the regulation of the waging of

21 Rapid development in the fields of seience and technology can be scen in the last century, Each
new technology has not only eflect the nature of peace but also on war and uliimately outcomce of battlcs
got changed. And it resulted in introduction of new, unigue and superior ways of [ighting. The two gulf
wars and number of nation states set up and took note of how a sudden Revolution in Military A ffairs had
taken place. The Mirst Morse Code, sent in 1836 10 a distance ol 500 yards over a wire, sel the foundation
[or a revolution that ol such technologics is now required to ensurc information assurance and information
dominance at all times, For details sce, Evangelia Linaki, “Cyber warfareand International Humanitarian
[aw: A Maticr ol Applicability”, Journal of Law of Peace and Armed Conflicts 27:4(2014), 169-175,
Mp sy aekdentieeodu T0A7T1Y, (last accessed: May 16, 2016). Sce also, Bill Kasperkosk, Morsc Code
Sccrets, available at, hip:/www.skccproup.com/morse, {last accessed: March 12, 2016).

22 Nilz Melzer, “Cyber warlare and Imernational Law”, 22.

[0




armed conflicts. The incident of Russian-Georgian armed conflicts in 2008 where cyber-
attacks werc used to hamper the Georgian communication and in 2010 the deployment of
the Stuxnet worm to disrupt Iranian Nuclear Facilities have proven that the Cyber space
has emerged as a new battlcficld and cyber activities have to be considcred as ncw means
of warfare. Hence, challenging us to revise our former understanding on the changing

aspects of armed conflict and on the top of that it has no universally accepted definition.?

Universally accepted definitions for cyber space, cyber warlare and cyber-attacks
arc undcr discussion. Thercfore, this thesis differentiates between the various concepts
and naturcs of cyber actions, precisely and this chapter covers alrcady prevalent

terminology in the cyber warfare rescarch field.

1.1  Defining Cyber Warfare

The complex nature of cyber warfare raises many questions regarding definitions,
differences with reference to other warfare, and compatibility with jus ad
bellum® and jus in bello.”® The solution of some questions lies in interpretation of
existing law, othcrs remain open and without a clear solution. Such complexity is due to
the fact that attacks may differ reasonably depending on the final target, scope, hardware

and software tools used. Commonly, they all aim to exploit computer systems and

B Michacl Gervais, “Cyber Attacks and the Laws of War™, Berkeley Journal of International
Law 30:2(2012), 525-579, available at, hup:#/scholarship.faw.berkeley.cdu, (last accessed: February 22,
2016).

#Jus ad bellum is 2 body of International Law poverning the resor to force as instrument of
national policy. For details sce, Crowe Jonathan, Principles of International Humanitarian Law (UK:
Edward Elgar Publisher, 2013} 12,

%5 Jus in bello is a body of International Law rcgarding State’s conduct during a war. For details
sce, Jonathan, Principles of International Humanitarian Law, 12.

11



nctworks in order to achicve a military advantage. Duc 1o the wide range of information
technologies, scopes and targets, it is quitc difficult to provide a comprehensive
definition, There arc not many definitions of cyber war and cyber warfarc that arc
available. If put simply, Cyber warfarc is war in cyber space. The United Nations
Integrated Crime and Justice Rescarch Institute (UNICRI) defines Cyber warfarc as “any
aclion by a nation slatc 1o penetrate anol.hcr nations’ computer networks for the purposc

226, ‘cyber

of causing damage and thc phenomcnon also includes ‘cyber hooliganism
vandalism’®’ and eyber terrorism® underiaken by a nation state.”® According to

UNICRUI’s definition cyber warfare can consist of many threats, namely:

(a) Onlinc acts of cspionage and sccurily breaches- these arc carried out to

acquire national material and information of a scnsitive or elassified nature

* Computer network related mischiel such as defacing websites or releasing 4 virus or worm,
without causing serious disruptions to the general population, widespread panic nor terror is known as
cyher hooliganism. VFor details sec, Cyber warfarc or Cyber  hooliganism, available at,
b selifeoim_arehives 374, (last accessed; April 7, 2017).

* Computer vandalism is a type of malicious behavior that involves damages computers and data
in various ways and potentially disrupting businesses. Typical computer vandalism involves the creation of
malicious programs designed to perform harmiul tasks such as crasing hard drive data or extracting login
credentials. Computer vandalism dilfers from viruses, which attach themselves to existing programs. For
details see Cyber vandalism, available at, luips: asataapershycom inen iy -eersier e s, {last
accessed: April 7, 2017).

¥ It is gencrally understood to mean unlawful altacks and thrcats of attack againsi compulers,
networks, and the information stored therein when done to intimidate or coerce a government or ils people
in furtherance of political or social objectives. Further, to qualify as cyberterrorism, an attack should result
in violence against persons or property, or at least cause enough harm 1o generate fear. Atlacks that lead to
dcath or bodily injury, explosions, planc crashes, water contamination, or severe cconomic loss would be
examples. Serious aftacks against critical infrastructures could be acts of cyberterrorism, depending on their
impact. Attacks that disrupt nonessential services or that are mainly a costly nuisance would not. For details
se¢, Cyber Terrorism by Sarah Gordon, available at, huips: v sy mamec.com oy berrerrovisimupdd, ¢last
accessed: April 7, 2017).

*According to The United Nations integrated crime and justice research institute (UNICRI) Cyber
warfare, cyber espionage, terrarist use of the internct, online crimes apainst property and persons embody
growing transnational menaces. The United Nations Interregional Crime and Justice Research Institute
(UNICRI} orpanizes a specialized course on cyber securily journalists and public information professionals
o decpen the understanding of these terms and emerging challenges posed by them. For details see,
Understanding and Repoerting on Cyber Threats, available at, g st news avticle unde stand,
{last accessed: last accessed: March 13, 2016).
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through the exploitation of the internet. For instance, exploitation of network
flaws through malicious software.

(b) Sabotage —when onc nation state to disrupt online communication systems of
anothcr nation state via internet. For cxample, to sabotage military
communication networks with the intent to cause damage and disadvantage.

(c) Attacks on Supervisory Control and Data Acquisition (SCADA)*® networks
and National Critical Infrastructures.’!

Richard A. Clarke, a former “counter-terrorist tsar” and an cxpert on a cyber-

security, provides a commonly accepted description of cyber warfare *“actions by a
nation-state to penetratc another nation's computers or networks for the purposes of

causing damage or disruption,”?

1,1.1 Two Distinct Aspeets of Cyber warfare

On onc occasion Cyber warfarc is defined as follows:

Cyber warfare is [the warfare grounded on certain] uscs of information and
communication technologics(ICTs) within an offensive or defensive military
strategy cndorsed by a slate and aiming at the immediate disruption or control of

the encmy’s resources, and which is waged within the informational

¥ SCADA stands for supervisory control and data acquisition. It is a calegory of software
application program for process control, the gathering of data in rcal time from remote locations in order 1o
control equipment and conditions. SCADA is used in power plants as well as in oil and gas relining,
telccommunications, lransportation, and water and waste control. For details sce delinition of SCADA,
available at, huyp; whutisechiarset corn detinition, (last aceessed: March 15, 2016),

3! National Critical infrastructure refers to processes, systems, facilities, technologies, networks,
assets and scrvices cssential to the health, salety, scourity or economic well-being people and the cflcctive
functioning of government, For details scc, National Critical Infrastructure, available at,
http.: wswdeliniten-net delinigoninfasirae e, (last accessed: April 6, 2017).

2 Richard A. Clarke, Robert Knake, Cyber War (UK: Hlyper Colling, 2010}, 34
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environment, with agents and targets ranging both on physical and non-physical

domains and whose level of violence may vary upon circumstances.™

This definition rcveals two aspects of Cyber warlare, its information nature and its
transversality.®® Cyber warfarc rests on the military deployment of technological artifacts
devoted to claborate, manage and communicate data and information that’s why it is

informational in nature. And it is related to the Information revolution.®

The ‘Information Revolution® has brought the non-physical domain to the fore
and makes it as important and valuable as the physical one. Cyber warfarc indicates that
there is a new environment, where physical and nonphysical entities coexist and are
somehow equally valuable. Morcover, where states have to prove their authority and new
means and methods of warlare are being developed specifically to be used in this new

cnvironment,

The shift towards the non-physical domain provides the ground for the
transversality of Cyber warfare. This complex aspect can be better grasped by comparing

cyber warfare with traditional form of warfare.

¥Mariarosaria Taddeo, “Information Warfare: The Onlological and Regulatory Gap”, AP4
Newsletter on Philosophy and Computers 14:1(2014), 13-20,

3* This aspect scems quite different {rom traditional warfare, which is violent, conducted by
militaries and mainly by human agents. For details sce, Gervais, “Cyber Attacks and the Laws of War”,
Berkeley Journal of International Law 30:2(2012}, 525-579.

** The Information Revolution is 2 mulii-faced phenomenon. It rests on the development and the
capillary disscmination of the use of ICTs, which have a wide impact on several of our daily practices,
from working, to interacling with other human beings, to driving arcund and planning holidays. The
disscmination of ICTs has important philgsophical implications for the Information Revolution changes
fundamentally the way reality is perceived and understood. For details see, Luciano Floridi, “The
Philosophy of Information; Ten Yecars Later as a Conceptual Framewark™, Knowledge, Technology &
Policy 23:2(2010), 253-270.

% Mariarosaria Taddeo, “An Analysis for A Just Cyber Warlare”, Philosophy and Technology
25:1(2012) 105-120, available at, htips:#/philpapets.orgirec/TADAAL, {last accessed: March 26, 2016).
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From aforcmentioned definitions it is observed that cyber warfare refers to
conducting military operations in the cyber domain. Like other forms of warfare, the
intent of operation in this virtual domain is to influence the will and decision making
capabilities of the enemy’s political lcadership, cconomic power, armed forces and war
waging capabilitics of states.”” Cyber war is a conflict in virtual space with mcans of
information and communication tcchnololgy and nctworks. These operations in the virtual

world are often referred to as computer network operations or cyber-attacks.*®

1.1.2 Cyber warfarc Versus Traditional Warfare

Cyber warfarc secms (o be different from traditional warfarc in a sense; it may not be
violent and destructive.’® It may involve a computer virus capable to disrupt or deny
access to the encmy’s databasc, and in doing so cause a severc damage to the cnemy
without applying physical forcc or violence. Similarly, it is not necessary that cyber
warfare involve human beings. Cyber warfare in this context can be conducted by a
computer virus, aiming other artificial agents or informational infrastructures, like
websites or databases (scc Table 1).*° As remarked above, this aspect of cyher warfarc
differcntiates it the most from traditional warlarc, and also cngenders ethical and lcgal

problems posed by cyber warfare. Howcever, transversality makes adoption of Cyber

¥Taddeo, “An Analysis for A Just Cyber Warfare”, 105-120.

*®Graham H. Todd, “Armed Attack in Cyberspace: Delerring Asymmetric Warlare with an
Asymmetric Delinition”, The Air Force Law Review 64(2009), 65-102, available at, https: cude 201,
(last accessed: March 26, 2016).

3 Ibid.

“However, keeping In mind its transversality with respect 1o the level of violence and may
became from non-violent (o more violent cyber warlare is to be feared as much as traditional warfare. For
example, consider a cyber-atiack targcting a military acrial control system causing aireralt to crash. 1bid,
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warfare more likcable from legal, cthical and political perspectives.*! In addition, Cyber
warfare seems bloodless and therefore it liberates political authorities of the burden of

justilying military actions to the public opinion,*

Figure 1: Cyber warlarc compared 1o traditional warfare representing of the kind

of war which is Waged as they identify.*

Traditional Warfare

|
Violent ‘ Physical ‘ Militarics ! Human
|
|

Non-Violent Non-Physical Civilians Artificial

Cyber Warfare

Traditional war is undcrstood as the use of a force through the state military forces 1o
determine the conditions of governance over a determined territory. It is violent in nature,
involves the sacrifice of human lives, the damage of both military and civilian
infrastructures. The problem in waging traditional warlare is how to reduce or minimize
damages while cnsuring to overpower the encmy and cyber warfare is contrary to it as

shown in figurc 1.

* John Arquilla and David Ronleldt, Athena's Camp: Preparing for Conflict in the Information
Age (Santa Monica, CA: Rand Cooperation, 1997), 231,

2 Mays, “Cyberwar as Anti-War: The Keystroke is Mightier than the Sword”, 10.

# Taddeo, “An Analysis for A Just Cyber Warfare”, 105.
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1.2 Defining Cyberspace

To understand cybcr warfare one must know about cyber space. Besides air, land, sca and
outer space now there is a filth domain, the cyber domain or cyberspacc. The word Cyber
and Cyberspacc?* [irst appeared in number of scicnce [iction litcrature. And through the
work of William Gibson, a scicnce fiction author, the word became promincntly
identified with onlinc computer nctworks.*® Since, the creation of the term Cyberspace a
large number of delinitions of this term 100 appearcd. It is therefore, significant to

analyzc some of these definitions for better understanding of Cyberspace. *

The word *Cyberspace’ is combination of two words that is cyber(netics} and
space. Word ‘Cyber’ is derived from Greek word ‘kybernetics’ which means one who
stecrs or governs. On the other hand, word Space has many meaning in English, referring

to philosophical, physical, geographical, mathcmatical, social, psychological and many

* The word "cyberspace” s credited to William Gibson, who used it in his book, Neuromancer,
written in 1984, Gibson defines cyberspace as "a consensual hallucination experienced daily by billions of
legitimale operators, in cvery nation, by children being taught mathematical concepts... A graphical
representation ol data abstracted from the banks of every computer in the human system, unthinkable
complexity, Lines of light ranged in the non-space of the mind, clusters and constellations of data". Unlike
most computer terms, "cyberspace” docs not have a standard, objective definition. Instead, it is used to
describe the virlual world of computers. For cxample, an object in cyberspace refers to a block of data
tloating around a computer system or network, With the advent of the Internet, cyberspace now extends to
the global network of computers. So, alter sending an ¢-mail 1o anyone, one could say he sent the message
to them through cyberspace. For details sce, William Gibson, Meuromance (New York: Berkley Publishing,
1989, 16.

* Ibid., 129

* The United Natlons Organization (UNQ) delines cyber as “the global system of systems of
Internetted compulers, communications infrastructures, online conflerencing entitics, dalabases and
information utilities generally known as the Net.” Usually it refers to Internet; but the term may also he
used 1o refer to the specilic, bounded electronic information environment of a corporation or of a military,
government, or other organization. Sce, United Nalions{UN) terms. http:/funterm,un,org/dgaacs/unterm.nsl,
(last accessed: May 15, 2016), One of the most comprehensive definition of Cyberspace is given by r.
Daniel T Kuehl, Professor of Systems Management at the Information Operations, National Deflense
University Virginia. Tle contends that, “Cyberspace is an operational domain whose distinctive and unique
character is [ramed by the use of electronics and the eleclromagncetic spectrum to create, store, modily,
cxchange and explolt information via intcrconnccted [CT based systems and their associated
Infrastructures.” For details see, Chapter 2, “From Cyberspace to Cyber power: Defining the Problem™ by
Dr. Daniel T Kuchl in Franklin [J, Kramer, Stuart 11 Starr, Larry K. Wentz, Cyber power and National
Sccurity {Washinglon D.C: WNational Defence University Press, 2009), 24, available al,
hitps://books.goople.com.pk/books, (last accessed: March 02, 2016).
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other properties. It can also be defined as a “boundless, three dimensional cxtents in

which the event and object occur and have relative position and direction.”’

On another occasion cyber space is defined as; “A domain characterized by the
usc of clectronics and clectromagnetic spectrum to store, modify and cxchange data via
networked systems and associated physical infrastructures. In cffect, cyberspace can be
thought as thc intcrconnection 0[". human bcings through computers and

telecommunication, without regard to physical geography.™*

David Clark, Scnior Rescarch Scientist, MIT's Computer Science and Artificial
Intclligence Laboratory, has suggested a four layered model to understand cyber space
given as follow:*

(2) The participants in the cyber-experience, who communicate, work with
information, make decisions and carry out plans, and transforms the nature of

cyberspace by working with its component scrvices and capabilities.
(b) The transmission and transformation and storage of information in cyberspace.

(c) The logical building blocks which generate the scrvices and support the platform

nature of cybcrspacc.

(d) The physical foundations to support the logical clements.’®All the afore-

mentioned definitions contain some common elements, like; Computer nctworks,

47 Gibson, Neuromance, 17.

4 This definition is given by Margaret Rouse, who writcs for and manages Whalls.com, Tech
Target's IT encyclopedia and learning center. For delails see, delining Cyberspace, available at,
http://scarchsoa.tcchtarget.com/definition/cyberspace, (last accessed: February 28, 2016).

* For details see, David Clark, “Characlerizing Cyberspace: Past, Present and Future™, available
at, hup: wawweennopubicocem reswearee-Hbraey s hitepaprers wbg ebess A - oerstidy Oo st e e 1 -
future-david-clark:, (last accessed: March 12, 2016).
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Information space and resources availablc on the internet. I one analyses thesc

definitions and many morc invented later on, these indicates that:

(a) Cybcrspace is such typc of domain where individuals and organizations usc
technologics, acl and create effects.

{b) The usage of cnergies and propertics of the clectromagnetic spectrum that sets
cyberspace different from the Air and Space domains.

(c) Another common factor perhaps also the most significant is the networking of
interconnected ICT based systems and infrastructurcs. These systems have
brought cyberspace to the forefront of debates over its impact on and importance

{o national security and international affairs.”!

1.2.1 Characteristics of Cyberspace

Cyberspace has some unique characteristics that differ it from the traditional, physical,
kinetic battleficld.’? Understanding those characteristics means moving onc step forward
toward identifying the challenges that cyber warfarc poses to ITHL because those

charactcristics do not exist in the world of the kinctic or traditional warfarc.>?

*This four-layer model suggests that it is not only the computer, the interconnccting networks or
the internet that creatcs the phenomenon of cyberspace. Thid,

*! Scan Brandes, “The Newest War fighting Domain: Cyberspace”, Synesis: A Journol of Science,
Technology, Lthics, and Policy 4(2013), 90-95, available at, hup._wwas svuesisjournabeom sy ol jnll, (last
accessed: March 03, 2016).

*2 Cordula Drocge, “No Legal Vaccum ih Cyberspace”, available at, figm: ww jereana oy pdi,
(last accessed: May 15, 2016),

33 Ihid.
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Interconnectedness and National Dependency The tendency of states today to
usc clectronic or computer networks to base their ‘critical infrastructure’ is
growing rapidly. This infrasiructurc gencrally consisis of cssential services, for
example telecommunication, finance, transportation, cnergy ctc. Dependence of
nations on those critical information infrastructurcs is undisputed and today
functioning without thosc infrastructurcs cannot be imagined .** Therefore,
massive damage can be donc if systems are disrupted by keeping in view the
sensitive naturc of critical infrastruciure and indircct effects on nctworks of other
sectors.”® The military highly depends upon clectronic networks, mainly for

® Morcover, intcreonnectivity of cyber

communication and logistics.®
infrastructure, globally and domestically, prevents the distinction belween the
military and civilian infrastructure which in turn makes it difficult to scparatc a
specific cyber target, and at the same time causing uncertainty as 1o the scope of
the damage that will be the result of the cyber-attack,>’

Anonymity The uscrs in cyberspace are anonymous which characterizes it.
Besides anonymity it is also possible for perpetrators to cvade identification by

sophisticated manners, such as proxy,*® which disguiscs the identity of the actual

perpetrator, or simply by using computer in another uninvolved state, which

3 1do Kilovaty, "Cyber warfare and the Jus Ad Bellum Challenges: Fvaluation in the Light of the

Tallinn Manual on the International Law Applicable to Cyber Warfare”, National Security Law Brief 5:1
(2014), 91-124, available at, hip: Jigjtdeommens s fLamervar sdo e i yicwcontentesi!, (last accessed:
May 19, 2016).

%> Tason Andress and Steve Winterfeld, Cyber warfare Technigues, Tactics and Tools for Security

Practitioners (USA: Syngress, 2011), 22

5 Ibid, 23,
* Kilovaty, "Cyber warlare and the Jus Ad Bellum Challenges: Evaluation in the Light of the

Tallinn Manual on the International Law Applicable to Cyber Warfare", 95,

5% Handler S. Gosnell, “The New Face of Battle: Developing A Legal Approach to Accommodate

Emerging Trends in Warfare™, Stanford Journal of International Law 48(2012), 233-250.
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results in confusion and false perpetrator identification by the victim state.
Physical evidence, visibility and the intent of the perpetrator are ail clements of
anonymity, which differs the battleficld of cybcrspace from the physical one.”
Physical evidence cxists in the physical battleficld, in the shape of kinetic weapon
used, the physical damage caused by that weapon, the intelligence that binds a
specific perpetrator to the cvent. However, in the cyberspace, there is less or
almost physical cvidence nonexistent and, at times, gathering such cvidence is
very challenging.%® And, the intent and motivation behind the attack arc usually
apparent from the investigation of a physical kinetic incident while in casc of
cyberspace, cyber-attacks mostly remain *silent’ with regard to the intent.®’

¢ Simplicity, Quickness and Ease of Entry Cyberspacc allows actions to be taken
in fairly simple and quick ways which is contrary to the war in the physical realm.
As physical actions require physical preparations, including troops, weaponry and
precisc military strategics, cyber-attacks—apart from preparing the specific plan
or malware, only require, a click of a mousc®. And physical actions arc also
restricted by their pace to a certain degree.® Lor instance, State A sends fighter

jets to attack. In such a case State A is still bound by tbe fighter jets” speed limit

and physical capabilitics. On the other hand, despite the geographical distance

cyber-attacks can happen instantly. These factors are forming a2 new system of

conducting war, which may allow the weak states, unable to aflord cnormous

* Ibid.

0 Ihid,

SChristian Czosscck and Kenneth Geers eds.. The Virtual Batilefield: Perspectives On Cyber
warfare(Netberland: [0S Press, 2009), 66.

& 1bid.

8 Carr, Inside Cyber Warfare: Mapping the Cyber Underworld, 56.
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military expenses to engage in a relatively cheap, simple and quick scheme for

waging a war,% Consequently, the relative ease of entry brings a diversity of

players.

The high dependency of nation states’ infrastructurcs on cyberspace, the
anonymity encompassed by the cyberspace, and the simplicity of the cyberspace
altogether reflect the uniqueness of cyberspace as opposed to the traditional instruments

of warfare. %

1.2.2 Forms of Operations in the Cyber Domain

Three different forms of operations in the cyber domain are: -

(2) Computer Network Attack: Such operations are planned to disrupt, deny,
degrade or destroy information stored in computers networks or the computers or
networks themselves.

(b) Computer Network Exploitation: In these operations networks are used for
repossessing intelligences grade data and information from enemy computers.

(c) Computer Network Defense: It comprises of all measures necessary for the
protection of one’s own ICT and infrastructures agdinst intimidating computer

network attacks and exploitation.®

% Hathaway et al., “The Law of Cyber-Aitack”, 817-842,
% Tbid.
% Ibid., 9-10
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1.3  Defining Cyber-attack

In cyber warfare, the method chosen is based on the goais of attacker. In order to
undcerstand cyber warfare, it is important to understand cyber-attack. Although, it has
been debated upon throughout the last decades, sometimes addressing synonym concepts,
somctimes similar and sometimes different developments even then cyber-attacks and
opcrations in cyber space as instruments of warfarc up o some extent still not known to

the world.%’

Cyber-attacks also known as Cofnpulcr Network Attack (CNA) arc initiated in
cyber space. Generally speaking, cyber-attack mcans dcliberate manipulation of
computer systems, technology-dependent enterprises and networks.®® More gencrally,
cyber-attacks arc dcfined as “efforts to alter, disrupt, or destroy computer systems or
networks or the information or programs on them.”8? According to the U.S. Army’s

e

Cyber Opcrations and Cyber Terrorism Handbook, a cyber-attack is: “The premeditated

usc ol disruptive activities, or the threat there-of, against computers and/or nctworks,

7 The denomination *Network-centric warfare” [or Instance has been more or less replaced by a
deviating terminelogy in most academic rescarch. The term cyberwarfure, can be understood as a military
doctrine that relates to both offensive as well as defensive, operations in cyberspace, This term however has
some unscientific connotation and is ofien used outside of academia. For details see, [andler, *The New
Cyber Face of Battle, developing a Lepal Approach to Accommodate Emerging Trends in Warfare”, 233-
250, Other terms used are for cxample by Michael N Schmitt, Wired Warlare: Computer Network Atiack
and Jus in Bello, in Michael N Schmill (d.)}, £ssavs on Law and War at the Fault Lines (Netherlands:
Asser Press: 2012), 175, available at, iy downboad sprimze com tadie (vld L (last aceessed: January 31,
2017) ; Computer network attacks: “operations to disrupt, deny, degrade. or destroy information resident in
computers and networks themselves™ and information warfare: “inforination operations conducted during
times of crisis or conflict lo achicve or promote specific objectives over a specific adversary or
adversaries”.

8 Afroditi Papanastasiou, “Application of International Law in Cyber warfare Operations”, Social
Science Reseurch Network 3(2010), 31-37, avaitable at bhup<papers.ssm.conysol paporacim 1673783,
{last accesscd: March 10, 20186).

5 Matthew C. Wuxman, “Cyber-attacks and the Use of Force: Back (o the Future of Article 2(4}”,
Yale Journal of Internationat Law 36(2011), 421-422,
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with the intention to cause harm or to further social, idcological, religious, political or
similar objcctives or to intimidate any person in furtherance of such objectives,””
Malicious codcs are uscd in cyber-attacks to altcr computer code, logic or data,
resulling in disruptive consequences that can compromise data and lead to cybercrimes,
such as information and identity theft.”! Tlarm from these atiacks can be inflicted cither
on a computer nctwork, or physical facilities and persons. This makes cyber-attacks

distinguishablc from cyber-crimes.”

1.3.1 Types of Cyber-Attacks
Cyber warriors have three types of cyber-attacks using their arsenal namcly syntactic™,

scmantic’ and mixed cyber-attacks’. The wcapons vary in intensity, ranging from

™ Critical Infrastructurc Threats and Terrorism, U.S, Army Training & Doctrine Command,
Dissent Handbook 1.02(2006), vii-2, available at, hus: fisor 0 theei terrorism sep2 pdi, (last
accessed: November 13, 2016),

7 Natasha Solce, “The Battleficld of Cyber Space: The Inevitable New Military Branch — The
Cyber Force”, Afbany Law Journal of Science and Technology 18 (2008), 293-300.

72 Ibid., 301 (explaining that those who commit cyber-crimes exhibit personal desires like stealing
moncy whercas a cyber altack’s purposc can be to take out a military target). Cyber-crimes, like fraud or
posting obscene and ollensive content on tbe lnternet, arc governed by national criminal laws. The
intentions of those thal commit ¢cyher-crimes are also very different [fom those who initiate cyber-atlacks,

™ Syntactic attack is that type of cyber-attack which is comprised of malicious code. Malicious
code {s computer language madce to affect operating system of a computer in order (0 modify it, retrieve
information, or destroy it.

™ Semantic altacks altcr the information on computer system, The semantic attack targets the
information by substituting it with inaccurate or misleading information, Particularly, the Logic Bomb is
onc of the most dangerous semantic attacks, Duc to implication their composition is that ola bomb, Logic
bombs are planted in a targeted arca and ignited upon desire. Upon ignition, logic bombs send falsc data 1o
information systems that can cause them to malfunction. For details sce, Lesley Swanson, *The Cra of
Cyber Warfarc: Applying International 1Tumanitarian Law to the 2008 Russian-Georgian Cyber Conflict”,
Loyola Law School International & Contemporary Law Review 32(2010), 303-314, available at,
o digioloerresns hneed oevenptentegstaticbe 10 (last acecssed: November 15, 2016).

7 lbid. The combinauun of syntactic and scmantic attacks makes the third type of cyber-attack
called as the mixed attack.
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annoyance to destruction and may posc some serious threats 1o national security.”® Some

of the commonly recognized attack veetors are given as follow:

(a)

(b)

()

Virus: It is a self-rcplicating program that spreads through some form of
infected files. It replicates by inserting its copics into another computer
programs, data, or the boot sector of the hard drive. Often somc harmful
activitics arc pcrformed by virus on infected hosts, like stealing hard disk
space or CPU time, accessing personal information, corrupting data,
displaying political or humorous messages on the user’s scrcen, spamming
their contacts or logging their keystrokes. Subtypes of virus are file,
system/boot record infectors and macros.”’

Worms: it is a sclf-replicating program that propagates without using
infeccted files. Usually these worms sprcad via nelwork services on
compuiers or through email. Mostly they causce at least some harm to the
nctwork, even if only by consuming bandwidth contrary to viruscs, they
almost modify or corrupt {iles on targeted computers. Subtypes of worms
include mass mailing via botnet.’

Trojans: A program designed in such a way that appears benign to scrve

some malicious purpose. On the other hand, in computing Trojan or

" Gervais, “Cyber Attacks and Law of War®, 525-579.
77 Sharon R. Stevens, “Internct War Crimes Tribunals and Securily in an Interconnected World”,

Transnational Law & Contemporary Problems 18(2009), 637-663.

™The Morris worm - onc of the first recopnized worms to aflect the world's nascent cyber

infrastructure - spread around computers largely in the US. The worm used weaknesses in the UNIX
system Noun 1 and replicated itsell regularly, It slowed down computers to the point of being unusable.
The warm was the work of Robert Tapan Morris, who said he was just trying to gauge how big the Internet
was, 1o subsequently became the [irst person ta be canvicted under the US' computer fraud and abusce act.
For details sce, Wollgang McGavran, “Inlended Consequences: Regulating Cyber Attacks”, Tulane
Journal of Technology & Intelfecinal Property 12 (2009}, 259-26.
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Trojan horse, is a non-sclf-replicating type of malware program containing

malicious code. Upon execution, it carries out actions determined by the

nature of the nature of the Trojan. Typically, it causes loss or theft of data,
and possible system harm. Its subtypes are remotc access and data
destruction.”

(d) Denial of Serviee Attacks: In the context of computing, a denial-ol-
service (Do8) or distributcd denial-of-service (DDoS)® attack is an
attcmpt to make a machine or network rcsource unavailable to its intended
uscrs. Gencrally, it may temporarily or indefinitely interrupts or suspcnds
scrvices of a host connected to the network. Although the motives, means

to carry out an atlack and targets may vary in DoS. In this type of attack

lcgitimate users arc not permitted to access or use the network.®!

1.4 Cyber-Crime

Contrary to cyber-attacks, cyber-crime is a broad and analytically distinct concept.
Although therc is no universally recognized definition of cyber-crime,®? the aspects of
cyber-crime arc broadly recognized. By and large, cyber-crime is the use of a computer-

based means to commit an illegal act. As goes a classic dcfinition, cyber-crime is “any

™ A Trojan ofien acts as a back door, contacting a controller which can then have unauthorized
access to the alfected computer. John anzano, “Deconstructing SubSeven, the Trojan Horse™ Journat of
Sans Institute (2003), 920-953, available at Litp: www sanserereading_room, (last accessed: November
15,2016).

8 Above all, DOS and DDOS atlacks are of the most concern, DOS attacks temporarily or
permanently incapacitate a website by overwhelming it with fulse data requests. The network becomes so
overworked thal it crashes.' DDOS attacks arc similar to DOS attacks, but usc thousands of botnet
computers that exponentially cause websites to crash, or alternatively damage the websites' host hardwarc

8 Duncan Blake & Joscph S, Imburgia, “Bloodless Weapons™? The Need to Conduct Legal
Reviews ol Certain Capabilitics and the Implications of Defining Them as “Weapons™, Air Force Law
Review 157:66(2010), 181-203.

8 Despile the act that the word *Cybererime’ has cntered into common usage, many people would
[ind it hard to deline the term preecisely. For details sce, c.g.. Sarah Gordon & Richard Ford, “On the
Definition and Classification of Cybercrime”, Journal of Computer Viralogy 13:2(2006), 13-27,
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crime that is facilitated or committed using a computer, network, or hardware device,”®

In this light, cyber-crime is often defined by its means—that is, a computcr system or
nctwork. As such, cyber-crime holds a very broad range of illicit activity. According to
the prioritics of the Department of Justice and FBI units® -crimes are fraudulcnt practices
on the Internet, online piracy, storage and sharing of child pornography on a computcr,
and compuier interruptions.?* Moreover, like all crimes, cyber-crimes are generally

understood to be committed by individuals, not states.*

1.5 Relation among Cyber-Attack, Cyber-Crime and Cyber Warfare

TABLE 2: Essential Characteristics of Different Cyber-Actions3®

Type of cyber-action Cyberattack | Cybercrime | Cyberwarfare
Involves only non—state actors .
Must be violation of criminal law, committed | .

by mcans of a computer system

Objective must be to undermine the function ) .
of a computer network

Must have a political or national sccurity . .
purposc

¥ In addition, some proposed definitions arc broad enough to include not only all crimes
committed by means of a computer, but also any crime in any way invelving a computer as 2 means or a
target. For details see, Susan W. Brenner, Cybercrime: Criminal Threats from Cyberspace (California;
Greenwood Publishing Group, 2010), 19, availablc at, https://books.google.com.pk/books?id=gs W3-
xgbLbUC&q, (last accessed: May 19, 2016).

& Ibid.

% Ibid.

8] lathaway et al., “The Law of Cyber-Attack”, 817-842.
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Effects must be equivalent to an “armed °
attack,” or activity must occur in the context of
armed conflict

FIGURE 2: Relationship Between Cyber-actions®”

Cyber-
attack

Table 1 and Figure 2 shows that a cyber-attack may be carried out by state or non-state actors,
must involve active conduct, must aim to disrupt the function of a computer network, and must
have a political or national security purpose. Some of thc cyber-aitacks are cyber-crimes, but not
all cyber-crimes are cyber-attacks. On the other hand, cyber warfare always meets the conditions
of a cyber-attack. To be noted, not all cyber-attacks are cyber-warfare. Only cyber-attacks with
effects equivalent to those of a conventional “armed attack,” or occurring within the context of

armed conflict, deemed to be cyber warfare

As compared to cyber-attacks, cyber-crimes need not undermine the target

computer network (though in some cases they may do so), and most do not have a

87 Ibid.
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political or national sccurity purposc.®® Mostly cyber-crimes do not also constitute cyber-

attack or cyber-warfare, as shown in Figure 2.%

1.5.1 Cyber-actions as Cyber-crime

Consider the following scenarios for a better understanding:

First an illcgal act for a political or national sccurity purpose by means of a
computer nctwork but docs not underminc that network is committed by non -
state actor, For cxample, an individual may commit a cyber-crime by expressing
political opposition over the Internet which is illegal under domestic law. In the
same way, an individual may commit a cyber-crime by hacking major bank’s
records with a national sccurity or political purpose but without damaging the
bank’s system in the process.”

Second, a non-statc actor commits an illegal act by means of a computcr
network—and undermines a computer network other than political or national
security purpose. Reconsider the hacker of bank’s data, who manages to damage
the bank’s onlince account system but whose only purposc is cconomic gain, This
would be considered as cyber-crime, but not a cyber-atlack or cyber-warfare.”
Third, for example a person who transfers child pornography would commit a

cyber-crime but not a cyber-attack becausc the actions do not undermine the

8 Qarah Gordan and Richard Ford, “On the Definition and Classilication of Cybercrime”, Journal

of Computer Virology 2:1(2006), 13-27,

%% Hathaway ct al., “The Law of Cyber-Attack™, 817-842.
* Gordan and Ford, “On the Delinition and Classilication ol Cybererime”, 13-27.
21 1bid.
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function of a computer network and he or she is not motivated by a political or

national sccurity purpose.®?

1.5.2 Cyber-actions as Cyber-attack
As shown in Tablec 1 and Figurc 2, some cyber-crimes arc neither cyber-attacks nor
cyber-warfare, in the same way some cyber-attacks are ncither cyber-crimes nor cyber-

warfare. Consider two scenarios:

o First, attacks carricd out by a state actor, outside the context of an armed conflict,
and its effects do not rise to the level of an armed attack. For example, an attack
by the Chinese government on the Falun Gong website in 201 1.3

# The sccond scenario includes cyber-attacks by non—state actors that do not rise to
the level of an armed attack and which do not constitute a eyber-crime, cither
because they have not been criminalized under national or international law or
because they do not use computer-based means.® It is to be noled majority of
cyber-attacks would likely involve computer-bascd means.” As shown in Figure

2 and Table 1, the overlapping arca between cyber-crime and eybcer-attack occurs

when a non—state actor commits an illegal act by means of a computer network,

% Carr, Inside Cyber Warlare: Mapping the Cyber Underworld, 61.

9 Howcver, such atlacks must satisly all clements of the cyber-attack definition, including
damaging the function of a computer network for a political or national security purpose. As noted above,
however, any act by a statc aclor automatically satisfies thc political or national security purpose
requirement. For details sce, Carr, /nside Cyber Warfare: Mapping the Cyber Underworld, 61.

% Ibid. Praclically speaking, it is unlikely for a private actor to purposcfully undermine the
function of a computer nctwork withoul also violating the law but such gaps in the criminal law are
conceptually possible. Because a cyber-attack must be “for a political or national sccurity purpose,” the
only actions falling into this category would be purposcful. Stefano Mcle, “Legal Considerations on Cyber-
Weapons and Their Definition”, 62.

° Thouph such means arc not nccessary to cyber-a While cyber-activity may constitute only
cyber-crime or only cyberattack, a substantial proportion of cyber-crimes arc also cyber-attacks.
Papanastasiou, “Application of International Law in cyber warfarc Operations™, 31-57.
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undermines a computer network for a political or nationai sccurity purpose. The
consequences of this act would not rise to the level of an armed attack, or the

activity would constitute cyber-warfare. %

1.5.3 Cyber-actions as Cyber warfare
Cyber warfare is distinct among the three cyber-categories. Cyber warfare must also
constitute a cyber-attack. In figure 2 the overlapping arca between cyber-attack and
cyber-warfare includcs two types of attacks.

e The [irst type includes attacks carried out by any actor in the context of an armed
conflict. However, those actions would not be considered as cyber-crimes, either
because they are not war crimes, or do not cmploy computer-based means, or
both.

» The sccond type of attacks are thosc which arc carried out by a state actor and

produce effects equal to those of a conventional armed attack.”’

Sometimes cyber warfare may also constitute both eyber-attack and cyber-crime. The
arca of intersection between all threc circles as shown in Table 1 includes two types of
attacks carried out by a non-state actor. First type of attacks is those which are carried

out in the context of an existing armed conflict that hamper the function of a computer

% Note also that 2 state committing this very same act would not fall within this overlap, since
only & non—staic actor can commit a cyber-crime. Take, for example, a hypothetical group of individuals
who hacked into the 1.8, State Department’s server and shut it down out of disdain for the U.S.
government. This instance would fall within the overlap between cyber-crimes and cyher-attacks given that
a non— state actor committed the act, for a political or national security purpose, and it undermined a
computer network atlacks. IHathaway ct al., “The Law of Cyber-Aittack”, 817-842.

7 Note that this usc of forcc may be either lawful or unlawful; because the actor is a state actor,
even unlawiul actions do not necessarily constitule “cyber-crime.” ITuthaway ct al., “The Law ol Cyber-
Attack”, 817-842,
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nctwork for a political or national sccurity purpose, violate the criminal law and arc
committed by means of a compuler system or nctwork. Another type of attacks is that
produce cffects cquivalent to those of a conventional armed attack, undcrmine the
function of a computer nctwork for a political or national sccurity purposec, and are

violations of the criminal law committed by means of a computer system or network.

1.6 Cyber Weapons

One important matter at hand that need to be discussed is whether the tools used for most
cyber warfare activities and altacks arc lo be considered weapons or not. Such has
implications regarding International Law dealing with armed attacks, use or threat to use
the force and regulation of hostilitics. In this regard two different points of view are to be
highlighted. One, tools like hardwarc cquipment or computer code is considered as a
weapon on the basis of possibility to cause harm or to allow the exccution of an attack by
thesc tools. Hence, “a cyber-weapon is the combination of a propagation method,

exploits, and a payload designed to ereate destructive physical or digital effects.””

According to the sccond approach, the user’s or designer’s purpose and intention
nced to be evaluated in order to deeide whether the tool {or tools) used are to be
considercd as a cyber-weapon or not. Hence, a weapon is cyber weapon if “a part of
cquipment, a device, or any sct of computer instructions, used in a conflict among actors

both National and non-Nationa!, with the purposc of causing (directly or othcrwisc)

% Hathaway et al., “The Law of Cyber-Attack™, 817-842.

9 Trey Herr, “Prep: A Framework for Malware & Cyber Weapons™, Journdal of Iaformation
Warfare 13:1(2013), 23-33, available at, SSRN: hip: ssrn.com ab .t 2343798, (last accessed:
November 15, 2016),
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physical damagc to objects or people, or of sabotaging and/or damaging in a dircct way
the information systems of a sensitive target of the attacked subject.” 1 Similarly, “cyber
wcapons arc cyber means of warlare that arc by design, usc, or intended usc capable of
causing cither (i) injury to, or dcath of, persons; or (ii) damage to, or destruction of
objects, that is, causing the conscquences required [or qualification of a ¢cyber-operation
as an attack.”'®' And somec authors considcr cyber weapon as a subset of weapons and
define it as: “computer code that is used or designed to be used with the aim of
threatening or causing physical, functional or mental harm to structures, systems or living

beings.”!¢2

1.7  Challenges Raised by Cyber Warfare

The main concern is that there is only one cyberspace, shared by military and civilian
users, and cverything is interconnected. Therefore, key challenpe is to make sure that
attacks are dirccted against military objectives only and constant care must be taken o
protect the civilian population and civilian inlrastructure.'” Also, the expected incidental
civilian losses and damage or collateral damages must not be more than the concrete and
direct military advantage anticipated by the cyber-attack. The attack must not be
launched without fulfilling these conditions.'™ Another principal issucs presented by

cyber warfare is difficulty of identifying the attacker, which is essential for effective

100 Stefano Mele, “Legal Considerations on Cyber-Weapons and Their Definition”, Journal of Law
and Cyber warfare3:1(2014), 58-64, available at, http:/www jlcw.org, (last accessed: November 15, 2016},

19 Schmidi (Lid.), Taltinn Manual on the International Law Applicable to Cyber Warfare, 45.

192 Thid,

19 Michacl N. Schmilt, “Computer Network Attack and the Use of Force in International 1aw:
Thoughts on A Normative Framework”, Columbia Journal of Transnational Law 37(1999), 35-40.

194 Thid.
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deterrence, To assess this issue, onc nceds to distinguish between hacking data and
destroying data. Since the data is not physically enclosed, securcd only by encryption,
and codes are designed to scramble a body of electronic data to make it unintelligible can

be hacked from anywhere in the world.!%

Incxpensive nature of cyber warfare makes it insidious as it requircs no raw
matcrials, like uranium, no processing and no dclivery vehicles, like missiles carrying
nuclear weapons ct¢. These challenges compel the states to be extremely cautious when

resorting to cyber-attacks.

1.8 Cyber Policing

To ensure eyber sceurity states have adopted different policies.' One of such policics is
cyber policing. Cyber policing is donc by Police force or differcnt government agencices.
The policing of cyber-crime or cyber-attack is a very dilTicult concept. Because the lines
of policing the internet becomes blurred within the legal conecpt as it is not nceessarily a
crime or aftack in the legal sense.!”” Since, eriminality is moving online, its volume is

increasing, cvolves constantly and rapidly, often leaves noclear of its occurrence,

1%% Unless the code is changed constantly (maybe every few sccends), the indispensable defensive
responsc is to detect the hacking prompily and change the code. Stefano Mele, “Legal Considerations on
Cyber-Weapons and Their Delinition”, 58-64.

1% David 8. Wall, “Tolicing Cyber-crime, Situaling the Public Police in Networks of Sccurity
within Cybcrspace, Police Practice & Research. An International Journal 8:2(2010), 183-205, available at,
Blps ssrncom a~ =ael- 853228 (last accessed: April 26, 2017).

197 Ibid.
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and lcaves no  scenc to cxamined.'” Achieving the policing goals, therefore, presents
specific challenges within the context of online crime.'?
Challenge of investipating cyber-crime is that the internet has increased the reach

10 The use of proxy

of criminals so thcy can now strike from thousands of miles away.
servers, physical distances, international politics, and lack of legislation and national
agrecment to give up suspects for irial in another country, all make it difficult to

investigate cyber-crimes and often impossiblc to bring the offenders to justice.'!!

Maintaining public order online through cyber policing is also problematic. The

police cannot havce presence in all online forums all the time. 2

Additionally, to thcse monitoring of intcrnet is dcemed as survcillance and
infringecment of right to privacy as well as frecdom of expression.'!® For example, the
cyber-crime bill adopted by Pakistan’s parliament last year is the latest one in a scrics of
steps to curtail frecdom of expression as well as civilians’ right to access information.'’*

China’s Great Fircwall and statc-sponsorcd blockages of thousands of dissident web

18 For details scc, Chuek Wexler, “Cybercrime: A New Critical Issue” in The Rofe of Law
Enforcing Agencies in Preventing and Irvestigating Cyber-crimes (USA: Police Exccutive Rescarch
Forum, 2014), 5, availablc at, visit www policelorum.ors., (last accessed: April 26, 2017).

199 Wall, “Policing Cyber-crime, Situating the Public Police in Nctworks of Sccurity within
Cyberspace, 183-205.

"Angic  Sapherson,  “Policing  Cyber-crime  and  key  literature”,  available  at,
. wwvwcademiicedu,, (last accessed: April 28, 2017).

" Ibid.

12 Wexler, “Cybererime; A Ncw Critical Issuc” 8.

13 For details see, Anja Kovaes, “Cyber Security, Cyber Surveillance and Online Human Rights™,
International Journal of Cyber Warlare and Tcrrorism archive 6:2(2013), 32-40, available af, wiww ¢p-
digitad ory Oy borsSeourity =Csbep-Sueceillapeg-and-Online-lHuman-Rights, (last accessed: April 30,
2047).

U wall, “Policing Cyber-crime, Situating the Public Palice in Nectworks of Sccurity within
Cybcrspace, 183205,
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pages in Russia arc some of the most blatant ecnsorship projects that cither block or

criminalize content that opposcs the government.''®

Therefore, it is argucd that to tackle the hurdles in ensuring cyber security via
cyber policing different pathways need to be taken,''® For example, one option is to
enhance police services abilities to achieve their current objectives in the cyber domain.
This would sec policing agencics receiving a much greater amount and wider range of
resources to be able 1o deteet and prosccute crime. Also, a significant increase of officers
skilled in Information Technology, as well as a considcrable expansion in the training

agenda.'”

Conclusions

A century ago, when one nation’s army mobilized and massed at another’s border, war
was immincnt. Outbreak of hostilitics was a matter of time in such a siluation. However,
today technology has confused the application of old rules. In cyberspace, where attacks
can be launched in milliscconds, a nation might not have enough time to detect an attack
and mount a defense. Cyber warfare is all about disrupting, if not destroying, the critical
infrastructure which is dependent on information and communications systems. It means
trying to know all about an adversary while destroying it the same advantage. It means
turning the “balance of information and knowledge™ in onc’s esteem especially if the
balance of force is not. It means using knowledge so that less labor and capital may have

to be on expenditure. Cyber-attacks are here to stay. Because they provide a low-cost,

15 Thid.
¢ Wexler, “Cybererime; A New Critical Issuce” 15
"7 1bid.
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remote, instantancous, and powetful tactic of coercion or destruction, ofien without
triggering accountability. Thesc attributes guarantee that states and non-state actors will

continue to develop and unlcash cyber-attacks in the foresccable futurc.
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CHAPTER 2

CYBER WARFARE AND THE NOTION OF
ARMED CONFLICT

Introduction
Some of the International Tlumanitarian Law topics are proving as problematic in modern
warfare as “classification of conflict,” that is thc identification of the type of conflict to
which particular hostilitics amount as a matter of law. Classifying the conflict in question
is always the first step in any intcrnational humanitarian law analysis as the nature of the
conflict determincs the applicable legal regime. The current difficulties derive from the
advent of hostilities over the past two decades that do not fit the traditional bifurcation of
conflict into eithcr State-on-statc or purely internal. In future, cyber warfare will further
complicate classification. Cyber operations have potential for produeing vast societal and
cconomic disruption without causing thc physical damage typically associated with
armed conflict. They are also inherently trans-border, therefore frustrating any approach
to the classification based on geographical factors.

The first and foremost prerequisite for IHL to be applied is the cxistence of an
armed conflict. This fact would lcad to question whether a cyber-operation can amount to
an armcd conllict. In this light, in this chapter the rescarcher discusses the basic typology

of armed contlict under intcrnational humanitarian law, the advent of cyber conflict.
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Further the rescarcher explains whether eyber conflicts fit into the ambit of traditional

classification of conflicts under IHL or not.

2.1  The Basic Typology
The contemporary history of conflict’s classification began in 1949 with adoption of the
four Geneva Conventions.''® Earlier treaties rcgulating conflicts had been silent as to the

conditions under which they applied. They were merely assumed the existence of a

Lassa Oppenheim, a renowned Jurist, explained in detail the classic definition of
war in his 1906 treatisc International Law: “War is a conicntion between two or more
States through their armed forces, for the purpose of overpowering each other and
imposing such conditions of peace as the victor pleases.”!!® The very important element
in that definition was that war must be between Statcs. Hence, the law of war would
apply only to inter-State hostilitics. '%°

The 1907 Sccond Hague Peace Conference adopted Hague Convention 11T relative
1o the Opening of Hostilities in responsc to the said conflict. In that instrument, Staic

partics agreed that “hostilitics between themselves must not begin without previous and

1'% Convention for the Amelioration of the Condition of the Wounded and Sick in Armed Forees in
the Ficld, Aug. 12, 1949, 6 U.S.T. 3114, 75 UN.T.S. 31; Convention for the Amclioration of the Condition
of Woundced, Sick and Shipwrecked Members of Armed Forces at Sea, Aug. 12, 1949, 6 U.S.T. 3217, 75
UN.T.S. 85; Convention Relative to the Treatment of Prisoncrs of War, Aug. 12, 1949, 6 U.S.T. 3316, 75
UN.T.S. 135; Convention Relative to the Prolection of Civilian Persons in Time of War, Aug. 12, 1949, 6
U.8.T. 3516, 75 UN.T.S. 287 [hereinalter GC [V respectively].

1% Lassa Oppenheim, fnternational Law: A Treatise War and Neutrality (London: Longmans,
1920), 52,

12® Definition of Oppenheim suggestcd that the existence of a war was a question of fact.  This
approach was brought inlo matter by the undeclared war between Japan and Russia in 1905.Intra-State
conflict was mostly a matter of domestic concern unless it rose to the level of appressive behavior. Sce
bricly, Hans-Peter Gasscr, [nternational Humanitarian Law, an Introduction (Geneva, [lenry-Dunant
[nstilute, 1993), 92, available at, hitps:/books. google.com.pkbooks, (last accessed: July 2, 2016).
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explicit warning, in the form cither of a declaration of war, giving reasons, or of an
ultimatum with conditional declaration of war.”'?! Secnsitive to these realities, the
international community took a different approach with the adoption of Geneva
Conventions in 1949.'” The approach taken in thosc instruments developed into

customary intcrnational law rccognizes war in both the technical and material sense.

2.1.2 The Notion of Armed Conflict

The term “armecd conflict” is not defined anywhere in the Geneva Conventions 1949 or
its Additional Protocols.'? In casc of International Armed Conflicts, broader view is
taken by Pictel’s commentary to the Geneva Convention 1949 provides that:'** “Any
difference arising betwecen two states and leading to the intervention of armed forces is an
armed conflict within the meaning of Article 2, even if one if the partics denies the
existence of a state of war. It makes no difference how long the conflict lasts, or how

much slaughter takcs place.”

2! The war between Russia and Japan which broke out in 1904 withoul a declaration of war
causcd 3 movement for the adoption of some writlen rules on the commencement of war. The Instituie of
Iniernational Law adepted a resolution Lo that end in 1906 and the Sccond Hague Confercnce of 1907
produced the present Convention, Although this Convention concerns rather the jus ad bellum than the jus
in bello, Consequently, a failure to declare war or the non-recognition of a state of war by 2 party to the
conflict would lead to prevent the application of trealics ruling the conduct of hostilitics belween states.
This approach proved to be (ail by later events, For delails see, Dictrich Schindler and Jiri Toman, The
Laws of Armed Conflicts {Doston: Martinus Nihjoft Publisher, 1988),57-59, available at,
wan oy leocom books, (last aceessed: July 3, 2016),

12 Gary D. Solis, The Law of Armed Conflici: International Humanjtarian Law in War
(Cambridge: Cambridge University Press, 2010}, 81, available at, lips: hookspooelecom.ph boahs, (last
accessed: January 31, 2017).

12 Tbid., In order to avoid the political and legal strife that had occurred over the legal delinition
war, a police action, or any other form of hoslile action the draflers of the convention intentionally
remained it undefined.

124 ~Article 2° in Jean S, Piclcel, the Gemeva Conventions of 12 August 1949-1; Commentary
(Geneva: Internationul Commitice of Red Cross, 1952), 32, available at, [ups: wew loceson §aw ppadi,
(last accessed: July 13, 2016).
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Wherecas the Intcrnational Committee of Red Cross (ICRC) embraces an
expansive view of armed conflict, stating that in case of cross-border operations, the {irst

shot is considered sufficient to trigger an International Armed Conflict:'?

By using the words “from the outset” the authors of the Convention wished to
show that it becamne applicable as soon as the first act of violence were to show
that it became committed, even if the armed struggle did not continue. Nor it is
necessary for there to have been many victims. Mere frontier incidents may make
the Convention applicable, for thcy may be the beginning of a more widespread

confliet.

2.2 Categorization of Armed conflict under IHL

There are two types of Armed Conflicts in IHL namely:'%

s International Armed Conflicts (herein alter IAC), opposing two or more States,
and Non-Iaternational Armed Conflicts (hercin  after  NIAC), between
governmental forces and nongovernmental armed groups, or between such groups
only. A distinction betwecen non-international armed conflicts in the meaning of

common Article 3 of the Geneva Conventions of [949 and non-international

125 Articlc 6 in Jean S. Pictet, the Geneva Conventions of 12 August 1949-1V: Commentary
(Geneva: International Committee of Red Cross, 1958), 59, available at, hup- v oo 1 aw [0da-
IV.pdf, {last accessed: July 13, 2016). Sce also, ICRC, how is the Term “Armed Conflict” Delined in
International 1lumanitarien Law? 2, htips s iomors eiesassels filesop 0 spaper-armed-con e i,
(last accessed: July 7, 2016),

126 Knut Dérmann & Louis Maresca, “The Intcrnational Committee of the Red Cross and ils
Contribution to the Development of International Humanitarian Law in Specialized Instruments”, Chicago
Journal of International Law 5:1(2004), 217-232.
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armed conflicts f2lling within the definition provided in Article. 1 ol Additional

Protocol Il is also established by [H1L.'"

The Geneva Conventions 1949 also recognize two types of armed conflicts-
Intcrnational and Non-international in its Articles 2 and 3, which is “Common” to all four
conventions. Latcr on, two Protocols, additional to the Geneva Conventions 1949 were
adopted. Additional Protocol 1 (herein after- AP 1) is rclated to IAC by rcference to
Article 2 of the 1949 Conventions.'?®. And the Additional Protocol 11 (hercin after-APII)

applics to NIAC. Unlike, Common Article 3 it sets a higher threshold of applicability.'”

127 Ibid,

12 The Internatienal Commitiee of the Red Cross (ICRC) held a Diplomatic Confcrence between
1973 and 7 to “update” international humanitarian law primarily due to post 1949 conflicts. Many Staics,
most particularly the United States, rcfused (o become party to the instrument, in part due to this latter
provision, Deiter Fleck ed., The lHandbook of Humanitarian Law in Armed Conflicis (UK: Oxford
University Press, 2013}, 43, available at, https://books.google.com.pk/books, (last accessed: July 16, 2016).

12 The provision is diiferent from Common Article 3 in its requirement that rebetlious or other
armed forces control tcrritory and ils limitation to conflicts involving a State, thereby exeluding non-
intcrnational armed conflicts between organized armed groups Considering generally, this collection of
provisions holds four catcgories ol conflict: 1) International armed conllict between States; 2) International
armed cenflict involving national liberation movements; 3) Non-international armed conilict between a
State and an organized armed group or between organized armed groups; 4) Non-international armed
conllict at the Additional Protocol 10 level. The second and fourth categories arc relevant only o
application ol' Additional Protocols 1 and I respectively for Parties thereto. The first and third are
acknowledged as customary categorices of conflict. AP 11 is applicable to all armed conflicts which are not
covered by Article 1 ol [AP 1] and which take placc in the territory of a [High Contracting Party between ity
armed forces and dissident armed forces or other organized armed groups which, under responsible
command, exercise such control over a part of ils terrilory as to enable them to carry oul sustained and
concerted military operations and 10 implement this Protocol. Article | specifically excludes “situations of
internal disturbances and tensions, such as riots, isolated and sporadic acts of violence and other acts of a
similar nature, as not being armed conflicts” from the ambit of non-international armed contlict. This
exclusion has been broadly accepled as refleclive of customary international law in all non-international
armed conflicts, a lact evidenced by its adoption in the Statute of the [nternational Criminal Court. For
details see, Jenny Dope, “Cyber Warfare. Challenges for the Applicability of the Traditional Taws of War
Regime”, Archiv des Vilherrechts, 48:4(2010), 486-501, availuble at, n1p: v Jotonre stabfe 257RT,
{last accessed: July 17, 2016).
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2.2.1 International Armed Conflict
International Armed Conflict defined in the Geneva Conventions is essentially similar to
traditional legal concept of ‘war’ that is an armed conflict between two or more states.

Article 2, common to the Four Geneva Conventions 1949, provides that:

... the present Convention shall apply to all cases of declared war or of any other
armed conflict which may arise belween two or more of the High Contracting
Parties, even if the state of war is not recognized by one of them. The Convention
shall also apply to all cascs of partial or total occupation ol the territory of a High

Contracting Party, even if the said occupation meets with no armed resistance.

According to this provision, a conflict is IAC when one or more States have rccourse to
armed force against another Statc, regardless of the reasons or the intensity of this
confrontation. Even in the absence of open hostilities rclevant rules of IHL may be
applied. Morcover, no formal declaration of war or recognition of the situation is
required. The application of International Humanitarian Law to IAC depends on factual
conditions like what actually happens on the ground. For instance, even though one of the
belligerents does not recognize the government of the adverse party, the conflict between
them be called an IAC.™

According to the Commentary of the Geneva Conventions of 1949 “any
difference arising between two States and leading to the intervention of armed forces is

an armed conflict within the meaning of Article 2, even if one of the Parties denies the

130 »1t is irrelevant to the validity of .interpational humanitarian lew whether the States and
Governments involved in the conflict recognize cach other as States”. For details sce, Fleck, The Handbook
of Humanitarian Law in Armed Conflicts, 45.
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cxistence of a state ol war. I{ makes no difference how long the conflict lasts, or how
much slaughter takes place™.'!

Jurisprudence: In Tadic case the Intemational Criminal Tribunal for the former
Yugoslavia (ICTY) proposed a general definition of international armed conflict. The
Tribunal stated that “an armed conflict cxists whenever there is a resort to armed force
between States”. 32 Since then this definition has been adopted by other international
bodies.

According 10 onc of the intcrnational cxpert, “the existence ol an armed conflict
within the meaning of Article 2 common to the Geneva Conventions can always be
assumed when parts of the armed forces of two States clash with each other. [...] Any
kind of usc of arms between two States brings the Conventions into cffect”.)*

Therefore, a conflict is IAC, il it qualifics two basic factual criteria—a conflict

between States and hostilities that amount to “armed conflict™.

B1piciet, Commentary on the Geneva Convention for the Ameclioration of the Condition of the
Wounded and Sick in Armed Forces in the Field, Whereas if peoples fight against colonial domination or
alicn occupation and against racist regimes exercising their right of self-determination, as prescrved in the
Charter of the United Nations and the Declaration on Principles of International Law concerning Friendly
Relations and Co-operation among States in accordance with the Charter of the United Nations then it
could also be concluded as Armed conflict. See, Additional Protocol 1, art. 1, para, 4: "armed conflicts in
which peoples are lighting against colonial domination and alien occupation and against racist regimes in
the excercise ol their right of sclf-determination, as cnshrined in the Charter of the United Nations and the
Declaration an Principles of International Law concerning Friendly Relations and Co-operation among
States in accordance with the Charter of the United Nations".

P2 ICTY, The Prosccuter v, Dusko Tadic, Decision on the Defence Mation for Interlocutory
Appeal on Jurisdiction, IT-94-1-A, 2 October 1995, para, 70, available at, Dt ww o ore vase talic -,
{last accessed: July 17, 2016).

13 Gasser, {nternational Humnanitarian Law, an Introduction, 93.
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2.2.2 Non international Armed Conflict

Common Article 3 to the Geneva Conventions of 1949; and Article | of Additional

Protocol II must be examined to know about NIAC under IHL."**

Common Article 3 to thc Geneva Conventions 1949; applies to “armed
conflicts not of an international character occurring in the territory of one of the
High Contracting Partics”.'* In such typc of armed conflict onc or more non-
governmental armed pgroups arc involved. Hostilitics may occur between
governmental armed forces and non-governmental armed groups or between such
groups only, depends upon situation. In order to distinguish NIAC [rom lcss
serious forms of violence, such as internal disturbances and tensions, riots or acts
of banditry, the situation must rcach a certain threshold of hostility. Usually, two
criteria arc uscd for qualification of hostility as NIAC: First, the hostilities must
reach a minimum level of intensity. Supposc, this may be the case, when the
hostilities are of a collective character or when the government has to usc military
force instead of police force apainst the rebels.'’¢ Second, non-governmental
groups involved in the conflict must possess organized armed forces.

Article 1 AP II; gives a more restrictive definition of NIAC. It applics to armed

conflicts “which take place in the territory of a High Contracting Party between

134 Ibid.
135 Far details sce, “Conflicts Not of an International Character”, available at, biups:4ih)-

databuses.icec, (last accessed: July 17, 2016). Tt has been generully accepted that Aricle 1(2) of APII
contains lower threshold which excludes internal disturbances and tensions from the definition of NTAC. It
has been generally accepled that Article 1(2) of AP contains lower threshold which excludes intcrnal
disturbances and tensions from the definition of NIAC.

13¢ Tor a detalled analysis of this criteria, see ICTY, The Prosceutor v. Fatmir Limaj, Judgment,

[T-03- 66-T, 30 November 2005, para. 133-170. It means that these forces have to be under a certsin
eommand structure and have the capability to confront militery operations. Also sce, ICTY, The Prosecutor
v. Fatmir Limaj, Judgment, I1T-03-66-T, 30 November 2005, para. 94-134, available at,
http-#www.ivty.orgicaseddimaj, (last eccessed: July 17, 2016).
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its armed forces and dissident armed forces or other organized armed groups
which, undcr responsible command, exercise such control over a part of its

territory as to enable them to carry out sustained and conccerted military operations

and to implement this Protocol”.!?

The Statute of the International Criminal Court (ICC), in its article 8, para. 2 (1),

confirms the existence of a definition of a non-international armed conflict not fulfilling

the criteria of Protocol 11,138

Commecnts of scveral recognized authors also very clearly suggest that what
should be considered as NIAC Dictrich Schindler, Professor of Inicrnational Law

rccommends a dctailed definition:

“The hostilitics have to be conducted by force of arms and cxhibit such intensity
that, as a rule, the povernment is compelled to employ its armed forces apainst
the insurgents instead of mere pelice forces. Sccondly, as to the insurgents, the
hostilitics arc meant to be of a collective character, [i.¢] they have te be carried
out not only by single groups. In addition, the insurgents have to exhibit a

minimum amouni of organizations, Their armed forces should be under a

Y7 Additional Protocol 11, art. 1, para. 1. In this context, it must be reminded that Additional
Protocol 11 "develops and supplements” common Article 3 “without modifying its existing conditions of
application". This mcans that this restrictive definition is relevant for the application of Protocol I1 only. but
daocs not extend to the law of NIAC in general,  Additional Protocol II, art. 1, para. 1. This definition is
narrower as comparcd to definition of NIAC given in common Article 3 in two ways. Firstly, it specifies a
requircment of territorial control, by giving that non-governmental partics must cxcreise such territorial
control "as to cnable them to carry out sustained and concerled military operations and Lo implemcnt this
Protocol". Sccondly, armed conflicts between State armed forces and dissident armed forees or other
organized armed groups are expressly regulated by AP [1, Unlike common Anriicle 3, the Protocol does not
apply to armed conflicts occurring only between non-State armed groups.

138 Statute of the ICC, art. 8 para. 2 (): "It applics to armed contlicts that take place in the territory
of a Statc when there is protracted armed conflict between governmental authorilics and organized armed
groups or between such groups”.
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responsible command and be capable of mecting minimal humanitarian

requircments”,

Jurisprudence: Casc law put forward important elements for a definition of an armed
conflict, primarily referring to NIAC in common Article 3 Geneva Conventions 1949,
These are not defincd cxpressively. Hence, some light is thrown on the definition of
NIAC by ICTY via its Judgments and decisions. The ICTY confirms the cxistence of a
NIAC “whenever there is [...] protracted armed violence between governmental

authorities and organized armed groups or between such groups within a State™.1*0

2.3 Qualification of Cyber warfare as International Armed Conflict

Fxistence of an Armed Conflict is thc {irst and foremost prerequisite to {rigger an
application of IHL. ' This fact would !cad to very basic question whether a cyber-attack
or cyber warfarc can initiatc an Armed conflict which necd to bc answercd. For this
purpose, an analysis will be made, based on the 1949 Geneva Convention and 1977
Additional Protocol II (APIl) as well as on the Tadi¢ case ICTY which beld that “an
Armed conflict cxists whenever there is a resort to armed force between states or

protracted armed violence between governmenta! authoritics and organized armed groups

Y"Dicirich Schindler, “The Different Types of Armed Conflicts According to the Geneva
Conventions and Pratacols”, Recueil des Cours de I'Académie de droit International 163:2(1979), 125-162.

¥ ICTY, The Prosecutor v. Dusko Tadic, Decision on the Defence Motion for Interlocutory
Appeal on Jurisdiction, IT-94-1-A, 2 Gctober 1995, para. 70. The ICTY thus states the definition of NIAC
almost same as that of common Article 3 of Geneva Conventions 1949 which incorporale situations where
"several factions [confront] cach other without involvement of the government's armed forces”. Since then,
cach judgment of the ICTY has taken this definition as a starting point.

4 Schmitt, “Cyber Opcrations and the Jus in Bello: Key [ssue”, 87-107. Also sec, International
Criminal Tribunal for the Former Yugoslavia, Prosceutor v. Tadi¢, Decision on the Delence Motion for
Interlocutory Appeal on Jurisdiction, Case No. IT-94-1-A, A_Ch., 2 October 1995, para. 67, available al,
M o dens ey case Ladie |, (last accessed: July 21, 20186).
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or between such groups within a state”. ***The criteria to be sct out reflect the conditions
to be met for the cxistence of an Armed conflict. Different thresholds have been
established by both customary and treaty law for the usc of IHL. in both types of

conflicts.'*

2.3.1 Threshold of ITarm for Armed Conflict

Applying de minimis level ofintcrvcnlioﬁ, it would appcar that computer nctwork attacks
could weleome within the ambit of armed conflicts. However, this view is not universally
held and the statement regarding the length and intensity of the conflict is not necessarily
borne out by the state practice.'™ Further it is by no means clear that most states would
regard an isolated incident or cxchange of firc as an armed conflict, bringing into
operation the full panoply of the Geneva conventions.'* Morcover, at the same time
there are examples of relatively minor incidents where a state has claimed protection of
the laws of armed conflict and there have been a number of border clashes and naval

incidents which have not been treated as armed confliets.'*

142 Ibid., para. 70.

" anne K, Kelller, “Scope of Application of [{umanitarian Law™, in Dicter fleck{ed.), the [fand
Book of Humanitarian Law in Armed Canflicts (oxford: oxlord university press, 2008}, 45.

1% This is also supported by the serics of decisions of the Ethopia/Critrea Claims commission.
Though controversial and criticized for several reasons, the decisions of the commission in declaring 12
May 1998 as the starl of armed conflict that was the subject of their awards indicates their unwillingness to
apply the Laws of Armed Conllict to the border skirmishes that took place in the preceding weeks. For
details sec, Partial Award, Jus Ad Bcllum—FEthiapia’s Claims 1-8, Decision of 19 Deccember 2003,
availahle at, hiyp:/lepal.unaore rin cses s ol XRVIA37-460.pd1 (last aceessed: July 21, 2016).

145 Ibid.

Y8 For instance, during the Dogger Bank Incident of 1904, the Russian navy’s North Sca feet
opened fire on the British fishing trawler, believing them to be Japanese warships. The casc was closed by
payment of compensation to the Brilish government for the lives ol the two men lost, the sinking of one
trawler and the injury and damage to the other rawlers and crew. Findings of the International Commission
of Inquiry organized under Article 9 of the Convention for the Pacitic Scttlement ol International Disputes,
of July 29, 1899 (the Dogger Bank Incident). Also see, Kefller, “Scope of Application of Humanitarian
Law™, 48.
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On 8 June 1967, Tsracli fighter jets and torpedo boats attacked the USS liberty'"’
in the eastern Mcditerranean, killing 34 crew members and wounding 171 more. The
officially aecepted cxplanation for the atiack has been that it was a (ragic mistake and the
US accepted apology and compensation for the losses. Contrary to this, when a US Navy
pilot was shot down and captured by Syrian [orces over Lebanon in 1983, the united
statcs maintained that this incident amounted to an armed conflict and the pilot was given
prisoner of war status, '

A closer look of these incidents reveals that classification of cvents as an armed
conflict appcars to be based on the perceived intentions of the other party. Hence, Nils
Mclzer comments ““in the absence of a formal declaration of war, an internationa! armed
conflict requircs a minimal transgression, which expresses the belligerent intent of the
acting state against another.”'*

On the other hand, Non-international armed conflicts arc gencrally accepted to be
mct a requirement of a ccrtain leve! of intensity in order to distinguish them from internal
disturbances and tensions. Albceit the principle sct out in the Article 1 paragraph 2 of the
Additional Protocol 1I, states that the laws of armed conflict do not apply to situations of

“internal disturbances and tensions, such as riots, isolated and sporadic acts of violence

and other acts of a similar naturc. This principle generally applied to all non-international

147 USS Liberty stands for Uniled States Navy lechnical rescarch ship, for details see, Isracl
attacks USS Liberty, available at, htp. waw festor oom rgesdas-in-lnsiory,  (last accessed: April 6,
2017).

148 Several crew members and intellipence official dispute the findings of the official inquiry,
stating that the attacks were deliberate. See generally Walter L. Jacobsen, *A Judicial Examination of the
{sracli Attack on the USS Libeny”, MNaval law Review 36(1986), 69, available at,
hup:/fheinonline.orejournals, (last accessed: July- 14, 2016),

149 Nilz Mclzer, Tarpeted killing in International Law (UK: Oxford Universily Press, 2008), 250,
available at, www.gooale.com/books, (last accessed: July 13, 2016).
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armed conflict.'® In 1995 the appeals Chamber of the International Criminal Tribunal for
the Former Yugoslavia in the Tadic casc considered the term armed conflict by holding
that'>"” an armed conflict cxists wherever there is resort 1o armed forces between states or
protracted armed violence between government authoritics and organized armed groups
or between such groups with a state.”

The appcals chamber thus took a more inclusive approach to the qucstion,
asserting that the threshold for the application of common article 3 is actually relatively
low, although it does not apply as widely as Pictct’s commentary would suggest. '*

The problem lics in application of threshold of harm on cyber-attacks to be called
as IAC or NIAC because the consequences of such attacks are non-lethal and non-
physical which is contrary to the meaning of attack given in article 49 of AP [ (this is
explained later on in detail). The researcher opines that there should be some reasonable
threshold of harm attached to IAC in casc of cyber warfarc due to non-lethal and non-

physical conscquences of cyber-attacks.

2.3.2 The Requirement of Armed Force
Pictet’s definition of armed conflict refers only to hostilitics between states. To consider

conflicts as IAC and NIAC force or armed violence is the requircment (or it according (o

30 Dicter Fleck, “The Law of Non-International Armed Conflicts” in D. Fleck (ed.), The
Handbook of International Humanitarian Law, 33,

ISIPrasecutor vs. Dusko Tadic (interlocutory appesl on jurisdiction) {1995) Case No. 1T-94-1-AR,
International Criminal Tribunal for Former Yuposlavia, Appcal Chamber, para. 70, available at,
Beipe awvwivtoore s eases tadic aegug en lod -t Q907 T Se dt (last aceessed: July 14, 2016),

'%2 Lindsey Moir, The Law of Internal Armed Conflict (UK: Cambridge University Press,2004),
43, available at, hups: books.gooyple.com.ph ook -o9d 3s-1 08 ol (last aceessed: July 20, 2016).
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Tadic casc.'>® Similarly, tribunal also scparates the level of violence required for IAC and
NIAC by requiring a level of protraction of the violence in conflicts.'%*

The notion of ‘armed force® is not defined in Intcrnational Law. Generally, the
term armed force is construed broadly and it includes indircet form of support for the
application of force.'*® Thus cyber-attack will result in a usc of force, if it dircetly or
indirectly, results in injury or death, or dcconstruction of physical property.'¢
Determination of cyber warfarc as a usc of armed force will be a factual determination,
likely to be established with the passage of time by state practice. However, [urther

rescarch in this [ield shows that a certain level of physical damage will also be required.

2.3.3 Intervention of the Armed Forees

Pictct’s commentary on Common Article 2 of the Geneva Conventions 1949 requires the
intervention of the armed forces of a state as a precondition for IAC.'* This approach
raises two problems for contemporary conflicts. First, in modern armed conflict the
armed [orces of a state may not only actors cngaged in its armed conflicts duc to
privatization of military and outsourcing of the key defense functions by civilians.'>®

Second, now-a-days military forces are cngaged in other tasks besides armed conlflict

133 Ibid., it should be noted that there was no question in the Tadic case whether there had been
such force or violence used against the people of the former Yugoslavia, the case addressed the question of
the inlernational or internal nature of the armed conflict that took place in Balakans.

154 [bid, this is in keeping with the requirement that the laws of armed conflicts arc not to apply to
internal disturbances and tensions, such as riots, isolated and sporadic acts of violence and other acts of
similar nature.

155 Fleck (¢d.), The Handbook of International Humanitarian Law, 37.

136 Schmitt, “Cyber Operations and the Jus in Bello: Key [ssue”, 87-107.

157 See Arlicle 1{2) Additional Protocol II, available at, huips: weuties.un,ong doc Pablivationgdl,
(last accessed: July 14, 2016).

158 Dinniss, Cyber warfarcand the Laws of War, 123.
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against other states or groups - for instance, for Acrial Survcillance and investigation.'>®

Michacl| Schmitt, Professor of International Law, opined that a dispute resulting in the
involvement of armed forces cannot be considered only criterion for initiation of an
armed conflict.!®® Morcover, involvement of the armed forces in a dispute by statc
signifies that it has reached a suflicient level to be termed as an armed conflict.'®!

In case of internal armed conflict involvement of the armed forces of a statc arc
not required which makcs them more difficult. Common Article 3(CA3) of Geneva
Conventions 1949 is silent about the extent of the parties involved in internal armed
conflict. While, AP Il to Geneva Convention 1949 rcgulates internal armed conflicts
between the armed forces of a state and dissident armed forces or organized armcd
groups.'® Thus conllicts between other government agencics and such groups cannot be

termed as internal armed conflicts.'®® In the case of Akayesu, the trial chamber entails “a

1% Thid., 124,

10 Micheal N. Schmitt, “Wired Warfarc: Computer Network Aftack and the Jus in Bello”,
International Review of the Red Cruss 84:846(2002), 369-381, available at, htrps: S woivrearg palt, (last
accessed: July 14, 2016).

15! Tbid., 370.
182 Article 1 Additional Protocol TT Geneva Convention 1949 is about material ficld of application.

It states that This Protocol, which develops and supptements Article 3 common to the Geneva Conventions
of 12 August 1949 without modifying its existing conditions of application, shall apply to all armed
conflicts which arc not covered by Article | of the Protocol Additional to the Geneva Convenlions of 12
August 1949, and relating to the Protection of Victims of International Armed Conflicts (Protocol ) 2 and
which take place in the territory ol a Tliph Contracting Party between its armed {orces and dissident armed
forces or other organized armed groups which, under responsible command, exercise such contral over 2
part of ils territory as to enable them to carry out suslained and concerted military operations and to
implement this Protocol. 2, This Protocol shall not apply to situations of internal disturbances and tensions,
such as riots, isolated and sporadic acts of violence and other acts of a similar nature, as not being armed
conflicts. Available at, hnps: treaticsunore. doe Publivationd N 15 Vol Svolume-H2S-1-1751 31, (last
accessed: July 14, 2016).

183 An cxplanatory note inserted into the Report Commitice [ describes -armed forces’ as: All the
armed torces...According to the views cxpressed by a number of delegations, the cxpression would nol
include other government agencies the members ol which muy be armed; example o £ such apgencics are the
police, customs and other similar orgsnizations. This fact may leave grey area in the protocol. For
discussion of armed forces in international conflicts. The delinition of internal armed conilict given by
Appeal Chamber in Tadic, rellects the extent of the parties covered by Common Article 3 and applics to
prolonged armed violence by any governmenlt autbority. In contrast 1o Commaon Article 3 and the definition
covered Tadic, Additional Protocol 1F does not apply 1o eonflicts between armed groups within the lerritory
ol a high contracting party. see; Molr, The Law of Internal Armed Conflict, 45.
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degree of orpanization within the armed group... such as to ecnable the armed group to
plan and carry out concerted military operations, and to imposc discipline in the name of
a de facto authority’,'6?

Studying Estonia, Georgia and other low level computer network attacks such as
thosc launched by supporters of the website helpisraclwin.com and its variants, the highly
dispersed nature of the participants in thosc attacks shows that a f{airly minimal [evel of
organization is required to launch sustained and debilitating attacks against a country’s
infrastructurc.'®> According to Louisc Doswald-Beck, Profcssor of International Law at
the Graduate Institute of International and Development Studies, “any computer network
attack launched by well-organized group and had donc cnormous damage is likely 1o be
considered as criminal bchavior. Therefore, it should be dealt by agencics rather than
military”.'%® However, since the recognition of armed attacks by non-statc actors this
view can no longer be maintained.'s’

As discussed, IAC must be both ‘armed’ and ‘international’. Here the problem is
that cyber warfare is non-kinetic and do not employ what would in common usage be
considered as ‘wcapons’.'®® Hence, a conflict consisting of only cyber operations would

not be considered ‘armed’.'® It is argucd that Statc involved in an cxchange of cyber-

attacks at this levcl would be very likely to characterize the situation as IAC, much as

¥ Prosecutor vs Jean- Akaysen (1998) Casc No. ICTR-96-4-T, International Criminal Tribunal for
Rwanda, para, 626, Available at, bups: swwnivreorg caschooh doccise-stady et -ahas esi-casy
studyv.hium, {last accessed: July 14, 2016),

183 Knut Dormann, Computer Network Attack and International Flumanitarian Law, frternational
Committee of the Red Cross, 1-12, available at, hup: waedorcoore Wel e siteckethost itntk 3P0l L
(last accessed: July 15, 2016).

1% Duncan B. lHollis, “Why States Need an International Law for [nformation Operations™, Lewis

and Clark Law Review 1023:11(2007), 1-20, hbps:dwwow cievibd o= = entf 18266035 ) 37W [y -5 -
Secdsun-lnwermationa b - Lor=Inlermation=f )perations-pdl; (last accesseu. sy 14, 2016).

197 Dinniss, Cyber warfareand the Laws of War, 125,
168 Jeftrey Carr, Inside Cyber warfurc{USA: O Reilly Mcdia, 2010), 47.
197 Ibid., 48.
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another Statc’s non-kinetic biological attack.!™ The official ICRC Commentary to Article

2 provides that

any diflfcrence arising between two States and leading to the intervention of
members ol the armed (orees is an armed conflict within the meaning ol Article
2, even il one ef the Partics denics the existence ol a stale of war. It makes no
differcnce how long the conflict lasts, how much slaughter takes place, or how

numerous are the participating f{orces.'”!

The ICRC Commentary to AP 1 is in accord.'”? Similarly the ICTY has defined armed
conllict as the *resort to armed force between States’ without recognizing any threshold
for the duration or intensity of hostilitics.'” Thesc provisions imply the concept of armed
as forceful acts at whatever level.'™ For instance, il a State was behind “Stuxnet’ eyber-

attack in 2010 against Supervisory Control and Data Acquisition (SCADA) systcms upon

U2 Michael N. Schmit, “Classification of Cyber Conflicts™, International law Studies. 89(2013),
2443,

" See generally Jean S, Piclel, Commentary to Geneva Comvention HI relative to the Treatment of
Prisoners of War (Geneva: International Commitiee of the Red Cross, 1960), 23, available at,
hieps: wwwJocoen aw pdi G T949-1E ], (Jast accessed: July 15, 2016).

IAccording to Commentary to AP I: Flumanitarian Law . . . covers any dispute between two
States involving the use of their armed forces, Neither the duration of the conflict, nor its intensity, play a
rofe: the law must be applied Lo the fullest extent required by the situation of the persons and the objects
protected by il. Yves Sandoz, Christophe Swinarski & Bruno Zimmermann eds., Commentary On the
Additional Protocols of 8 June 1977 1o the Geneva Conventions of 12 August 1949 (Geneva: [nternational
Committee of Red Cross, 1987),62, available al, hilp:wwaw Joczov/pd FCommentary G Protocols.pdt,
(last accessed: July 15, 2016).

17 Schmitt, “Classification of Cyber Conflict”, 240,

174 1bid. It should be noted that an armed conflict can exist even in the absence of uses of force,
For instance, Common Article 2 of the four 1949 Geneva Conventions extends to “all cases of partial or
total occupation of the territory of a Tligh Contracting Party, cven if the said occupation meets with no
armed resistance.™ Consequently, any cyber operation that amounts to an ‘attack’ in JTIL terms would
qualify as wrmed. Though cyber operations are not violent in themselves, they capably generate violent
conscquences. To the extent thal they result in injury or death of persons or damage or destruction of
property. duc to this fact they are attacks salisfying the armed crilerion of armed conflict. Knut Dérmann,
“Applicability of the Additional Protocols to Computer Network Attacks”, 1-12, available at.
htips: i w dere.arespdy, (last accessed: July 20, 2016),
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which the power centrifuges at an Iranian nuclcar power plant depended, it would mcet
this threshold because physical damage resulted.!”

However, whether a cyber-attack that does not cause physical injury or damage
initiates an armed conflict or not, The ICRC opine, in this regard, that a cyber-operation
that ‘disables’ an object is also an attack even when it does not causc physical damage.'”®
Since the operation is an attack, it is also armed in terms of qualification for armed
conflict. A de minimis standard should be attached.!”’

[T the lowcr threshold of harm Icads 10 IAC and includes cyber-attacks resulting in
manipulation of data or loss of functionality computcr systems, then psychological
operalions dirccted against civilians can also initiatc armed conflict. Harm in the context
of armed must be a violent act instead of being just an act of annoyance.

Also consider a situation in which a Statc takes control of critical infrastructure in
another State, carry out DOS attacks against vital socictal scrvices, or begins altering data

in a manner that severcly disrupts another State’s cconomy.'”® The list does not end here

beyond thesc cases; it is unclear that where the state practices will lead.

175 The gquestion remains as to whether a State was behind the operation. For details see, John C.
Richardson, “Stuxnet as Cyherwartfare; Applying the Law of War to the Virtual Battlefield”, Journal of
Computer & Information fLaw 29:1(2011), 1-29, availeble al, hop: papersssinaos paper<I 84, (last
accessed: July 16, 2016).

'7 This is a rcasonable cxtension of the notion of damage, at least to the cxtent repair (as distinet
from metely reloading soltware) of the cyber infrastructure concerned is necessitated. For details see,
Gloria Gaggioll, “The Use of Force in Armed Conflicts Interplay Between the Conduct of Hostilitics and
Law Iinforcement Paradigms”, available ai, bups: s icreare. pub pdl, {last accessed; July 16, 2016).

177 Swanson, “The Era of Cyber Warfare: Applving International Humanitarian Law to the 2008
Russian-Georgian Cyber Conflict”, 303-333

I8 As noted by the ICRC, °[i]t would appear that the answer to these questions will probably be
determined in a definite manner only through fulure state practice’ Michace! N. Schmitt and Walts S. Scan,
“The Decline of International Humanitarian Law Opinio Juris and the Law of Cyber Warlarc”, Texas
International Law Jouraal 50(2015) 189-231, available af, Lt v ti fowe Jouwrnal.pd!, (last accessed:
July 16, 2016).
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2.3.4 Requirement of Being International

[n addition to being armed, cyber-altacks must be of an ‘intcrnational” nature to qualify
as IAC. The term ‘international’ indicates actions conducted by, or attributable to a State.
By the plain text of the provisions Cited above, those conducted by a State’s armed forces
qualify as IAC. And cybcer-attacks conducted by other organs of a State, such as
intelligence or law enforcement agencies, also qualify, though not mentioned in those
provisions.'” In Tadic case ICTY stalcs that ‘privatc individuals acting within the
framework of, or in connection with, armed forees, or in collusion with State authoritics
may be regarded as de facto State organs’.'*® Any cyber-attacks launched by them would
be treated as if launched by de jurc State organs. Cyber-attacks carried out by a person or
entity that, although not an organ of the State, ‘empowered by the law of that State lo
cxercise clements of the governmental authority.... provided the person or entity js acling
in that capacity in the particular instance’ would be treated in the same way.'™

More problematic to deal with are activitics engaged in by individuals or groups

that are ncither organs of a State nor authorized to act on its behalf. [t appears clear that

"8 Herbert Lin, “Cyber conflict and international humanitarian law”, fnternational review of the
Red Cross 94:886(2012), 515-531, available at, hrge: v saad ioreoww Tibrar does 1200 ere-88n-in.pdd,
(last accessed: July 16, 2016). Sce also, Draft Amicles on Responsibility of States {or Internationally
Wrongful Acts, Reporl of the International Commission, 53d Sess., GAOR 56th Sess., Supp. No. 10, UN.
DOC. A/56/10 (2001}, reprinted in [2001] 2 Yearbook of The International Law Commission 32, TN,
Doc. A/Cn.4/8cr. A/2001/Add. L (Part 2). Article 4(2) of the Articles of Staie Responsibility provides that
an “organ includes any person or entily which has that status in accordance with the internal law of the
State.”

1% Prosccutor v. Tadié, Casc No. IT-94-1-A, Appeals Chamber Judgment,144 (Intcrnational
Criminal Tribunal for the former Yugoslavia July 15, 1999), bip: v durs ore s casgs tudic acjay englad-
419907 | Se.pdt, {last accessed: July 17, 2016),

181 Article 3 of State Responsibility states that The conduet of a person or entity which is not an
organ of the State under article 4 but which is empowered by the law of that State 1o exercise elements of
the povernmental authority shall be considered an act of the State under inlernational law, provided the
person or entily is acting in that capacity in the particular instance. For details see, International Law
Commission, Articles on State Responsibility, available at, Ltips: v wowdercanrs cascebook - dov vanes
sty _ile-state-responsahility -case-study b, {last accessed: July 17, 2016). An example would be 4 private
corporation that a State authorizes by law to conduct cyber operalions on ils behalf, so long as the
operations in question are of the sort for which said authorization was granted. Lin, “Cyber conflict and
intcrnational humanitarian law™, 513-531,
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cyber-attacks by individuals or groups acting on its own arc gencrally not attributable to a
State for the purposc of finding an IAC. The classic cxample is the ‘hacktivist” cyber
campaign against Eslonia in 2007 and morcover, they were no ‘armed’.'82

Mercely providing software or hardware with which attacks arc conducted docs not
suffice to attributc a group’s actions 1o the State for the purposc of finding IAC (although
such assistance may violatc certain norms of international law). 82

The requisite degree of control over the actions of individuals who conduct cyber-
attacks without being members of an organized armed group is much higher. In such
cascs, the State must issuc ‘spccific instructions or dircctives aimed at the commission ol
specific acts’ before attribution of the acts to the State for the purpose of classifying the
conflict as intcrnational occurs.'® Absent such instructions, the attacks cannot be

attributed to the State for that purposc. Neither would the conflict be non-international

since, the individuals do not comprise an organized armed group. '

‘2 However, if a State endorses and encourages the perpetuation of the cyber operations, the
individuals or groups involved will be deemed “de facto organs’ of the State, such that the activity mects
the international eriterion. This principle was cnunciated (albeit, in the State responsibility context) by the
International Court of Justice in the Hostages case and cited with approval by the [nternational Criminal
Tribunal for Yugoslavia{ICTY) in Fadic when dealing with attribution for the purposes ol conflict
classification. Schmitt, “Classification of Cyber.Contlicts™, 242, See also United States Diplomatic and
Consular Stafl in Tchran (U.S, v. lran), 1980 1.C.J. 3,74. Tadié Appeals Cbamber Judgment, supra note 30,
133-37. A sccnario in which some rclationship exists between a State and the individuals or group
conducting the cyber-attacks is more likely. The ICTY addressed this situation head on in Tadic when
assessing whether the conflict in Bosnia— llerzegovina was international by virlue of the relationship
between the Bosnia Serb armed groups and the Serb-dominated Federal Republic of Yugoslavia. In an
olten-overlooked distinction, the Tribunal took dilferent approaches to the actions of organized armed
groups and individuals, For details see, Michael N. Schmiut, *The Law ol Cyber Targeting”, Naval War
College Revicw, 68:2(2015), 10-29, available at, hups: waww usinve odu The-law-od-Crberd aroetine,
(last accessed: July 18, 2016).

'8} Kristen [, Eichensehr, “Cyberwar & International Law Step Zero”, Texas International Law
Journal 50:2(2015), 357-380, available ai, hup:zsvswtiliors coutent journal- =i BN AdLpdl, (last
accessed: July 18, 2016).

18 Tadi¢ Appeals Chamber Judgment, supra note 38, 132, available at i, wwas.ietvore ol
{last accessed: July 18, 2016).

185 Bichenschr, “Cyberwar & International Law Step Zero™, 357-380,
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Last but not the leasi, it is sometimes qucstioncd \;vhclhcr atiribution to a State is
required for qualification of conflicts as [AC. In the Targcted Killing case, the Isracli
Supreme Court argued that attribution is not nccessary so long as the group in question
operates transnationally, that is, the conflict ‘crosses the borders of the state”.'* In cyber
warlarc context, this situation is highly probable, for organized armed groups might well

lasnch cyber-attacks [rom relative safety abroad.'®”

2.4 Non-international Armed Cyber Conflict

As it has been alrcady mcntioned, two cssential conditions apply to all non-international
armed conflicts—participation by an organized armed group and a particular level of

intensity which may prove problematic for cyber warlare.'®

2.4.1 Requirement of Organized Armed Group
For NIAC organized armed groups must be both ‘organized’ and ‘armed’. Common
Article 3 refers to “partics to a conflict’, a refcrence 1o the requirement of organization.'%

Organization may hclp them to act in a coordinated manncr, probably enhancing

the capability 1o cngage in violence. Simply, the criterion of organization suggests that

'8 Cathcrine M. Grosso, “International Law in the Domestic Arena: The Case of Torture in
Israel”, the University of Lowa Law Review {2001), 305, available at, hiip: divitabeonmmansdavwmsueai,
{last accessed: July 18, 2016),

187 Sctmitt, “Classification of Cyber Contlicts”, 242, The US Supreme Court took a contrary
approach in Hamdan, where it found that the conflict with the Al-Qacda terrorist organization was ‘not of
an intermational character® because it was not between States. Sce brielly Hamdan V. Ruinsfeld (2006),
available at, htips: v e supremiccourt o opiciens pdi B3-18 Lt {last aceessed: July 18, 2016).

'¥8Qchmitt, *Classification of Cyber Conflict”, 244,

'8% Ibid., The same is reinstated by [CTY as ‘some degree of orpanization by the parties that
required for establishing the responsibility of superiors f{or the acts of their subordinates within the
organization, as no determination of individual criminal responsibility is intended under this provision of
the Statute’. In mililary operations, such coordination typlcally involves mission planning, sharing
intelligence and cxercising command and control.
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the actions are best understood as those of a group and not its individual members, And
this organizational requirement is important to identify encmy treated as the other party
to the conflict.!*

It means that cyber-attacks against a State conducted individually cannot mect the
organized criterion. Although a numbcr of hacktivists involved in the cyber operations
against Estonia, they lacked the requisite degree of organization and therefore the
operations did not amount to NIAC.!' Similarly, considcr a casc in which a wcbsite
containing malwarc and listing potential cybcr targets is accessed by large numbers of
individuals who arc unaffiliated with the creator of thc website would not amount to
organization criterion. Morcover, collective cyber-attacks occurring in parallel are not
considered “organized.”!®?

It is difficult 1o classily a group that organizes entirely on-line to conduct cybcr-
attack. Because the members of virtual organizations may never mect nor even know
cach other’s actual identity. Until and unless such groups, highly organized and act in a
coordinated manner against the government (or an organized armed group), take orders

from a virtual leadership.'”® Suppose, onc member of the group might be given task to

identify vulnerabilitics in targct systems, a seccond might be asked to develop a malware

%W hether a group is organized is always a fact and context-specific determination. [n Limaf case,
the [CTY looked to such faclors as, inter alia, the cxistence of 2 formal command structure, the creation of
unit zoncs of operation, the issuance of orders, the cstablishment of a headquarters and the promulgation of
disciplinary orders to find that the Kosovo Liberation Army qualified as an organized armed group in its
conflict with the Federal Republic of Yugoslavia.

1%l Kelichiro Okimoto, *The Relationship Between a State and an Organiscd Armed Group and its
Impact on the Classification of Armed Conflict”, Amsterdam Lew Forum  5:3(2013),33-31,
hup:ioisliarticle, (last accessed: July 19, 2016).

192 1bid,

13 Swanson, The Era of Cyber Warfare: Applying International umanitarian Law to the 2008
Russian Georgian Cyber Conflict™, 303-333,
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to exploit those vulnerabilities, a third might be instructed to conduct the operations and a

fourth might be in charge of cyber defenses against counter-attacks.

2.4.2 Requirement of Responsible Command

AP Il to Geneva Conventions 1949 imposes a requirement that a group be “under
responsible command” for a conflict to be called NIAC.'"® This requirement should be
construed flexibly.'” In a virtually organized group, the requircment of an ability to carry
out protracted military operations could be met to the extent that cyber opcrations are
linked with military operations. However, imposing this discipline in cyber warfare
would be diffieult due 1o the lack of physical control over its members.

Such organization cannot be scen in a virlually organized group as there is no
physical connection among thecm. It must be kept in my mind that since this treaty law
requirement is given in AP ]I, making it applicable to conflicts in which that instrument

applics.'®® On the other hand, Common Article 3 contains no such condition. This leads

1™ Additional Protocol LI, 1977 art. 1(1) states that this Protocol, which develops and supplements
Article 3 common to the Geneva Conventions of 12 August 1949 without modifying its existing conditions
of application, shall apply to all armed contlicts which are not covered by Article 1 of the I'rotocol
Additional to the Geneva Conventions of 12 August 1949, and relating 1o the Protection of Victims of
International Armed Conflicts {(Protocol 1) and which take place in the territory of a Iigh Contracting Party
between its armed [orces and dissident armed forces or other organized armed groups which, under
responsible command, exercise such control over a part of its territory as 1o cnable them to carry out
sustained and concerted military operations and to implement this Protocol. For details sce. Protocol
Additional to the Geneva Conventions of 12 August 1949, and relating to the Protection of Vietims of Non-

International  Armed  Conflicts  (Protocol  U), 8 June 1977, available at, htips:iihl-
igses. e ure hl =nild, (Tast accessed: July 19, 2016),

1% As noleu vy he [CRC Commentary to the article, the term ‘implies somc depree of
organization of the insurgent armed group or dissident armed forces, but this docs not necessarily mean that
there is a hicrarchical system of military organization similar to that of repular armed forces. It means an
organization capable, on the one hand, of planning and carrying out sustained and concerted military
operations, and on the other, of imposing discipline in the name of a de (acto authority’. Sce bricfly,
Additional Protocol 1T Commentary, 4663, available at, htips: ihl-dutabases.orcore -dnldocumentld, (last
accessed: July 19, 2016).

1% Swanson. “The Lra of Cyber Warfare: Applying International Humanitarian Law to the 2008
Russian Georgian Cyber Confliet”,303-313,
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to a question whether an analogous cusiomary law norm applies to NIAC other than AP
11197

Besides the criterion of organization, the group in question must be armed. The
meaning of armed in the context of NIAC is thc same as that of IAC. Gencrally, it means
thc manner in which ‘attacks’ arc carried out.'”® Since NIAC is based on requirement of
organized group, thercfore, question of attribution of an individual member’s conduct to
the whole group ariscs, because it is the group that needs to be armed and must have a
purpose of carrying out armed activitics.'” The criterion of armed is not met if individual
members of an organized group carry out cyber-attacks individually, not on behalf of the

gl‘OUp.200

17 In this regard, the Commentary to Aricle 3 notes that the Diplomatic Conference that drafled
the 1949 Geneva Convenlions considered setting express preconditions for such conflicts. Although the
proposal was rejected, the Commentary asserts thal they ‘constitute convenient criteria’. The first condition
was lhat the *Party in revolt against the de jure Government posscsses an organized military force, an
authority respensiblc for its acts, acting within a determinale (erritory and having the means of respecting
and cnsuring respect for the Convention®, [t would appear reasonable, thercfore, to extend the Additional
Protocol 11 requirements regarding responsible command {vis-a® -vis enforcing discipline) and an ability to
implcment international humanitarian law 1o all non-iniernational armed confliets. The ICTY adopted this
approach in Boskoski and it is consistent with the principle of command responsibility in non-inlernaticnal
armed conflicts. IT valid, the extension to all non-international armed conflicts would preclude virtually
arganized groups from qualifying as organized armed groups for the purposc of classifying a conflict as
non-international connection between the members. Sce, Commentary On Geneva Convention I for The
Amclioration of the Condition of the Wounded and Sick in The Armed Forces in The Field 49 (Jean Pictet
cd., 1952). Also scc briclly, Prosecutor v. Boskoski, Case No. IT-04-82-T, Judgment, 205 (ICTY July 10,
2008).

%8 Okimoto, “The Relationship Between a State and an Organized Armed Group and lts Impact
on the Clussification of Armed Conflict™, 33-51.

199 Thid.

20 Swanson, “The Era of Cyber Warfare: Applying International Humanitarian Law to the 2008
Russian Georgian Cyber Confllict”,303-313.
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2.4.3 Particular Level of Intensity

NIAC not only requires a certain degree of intensity but the hostilitics must also be
protracted.?”! Several factors like the gravity of the attacks, the collective character of the
hostilities, the need to increase forces to deal with the situation, the time over which the
hostilitics have taken place, and whether the United Nations Sccurity Council has
addressed the matier as bearing on whether the intensity threshold is satisfied are quoted
by ICTY in its decisions.?? Despite of thesc facls no clear intensity test exists, nor is
there any clear standard for “protracted’ conflict.?”* The manner in which cyber warfarc is
mounted, it might do not have that continuity.?*

Conscquently, this would preclude many cyber operations from scrving for the
purpose of finding NIAC. Even highly destructive ¢yber-attacks would fail to qualify just
because they did not occur on a regular basis over time and they would be addressed by
criminal law paradigm instead of I1TL.2%

Another issuc that necds to be tackied is the classification status of cyber-attacks
conducted by an organized armed group during IAC between two States. If a group

‘belongs to’ a party to the conflict, the confliet would be international in character, The

coneept of ‘belonging to’ is in Article 4 of GC 111 1949, which infers that “at least some

31 Riots, civil disturbances or isolated and sporadic acts of viclence do not mect the requirement
of threshold of intensily. Okimoto, “The Relationship Between a State and an Organized Armed Group and
Its Impact on the Classification of Armed Conflict”, 33-51,

2 See, Prosceutor v. Llaradinaj, Case No. 1T-04-84-T, Judgment, 49 (ICTY, 2008), available at,
Bror ety ore s cases harndingg. Guse en 0804005 pdi, (last aceessed: July 19, 2016).

3 In Abelia, the Inter-Amcrican Commission on Human Rights characterized a thirty-hour clash
beiween dissident armed forces and the Argentinian military as non- international armed conflict. Abella v,
Argentina, Case 11.137, Inter-Amcrican Commission and Court of uman rights., Report No. 55/97,
OLEA\Ser. LAWAL9E, doc. 6 rev. 148, 327 (1998), available at, hup/hrlibrary umn.eduscases/ 1997, (last
accessed: July [9, 2016),

204 Dinniss, Cyber warfare and Law of Armed conllict, 130.

203 Ibid.
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may, cyber warfarc witl make classification of conflict more challenging for States. With
regard to IAC, attribution of cyber operations conducted by non-State actors will likely
prove even more problematic than the attribution of kinctic actions to state. In the context
NIAC, qualification as an organized armed group will prove increasingly complex as the
structures are; means and prevalence of \.rirtual organization grow and cvolvc. Perhaps
most importantly, the approach taken for the intcrpretation of the term “armed” regarding
cyber warfare is, although, presently reflecting lex-lata, unlikely to survive. Involvement
of States and non-State actors, engaged in ever more destructive and disruptive cyber
operations and socictics, is becoming deeply dependent on the cyber infrastructure, State
practice accompanied by opinio juris can be expectcd to result in a lowcring of the
current threshold. The law of cyber armed conflict is a work in progress and it needs to be

sorted out till it’s too late.
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CHAPTER 3

APPLICATION OF INTERNATIONAL
HUMANITARIAN LAW ON CYBER WARFARE

Some people, no doubt animated by the noblest humanitarian impulses,
would like to see zero-casualty warfare. However, this is an impossible
dream. War is not a chess game. Almost by definition, it entails human
losses, suffering and pain. As long as it is waged, humanitarian
considerations cannot be the sc;le legal arbiters of the conduct of

hostilitics,2'

Yoram Dinstein.

Introduction

Cyber warfare is an emerging form of warfare not explicitly addressed by cxisting norms
of [HL. It is argucd that legal restrictions should be applied to cyber warfare. However,
the international community has yet to reach the consensus that whether IHL applies to
this new form of warfare or not. After providing an overview of the cyber warfare and
alike terminologies and outlining scveral cyber warfare scenarios, this researcher argues

that violations of the traditional principles of IHL are more likely to occur in cyber

21 Dinstein, The Conduct of Hostilities Undcr the Law of Intenational Amed Conflict 1.
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warfarc than in conventional warfare. States have sirong reasons to engage in cyber-
attacks. The belligerent will violate core principles of IHHL more frequently in cyber
warfare than in conventional warfare.?!’ Rather than to condemn all uses of cyber
warfare, it is argued that ITIL should evolve to encourage the usc of cyber warfare in

some situations and providc staics better guidance in the conduct of these attacks.

The first chapter considers the general applicability of the INIL to cyber
operations. It then turns to the crucial principle of distinction and military neccssity, and
assesses how it is to be applicd in the cjfbcr context. In particular, this chapter asscsscs
what and who may be targeted (i.e. what constitutes a ‘military objective’, the issue of
‘dual-usc’ objects in the cyber context and the prohibition on indiscriminate attacks.) The
chapter then considers the various ways in which the principle of precaution may be

relevant to cyber-attacks

3.1 Application of International Humanitarian Law on Cyber

Warfare

The applicability of IHL to Cyber-attacks is under discussion on intcrnational platform.
According to Mark Shulman, Adjunct Professor Fordham University, ‘as{s] with other
armed conflict, defensive [information warfare] operations are subject to the restrains of
Law of Armcd Conflict (LLOAC) and its principles of proportionality’, despite observing

that ‘information warfare is neither “armed” in the traditional sense, nor docs it

2 Jefirey T. G. Kelscy, "Hacking into Intcrnational Humanitarian Law: The Principles of
Distinction and Neutrality in the Age of Cyber Warfare", Michigan Law Review 106:7 (2008}, 1427-451,
hitrp; www Jstonerg stable 20t 14623 {last aceessed: June 21, 2016).
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nceessarily involve “conflict””2'> On the other hand Richard Aldrich, Associate
Professor of Law, USAir Force Academy, opines that a physical manifestation such as
cxplosion is required: ““Armed Conflict’, as presently understood, seems far less likely to
be applied to the simple manipulation of bits inside a computer, although this may soon
change since the nefarious manipulation of bits could, in some cascs, alrcady cause

significantly morc harm than could a bomb.”?'3

From the afore-mentioned suggests that the question of applicability of the THL to

cyber- attacks arises in three diffcrent scenarios:

1. When cyber-attacks are carricd out during ongoing conventional armed conflict;
2. When cyber-attacks are Jaunched on their own;
3. When the use of conventional weapons is insufficient in and of itself 1o qualify as

an armed conflict, but it is accompanied by extensive CNAs.

2 Mark R. Shulman. “Discrimination in Laws of Information warfare”, Pace Law Faculty
Publications 1:1{1999), 1-33, available at, hup:. Jivitadoommenspace.cdu v s iewconten, {last accessed:
Dccember 14, 2016). It is (o be noted that the earlicr litcrature tends to use the term information warlare
rather than computer network attacks, the former is a broader term than the later.

2 Richard W. Aldrich, “Thc International Legal Implications of Information Warfare™
Information Warfare Series 9(1996), 1-27, available at, v due mid coi-einlac ALY V2 VWA 7Y, (last
accessed: December 14, 2016). Upon analyzing thc approaches of (hese authors it may be said that
although the authors do not treat cyber-attacks and other information operations homogenously, they fail to
eslablish a test which cither works within the framework of the THL, or scts out appropriate components of
information warfarc which should be taken into account {means and results respectively), Other authors
have perceived the issuc from dillerent angle; for instance, after considering armed conflict to the
deflinition of aggression and using the terms armed force and armed attack synonymously, it is argued that
LOAC will apply to CNAs where “conscquences of the attack are equivalent to the damage donc by
traditional weapons”. Furthcrmore, the LOAC readily apply to CNAs: “in determining the constrains
imposed on compuler nelwork artack by the law of war the focus ol analysis must be the intent and likely
results of an attack, not the novel method ol attack.” For details see, Einily [aslam, “Information Warfarc:
Technological Changes and International Law™, Journal of Conlflict and Security Law 5:2{2000), 157-175,
available at, hups_vowsedeepdy JW a1 pdi, {last aceessed: December 14, 2016). But the physical
conscquenees of cyber-attacks are always not immecdiate and always irreversible,
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3.1.1 Application during Conventional Armed Conflict

The conflict between Russia and Gceorgia in 2008 is gencerally accepted to be the first
incident of armed conflict accompanicd by Cyber-attacks.?' It may be argued that IITL
cannot be applied as GC 1949 was draficd before the advent of the technology in warlare
and such attacks.?'® However, this argument can be rejected on the basis of Maricns
Clause?'® and APs of GC 1949 and inclusion of Article 36 of API regarding the
development and usc of new weapons, means and methods of warfarc.2!” However, it

should be noted that cyber-attacks arc different [rom both conventional weapons and

24 The 2008 war between Russia and Georgia may represent the {irst time in history of “a
coordinated cyberspace . . . attack synchronized with major combat actions in the other warfighting
domains.” The cyber-attacks on Georgia’s military and povemment networks, including DDoS and website
defucements, began three weeks before the physical hostilitics and continued throughout the war,
Lil.2nkcd 1o Russia's “patriolic hackers/cyber militias,” the atlacks were timed with the Russian military’s
ground, air, and naval combat opcrations and clescly coordinated with the “overall strategic objectives of
the Russian government.” By disabling Georgia's government and news websites, the atlackers sowed
punic and confusion ainong the Georgian civilian population because it was unable to communicate with its
government. Cyber warfare also prevented Georgia from sending messages Lo the outside world, delivering
Russia strategic communications victory. David Hollis, “*Cyberwar Case Study: Georgia 20087, Smaf! Wars
Journal (2011), available at, hupdismallwarsivurcal.eom il wtesbarns ar-coase-study,  (lust accessed:
August 10, 2016).

15 Michae!l N. Schritt also raises and dismisses @ further possible argument that LOAC do not
apply to CNA becausc they are not specifically mentioned in the Conventions.

1% The Martens Clause has formed a part of the laws ol armed conflict since its first appearance in
the preamble to the 1899 Hague Convention (1I) wilth respect Lo the laws and customs of war on land: ™
Until & more complete code of the laws of war is issued, the High Contracting Parlies think it right to
declare that in cuses not included in the Regulations adopted by them, populations and belligerents remain
under the protection and empire of the principles of international law. as they result from the usages
cstablished between civilized nations, from the laws of humanity and the requirements of the public
conscicnce.”, For details see, “The Marlens Clause™ available at, hup.. wwwwic coeng duciia s,
(last accessed: August 10, 2016).

27 Article 36 AP [ states: “in the study, development, acguisition or adoption of 4 new weapon,
means and method ol warfare, a high contracting party is under obligation to deterinine whether its
cmployment would, in some or all circumstances, be prohibiled by this protocol or by any other rule of
international law applicable o the high contracting parly.” The same was reinstated by the court in the
Nuclear Weapons case in 1996, [n nuclear weapons case the court held that; indeed, nuclear weapons were
invented after most of the principles and rules of humanitarian luw applicable in armed conflict had alrcady
come into existence; the conlerences of 1974-1977 lelt these weapons aside, and there is a qualitative as
well as quantitative differences between nuclear weapaons and all conventional arms. however, il cannot be
concluded trom this that the established principles and rules of humanitarian law applicable in armed
conilict did not apply to nuelear weapons. such a conciusion would be incompatible with the intrinsically
humanitarian character of the legal principles in questions which permeates the entire law of armed conflict
and applics to all forins of warfarc and to all kinds of weapons, those of the past, those of the present and
those of the future. Nuclear weapons case, para. 86, available at, hip: wwuLicj-cijorg duchet indee 3, {last
accessed; December 14, 20163,
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nuclcar weapons that is the extent and type of damage caused by such attacks that
cntircly depends on the objective and destgn of attack. Whercas conventional and nuclcar
weapons result in physical destruction, injury and loss of lifc hence may be regulated by
IHI.. Thercfore, problematic is when cybcr-attacks may or may not cause physical

destruction and indircctly aflect civilians.

3.1.2 Cybcr-Attack on its Own

The flexibility ol the attack medium and dclivery of possible consequences of cyber-
attacks have raised a further argument against the application of thc IIll. to such
attacks.”'® Although it is ciear that one cannot apply a blanket rulc against all computer
network attacks, the question must be asked, whether cyber-atlack or series of such

22 were more

attacks trigger the application of IFHL.2!® Supposc the objectives of Stuxne
than explicit: it not only made uranium centrifuges to run at a different pace, which
caused damages to the process of uranium cnrichment and the centrifuges itself but also
falsc signals were sent that the system works properly through the usage of certilicates of

two widely known companics.”'

218 jlelen Wilson & Patrick van Lsch, International Humanitarian Law: Attack of the Binary
Bullet?, Journal of Politics and Law 9:4(2016), 110-114, hitp: wivw cosencborg dournat inde s phyp-arie v
{last accessed: December 14, 2016),

29 Antonia Chayes, “Rethinking Warlare; The Ambiguity of Cyber Attacks”, ffurvard National
Security Journal 6(2015), 474-515, available at, bitp:-_harsidnsf oresw p-contentz 2013406 Chayves.pdl, (last
accessed: December 14, 2016).

20 In 2016, an uncxpected cyber-attack carricd out against [ran’s nuclear plant with the
deployment of a worm called Stuxnct.

21 Fowever, no physical damage in the public domain was reporied. Later on, it was said that
perpetrators had used much (ime and resources for the creation of such worm. It is incurred that not only
financial and 1echnical means have to be implemented but also significant time and human cfforts are
nceded for the repair of the damage. It is argued whether this would be sufficient to bring IT1L into
operation, Wilson & Fsch, “International Humanitarian Law: Altack of the Rinary Bullet?” 110-114. As
far as the view of rescarcher is concerncd It would not bring TFIL into action bceause the term attack and
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By applying the crilcria given in 7adic casc, Pictet’s ICRC commentary and
subscquent statc practice shows that cyber-attack can initiate an armed conflict. The
cyber-attack launched by the attacker that might be a state organ or an armed group may
intend to causc, or which actually causcs physical damage to life or property. It is
pereeived that conscquences and intentions must be considered.?? Adtribution of cyber-
attack to a state actor, ICRC’s commentary, interfercnce and manipulation of data results
in massive destruction and damage of objects in this case the cyber operation seems to
have rcached the required threshold of harm.*? Bascd on this apalysis, the stuxnct

incident could be assumed to trigger an IAC and thus, IHL. could be applicd.

3.1.3 Computer Network Attacks in Support of Conventional Attacks

The third scenario where the application of II1L is raised when a conventional atlack is
launched accompanicd by extensive number of cyber-attacks.”?* In that casc the
supporting cyber-attacks would reveal the intentions of the opposing party. And it is
believed that this combincd tactic will increase the impact of conventional attack.”? For
instance, the impact of conventional attack in a city would be huge if at the samc time the
city experience water cut off, power shut down along power to trafflic signals, hospitals,

and the emergency response telephone numbers disconnected. And it is contented that

armed aren’t used in ordinary context there must be some severity attached to consequences or harm
intended.

22 This the case where the Pictet’s commentary leave the state practice. Chayes, “Rethinking
Warlarc: The Ambiguily of Cyber Attacks”, 474-5315,

2 And onc can arguc that cyber operation targeled computer data on which physical objects arc
dependent.

2 Dinnis, Cyber warfareand The Laws of War, 160,

25 Ihid,
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such a combination of attacks would also be deemed sufficient to trigger an armed

conflict and application of IHI..?*

Like any other military operations, the cyber-attack must conform to the corc
principles of THL. And the target selected for attack must be legitimate military object.
However, the cyber attacks’ compliance with the core principles of 1L raised some
issues. And the ability to limit the conscqucnces of cyber-attacks has caused
commentators to think again over the criteria sct forth for the application of principles of

[HL.

3.2 Military Necessity

Although cyber-attack may represent a new type of weaponry, the law of war still
requires consideration of the principles of necessity. It is one of the most fundamental
principles of IHL. Broadly interpreted, military necessity means that armed forces can do
whatever is necessary to achicve their legitimate military objectives in warfarc but it
should not to be unlawful under L%

The assessment of whether a cyber-attack arosc from military necessity will
depend on a casc-by-casc dctermination. A cyber-attack that targets an adversary’s
military computcr systcms satisfies the condition of military nccessity by virtue of their

exclusive military association.”® But determining whether a target creates a ‘definite

226 Thid,

27 For example, encmy armed forces that have not surrendered or are noi hors de combat are
always legitimate military targets in themselves and may therefore lawlully be attacked at any time and in
any place, irrespective of where they arc located or what they are actually doing. For detail see, Kyle Genro
Phillip, “The Sufficieney of the Law of Armed Conflict in the Cyber Domain”, Applied Research Journal
TO:3(2013), 70-75, available at, hips wlopresondicde Pooals of Docrgpents 70275 *hillip- At (last
aceessed: January 27, 2017).

2% Daniel Garrie,” What is Cyber warfare and What are the rules?, Journal of Law & Cyher
Warfare: The New Frontier of Warfare, 1:1{2012), 1-7, available al, hups: book s congfecimph bedind,
(last accessed: April 6, 2017).
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military advantage’ is complicated. And this requircment would limit cyber-attacks with
indetecrminate military advantages. The complexity of computer systems makes
calculating military advantage a challenge. The value of cyber weapons often lies in its
cascade elfect on systems that rely upon the initial target. And most attackers do not have
sufficient information to predict the indircet cffects of an attack.>%

Major Jensen, a Professor of International Law at the US army, asscrts that
“[t]hough intcrtwined, a scparate look at military necessity and humanity, as they relate
to the use of CNA, will illustrate that the current laws of war are sufficient to guide
commanders in the use of CNA as a method or means of warfare.””*° Practically, this
requirement cannot be so casily met in eybcer-attacks. The reason for that is the means of

cyber warlare such as viruscs, logic bombs or DDoS attacks, designed to reduce unusable

network systems, do not have predesigned final outcomes.

3.3 The Principle of Distinction

The principle of distinction is codificd in the Article 48 of AP [, according to which,

[iln order to ensurc respect for and proteetion of the civilian population and

civilian objects, the Partics to the conflict shall at all times distinguish between

29 1hid., For instance, a cyber allacker that pencirates into the computer systems of an electrical
generator might gain a mililary advantage, but the system may have unsecn [ayers that prevent such an
advantage from occurring. In those circumstances, the military advantage is not delinite enough to satisfy
the conditions of military necessity.

20 Johann Chritoph Woltag, Cyber Warlare: Mifitary Cross-border Computer Network
Operations Under Internationa! Law (Cambridge: [ntersentia Publishing [imited), 197.

B A hostile virus will replicate itself without knowing in advance how and where it will spread; a
DDoS attack will render an entirc network of botnet compulcrs as ‘zombies’ but without any antecedent
knowledge gbout which cxactly the compromised machines will be, Phillip, “The Sufliciency ol the Law of
Armed Conflict in the Cyber Domain”, 70-75.
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the civilian population and combatants and between civilian objects and military
objectives and accordingly shall direct their operations only against military

objectives.

Similarly, AP II Article 13(1) touchcslon the subject by stating that “[t]he Civilian
population and individual civilians shall cnjoy gencral protection against the dangers
arising from military operations.?®? Articlc 51 of AP I states that “[tJhc Civilian
population as such, as well as individual civilians, shali not be the objcct of attack.”?**

According to ICJ, the principle of distinction prohibits ‘mecans and method of
warfare, which would prohibit any distinction between civilian and military targets, or
which result in unnecessary suffering to combatants.”***

The principlc further can be found in the Statute of International Criminal Court,
which states that ‘intentionally dirccting attacks against civilian objects, that is objects
which arc not military objcets’ constitutes a war crime in IAC.?*® In the Tadic case the

Appcal tribunal extended the application of the principle to NIAC.2%

22 AP 11 Article 13(1).

11 Additional Protocol [, Art. 51(2).

2 Thus the purposc of the principle is to give effect Lo the general prolection of civilians against
the dangers arising from military opcrations as incorporated in Adicle 51{1) Additional protocol 1. The
subsequent targeting rules of Additional Protocol I must therefore be construed in the light ol this principle
classified as a basic rule ol humanitarian law. Legality ol the Threat or Use of Nuclecar Weapons {Advisory
Opinion) para. 95. Sce also, Woltage, cyber warfare: military cross border computer network operations
under intcrnational law, 214.

¥ Article  8(2)(b)(ii), Statute eof the Inlernational Criminal Court, available at,
Nrips: s rome_stalute englishopedt, (last accessed: August 3, 2016).

2 Tadic (Interiocutory Appeal), paras 112, 127,
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3.3.1 Targeting in Cyber Warfarc

According to article 52(2) AP ], attacks shall bc limited strictly to military objectives,
which are further described as objects which by their nature, location, purpose or use
offer a definite military advantage by means of their total or partial destruction, capture

or neutralization. Article 52(2) of AP I.%7

Attacks shall be limited strictly to military objectives. In'so far as objects are
concerned, military objectives are limited to those objects which by their nature,
location, purpose or use make an cffective contribution to military action and
whose total or partial destruction, capture or neutralization, in the circumstances

ruling at the time, offers 4 definite military advantage.

The challenge lies with the actual implementation of this definition in cyberspace and
cyber warfare rather than with the relevance of its basic clements due to qualification of

computer data as an object under IFL. 28

3.3.2 Computer Data as an Object
According to the Oxford English Dictionary, in the rcalm of computing, data means ‘the
quantitics, characters, or symbols on which operations arc performed by a computer,

being stored and transmitted in the form of clectrical signals and recorded on magnctic,

27 The definition of military objectives also appears in scveral subsequent instruments: Additional
Protocols IT and 111, annexed (o the 1980 Conventional Weapons Convention, and the second protocol to
the Cultural Property Convention. Yoram Dinstein, “Legitimate Military Objectives Under the Current Jus
in Bello®, International Law Studies 68(2012), 139-173, available al, htps:Zwww . avveedir D eenimuate-
AMilitars -Objectis o .. (last aceessed: Deecember 15, 20106).

138 Because Object is corner stone of 111, and without assessing this in cyber conlext, it remains
difficult to apply LHL on cyber warfare.
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optical, or mechanical recording media’.>* And according 1o ICRC commecntary objcet
refers to somcething visible and tangible. 2% It shows that only material tangible things can
be targets.?"! Hence, cyber-attacks can be excluded from that dcfinition because of their
intangible naturc. However, at the same time it is clear from the text of the commentary
that this definitional point is being made to distinguish the term object as a ‘thing” from
its use in the sense of ‘aim or purposc of an operation’, rather than to exclude an
intangible object from the definition.?*? Therefore, it may be concluded that any computcr

program, data basc, system or virtual network would be considered as a legitimate target.

On other hand, the drafters of the Tallinn manual®*? cited the ICRC Commentary
on the Additional Protocols and observed that in this commentary, ‘[a]n object is
characterized ... as something “visible and tangible”.2** In the light of this interpretative
background, data was poiscd to remain outside of the scope of IHL rules on targeting.
The experts argue that ‘Data is intangible and therefore neither falls within the “ordinary

meaning” of the term object nor comports with the explanation of it offered in the ICRC

{last accessed: November L5, 2016).

240 Claud Pilloud, et al., Commentary on the Additional Protacols of 8 June 1977 (Geneva: Martin
Nijholf, 1987), paras 2008-10.

24! The notional targets such as ‘civilian morale and victory' cannot be decmed as military
objectives. for details sce, Yoram, The Ceonduct of Hostilities Under the Law of Internationol Arined
Conflict, 181.

M2 Jack Goldsmith, “How Cyber Changes the Laws of War®, The Ewropean Journal of
International Law 24:1(2013), 129-138.

3 The Tallinn Manual is the result of a comprehensive and rigorous endeavor aiming to identify
the rules of international law applicuble to cyber warfare. Produced by a group of intcrnational experts who
were ‘carcfully selected to include legal praclitioners, academics, and technical experts’, it purports to
reflect their consensus as to the lex lata governing eyber conflict derived primarily from ‘trealy law directly
on point or sufficient state practice and opinio juris from which to discern precise customary international
law norms’. The Manua! identifics a total of 95 rules belonging to general international law, the law on the
use of foree, and IITL. For details sce, Schmiu (ed), 7aflinn Manual on the International Law Applicable to
Cyber Warfure, 127,

244 Thid.
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Additional Protocols Commentary.’?*® This view adopted by majority of the cxperts of
International Law.?*® Thosc who drafied the Article undcrstood objects as those entities

that were visible and tangible and used these characteristics to limit the Article’s rcach.?”’

The rescarcher argues that the act of labeling dala as an object provides no
meaningful clarity to the identification of permissible military targets. This is beeause if
data is an object and qualifics as a military objective, it may be attacked. If it is not an
object, then such qualification is meaningless since the prohibition does not apply; it may
be targeted and a loss of functionality docs not cnsuc. From the perspective of thosc
planning, approving, exccuting or commenting on an attack, labeling data as an object
provides not a greater clarity than saying it is not data. Before interpreting data as an
object it is also important to interpret target, mililary objective and attack in the context
of cyber warfare, because these terms would altogether help in application of the
principle of distinction on cyber warfare. And although the system targeted may be
physically visible, but in fact the actual target is not that computer system, but its

databases and programs running thercon. Therefore, this fact cannot be denied.

3.3.3 Dual Usc Object
The term dual use target is not defined in IHL. Generally, a dual-usc object is the onc that

“seryes both civilian and military purposes.”*® One of the oficn mentioned examples of

35 Goldsmith, “Ilow Cyber Changes the Laws of War™, 129-138.

246 Thid.

M7 Statement of US Representative, *OlTicial Records of the Diplomatic Conference on the
Reuflirmation and Dcvelopment of Inicrnational Humanitarian Law Applicable in Armed Conflicls’,
Geneva, 7 February 1975, CDDU/N/SR, 15, Vol XTIV, 119, Professor Yaram Dinstein has noted that *|t]he
noun “objccts”, used in the definition, clearly cncompasscs material and tangible things. Sce also,
Dinestcin, The Conduct of Hostilities Under the Law of Imternational Armed Conflict, 92.
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dual-usc object is the coalition booming of the Iraqi clectrical grid in the Gulf War 1990-

91. The outcome of that campaign was effectively cxpressed in the following words:

since the clectrical grid in Iraq was totally integrated, attacks against it — and its
installation- resulted not only in a tremendeus military advantages (shutting
down radar stations, military computcrs, etc.), but also c¢xtensive damage to
civilians: hospital stopped operating, water pumping facilitics camc to a
standstill, etc. from a legal point of view, a ‘dual-usc’ of Iraq’s clectrical grid did
not alter its singular and uncquivocal status as military objective, there was as
usual with military objective the question of proportionality where collateral
damage to civilians is concerned but the extensive damage to civilian was not

excessive in relation to the military advantage anticipated.®®

Most of the computer technology, hardwarc and sofiware are of dual-use.?*® Like some
systems initially projected for military usc have become so integrated into civilian socicty
that any interruption causcd by cyber-attacks would causc scrious effects on civilians.®'
For instancc, global positioning system (GPS) initially military systcm but now used by

civilians as well, in many ways.?*? Therefore, spoofing the signal via may lcad to massive

disruption and possibly put in danger civilian lives.?>3

8 Schmitt, “Cyber Operations and the Jus in Bello: Key Issue™, 87-107.

M Dinestein, The Conduct of Hostilities Under the Law of International Armed Conflict, 137,

230 §chmitt, “Cyber Operations and the Jus in Bello: Key Issuc”, 87-107.

51 Ibid,

232 GPS uscs two levels of signals: the military signal(’Y-code) is more accurate and encrypted; the
less scecure civilian code {or P-codc) is not and thus makes it more susceptible. the precision timing
provided by the GPS sysiem is needed for the accurate routing il information packets through compuler

networks. ' L s adictivonars cgm brow se eps, (last accessed: December 15, 2016),
- spooling the signal involves {ceding a GPS reeciver a fake signal so that it computes the wrong
time or location of the receiver. Sce more at, M techiermeceom dolnition spending, (last accessed:

Deccember 15, 2016).
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Dual-usc targets become attractive becausc the attacker not only bencfits {rom the
destruction of the target’s military value but also from collective effects on the civilian
population.?>* Thc intcrconncctivity of cyberspace and its usage by the military forces
may be indistinguishable from civilian uses. Civilian items could eastly become targets
by giving a vast number of digital networks or infrastructure that is used by military and

civilians simultancousty.

3.3.4 Targcting Civilians Objeccts
Article 52(1) AP T provides that “civilian objccts shall not be the object of attack or

»255 ICJ stated in its Nuclear Weapons Advisory Opinion that ‘States must

reprisals.
never make civilians the object of attack.”?*® Like definition of civilians, civilian objects
are also negatively defined as all objects which are not military objectives.”” And in case
of doubt regarding the civilian character of a person or an object, the doubt goes in favor

of civilian.?® Again, in the casc of cyber-attack, the threshold qucstion is whether the

attack is intended to, or foreseeably will, cause injury, death, damage or destruction or

234 Dinniss, Cyber warfare and the Laws of War, 195,

Badicle 52{1) AP I, Lups cavesoiercory eng ussers Tes other fer 2 033 ad, (last
accessed: December 16, 2016).

26 Nuclear Weapons Casc, para. 78,

7 Anticle 52¢1) Additional Protocol 1 states that available at, blyp-: waodvrcorg v asseis pdl
{last nccessed: December 15, 2016).

8 Article 50(1) statcs that A civilian is any person who docs not belong to one of the categories
of persons referred to in Article 4 A 1), 2), 3) and 6) of the Third Convention and in Article 43 of this
Protocol, In casc of doubt whether a person is a civilian, that person shall be considered to be a civilian. and
52(3) AP I states that in case of doubt whether an object which is normally dedicated to civilian purposes,
such as a plecc of worship, a house or other dweclling or 2 school, is being used to make an effeetive
contribution to militury action, it shell be presumed not to be se used. For details sce,
Bps: s dore ey one assets ndl. {last accessed: December 15, 2016).
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not il so, the prohibitions set forth carlicr, which undeniably restate existing customary

law, apply.?*®

Unforiunately, the norms, albeit clear at first sight, are subject to interpretative
difficulties. The dilfering standards for distinguishing civilian objects from military
objectives arc most probably duc to intcrconncctivity of systems or dual-use
objccts. Indeed, most military networks rely on civilian, mainly commercial, computer
infrastructure, such as under-sca fiber optic cables, satcllites, routers, or nodcs;
conversely, civilian vehicles, shipping, and air traffic controls arc increasingly equipped
with navigation systems relying on GPS satellites, which arc also used by the military.
Thus, it is impossible 1o diffcrentiate between purcly civilian and purcly military

computer infrastructurc easily.

3.3.5 Attacks and Opcrations

Onc of the distinctive [catures of cyber-attacks or CNA is to ncutralize or destroy target
systems without causing physical dama‘gcs.z'f'0 For cxample, data may be manipulated,
cortupted or deleted to cause massive harm or cven complete loss of functionality of a
computer system or network without cver causing physical damage to the system, its
components or surroundings. This raiscs an interesting question regarding the legitimate
targets of such attacks. The basic rule, thus stated, is gencral in naturc and is sct out at the
beginning of a serics of more specific rules which, inter alia, prohibit the targeting of

civilians and civilian objects; however, these subsequent rules are phrased in terms of the

259 Sehmitt, Wired warfare: Computer network atlack and jus in bello, 382,
WWoltag, Cyber Warfare: Military Cross Border Coemputer Network  Operations  under

[nternational Law, 214,
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prohibition or restriction ol ‘attacks’ rather than opcrations.?®' The term ‘attack’ is
defined in IHL as “acts of violence against the adversary, whether in offence or
defense”. 22 The requirement of ‘violence’ in the definition denotes the use of physical
force. It is argued that whether eyber operations that do not rise to the level of physical

harm are covered by the rules governing the conduct of hostilitics or not,

To differentiate betwceen attacks and opcrations to have any meaning, it must then
bc determined what constitutes a military ‘operation’ as distinct {rom an attack.
According to the ICRC commentary to AP1 1977 Articlc 48, the term “operations’ should
be understood to refer to military operations (as opposed to political or other kinds of
operations) which ‘refers to all movements and acts related to hostilities that are
undertaken by the armed forces”.2%® Similarly, thc commentary to Article 51 refers to
military operations as *“all the movements and activitics carried out by the armed lorces
with a view to combat.”?** Thus the notion of an ‘operation’ can be scen as a distinctly
broader concept than that of an attack, albeit one that is still closely connceted with the

conduct of hostilitics.

' Jor example, Article 52 of API 1977 states that ‘clvilian objects shall not be the object of
aftack” and that ‘attacks shall be limited to military objectives’. And Aricle 57 provides a list of specific
precautions that must be taken *with respect to attacks’.

2 See Article 49 of APL 197 gvailable af, hups vowssiore e ene assers pudf (last aceessed:
December 15, 2016).

%3 Claude Pilloud, et al., Commentary on the Additional Protocals of 8§ June 1977 (Geneva:
Martinus Nijhoff, 1987), para 1875, availablc at, hups. ihl- " seesdoereaore Thl CON 7300010  ecnment,
(last accessed: Scptember 26, 2016).

8 Indiscriminate attacks are: (a) those which are nat directed at a specific military abjective; {b)
thase which employ a mcthod or means of combat which cannot be dirccted at a specitic military objective;
or(c) thosc which cmploy a method or means of combat the clfects of which cannot be limited as required
by this Protocol; and consequently, in cach such case, are of a nature to strike military objectives and
civilians ar civilian objects without distinction. Rilloud et al., 1987: pare. 1936. Similarly, Arlicle 57 says
that ‘the term “military operations™ should be understood to mean any movements, mancuvers and other
activities whatsocver carried out by the armed forces with a view to combat, Pilloud et al,, 1987: para.
2191.
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The rescarcher opincs that this difference between attacks and operations Icaves
an inconsistency in the law and the nonlethal potential of Cyber wartarc that may Icad to
more attacks on ftraditionally protected objccts and individuals than oceurs in

conventional warfare.”®

3.3.6 Indiscriminate Attacks

IHL prohibits indiscriminatc attacks. This prohibition is cstablished as customary
Intcrnational Law in intcrnational and non- infernational armed conflicts, and is codificd
in Article 51(4) of API (1977).2%¢ Indiscr.iminatc attacks may result cither from the use of
a means or method of warlare or that is indiscriminate by its very naturc.?” The
application of this rule on cyber warfare depends upon the type of means used in il.

Particularly two mcthods of cyber-attacks, viruscs®®® and worms?® likely to fall into this

%5 In providing belligercnts a gain in military advantage without an additional threat to civilian
lives, cyber warfare is morc likely than conventional warfare o lead belligerents to ignore the principle of
distinclion to attack dircctly what IHI. has traditionally sought to protect.

6 Article 51¢4) AP 1 1977, available at, ntpss th  abusesavcore il 730003, (last accessed:
(August 5, 2016).

267 As il relates to the latter, this means that the weapon concerned either cannol be directed at a
specilic military objective or that the clfects of the weapon cannol be limited as required by [HL, 5o that i
will strike both military objectives and civilian objects without distinction. For details see. Wollage, Cvber
Warfare: Mititary Cross Border Computer Network Operations Under International Law, 224,

6% A computer virus is a program or piecc of code that is loaded onte your computer without your
knowledge and runs againsi your wishes. Viruses can also replicate themselves. All computer viruses are
man-madc. A simple virus that can make a copy of itscIl over and over again is relatively easy to produce.
Even such a simple virus is dangerous because il will quickly use all available memory and bring the
system Lo a halt. An even more dangerous type of virus is onc capable of transmitting iiself across networks
and bypassing sccurity systems. See briefly compuler virus, available at,
bty swwwwebopediccomyirus.iml, (last aceessed: August 5, 2016).

%9 A computer worm is 4 self-replicating computer program that penctrates an operating syslem
with the intent of spreading malicious code. Worms utilize networks 1o send copies of the original code to
other computers, causing harm by consuming bandwidth or possibly deleting files or sending documents
via cmail. Worms can also install backdoors on compulers. Worms arc olten confused with computer
viruscs; the difTerence lies in how they spread. Computer worms seif-replicate and spread across netwaorks,
exploiting vulnerabilitics, automatically; that is, they don’t need a cybereriminal’s guidance, nor do they
need to latch ento another computer program. As such, computer worms pose a significant threat due (o the
shecr potential of damage they might cause, A particularly notorious incident occurred in 1988, A computer
worm since named the Morris worm caused hundreds of thousands, it not millions, of dollars in damage,
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catcgory as their cffects are often unlimited. Duc 1o interconnectivity of military and

civilian computer networks, computer viruses scem to be difficult to control its effcet.?”?

27 infected

For instance in Fcbruary 2009, the so called cyber worm “Win32/conficker
the computer systems of the French, British and German armed forces, the Manchcester
City Council, the tlouse of Commons and numerous home computcrs.”2 [f it had becn a
military cyber-attack with physical damages and consequences, it is obvious that the

cffects are indiscriminate as the worm cannot distinguish between civilian and military

targets,

Onc of the cxamples of indiscriminate attacks prohibited by IHI. is set out in
Article 51(5) of API 1977 commonly known as target arca bombing.?” In respect of
cyber warfare, the issue is also related to the definition of military objectives and the
level of specification at which such definition occurs, like, network system, compencent or

cven code arc military objective or not. Particularly, in an cra of extensive dual- use

and its creator was convicled under the Computer Fraud and Abuse Act, scc briefly definition of cyber
worm, available at. hip wae pooolscom seeuri -news 0 s dnputer-werm , (last accessed:
August 5, 2016).

270 Schmilt, Wired warfare: Computer Nétwork Attacks and Jus in Belto, 389.

L Cyber worm ‘Win32/conficker’” which infects computers using advanced malware techniques.
When the worm takes over a computer it registers it onto a network called the botnet, which is a collection
of compromised computers running sofiware under a common command and-control server. Once a
hijacked computer is on the botnet, the owner of the botnet can give commands to the hijacked computers
and pull data (rom them. This simplifies the work of cyber criminals and, at the same time, places an
unprecedented amount of computing power Into the hands of criminals who can conduct Distributed Denial
ol Service (DDoS) attacks against different targets, DDoS attacks are condueted when the targeted server is
bombarded with queries from different sourcos in such quantities thal the available bandwidih for the server
is overloaded. The result is that the server cannot process the requests and slows down or goes oflline. This
can also compromise the server and the data within the computer system. Esiimates differ, but the worm
could have infected from nine to 15 million computers,

22 Erki Kodar, “Applying The Law of Armed Conflict to Cyber Attacks: From The Martens
Clause to Additional Protoeol I7 Stanford Journal of International Law 38(2002), 207-217, available at,
hupeiww kshoedy.ce wp-conteni201 271 _Toiinetspdf, (last accessed: August 15, 2016).

3 1t prohibits “an attack by bombardment by any methods or means which treats as a single
military objective a number of clearly separated and distinct military objectives located in a cite, town,
village or other arca containing a similar concentration of ecivilians or civilian objeccls.™ For details sce,
Article 51(5) of API 1977, available at, hups: ihl-datalusesdoc,me il 73005 (last accessed: (August 3,
2016).
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systems and increasing virtualization of both data storage and services. The law requires
that targets must be attacked scparalcly' when they arc ‘clearly separated” — has becn
interpreted by states to mean that the distance ‘be at least sufficiently large to permit the
individual military objectives to be attacked separately.?’™® In the cyber rcalm this will be

dependent on the type of system or network that is intendced.

3.4 Principle of Proportionality
The sccond types of indiscriminate altacks that arc prohibited by API are attacks that
breach the principle of proportionality.?” This principle is given in Article 51(5)(b) of
API 1977 as *an attack which may be expected to cause incidental loss of civilian life,
injury to civilians, damage to civilian objects, or a combination thercof, which would be
cxcessive in refation to the concrete and direet military advantage anticipated.””?®

The principle of proportionality is similar to distinction between both, concern
with the conscquences of an attack on civilians and civilian object. Furthermore, the
degree and kind of forcc used to achicve a military objcctive by eomparing the expected

military advantage gained to the expected incidental damage causcd to civilians and

civilian objects is governed by this principle.?’” As one of the courts note, the laws of war

2™ James A. Green (ed.), Cyber Warfare: A mullidisciplinary analysis (New York: Roulledge
Publishers, 2015), 130, available at. htps: wwwoseribdeom Cober®y criare oy (last accessed:
August 6, 2016),

*"Heather A. Harrisen Dinniss, The regulation of cyber warlarcundcr the jus in bello in James A.
Green (ed.), Cyber Warfare: A multidisciplinary analysis {New York: Routledge Publishers, 2015), (37,
available at, hup-: vwow seribdenm ¢y berS artare AN BIHdiwerplinas vnals~is, {(last accessed: August 6,
2016).

™ Adicle 51(5)b) of APl 1977, available at, bups:/ihl-datahascs.icre.org/ihl/750065, (last
accessed: (August 5, 2016).

7 The Reme Statule incorporates preportionality within its enumecration of pariicular crimes,
Aricle 8(2)a)iv) relerences “extensive destruction . . . not justified by military necessity”™ and Article
8(2)(b)iv) states that “intentionally launching un altack in the knowledge that such attack will cause
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“creales a dclicate balance between two poles: military necessity on one hand, and
humanitarian considerations on the other.?’® The said principle applics to the indirect
effects of an attack as wcll. For instance, a cyber-aitack is responsible for the indirect
cffects on a civilian population caused by an attack on the control system of an electrical

gencrator,

Two major problems raised by cyber operations in rclation to proportionality

279

relates to the expected ‘knock-on’ or indirect effcets””™ on civilians and civilian objects

and dual-use technological systems.,

3.4.1 Kbnock-on Effect

Assessing indirect or knock-on cffects in cyber warfarc may prove to be onc of the most
difficult issues in applying principle of proportionality.?®® Tt is clear that a commander
must consider the direct effects of his cyber-attack. These direct effects arc defined as the
“immediate, first order consequences, unaltered by intervening cvents or meehanisms,” 28!
In the cyber domain, this would include the effects on a computer that is shut down by a

cyber-attack or the damage to the centrifuges caused by the Stuxnet malware,*$?

incidental loss . . . or damage . . . would be cleerly excessive in relation to the concrete and direct overall
military advantage anticipated.” In Beit Sourik, the court articulated the principle as focusing on “ihe
relationship between the objective whose achicvement is being attempted, and the means used to achicve
it‘”

% gee, HCT 2056/04 Bceit Sourik Village Council v. The Government of lsracl [2004], art. 34
(Barak, C.J), available at, higr wwworehsorldore dovid $374uc3vdltin, (last accessed: December 15,
2016).

27 Both 1990-91 gull war and the NATO aclien in Yugoslavia illustrated the knock-on effects of
targeting Lhe electricity networks,

Green {cd.), Cyber Wurfare: 4 muliidisciplinary Analysis, 139,

2 Ibid.

#2Some attacks have such dangerous indirect effects that they are prohibited. As stated in Article
56 of Additional Protoco! I, “works or installations conlaining dangerous forces, namely dams, dykes, and
nuclear ¢lectrical generating stations, shall not be the object of an altack, even where those objects arc
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Knock-on effects arc “the dclayed and/or displaced sccond-, third-, and higher-order
consequences of action, created through intermediate events or mechanisms.”?® In the
cyber domain of war, this would includc damage that was not the intent of the attack, but
that resulted from clements of the attack. Supposc, in the case of Stuxnet, the malware
infected many computers beyond its intended targets within Iran. Here the problem in
adopting this principle whilc carrying ouf cyber -attack is the nature of computer systcms
and linkage between military and civilian systems. Therefore, the attacker should be well
awarc of the mapping of targeted network to know which ancillary networks or systems

are connected to the intended target.

3.5 The Principle of Precaution

Partics to an armed conflict should take certain precautionary measurcs both in carrying
out military opcrations and aitacks, and against the effects of attacks as required by
IHL.%* Thesc obligations have been recognized by the Appeals Chamber of the ICTY in

both the Tadi¢ and Kupreski¢ cases.?® The principle of Precautions in attack states that:

1. In the conduct of military operations, constant care shall be taken to spare the

civilian population, civilians and civilian objcets,

military objectives, if such attack may cause the release of dangerous forces and consequent scvere losses
among the civilian population.”

2 Green {cd.), Cyber Warlare; A mullidisciplinary Analysis, 146.

I Ihid.

B Pprosceutor v, Tadié, case No. IT-94-1-AR72, Decision on the defence motien for intetlocutory
appeal on jurisdiction of 2 Qctober 1995, paras, 119 and 126-127. [n the Kupredkié case, the ICTY
recognized in particular the customary nature of the requirement to take precautions in attack and the
applicability of this norm in noen-international armed conllicts. for details sce, ICTY, Kupreskic case,
Judgment, paras. 49 and 132, available at, www.icty.org/x/casesitadicraciue/eniad-aj9907 1 5e.pdf, (last
accessed: December 24, 2016).
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2. With respect 1o attacks, the following precautions shall be taken: (a) those who

plan ot decide upon an attack shall:

(i) Do everything feasible to verify that the objectives to be attacked are ncither
civilians nor civilian objects and are not subject to special protection but are
military objectives within thc meaning of paragraph 2 ol Article 52 and that it is

not prehibited by the provisions ol this Protocol to attack them;

(it) Take all feasible precautions in the choice of means and methods of attack
with a view to avoiding, and in any cvent to minimizing, incidental loss of

civilian lile, injury to civilians and damage 1o civilian objccts;

(iii) Refrain {rom deciding to launch any attack which may be expeeted to cause
incidental loss of civilian lile, injury to civilians, damage to civilian objects, or a

combination thcreof, which would be excessive in relation to the concrete and

direct military advantage anticipated , . . 2%

[HL requircs that feasible measures should be taken in planning and carrying out attacks.
Feasibility has been interpreted by many states to mcan ‘thosc precautions that arc
practicable or practically possible, taking into account al! the circumstances ruling at the
time, including humanitarian and other considerations® 2% Cyber warlare raiscs scveral

issucs in applying this principle while carrying out eyber-attack. 28

2 Qe article 57 AP [, available at, biips:/www.icre.orgennassets [es‘otherivee_ 002 (32 0.pdT,
(last accessed: December 16, 2016).

7 11 should be noted that the standard of feasibility applics to all attacks against targets on land
(from whatever platforin they are launched); attacks against targets in the air or at sca are subject to -all
rcasonable’ precautions, which may be interpreted as ‘a little less (ar-reaching’ than the [casibilily standard.
Sce, Pilloud ¢t al., 1987: para. 2230,

2 Belore asscssing (hem it should be noted that, the requirements cegarding targeting set oul in
article 49 and provisions relaled to precautions in attack refers to ‘atlack’. on the other hand, the gencral
rule expressed in article 57(1) Additional Protocol I requires that constanl eare must be taken to spare the
civilian population, individual ¢ivilians and civilian objects in the course of military operations. therelore, it
may be assumed that the specilic rules mentioned alore will only o those computer network attacks which
result in physical damages injury or death.
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3.5.1 Verification of Objectives

Those who plan or decide on an attack arc required to do everything *feasible’ (o verify
that the target or targets of the attack arc military objectives and that it is not prohibited to
attack them.?® This rulc is based upon articlc S7(2)a)(i) AP 1. In cases of a
predetermined cyber- attack against a specificd target, this obligation does not scem
problematic. Howcver, targets of opportunity or automated ‘hack- backs” may be
problcmatic because of the danger of hacking back against a target computer that has
been spoofed, where the source of the attack has not been accurately attributed (i.c. the
source appears to be the attacking computer when in actuality it is not), The fact that
most of the cyber- attacks that arc in disguisc do not make them unlawful by it, however
it does mean that thosc deciding on attacks will nced to be particularly vigilant regarding

the verification of targets.

2 The lcgal standard of {easibilily appears in several places in the “Precautions in Aftack™. sce,
API, supra note 15, arts. 57.2(a)(i)—(ii), 58 and applics to most types of altacks. [n various pravisions, a
commandcr must da “cverything feasible”41 or “lake all [casible precautions.” During the ratification
process, there was great debate about the term “feasible™ and what it meant.43 A number of representatives
to the ncgotiating convention made specific comments about the meaning “leasible” was to have when
applied as a legal standard. John Redvers Freeland,” the head of the United Kingdom delegation, through
several sessions stated that the words “to the maximumn extent feasible” related to what was “workable or
practicahle, taking into account all the circumstances at a given momenl, and cspecially those which had a
bearing on the success of military operations. Similarly, S0 Blocmbergen, 2 delegate [rom the
Nctherlands, stated that “feasible” sheuld be “interpreted as referring to that which was practicable or
practically possiblc, taking into account all circumstances at the time, As a result, “feusible™ is generally
understood te mean that which is “practicable or practically possiblc, taking inte account all circumstances
ruling at the time.” Sce briclly,

BOAPI, 1977: Article 57(2)(a)(i).
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3.5.2 Choice of Mcans and Mcthods
In order to avoid, and in any cvent 10 minimize, incidental loss of civilian life, injury to
civilians and damage to civilian objccts, attackers are requircd to take all feasible

precautions in the choice of means and methods of attack 2!

The ability of eyber warfarc to achicve its desired effects without causing physical
harm to surrounding civilian objccts may mcan that states with the ability 1o launch an
attack by cyber mcans should utilize those options instcad of traditional kinctic means.
However, at the samc time interconnectedness of the cyber environment also increascs
the potential for knock- on cffects to cause more collateral damage that may result {from a
conventional atlack. Thus, most probably the assessment will be highly dependent upon
facts on both the opcration planned and the type of cyber- attack anticipated. For
instance, in 2010 the Stuxnet virus was specifically created to deploy its payload only
when it reached a particular system containing a sct combination of software and
hardware operating at particular frequencics. That allowed the attackers to minimize the
cotlateral damage to the surrounding systems, despite of purposcly utilizing the civilian

gateway targets as their attack vector.

3.5.3 Choice of Targets and Interconnectedness
Article 57(3) of APIL 1977 states that: “whcn a choice is possible between scveral military

objectives for obtaining a similar military advantage, the objective to be sclected shall be

2L 1t should also be noted that the rule that all feasible precautions must be taken in the choiee of
means and methods ol altack applies independently ol the principle of proportionality. That is, the choice
of means and methods of attack must be taken cven where neither ol the methods under consideration
would result in cxcessive damage to civilians or civilian objects such that it would breach the
proportionality principle, It is an additional measurce designed to minimisce the cffeets of hostilities on the
civilian population. APL, 1977 Article 57(2)(a)(ii)).
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that the attack on which may be cxpected to causc the lcast danper to civilian lives and to

civilian objects.”?*?

This obligation is particularly important duc to large amount of
interconnectedness and the high incidence of dual- use systems in the cyber
cnvironment.?*? The unique ability of cyber warfare to break down targeted networks and
systems into ¢ver smaller componcnts in ordet to locate and affect preciscly the exact
military objective required to achieve the desired result.?* Suppose, a targcted system
may be neutralized by disabling an cssential component of the system so that it is unable
1o function, by attacking the system as a whole, by attacking the network on which that
system resides, ar by shutting off the clectrical supply to the sitc containing the targeted
system.?®* However, in most of the cascs, attacking the network as a whole or shutting off
the electrical supply, if they arc not isolaied systems, will also have an impact on civilian

portions of the network or other civilian infrastructure.

3.6 Perfidy and Ruses of War

Cyber operations provide an ample opportunity in modern armed conflicts for partics to
engage in tactics designed to deceive and mislead the cnemy or induce them to act

recklessly.?® Ruses arc defined in Article 37(2) of API (1977).%" Traditional examples of

2 See, Article 57(3) of APL 1977, available at, higps: s s iere.ore ¢no ssser 1020321 pdf, (last
accessed: December 16, 2016,

M Michacl, “Cyber-attacksand the Laws of War”, 525-579,

¥ Swanson, “The Era of Cyber Warlare: Applying International Humanitarian Law to the 2008
Russian-Georgian Cyber Conflict”, 303-333.

¥ Woltag, Cyber Warfure: Military Cross-Border Computer Network Operations Under
International Law, 159,

% Deception and other ruses of war are entirely permissible and have a long and renowned history
in warfare, where the deceplion invites the confidence of the enemy as to the existence of protecicd status
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permissible uscs are the usc ol camouflage, decoys, mock operations and misinformation.
Perfidy, is decfined in Article 37(1) of API (1977).2"® The key diffcrence between
deceptions that amount to law[ul ruses and those that constitute prohibited perfidy is the
cxploitation of a dcliberatcly induced trust on the part of an adversary in order to kill,
injure or capture.”®

In the eyber domain onc of the key difficultics in determining the threshold
between legitimate ruscs and prohibited perfidy is caused by the civilian nature of much
of the cyber infrastructurc.® In cyber operations onc of the most common tactics is the
routing of an attack through multiple ‘stepping- stonc® hosts (routers, scrvers and
computers, ctc.) in order to disguise the drigin ol the attack. While there is no prohibition
on concealing the origin of the aftack per se, as most of the hosts will be civilian in
nature, there is a risk that the victim of the attack may conclude that onc of civilian
stcpping- stone hosts is the originator of the attack. Where this technique is carried out in
such a manner as to invite that conclusion (or the conclusion that it originatcs {rom any
other host with protected status) and the operation results in the death, injury or capture

ol the adversary, it will amount to perfidy.

under international law in order to attack them, the act crosses the line into perfidy (or treachery) and 1s
prohibited under the jus in bello. Both the permissibility of ruses and the prohibition against perfidy are
reflective of customary intcrnational law. Swanson, “The Era of Cyber Warlarc: Applying International
Humanitarian Law to the 2008 Russian-Georgian Cyber Conflict”, 303-333.

27 Article 37(2) APL (1977) states that acts which are intended 10 mislead an adversary or induce
him ta act recklessly bul which inflringe no rule of international law applicable in armed conflict and which
are not perfidious because they do not invite the confidence of an adversary with respect to prolection
under that law,

% Article 37(1) API (1977) statcs thal act ‘inviting the confidence ol an adversary to lead him to
belicve that he is entitled to, or obliged to accord, protection under Lhe rules of international law applicable
in armed conldlict, with intcnt to betray that confidence’.

289 Eoigning civilian status in order 1o mounl an atlack is a classic example of perfidious behavior.
Swanson, “The Bra of Cyber Wartarc: Applying International Humanitarian Law to the 2008 Russian-
Georgian Cyber Conllict”, 303-333.

¥ 1hid.
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Conclusions

It is concluded that likc any other military operations, the cyber-attack must conform to
the core principles of IHL. And the target selected for attack must be legitimate military
object. However, cyber-attacks compliance with the corc principles of IHL raised some
issues. And the ability to limit the consequences of cyber-attacks has caused
commentators to think again over the criteria set forth for the application of principles of
[HL, because violations of the traditional notions and cardinal principles of IHL are more
likely to occur in cyber warfare than in conventional warfare. States are unlikely to
refrain from engaging in some forms of prohibiled conduct. Thus, due to potcntially
lethal nature of cyber weapons, and non-physical consequences of cyber-attacks, the
meaning of these principles should evolve to accommodate cyber warfare. Because in
some cases, the use of this new and changing method of warfare is encouraged if it
adheres to principles ol [HL. However, this process would be evolutionary not
revolutionary. Such an evolution will allow the rule of law to guide the development of

cyber warfare to ensurc that civilian lives are protected in the age of cyber warfare.

91



CHAPTER 4

COMBATANT STATUS, DIRECT PARTICIPATION
IN HOSTILITIES AND CYBER WARFARE

Introduction
Since, the beginning of 21% century, the war-fighting capacitics of the modern military
has gone under several changes.’®! The most significant changes arc range of pcople
involved and the technologics.*® Tt might be casy to apply IHL on combatants and
civilians carrying rifles on front linc rathcr than the status of personnel armed with
Central Processing Units {(CPUs) and keyboards sitting at a desk far away from batile
ficld % It might be because of two reasons: first it is not clear how the requircments of
lawful combatancy will be applicd on to the medium where anonymity is the fact and
distance and proximity docs not matter. Sccondly, the initiation of specialist nature of
new technologics and increased civilianization of state armed forces.>®

This chaptcr providcs an examination of the status of persons invofved in cyber
warfare in the light of combatant’s status and civilian’s direct participation in hostilities

under ITTL, and asscsscs whether these rules are relevant to cyber warfare or not.

01 Charlatte Lulf, “Modern Tcchnologics and Targeting Under International Humanitarian Law™,
TFLIV Working Paper 3:3(2013), 32, available at, hrip: avwa e JoJdocoments wpd 3ol (last accessed:
August 10, 2016).

302 Thid,

0 Gean Watts, “Combatant Status and Computer Network Atlack™, Virginia Journal of
Iaternational Law 50:2(2010), 391-417,

1M Thid.
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4.1 Combatants

IHL makes fundamental distinction between civilians and combatants.>*> The latter can
takc part in hostilitics and may attack, kill and wound enemy combatants and destroy
military objects. Contrary to this, civilians are not allowed to participate directly in
hostilities. Being a civilian they cnjoy proteetion from the danger arising from military
operations and must not be dircctly targeted.’® However, once a civilian dircctly
participates in hostilitics they losc their protected status till their involvement. And they

may be punished cither via domestic law or international law 3%

According to AP I combatants arc “[mjembers of the [orces of a party to the
conflict (other than medical personncl or chaplains...)”; the preceding scction cstablishes

that;?%®

[t]he armed forces of a party consist of all organized armed forces, groups and
units which are under a command responsible to that Party for the conduct of its
subordinates, cven if that Party is rcpresented by a government or an authority
not recognized by an adverse Party. Such armed forces shall be subject to an
internal disciplinary system which ‘intcr alia’, shall cnforce compliance with the

rules of intcrnational law applicablc in armed conflicts.

305 Sce briefly Nuclear Weapons Case, 257,

3% Lucian Dervan, “Information Warfare and Civilian Populations: How the Law of War
Addresses a Fear of the Unknown”, Geettingen Journal of International Law 3:1{2011), 373-396, available
at, hups s cedinew ivsnes S 13 _rticle_dervanagdt, (last accessed: December 14, 2016).

*7 This definition has proved highly controversial and is anc of the reasons behind the states
refusal to raiily the protocol. the reason for controversy is the inclusion of armed groups within the
definition, Article 43(1) and (2) Additional Protacol 1.

398 Article 4(AX(1), (2) (3) und (6) Geneva Conventions II1.
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It is contended that four of the groups given in Article 4(A) of the Geneva Convention
1949 arc known as combatants:*® (1) members of the armed forces of a party; (2)
militias, volunteer corps and organized resistance movements belonging to a party; (3)
armed forces of partics to the conventions not diplomatically recognized by their cnemy;

(4) members of levee en mass.>"?

According to Article 50 of AP 1 people who do not fall within thc above
mentioned catcgorics arc known as civilians. However, those persons who are associated
to armed forces without actually being a part of it and they arc authorized by a party to
the conflict and arc cntitled to prisoner of war status but not combatant’s status. In IHIL
combatants may be further divided iwo categorics: those pcople who belong to
belligerent party, their specific task may not be related to active hostilities; second, any

person who is actively involved in hostilities such person is called unlawful combatant,®'!

192 Waits, “Combatant Status and Compuler Network Attack™, 394,

N0 The term levée en masse, which [Irst became an international legal term at the Brussels
Conference in 1874, must be distinguished under the laws of war {rom an insurrection by a people against
its own national government, The levée en masse is defined as taking place against forcign troops cither
invading or occupying a country, restricting the definition to one involving national sell-defense. It refers
especially to situations in which the populace spontancously lakes up what weapons it has and, without
having timc to organize, resists the invasion. sce levée en masse, available at, lnip:/www erimesofvarie .
(last accessed: August 12, 2016).

I Article 4(A)4) Geneva Conventions 1T states that; Persons who accompany the armed forces
without actually being members thereof, such as civilian members of military aircrafl crews, war
correspondents, supply contracters, members of labour units or of services responsible for the wellare of
the armed lorees, provided that they have received authorization from the armed forees which they
accompany, who shall provide them for that purpose with an identily card similar to the annexcd model.
available at, htipn: ihl-dutabasesicre.ery $h W e AR 73-390007 0OpenDocument, (last accessed: August
11, 2016}, Yoram dinstein, argues that unlawlul or unprivileged combatant status can be achieved in one or
two ways: ¢ithcr combatant’s primary status is that of combalant and they lose their privileged status
through luck of compliance with the lawlul combatancy: or they are civilians directly participating in
hostilities. sce generally Dinstein, The Conduct of Haostilities Under the Law Of International Armed
Conflict, 36.
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4.1.1 Requirements of Combatant Status and Cyber Warriors

Yoram Dinstein has raiscd seven collective conditions for Icgal combatancy.?'? The [irst
four conditions arc thosc conditions whlich are sct out by Geneva Conventions for the
applicability of lawful combatant and prisoncr of war status: being under a command of a
person responsiblc for his or her subordinates; having a fixed distinctive sign
recognizable at a distance; carrying arms openly; and conducting operations in
accordance with the laws and customs of war.*"* Other two conditions may bc taken from
article 4(A)(2) of Geneva Convention ITI; organization and belonging to party to conflict.
And scventh condition js any person owing a duty of allegiance to a dctaining power
would not be given prisoner of war status.?!* Therefore, the status of lawful combatant or
prisoner of war will be accorded to the members of armed forces of a party. Application

of these conditions with respect to computer network attacks raises several problems.

Literal application of these rcquir(.:mcnls to cyber warriors is likely to result in the
conclusion that some of these actors are not lawful combatants. They are unlikely to wear
uniforms; given that they arc not part of the armed forces of the State. They are also
likely to hide the military nature of computers used in a cyber-operation by employing
the outward markings of civilian computer infrastructure, such as a civilian Internet

Protocol (IP) address.

32 For details sec, Dinstein, the cenduct of hostilitics under the law ef internationa! armed
conflict,

13 Art 13¢2) Geneva Conventions ! and 1I and Art, 4(2) Geneva Convention [V,

34 Seventh condition is taken from a case law Public prosccutor v, koi et al. 1968 Public
Proscculor V. Koi ct al. (1968), AC, privy council. The privy council considered that the principle was one
of the customary international law. For details sce, Rogers, Law on the baulefield {UK: Manchester
University Press, 20043, 32.
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4.1.2 Distinction

The sccond and third conditions raisc similar problems for cyber warfare.3'* One of the
characteristics of the intcrnet is anonymity, that is impossible to 1ell who is sitting at any
particular computer creates problem in application of ITIL on Cyber warfare.>!® These
rulcs werc drafled in an era where warfare involved a certain amount of physical
proximity between opposing forces. Combatants and noncombatants could sce and can
distinguish between cach other. Whereas, in case of eyber warfare opposing parties arc

plainly not in sight of each othcr and may be half a world away.?!”

Taking an example of troops who are serving abroad or travelling upon vehicles,
engines of war, aircrafis, tanks and boats Ietc. whcenever partisans are on board they all are
required to be marked with the distinctive sign of the belligerent party.®'® This can also be
applied to computer network atlacks from which attack is launched. Scholars have argued
that these distinctive requirements are obsolete with respect to cyber operations because
cyber opcrations arc launched remotely; the failure of a cyber-warrior to wear a uniform,
for example, does not providc him an inappropriate military advantage by appearing to

blend with the civilian population.®!?

**[1aslam, “Information Warlare: Technological Changes and International Law”, [57-175.

318 Schmitt, “Wired Warfare: Computer Neiwork Attack and the Jus in Bello”, 369-381,

37 Emily Crawflord, "Virtual Backgrounds: Dircct Participation in Cyber Warfare", A Journal of
Law and Policy for The Information Society 9 (2013), 1-19, available at, htp:¥moritslaw.osu.cdu/pdt, (last
accessed: January 28, 2017).

18 This is in linc with the long-established regulations in international law regarding the Nag in the
case of war at sea. Pictet, commentary, 60. Although note that this does nol absolve the combatant on board
from wearing their personal distinctive emblems once they are separated from the aircraft or other vehicle:
Dinstcin, Conduct of [ostilities, 45,

N9 Schmitt, “Wired Warfare: Computer Network Attuck and the Jus in Bello”, 369-381.
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4.1.3 Compliance, Organization, Belonging and Allegiance

Some of the CNAs methods like DoS§ involve more dispersed structure of armed group,
allowing group members who are geographically dispersed to play a more active rolc in
organized actions. Therefore, if the group docs not have the necessary organization
whether in network or hicrarchical form and docs not maintain discipline and
supcrvision, its members cannot be lawful combatants. In Akeyesu, the trail chamber of

the ICTR stated that:>%°

The armed forees opposing the government must be under responsible command,
which cntails a degree of organization within the armed group or dissident armed
forces. This degree of organization should be such so as to cnable the armed
group or dissident forces to plan and carry out concerted military operations, and

to impose discipline in the name of a de facto authority,

Cyber warriors c¢ngaged in cyber operations on behalf of non-State groups which are
engaged in NIAC arc not to be entitled to lawful combatant status because they do not
“belong to” a State party to the conﬂict.?' “Hacktivists,” or non-Statc actors unaffiliated
with cither sidc in an armed conflict who undertake cyber operations out of personal
sympathics with a belligerent also do not qualify for combatant status because they lack a

relationship with a State party to the conflict. One cxplanation for the cyber-attacks

20 Akeyesu, para 626, available at, biyn: cisehuokicreasre Grewhook dee viascesiuds bt
dhay espevisesiuds hun, (last accessed: August 1, 2016).

2ITor example, members of al Qaida have admitted to engaging in “low-level and disruptive”
cyber operations including sabotage of political websites and denial of service attacks as part of their
organization’s war with the Uniled States. Such individuals, cven if part of the armed wing of al Qaida,
would not qualify for lawful combatant status. Sce,Woltag., Cyber Warfare: Militury Cross-border
Computer Network Operations Under International Law, 204.
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dirceted against Georgian websites is that they were launched by the nationalist Russian
hacker community, which may have been tipped off by the Russian government about
plans to usc force in South Ossctia3” Such kind of affiliation with the State is
improbable to meet the standard for “bclonging to a Party” to the conflict becausc

hacktivists arc not under the “clfective control” of the State %

4.2  Direct Participation in Hostilities by Civilians

Civilians are entitled to protection from the harm arising {from the hostilitics and may not

be targeted until, and for such time as, they take an active or dircet part in hostilities.***

Howcever, when civilians take direct part in hostilitics, they lose their protected status for

the period of their involvement.?®

22 Michael N. Schmitt, “War, Technology, and International [lumanitarian Law” {farvard
University Program on Humanitarian Policy and Conflict Research, Occasional Paper Series 4(2005), 1-
67, available at, hup; wws hpereescarchoeny pdt, {last uccessed: August 1, 2016).

33Some scholars have taken the position that anyone who is nol a lawful combatant is a civilian,
The International Committee for the Red Cross (ICRC) Commentary on Geneva Convenlion IV (GCIV)
indicates that it was the intention of the draliers of the Geneva Conventions to cover everyone within the
ambit of the treaties, cither as a prisoner of war or as a civilian. For details sce, Marco Sassoli, “Use and
Abusc of the Laws o War in the “War on Terrorism’, Law and Inequality™ 22:2(2004), 195-221, availablc
at, huips, weehise-ous ente unive.ch unige: 8494, (last accessed: August 1, 2016).

321 The [EI. delincs the lerm hostilitics as, “...thc resort to means and mcthods of *injuring the
enemy’, and individual altucks as being dirceted ‘against the adversary.” 1. ..the act must be likely to
adverscly affeet the military operations or military capacily of a party to an armed conflict or, alternatively,
to inflict death, injury, or destruction on persons or objects protected against direct attack (threshold of
harm), and For an act to be hostile, it must satis{y three tests: 2. ._.there must be a dircet causal link between
the act and the harm likely to result cither (rom that act, or from a coordinated military operation of which
that act constitutes an intcgral part (dircct causation), and 6 3. ...thc act must be specifically designed to
directly cause the required threshold of harm in support of a party to the confliet and to the detriment of
another {bclligerent nexus)24 See CA 3 Geneva Conventions 1949; Article 51(3) Additional Protocol 1.
Common Article 3 of the Geneva Conventions employs the teem *active’ rather than ‘direct” as used in the
Additional Protocols. The distinction between active and direct participalion was discussed by [CTR in the
Akayesu case which held that the lerms are so similar that they should be treated as synonymous: Akayesu,
para 629,

#5The law of armed conilict {aces issuc regarding the question ol what actions will amount to
dircet participation in hostilitics, Like now-a-days the use of contractors, in particular, has increascd as the
combined eficets of the technological revolution and *privatization through subcontracting” have been used
o ensurc military power and reducing costs. For instanee, in 2006 over 38,000 contractors were serving
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The ICRC Interpretive Guidance provides that a civilian directly participates in
hostilities when he when he (1) engages in an act that dircctly causcs (2) harm of a
sufficient gravity with (3) the intent of aiding a belligerent party.2 Application of cach

of these terms 1o cyber warriors raises difficult lcgal questions.

It is suggested that the persons involved maybe divided into following catcgorics

according to their functions:3%

1. thosc who design and write the programs used [or offensive or defensive Cyber

warfarc operations;

2. thosc who install these programs on the computcr systems, act as scrvice

administrators (‘wcbmasters') and provide lechnical maintenance for them; and
3. those who actually operate the computer programs in a cyber warlare.

4. Computer technicians, technical maintenance personnel and others who

perform similar tasks.

5. *Patriotic hackers’ or “hacktivists,*?

with coalition forces in Iraq in support functions from cleaners and cooks, with an additional 30,000
providing sccurity for both the military and other contractors and guarding convoys and military
installation. For details sce, Michael N. Schmitt, “1lumanitarian Law and Direct Participation by Private
Contractors or Civilian Employces™, Chicago journal of International Law 5:2(2004), 511-325.

326 Afier six years of cxpert discussions and rescarch, the ICRC has published the “Interpretive
Guidance on the Notion ol Dircct Participation in Tostititics under International Humanitarian Law", which
aims 1o clarify thc mcaning and consequences of direct participation in hostilitics under international
humanitarian law (IFIL). Note that the Interpretive Guidance limits its interpretation of the notion ot direct
participation in hostilitics for the purposes of the conduct of hostilities enly. It does not address the
consequences of direet participation in hostilities for delention and trial. Sce generally, [CRC Interpretive
Guidance on the Notion of Dircet Parlicipation in Ilostilities under International Humanilarian [aw,
available at, htp~ s doicore en pehhicgt op -interpret c-caib e cenotensdireet- participation - hosGhif,
{last accessed: August 2, 2016).

2 Crawford, *Virtual Battlegrounds: Direct Participation in Cyber Warfare”, 121-143,
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4.2.1 DPH in the Context of Cyber warfare
Apparently standards sct by ICRC Interpretive Guidance shows that any civilian engaged
in proactive, offcnsive cyber-attacks would no doubt be dircctly participating in

hostilitics. Howcver, application of thesc standards seems difficult in reality. >

The notion of “hostility” is intcrpreted widely cnough to cncompass a large

varicty of acts. According 1o the [ICRC’s Guidance:**

there was wide agreement that the causation of military harm as part of the
hostilitics did not neecssarily presuppose the use of armed force or the eausation
of dcath, injury or destruction but essentially included “all acts that adverscly
affect or aim to adversely affect the cnemy’s pursuance of its military objective

or goal.

In other terms, “hostilities” is not synonymous o attack and cyber military operations
that arc below the threshold of an attack and could be considered as “hostilities™.
According to the Tallinn Manual: “There is no requirement for physical damage to

objects or harm to individuals. In other words, actions that do not qualify as a cyber-

3% people who are not part of their State’s armed forces but on their own initiative carry out
allacks against perceived ‘cnemy’ computer syslems, without the authoritly and outside the control of their
government but in pursuance of common political ends. it is suggested that the Russians who hacked into
Listonian and Georgian websites in 2007-08 were *hacktivists’, as the Russian Government denicd that they
acted on its instructions. Schmitt, “flumanitarian Law and Dircct Participation by Privale Contraclors or
Civilian Employees”, 511-525.

329 Crawford, “Virtual Battlegrounds: Dircet Participation in Cyber Warlare™, 121-143.

30 Niels Melzer (cd.), faterpretive Guidance on the Notion of Direct Participation in lostifities
under International Humanitarian Law (Geneva: ICRC, 2009), 85,
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attack will satisfy this critcrion as long as they negatively affect the enemy militarily.”*!

From this point of vicew, it can be concluded that a wide range of cyber operations may

fall under the scope of “hostilitics.”

The interpretation of the expression “for such time” in a cyber-context is
challenging, in particular, and nceds to be clarified. Indced, should we consider that
civilians could be targeted only when they “press™ the button or can they only be targeted

when the ¢yber-operation is under-way.

4.2.2 Specilic Cyber Warfare Activitics as DPII

Table 2: Specific Cyber Warfare Activities as DPII3¥

CW activity Threshold of | Direct Belligerent DPI?
undertaken harm causation? nexus?

by a civilian

Research for No—the No—no harm | No—the No

the rescarch is is actually rescarch

development in abstract. Causcd is not tied to

of CW any particular

programs conflict

generally

31 Michael N. Schmitt {¢d.), Tallinn Manuai on the international Law applicable to Cyberwarfare
{(New York: Cambridge University Press, 2013), 197, available at, hups:/www.peacepalacelibrary.pdi,
(last accessed: January 28, 2017).

B2 Dayid Turns, “Cyber warfarcand the Netion ol Direct Participation in Hestilitics”, Journal of
Conflici & Security Law 2012, available at, hip:#jesl.oxfordjournals.ore, (last accessed: January 25, 2017).
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to a combatant,
of

the preeise set
of commands
needed to
activate

the hostile

| agent

for
provision of
the
commands

by
the input of the
commands

Design/writing | No—any No—any Yes, No
ofa cventual eventual potcntially, if
specific CW harm that harm that rescarch takes
program might might place with a
result is too result is too specific
remote remote futurc
target or
conflict
in mind
Installation of | Yes—the No—any Yes, if No
aCw program eventual immincnt
programona | cannot be uscd | harm is too usc is intended
computer to rcmote
system causc the harm | from the
unless it is installation
installed
Exploitation of | Yes— No, if scparatc | Yes—intention | No/ Yes
a vulnerability | introduction of | autonomous is
on a target the hostile action is clcarly hostile
State agent required to
system by is what activate
introduction of | eventually thc agent; yes,
a hostile agent | causes the il activation
that does harm; is
not damage it | time lapsc pre-
immediately irrclevant programmed
but that can be by
dirccted to the same
cause damage person;
subsequently time lapse
relevant
Dictation or Yes—harm Yes— Yes—intention | Yes
writlen would activation is is
provision, not occur but caused dircctly | clearly hostile




Personal entry, | Yes— Yes— Yes—intention | Yes
by the civilian, | activation of activation is is

of the precise | the agent caused directly | clearly hostile

sct of causcs by

commands the harm the input of the

needed 1o commands

activatc

the hostile

agent

These cyber situations can be categorised in the [ollowing cyber warfare

scenarios:

1) A civilian who is contracted by the armed forces of another party to the
conflict to write malicious code or otherwise cngage in a Cyber warfare: This
scenario strongly resemblances the case in where civilians are used to pilot drones
in targeted killing strikes. ** The ICRC IG addresses this topic on civilians and

DPH stating:

...as long as thcy arc not incorporated into thc armed forces, private
contractors and civilian cmployces do not cease to be civilians simply
because they accompany the armed forces and or assume funclions other
than the conduct of hostilitics that would traditionally have bcen
performed by military personncl . . . . A different conclusion must be
rcached for contractors and cmployces who, to all intent and purposes,
have becn incorporated into the armed forces of a party to the conflict,
whether through a formal procedure under national law or de facto by

being given a continuous combat function . . .Such personncl would be

3 David S. Cloud, “Combat by Camera: Civilian Contractors Playing Key Roles in U.S. Drone
Operations,” The Los Angeles Times, December 30, 2011,
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members of an organiscd armed force, group or unit under a command

responsible to a party to the conflict and . . . would no longer qualify as
334

civilians.
2) Civilians Engaged in Cybcr—A!t‘aci( Independently: Civilians who are engaged
individually in hostile cyber-attacks without instruction of the armed forces or another
party to the conflict would DPH if it amount to an attack under THL. Because any act
carried out by such persons with the “intent or cffect of rendering the targeted networks
vulnerable or inoperative™3 have directly participated in the same way as if they were
conducting a “traditional” attack for instance, hampering a military base, aircrafi, navy
vessel or any other military target. However, in case of cyber-attacks on Georgia in 2008
would not amount to DPH as they were carricd out merely for disrupting networks and

gathering information.*

3) A civilian who writes malicious codc or another malware program and gives it to
the armed forees or some other party to the conflict: This scenario can be related to
the acts done by someonc who creates the mechanism through which a destructive act is
executed but is not involved beyond the construction phase. Therefore, it would not
amount to DPH, because the “causation test” would not be fulfilled. And ICRC IG states
that “individual conduct that mercly builds up or maintains the capacity of a party to

harm its adversary . . . is excluded from the concept of direct participation in hostilities . .

4 Nils Melzer. “Interpretative Guidance On the Notion ol Dircct Participation in Hostilities
Under Intcrnational ! lumanitarian Law”. fnternational Review of the Red Cross 90:872(2008), 10101011,

5 Crawford, "Virtual Backgrounds: Direct Participation in Cyber Warfare", 1-19.

¥ Ibid,. this scenario can be related to IAC between Georgia and Russia in 2008. The cyber-
attacks that happencd there were mostly {or the purposes of disrupting networks and gathering information.
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.. Examples of non-DPH include scientific rescarch and design, as well as production

and transport of weapons and equipment.”*

4) A civilian who writes or deploys malware for criminal use only: No nced to
mention that all cyber-attacks arc not targeted towards an armed conflict. Some hackers
hack banks and financial institutions for moncy or they target sites and nciworks for the
purposc of recreation. ™ In such a casc it is dcalt via domestic law and not L.
However, this situation can be quite complicated when a civilian engaged in a cyber-
attack during an armed conllict, as his attacks would be hard to distinguish from attacks
being conducted by civilians who do have a nexus with the conflict and will put himself

at risk of being targeted.

5) A civilian who alfords technical support to a person involved in cyber hostilitics:
It means a civilian who is involved in cyber hostilitics and is confronted with a technical

problcm that be or she could not solve might ask for help from someonc clse, for cxample

¥ Melzer, “Interpretative guidance On the Notion of Direct Participation in Hostilitics Under
International Humanitarian Law™, 1021-1022. [Towever, the G stated that there were many discussions on
this topic and that opinions were divided as to civilian scientists and weapons cxperts could always be
considered to be taking ne direct part in (cyber) hostilitics in such a way as described above. Some ol the
experts argued that constructing explosive devices could be considered o a measure that is “preparatory to
a concrete military operation™. Tt wouldn’t just be pure capacity building, it would've exceeded that and
would go on 10 constitule as an integral part of a military operation. FHowcever, the other experts argue that
such a sirict criterion would prevent the eriterion in becoming too broad. The approach of the IG was still
to require direct causation of harm in the strict sense but (o extend that perspective with regard to causing
the harm. So instead of focussing solely on the specific act carried out by the c¢ivilian, it was pointed out
that dircct causation still existed when the required harm was directly caused by a concrete and coordinaled
military operation of which that act contributed in inlegral part. The act in question must thus be a part of
the military operation and not merely a contribution o it. The threshold of harm can be reached if the
program also really intents - and is designed - Lo cause harm hut the harm that could bring it would be too
remote unpless it the person who writes the code also conducts the attuck; then there would be no
intermediary between the code and its activation. For delails see, Turns David. "Cyber warfare and the
notion of direct participation in hostilitics." Journal of Conflict and Security Law 17:2(2012), 295-310.

BICNN.com, “Timeline: A Forty Year History of Hacking,” CNN Tech, hiip: oditvnciegow
(last accessed: January 28, 2017).
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an external coniractor. Whether such a contractor is participating in hostilitics as well or
[DPH applics automatically when the contractor’s hands touched the computer or alter he
or she has fixed the technical problem or only if the civilian who is engaged in the cyber
hostilitics mentioned to the contractor what he or she was doing. And only after that
cxplanation mean that the contractor was directly contributing in cyber hostilitics.®*" The
answer to all these queries is NO! Because such a person will not fulfil cumulative
criteria required {or the DPH given by the ICRC.

Other actions that could amount to DPH in cyber warfare are the exploitation of a
vulnerable targeted Statc’s cyber system by introducing a hostile agent that damages it
dircctly, a dictation of the precise sct of commands nceded to activate the hostile agent
and personal cntry by a civilian ol the precise set of commands to activate the hostile
agent. **° Some military thinkers asscrt that a cyber-atiack is considered as DPH in cyber
hostilitics when a civilian used a cyber-attack to shut down an air defence statien, Such a

person may deliver the weapon through the host country’s internct or possible “beam™ the

¥ When looking at the ICRC guidance and the ruling of the Isracli Supreme Court on the
Targeted Killings case it would conctude that such a support, be it technical or logistics. would be too
remole Lo amount o dircel participation in {cyber) hostilitics. Liven if the contractor would know about the
civilian’s cyber-allack and was even on hoard about cngaging in a eyber war and even if he or she
cncouraged the civilian to destroy as much whal ‘was possible then still the contractor would be a mere
enthusiastic supporter shouting from the (war infused) sidelines, He or she would not Julfil cumulative
criteria required for the DPM1-test as formulated by the ICRC. This in turn was agreed by other scholars that
conduct like this would be wo remote for the purposes of the threshold of harm and the eriterion of
causation.>®® That is because computers require technical support and for a long basis of time. Simply
because of their technical nature, they need on-going maintenance. Even when there is no conflict going on.
The contractor’s conduct could amount to: ... individual conduct that merely builds up or maintaing the
capucity of a party (o harm its adversary . . . fand thus] is exciuded from the concept of direct participation
in hostilities. " Nowever not alt scholars agree with the ICRC on this point. Some scholars have arpued that
dirget parlicipation includes not only activitics involving the delivery of vielence. but also acts such as
described in this scenario; aimed at proiecting personnel, infrastructure, or material. See for example,
Frangois Quéguiner, “Direct Marticipation in Hostlitics under International [HMumanitarian Law,”
International Humanitarian Law Rescarch Initiative Bricling Paper”, November 2003, available at:
htpedrelielveb.inlpd L (last accessed on January 27, 2017).

0 David, "Cyber warfarcand The Notion of [Direct Participation in Hostilitics™, 295-310.
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wcapon to the target directly [rom an aircraft. Proper cxccution of such a cyber-strike
would be the same as a bombing raid. %!

Hence, it can be argued that Computer lechnicians, technical maintcnance
personnel and others who perlorm similar task qualify under the inclusion of the category
of “persons who accompany the armed forces without actually being a member
thereof”. " Civilians who writc codes and do rescarch for the development of cyber war
programs in gencral would also not fall under the notion of DPH. There would be no

causal harm and there will be no point of reaching the threshold of harm.#

Similarly, the mere installation of a cyber-war program on a computer system
would also not amount to DPH. Here the direct causation criterion would alse not be
fulfilled; it would be too remote for the installation. Just the identification of vulncerability
in a targeted state’s sysiem would in itself eause no harm and it still requires more action
to exploit the vulncrability beforc the real harm ean be done. It however docs have a
nexus with the conflict so if imminent exploitation would he intended then this situation

could amount to DPH.**

Furthermore, if onc considers the cyber-attacks on Iistonia in 2007 and the cybcer-

clements of the Russia—Georgia conflict in 2008 (assuming in both cases that they werc

M0 Kelscy, "Hacking into International [lumanitarian Law: The Principles of Distinction and
Neutrality in The Age of Cyber Warfare”, 1434-1449,

31 Pecause they keep the machines in order and they themselves don’t undertake the attack nor
can they be held accountable for it because of the direet causation criterion. It would in itself cause no harm
and routine maintenance does not in itself cause any dircct harm nor would it have ¢ nexus with the
conflicl: routine maintcnance is irrespective of its use in conflict. Schmitt, “Humanitarian Law and Direct
Participation by Private Contractors or Civilian Employces®™, 511-325.

MY Qimply rescarching would not be tied to any particular conflict; the research itsell has been
done in ghstracte. Schmitt, “Humanitarian Law and Direct Participation by Private Contractors or Civilian
Employecs™, 511-525,

MY Woltag, Cvber Warfare: Military Crass-border Computer Network Operations Under
International Law, 207.
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perpetrated by civilians and not members of the Russian armed forces), it must be
concluded that in neither case the acts in question would have amountcd to DPH as they
would have [ailed to mect criteria mentioned in ICRC Interpretive Guidance.**s On the
other hand, the apparent use of the Stuxnct worm to target Iranian centrifuges uscd for the
cnrichment of uranium in 2010 would have amounted to DPII (had it occurred in a
situation of armed conflict, which it did not), becausce it resulted in physical damage to

the centrifuges.>*®

Conclusions

It is concluded that the increased civilization along with high-tech means and methods of
warlarc has raised some inlercsting challenges in determining combatant staius under
ITTIL, particularly, the law requiring distinction between civilian and combatant. One of
the reasons for it maybc the decrcased relevance of time and distance to the battle ficld
and the other is crcation of virtual environment. As far as application of DPH to cyber
warfare is concerned, it is observed that the three constitutive elements of DPH arc

cumulative and the threshold for reaching all three is quite high. The casiest of these

3 As to generalities, the *military harm’ required by the ‘threshold of harm’ criterion is cxplained
broadly as including ‘essentially any consequence adversely affecting the military operations or military
capacity of a party to the conflict’. Absent speeific military harm to the adverse parly, ‘a specific act
jconstituting DPH] must be likely to cause at lcast death, injury or destruction’; thus, the causing of mere
inconvenience, however unpleasant, would not be sulficient. It should of course be remembered that in the
Estonian case thcre was no actual situation of armed conflict under IT11., whereas in Georgia there was. The
attacks on Estonian computers causcd large-scale inconvenicnce in what is one of the mast “wired’
countrics in Burope, duc lo adminisirative, financial and social chaos when vital public computer systems
wenl down, but there is no cvidenee that a single person died or was injured, or that any property was
damaged or destrayed, as a dircet result. In Georgia the impact was somewhat less. largely because the
countey is less computer reliant than Estonia for its public adminisiration and banking sysiems; il appears (o
have been largely limited to propaganda cltects {the website of the Georgian Presidency was defaced, for
example). [l would thercfore have been a fortiori Lhe case thal in this instance there was no DPEL

¢ Richardsan, “Stuxnef as Cyberwarfare: Applying the Law of War to the Virtual Battlefield™, 1-
29,
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elements to satisfy is belligerent nexus, which is bccause cyber warfare is such a
specialized activity that almost any act, it naturally causes, would be intended to support
an intended cyber-attack. While the hardest to satisfy is direct causation. The most
adjustable element but in practice likely to be the crucial one, is the threshold of harm.
However, despite of these challenges, the need of the time is that a view must be reached
as to the delineation of a fine line between legitimate and direct participation., So that

civilians not mistakenly surrender their rights to protection.
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CONCLUSIONS AND RECOMMENDATIONS

Conclusions

Almost all IHL trcaties are mentioned as “One war behind reality” due to that reason
massive suffering and injuries occurred in history of mankind. In plain words, since 150
years of [HL, almost ail treatics were stipulated after occurrence of war or armed conflict.
There is neither binding legal instrument to govern and deal with cyber warfare nor any
organized legal framework under International Law to punish the alleged perpetrators of
cyber warfare. As a result of this gap, the international community so far witnessed
several cyber incidents that could be cited as good indicators of how the issue is
becoming a serious concern of the world community coupled with lenient and
unregulated law on cyber warfare.

It appears that cyber-attacks have not yet been used to cause direct, physical
destruction and loss of life like other autonomous weapons. However, example of cyber-
attacks shows that it could continually infiltrate lives of civilians. Because if cyber-attack
could alter the speed of centrifuges to take them out of commission, then it is not
unrealistic to think that they may have started an internal fire, potentially causing

widespread loss at the facility.
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Major findings of the rescarch reveals that once of the chalienges that States face in
the cyber cnvironment is the scope and manncr of 1ITL’s applicability to cyber warfarc
and characterization of it as armed conflict.

The dichotomous division of armed conflict is complicated by cyber warlarc,
which, by its very nature, defics the concepts of national borders, territorial control and
traditional military organization. The international/ non international distinction is also
problematic in the cyber realm, where anonymity is the rule: difficultics in identifying the
actor bchind a cyber-operation present an obstacle to atiributing the relevant hostilitics to
a State or non-Statc actor. Furthermore, whether or not the threshold of armed conflict
has been rcached is complicated by eyber operations, which have far reaching but non-
physical conscquences.

The principle of distinction presents some immediate problems for cyber warfare.
Firstly, there is a serious extent 10 which much of the internet is dual-use, and is used hy
both military and civilian actors. It would therefore be impossible to adherc to the
principle of distinction whilst attacking aspeets of internct infrastructure. Sccondly, the
usc of viruses and worms can be inherently indiscriminate, due to their unconirollable
behavior (despite attempts to control this in worms like Stuxnet). Thirdly, it is difficult to
discriminate between military attacks and non-military attacks, without over burdening
military forces with the usc of identifiable TP address so as to indicate that they arc
legitimate targets.

Respect of the principle of proportionality amounts to cvaluating the “collateral
damage’ caused by an attack, cnsuring the protection of civilians and civilian objects.

This thesis focuscd on two aspects. Firstly, cyber-attacks can have indirect effects as well
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as uncxpected consequences, which can be hard to predict. Sccondly, the “dual-usc”
functions of the internct, such that it is both military and civilian.

The usc of cyber means to conduct an armed attack can be less harmfuf, comparcd
to traditional kinetic mcthods: in contrast to rcgular weapons that destroy the military
target, a cyber-attack may simply ‘turn it off’, or prevent it from opcrating properly.
Principle of precaution faces thrce main challenges when applicd to cyber warfare.
Firstly, duc to the interconnectivity of the cyber realm, it is difficult for commanders 1o
maintain situational awarcness to take the necessary precautions. It can also be difficult to
suspend or cancel an attack if there is a risk that it will affect civilians. Sccondly, the
‘perfect cyber weapon® would take years to create, and would be usable only once. There
arc further challenges as to the possibility of properly testing cyber weapons in an
accuratce, rcliable testing spacc, in order to properly asceriain their effects. Lastly, duc to
the intcrconnectedness of the internct, a party to an armed conflict would have difficultics
scgregating military objects and civilian objccts and 10 protect civilian objects.

As far as application of combatant’s status and civilians DPH is concerned in the
context of cyber warfarc, they need particular intcrpretation. And same is the case with
perfidy and principle of military nccessity duc to complex nature of cyber realm, thus,

making THL ili-adapted to cyber warfare.
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Recommendations

To Academia

There should be a comprehensive and well organized International Icgal
machinery lo govern cyber warfafc. At the same it is nccessary 1o provide a valid
and universal definition to the concept of cyber warfare and cyber-attack that can
trigger application of IHL. And to do this on a lcgal standpoint, it is nccessary to
identify the purpose ol its usc, the context in which it is used, the subjcct/object
that offends, and of coursc the target of the attack.

The notion and bifurcation of armed conflict under 1L need to be reviewed and
intcrpreted to accommodate new forms of conflicts. Particularly requircment of
the level of intensity and organized armed group due to non-physical and covert
naturc of cyber-attacks.

Since large part of HL is based on the provisions of the Geneva Conventions and
their customary counterparts so-that some of the fundamental principles like
principle of military the principle of distinction and the principle of
proportionality and combatants’ status be amended or revised to accommodate
cyber warfare in IHL cxpressly. Thus, the rescarcher recommends that the notion
of object, aftack, military objectives and damage should be interpreted in the light
of non-physical conscquences of cyber-attacks for application of IHL on cyber
warfare. And with regard to objects having dual purpose that is military as well as
civil use cffcctive assessment should be made in light with principle of

proportionality to minimizc the potential impact on civilians.
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e With regard to targetable individuals, the status of cyber combatants and the
notion of dircct participation in cyber hostilities are underdcveloped legal
concepts and nced particular interpretation in the context of cyber operations. Ior
this “Functional continuous combat test” should be used to ascertain the challenge
ol civilian’s participation in hostilitics. And to chcck whether certain civilians are
part o[ armed {orces by the nature and purpose of their activitics or not.

» Rules should be established for cyber warlarc to be used in disputed situations for
instance interconnccted networks that arc both military objectives and nccessary

for survival of population.

To The World Governments

e First, the world’s govcrnments to come together, alfirm international cyber-
sccurity norms that have emcrged in recent years, adopt new and binding rules
and get to work implementing them. Sccond, governments around the world
should pursue a broader multilateral agreement that aflfirms recent cyber-security
norms as global rulcs. Just as the world’s governments came together in 1949 10
adopt the Fourth Geneva Convention to protect civilians in times of war, we need
a Virtual Geneva Convention that will commit governments to implement the
norms that have been developed to protect civilians on the internet in times of
pcace and confliet. Such a convention should commit governments 1o avoiding
cyber-attacks that target the private scctor or critical infrastructure or the use of

hacking to stcal intcllectual property. Similarly, it should rcquire that

114



governments assist private sector efforts to detect, contain, respond to and recover

from these events,

To Monitoring Organs

From monitoring organs point of view, there are no centralized monitoring
mechanisms to govern cyber warfare so far only NATO have come with Tallinn
manual to govern it but follow up its respective regions and members. There
should bc United Nation Special body for Cyber Affairs to come up with

centralized monitoring organ.

To Technical Experts

Increased cooperation and information sharing at the technical level could also
indirectly help solve one of the most challenging issues in the cybecr sccurity
realm, namely the problem of attribution which would ultimatcly help in
categorization of cyber warfare as armed conflict. Correctly identifying the author
of a cyber-attack is extremely complex, and in many cases rnay not be possible at
all. Much has been said, especially in military circles, about developing a system
that will promptly locate the perpe’&ators of an attack, but it secms unlikely that a

technical solution will appear anytime soon.
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ANNEXTURE

Selected Case Studies

Lithuania 2008

Massive cyber operations were carried out against Lithuania in Junc 28, 2008 by using
communist symbols and anti-Lithuanian spcech to damage at least 300 private and
government websites. On the same an amendment prohibiting the use of several soviet
and communist symbols was to be adopted by Lithuanian Parliament.>¥ This provoked
the strong pro-Russian opposition, thus, suspicion was raised towards Russia becing
responsible for the cyber operations. The effects of the attack were not grave since most
of the websites were restored within four days.** It has to be investigated whether these
cyber operations, could have qualificd as or triggered an AC due to absence of existing
armed conflict. Any analysis in this casc should be based on the harm that could have
been caused. To proceed further the very first thing would be to sec whether the cyber
operations amounted 10 a cyber-attack since the clement “armed” is the common criterion
between an [AC and a N1AC. In the abscnce of any damage, destruction of objeet, injury,

death or severe suffering of individuals, it is submitted that the threshold of harm is not

37 Kaska LEncken. Tikk, “International Cyber Incidents: Legal Considerations™, Caoperative
Cyber Defence Center of Excellence (2010), 51-63, avallable at, nup-: o cup, (last accessed: July
20, 2016},
18 Dsge, Cyher Warlare. “Challenges for the Applicability of the Traditional Laws of War Regime™. 486-
501.
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met.>* Morcover, the means of the cyber operations, like the defacement of websites,
merely substitution of the content of a website and, thercfore, in the Lithuanian casc it
must have caused mere inconvenience which by itself is not adequate to claim that a
cyber operation amounts to a cyber-attack. ITencce, it is observed that the Lithuanian cyber
operations do not amount to a cyber-attack and onc of the criteria for cxistence of an IAC
or a NIAC is not met. Since they have to exist all together thus, there is no need to

investigate the rest of the criteria.

Georgia 2008

Georgia faced cyber campaign in August 2008.35C These cyber operations were launched
just before the Russian military invasion tn South Ossetia and Georgia as a result of
Georgian attack against scparatist groups acting in South Ossctia.*! The President’s
website was disrupted for a whole day. Government and all pro Georgian websites were
disrupted for information and defaced on August 8. The perpetrator of it is unknown as
Russia ruled out its involvement but, nevertheless, computer experts claimed to have
witnessed the installation of multiple bots>? within one month of its initiation the cyber

operations were brought to an end, 3%

3% Furthermore, the hackers were reporiedly aiming at simply trying to instigate individuals to
spread the campaign and not causc any kind of harm. government websites remained unaffected duc to
strong defenses, Encken. Tikk, “Intcrnational Cyber Incidents: Legal Considerations”, 51-635,

30 Ibid., 52.

1 Ibid.

52 Bots “in the cantext of cyber warlarerclers specifically to a parasitic program that hijacks a
networked computer and uses it to carry out automated CAs on behalf of a hacker”, for more information,

wlossars —yselul-terms, (last accessed: July 21, 2016).
¥ John Markotl, “Before the Gunfire, Cyber Attacks™, b nslimes cony 2008 08 13 173,
(last accesscd: July 21, 2016).
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It scems that the threshold of harm is not met in the given case. Firstly, the most
prominent means of cyber operations was the dcfacement of websites which, as pointed
out in the Lithuanian case, does not causc irrcparable damage or destruction ol an objcct
nor causes any othcr required results. One could not ncglect the fact that defacement of
thc websites could contributc to the severe mental suffcring of the population. At the
same time, it has to be underlined that only 7 percent of the Georgian population had
acccess to Internet during this time which shows that such socicty is not dependent on the
Internet.* [n conclusion, the cyber operations against Georgia cannot qualify as a cyber-
attack. Thus, there is no need to investigate the rest of the criteria of IAC or NIAC since

they have to exist side by sidc.

Stuxnet 2010

In 2010, Iran’s nuclcar power plant was attacked with the deployment of a worm called
Stuxnet. It was a unique picce of malware due to its unique structurc and aspects.’>
Stuxnet could be activated only when a number of specific circumstances were present
and its objcctives were morc than explicit: on the onc hand, it instrucied uranium
centrifuges to run at a different pace, which causecd damages to the centrifuges and the
process of uranium cnrichment. On the other hand, it sent falsc signals that the system

works properly through the usage of certificates of two widely known companics.**® To

3 Linaki, “Cyber warfare and [nternational Humanitarian Law: “A Matter of Applicability”, 175,

33 Jerrard Shearer, W32.Stuxnet, hiy VAL SN CoIN SeetiriEs_respoitse s rifenposp i G-
071400, {last accessed: July 21, 2016).

¢ For more details, Jermcy Richmond, “Evalving Batileficlds: Does Stuxnet Demonstrate a Need
for Modifications lo the Law of Armed Conflict?”, Fordham fnternational Lew Journal 35 (2012), 849-
352,
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get know how of the perpetrators, several clucs, such as the time and resources are
needed for such a complex worm to be created. >

Large scaled damage of around 1000 centrifuges was observed, a fact which
shows that not only {inancial and technical means have to be employed for the repair of
the damage but also considerable time aﬁd human cffort arc nceded for the repair of the
damagc.*>® Besides that, the gravencss of the damage can be proved by its long-term
cffect since it is cstimated that the completion of Iran’s nuclear power program was
dclayed approximately for two ycars.*>® Morcover, the cyber operation targeted computer
data on which physical objects were dependent. Interfercnce with and manipulation of
such data resulted in a large scalcd damage and destruction of objcets. It can be assumed
that the given cyber operation seems 10 have reached the required threshold of harm,

Although no onc has openly claimed responsibility for the Stuxnet cyber-attack,
but such worm could not have been created without the support and involvement of one
or more states. Based upon this analysis, the Stuxnet incident could be assumed to trigger

an IAC,

US 2013
In 2013, a set of cyber operations against US energy companies was reported but
were intended only for information gathering.*®® No damage was reported but, according

to US officials, the hackers could have manipulated physical cquipment and the

57 Ibid.

%8 Richardson, “Siuxnet as Cyberwar; The Lew of War and the Virlual Baltlefield”, 1-29.

7 1bid.

30 Sjobhan Gorman and Danny Yadron, “[ran Ilacks Lnergy Firms, U.S. Says” The Wail Street
Journal, (2013), available at, htp:é/gnline.ws].com/ 10802, (tast accessed: July 21, 2016).
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information gathered might be used in futurc operation to cause great damage.!
Moreover, US officials arc quite sure that Iran has provided the hackers with support and
instruction. Perhaps, it will be interesting to see the cvolution of such cyber operations

since, in combination with the Stuxnet case; it could constitute the only case of an IAC

triggered.

*! Yadron, “Iran Hacks Energy Firms, U.S. Says™.
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