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Abstract

Smartphone functionality include.s social networking, online shopping, mobile gaming, prirrate/
glroup communication, and other functions that are widely utilized and pesasive in nature. When
using these serYices, users must provide pdvate information, which is subsequently saved on the
device, such as aacumt credentials, cr€dit card information, etc. If this information is lost, a usetr,s
privacy may be compromised, and they may suffer financial loss. Tlrerefore, prctecting such de-
vice's from illegal acoess becomes e.ssential. Regardless of the importance of security and privacy,
sma4phones are still secured by corventional authentication methods like pINs, passwords, and
patErn locks, which are well-known for their flaws in the security world. Sma4phone a,thenti-
cation has recently ineorporated physical biomeEics like facial, fingerprint, and iris recognition;
yet, these techniques still have usability and security challenges. Therefore, it is necessary to dF
vclop innovative, precise, and user-friendly authentication systems. In this con6xt, methods for
behavior-based authentication have recently sparked a lot of attention in both the p,ofessional and
acadc'mic worlds. Behavior-based authentication has shown to be fairly effective at a,thenticat-
ing users by using an individual's unique featuras for identification. The maj*ity of smartphone
users prefer convenience ovcr securiU and find authentication lrrccesses to be more unpleasant
than other technical issues like poor coverage, excessive porver use, etc. This rescarch addresses
the shortcomings of fte currcnt authentication tochniques wittr regard to security and usability and
suggests behavioral biometric-based authentication mechanisms as a solution. The proposed sys-
tem is a cornbination of both explicit and implicit authentication. A user has to draw patterns or
draw the PIN code numbers on the scr€en of thc smartphone which is an explicit authentication
techuique, then with the use of the implicit technique, the drawn pat6rn or pIN codes are used
for behavior rccognition with the features of velocity, speed, time and p1pssure. This multi-facto,r
behavioral authentication method has two phases of security. First will judge the corechess of thc
input pattern o'r PIN codes and then will judge tlre legitimacy of the gesture by the user,s login be-
havioral featurqs. Thcse tuo phases make nvo lines of defense by which the authentication method
is difficult to break or steal. fire obtained results show the value of FAR 4.36 and FRR 5.03 and
an AUC of 95%. Furthermore, a comparative analysis of the proposed metlods with the exist-
ing authentication techniques based on accuracy, perforrnance, usability, and differcnt attacks. The
comparative analysis also shows that the proposed technique perform better than their competitors.
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Chapter 1

Introduction

Interests or aims by which people look around to change or exploit the environment are rcfen€d

to as technology. By fte time technology is grrowrng advanced and now become a requisite part of
life. In fte history of manlcind, the smartphone symbolized one of the most spacious and advanta-

geous technological ideas. The mobile phone was first revealed by the Motorola Company by Dr.

Martin Cooper tn ln3 to make and rcceive calls [U. The smartphone is a dwice that combines

the functionality of boffr a cellular phone and a handheld corrpubr. A headway to t€chnological

advancement, smartphones are becoming an essential part of our daily rcutines. It took differcnt
pieces of rcchnology and put them together into one that began with various fitness apps to track the

distance travele{ time availability, calculator, calendar, music, videos, s@, and calories burnd
using GPS and in leisure time broaden up to managing resouroes on a single click at the personal

device. With access to the internet, wery single work of art of human knowledge that existed is

now in ourpocket. Moreover, itprovides functionality such as social networking, online shopping,

mobile gaming, and prinate/group communication that are fast, attractiye, and powerfrrl. It pro-

vides storage for important data for example personal details, informatio,n, and files. In pleasure

. llre workplace, smarQhones inflate our potentiality and assist us in sorting our proble,ms in a
convenient manner. AII the functionalities mentioned made the smarphone almost unmatched [2].

Any action to intercept the venomous use or coincidental harm to the user's private data is refered
as security. It's about minimizing the risk. By providing knowledge to the user about how to run

the apps under secur€ mode we can implement the security. Along wittr the smartphones tradi-

tional use (calling and texting) they also perform multiple activities, such as online banking and

shopping, social networking, taking pictures, and e-mailing which arre security sensitive. By pro-

q
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viding usetr's desired serrrices smartphones enhanced the standard of living meanwhile they cause

security and priracy thrcats to the data ttnt is stored by user. The data contains contacB, mailing

addresses, passwords, name, age, essential bal*ing details, etc. This indicaEs the seriouness of

mobile security, as phone is appraised to be a valued target for hackers. The retriwing of the cor-

porate lEsources fiom user's personal device is increasing the vulnerability of databeing exploited

by strangers. hevcnting the unauthorized access to the scnsitive information on smartphone the

first line of defense is trser authentication. Authentication is the process of recognizing ruers that

rcquest access to a syste,m, networh or device. Smartphones arc small, putable, beneficial and

efficient that's why we carry them along wift us all the time, in this manner the physical security

of smartphones is dso a dominant consideration. The most prcvailing threat to smartphone,s is the

stealing orlost, because it carries the sensitive informationrcgarding user and its hardware can also

be re-sold. In the modern worl4 smartphones are involved in wery area of people's lives. People

can use cellphones, for instance, for activities like learning, rnaking new acquaintances, and shop

ping. The smartphone has boosted up life and provided convenience, brut on the other hand, it has

dso led to an increase in dependence on or Even addiction to cellphones among people. [3]

If the PlN/pattem is compromised, it can be renewed. Biometrics can't be renewed once they've

been compromise( therrefore they'rc useless and gone permanently. It is possible to reassemble a

fiagerprint [4]. Ian Kreisler, a biometric hacker, was able to replicatc the fingcrprint of Germany's

defence ministcr and gain access to her iPtrone t5]. Fal<e positives are silicone fttger impressions

used to gain access to sensitive data. If a biometic aystcm is slightly altered, it can cause scanning

complications. It is impossible to change or alter ftE€ryrints once they have been stolen.

There are rnany treats on the sccurity of smartphones in variou nnnnetB [6]. For example, one can

make changes to a user's phone bill, send unsolicited messages to a user's contact lis[ or give an

atracker contnol over a user's dwice, collecting or using the user's private data that includcs phone

call history text rnessages, user location, browser history, contact list, email, and private photos

without the knourledge of the user. One can send littks thtough different mediums like ernail,

' : messages, Facebook, and T[vitter that tick the user to provide sensitive information. Taking

advantage of the flaws in the operating system or F)or Wi-Fi one can also get access to users'

sensitive information. This stolen inforrnation could be used for identity theft or financial fraud.

The focus is on the tcchniques and methods of authentication to stengthen smartphone security.

t
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Chapter 1 Inmoduction

1.1 Motivation

Numerous mobile phone prcgmms, also knovm as smartphone apps, have infiltrated evcry aspect

of our tift due to the exponential rise of mobile cornmunication technology. Smartphone apPs are

described as "end-usersoftrvareplogram's that arecreatcdfor amobile operating system and which

extend the phone's capabilities by enabling users to do certain tasks".Mobile usen can access srrch

apps anytime, anyplace as a hub for a range of conte,nt and services. Consumers may use their

cellphones to handle a variety of daily tasks ftaoks to mobile phone apps. An apP can be used by

a customer to make purclnses, and pay bills erc. E]. Atty authentication method's main goal is to

prrwent anyone from rsing the devices without authorization.

Security is at its best when it satisfies the sole aim of secuing computing atuospheres with the

least amount of endangering usability. Uscr eased secruity, has been the rnain motive of all of

the researchers and scholars in the corresponding field. As the mobile strowcasing measurernents

accumulation by Danyl, the mobile shipments had surpassed FC shipments in 2011, and the num-

ber of portable clienrc likewise overwhelmed work area clients tn20l4, which shut to 2 billion

[8]. In any case, bear surfing assaults have reprcsented an extraordinary risk to clients' protection,

what's more, privacy as cell phones are getting to be yital in current life. Individuals may sign into

web adminisfiations also, applications openly to get to their records with their PDy'tls, tablets, or

qrcn gadgets, $imilar to bank ATM's. Shoulder-surfing assailants catr soe how the passwords were

entered with the assistance of reflecting glass windows or not to mention scr€ens hanging wher-

evcr in open spoe. A safe validation framework ought to most likely guard against bear shoulder

surfing and should be rclevant to all sorts of gadgets. The limitations of usability include issues

such as taking more tirne to log in, passwords being too difficnlt to recall after a while, and the

auttrentication method is too complicated for users without pr,oper education and practice.

Shoulder attack is one of the most rccent weapon utilized by hackers in an association to hack

an account t9]. In this type of attach a bystander is watching the user when he is entering his

r':rssword or record his finger movements on the keyboard through a camera. This type of attack

normally occurred in public places and in organizations. Texfial passwords are more vulnerable

to shoulder surfing, as user types ttrc same password many times a day with the same keyboard

pattem. This makes it necessary that techniques must be dweloped which can prevent password

entry from this attack Many researchers have provided different solutions against shoulder surfing,

using graphical passwords and formula based authentication system. The standard four-digit PIN

code or mobile phone pattem lock authentication, are fairly simple to use and largely accepted

ti
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Chapter I Introduction

by the public. However, the safety of such techniques is dcbatable. Ind€ed, it is rather simple

for someone to observe the PIN code or patt€rn being dranm and then seal it As a result, norrel

authentication mechanisms such as randomized PIN codes and a randorn patffin for each login

atte,mpt Fovide a higher level of security. Even if someone witnesses the PIN code being entered

66 the patrcrn being drawn, they wilt not be able to duplicate it, this will help in aroidittg the

shoulder surfing atrack [10].

If the PlN/pattern is corrpromised, it can be renewed. Biometrics can't be rcnewed once they've

bcen compromised, therefore they're useless and gone permanently. It is possible to reassemble a

fingerprint [11]. Jan Krreisler, abiometric hacker, was able to replicate the fingerprintof Ge, any's

defense ministcr and gain ascess to her iPhone t5]. Fatre positives are silicone finger impre.ssions

used to gain access to sensitive data. If a biornctric system is stightly altercd, it can cause scanning

complications. It is impossible to change or dter fingerprints once they have been stolen.

In certain situations, biometic recognition is a viable approach to solving some of these limitations

and addrassiag password spcurity problems. lte increasing number of srnartphones that support

unlocking using biometric modalities has driven the pruh toward biometrics in recent years. The

firndamental issue with tresc biometrics is that they are easy to observe and cannot be modified

or canceled once they have been compromised. It is possible to remove fingerprints from smooth

surfaces (such as a srnartphone screen or coffee cup). Howwer, as high-re.solution cameras become

morewidelyavailable,capturingthemfromadistancehasbecomeanewattackvectc. Usingonly

a few high-definition pictrcs, hackers were able to effectively collect the fingerprints of German

Minister of Defense Ursula von der Iryen in20l61127.

While physiological biometrics is the most well-known and commonly employd their behav-

iolal counterparts have recently received a lot of interest. IGysfroke dynamics (distinctive typing

patterns), touch dynamics (characteristic touchscreen inpuB), gait, eye movements, and other be-

havioral biometrics are examples. One significant advantage is that they are far more difficult to

observe because they do not leave physical ma*s that may be retiwed or photographed. Furttrer-

more, behavioral data can frequently be collec'ted constantly during system operation (e.g., mouse

mowments or keyboard dynamics) without necdi4g the user to take any explicit actions. The

purpose of this thesis is to provide a thorough examhation of the security offered by behavioral

biometrics. As a result, we concentrate on behavioral biometics design, evaluation, and security

analysis. For this the.sis, we have identified three main components:

1. biometrics-based authentication syst€,m

t_
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2.

3.

rralidation methodologies

secudty aoalysis agairst effective thr€atst
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1.2 Scope of the Researclt

The design and security evaluation of behavioral biometrics in the context of aufte,ntication is the

main emphasis of this thesis. firis thesis doesn't include authentication technologies like finger-

print scanning, which arre routinely used for a one-time authentication. The justification is that

continuous biometric seruing (for example, continuously asking the us€r to scan their fingerprint)

is impractical. Biomeric recognition is freEre,ntly cited as abenefit that improvas usability. While

we collect user feedback throughout the several experiments that make up this thesis, this stttdy

docs not rely on rigorous usability-focused rser research. fire proposed frameworks are capable

of meeting higher security needs and providing ongoing protection to ensure the current usef,'s

legitimacy.

1.3 Challenges

Most users accounts are protccted which are related to their life like getting inforrnation, getting

e,ntertained, doing business, emails, uploading and sharing their picures b albums, clouds and

searching. They can acoess them by loggng into it and while doing it in public can expose their

all secrctive password to suspicious parties without knowing. There would be many in a clowd

which will have arnalicious intent and can havc an eye on youpassword entry frrom the keyboard

or scrcen and the rclatively sharp memory to remember your password which in today's world is

known as Shoulder surfing. If you rather have a difficult password, then there is another gadget

or electronic device which will help these malicious intent people to get yoru password and this

would be the omnipresent video cameras recoding it all. If ttrc attacker gets to knorv the collection

of alphabets nurueric and symbols that comprises of your password from your key strokes of the

kcyboard or touches on the screen, then there is not stopping. The attacker has access to all what

only you can legally would.

The problems which we would like to discourse in this study are as follows.

. Shoulder surfing attacks in public placas or in office/home is appeared as a problem when

someone is close by peeking [13]
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Secure authentication is possible with the use of augmented devices [14] but these devices

are expensive and not in reach of every computer user and why a user should carry an extra

device for the purpose of authcntication. [15].

Authentication scheme should be user friendly when it combines the graphical pad system

wift something us€r prccess authentication factor [16, l7].

tt

tr

1.4 Reseanch Questions

The scope of the work defines the following specific re.search questions

1. How the shoulder surfing atrack can be avoided using simple and reliable graphical authen-

tication techniques?

2. llout successful is this biometric technique for user authentication?

3. What is the level of security when graphical authentication is used in the context of different

attack models without the use of extra hardware deyice?

1.5 Aims and Objectives

The objective of the proposed system is to enhance the usability features of the authentication

system by developing a graphical pad and an on scrten keyboard that fulfils most of the usabil-

ity requirements. The main usability characteristics of the proposed systcms are highlighted as

follows:

. Being one of the most oorlmon attach the authentication system should also be robust

against the shoulder surfing attack.

. The goal of this thesis is to intnoduce acombinationof graphical authentication schemes with

behavioural biometric features that can arcurately differentiate people, and proyide resistant

to possible attacks.

. There should be nothing to carry, which means that a user should not rely on auxiliary

devices (e.g., tokens) to perform the authentication task
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1.6 Problem Statement

Thaditional approach such as pin and pattem locks arc being used for the authentication that are

vulnerable to sccrrity threats U8]. Because of similar layout of keyboard and unlock pattern ,h.p",

the traditional approaches suffer from "Irss password spa@", p,oblern [l9]. Some of the threats do

not require the attackcr to have extra technical knowledge or derrice i.e., shoulder surfing, smudge

attacks [20].

Gadgets are used in taditional authentication systerns to identify usets, howwer these gadgets can

be misplaced, sblen, or left behind [2U. Since it does not rely on items but rather the individuals'

physical traits, biometric authentication has been used as an altcrnate strategy for user authentica-

tion. Due in part to human unreliability, current biomeuic devices cannot guarantee accuracy of
t00,% 1221.

In other casas, physiological biomenic featurqs (Face, fingerprint, hand geometry, palm print iris,

wice, srgnature) were also utilized. With regard to one of them; the usage of fingerprints, there is

a concern that some individuals feel infringes their right to privacy. Hrthermore, researchers have

shwm ftat gelatin fingers made to lmk real can be used to dupe biomenic fingerprint scanners

[23]. Additionally, the user must maintain their finger on the scanner that is built into the gadget in
order to validato their fingerprints. Further, due to the position that users must adopt in front of a

sensor, alternative physiological biometric technologies, such as facial recognition, are not thought

to be practical for rnany uses.

1.7 Research Contributions

This dissertation coverc the challenges towards secure and reliable authentication using machine

leaming techniques. lVe proposed ttuee frameworks for e,fiective authentication performance. The

desrgn, implementation, and technical details of innovative systems for user authentication on

smartphones are presentcd in this dissertation. The following is a list of this thesis's research

contributions.

. Tb provide a defence mechanism against shoulder surfing and smudge attacks, this thesis

prcposes a OP-Grid approach which is an implicit graphical authentication scheme. An

authentic user is identified not only by the pattern they generate but also by how they do it
utilizing finger velocity and stroke time data.

L.

E.
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' This study offers a hocess-based Pattern Authentication (PPA) solution for Internet of Things

- (IoT) devices that eliminate the need for a seryer to keep a record of the login user,s staticv pattern. The server saves the information users supply during regishation, srrch as the Reg-
istration code and the symbol, but the Prrocess code, i.e., the actual password, change.s wittr
each login attempt. Users can crreate a patErn based on the process codc and Registration
code in thc PPA Patt€rn and authenticate themselves using their touch dynamic behaviors.

' This study intnoduces Instuction Based Handwriten Authentication (IBAIvt), which uses
something you Prccess as an authentication factor. Every time a user tries b log in, the
sewer sends them two numbers and a mathematical operator. The pIN codc.s arc rcquested
to be &anm instcad of inputting thcm on a touch pad of mobile devices. IBAI\{ provides
enhanced security by combining behavioral biometics with a new prccessed password at
each login attemPt as an extra authentication factor apart from the pIN,s conccalment.

l.E Thesis Organization

The thesis' main chapen are based on research articles unitten throughout the ptrD prog,arn.

t! Chapter 2 explains the importance of a secure authentication mechanism and how rnachine learn-
ing algorittrms are useful in this r€gad.

Ctapter 3 rwierys the literanre and provides ttre background relevant to the context of the thesis.
The associated techniques and literatur€ arc classified into sevcn different categories. This section
helps us to identify research gaps, challenges, and directions for snong authentication scheme.

chapter 4 inhoduces the in depth analysis of ttuee proposed proposed solution. fire methods
Eopos€d in this thesis make the login morc securE and safe from shoulder s'rfer and sm.dge
attacks.

:' irter 5 discussed the first proposed methorlology. The proposcd technique takes the fifth level
of authentication factor and creat$ a graphical authentication system called o,perational Grid (op-
Grid) to (ryer.ome the pattern rock sys'm's shortcomings.

chapter 6 discussed the ttrird proposed methodology. The proposed multi-factor behavior authen-
tication technique i.e., Prrocessed Pattern Authentication (ppA) uses the,,something you process,,
frctor, in which the user's dravm pattern is examined, i.e., whether it is rrralid or not, and the accu-
mcy of the drawn pattern is later det€rmined by using the user's login behavioral at6ibutcs.

ti
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Ctepter 7 discussed ttre ttrird proposed methodology. and Proposes a Instnrction Base authenti-

cation (IBAM) system that allows uscrs to login with a unique PIN each time. A set of effective

features that rccoid behavioural information while tlping PIN codes on touch displays makes this

scheme mort seculc.

Ctapter t conclude.s the thesis wifr a summary of the main findings and a discussion of future

research directions.

t
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Chapter 2

Background

there are rrnny threats to the security of smartphones in different mannerl. For example, one can

make changes to a user's phone bill, send ursolicited messages to a user's contact list, or give an

attacker control ovetr a user's device, collecting or using thc user's private data that include.s phone

call history text massages, user location, browser history, contact list, ernail, and private photos

without the lnowledge of the user. One can send links through different mediums like email,

text messages, Facebook, and TWitter that nick the user to provide sensitive information. Thking

advantage of the flaws in the operating system or poor WiFi one can also get acccss to users'

sensitive information. This stolen information could be usd for identity theft or financial fraud.

The focus is on fte techniques and rnethods of authentication to stnengthen smartphone security.

f,lue to its persisrcnce and individuality, human biological daa can be utilized for access conEol,

identification and authentication. Biometic authentication is the utilization of biological data for
user autheirtication. It has two major types, i.e. physical and behavioural biometrics. Behavioural

biometrics is based on behaviours characteristics that include gait, keyshoke, voice, signaturas and

physical biometrics depends on the physical properties i.e. hand geometry, retina scarrc, iris or fin-

g,urprinB. Because its alphanumeric counterparts can be stolen, forgotten, and shared, biometrics

has the potcntial to fully replace knowledge-based solutions. Biomefric authentication has long

been rpsearched. Fingerprint sensorc in laptops and mobile phones are examples of large-scale

commercial implementations. These installations, on the other hand, are based on physical bio-

meEics, which effectively demands intentional user activity, resulting in user annoyance l%l nd
providing a "one-shof' authentication.

Behavioural biometrics have been used in tlre majority of studies on transparent, implicit, and con-

a
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tinuous authentication in smartphonc sccurity and access rnanagemenl When compared to physi-
ological features, behavioural biometrics hane some adnantages. When comparcd to physiological
features, behavioural biometrics have some adrrantage* One of the most significant advantages
is that behavioural pattcms can be collected invisibly, or eyen without the knowledge of the user.
Ft[thermore, data collecting does not inrolve the use of any special hardware plafform. However,
the majority of the behaviours are not distinct enough to serve precise uscr identity, but they have
shown prromise in terms of user verification [25].

on the basis of data gathering method, recent literature divide.s human activities into five ca*gories
1261.

' Biomehicr based on authorship: Verification and identification of users based on the way
they write or draw on a paper.

. Direct Hunran C;omputer Interaction: In their everyday interactions with computers and
nen'generation gadgeB, different users adopt different techniques, st5rles, and apply their
abilities and expertise in dirrerse ways.

' rn'Dircc{ Euman Computer rnterac{ion: Metics acquired by indirectly obse4ring .ser
HCI activities through low-level computerprogramme actions. Audit logs [2fl and regrstry
aocess [28], for example, are used to identify people.

' Kinetics: It is a human's ability to use his or her muscles [2g]. These movements, which
rcly on the appropriate fuirctioning of the brain, joinB, bones, and neurological system,
consequently reflect the quality of those systems' functioning, allowing verification.

' Beleviorel Blometrics: It anallzes human behaviourc that aren,t immediately related to
body part measur€ments or intrinsic, unique, and long-lasting muscle activities, such as how
apercon tlryas orwalk.

-.i Biometric Authentication

For every system that is based on biometric recognition, it is obligatory to recognize a person by
its features (physical, and behavioural) in accordance with the relevant questions submitted by that
peEon. An imagnary biometric must have ..2€ro,, false acceptance and false rejection values and
must assurE other attributes, such as completeness, singularity, stability, and righgress and must
be strong against poEntial attacks. A block diagram figure 2.1 of the four-dimensional biometric

t

t-v
Wd Shobk Ul Hasan: L24-FBAS/4HDCS1FLi

II



Chaptsr2 Background

g - EEE titurr D-r-' - 'r-L

tam
D.tr Soulc.

Match I

--.^. r ll*thr

- 

Trtdn' 
Gomprrator

Comprnta

Figurc 2.1: Dimensions of BiomeEic authentication sysEm

system, is dcscribed below:

2.1.1 Data Source

The block is about capturing individual's biometric data including the hardware as well as the

t softrvare. Besides, it can add an auiliary "Quality Checker" item, to confrm the quality of data

2.1.2 Feature Extraction

firc block is concerned with the removal of preferential atributes from a biomenic sample already

collected to obtain the information of the relwant user in the database.

2.1.3 Database

In this block the biometic ternplate produced from the data. This ternplate dara is use to validate

between the authorized and unautho,rized user.

2.1.4 Comparator

The block comparcs the declared or question pattern with the ori$nal patterns (s) already saved,

and determines the acceptance/rejection. To verify, it will match individually and to identify, it will
match the input. The identification of the useris based on the best attained score after querying all
the saved patterns of all the classes (1:N).

,.-U
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2.2 ldentification vs. Biometric Verification

The term "authentication" or "verification" tsfelt to the p,rooess of confirming one's identity. lYhen

a user asserts his/her idcntity (for example, by putting a card into an Af,M machine or inserting

a card to get acoess to secure facilities and then typiqg a password or PIN), the system executes

certain computations to verify the user's assertion. A 1:1 match take place when an assertion is

compared to a te,mplate that has bce,n saved earlier. Identification is difrerent from verification in

the way that the unkrovm query templarc is provided by a known user, and the sysEm's job is to

match it to a known usc,r's template. This is referrrd to as l:N matching. Open-set and closed-set

identifications arc the two types of identification. If the template exists in fte classifiers database

for the users being verified earlier, this ide,ntification is known as closed set; otherwise, it is open

set. The problem of authentication is the major subject of this thesis.

2.3 Biometric Thaits Choices

Apart from their recognition performance, the choice of biometric modalities is influenced by a

number of pmmeters. According to the literatue [29] there arr seven parameters to considcr

when determining the suitability of these feafires, which are ouflined below:

1. Universality: That biometric modality is required for enery rser. This parameter is used to

calculate the FIER (Failurc to Enmll Rate) of a biometic system.

2. UniEreness: In a goup of people, fre provided msdelitlr should be sufficiently vaded.

3. Consistency: Over a period of time, thc providcd modality must be consistent.

4. Measurability: The ability to capture and process biometric data using the best technology

without causing the user any inconrrcnience.

5. Performance: Aside from recognition accuacy, the biomeric systein's throughput must be

able to cope with the application's limits.

6. Acceptability: It reflects how simple and comfortable it is for users to input their traits to the

system.

7. Circumvention: It relates to the simplicity with which other participants' modalities can be

duplicated, reproduced, or modified in order to gain unauthorized aocess to the system.

\r
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2.4 Smartphone Sensors

Tlrere are three kinds of mobile sensors named as motion sensors, position sensors and environ-

mental sensorc [30]. Accelerometers, gyroscopes, gravity sensorc are the motion sensom which

compute the acceleration and force of rotation along axas(x,y and z). Orientation and magne-

tometer sensors are the position sensorc which compute the smartphone's physical position. En-

vironmental sensom @arcmeters, thermometers, etc) compuE seve,ral environmental parametcrs.

Movement and position sensom proclaim to be conrect regarding the selectioa of users and arc

utilizing broadly for authentication of users in smartphones 131,327. Elironmental sensors may

not be beneficial rcgarding the "shot-one" autbentication, rather it can be beneficial for continuous

verification. We harre used the position and motion sensors in tlfs study. In the operating system

of mobile (Arldro$, ensuring the registration of a sensor via a registerliste,lrerQ known as Sensor

Delay Modes [30], the collection of data can be done using fixed as well as thc customized periods.

Four of the fixed intervals namely, SENSOR-DELAY-FASTEST, SENSOR-DELAY-GAI,IE,

SENSOR_DELAY_Ur and SEI{SOR_DELAY_NOR!{AL are supported by android.

SENSOR-DELAY-FASTEST without any delay in thrcwing samples, SENSOR_DELAY_GAII{E,

SENSoR-DELAY-UI and spusoR_DELAY_NoRMAL with fixed dclay of 20,000 p seconds,

60,000 p seconds and 2(X),0(X);r seconds respectively. Following is the explanation of the worki4g
principle regarding our chosen sens(xs:

2.4.1 Accelercmeter Sensor

It computes the acceleration practiced on this device along with the graviational force calculated

on the axis (X, Y and Z). Andrcid API utilize.s the upgraded system that must have three-axis

ooordfumtes.

The application of the acceleration used to the mobile device A- is computed by the use of the

forces (including the gravitational force g) ap,plied to the F- sensor itself utilizing the equation.

' 
- 

Fe 
.,'l)

For the reinoval of rhe contributed **I;-1#;r*rry the unprocessed accelercmeter

data, application of High Pass Filter (ttPF) was done by us and we acquired the HPF accelerometer

readings. The inspiration was to acquire the accurate acceleration that was applied over the device

by the user. On the other hand, the application of the low Pass Filrcr (LPF) to the unprocessed

accelerometer data was done for acquiring the obvious transient forces that act upon the device,

't
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originarcd by the activity of the user.

2.4.2 Gymscope Sensor

The sensor compuEs the smarlphone's rotation rate (radls) along the thrcc dimensions. The co-
ordinate syst€m of this sensor are similar to them that were utilized for acceleration sensor. The
tpsult is positive for the rotatio'n (counter+lock-wise). Expressly on a curdition that a viewer is
watching the dcvice frcm a good spot (utilizing the three axis) is known to be positive.

L4.3 Magnetometer Sensor

This sensor compuEs the force as well as the direction (in some cases) of the magnetic field (pT)
along the tt[ce dirnensions. It doesn't oover the no,rffr point, so it is different from the compass. It
also computes thc magnetic field of the earttr in case the device is located in a domain completely
free of magnetic inrclverncnt.

2.4.4 Touchscreen

It give'r the device's oPerating interface to the user. Devices can be classified into the single touch
devices and multi-touch devices. The pen and the finger serve as a contact tool for the touch scteen.
specifically, for Android, the library MotionEvcnt offers a class for tracking the movements of
various indicator like fingers, stylus, mouse, trackball, etc. The incident that was caused by the
brch effect is staEd by an object of this class. fire special action code might be contained by this
object as the touch location on xY coordinatcs of the touch screen, details regarding the pre.ssurc,
size and orientation of the area that was touched. The stab of the touch action is represents by
action code for example Actionl)own and Action-up represents the start and end of a touch
action' The Android velocity thackcr class is being utilized for tracking the pointer,s moyement
ovcr the touchscreen' The class formulas, setxvet@W) and gety velocityO,arre being utilized for
acquiring the poiner velocities over the touch scnrcn along the X and y axis rraspectivery.

2.5 Machine Leanring

Machine learning is the study of motivating systems to learn without the need for manual cus-tomization by progiammers. It is a subfield of AI that deals with the computational theory andpattern recognition [33]. Machine learning has given us self-driving cars, a reasonable, viable webL
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design, and a vastly improved understanding of the human genome in the last decade. Machine

learnrng is now so pervasive that you probably use it daily without even being aware of it. The key

concepts of machine learning apply to the field of biometrics to distinguish people based on their

behaviour. The following are the key categories of machine learning tasks:

. Supervlsed leaming: It includes classifiers such as parametric/non-parameEic techniques,

kernels, neural networks, support vector machines, and rnany others.

. Unsupervised leaming: Clustering,lecommender systems, deeP leaming, dimensionality

reduction, amongst many other methods are included.

. Serni-superyised leerning: In artificial intelligence, it includes best practices such as pre-

disposition and differcnce hypothesis.

2.6 Classffication

Classification is a rnachine learning techniEre for distittguishing and categorizing things as they are

identified. In machine leaming terrns, classification is classified as superrrised learning, in which

the training data is labelled srrch that it may be accurately identified. Clusering, on the other

hand, is an unsupervised learning Echnique in which the training data is rmlabeled and grouping

is done using a similarities or dissimilarities rnetric. Classffication is the prccess of learning about

records using training data to identify data points and determine which category they belong to. A
classifier is a machine learning method that solves a statistical classification problem. Based on the

features and observations or oocurrenoes, the input data is tanslated to a cafegory. Some features

in the dalaset are ftequently redundant or unnecessary to the classification phase. As a rresult,

after pre-processing the data, they can be filtercd out or eliminated without losing information

during classification. This is known as an attribute or feature selection, and it involves selecting

a subset of the feature set for the classification model. Machine leaming algorithms are divided

ino supemised, unsupervised, and semi-supervised learning approaches based on their ability to

ge,nerate predictions. thble 2.1 shorrs difrerent algorithms of machine learning fm supervised and

unsupervised classification.

The classifications used in this thesis are briefly errylained belou,

ill
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Thble 2. I : Classification Algorithms

Supewised Leaming UnSupenised Leandng
!

Linear/Polynomial Rcgression

Naive Bayes
Neural Networks

k-Nearest Neighbour
Random Fo,rest

Iogistic Regression

Decision Trees

Support Vector Machines

Singular Value Decomposition
Principal Component Analysis
Measurps device rotation through three axes (x,y,2) with
roll, pitch, and yaw movements of the smartphone

Hierarchical clustering
Cienerative Adversarial Networks
Expectation-rnaximization algoritttm (EIVI)

HiddenMarkov models

ftsrcens clustering

ttF

2.6.1 Support Vector Machines

One of the supervised learning models for pattern identification is the support vector machine

(S\fD. The idea of lincar SV[\d was first put forttr in 1963, while non-lincar classification was

added :unl992.If sample datafall into one of two classifications, a suppott vectormachine creaEs

a classifier for it. Samples o,n the margin are referred to as support vectots, and an S\I[,I trains

the scparation plane wift the largest margin. SWIs arc among the most effective recognition

techniques.

The data of the user executing the pafi€fli for gefing authenticated on the sna4phone, as captured

by the touch sensors, would be stored as a training sample when a user successfully signed in based

on the input of his or her pattern; otherwise, thc patEm would be discarded. The pattern's authen-

tication could be considered a categorization issue. Illegal users will receive the label 0, while

genuine users will receive the label 1. The SWI classifie,r was hained with the features gathered

from various userc; the data gathered served as training data and were identified as legitimate users

(1). After training, the algorithm waluates whether a nalid user or another user attempted to log

in.

2.6.2 Artificial Neural Network

fui artificial neural network (AIYI{) is a collection of interconnected neun ns used as a computa-

tion model for data management. It is a flexible franrework that may alter is course of action in
respome to the input and yield succession that enters the system. In ANN learning procedures, the

calculation of the feed-forward back spread is tlpical.
i"'
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Alt of the neunons in the layers of the neural network's fonyard pass are propagated to measurc the

output afrcr the addition of input fire final step involves deErmining each output neuton's etru.

In the backward pass, the neuruns' hidden weights are altered. Neutons rcceive measurements

and feedback on their hidden layer faults. In this shrdy, the net inputs are identified by locating

convolution of inputs with their associated weights. Apptytng the net oulput activation function

defines the outputs. Tlre logistic function of actination values (zero and one) is used to categorise

the succession among them.

2.7 Convolutional Neural Network

Convolutional Neural Networks arc among the most widcly used deep neural networks. CNNs

were developed in oder to utilize less data than a cowe,ntional artificial neural network (ANIN).

Thee ideas-tparse interaction, paramet€r sharing, and equivariant re,prese,ntation-+re used to

decrease the dataparameters A CNN's scalability and training time complexity are both improved

by reducing the connections between layers. The key benefit of a CNN is that it is widely used in
DL training methodologies. Mditionally, it enables high-performance automatic feature learning

frrom raw data. The enluncernent of image recognition is the primary focus of CI.IN development.

Due to the widespread use of CNNs and the use of serreral public image souroes, successful and

efficient models for picture classification and recognition have been developed.

2.E Summary

The chapter contains the essential backgrouod for understanding the problem and the suggested so-

lutions. In the beginning we gave an intoduction of biornerics, their various types, and ou motive

to choose the behavioral biometrics for the solution of the problem. There is complete explana-

tion regarding the system (biornetic recognition). We explain the essentials aspects regarding the

selection of the biometric modality. We have explained completely about the registration of move-

ments by the user and the movements by the fingers (touch-based factors) utilizi4g the built-in
sensors (3-dimensional) and touchscreen of the smar@hone.

L
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With fte emetgence of internet of things, mobile password authentication schemes (MPAS) has

become much more important in the domain of cyber security. Mobiles and ablets arc gener-

ally utilizerl to perform security basic and protection touchy exercises, srrch as versatile saving

money, portable medicinal scrvices, vcrsatile shopping, and so forth. Smart phones will soon be

able to support applications across a b,road range of domains, including horne carc, social net-

works, healthcarc, ewironmental monitoring, protection, and e-commerce, thanks to 5G technol-

ogy, which offers continuous and securc connectivity [34]. With the advancernent in technology

the attacking schemes and adversary options have also been widened for hacking, cracking or
gucssing of a password to gain illegal aocess into someone else account. Therc have been many

techniques introduced to tackle atracks like shoild€r surfing, dictionary attack, brute force etc.

Patrick, hog, and Flinn [35] distinguish three security regions for which human factor issues are

essential: authentication (passwords), security activities(intemrpion detcction) what's more, cre-

ati4g secure franreworks (hilding up the security). MPAS is the rnechanism of vcrifying whether

or not someone or something is who or what he/she claims to be. lVhile being the first line for the

protection of security, the management of user's acoess authentication requires to be shong, that

precisely recognizes dl t,,pes of caurouflage behaviors and comprehend the dercction of illegal or
venomous objects [36].

Security is at its best when it satisfie,s the sole aim of securing computing afinosphere,s with the

least amount of endangering the usability. User easement for security, has been the main motive of
all of the researchers and scholars pertaining to the corresponding fields. User easement in the field
of security bonds all of the aspects related to human beings and intellectual sciences. Passwords

b
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were proved and meant to be the most used security along with strength of bearing any type of
atracks by the adversary. Security is the door through which the user will just pass and then do all

of ttre jobs after entering into his authenticated accorurt. A man uses the least amount of time on

trnlocking the door while entering the office and does whole lot of work inside the office then on

the door. So it is to be noticed ttrat tris door unlocking prooess which we call it as the security

should be most easy paft of ttre job and so the ease of use should be one the main aspects which

should be kep in mind to the issues related to security [37]. While Sving solutions and making the

system for securing assets there should be a feedback and reviery for the uscrs using this system so

as to make it more powerfrrl and knoving the leakages and suggestions. This plocess of erolving

should be done in the nnnner that relevant users must be capable of knowing these imprronernents.

The MPAS should be unpredictable so to reduce the risk of exploitation by different authentication

attacks [38].

Accoding to mobile market statistics, mobile industry and shipmenB had overwhctn personal

compuErs industry in 2011, and number of srnartphone users also outstrip the desltop computer

users at ?nt4 Pgl. People ar€ use to access their web accounts through mobile devices. Normally

PIN code or pattern lock is use to unlock the cell phones. Passwords/PlN/pattem lock, eve,n if
they are complex and secure, are being exposed to risky environments. People use easy and simple

passwords/pattern locks because its easy to recall them. Mobile device seority is cnrcial, and it
must be adequarc b protect the user and his or her confidential and sensitive data [4{)]. A secure

tcxfiral password scheme should provide security against different password attacks. Some of the

atracks don't need any extra software to steal the password, like shoulder surfing and smudge

attack. Shoulder surfing is a big thr€at when users acoess their devices in public places [4U. A
shoulder surfer can notice/observe that which letters were prcssed or what patErn was followed

to unlock the device. In less than one minute, a secuity team at a global firm used a network

password crackcr to crack about 80% of the credentials of the employees [42].

Regardless of the fact that smartphonas are becoming morc popular, the number of input tech-

niques are available for users which are deficient in order to communicarc with thern. Because the

availability of MPAS choices are limited, mobile device manufacturers had to be more innovative

with how they incorporate MPAS in their derrices. Since attackers are continuously rcfining their

attack methods, MPAS must be strengthened and updated over time [43].

The key contibutions of this chapter includes

. The chapter organizes the literature with different MPAS i.e. behavioural authentication and

b
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graphical authentication.

Insights about standard data sets and performance erraluation of password MPAS.
G

. A comllrehensive discussion on challenges to improve the prorcction of touch scree,n cell

phones has been addressed and a new viewpoint has been identified for potential research

directions.

. A gutde on how to improve thc safety of touchscreen mobile dcvices and p,rovides a thorough

analysis of major projects

3.1 Authentication : Ilpes and Applications

The sclre,mes which are used aroundthe world for the prcoess of authentication canbe divided ino
following categories [44].

3.1.1 Something userts know

Tlrc first type also known as knowledge base anthentication, is the use of PIN code or passwords

and pattern lock sysErn for authentication [45] 14,51147l [48]. Normally users use simple and easy

password or pattern for mobile authentication that can be easily shoulder surfed by a bystander.

5.1.2 Something userrs are

this is also rcferred to as behavioral authentication.This t,"e of authentication involves the au-

thentication with biometic t49l t50l or iris systems t5U t521.

3.1.3 Somebody user's know

This authentication factor is based on social relationships where users may seek the help of a tnrsted

party such as a partrrer or colleague to help with the authe,lrtication process if their credentials fril
t53l ts4l.

3.1.4 Something user's have

The third authentication factor is the use of ATM cards, erc [55] t56].

!
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3.1.5 Somethingts user process

Rocognition base authentication to prccess the result from given variables, prccess from instnrc-

tions to calculate the resulting password. This factor is also known as authentication based on the

formula, which was first inroduced by Ginzberg t571. This authentication process requires the

user to Prrrcess a fumula in his mind to get authentication according to the numbers or images
provided by the sorver.

3.2 Password Attacks

Users should be enlightened and give awareness about kecprng their end of the deal by securing
their data and not leaving it unprotected even for an instant. firis nrle applies to the re.searchers

and dcrrelopers as well keep the system at the top of its secruity lwel. For example shoulder
surfer is open to attack at the tirne of rcgistration and login into a system, which rnakes the system
wlnerable. One should know that thc attacker knows, what you know and what you propose, and
what ale the weakest links in your systein which cannot be kEpt hidden for a lot of time from loB
of adversariqs around the world. hoblems with passwords are that stnong passwords are hard to
remember and easy passwords arc easy to remember but are undcr thrcats to difrereirt attacks [58].

kssword attacls that can harm the MPAS arc as follours:

3.2.1 Shoulder Attacks

Shoulder surfing is the latcst weapon used by the hacker, through direct observations such as

looking over someone's shoulder t59] (figrue 3.1) or recording his login or other information by
uslqg a hidden canrera. This type of attack is an effective way to steal the authentication data, i.e.
passwords or PINs, as it requires no exEa knouiledge of any softrvare [60]. Shoulder surfing is
mostly pagmatic for spircful hsiders like friends and colleagues t6ll.

32.2 Brute Force Attacks

This attack uses all the combination of passwords to brealc the authentication system [62]. Alnost
every password or encryption key can be break down by using a brute force attack. The amount of
time it takes to bnrte force into the system is an advantage for calculating the security level of the
system.

t
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if

Figue 3.1: A shoulder surfing sihration

3.2.3 Dic{ionary Attack

Dictionary attack is faster than brutc forcc attacks, rather than trying all the possibilities, it uses to

catch the passwords with the most common words used by the user in the daily life, i.e. the name

of favourie acfirss, mobile numbers, etc [63].

These passwords can easily be judged by dictionary attacks. this tlpe of attack is limited to exact

malches , but somehorv it is successful, since users prefer relatively short passwords which are

easy to remernber [64].

3.2.4 Replay Attacks

Another name of rcplay afiack is reflection attack [65]. S/hen a haclrer derccts secure network

communication, intercqlts it, and thcn resend it (or "replays" it) as if it was his oum. firis class of
atrack imrolves the leak of data unit and iB transmission to obtain an unauthorized effec[ to reuse

l. ' message to cheat other [66].

3.2.5 Phishing Attacks

Ilacker redirects user to the fake website to get the user authentication details [67]. For example if
user desires to open a website says www.facebook.com, the user is diverted to a different website

hy the attackers, i.e. www.faceboOk.com whose interhce is same as the original one, and user

enters his username and password, without knowing that he has enteied in the correct website. The
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hacker/attacker the,n redirects the user to the original websitc by srcaling his login data from the

fake one. Pttishing frauds have been getting large scale importance because these tlpes of attacks

have been climb in numbers [68].

3.2.6 Key loggers

trGy logger is a computer softrvarc progtam, that records usu actinates in various ways i.e. scneerL

voice, keyboad mouse and keyboard logging in invisible mode [69]. Attacker installs the key

logger software on user computer systc,m, the software creates a log file that keep track and send

the log file to the attacker's email addre.ss with all the user's pressed keys, &rough which hc can
get the login data and can accqss the use important files E0].

3.2.7 Guessing Attacks

Guassing atracks always remain a serious thrcat E1]. Here an attacker performs repearcd login
tials by guessing possible values of the uscr password. Use of CAPICIIAs U2l cangive a good

defense aid for graphical as well as tcxt passwords.

3.2.E Smudge Attacks

Cell phones contain different kind of touchy individual data, for example, messages, notas, applica-
tions, music, pictures, thus substantially morc. Despitc the frct that it is extremely an extraordinary
comfort to have these data in our cell phones, it additionally permits security chance if the majority
of the data is e,ffectively available. One approach to maintain a straEgic distance ftom and keep

the security assaults is to set some kind of screen loch which gives validation on our cell phones

U31. To unlock a cell phone, user draws a retaincd unlock pattern with a finger on the touchscreen

while the finger leaves its slick buildups, called smudge, shown in figure 3.2 onthe surface of the

' hqcteen. The smudge can be abused by an unauthorized user to recreate the mystery design

I l'rl.

3.2.9 Electrcencephalography (EEG) siglnal

Elechocardiogram (ECG) signals arc one of the most significant biometric features produced by
the electrical activitie.s of the human heart t75]. By drawing the patem of the user trying to imitarc
user's electrroencephalography (EEG) signal, an intnrder might try to gain access to the mobile

F

Syed Shabih A Hasan: L2a|-FMS1PHDCS0FIi 24



Chapter 3 Literature Revierv

Figure 3.2: Smudge left on the screen

phone. fitis is done with the headset of EEG, the pattern is drarm and the machine is deceived to
allow mobile device access F6].

Thble 3.1 illustrates attacks on mobile touchscreen dwices.

3.3 Password/PlN and Pattern Authentication

Tbxt passwords are still oomnxrn because tlrey offer a number of benefits. They are simple to
leam, enforce, and adjust if they are comrpted or forgotten, and they are extnemely reliable. Un-
' 

', tunately, the widespread use of text passwords across thousands of modern user accounts has

made the task of creating and remembering a unique and random text password for each account
cognitively impossible [77].

PlN/Password and pattern authentications are the most common authentication that exist by far.
These approaches are vulnerable to classic attacks lile guessing the attaclcs and surfing the shoulder

178,791. Other MPAS schemes, such as fingerprint and face recognition, are used to complement
passwords, but they are not intended to replace them. Biometrics, according to security exper6,

G
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Thble 3.1: An overview of attacks on mobile devices

I}pe of attack Refertnce

Shoulder atrack
Brute Force Attacks
Dictionary Attack
Replay Attacks
Phishing Attacks
IGy loggers
Guessing Afiacks
Smudge Attack
Electoencephalogaphy Signals

make it easier to enter systems; on the other hand, passwords are rtsed to create initial tnrst and

as a baclorp if biomefics fail [80]. DRAIV-A-PIN authentication scherne is a suggested way of
further improving the pin syste,m t8U. In this authentication scheme a uscr needs to draw the pin

code on his mobile screen instcad of simply typing out his pin code. When a pin is drawn, the

authentication systeur will first verifies the digits enteled, and then observes the behaviour of the

user used to enter the prn.

Authentication based on patterns is also a very cornmon form of authentication today on many

mobile dcrrices [82]. Many users prefer it to PIN or text-based passwords because psychological

studies indicaE that visual content is learned and recalled betrcr by the hurran brain than lettcrs

and numbers t83]. Paffiern unlock is quite vulnerable to attacks like shoulder surfing and smudge

attacks. People choose simple and easy pin/passwords and pattern to get authenticate because these

schemes are easy to use and available ia alurost wery mobile device.

[&4] pro,posed a CAPTCIIA AI hard prroblem-based saled challenge-response MPAS. fire pro-

posed framerYork based on the same principle as CAPI'ICHA. i.e., a bot's ability to recognize
' ' rcd text in a picture is a difficult problem. By the use of client's password the framework com-
lrurcs the challenge text and scattcrs with in a random image, rather than submitting it in a way
humans will find it easy, but bots will find it prohibitively difficult.

3.3.1 Password/PlN/Pattern Authentication Opporhrnity

It is not necessary to use the dircct password input technique. In social e,ngineering attack sce-

narios, the attacker can observe the user's behaviour, including password entry operations, while

tsel
162l
t6/t
t6sI
167l
t70I
urt
173l
u6t
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the user is operating hidtrer mobile device. All 6,pes of display information, including user guide

material, sttould be masked against new attack types if the methods entail dircct password input

Focedwes. Tlrc best approach to achieve this is to crtate a password entry method that isn't direct.

When using indirect inpug guessing all of the hfonnation from the shown data is quite challeng-

ing. As a result, regular PIN codes can be used in combination with an indircct input mechanism

to allow personal identification and authentication.

3.4 Keystrcke authentication

The use of keysfroke dynamics has advanccd over time and is norv uscd in mobile phones. The
main problem with cell phones, howwe,r, is that they can be used in any place. As a result, examin-

ing the utilization of keystrolre dynamics using data obtained in different typing positions becomes

essential [85]. IGystnoke elements is a successful conduct biometric authentication for user vali-
dation at a work station [86]. Several research works have been done for MPrl,S by using keystroke

techniques [87].

Khan et al. t88] tost the vulnerability of keystroke dynanrics on smartphones to password stiffen-
ing and mimicry atracks. They use feature analysis on a publicly available dataset t89] to create

interfaces that Each uscrs to mimic their victim's kcystroke behavior and propose two schemes

for an attacker to get real-time guidance when performing a mimicry attack Against a number

of passwords, their setup effectively circumvents keystrroke dynamics. The researchers perform
aperiments to demonstrate honr malicious insiders can use social engineering to gather keystnoke

data ard then use that data to rccrcat€ the victim's behavior.

Buchoux and Clarke [90] use keyshoke user authentication scheme and designed a softrvare which
can be run on Microsoft trrindorvs Mobile 5. They proposed two tlpes of passwords: a sfrong al-
phanumeric password and a simple PIN. Thrce classified were also waluatod namely Mahalanobis
distance,FFMlP and Euclidean distance. Their results suggested that as PIN increased number

of input data so perforrnance of the defined classifiers was better when password was ernployed.

People normally use either a pin or pattem to unlock their cell phones. The simple PIN schemes

proposed here are always been prefer by the users being too short and easy to we.

Saevanee and Bhattarakosol [91] proposed a new mechanism for MPAS, named as finger pressure,

combined it wift inter-key features and existed hold time. To measure the finger prcssur€, usets

used touch pad of a mobile, acting as a touchscreen. Results shows 997o of acatracy,as this system
doesn't require to re,rnember any complex passwords or pin, just a simple password combines with

E
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user's behavioral rnannerc.

S Zattid et at.[92] examined keystoke data produced by 25 mobile devices userc. Ttre proposed

mechanism takes a total of six characteristics of lreystroke. Thqse characrcristics of various users

are scattered and a finicky classifier is being utilized for the classification and clustering of the

data. The proposed system has a error rate of 2% wbrch indicates its a user friendly systein and

can be adopted.

Hwang et al.[93] suggestcd MPAS usfuE tre keystnoke dynamics, ttnt depends on a four digit
PIN. Normally a four-digit PIN, can't give secure authentication, and are vulnerable to guessing

aod shoulder surfing attacks, so to make it morc securr the authors inhoduced an input scheme

supported by tcrnpo cuqs and artificial rhythms. Their experiment work shows that the proposed

technique reduces the energy efficient ratio from 13% to 4%.

Tlable 3.2 summarizes the keystroke authentication schemes.

Thble 3.2: Summary of Keystroke authentication schemes

Rderence Year llndlngs Limitations

tEsI

t92t

te0I

tetl

le3I

200E

2U20

200/9

2W9

200.3

Experiment with 30 people to configure
over 400 mimicry attacks

A user identification system that detecs
a cell phone user's keyshoke dynamics to
identify authorized users from irnposters
[.ow computational requirements that can
be used on a real computer have been
shown by statistical classifierc, with faster
response in both template generation and
sample verification.
Learn the potential of person behavioural
biometrics, including finger pressure,
hold-time and inter-key
keystroke dpamics-based authentication
(KDA) provides better security against
diffe,rent attacks

Did not collect data from vic-
tims over the span of sweral
sessions.

Not tested on Blacktserry cat-
egory of phones that have

QWERIYkeyboards
Not tested on windows based
mobile

Small number of participants
were used for experimental
study
comparison research of vari-
ous mobile devices is needed
to enhance flre usability

!
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3.4.1 Keystroke Authentication Opportunity

Mobile and portable devices have become furcreasingly common in people's daily lives as technol-

ogy adrrances. In comparison to a few years ago, smart phones and tables have ever increasing

memory andprocessing poweE Furthermore, advanced and sensitive micrc hardware senso6, such

as multitouch scttens, pressurc sensitive panels, accelerometers, and gyrcscopes, have the ability
to unlock new feature data. This upgraded hardware is now widely anailable, payhg the way for
fuure rpsearch into keysnoke dynamics on this plafform.

3.5 Authentication using Behavioral features

Rcsearchers have proposed to use behavioural touch MPAS as a second line of defense if initial
authentication is compromised [9[, 95] or as centcr for the user who do not configure any of
the authentication technique due to uability issue [96]. Behavioral authentication is a form of
biometric authentication that has two benefits: first, it is implicit, e,lrsuring it is done unconsciously.

Second, behavioral ctraracterisligs arc difficult to mimic because it is difficult for others !o learn and

rqilicate a person's behavioral habits after they have been established [9/]. Behavioral biometic
information i.e. touch gesturas, mouse movements, and key shokes can be gathered via sensor

devices and can be helpful to analyze the user's behavioral attributes for authentication t98]. In
government departrnents, passport offices, border surveillance, and many consurner devices, there

is a growing need forprirracy-preserving biomenic authentication systems [99].

A biometric device can be diyided ino two caEgories based on the number of modalities used:

unimodal and multimodal. unimodal biometric systems focused on a single identifier, depend on
a single modality for authentication therefore they are easier to creat€. The authentication metric
itself can be a single point of frilur€, a unimodal device frces challenges such as noisy data, poor
recognition efficiency, less reliable results, and spoofiag attacks [100], t101]. In comparison, a
multimodal biomenic system tlses multiple or combined parameters (for exaurple, face and voice
fbatures) and does not de,pend on a single feature, making it much more stable and difficult to break.
It is more resistant to spoofing thr€ats, has higher recognition ratcs, and has improved accuracy and
reliability U021.

Machine Irarning schemqs can be used to build improved protection schemes for MpAS tl03l.
Machine learning techniques are highly successfrrl in e,lrhancing the protection of applications
regarding the touch scneen of mobile devices. The key advantages of mobile phone safety software
training algorithms include the ability to recognize biouretric and sensor information in order to

V
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enhance protection of mobile phones tl04].

Bo et al. [105] suggested tIrc use of support vector rnachine (SVIvf) algorithm to create a clas-

sification model based on cell phone usets' biomefiic behaviour. fire classification model devel-

@ updates the SWI model by inhoducing nerr features found through self-Iearning in order
to entrance classification accuracy. The re.sults shw tbat the proposed authentication sche,rne for
identification is fast and accurarc.

Song et al. proposed [106] a sectrc, easy and fast authe,ntication framework built using multi touch
dcvices for the use of physiological and behavioral biometrics by the consumer using K-nearest

neighbor (IO[IV) and support vector machine dguithm (SVM).Legitimate hand geometry and

compartmentrl knowledge of users are employed to cr€ate a one-class SWI and KNN classifi-
cation model. The experirnent shows ttrat, although the proposed system tues small number of
experimental subjects and analyzar a few movements, in nearly Eyery case the KIrIN outperforms
the SWI.

Ehatisham-ul-Haq et al.[107] suggested that the performance of the three user-authentication al-
gorithms should be rneasurcd and evaluated by Bayesian network (8I{), SWI and KNN. The
classifiers were trained to create a mobile user MPAS scheme based on their physicat behavior.

The three classifiers' precision was compared. The solution proposed can notprrovide various rates

of acce.ss when identified on the basis of theirbiornetrics of actions.

Liang et al.[108] proposed convolutionary nzural network (ConvNet) to predirect the user tap se-

rie.s and device usage behaviour. Sensor data have been collected as users communicate with the
system on different applications, and a classification model based on ConvNet, SVUI, and KNN,
is established using sensor data. The solution suggested did not make the CovNet model more

complex in order to obtain stable and betterperformance.

Muttammad Sa[iad et al.U09] proposed a hybrid technology with two layers of security, the first
t "'et integrates the palm vein, finger prints and face recognition and layer two talres these things
.riung with face anti spoofing convolutional neural networks (CNN) based models to det€ct spoof-

ing. After matching finger prints srrccessfully it is checked on CNN based model for the verifi-
cation that it's frke or real. Repetition of the samc method with face and palm. Experimental
resulB verified the efficient work of the system, conquering the constraints in the area of spoofing

techniques.

The Dynamic Time Wrapping (DTUD has been discovered to strengthen the security of mobile
devices tl10]. For the MPAS, only a small nurnber of DIWs were used. DTW was used to build a

F
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scheme [8U that validatss the user by observing how he/she draws a PIN on a torrch screen rather

than tlping it. On the basis of PIN drawing behaviour by the user, the DtfW a[orithm is being

utilized fm the comparison and realization of thc similadti$ between the two PIN drawing sample

of user. The experiment's findings show that use,rs' PIN uniting behaviour can be rsed for penlon

identification, and f,fi'W can support the proposed model with a promisiag results. fire proposed

research uses a small number of experimental subjects and does not equate its findings to those of
otlrcr classifi cation algorithms.

With a major increase in the IoT environment, researclrers have begun to use the accessible sensual

data from IoT devices to modeling the behaviors of humans. Machine learning algorithms are

workable to improve the protection applications related to the touch scrocns of mobile phones

tl l U. Behavioral biometics usi4g mac6ias learning classifiers are morc widely used for implicit
and continuous authentication Ulzl.In the rescarch on continuous authentication that was based

orn geshre behavior of the user [l 13], 30 feature.s were extractcd by ttre authors from the retrier/ed

data by touch scrcetrs and usi4g SWI and K-nearest-neighbors (IOBI) algorithms a nalidation

model was developed based on sliding gestures (top and bottom). The equivrlent error rate (EER)

of their prcposed system lies between Uh afr4%. To improve the accurac5r, multi stoke features

is missing forbig touch scrsen deyices like ablets. Bo et al. [05] sugge,sted utilizing tlre SWI to
constnrct a classification model based on touch behavior biometics for the users of smartphones.

firc dweloped classification model updates the SWI model by inhoduci4g new observed feafiues

through selfJearning to enhance the accuracy of classification. The re.sults show that the proposed

authentication scheme is fast and accurate with rcgards to identification. The authors in tll4]
ptoposcd neurafuzzy inference systcm (AI{FIS) classifier for the security of smartphones with
pattem passwords. AIYFIS is used as behavioral feanue,s to construct a classification model. Some

of the features like ouch prcs$ne and touch stroke intcrval were not considered in the proposed

scheme. Alpar and Krejcar [115] suggested kvenberg-Ivlarquardt AI{N (LM-NN). AtlN was

trained by touch location data. The outcomes indicate that the authentication of LM-NN is stronger

"rd quickcr as compared to other classification algorithms. The limitation in the system is the

amount of epochs required to train the networks. The intervrls would have been narrower if the

number of repetitions is increased, resulting in a higher FRR and lower FAR. Zrou et al.[l 16]

suggested AtlN back propagation (BPh[I\D to enhance the security of smarlphones. Using thumb
stnoke behavior, BPNN is uscd to build an authentication method. The proposed classifier offers
an improvement in security and usability compared to the keystroke dynamics model. On the
usability and secruity modcl, this scheme is limited to reduce the complexity of a password. In
order to build an enhanced pattern, the password authentication method uses touch locations as

F
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biometrics. Researchers did not perform the feature reduction, s@tion, and transformation of data

prior to model training.

In some cases, machine leami4g algorithms are merged or combined with a traditional technique.

For exaurple, a scheme in [117] creatcd an authentication classifier using a combination of SVM
and RBF. The SWI-RBF classifier is designed on the basis of multiple facial attributes extrac'ted

from sma(phone userc. The outcomes indicated that the created classifier (SVI\{-RBD is highly
stable, uses slight spaoe and the grearcr perfonnance under various conditions. This solution lacks
the ability to adjust to attributc clranges of the us€r, such as aging. Ctanging atrributes of the user

especially facial hair change are missing in this scherne. In [118], the authors used ttnee separate

algorithms b construct three classifers, for user urthentication, i.e. SVIVI, DtW and KNN. These

algorithns focus on creating a classification sclre,me for the identification of smartphones users

that is based on usetr's physical activities. The verification and tcsti4g were canied out in order
to choose the best classifier among the three classifiers. The results indicate that SVLI's general

Performarc in authenticating individuals in five distinct positions on smartphones is higher as

compared to DTW and KNN. This approach only considen the behaviorpatterns btrt neglects the
background feahlr€s. This sardy did not examine motion and physiological sensorc along with
contextual authe,ntication knowledge. Uang et al. [108] suggesEd a Convolutional neural network
(ConvNet) to predict user actions of the tap series and device usage. Tlre sensor data was collected

on various applications as usem int€ract with the system and by the use of sensor data formulated

on ConvNet, S\II\{, and KNN a classification model is constnrcted. As a comparison ConvNet
performs better than S\ d and KNN. To achieve consistent and better performance, the CovNet
model with more layers was not considered. Ilesanmi Olade et al.tll9] proposed a scheme of
protection required to apprcve a uscf,'s identity utilizing a variety of femiliar characters tics which
distinguish thc user from other users in a virtual and augrnented reality e,nvironment. Identifying
the task oonres firsg followed by identifying the individual in the identification process. Machine

leaming was used to test 65,A1datasets regarding the movemenB of hands, head and eyes in or-
' to develop a continuous biometric authentication system and achieved an accuracy of 98.6%.

This Echnique focuses only on specific age group. For machine learning, Artificial Neural Net-
work (ANN) is considered amo4g the stnongast algorithms for machine leaming that has gained

considerable attention from researchers and shows up in various forms ![?n)l.

Touch biometrics are becoming an enticing way for mobile dovice usem to be verified [l2t]. In
U22l, Lacharme et al. impleme,nted biometric dynamic features similar to the typical An&oid
unlockpattems of the location of the finger, strain, finger size and accelerometer sensotr, achieving

!s
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a final 15.0% EER for imitation attacks using a Hammiqg Distancr-based matching algorithm.

Difrerent machine leantfutg classifiers are use to train the sysEm and distinguish benneen a legiti-
matc user and an imposter. convolutional neural network (CM\D was used in several studies U?3-
125] in a two-phase method. Firstly, the training of CNN for reprresentations of wrircr-independent

charactstistics. Secondly, to differentiate between actual and foqged signatures,training of a writer-
dependent classifier (e.g., Support Vector Machine) the CNN feafures were used.

In [81], for the authentication schernes based on PINs through the utilization of handuriren buch
biometrics was assessed by Nguyen et al. Their suggested authentication solution resolved few
early citcd disadvantages when userr werE asked to draw wery PIN digit in sucression by them.

Using a biomenic device that was constnrcted using 5 dynamic characteristics and a match algo-
rithm depending on DTW, a final 4.84% EER was achiwed.

By progressively utilizing an Adaptive Radial design Base Function Network,gl% prectsion of
authm authentication by handunittcn characters and numbers is accomplishedtlZt]. The method
is tested on 15 writers' characters and numerals.

In non-Latin tanguages with a variety of characErs, a writer recognition framework for touch-
sensitive mobile appliances was inhodrced U2lll. Complicated timc-exquisite algorithms such

as Multilayer Percepfron, Support Vector Machine or Hidden Markov Model are also avoided by
the authors. A limit€d number of stloke form prototlpes are utilized with weighted D5mamic

TimeWarping and aLook-Up Thble to identify stnokes in acharacter.

RNNs for authenticating handwriten signatures were used in [128]. The authors sugge.sted a

Siamese architecturc depend on RNNs in their research for signatures comparison. Verification

outpttt hits 5.5% EER on an assessrne,lrt dataset of lfi) userc, wittr thc device being trained on 3fi)
difrerent users. RNNs being effectively relevant to ternporal prototJpe arrangements and acquired

through the accomplishment for the rccognition of English and Chinese writers U291, using e
' ''',?ctional RNN depend on Long Short Term Me,mory GSTIVD Cells[3O] with99% accuacy
aruUtlg 150 users.

Ivlurat Thukoran[l3 l] suggested a logged off signature recognition scheme depend on vector char-

acteristics of the Histogram of Directed Cradients (HOG). At Yildiz Technical University, hand-

written signature images are collected from 15 individuals, with 40 samples each. Applying the

Size adjustment and decreasing the noise procedures to entire signature images before the extrac-
tion of the HOG feature. Principal Comlnnent Analysis is practiced to the dataset concern to avoid
loss of time for processing and to rernove rcdundant functionality. Obtained dataset is utilized for

F
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training Creneralized Regression Neural Networks. As a result, utilizing the p,roposed approach

alongside nvo-folded cross correlation, a 98.33Eo accuracy is obtained.

Thble l.l srrmmarizn the behavioral authentication schemes.

Thble 3.3: Summary of behavioural authentication schemes

Algorithm Rderenee Year findirys Limitations

SVIVI

KNN

CNN

CNN

DTW

tlos]

t106I

t108I

tloe]

t8u

2013 The suggested technique consumq3
less energy while presenting quick
and precise authentication

2Ol7 KI.IN has good efficiency than
SVItd in all cases.

2018 ConvNet has the highest predictive
accuracy the tap behaviour of the
us€rthan the algorithms compared

2018 Three modalities for efficient iden-
tffication and smart spoof r€cogrri-
tion are used in the hybrid scherne

20ll DtW is use to authenticatc smaft
phone users by using pin nniting
behaviours

neglecB context feahrcs

analyzd small number of
gestures

need rnany layers to reach
feahucs layer

User need to carry extra de-
vice for authentication

The poposed scherne is re-
stricted to few subjects and
does not includc any form of
assessment

3.5.1 Behavioral Authentication Opportunity

Data enc4ryting and profiling procedures should be performd on the sen er to reduce unnecessary

energy consumptiom. Mobile devices should consume as little energy as possible and should only
be utilised to detect or sense the oumer's actions. Then, using algorithmic selection, a subset of the

data retieved from each sensor's raw data slrould be sent to the seryer. The server could profile
r I encr5ryt the data for aul,hentication purposes before sending it to ttre mobile derrice usiag the

selected data. When the data is received, the mobile derice can comparc it to the cun€nt user's
[' .'rrvior pattern.

3.6 GraphicalPasswordsAuthentication

hitially, any MPAS necessitates acceptance of a secure system that is simple, versatile, and adapt-
able. fire graphical information based MPAS is among the schemes of authentication that depends

F
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Figurc 3.3: togin indicator

on the remenrbrance of prrotected passwords. Researchers have found that graphical passwords are

more memorable than textual alphanumeric passwords

Recognitiom-based, pure recall-basc4 and cued-recall graphical passwords are the three types of
graphical passwords U321. The correct selected irnages during the registration are recognized in a
recognition-based authentication scheme. Ttre procedure, howwer, possibly intemrpEd by phish-
ing attacks, that misleads users for capturing the screenshots of theirpasswords. Another drawback
to this scheme is the discwery of some pre-selected images that involrrcs scanning several images
regarding the password, malcing the operation time-taking t133]. Users need to recreate or draw
something because the passwo,rd dcpends on purc-tecall authentication sche,me. When a stylus is
not usd the disadvantages of schernes depending o,n recognition are fixed by the sche,mes depend-
lng on pure-recall however rnrlnerable to misconceptions tl34].

Since they automatically mimic human inputs, the systems depending on purc-rscall are slightly
exposed to social engineering,dictionary and brute-force than text-based passwords. Cged recall
authentication involves the user seeirg a specified picture and clicking on one or mor€ 1lredct€r-
mined locations in a prescribed sequence. In cmtast to the complicated and real-world segment,
preconceived click objecB need clear, artificial images, such as cartoon-like images. The user is
susceptible to selecting the image's hot spot, which would be easy for a hacker to guess tl35].

A technique named as piu;s manix U36], which consists four modules namely, image discrretiza-
F
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Fignrc 3.4: Iogin sct€en of pass matrix authe,ntication scheme

tion, horizontal and vertical axis module, login indicator generator module and a communication
module, gives a broad space for password to the user. This technique avoids shoulder surfing and

smudge attacks. t-ogin indicator will gene,rate a nEw passworrd for every session a dynamic pointer

will be used by the users to identify the position of their password 61fu6x rhan clicking on the pass-

word direcfly. The user images are divided into 7-11 grid, smaller the irnage, larger the password

space will be. Each time when the user will be login, he will touch the screen to see the indicator
which can also be rcferr€d as a session password showa in figrre 3.3.

The given indicator will be converted into an image which has horizontal and vertical axis reprre-

i: rli '

Figure 3.5: The target image from the degraded version of target image

, i E#"ttj
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tltli| rn.,r-

]Jlnd..

Figure 3.6: Degraded imagps and ttreir masks

senting from A to G and I to 11 characters reprasenting 7 xllgrid respectively shown in figrue 3.4.
fire module for password verification confurrs the arrangement with in the pass squarc fo,r each

image. If the anangement is accurate in errery si4gle image then the uscr will be permifred to log
into the system.

Ashley A. Cain et d. [137] in their research concentrates on a series of graphics which are based

on faster authentication while choosing the right irnages in t4 seconds. firere are many distracting
imagas from which the user has to touc,h or click the four target images. These series of images

are comprised of lw grade line drawings of daily life objects. The low quallty or distorted unclear

images arc used to support cognitive object recognition. Thc system uses the Recognition by Co,m-

ponents which tells us that 3D objects without the viewpoint of curving, linearity, shape etc. can

be recognized. Thqse graphics are made vague and unclear so that they becorre hardly identifiable
objects shown in figure 3.5

At the same time, these nebulous graphics can be quickly recognized if the user is acquainted to
the original object. thinted images are shown on the screen for a very small fraction of a second,

200 milliseconds to be precise which is fast but authentic user will easily be able to cope with
it. The degraded images are overlapped on each other to create a mask which stops for I second

\
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Figure 3.7: Example of a convex hutl with throe pass-icons

and comes after each degraded image shonrn in figure 3.6. Tlrese de$adcd pictures are shown

randomly in between 7 distracting masks. The target irnage which is the correct one is not shown

in the beginning to pmyide user time to fine tune to the sUeaming speed.

hfan et at. tl38] suggested a graphical password scheme based on text. Ort of sixteen random
imagqs, the user selects five irn4ges. The aftitary i-agqs shown are a mixhrc of graphical and

tcxt-based image.s being in password creation. This scheme 's login procqss consists of a 4 x 3 grid
in which the last vertical gdd shifts continuously. If the sclected moving grid image is matched

with the other two selectcd static grid images, the user can tap the image to activate the unit The
drawback of this schemes is the waiting time for the spchronisation of images that results in in-
crcased login time.

3D graphical passwords have inhoduced a new metrodology for user authentication on mobile
devices. Unity 3D paclage t139] is use to create ttre 3D graphical passwo,rd and a device name
Irap motion with the help of a scriping tool c# which allows user interaction with mobile devices.
3D graphical methodology is in the shape of cube rnatrix which consists of nodes and edges to
construct the user password. This cube has eight gr€en cubes of same structure; the user hand
movement can be seen by the leap. The activity by the hand of the user within the observation

$'r
.' "t1f., ?is t-

; \.J
C
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Figurc 3.8: fui example of a 3D graphical password created by the rrser

arca, the 3D virtual hand will relrasents the rsers hand movement, which pe,rmits intsaction of
user with objects as shown in the figure 3.8. fire positions of the cube can be randomly set. When
the user touches any orbe, it changas its state into visible mennef,'. The arrangement of the being
touched meant to rccod and pass thrrough an algorithm to crcates a unique password for every

logn.

Thble 3.4 summarize tbe graphical authentication schernes.

3.6.1 Graphical Authentieation Opportunity

A countermeasure could be the develorpment of a non visible user graphical password authenti-

cation rnechanism. Craphical elements 4p lsually prrominent. As a result, when compared to
text-based passwords, graphicat passwords may be more vulnerable under certain circumstancqs.

An imags is larger than tcxt, assuming the graphical password using uscr predefined pichrre se-

lection method, however a shoulder surfing attacker may have problerns acauiring the original
password from a long distance with a tcxt-based password. As a result, a shouldcr surfing attacker

may obtain the password from a considerable distance. As a result, one or more authentication

measures must be used in conjunction with a graphical password.
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Thble 3.4: Summary of Graphical authentication scherncs

Rderence Year Findings Limitations

tl4OI

u37l

tr4lI

tl3eI

t138I

zO[JlS Graphical password provide morc
security against different attacks

2016 Degrad€d i-ages are used for au-
thentication that decrease the login
time to 14s

zOM fire framework helps a user with
the easement regarding verification
of the graphical password in an en-
dangered e,nvironment as user in-
directly selects the images for his
password.

2016 3D graphical passwo,rd for mobile
authentication

2018 Combination of text and graphical
password

vulnerable to hotspot

The proposed study uses lim-
ited number of users for user
study
additional icon should be cre-
ated to make the security set-
tings more realistic

usability of the scherne is not
addressed

Waiting time for the synchro-
nization of images results in
lengthy login time

3.7 Summary

User authentication has been used for a long time to make sure that only the authorized user gets

aooess to particular resources.User authentication systems come in static and dynamic varieties.

D5rnamic authentication validates users whenwer frey ht€ract with a device, while static authen-

tication only validates ideirtities once. The majuity of knowledge-based or token-based authenti-

cation systems, or sysEms that rely on what a usef, knows or has, are used with static and dynamic

urthentication U42l Since knourledge-based methods and token-based methods are no$, the two

most widely used strategies for user authentication, they make up the bulk of static and dynamic

authe,ntication systeins. Kttowledge-based approaches rely on user knou{edge, such as a PIN or
password, while token-based approaches rely on user possession, such as a key or magnetic card.

Both of these approaches have serreral security problems. For instance, smart cards and passwords

can be cloned, lost, stolen, or shated. The rrse of biometic authentication is another emerging

technique. It uses physiological characteristics to verify users. Physical human traits are more

harder to falsify than security codes, passwords, or hardware keys, making biometric authentica-

tion very trustworthy.Five modules are often used in the implementation of a biometric system: a
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sens(x module, a feature extraction module, a matching module, a decision module, and a system

database module. Biometric systcms often need to be \ralidated on two aspects: user acceptance

and system effectiwness. fltre to human variability, a biometric technology cannot guaranf@, lW%
accuracy. This fact emphasises the need fo,r a user satisfaction and accepability erraluation.
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Methodology

Tbxt passwords are the most often used 6rye of user authe,ntication, hourever they have security
and usability issues. Biomeuic systems and tokens, for instance, have their orvn set of disadrnan-

tages. Graphical passwords are another option, and the focgs of this stgdy along with behavioral
authentication. Blonder was the first to define graphical passwords n 1996 tl43]. In general,
graPhicat passwords are divided into nvo typas: recognition-based and recall-based graphical ap-
proaches. The user is shown with a series of images in recognition-based approaches, and the user
passes the authe,lrtication by ideirtifying and recognizing the images selected at the registration
stage. The user is requested to regenerate something that was generated or selected by the user
earlier during the registration Prccess in the rccall bas€d graphical password. The problem with
knowledge-based authentication sysEms is that they often use well-known text-based passwords

ll44l. Users frequently creatc rnemorable passwords that are easy to guess for attackers, whereas
stong system-assigned passwotds are harder for users to rernember. Password authentication prc-
cess encourages the use of stnong passwords while still allorving thern to be reinembered. It is
P'oposed that authentication mechanisms allow users to choose benreen using stong passwords
and weak passwords. The task of choosing weak passwords is made more difficult in the sys-
tem, which discourages users from doing so. With the intoduction of smar(phones and tablets,
tltc graphical pattern unlock authenticatiort scheme use to unlock mobile devices have become the
most poPular authentication scheme. tl45]. II[tth something user prucess frctor the user will draw
a new pattern at every login attempt. Behavioral authentication will give an extra security level
in such a way that when a person interacts with a de+ice like a tablet, sma(phone, or computer,
behavioural biometic authentication is used to identify them based on unique patterns exhibited.
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Recent advances in authentication schemes attracted academia and market towards it. This thesis

explores the research challe,nges rclated to following research questions.

"How tlu shoulder surfng attar* cut be avoided ud wlwt rneasunes shouW be nken to naasuru

tlu accumcy and usability of the autlwttication scherrv"

4.1 Attack Model

This research focus on the two maju threats on mobile authentication syst€rD, i.e. Shoulder surfing

and smudge attack. Shoulder surfer attack occur when an bystander steals a pattern or prn code in
a public place. Pattern lock, or PIN code to unlock the mobile device can be clearly observed on

the screen. The lock pattern or PIN code can be instantly recognised and remembered by users,

but attackers might be able to copy it with a casual glance as shoum in the figure 4.4

Figue 4.1: Shoulder surfing attack Adversary try to obtain login inforrration by visual means

A smudge attack uses greasy residues or smudges on the scrcen to obtain the passwo,rd or unlock
pattern of the mobile device. The strategy was explored by a group of researchers at the University
of Pennsylvania U461. Figure 4.4 illustrates how an attacker can quickly determine the user's
pattern by analyzing the smudge left on the touch scre,en.

In this thesis we have proposed techniques that can overcome the threats associated to the above
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Figure 4.2: Samplepattern and its smudge showing connecting node.s of pattein

mentioned attacls, by adding a multi factor security of biometric feahres. At the authentication

phase, not only the correctness of thc patt€m or PIN codes will be checlced, but also the biometic
feafires associated with the specific user will also verifies the valid user.

The proposed attack model is represcnted in the figure 4.3. An attacker by gaining the login
information either by shoulder surfed or smudge attack will try to be loin on the mobile device

of the user. The proposed syste,m are designed in such a way that it doe.s not allw the server to

store a static pattern/Pll{ codes of the user as it changes at every login attempt. Even if the attacker

have the knowledge of how to generate the pattern/PlN he/she has to mimic the be behaviour of
the authentic user.

4.2 System Model

'ihis section discusses the general working of the proposed models. In the registration phase, the

user will register with the system by entering the required crcdentials. Dudng the authentication
phase, the user will process his pattern or PIN digits before drawing it on the scrcen The pattern

or PIN digit drawn by the user will be checked by the database. The user wifl be authenticated if
tlt+ ro,*to dravm by the tser is verified by the database and his behavioural features match with
the behaviours in the feature extraction module. The system model is represented in the figrre 4.4.
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Figure 4.3: Proposed Attack Model

42.1 Data Collection and Feahrne Extraction

To begn with, data collection is a vital process for gathcring specified features for the entire ag-

thentication prrrcess. The obtained data can then be rsed to create a specific behavior model with
the help of appropriate classifiers. The selected classifier is supposed to aid in the detection of
behavioural anomalies during the bchavior matching phase by compering behavioral data to ttre
tlpical model. Smartphones are equipped with a variety of sensors that may be used to dctect
real-world featurqs such as user biometrics. The goal of this thesis is to see if we can learn an in-
dividual pofile from a smartphone's touch behaviour while the user is unlocking the smartphone.

The user will then be authenticated against unauthorised attackers using this model. Ttre android
alrylication we created can collect behavioral data while the user is entering the password pattern

or drawing the PIN codcs on the touch screen. Tb get a sample of behaviorual biometic data, par-
ticipants were asked to repeatedly logln to their mobile sets by drawing a pattern or a PIN on the

touchscrcen of a smartphone. While the user login to the mobile devices the touch scrcen and three

built in sensorE i.e magnetometer, accelerometer and g)rroscope to gathered the behaviors data of
the user. The touch screen event and these sensors collects the data, which contains the X, Y co-
ordinates of finger position (fingerx, fingery), prcssure (minimum and maximum) and slide angle

.!i Frllern/Ph(ode I

-ct--r.r--T>
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Figure 4.4: Prroposed System Model

of finger from between Points the nodes. Thble 4.1 provides an illustration of the data. In order
to properly login, the user must not only enter the correct password patf€rn, but also conform his
behavioural feature.s. By including behaviotu authentication, it considerably increases the security
of the password pattern.

Tbble 4.1: Example Data collectcd from rbuch screen and sensors

fl
MrRh

o
,{o Mrtclt

Finger, Finger, Min pressure Mur pressure Timestamp Slide angle

20
10

l5
t7
t2
t6
16

16

n8
n7
xis
no
n4
254
254
254

90
89

9l
90
Orr

90
9l
90

0.22362943 0.8
0.368fln46 0.8
0.3728/;90/3 0.7
0.21583340 0.8
0.36582201 o.7
0.354p]210/. 0.8
o.353321M 0.8
0.3523210/- 0.8

o.23333435
0.33334334
o.36666677
0.34/,44./.55

0.3T222211
0.35555s77
o.3yx22277
o.3666ffi77

To verify the user's authenticity, the data is collec'ted by conducting an experimental study. In
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this shrdy, a mobile application was developed which extracts the behavioural data of the user at

the time of login, and storcs it on the seryer. The behavioural data includes the features listcd in
table 4.1. The gathertd data uas divided into nro seB: training data and tcst data, to evaluate the

validity of a user. The training data was gatlrered throughout 5 sessions. Tb examine the data, 3

sessions were held. The classifiers were trained b enaluate predicted performance using the test

data set. For authentication, the collected data were analped by ttre server using the machine

and deep learning models i.e. Support Vector Machine and Conrolutimal Neural Network. These

models were implernented using python and the data was stored in CSV files.

4.3 Parameters

We explain our suooess parameter in ttris section. The following phrases are used to describe the

outcomes of orr evaluations:

1. I'alse Aeeptance Rate (EAR): is the percentage of negative userc that were mistakenly

identified as positive ones.

2. X'alse Rejection RatE (X'RR): is the perce,ntage of positive users that have been unclassified

as negative uses.

3. Equal Ermr Rate (EER): is the point at which FAR and FRR are equal.

4. Acouacy: It's the proportion of apprropriale assessmenB to all of them.

5. Receivtn Operoting Ctarac{eristic (ROC) Cures: Thc ROC is compared to the FRR and

FAR. The ROC curve begins at (O0) coo,rdinates, passes through (1,0) coordinates, and ends

at (1,1) coordinates. A greaEr performance is represented by a curve that is closer to the

(1,0) coordinates.

4.4 Proposed Scenarios

This section discusses the different experimenal scenarios to handle the research challenges dis-

cussed in chapter one.

l. How wG can sccune the aathcnticotian system fiom slnuldcr surfing afracks in public
places or k offuclhome whcn sorruonc is close by pecHng?

Syed Shabk Ul Hanan: 124-FMS/PHDCS/FI5 47



Chapter4 Mettrodology

It's not always possible to avoid shoulder surfing. Simple measulEs such as wing a prirary
sclEen protcctor can help reduce the field of view on your screen, but they won't securc your

keystrokes or pattern points while unlocking the device. We proposed random pattern and

PIN entry authe'ntication mechanism. At every login atEmpt tuer will draw a new pia or
pattern, thus if the shoulder surfer observes two or more login attempts by ttre user, he will
get a new pattern or pin wery time.

2. why a uscr shouhl cany on cxfra dcvice lor thc pary,$c of utthcntiootbn?

Extra devices i.e. any biometric devices or cardltokens prcvide multi-factor authentication.

But if the card/token gets stolen then the authentication key can be leaked out. We have

proPosed a model in which the user's behavioural characrcristics along with the random
password are checked by the sewer for authentication

3. How aathcnticttbn schcmc slwald bc uscrfiiadly whcn it cornbines thc grryhicat pod
systcm with soncflting us cr poces s aathcntication tactor?

In something user lrrroess fac'tor, user need to process some seryer given variables with
his chosen variables (chosen at tho registration time). The server will give unique numbers

at et/ery login session. We p,oposed a model in which user will do simple mathematical

operation i.e. addition or subtraction. These rnathe,rnatical operations are easy to perfcm by
the rsers as this will be a single digit operation.
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Chapter 5

Operation Grid (OP-Grid)

Passwords are the most commonly used method to provide securc aocess to user accounts. How-
ever, tcxt and pattern passwords are nrlnerable to different attacks like shoulder sgrfing attacks,
gu$sfutg attacks and smudge attacks. To resist tbese attacks, this thesis proposes an Op-Grid
technique; an implicit graphical authentication scheme having different patterns on every Iogin
session. lVith a one-time l"ogin pointer, the user creates his password pafiern. A legitimate user is
authenticated not only through the user-creatcd pattern but also the way the user performs it using
finger velocity and stnoke time features. OP-Grid was implemented on android cell phones, gath-
ered samples from 33 volunteerc, and the experimental shrdy canied out to erraluate its acc,racy
and usability.

Biometric techniques come under the category of "something you are" authentication factor and is
divided inb nuo al4roaches physiological and behavioral biometrics, it rcquires additional hard-
ware (e.g. fingerprint scanners). In comparison, behavioral biometrics is used more cornnonly
for continuous authentication [52]. Such methods, as the term behavioral implies, are focused on
h^h:rvioral signals from the users, and authentication that occurs implicitly i.e. gait and torch dy-
'. -^ics are calculated by sensors. Authentication based on biometrics, differentiates individuals
by ttreir special biometric properties U471. Unlilc biometric technique, this work adopts ,,some-

thing you pocess" factor of authentication. Thus, this work proposed a multi frctor behavioral
pattern lock scheme. Firstly the user has to calculate the value.s of the pattern by using "some-
thing you plocess" frctor of authentication. Secondly, the user has to draw the pattern, the user
gets authenticated onty if the torch dynamics features of the user matches the features saves in the
system.
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5.1 Contributions

The key cmtributions of this section are as follows:

' Developed an efficient and secure authentication system for consumer devices that can pno-

tect the user credentials in public places erren in the presence of recording cameras

' Utilized the idea of "sornettri4g user prccess", rvhich allows thc user to enter a new pattern
on each login session, thus enhances the security against guessing attack, smudge attack, and
shoulder surfer

' Proposed a multi frctor behavior authentication method to strengthen authentication prccegs
in pubic places

5.2 Approach

To overcome the wealness of the pattern lock syste,m the proposed schernc takes ttre fifttr level of
authentication factor and provides agraphical authentication system called Operational Crdd (Op-
Grid). As discussed earlier ttris frctor of authentication requires the user to proccss a predefined

formulatologinintoasystem. OP-GridconsisBof agraphicalpadenclosedinamatrixof Z x 11

grid with an irnage at the background that changes Eyery time the module is called. Figure 5.1

shows the proposed OP{rid. The creation of the re.sultant pattern is done by applying mathemat-
ical operations of addition and subtraction between the numbers selected by the user at the tirne of
registration and the numbers given by the scrver.

OP-Grid is composed of the three components,i.e. Login Pointer, Password Verifier, and Featgre
Evaluation. Every tirne when the user enters a username, a login pohtcr will appear that shows

one of the user's chosen alphabet and two random numbers between I to 5. fuiy communication
betrveen the user and systcm for authentication is pmotected by SSL(Secue Socket Layer) protocol

"'-'l lfuus, is safe from being intercepted. The user prccesses the formula and draws the pattern

accordingly to get authcnticated. fire password verifier module authenticates the user only if the
result of the arittunetic operation is correctly aligned with the resultant pattern drew by the user.
The details of OP-grid is explain in the next section.
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Chapter 5 Operation Gdd (OP-Crrid)

Ftgure 5. I : A visual way of login pointer and numbers of the horizontal and vertical bars generated
randomly on every logrn to prwent shoulder surfing, guessing and smudge atracts

52.1 Registration Phase

Firs$ the rser chooses a username. The user selects two alphabets which are called Process-

Alphabets@A). The selected PA will hide the mattrernatical operation, the first letter wilt hide
the addition operation and the seco,nd letter will hide the subtraction operation. The user also

selects two numbers between I to 5, called Process-Codes(PC). PAs and PCs arc used wery time
to generate a new password pattern by calanlating them with login pointcr number.

Working eqomple: Assume that the usernarrc is Ali, PA is A, B and PrC is (2,4). Alphabets of PA
will be used to perform the matlrematical operations of addition and subnaction i.e.

52.2 Authentication Phase

The user enters the username which was creaEd at the time of the registration phase. A login
:':te(LP) comprises of one letter from usetr's chosen PA and two random numbers between l-6

wtll be shown. PA letter hides the mathematical operation. To provide a shield against shoulder
strfing attack, the login poinrcr will be displayed to the user when he/she touches the screen of
smartphones and will disappear when the hand leaves the screen. Userperforms that mathematical

operation which is hidden in the LP of PA displayed letter i.e. either addition or subtraction,
between the digits of user-selected PC and the digits of LP. User gets two numbers afterperforming
the arithmetic operation, for example, it's 3 and 5. OP-Crrid image of 7 x 11 grid will be shown,
the user will draw a pattern from the third column to fifth row i.e. opposite L shape pattcrn. The

Syed Shtbih Ul Hasqn: 124-F MS4PHDCSlF I s



Chapter 5 Operation Grid (OP-Gid)

pattern drawn by the user will be chee*ed by the password verifier. User will be authenticated if the

pattem drawn by the user is verified by the password verifier module and his Behavioral feahues

match with the behaviours in the feature extraction module. The server will display such PAs and

FC's whose ptocessed results will eventually be able to be inserted into the OP-Grid of 7 x 11.

llbrking Exanrple lrt's suppose that at the time of registration user chooses Ali as a username,

B and C as his PAs and 4,5 as his PC's. Tb logrn, the user enters his username, uIDn scrcen touch
LP will be shown, which consist of one digit of PA, and two random numbers between I to 6.

Assume that the PA letter is B and random numbers are I and 3, here B represents the addition

operation. So the user will add ttre digits of his PC with the random numbers of LP i.e. (,{-rl)
and (5+3) resulting in apair (5,E) which r€prcsents a fifth column and eighth ronr of the OP-Grid
image. User will draw a pattern of opposite L shape from the fifttr column to the eighth row. This
drawn pattern on OP-Grid image will be verified by the password verifier module.

5.3 Dataset: Collection and lhaining

This section explains the OPCrid method in Erms of obtaining touch dynamics from the touch in-
tfffare and sensors, obtaining useful features from the extracted touch dynamics to identify users

and what types of the classifier should be included. In current smartphones, numen)ur built-in
sensonl are mounted from which the sensor(s) that can accurately reflect the behavioral charac-

teristics of the urcr was selectcd, while the OP-Grid pattern is being drawn. OP-Grid considers

the touchscreen and three seulors that are commonly available in current smartphones: gyrcscope,

magnetometer and accelerometer. The touchscreen aad these sensors reprasent differcnt leyels

of infonnation about the user's behavior. Thble 5.1 shows set of smartphone sensors and their
description.

Thble 5.1: Smartphones embedded senson

Sensor Scnsor Dercription

UaglAommcr
Acccleromctcr
Gyroscopc

Itfieasues three axes (ay,z) of thp system gcmtgnctic sccbE
Itfiearuremcns ofthe acccleration force,including thc gravity force
Measurer dcviccrotation through three axes (x,y,z) wift ro[ pitch and yaw moyenents of the smartphorrc

33 sfidents (14 females and 19 males) volunteered from our university to engage in this study.

Among 10 out of 33 participants were assigned the role of attackers. Participants created an
account with their unique username, PA and PC. After choosing the registration credentials the
participants were told to get the login to the system in practise mode. They were asked to get login
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with OP-Grid Echnique wittr their credentials for?.0 days daily. The participants were told to get

login using OP-Grid pattern for no less than 25 times a day. With this experiment arround 4.0,000

samples were obtained from the participants. The actual values taken from the user weer labeled

as 1, and the assumed nalues were labeled as 0.

Using machine learning tcchniques, from these samples the behavioral features were extracted that
identify cach sequence input as valid or imposter user.

lVhen auser successfullylogged-inbased on the input of his OP-Gridpattern, then the information
of user performing the pattern collected by the touch sensors would be stored as training sample;

otlrcr*ise, the pattern will be discarded. Authentication of the pattern may be seetr as a problem

of classification. kgal users will be labelled 1 and ilegitimate users will be labetled 0. Many
researches [148] have implemented two classification algorithms such as S\IIVI, Random Forest

and Neural Networks to resolve classification issues. Thble 5.2 shows the list of different features

extracted frrom touch events and sensorc user's OP-Grid pattern:

Thble 5.2: Features extacted from touch events and se,nsors

Symbols Neme of Featune

T*
T?

Stp

M?
lfinp
s"
s.
JV"

Arg,
Aagc
std"
stdo
T^

The time between touch down and touch release
Average touch pressurr
Standard deviation of touch pressure
Maximum touch prcssure
Minimum touch prrassurc

Slide speed of finger frorn between points
Slide angle of fingerfrom benveen points
Number of touch events of each segment
Average x nalue ofeach sensor
Average y value ofeach sensor
Standard deviation ofx axis value ofeach sensor
Standard deviation of y axis value of each sensor
The maximum ttreshold time interrral between
two mwing events to form amoving sequencc

The features used in this research were used by the rcsearchers U491, [150], [l5l] and ran different
classifiers to achierre results. The description of the features is slrown in table 5.3.
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Ctmpter 5 Operation Grid (OP-Grid)

In this research we have utilize Correlation-based Feature Selection to access all the possible fea-

tures. To erraluate a feature subset obtained from the Pearson correlation coefficient, Conelation-

basd Feature Selection uses contlation. This is a multivariate Feature Filt€r technique. That is,

it evaluates many feahrrc subsets and selecB the best one [152]. The Pearson correlation map is

plotted 5.2. This is a multirariatc Feature Filter Echnique that is, it evaluates rnany feature subsets

and selects the best one. The correlation coefficient is a single number that expresses the degree

and direction of a linear relationship involving two continuous variables. The negative and positive

correlation values of the dataset is shovm in the table 5.4.

' 
t 

'tI irl'

Figurc 5.2: Correlation feature selection

The SVI\{ classifier was tained based on the above feahres collected from different userc, the

col lected data is served as faining daa and labelled as rralid users( l). Once the algorithm is trained,

it deterrnines whether the legitirnate user or some other user tried to login. Cross validation is used

for the testing and training process. Crross validation uses all the data for the testing and training.

Figure 5.3 shows an overview of ffre proposed OP-Grid. The system consists of two components.

The OpGrid interface installed on smartphones. Once the user draws the pattern by using OP-Grid
technique figure 5.3(a) it verified by the password verifier figure 5.3O) if the password is correct,

then it will move to the authentication algorithm of the user figure 5.3(c).
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Thble 5.4: Negative and Positive correlation values

Feafiue Vdue

Otrtcome
Ns
Mp
Tdr
Sa

Ss

Tp
Mnp
Avg

l.uxxno
0.6/.1993
0.481110
0.359948
0.29419
0.2a3692
0.185577
0.090284
-o.141422

D_+> .**.Ai'

Figure 5.3: Three stages of OP-Grid

User authentication algorithm is shown in Figure 5.4, has two phases, the enrollment phase (train-

ing) and the verification phase (tssting). In the former mode, the algorithm is fed with the true

pattems tabelled with their usemames i.e. patterns which are verified by password verifier. From
tlrese patterns, the system creates a profile of a user's patLern behaviour, which is required in the
verification mode. In verification mode, the profile will be matched with the pattems from an

u.:krolvn user. The algorithm will decide whether the drawn pattsn has been performed by the

legitimate user or not. The two classes required to learn the SVM are: first, the positive samples

consisting of patterns from a nalid tuer and second the negative samples consisting of pattems

fiom all other users. Thble Itr shows the comparison of OP-Grid with existing schemes that uses

support vector classifier (SVM).
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OP Grid
Pattern r> Feature

Extraction

il il t Enrollment
I I I Verification

Figure 5.4: Data flow of the user verification algorithm

5.4 Experimental Results

Cross validation is used for thc testing and training prccess. Cross validation uses all the data for
the tasting and training. We have nrn the data set using k-5 cross ralidation on three difrerent
classffiers i.e., SVIVI, DT and KNN. This sflrdy analyzedthe two widely used performance param-

eters for mobile based behavior authentication syst€ms, called false rejection rate (FRR) and the

frIse accept rat€ (FAR). FRR neats authorized usert as unauthorized users and denies the access

and FAR treats unauthorized usets as authorized userr. L€t's assume that No(A)da represents the

Number of authorized user denid the acce.ss and No.(A)la represents the Number of authorized

uses login attempts, the equation for False rcjection rate is shown in (equation 5.1). t ets assume

that No.(LIN)aa reprasents the number of unauthorized user aocess approvals and No.(IJN)la rep-
resents the number of unauthorized users login attempts, the equations for False acceptance rate is
sh*rwn in (equation 5.2).

FRA:ffi

FAR:

(5.1)

(s.2)
No.(UN)aa
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Prcdhteddass

Figure 5.5: Comfrrsion matrix of OP-Grid with SVM classifier

The confirsion matrix figure 5.5 show the obtained tnre positive and tnre negative values, i.e.,

468 registcred usets wel€ correctly recognized as valid users, afi?Aregistered use$ wetr falsely
recognized as invalid us€rs. 19 unregistered users werc wrongly verified as registered users and

315 unregistered were truly verified as non authentic users. Thc obtained results show the value of
FAR 4.36 and FRR 5.03 and an AUC of 95% as showx in figure 5.6.

The dataset was run on different classffiers using k-5 cross validation technique and results have

shown that SVM was the providing betrcr aocuracy then the ottrers. The confusion matrix of the

KNN and Decision Trce classifiers are shovm in figure 5.7.

5.5 Security Verification of OP-Grid & Comparison

t "'; OP-Chid is a 7 x 1l matri4 with an image at the background and numbers at the top of the

rows and columns. fire headers of the rows and columns change their position randomly at every

login. This random position shengthens the security as the pattern of the user will not be at a
specific row and column every time.

rl6
Etf
o
E

Syed Shabih Ul Harun: L24-FBAYPHDCSEI| 58



Opcration Grid (OP-Crrid)Chapter 5

f to.oaosq

t

0rl

t
.E

; 0.6

B
u,
o
o-
I erEF

o.2

0

1:

-ROCrurua
Artl urdg crrtc

,, Cunonl clarslor

0 02 0.{ 06 0.6 I
False positiw rale

Figure 5.6: Area Under Curve graph of OP-Grid with S\fM chssifier

I

I

-J
,, ..r .. ., .1..
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5.5.1 Shoulder Surtrng & Smudge Attacks

Thc pattern drawn by the user on every login se.ssion with small arithrnetic operations of addition
and subtraction makes the login prccess of OP-Grid very difficult for the shoulder surfer to catch.
The attacker can not b see the login pointer generat€d by the server, as it disappears when the user
rt rlrovos the finger from the screen. If attackers try to login, then a new login pointer is generated,

he will not be able to perform corcct &e arithmetic operation. Further, if the attacker records the
pattcrn through the camera, still it will be an unsuooessful attempt, because the login poinrcr and

the headers of the rows and columns changes values randomly.

For a test set, a total of 650 samples were used. An attacker has first to find the hidden values of PA

and FC. Assume that he knows the PA and FC figures. Now he has to draw the pattern according

to the user's behaviour. Four attackers harrc nwerbeen successful and some have been successful

in few tries. In a sifting posture, the average ratc of success of the attack was 3%. The results

showed that when an attacker draws the OP-Grid pattcrn while walking, the shoulder surfing and

smudge attack is not possible. Since, at the time of rcgistration the choices of alphabets and digits
is independent of each other for n choices,it gives

Totat nwnber of choiu,s: 11 C
d=1

where C; is the number of choices forposition i,in our case which ranslarc o

4

Totd number ol choices : fLC,
i=1

(s.3)

(s.+1

After using fundamental combinatorics, this quantity corrcs out to be 16900. The same idea can

be applied to the authe,ntication phase.

5,5.2 Comparison of Op-Grid
A I shown in Thble 5.5 SVM classifiers achiwed bett€r result as comparc to others. The reason

is that it depends on the probleru dala size and features also; some algorithms work with some

of the data or applications better than others due to the nature of the data and learning capabil-
itie.s of an algorithm on that particular data. The value of both true negatives and true positives
r. rttcomes among the total number of instance.s evaluated is used to determine accuracy, display in
equation 5.5:
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Aur'racy:# (5.5)TP+TN+FP+FN

The number of positive samples corrwtly deEcted by ttre classifier is known as sensitivity, and it
is re,presenrcd in equation 5.6

The number of negative instances properly detected by the classifier is measured by its specificity,
which is deterrrined by equation 5.7

Specificiy: # (s.7)

The F-score is a measure of pnecision calculated from the recall @e) and precision (Pr) conditions
(equation 5.10).

Pr --
TP

TP+FP (s.8)

TP
Jens?tflNtY: pp:pj,ry-

TP,tE:ffi

F-Swe:2x'#

(s.6)

(5.e)

(s.10)

where FN denotes False Negative, FP denotes False Positive, TP denotes Tnre Positive and TN
stands for Ttue Negative t153].

thble 5.5: Performance base Comparison

Classifier Aeuracy Sensitivity Specificity Precision Rccall

svM 94.8%
KNN 88.1%
Decision 93.2%
Tree

95%
90%
y2%

96%
89%
94%

96%
w%
95%

93%
87%
9t%
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Thble 5.6 present the comparison of Op-Grid technique with different authentication systems. p6l
has used ttre SWI classifier for brain signal authentication, but brain signal ac1Ns the network are
limited. [113] uses SVM and found that SVM is more accumte then K-Nearqst Neighbour, but fail
to consider the attributes like position and accelercrnetcr data. OpGrid uses accelerometer data to
lncasure the accelaration force put on the scrpen while drawing the pattcrn.

[105] proposed authentication technique using SWI classifier that rcquircs less porver for authen-
tication. This techniques neglects the contexhral characteristics that can affect the validity of the
model. [118] suggested that SWI perform better in different mobile phone positions then Decision
tee and K Neare.st Neighbour, but has taken considcration only a few number of sensors. O1rcrid
uses two factor of authentication i.e. something us€r prooess factor and patrcrn password to au-

thenticate the user. The drawback of Op-Grid technique is that user draw a 90 degree angle shape

pattem to arthenticate at every login session.

Table 5.6: Comparison of relarcd work

References Ngorithm Xlndings Limitetion

u6t

ut3I

tlos]

[118]

s\d

svM

s\nvr

s\rM

The proposed SVIVI-HMM outperform
the NB and cosine similarity

The S\II\{ is more accuratc than the K
Nearest Neighbour

The proposed aprproach requires less
power and is authenticaEd easily and
accurately
The S\/IVI performs better in different
cell phone positions than the DT and
KNearest Neighbour

Two factor authentication using fifth
factor and S\IUI classifier

Authentication by b,rain signal across
the network is limited to the proposed
framework
The proposed authentication scheme
does not take into account attribuhs
such as position, accelerometer data.
The approach proposed neglects con-
textual characteristics that can affect
the validity of the model
fire approach proposed examines
only a number of sensors and does not
take contexfiral information into con-
sideration
User can draw only pattern of 90 de-

8ree

OP-Grid s\ ,r

Table 5.7 present the comparison of Opcrid technique with different authentication systems re-
garding security analysis. The comparison is based on Shoulder surfing, smudge attach Spoofing
attach one time password, Biometric, and multi factor password syst€m.
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5.6 Summary

The chapter carefully describe a norrcl graphical urthe,ntication scheme, OP-Grid, that is a combi-

nation of urthentication frctor "something you process" and behavioral features. Tlre contribution

of the OP-Gtid scheme is that it provides a secured defense system having a check on every login

session. The login pointcr has a unique value, a feafire that kee,ps headers of rows and columns

change their positions. Further, the behavioral features of the user created druing stored in the

seryer during the training phase have a tendency of being unique. Tlre protection of rser creden-

tials in public spaces, even when recording cameras arc present, has been made possible by the

developrnent of an effective and secure authentication sysEm. fire major conributions of the pro-

posed system as listcd above ensures security even if an adversary is equipped with the a camera or
tries to attempt shoulder surfing attack or smudge attack. This method can firther be strengthen by
includittg physiological and moving se,nsors for user identification. KNN, Df, and S\IIVI are three

distinct classifie'ls that we used. In terms of FAR, FRR, accuracy, f-score, precision and sensitivity

and the SWI classificrbeat the other classifiers.
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Chapter 6

Processed Pattern Authentication

User authentication is one of the critical conoerns of information security. Users End to use stnong

texfiral passwords, but remembering complex passwords is hard as they often write it on a piece of
Paper or save it in their mobile phones. Textual passwords are slightly unprrotectcd and are easily
attack-able. The attacks include dictionary, shoulder surfing, and bnrte force. Graphical passwords

overcome the shorrcomings of textual passwords and are designed to aid memorability and ease

of use. This chapter proposes a hocess-based Pattern Authentication (PPA) system for Intemet of
Things (IoT) devices that does not require a seryer to maintain a static password of the login user.

The server storcs user's information, which they provide at the time of registration, i.e., the R-code

and the symbol, but ttre P-code, i.e., the actual password, will change with every login atte,mpt of
usen. In this scheme, us€rs may draw a pattern on the basis of calculation from the P-code and

R-code in the PPA patterq and can authenticate themselves using their touch dynamic behaviors

through Artificial Neural Network (AMY). llre AI'IN is trained on touch behaviors of legitimate

usffs r€porting superior performance over the existing rnethods. For experirnental purposes, PPA

is implemented as a prototype on a computer systcm to carry out experiments for the errahration in
' ',s of memorability and usability.

Accounts whether they may be of emails, social networking websites, website administrators, per-

sonal computers, or networks, are mostly protccted by passwords. Tbxtual passwords are cornmon

in use methods of authentication. Memorization of porverfrrl passwords is burdensorne, thus, 1teo-
ple normally choose short passwords or even simple dictionary words. The worst situation is that
usenl may use the sanre us€rname and password for multiple accounts for their easement, that
make it more vulnerable, wherc the exposure of one password can lead to security breaches of all

*
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accounts associated with it [52], U59]. Each Intemet of Things (oT) dcvice and account must

have a distinct password for secuity, if in case the attacker gets success for bmeaking a password,

he cannot brcach the other accounts. According to a study :unl4zl, a security team at an oryani-

zation rut a password cracker and amazingly cracked about 80% of the employees' passwords in
less than a minute. It is adyis€d that users must use long and complicatcd passwords that contains

special characters, letters (upper- and lower-case letters), and numbers, to protect their devices

from difrerent attacts. In general, it's very had to memorize complex and lengthy passwords.

Consequently, for logging into different accounts users prefer to save the passwo,rds by rvriting on
paper that raiscs the likelihood for the violation of security by different attackers t160].

Tb tackle the weakresses of traditional passwords, graphical password tcchniques were introduced.

Graphical passwords such as OP-Grid [16U, Pass1bg U621, and Passpositions [163] make cell
phones more adaptable than the conventional, because a wide scope is offered for slmrbols over

password techniques based on text. firey are therefore being introduced in smart devices. fire
authentication prccess having multi-factors, e.g., "something you Prrocess", is used by researchers

while presenting their schemes against attacks, such as shoulder surfing attack tl64]. In such multi-
frctor authentication, users rcmember the equation/formula and the nalues of variables are given to
them at the time of authentication. A user puts these values in the formula and processes/calculates

the outcorre in his/her brain, which is then entcred as a password. The values of variables may

change; tlrcrcfore, the password changes every time it is entered. Hence, an affacker may know the

password, which rqstricts user to login wittr that password.

With the adoption of the Android mobile operating system, a substitrrte to PIN authentication,

known as paffi€rn authentication system, on mobile dcvices has been implemented and widely
deployed. A user gelrerates a hidden authentication pattern on a 3x3 grid with his finger and then

redesigns it for verificatio& as shovm in Figure 6.1.

Compared to PlN/?assword, authentication through pattern keeps the brain to learn the informa-
' .r, tnd accumulates in a better way. Tlre pattern might remernber in the form of an image, thus

manipulate fts impact of illustrated suprcmacy t165]. Patt€ms are exposed to a hazardous e,nvi-

;' :'nent, erren if a user selects complex or lengthy ones, as in the case of shoulder surfing attach
whr:re the adversary is capable to know what you have drawn as a pattern. Some of the attac*s are

discussed below.

' Shoulder surfing is the late.st weapon used by hackers as this technique depends upon obser-

vation for exanrple sneaking over the shouldcr or recording his login or other inforrnation

t!
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Chapter 6 Processed Patrcrn Authentication

Figure 6.1: Standard layout of authentication system through pattem

byusingahiddencarneta. Thistypeof attackisaneffectivewaytostealtheauthentication
data, i.e., pattern, as it requires no extra knowledge or software. Pretty much every'l6en"
customer's garlget today incorporates a camera, from sawy watches to shrervd TVs, glasses,

telephones, and MIB players. Researchers at Black Hat t4U exhibitcd that how these cam-

eras can keep an eye on individuals tapping, for exanrple, passwords or patterns into mobile
and tablet consoles.

' Pattern authentication rnettrods require users to touch ttre display sclreilt for login and thus

are wlnerable to smudge attacks. An attacker can reEieve the pattern of the users etc.

ttrough the marks remain overthe display scroen tl66].

' Irt passrvord guessing atraclq a hacker can guess a user's pattern password using his stolen

cell phone devices as well as the daa caught during the registration or authentication phase

lt67l.

IMe all have different'living credentials" such as fingerprints, facial expressions, o,ptical elements,
voice tones, and behavioral atEibutes. User behavior is one way to represent the identity of an
individual tl68l. It identifies whcther the current user is a valid one by collecting and training
the features of the sample data h order to carry out authentication. The key characteristics of
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behavioral authentication ale as follours:

. It is an entirely back-e,nd application, ensuring that the whole data collection and authenti-

cationprocess doe,sn't require userg to do something that sounds user-friendly.

. Additional hardware support is not required, it only needs a smartphone with common sen-

sors and a touch scloen.

. It does not overlap with other methods of authentication.

' It is had to conceal but only possible if the atacker can accurately mimic the actions of the

owner.

"Something user process" is an authentication factor [44], which is a formula-based authentication

that requircs the formula processing by the user that the server provide.s relatcd to the numbers or
images. This strrdy suggests a multi-factor betraviomal pattern lock system. First, by using authen-

tication factor "something you process" the usetr shall compuE the values for pattern. Second, the
pattem will be dravm and validated if the user's touch dynamics features match the feahrrcs saved

in the system. Following are the primary benefactions of the study:

. Built-in effective, reliable authentication framework.

' Use the concept of "something you process" authentication factor that allows users to enter

new PatErns on each login session, hence, improving protcction in opposition to shoulder

surfers, smudge and guassing attrcks.

' ProPosed multi factor behavior authe,ntication method using "something you pnrcess" factor,

the drawn Pattern by ttre user is checked, i.e., whether it is correct otr not, latcr on by using
thc login behavioral feafires of the user, will conclude the correctness of drawn pattern.

Ferr of the authentication schemqs are limited to specific age group U l9], or are not compatible
with large sctpen mobile devices tl l3]. fire features like touch pr€ssur€ and torrch stnolre intervals

missing in [ 105]. The proposed authentication system in tlric .-'-.1.r_cr lrirve tried to overcome
these flaws. The corrcept of "something user prooess" is used, which lets the user to ent€r a differpnt
, 'tsrn for each login session, hence increasing secuity against guessing attacks, smudge attacks,
and shoulder surfer attacks. Somettring you process enhanced the secruity that even the attacker
mimics the behavioral feahues of the user, but cannot find the Eace the exact pattern as the pattern
is different at wery login atrempt.
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6.I PPA

This pnrposed Echnique addresses the weaknesses in pattern lock method by the implementation

of the authentication's fifth frctor and intnoduces Prrocessed Pattcrn Authentication (PPA). As de-

scribed earlier for login purpose this authentication factor requires the processing of predcfined

formula by the userc. It uses a graphical pad comprising 10 graphical boxas, each having a com-

bination of synbols and numbers used in the authentication pn)oess, as shown in Figure 6.2. Each

graphical box in the graphical pad has 10 symbols numbers from I to 10. The user

after catculating two digits of the process-code to get the pass-code will draw a pattern from one

graphical box to another having the uscr's symbol and the pass+ode digit. During registration,

Its€tr's selectcd numbers is referred to as R-code (Registration code), and the seryetr's give,n along

with mathcmatical operation symbol to the user for processing along the R-code is refered to as

P-code (hocess-code), whercas the rcsulting password is refered to as Pass-code.
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Figure 6.2: Crraphical Interface PFA

The PPA comprises thrree components, i.e., the P-code Indicator, kttem Checker, and Feature
Extraction and Evaluation. The P-code Indicator displays two random numbers between I and
5 along with two alphabets for the addition and subtraction operations, which will appear eyery
time during user authentication. The communications between user and authentication system is
secured by Secure Socket Layer Prrotocol (SSL) U69]. After processing, the user wiII get two
lrutnbers and draw a pattern connecting two graphical boxes (having its symbol and the resulting
Pass-code digits) in the graphical pad. The pattern checker module checks the validity of the drawn
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pattern by ttrc user. The pattem checker authenticates userc on the condition ttrat if the outcomes of
the arithmetic operation between the R-code and P-code is accurately in position with the rqsultant

pattcm drawn by users. Once a user draws the pattcrn and finds it correct by the Pattcrn Cteclrer,

meanwhile by using rnachine leaming model the pattem drawing behavior of user is examined.

The PPA was installed on the user android smartphones, where the users were asked to use the

PPA authentication pattern lock sysEm around 30 to z[() times to obtain the raining saurples. A
total of 29008 pattern sarnples were obtained from 35 users. fire PFA has two phases, rcgistration

and authentication, subsections coming next provide description about the phases.

6.1.1 Registration Phase

In registation phase, following steps arc ffiormed by the user in a sequence

. CXrooses a usemame

. Selects a symbol (from the given sets of symbols)

. Selects an R-code (minimum of 2 digits)

orrce the thrce requircd credentials are selec"ted, the regisfration phase concludc.s. A user inputs

1p6 things in the rregistration phase, i.e., username, symbol, and R-code. fire server will keep

the user R-code and syrnbol information against the rsername. [.et us suppose that Ali is the uscr

name and tlrc fiiangle is the symbol. Let the R-codes chosen by the user are 7 and 6. The user will
click on the box that has 7 trianglas, as shown in Figure 6.3. The same will be done for the second

number 6. trhen the user sees the pairing of hiVher chosen symbol and the R-code digit, he/she

can ctck anywhere in that box, which makes it nearly impossible for a shoulder surfer to guess

any one of them.

6.1.2 Authentication Phase

-..u stcps for the authentication p(rcess are as follorvs.

. User entcrs hisrher username.

. Graphical pad appears on the scroen having different boxes with symbols and numbers.

. P-code Indicator will display two random numbers between l-5 along with trro alphabets

either'IJ' or'R'. 'fJ' represents the addition and R means the subtraction.
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l.'.ttteElC$r*
,ltat rtttt

Figure 6.3: Registration example

' User will add or subtract the P-code digits given by ttre seryetr takeir from the R+ode to
generate thc nyo Pass-code diglts.

' User will draw thc pattern between those qpecific boxes in the graphical pad that have resul-
tant Pass-code digits undcr the registered sprbol.

Suppose a usetr's R-codes are I and 4 and the syrnbol is a triangle. lVhen he/she enters the user-

naure for authentication, the P-code Indicator will show the two process code digits to be added or
subtacted from the two R-code digiB. Let us supptrse the first process code for the first R-code
digit 5U, i.e., add I with 5, and the second prccess codc for the second R-code digit is 2R, i.e.,

subtract 2 from 4. The resulting Pass.code digiB are 6 and 2. T\e user will draw a pattern by
connecting the nodes of two graphical boxes tbat have 6 and2 written below the tiangle symbol,
as shown in Figrue 6.4.

-...., FeatureExtraction

The PPA is a two-factor authentication technique, i.e., firsfly authenticatqs the user according to the
values drawn as a pattern, and secondly how he/she draws the pattern. Latest smartphones have
numetrous installed sensorc that are built-in them where from the desirable sensor(s) is selec"ted

that is capable of representing behavioral characteristics of the user, while the PPA pattern is being
drawn. A collection of smar[phone senson that have been used in various researches t82] tl70] is
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Figure 6.4: Iogin example

shown in Thble 6.1

Thble 6.1: Embedded srnartphone sensors
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Nome ofthe lenflDr Functronality

Linear Accelcrometer
Accelerometcr
Ilflagnetometer

Compues the force of acceleratim applied on the smarghone except force of gravity
ComFrEi thc fo,rce of acrcclcration applied on the smartphone including force of gravity.
C-ompuEs the gcomagnetic ambient field on three axes (x,y,z)

The installation of PPA was done on the participants mobile phones who were asked to unlock a

device using the patErn of PPA. After accomplishing successful log-in of the user that formulated

on his PFA pattern inpuq larcr on the inforrration is saved regarding the drawing of pattern by
the user that is collected uing the touch sensors in the form of training sample; else, rejection
' 1r1'r drarvn pattern. The patrcrn authentication can appear being a classification issue.l and 0
.'v lrttked as Legal users and illegitimate users rcspectively. S\rl\d, Random Forest, and Neural
Dlctworks have been introduced by sweral research studie.s as classffication algorithmsll7ll,UT2l
tu solve the classification problems. The proposed scheme for two-class classification chose to
considerArtificial Neural Network. The analysis of neural networksimulations in biological neural
networl$ highly inspire the rnathernatical model related to artificial neural network (AIIN). Lil<e

!,ttman brains, the AI.[N strives to constnrct the way for the quick processing of data. "I\able 6.2
lisB various featurres derived from touch and sensors of the user's srnartphone while using the PFA
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authentication system.

Thble 6.2: Tt]neset of extracEd features

FeaturrcSlmbol FeaturcName

T*
Tq
M"e
Mry
M"e
S""
.9"o

Aago.
Aadoo

std"

Tlme benreen touch down and release of pattern nodes
Average touch prcssure while drawing the PPA pattern
Maximum touch prc.rsur€ while drawing the PPA
Minimum touchpessur€ while drawing the PPA
Maximum touch pr€ssur€ while drawing the PPA
Sped of f4ger sliding between PPA nodes
Angle of fnger sliding between PPA nodes
Each sensor's average x value
Each sensor's ayerage y value
Touch ptessure's statrdad deviation

fui overview of the PPA is shwn in Figure 6.5. T\vo components make up the system. The
srnartphone is installed on PPA. Usiqg the PPA tcchnique when the patem is drawn by the user
figure 6.5(a), the kttern checker module checks if the pattern is right figure 6.50), then it swirches

to the next level figurc 6.5(c) of the user's authe,lrtication algorithm.

(a)

*w*rp

Figure 6.5: Tluee st ges of PPA

6.2.1 Initialize Setting

The ueural network is constructed in this step by specifying the design of the network (input units,
output units). Features that are exhacted from the touch and sensols of smartphone arc utilized in
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taining the neural network

6.2.2 lhaining Set Generation

The qualrty of learning is considered essential for the neural network, as it's providing the capabil-
ity to the network in oder to address the changes in the environment. For this objective numercus
learning algorittrms were develo@. On the basis of the features (lbble 6.2) gattrcred from various
userB, AIYN is trained, the data that is gathercd is used as training data and la-belled as valid users
(1).

6.2.3 Creation of Neural Network

In this stagc, a multi-layer networkthat contains multiple hidden layers is fed with the training set

created from the previous phase. The direction of flow of the data is always forward because it
always flows from input layer to output layer.

6.2.4 Network Initiatization

fitis phase stipularcs the accessible weights using an equation of weighting on e\rery connection:

w(t + 1) : u(t) + qdw(t). Both the weights w(t+l) and t+l are equivalent as the learning rafc
times measured change in the weight.

6.2.5 lhaining hocess

Tb get the desired output, for the purpose of input 6paling, training the network is must. For
network training, several kinds of learning algorithms are used in the literature. The kinds rnay

calr;goizn into two algorithms, i.e., supervised and unsupervised. In supervised algorithms, the
network training is done by provision of training examples that include the matching of patterns

. r tt to output). In unsupervised learning algorithms, the traini,rg of thc network is done first then

features are gained from internal data. Some reinforcernent algorithms are also used that combine
both supervised and unsupervised techniques, wherein the weights for the network are raised or
reduced for honor or penalty ll73l. A popular method for training artificial neural network is the
back-propagation algorithm U741. As a supervised learning algorithm it is beneficial for feed-
forward networks. It is possible to implement the back-propagation algorithm in two phases, i.e.,
ftlward and backward pass. The addition of input to the neural network in the forward pass and
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is propagated to measure the output through all neurons in the layers. The error determination for
each output neun)n is donc in the last step. The co,ncealed werghts among neurcns are modified in
the backward pass. The hidd€m layer errors for neurons are measured and returned to the neurons.

In this study, by finding convolution of inputs with their corresponding weights, the net inputs are

detcrmined. The outputs are defined by applyiqg the net output activation firnction. To classify
the succession among the activation value (zero and one) logistic function is being utilized. The
activation value is assunred to be the same as the input layer's oueut. The anticipated output is
determined in the way that comparing all the with the values that werc sayed, the desired output
value becomes 'f in the case of eqtrality, and it stays as '0' otherwise (Figrue 6.6)

to

Figure 6.6: Stnrcfire of AI'IN

firc prediction method for errors is carried out as follows:

On: D*- N* (6.1)

where 0"r is the enor of the ouQut layer, Dop r€prc.seNrts desircd output, and lVrp is the network
output.

Backrvard pass input layer enors are calculated as:

I.r: I. - On (6.2)

where .f"r represenB input layer, I- is the weight of the input layer and O"r is the output layer
eror. Input and hidden layers wcights are modify accordingly. Calculated enors are measurcd
agafuut the preset error nalue that changes the algorithm of the backpropagation.

The Mean square Error (MSE) function for this purpose is used as follows:

MSE:W
*
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where /Vrp is the network output and Dop is the de.sired output.The algorithm stops if the current
error exceeds the maximum acce,ptable value, or if the fuIl training is achieved by the network and
the enor nalue is zero. The MSE for best validation performance is shoym in the figure @gtu€ 6.7)

Bort Valldatlon Perfonnanco ll 0.077022.t rpoch 53
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Figure 6.7: Mean Square Error

6.2.6 Recognition Pllocess

After finalizing the training pt(rcess, the network becomes ready for the prccess of behavior recog-
nition. For calculating the fnal values of the output layer, maximum percentage value of same

layer is extract€d. For instance, if thc percentage is 15, then this indicates that the betravior while
drawing the pattern is original *. 15% and not idcntical atts%.

6.3 Erperimental Results

lb assess the viability of the proposed system, a thorough user study was conducted. Data from
25 volunteers werc collecEd. ANN classifier is trained to evaluate predictive output rsing the test
data set.

30 students from our universifl ft2females and 16 males) voluntarily participate in this study. pre-

sentation with animations was given to them, to explain the concept of the proposed authentication
system. Participants created their account after choosing their required credentials of registration
phase. They were aslcd to get login into their smartphones using the proposed system. False rejec-
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tion rate (FRR) and false accept rate (FAR) are the key performance parameters for mobile-based

behavior authentication systems. FRR recognizes and denies mobile phone access to authorized

userc as unauthorized users (equation 6.4), and FAR treats unurthorized userc alt authorized users

(equation 6.5). This chapEr analyses the proposed authentication system for both efficiency and

accuracy. Symbols in the follorring equations arp mentioned in table 6.3

Thble 6.3: Symbols of Equations

Equetion Symbol

No. of auftorized user access denied AuI)
No.of login atEnryts by authorized users LaA
No.of unauthorized user acoess approvals UuA
No.of login attempts by unauthorized uscrs l,au
Tnre positive Tp
True negative Th
Tbtal Instances Tt

pnn- A@
Ia,A

FAR=Uil
LaU

The obtained results show the FAR 4.36 and FRR 5.03. Accuracy of classification, that is thc ratio
of corectly classified instances (equation 6.6).

da,rlift,,.tion6catrq=T (6.0

The accuracy in ourexample is0.75% and the errorrate is 0.25%,so ahighpercentage of instances

canb correctly labelled by the model.

6.4 Comparatiyeanalysis

In this section the proposed authentication system has been evaluated against difrerent known
attacks. Furthermore, a comparative analysis of the proposed authentication scheme has been
presented with the existing authentication schemes.

(6.4'

(6.5)
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6.4.1 Shoulder Surfing & Smudge Attactrs

Shoulder surfing being a real tbreat to authentication systems is of two t,"es. First, weak shoulder

surfing in which an attacker directly observes the authentication mechanism, and second, sEong

shoulder surfing in which attacker uses any hardware device i.e. recording camera [13]. In the
pt'oposed authentication scherne by using small arithmetic operatioru i.e. addition and subtraction,
user draws a unique pattcrn on Every login session and thus rnake it difficult for the shoulder surfer
b catch. If the shoulder surfers try to authenticate, a ne\r P-code indicator will be shown at the
scrsErl, and he will not be able to process the kss+ode without the R-code diglts. If the attacker

captures thc user's patErn via the camera, the P-code indicator will be different in the ncxt login
session. Participants werc divided into two groups, 16 of them acted as the attaclrcrs (shoulder

surfer and smudge attacks) and 14 ac'ted as usem. The attackers werc well briefed about the two
attacks. In the video or by looking over thc use,r's back, the attackers need to notice the user,s

P{ode indicator and hand movement. }Vhen drawing the authentication pattern to conduct skilled
attacks, the attackers can watch the videos as much as possible b practice the user's behavior. A
total of 1650 samples wete used for te,st set. An attacker first have to assume the rnalues of R-code
to process with server given P-code indicator values. Even if he knows the ralues and know what
pattern should be drawn, he has to draw the resultantpattern according to the behavior of the user.

The resulB showed ttrat when an attacker draws the PFA pamern, in sitting posfiue the success rate
of attack wasS% while walking, the shoulder surfing and smudge attack is notpossible.

6.4.2 Comparison Analysis

Thble 6.4 pmesents the proposed work's comparison with the projects using ANN in different ways
to Provide security for smartphones' authentication. The findings describe their proposed work.
This article proposed a method that provides the security in the registration phase and a multi-
frctor security in the authentication phase. [114] uses brain signal which is limited to the proposed

" "mewotrh however our proposed scheme uses simple mathematical calculation that to draw the
r'cquir€d login pattern. t116] does not reducc the password complexity. The proposed authenti-
ertion scheme combines the behavior authentication and "something you process" authentication
lactors in a graphical box having two lines of defense, i.e., a unique pattern indicator, which shows

a different value to the user at wery login attempt to constnrct the pattern, and a pattern checker
that verifies the pattern correctly.
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Thble 6.4: Relarcd work co,mparison of PPA

Refertnccs Atgorithm Findlngs Conshaint

t1141 ANFrS

tll5I AtlN-
LMNN

tll6l Ar{N-
BPNN

tlOtl ConvNe

Ptoposed AI{N
PPA scheme

The AtlFtrS produces the lowest error
raE and cosine similility

In both optimization and authentica-
tion, AIIN-LMNN provides beter ef-
ficiency
The At{N gives better results than other
classif€rs

ConvNet has the highest accuracy in
Eedicting the behavior's action of the
uscf, then ths compared algorithms.
ftvo facm authentications using At{N
forbehavic features

Authentication by bmain signal across
the netwqk is limiEd to the proposed
framework
the AI.IN has the chance of beiqg
stuck in the local minirna

The proposed research could not alle-
viab the password compluity of the
system's protection and usability.
Tb get the many-feafiues-hierarchy,
the CovNet contains too nuny layers

Uscr joins ooly two nodes for autheir-
tication

6.5 PPA with Support Vector Machine

In the high-dimensional feature space created from the initial seillor values, the Support Vector
Machine (S\4vI) can identify more deailed relationships within the data t1751. Ttre SWI classifier
was trained using the above atrributes acquired from various users as training dat4 and the collected
data was labelled as rnalid users (1). After the algorithm has been taught, it can tell whether a valid
user or another pennn attempted to log in. The T.IRSVM t1761 implementation of SWI was

utilisedtosupporttheestimationofprobabiliU.Thealgorithmwilldeterminewhetherornotthe

drawn pattern was created by an authorized user. The positive samples, which consist of patterns
from a genuine user, and the negative samples, which consist of patterns from all other users, are

the two classes required to learn the SWI.

- ' confirsion matrix figure 6.8 show the obtained tnre positive and tnre negative yalues, i.e.,
. ./ registercd users werc correctly recognized as valid usef,s, and 28 registered usenl welr frIsely
recognized as invalid userc. 9 unregistcred users were wrongly verified as registered users and 244
unregistered were truly verified as non authentic usem. fire obtained results show the value of FAR
0.10 and FRR 0.02 and an AUCof 99% as shwn in figure 6.9.
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Chapter 6 Processed Pattern Authentication

6.6 Summary

With the growing Endency of netryork services and applications, users can access such applica-
tions through various IoT gadgets. Therefore, as to eruilne users digitat property, there is need

of validation each time ttrey atteinpt to reach their personal data or accounts. Tbffial passwords

or PIN methods ale oolnmonly used by most of the users to be authenticated. People use small
passwords because complex passwords are not easy to remember or they even use one passworrd

for various accounts. Thus, attackers can easily guess the passwords. Some of those attacks do
not require any special tcchniEre or softrvare, e.g., shoulder surfing and smudge attacks, to steal

information. Graphical passwords arE more securE than the textual ones and are difficult to crack.

The graphical authentication systom is more rser frie,ndly and removes the difficulty of reinern-

bering complex passwo,rds. Cracking the graphical passwords through guessing is so challenging
for the attacker, dictionary or bnrte force attacks. The contribtrtion of the proposed authentication

scherne is that it combines the behavior authentication and "something you lrocais" authentication

frctors in a graphical box. Furthcrmore, it has a two levels of defense systerr, i.e., a unique pattern

indicator, which shons a different value to the user at ervery login attempq and a patErn checker
that verifies the pattern correcfly. In this proposed multi-factor behaviour authentication technique,
the user's drawn pattern is verified to see if it is accurate or not before the accuracy of the pattern is
determined using the usetr's login behavioural attributes. Later, it authcnticates uscrs on the basis

oftouch behavior features. For authentication purpose, the sequence ofposition is not considered

in the p,roposed rnethod. The future work can include physiological and moving sensors for user
identification in the IoT environment.
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Chapter 7

fnstruction Based Handwritten
Authentication using Machine Learning

User authentication is impontant in the case of the Internet of Things (IoT) to euilre the se-

ctuity of attached appliances and to customize the service. The shong sensing capabilities of
IoT devices allow continuous and implicit authentication based on behavioral biometrics, con-
taining smartphones, wearables, robots, and independent automobiles. Schemes based on pass-

words/PlNs/patterns are at risk to shoulder surfing and smudge attacls. In addition, for users to
enter regularly, passwords/PlNsftattems are inconvenient Using something you process authenti-
cation factor, this thesis prcsenB Machine kaming Instnrction Based Handrvrit6n Authentication
(BAIvf). At wery login attempt, the server pmvides a user two numbers along with a mathematical
operator to be processed by the user with the numbers given at the time of registration. Instcad
of typing it on a keypad,PlN codes is requested to be drawn by the user on the touch scrcen.

Consequently, using behavioral biometics with a new prooessed password at every login attempt,
as an additional authentication factor further away than the PIN's concealment, IBAIvf provides

:'cr security. For handwritten digits identification, this thesis present a method based on CNN
(corolutio,nal Neural Nenyork). The implant neural network is being tained in this approach to
recognize similarities and patterns between various samples of handwriting. Experimental resule
show that the sinration in which hacker is aware of the PIN by shoulder surfing, IBAM achieves an
equal error rata of 4.6%.

Within our lives, electronic appliances arc popular. They are able to connect via both the Internet of
Things (IoT) and the public network. Mobile appliances come to be an essential tool for nearly all

Sr
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the individuals today. The widespread adoption of IoT derrices in the rnart<et assembles it signifi-
cantly necessary for user authentication to ensure that users have an adequate freedom to approach
IoT appliances and to prevent the catashophic damage because of a single attack ftat occurs at
unsafe locations t1771. Normally userc uses patrern or Personal Identification Numbers (PIN) lock
system to unlock the device. The single factor PIN and One-Tlme Passwords (gIP) have histor-
ically been the two most dominant rrser authentication approaches on mobile devices tl78]. In
PIN authe'ntication technique user memorize thcir secret PIN codes to unlock their devices. OTp-
based sysErns pre'vent users from memorising the PIN codes, because on eyery login attempt, the
system is responsible for selecting and giving the user with a new password, by transrnitring the
content to personalized mobile appliances or particular tokens. These authentication systems are

often vulnerable to shoulder surfing aftack i.e. impostcr can peak from the rser shoulder to get the
PlN/pattem or use external device like camera to record the finger moyements of the user while
unlocking the devicc. PlN/passwords arc also srsceptible to smudge attacks, i.e. the imposter can
guess the password or unlock pattern of the usctr's dgvice by examining the smudge left on the
device screen[l79]. Researchers showed that they conceinably recreate a PIN out of minimum
ra*ed video (recoded ftom adistance by a smartphone or Croogle Glass camera) through captur-

ing movement of the hand or fiqgertip in the p,roccdure of entrance of the pIN wittl a success rat€
of till90% t1801.

lVith the combination of the maximum seqrrity and the ease of use, biomefric authe,lrtication

schemes can respond wiflr these challenges t104]. Biometic authentication has normally two

ffis, i.e. physical and behavioural. Physical biometrics are based on user-inlrcrent physiologi-
cal feanres for example palmprint, iris, face and finger prints, while behavioural biometrics are

related to non-physiological features that can be rcplicated in a particular way by a user. fo,r exam-
ple voice, keyshoke, and handwriting. It is difficult to adaptphysical biometrics while behavioral
biomefiics are chaageable t18U. With the exponential growttr of machine learning techniques, the
challenges of biometric authentication using rnachine learning have been addressed by an growing

,'unt of study.

This chaptcr has proposed a multi-dimensional behaviotu pattern lock system. First, the ruer must
compute the PIN code values, utilizing the "something you process" feature for authentication.
Something you Prooess factor also known as formula base authentication tec,hnique provides securr
authentication against shoulder surfing attack, as a user on every login, e,nters a different password.
Operation code authentication [,14] uses this facor of authentication to avoid shoulder sgrfing
and smudge attacks. Every user on each login will get random values from the seryer, the user
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processes the given values in a formula and calcularcs his password. Secondly, he will write the

digits of the PIN codes and will get authenticaiion barely in case the digits of the PIN codes and the
user's touch dynamics features are similar to saving features in the sysEm. This article suggests

Convolutional Neural Network (CX\hD in a finger-drawn PIN code authentication scheme for the

task of digit recognition that is carried out on solo handwritten digits obtained by a touchscreen

mobile phone. CNN is layered, with a single layer (input and output), serreral hidden layers or
not. AI'INwouldbespottcdtoenhancethesecurityoftouchscr''eenapplicationsformobilephones

U201. The artificial neural network pattem recognition approach has been steadily replacrng the

cowentional method of pattern recognition in recent years. Pattcrn rccognition has become the
latcst, mor€ matur€ technology after years of rcsearch and developrnent and has bee,n commonly
implemented in computer vision, voice recognition, rrmote sensing image recognitioq fingcrprint
recognitiom, handudfren character recognitio4 face rccognition, etc.

Instructional handwritten authentication based on machine learning (BAM) was installed on the

smartphone of users who werc asked to use this application for tcn days. User has to prrocess the

digits of his/her PIN codes by applying either addition or subtraction operation benreen Passcode

(PC) i.e. nunrbers given by the server at the time of authentication and Registration code (RC) the
numbers which he gave at he time of registation. By applying the arithmetic operation, a nEw

PIN will be ge'lreratcd atevety login attempt. TIre authentication method recognises the IBAIVI
PIN digits and tests the similaritie.s bcnyeen the handwriting of the input and the handwriting of
the recorded users saved in the database. In the case of the recorded usetr, access wilt be grantcd.

The main contibnrtion of this chapter in this thcsis are:

' This chapter rwiew and analyse the benefis and drawbacks of r€cent touch biometrics re-
search for mobile authentication.

' Machine learning instnrction base authentication (IBAIVI) system is proposed in this article,
that allow user to enter a new PIN every time when he/she login

Wifile typing PIN codes on touch scrEens, a collectiorr of effective feahrres ttrat capture

behavioural infonnation.

' A complete data set consisting 20(X) training samples from 50 usett was gathercd and IBAIf's
execution on this data set was evaluated.

!l
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7.I IBAM

In this thesis we have proposed an Instnrction based behavioural authentication, gsing the con-
ce'pt of something you Process authentication frc"tor with behavioural biometric to ensue secur€
authentication. IBAIVI has two phases, regishation and authentication.

7.1.1 RegistrationPhase

The registration Phase of this proposed scheme is an individualized prccess because the user will
complete the regisration prccess without having to understand the logic. In the regishation plrase,
a user has to choose usenrame and two numbers benveen 0 to 9. The.se user-selected numbers will
be referred to as the Registation code @-code). Irt us suppose that the username is ALI and the
R-code is 1,4. Fig.l .1 shows the flow chart for this phase.

Registration Phase

Figure 7.1: Flow chart of Registration phase
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7.1.2 Authentication Phase

tt this phase, the user has to enter hiVher usenrame. The process code generator (pCG) will give
two a number i.e. Prroce.ss code one (FC) along with a mathematical syrnbol of either addition
or subtraction. The user will perform the mathematical operations between ttre first digit of his
selected R-code and information given by the Prrocess code generator and will write the first re-
sultant PIN digit on the screen. The authenticatim server will check two things, i.e. the pIN digit
entered by the user is conect or not, and the behavioural feafiues of the user while uriting the
first PIN digit. If the authe,ntication server founds the user's writtcn digit corrwt and behavioural

PatErns rnatched with the saved pattern of thc uscrs then the server will move to the next step of
atthcntication, if any one of them fails, PCG wilt give PrCl and mathematical slmbol again. FCG
will gftre the second PC digt along with a mathematical operation, the user will operate wift his
second R+ode diglt and will rvrite the second PIN digit on the sctuen. The server will give such
P-codes to the user whose marhematical operation rcsults lies benyeen I to 9. Fig.l.2shows the
flon, diagram ofthis phase.

7.12.1 Working Exenple

[.et us suPg)se that Ali is the username and his R-codes are 3 and 4. When he ties to login into
the device, the server will give him the first P+ode number with either addition or subtraction
qperation. Let us suppqse that the instruction ftrom the seryer is to add 2, thus he has to add 3

@is first R-code digiQ with 2 (first P-codc digt), the result is 5, and this will become his first pIN
code digit. The user will unite 5 on the torrch scloen of his device. If the resultant pIN code is
correct and the behavioral featurcs of the user while t5plng the digrt 5, match with the features in
the local database, then the user will move to the next step of the authentication prrcess, otherwise
the authentication process with stop. Let us sqrpose that the next instnrction from the server is
to subtract 1, thus he has to subtract 4 (hrs second R-code digit) with I (second p-code digit), the

' "'rt1 is 3, and tlds will become his second PIN code digit. The user will write S on the touch
.l of his device (Fig.7.3).

Thble 7.1 shows the different notations of the Eoposed algorithm used in the pseudocode.

The pseudo-code of the proposed IBAM scherne has been shown in Algorithm l.
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Authenticatlon Phase
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Figure 7.2: Flwr chart of Authentication phase
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7.1.3 Data Collection and Thaining

There are two tlpes of patErn identification and verification forhuman uniting digits/alphabets onthe touch screen' The first one is Dynanric r€al-time verification: It is suitable for the identifica-tion of patterns on mobile devices. The other one is offiine static verification: It is suitable forcharactcrs' digits' and pattems on paper. In this research, we have adopted a dynamic real-timeverification apprroach as it is well suited for touchscreen devices. By utilizing the IBAM authentica-tion method users werc asl*d to uolock the screens of their mobile appliances after he installationof the IBAM' There are serreral methods for classifying and identifying handunitten digits. Thea'ailability of three senso* along with a touchscreen in thc latest mobile phoncs is considered byIBAM: the gytoscope, the magnetometer, and the acceleromete4 which provide rario,s levels ofuwledge on the user's behavior. Details about ttre mobilephone senso$ arc shown inTable'.2.
An Android application was built and the user was asked to draw digits ftom 0-9 in two differentmethods' In the first method, the user will $,ritc 0 to 9 to r00 times on his touch scr@n. And in thesecond method user will write wery digit i.e. from 0 till9, 100 times. The user traincd the cNNclassifier on the digrts 0-9 using the above methods. A csv file was created which gave the labelsto the digits acconding to the value.s obtained frorn the serurorc mentioned inTable'.2.
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Tbble 7.1: Notations used in pseudo code

Notations used in Pseudo code Notation description

UserName
RegistationCode I
Registration W2
RandomNumber I
RandomNumber2
Process Code I
Proce.ss Code2
Mathematical Operation(addition or subtraction)
PinCode I
Pin Code 2

un
R*,

tu
R.,
e"
Prr
Poz

OP
P1

P2

Thble 7.2: Sensors embedded in mobile phones

Sasor Dc*rlptlon

MagpcbrtrcG Conpes thc axcr(x,y,z) regarding systEm gcomsgtrEtic secbr
Accclcrmrcrcr CompuEs thc fuce of accelention along with thc furcc of grility
GlEoscope Compuer thc rotation of dsyicc along the axcs (x,y,z) wifr noUle plrcnc's moemcnts(roll, pitch and yaw)
Preslurc Scomr Measurc thcprcsnuc placcdon ttp scren

For writer verification, the CNN classifier was trained based on features described in Thble 7.3

from differrent usert. Non-linearity, uniformity of analysis and dasign and input-output rnapping

aresomeof thecapabilitiesof CNN. Multi-layerperce,phons andradialbasicfunctions arethemost
commonly used CNN architecfues forpatlern recognition systems. The input layer is used to pro-

cess s€nsor data to extract low-level feafircs. Hidden layers perform furtlrer p,rocessing to extract
high-l6rysl features. The output layer makes a decision based on the hidden layer output. Iatest
mobile phones have various sensors that are built-in frorn these the sensor(s) werc chosen that
precisely mirror the user's behavioral characteristics while drawing the IBAITd PIN digit. IBAM
ermsiders the available three sensors along with the touchscreen in the latest mobile phones: the

-)Foscqpe, the magnetometer, and the accelercmeter, which provide various lerrels of knowledge
on the user's behavior.

The first type of data is collected through a touch scrcen that includes the pressure (pressure), finger
location coordinate X, Y (fingerx, finger), timestamp (timestamp) and the contact area height(size).

The data that was gathered is provided as haining data and categorized as valid users (1). After
the training of the algorithm, it checks whether an authorized user or someone else has attempted
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1 IBAIvI: Instnrction Based llaodwritten Authentication
Inpuft U", &t, R 2

Serverlnpuft OP
Outpuft Pt, Pz

r: Registration procqss (Choosing d Un, R*r, Il*)
2: togin Prrocess (Enter U")
3: lIU,.=Tnretten
4: &r, + P^
5: Pt ? ft* OP P-,
6: if Pr =Tnrethen
7z R*+ P*
t: Pr ? fi,, OP .B,.,

9: ll P2=Thre then
l0: ACCESS GRANIED
1l: erdif
12= end if
13: end if

to Logln.

Table 7.3: Exrac'ted feafires of sensors and touch events alo4g with symbols

Symbot Neme of tr'eature

Ta,
Te

Sfu

Me
M,,P

s"
so
IY,
7,.,

fire time between touch down and touchrelease
Average force of the touch
Stardard deviation of force of touch
Maximumforce of the touch
Minimum force of the touch
Finger's sliding s@ between poinB
Finger's sliding angle between poitrts
Number of touch evenB of each segrnent
fire maximum limit int€rvat between two moving wents for making a moving pattern.

7.1.4 Model llaining Session

For this tesealeh, a data set of handwritten digits has been develo,ped. 50 students of undergraduate

semesters were recruited for the training sessions. We collected 40 samples from each student, i.e.

?000 samples in totd. The average time taken by each individual in writing 10 digits was 20
seconds.

F
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7.2 Results and Andysis

For ou rEs@rEh, 30 volunteers (lE male.s ad 12 females) were between 20 and 30 years of age

and eac,h An&oid phone holder is enlisted as a user. The users were inhoduced to ttre rcsearch at

the beginning with the help of an animarcd presentation and app downloading on their phones was

demanded by them. Every user was aslrcd to unlock his/her device by using the IBAIVI app for 10

days. fite user draws his/trcr two digits PIN code by applying rnatherratical operation on his or
her selec"ted R+odes and server-given P-code digit. Data was obtaincd without supervision over

10 consecutive days. Overall 3203 PINs drawn with fingers, as well as 150 samples of haining
(five for each user) and 3103 samples of login, were obtained, along with 599 samples of unseen

PINs drawn with the fingcr. Unseen PINs drawn with a finger can boost durability in opposition to
shoulder sutfers, besides this rnay also change the precision and convenience ofauthentication. In
the second part of the experiment, 25 participants were invited to be the attackers for tre selection

of falsification semples. fire shoulder surfer participants were allowed to examine the smudge left
on the device of the legitimate user. Then the drawing of fte PIN (five times) was dernanded by
each attacker. Every PIN was drawn by them in a different mannetr as the originally drawn Pins

by the uselt were not rccognized by attackers. On average, therE were 105 samples of attacks

regarding errery usff, overall, 2180 samples were obtained regarding PIN attacks.

We have applied classification using CNN for the detection of numbers. Each number has pixels

in the form of dimensions. We rained the samples using CtrlN and then test the samples. Convolu-
tional Neural Networks are a particular sort of multi-layer neural network crearcd to identify visual

Patterns etrectively from images obtained with little preprocessing. Almost all CNN architectures

adherp to the same fundamental design concepts, which include applyrng convolutional layers to
the input one at a time, frequently downsampling the spatial dimensions (using Max pmling),
and increasing the numbq of feafire rnaps. In addition, complercly connected layers, activation

functions, and loss functions exist (e.g., cross entropy or softmax). Convolutional layers, pooling
' rt'etsr and fully linked layers, howeve6 are the most crucial CNN operations. So, before ouflining
uur suggested model, let's quickly introduce these layers.

'Ihe first layer that can extract features frrom images is the convolutional layer (figure 7.4). Cot-
volution e'nables us to rnaintain the relationship between various comlrcnents of a picture because

pixels are only related to their immediate neighbours and close neighbours. Convolution is a tech-
nique for rcducing the size of an image without sacrificing the relationship between its pixels. The
complexity is reduced by 64% when convolution is applied to a 5 x 5 image using a 3 x B filter
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with a I x 1 sride (l-pixel shift at each step).

In order to condense the spatial size of the feature maps in a CIyN, pooling layers are frequenflyaddcd after each convolution layer. The overfitting issue is also helped by pooling layers. Bychoosing the maximum' average, or total nalues inside these pixels, we choose a pooling size toreduce the number of parameters. one of the most popurar pooring strategies, Max pooling, canbe dernonstraEd as follows fgurc 7.5:

Any architecture where the relationstrips and effects of each parameter on the labels are dcterminedby linking them together has a fully connected network. we can uttimately build a firlly connectednetwork to identify the images since convolution and pooling layers reduce time-space complexity.
The architecture of our suggested cNN model is shown in figure 7.6. we must first ffionn somettitmry processing on the images, such as shrinking them and lwelling theirpixel valrcs. Datais preparcd to be provided to the model after the required pre-prrocessing. convolutional layer withReLu (Rectified Linear unit) activation function makes up tayer l. The input for his layer is apre.Eocessed image with a size of n x n =28 x 28. rayer2 is the the maximum pooling layer.Each feature map independently doqs max pooling, gving us the same amount of feah,e m4psas the previous layer' Layer 3 is the second convolutional layer with the ReLu activation functioni" layer three' Layer 4 is the second max pooling layer. Layer-5 is the third convolutional layerwithout ReLu activation function. The fully connected toy". i. Layer 6. This layer produces a one-

Figure 7.4: Cowolution operation
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=)ffi

Figure 7.5: Max pooling Operatiom

dimensional vector of size 256 frrom a 64dimensional input vector. It has the ability to activate

ReLu. The final layer of the network is Layer 7. It has complete connectivity as well. In general,

the convolution / fully linked layers carr5r out transformations that depend on both the parameters

and the activations in the input volume (the weights and biases of the neurons). The Relu/pooling
liayers, on the other hand, will implernent a fixed function. To ensurc that the class scores for
each irnage are consistent with the tabels in the taining set, the parameters in the coryolutional /
fully connec{ed layers will be trained rxing thc stochastic gradient descent approach. In order to
categorise the digits in the test data, the algorithm will prepare the trained model. fire digits seen

in the i-ages can be categorized from class 0 to 9.

Similarly, we have recognized the users using CNN. All the digit sarrples are categorized w.r.t.

"rch user. Digits are recognizrd correctly using CNN features and achiwe an overall accuracy of
|)'h, which means that a user will be denid twice in every lfi) trials. Figure 7.7 shows the

taining loss and training accuracy predictcd by the proposed model. Loss indicates how well the

nrodel is fifiing the training data.

The training accuracy is computed using TP+TN/ TP+TN+FP+FN and in our context, it represents

the number of images that are correctly classified among all of the test images.

lYe have evaluated the digit recognition table7.4 using the following accuracy metics.

2 3 2 4

2 I I 2

3 4 5 2

2 4 3 I

!E
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Figure 7.6: CNN architecture
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Figure 7.7: Precision and recall of digit recognition
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hecision: It is defined as TP/IP+FP that represents the ability of the classifier to avoid false

positives. Since we have a multi+lass classification problem.

Recalh It is dcfined as TP/ TP+FN and reprrasents the ability of the classifier to anoid false nega-

tives.

T*le 7 .4: Performance Parameters

Aeuracy RocallPrrecision Sensitiyity

0.99 0.910.95 0.92

7.3 PPA with MMST Dataset

The MNtrlT data set [l82] is also used as historical handwritten digital data for this proposed

scherne. A fairly well-known data set in the field of machine learning is the MMST data set
(figure 7.8. therearetwosectionstoitsdatasefi arainingsetandatestset eachpieceof datain
the training set and test set contains a handwritten digital picture (displayed as a 28 x 28 pixel gray
scale image) and its coresponding label (displayed as 0-9) label. Ttre training set contains 60000
pieces of data and the test set contains 10,000 pieces of data.

Figure 7.8: Precision and recall of digit recognition
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In some ways, CNNs are similar to classic artificial neural networks (AIINO in that they are made
up of Self Optimizing Neurons, each of which pKrcesses input to produce a scalar product with
a non-linear function. CNNs are regularised rrariations of multilayerpercephons, which typicalty
refer to fully connected networks in which each neuron in one layer is connected to all neurons in
the next laye4 and whose final layer contains loss functions associated with the classes while the
network as a whole still expresses a single perceptual score function (the weight).

Using the back-propagation algorithm LeNet-S comolutional network, which may be utilised for
identifying significanfly changing patterns, we trained the CNN on the MMST handwritten digital
database. 28*28 neurons are used to build the input layer, which r€prcsents the size of images.
Along with an output layer of 10 neurons that relresents the various classes of handwriting images,
the hidden layer comprises l(D neuons with sigmoid activation fuirction. The accuracy plot in
figure 7.9 is shown by thc accuracy obtained. fire x-axis is showfurg the epoch values and tbe
y-axis is showing the accuracy values and area under curve values respectively. The accuracy of
the model is99.53%. Here is a graph of our CNN model's taining set accuracy (represented by
the blue crrrve) and test set accuracy (reprrasented by the orange curve).

,
G:h

;a1
rEa-F

Figure 7.9: Precision and recdl of digit recognition

IBAI\{ is tested on two attacks, i.e. skilled and random attacks. A skilled attack corresponds to the
person who knows the tcchnique of the IBAII{ authentication system but still doesn't understand
some substantial dascription regarding the drawing of the PIN. fire IBAM EER under skilled attack
is 13.6%, meaning that the device rejects 86.4% of attackers eve,n though they know the PINs. This
is promising because the success rate of the attackis lfi)% relative to standard PlN-based systems

in schemes that are similar. Random attack corresponds to the attacker who records ttre IBAM
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authentication systern through a camera or peeks over the usetr's shoulder when he is entering the
IBAI\{ PIN digits. Under random attach the IBAI\d EER is 3.6%,as the imposter doesn't know the
technique and only observes the IBAIVI PIN digig which changes at every login session.

IBAIVI verificationperforrnance is recorded conceming theRoceiver Operating Characteristic (ROC)
curye, Tnre Positive Ratcs CTPR), False Positive Rates (FPR), False Negative Rates (FNR), and
Equal Error Rate (FF.R), as Per standard practice in a biomeric-based device [183, 184]. The
output regarding a binary classifier is capfired by a ROC curye as its threshold is diverse. By
organizing TPR corresponding to FPR at varioru limit values, it is derived. FhlR is the percentage

of mlid samples regarding the login that the dsvice refuses inaccurately. FPR, in comparison, is
the percentage of samples wrongly accepted by impostors.

Fig. 7.10 shows the IBAIVI ROC curve.s under the two threats. IBAIVI's EER for attack regarding
PIN is 3.6%, which indicates wen though attackers know PINs, the framervork denie.s themg6.4%
of the time. This is prcmising because, for a similar case, the success rate regarding attacks is
lfi)% as compared to a standard PlN-based device. EER is 13.6% under shoulder surfing attack.
The increased success rarc is unsurprising given the attackers' extensive awarenqss of the use1,s

drawing actions in along withthe PIN.

Despitc this, the framework refused attackers 86.4% of the time. These findings suggest that
IBAI\{ can help to reduce the risk of shoulder surfing. Thble 7.5 shows the ERR of IBAIvI under
two attacks, i.e. the attacker knows the authentication process of IBAIVI and login to the system,
and the attacker's shoulder surfed the PIN digits of the user.

Tbble 7.5: EER(%) of IBAIVI under two attacks

Attacks EER

Familair with IBAIU 3.6%
Shoulder Surfed 13.6%

Another essential aspect of checking the usability of a device is time-consuming. In the user study,
thc time parametcrs were collected to show the time of users while writing a24igTtIBAI\d pIN
for unlocking the system. For the 2-drgitIBAM processed PIN, distibution is shown in Fig. 7.11,
the average time consuming of processing and writing two IBAIVI PIN digitr is 9.45 seconds. The
increase in writing time will cause some intervals between each digit by observing the experiment
procqss that the user would take some break after writing a digit. From the recent analysis, it is
found that it would take aa average of 4.7 seconds for the simple numeric PIN method to gnlock the

tt
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Figure 7.10: ROC curye of IBAIvI with nno scenarios

device t185]. It is obviotu that it will take a lot more time for our IBAIVI method than a simple pIN.

We also question sorne of the participants to take their views about tirne-consuming to consider
the effects on usability. The feedback mainly involves two opinions, firstly a smalt percentage of
participants thought that ttris technique talcs too much time on the writing behavior, and secondly
most participants said that they did not find that when proce.ssing and writing the IBAIVI pIN digit
it would talre a lot of tirne as its very simple arithmetic operation.

IBAI\{ has two key benefits for touch screen ap'plications compared to biometrics (such as finger-

Print, face, iris, hand, and ear) Echniques regarding authentication. IBAM is safe agairst smudge
attacks, alttrough other biomerics are subject to attrcks because duplication for them may oc-

. :;ttclt at firrgerprints. For touch screen devices,IBAM does not need extra hardware, whereas
biomefrics-based authentication systems specific hardware is essential, like a fingerprint rcader.
Thercfore, we assume that IBAItd is a frir choicc in real-world applications for touch-based de-
vices and could be provided as an alternative for entering the PIN in certain cases.

When the user chooses 0 as his first PIN code digit, then the hacker has the option to choose 0-9 as
theseconddigitoftheusetr'sPINcode. Supposethatthefirstdigitisz,where o € S: {0,1....g}.
For wery r € ,S, let us dcfine ,S" as the set of all possible choices for the digrt r, then l,S,l - 10,

*
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Tirre diftibution of writing: IBAM ptN digirs
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t

r\
j, 
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Figurc 7.11: The time distribution of writing 2IBAI\,I pIN.

the following equation is obain
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0.05
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Total choices : E l,S"l : 100
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(7.1)

7.4 Comparison of IBAM

For mobile scenarios, IBAIVI in comparison with other emerging state-of-theart biometric tech-
niques regarding authentication. For each sample, Thble 7.6 contains details related to thc verifica-
tion prrocess and verificatim output in terms of EER For the case of handwritten signafires [186]
the EER performance was 5.M%. The limitation of this apploach is that EER was not calculated
- ' the trained attackers. Handwrittcn digits recognition system was developed by [187, lgg] in
tr.rth of these approaches the EER for the random attack was not calculated. IBAITI was tested
on random and skilled. A skilled attack means that the attacker knows the PIN code generation
technique, but IBAI\{ confirms the biometric features of the user while writing the correct code
digit.

thble 7.7 presents the cornparison of IBAM technique with different authentication systems re-
garding security analysis. The comparison is based on Shoulder surfing, smudge attack, Random
password, and biometics. Shoulder surfing and smudge attacks arc very common and easy for

v
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Table 7.6: Comparison of relaed work of IBAM

Study Itfiethod Classifier Rrndom
Attrck

Skllted
Attach

Prrddpenb

Sae'Bac et al.

tlE6l
Nguyen et al.[fl]

Tblosana et al.
t184
Kutrns et al.
tl88]

IBAM

Handudtt€n Sig-
naturcs

Handrvritten
Digits
Handwritten
Digt
Handwrittcn
Characters

Handwritten
Dige

Manhattrn Distance EER=4.M%

EER=4.&4%

EER=5.5%

FAR =
10.42% FRR

=unkrown
EER=4.6%

Dynamic
WrapirU
Dynamic
lVraping
K-Nearest Neighbor

llme

Time

20

20

93

32

30EER=2.6%

the attacker as they don't require any exta software or any knowledge about the authenticationsystern' [189] and [l8u uscs multi-factorEchniq,e b sec,re authentication mechanism. with theuse of a multi-factor system, the attacker has to brcak more than one [ne of defense to get to theoriginal pattcrn orcode to unlock the mobile device.

Tabb 7.7: Comparison of related urork w.r.t. attacks

Rd. Shoulder
Attack

Blometric Random
prssword

Acrcurary Mulfi- Cl+qsifierSmudge
Atteck I'ac-tor

tl90I
[18e]

tl8U
tteu
IBAM

x
/

/
x

x
x

/
{

{
/

I
x
I

I
/
{

x
x
/

/
{
I

/
/
/

91.0%
99.M%

98.s8%
91.0%
98.32%

CNN
CCV fea-
ture
CNN
I.sTM
CNN

7.5 Summary

In this chapter' as amajorconhibution a machine learning instruction basis authentication (BAM)system is proposed, which enables the user to input a different pIN each time they log in. A
:#::::T::*::::j:"T_T:"T"ctivery T:* behaviorar data are used whle entering prN, I,Iltl;frng rlNcodes on touch displays' This technique regarding the autrrentication of touchscreen apprianccsv
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presents IBAM(two-factor authentication technique) and illushates the capability regarding the
utilization of special attribnrtes in drawing digits for the authentication of the user. Witl something
you prtocess authentication facto4 the PIN codes digre should be processed by the user, and then
he has to draw it on the scteen instead of typing it. The chance of a smudge attack is neglected
in the IBAI\{ case as the uscr has to enter a new PIN codes digit wery time he logins. Even if
the PIN codes are shoulder surfed by an attacker, he has to draw ttre PIN codes according to the
user's touch behaviors. IBAI\d incrcases the protection and usability of such devices compared to
ctllt€trt passwords/PlNsftattcrn-based systems as it is non-vulnerable to attacks(strouldcr s'rfing
and smudge). The results show that IBAI\{ aaained an EER of 4.6% if the attackcr recognized
the user's PIN earlier. For the recognition of handwriting and verification of the writer, we expect
to implement wolving deep learning architecures in the fufure. The extension of our scheme to
\alidate both digits and letters wouldbe anotherworttrwhile endeavu.

lg
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Chapter 8

Conclusion and f,'uture Work

We addressed the issues of usff authentication on smartphones in this dissertationbypresenting be-
havioral biometric-based methods that are efficient, resilient, user-friendly, and hardware-friendly
as a replacem,ent for existing authe,lrtication pnrcesscs. This study examined the usefulness of using
a dynamic behavioml user authentication strategy to recognize individuals as well as participant
al4lroval, which may have an impact on adoption in the futur€. The dcslgn was built around honr
users interact with touchscrecn devices using their fingers. It also rnade use of the idea that various
characteristics axe produced when users move their fingers over touchscreen mobile devices while
performiag the authentication.

8.1 Summary

For smartphone user authentication, we have proposed multiple schemes. lVe evaluated the secu-
rity, robustness, and usability of our suggested techniques and documented the results in this thesis.
ResulB atlained show a favorable indication of user apprronal. Our solutions authenticate users with

r little or no ex,plicit user cooperation, which is what distinguishes them as being better and
more distinctive. Additionally, all of our solutions make use of already-existing hardware, so they
can all be used with the majority of smarehones on the market right now.

Pattern lock is mostly used by mobile users to unlock the device. The main drawbaclc of this
authentication scheme is the less password space, as the user has to redruw the same pattern on
cvery authentication attempt. Tb overcome the pattern lock system's flaurs, this thesis intnoduces a
graphical authentication system called Operational Grid in chapter 5, which uses the fifttr level of

taz
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authentication factor (OtrGrid). It's an effective and secure authentication solution for consumer

devices that can protect user credentials sve,lr in the presence of recording cameras in public loca-
tions. OP-Grid is a graphical pad suroundcd by a7-ll grid matrix wittr a backgroud image that
varies each time the module is used. The resultant pattcm is crearcd by performing mattrematical

operations i.e. addition and subnaction on the nunrbers entered by the uer during registration
and the numbers provid€d by the server. Behavioral traiE that distinguish each sequence input as

authentic or imposter user were collected from these data using an SWI learning classifier. The
obtained rcsults show the value of FAR 4.36 and FRR 5.03.

fui authentication scherne i.e. Prroce.ssed Pattern Authentication(PPA) proposed in chapEr 6 com-
bines tbe behavior authentication and "something you process" authentication factor in a graphical
box. It has two lines of defense, firstly the unique pattern indicatorr tlut shows a difrerent value to
the uscr at wery login attempt, and secondly, if the pattem chccker verifies the pattern correctly
then, it authenticate.s the user based on touch behavior features. The proposed scheme for two-
class classification chose to consider futificial Nerual Networks. The accuracy in our example is
O.75% and the error ratc is O.25%, so a high percentage of instances can be correctly labeled by
the model.

Mobile users also authenticate in public places by drawing the PIN numbers on the lock screen,
chaper 7 proposed a multi-dimensional behavior handunitten lock system i.e. Instructional hand-
writen authentication based on machine learning(IBAlVf). First, the user must compup the pIN
code values, utilizing the "something you process" featut€ for authentication. Something you pro-
cess frctor also known as formula base authentication technique providcs securE authentication
against shoulder surfing attack, as a user on overy login, ent€rs a different password. For writer
verification, the CNN classifier was Eaincd. EER is 13.6% under shoulder surfing attack. The in-
cleased suocess rate is rursurprising given the attackers' extensive awareness of the usef,,s drawing
actions along with the PIN. Daspitc this, the frarnework refirsed atrackffi 86.4%of the time. These
findings suggsst that IBAItd can help to reduce ttre risk of shoulder surfing.

f he following is a list of the current dissertation conclusion.

E.1.1 Imprcving Authenticity Accuracy

One of the most crucial components of the authentication process that has been extensively re-
searched is the very accurate identification of legitimate personnel. More particulag one of the
cornmon problems with the existing authentication mechanism is a stolen password attack. The

-
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proPosed techniques, Op-Grid (chaptcr 5) and PFA (chapter 6) are shown to significanfly improve

the accuracy rate in the authentication process.

E.1.2 Stop Password Changes by Malicious Usenl

Unauthorized users frequently alter the existing password in stolen password attacks in an cffort to
dominate and managie authentication p,rocedures. The authentication accuracy was harnred by this
gap. The proposed techniEres fill in this gap, which fo'rbids any unwanted password changes.

t.1.3 Behavioral features of the users during authentication

The behavioral features of the users while t)?ing the pattenr lock @AIVI Chaprcr 7) and drawing
the pamern (OP{rid cbapterS, PPA chapter6), give extra security to the authentication prooess.

E.2 Future work

Based on the findings acquired through this thesis we have hightighted several potential research

directions to increase the security of authentication systems based on behavioral biometrics. De-
spite significant advances in mobile biomerics, including the work reported in ttris thesis, there are

still several difficulties that need to be addressed.

E.2.1 Perfomance Analysis

We'll assess our final p,rcof-of-conce,pt applications using a variety of performance me6ics i.e,
implementation issues on smartphones, accuracy, memory and CPU overhead. We'll also aim to
resolve the accessibilrty vs. perforrnance trade, i.e., how many patterns the user needs to register
for training and which classifier performs best depending on that number. Mobile deyices must

' with the issue of performance in the authentication pfircess due to hardware and memory
conshainB. In comparison to dcsktops, mobile devicqs can take longer to authenticate users.

E2.2 UsabilityAnalysis

Ib further erraluate the usability of our methods, we will conduct additional structgred/serni-
i'*:Ictur€d interviervs as part of ou usability analysis. We can suggest the following basic process
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for creating a flexible authentication solution to a particular case once our research goals have been
met:

' Characterizing the context-based risk of the target scenario and developing con6xt-sensing
algodthms to capture these aspects

' Evaluating the target scenario's security and usability necds and de6rmining how to modify
the authentication sysEm accorrdingly

' Resolving exceptions of potential false detcction of context sensing tecbniques or implicit
authentication. The design of the user interfrce ([If), the user-device interaction desigl, the
way data is co[ecte4 the design of the authentication protocol and other elements may all
have an impact on how usable a biomeric authentication system is.

E2.3 ConsistencyAnalysis

Anybiomeric-based authentication method's performance fluctuates overtime due to noted within-
person differe'lrces catrsed by a variety of frctors such as conExt and environment. Consider the
efrect of being inebriated on the systc,rn's accumcy. Furthermorre, aging and mental and/or physical
health have an impact on accuracy. To assess tbe impact of aging and the user's menal and/orphys-
ical health conditions on ourprcposed rnethods, morr research is required. To avoid the continual
deterioration in ttre performance of the authentication solutions, research on possible apprroach(es)
to eliminate the impacts of variations in health and age is also required.

E,2.4 Adversariat and Seorrity Analysis

In general, research papers on mobile biometrics focru solely on thc proposed authentication sys-
tem's performance accuacy, ignoring the security analysis. As a result, no research into their
resistance to various thrcaB has been done. We have tested ttre security of our proposed methods

. ith two of the attacks, i.e. shoulder surfing and smudge attack. We'll test the robustress of all of
our prototlryes agairst a variety of attacks in a variety of adversarial settings, and r€port on their
accuracy in the light of random, targeted, and contolled attacks. The creation of an apEopriate
biometric data processing algorithm is also essential for the sys6m to function accurately and ef-
ficiently to gain widesprcad user approval. Research on advanced algorittrms should continue to
enhance efficiency, accuracy in usability, security, and privacy all at once. Many banking mobile
applications installed on uscrs' mobile devices use two-factor authentication, but in 2016 Ug2l
[193]an Android malware was able to circumvent this security measure. Tko-factor authentication

ll
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code3, or SMS-based verification codes, can be intcrcepted by malware and forwarded to the at-
tacker' firis threat can evolve to access the biometric reference tcmplate that is kept on the mobile
device in the case of biomeric-based arthentication and cornmunicate it to ttre attaclrer. Employ-
ing poltcy-enforcement acoess control techniques suitable for resource-constrained mobile devices
is one research direction to stop this kind of amack.

8.3 Final Thoughh

Due to the difficulty of an attacker Iqilicnting biometric features, the use of biometric authentica-
tion has proyen to be a successful mAhod of protccting rser inforrration. Becarse physiological
biomctics alE so sensitive, users of these deyiccs have begun to express increasing worries about
fte privacy of the info'rmation collected. The majority of users have decided to forego ruing physi-
ological biometric authentication as a result. Instead, behavioral biornetics arre used to identify and
authenticate individuals on smart deyices. We have presented stategies for simple and silent smart-
phone user identification using behavioral biomerics in this research. We studied and integrated
innovative behaviors (requfuing fresh data) for the evaluation rather than tackling the prroblern with
existing methodologies (old datasets). fire hdiyidual being authenticated must be prcsent at the
time and location of authentication when using behavior biomeuics. Universality, uniqueness,

Pennanence measurability (collectability), perforrrance, and acceptance al€ some of the unique
functionalities of biometrics. The majority of people believe that biometics arc largely beneficial.
Security is one of the key benefits of biometrics sirrce it demonstrates how accgratcfy and carefully
people handle their data. This thesis conributes to the emerging tend of investigating mobile
authentication as biometric identification. Furthermore, all of our prcposed solutions make use of
built-in smartphone sensom, obviating the necd for any additional specializcd hardware.

I
Sycd Shabih Ul Hasut: 124-FBAS/1HDCS/FI5 t6



Bibliography

tU D.lVest,'Invention and the mobile economy," Brookings bt*irution Poliq Repo4 Issues
in Tecluwlo gy htttovation, 2013.

121 A. Rodrfguez, R. Sariudo, M. Miranda, A. G6mez, and J. Be,lravcntc, "smartphones
and tablets applications in railrvays, ride comfort and track quality. transition
zones analysis," Measuretment, vol. lEz, p. 109ffi, 2V21. tOnline]. Arrailable:
https://wum.sciencedirectcom/science/article/pi tlsU26322.l2lffi,l4p

l3l Z. Hu and Y. Xiang, "lVho is the chief culprit, loneliness, or smartphone addiction? erridence
ftom Iongitudinal study and weekly diary methodl' Interruatiorwl tournal of Mental Heahh

s andAddiaion, pp. 1-16, 2022.

t4] D. Agarwal and A. Bansal, "An alignment-free non-irvertible transformation-based method
for generating the cancellable fingerprint template," Pattern Arulysis and Applicatiotts, ppt.

l-16,?fi22.

t5] C. Pope, "Biometric data collection in an unprotected world: Exploring the need for federal
legislation prrotecting biometric data,' lL &, pol'y, vol. 26, p. 7 69,201 g.

t6] A. B. Pandey, A. Ttipathi, and P. C. Vashist, 'A survey of cyber security hends, emerging
technologies and threatsi Cyber Security in Intelligent Computing and Conmunicatioru,
pp. 1F33,2V22.

Ul E. Kim, J.-S. Lin, and Y. Sung, 'To app or not to app: Engaging consumers via branded
mobile 8PP$," fournal of Interactive Advertising, vol. 13, no. l, pp. 53-65,2013.

t8] D. Chaffey, 'Mobile marketing statistics compilation," https://www.smartinsights.
corn/mobile-marketing/mobile-marketing-analyticVmobile-marketing-statisticd accessed
March 1,2019.

=lw



BIBLIOGRAPITY

t9] S. Arun Kumar, R. Ramya, R. Rashika, andR. Renu,'A survey on graphical authentication
system resisting shoulder surfing attaclq-' in Advances in Amficial Intelligence and Data
Engineering. Springea 2V2l,pp.76l-770.

t10] X. Bultel, I. Iheier, M. Giraud, M. Izaute, T. Kheyrldrah, P. Lafourcade, D. Laktrzoum,
V. Marlin, and L. Mot6, "security analysis and psychological study of authentication meth-
ods with pin codes," in 2018 12th Internaiorul Cot{ercnce on Research Clnllenges in
Infomion Science (RCIS). IEEE, 2018, pp. l-ll.

[lU R. Cappelli, D. Maio, A. Lumini, and D. Maltoni, "Fingcrprint image reconstruction from
standard templaEs," IEEE Ttwtsactionr on Pattern Arulysis and Machile Intelligence,
vol.29,no. 9, pp. 148!1503,2W1.

t12] A. Hero, "IIackGr fakes german minister's fingerprints ruing photos of her haads: TtE
Grnrdiut, vol. 30, 2$14.

[13] L. Bo5njak and B. Brumen, "shoulder surfng experiments: A systernatic lieratgre rEview,,,
C ompwers & Security, p. 1U2.023, Zfrn.

[14] R. Duezguen, P. Mayer, S. Das, and M. Volkamer, 'Towards securc and usable au-
thentication for augmented and virtual reality head-mountcd displaysl' arXiv pruprint
arXiv : 2il)7. I I 63, ?fr20.

tl5] M. Conti, P. P. Tticomi, and G. Tsudih "De-auth of the blue! transparent de-authentication
usittg bluetooth low energy beacon," in Eurupean Slmposium on Research in Compuer
Security. SpringeA 2020, pp. 277-294.

t16] A. Ometw, V. Pehov, S. Bezzateev, S. Andreev, Y. I(ouclreryary, and M. Gerla, .Chal-

lenges of multi-factor authentication for securing advanced iot applic anonsl' IEEE Network,
vol.33, to.2,pp. 82-88, March 2019.

I i S. Shen, T. Kang, S. Lin, and }V. Chien, "Random graphic urcr passrvord authentication
scheme in mobile dcvic€s," in 2017 International Confeterce onApplied System lwtovation
( I CAS I ), Mray ?fr17, p. tE t-1254.

t18] T. Chen, M. Farcasin, and E. Chan-Tln, "smartphone passcode predictioni IET Information
Security, vol. l2,no. 5, pp. 431437, 2llg.

[19] A. Burirc, 'tsehavioral biomeftics for smartphone user authentication," Ph.D. dissertation,
University of Trento,Italy, Znn.

;
Syed Shabih W Hasut: 124-FMS/P H DCS4F I 5 IN



BrBLrpaplplly

t20] s' A' Alsuhibany, 'A camouflage text-based password approach for mobile devices against
shoulder-surfing attacf,-' Secuity and CommunicationNetworks,vol.272l,2u2l.

l2l1 B.L. Muhammad-Bello, O. P. L€wu, S. Misra, A. K. Garg, J. Oluranti, and R. Maskeliunas,
'Ircportnow: A mobile-based lost and stolen reporting system," in Recent lwtovations in
Computing. Springer, NZ\ W. 75T7ff,.

W A- Annavarapu, S. Bomq and R. Thanki, "Prrogression in biornetic recognition systems and
its secudty," Recent patents on Engiruerhg, vol. 16, no. l, pp. 3146, 2m2.

t23] S. Pahuja and N. Goel, *State-of-theart 
multi-trait based biometric syserns: Advantagas

and drawbacks i' in International Confererrce on hnerying Tbclmobgies in Computer Engi-
neeing. Springer, 2U22, pp. 7W714.

Wl A. De Luca, A. Hang, E. Von 7az*hwia,, and H. Hussmann, 'I feel like i'm talcing selfies
all day! towards rurderstanding biometic authentication on smartphones j, in pruceedings
of tlu 33td ouual ACM confercnce on hunfl, factors in compwing syste73tt, 2O15, pp.
t4tt-14t4.

l25l z. W*9, F. Chen' N. Zhou, M. IvI4 )L Li, Y. Guo, and D. Chen, "Identity authentication
based on dynamic touch behavior on smartphone l' in202l 6th International Confercnce on
Image, Vision and Computing (ICNC). IF.FF., 2U21,pp.469474.

t26] R. V. Yampolskiy aod V. Govindaraju, "Behavioural biometics: a survey and classification "
International lournal of Biometrics, vol. l, no. 1., pp. gl_l13 ,2Ulig.

lnl K.Ilgun, R. A. IGmmerer, and P. A. Porras, *State transition analysis: A nrle-based in-
tnrsion detcction appncach," IEEE fiawactbru on softwarc engircering, vol.2l,no. 3, pp.
lgl-199, 1995.

t28] F. ApaP, A. Honig, S. Hershkop, E. Eskin, and S. Stolfo, 'Detecting malicious software
by monitoring anomalous windows regstry accesses," in Intermational Wo*shop on Recent
Advmces in Intrusion Detection. Springea 2m2,pp. 3G53.

129] A K. Jain, A. A. Ross, and K. Nandalnrmar, Intru&tction to biometrics. Springer Science
& Business Mcdiq mlt.

[30] Sensors,"httgts: //dnuelryr.android,.wnt/guid*/tapi,csf sensorsf sensorsoaeraiew.htmll,

t31] A. Buriro, B. Crispo, F. Delfrari, and K. lVrona, "Hold and sign: A novel behavioral bio-

Syed Shabih Ul Hasan: 124-FBAS/HHDCS/F t s rul)



BIBLIOGRAPITY

metrics for sma4phone user authentication," in 2016 IEEE security and pivacy workslwps
(SPW). rFtF', 2016, pp. 27G285.

l3z1 y' Conti, l.TachiE'Zlat*ah and B. Cris1rc, 'Mind honr you answer me! fransparently ag-
thenticating the user of a smartphone when answering or placing a call,,, in pruceedings of
the 6th ACM Symposilm on Inlormatio4 Computer and Conntunicatiow Security, ZOll,
pp.Vt9-?59.

t33] A' Prano4 H. S. Naicker, and A. K. [agi, 'Machine learning and deep learning: Open
issues and futurc research directions for the next 10 yean," Compwatiorul Atalysis and
Deep Learntng for Medical carz: principles, Methods, wtd Applicationr, pp. 1(jHlgo,
2V21.

t34] W' Z.KM[, Y. Xiang, M. Y. Aalsalern, and Q. Arshad, 'Mobile phone sensing systems: A
survey," IEEE conurunications surteys &,rfutorials, rol. 15, no. l, pp. 4au27,zol2.

t35] A. S. Patrick, A. C. Long, and S. Ftinn, *HCI and security syst€ms," ta CHI ,03 efrended
frstracts onHumanfacars incomputkg systems - cHI,o3. AcIvIhess, z(/fJ3.

136l z.hang,H. Ning, F. shi, F. Farha, y. Xu, r. Xu, F.hang,and K.-K. R. choo,..Artificial
inrclligence in cyber security: research advalces, challenges, and opportuniti esj, Artificial
Intell igence Raicw, ppt. l-?5, 2021.

1371 C. W*g, Y. Wang, Y. Chen, H. Liu, and I. Liu, "[Jser authentication on mobile devices:
Approaches, theats and trends," computer Networlu,vol. 170, p. l07llg, 2a20.

[38] D. D^goPt", A. K. Nag, and A. Roy, 'Adaptive multi-factor authentication systcm,,, Mar. 6
2018, uS Patent 9,912,657.

t3eI

marketing statistics/, 'Mobile marketiag statistics compilation l' Date of access:,l5,fan,
2020.

t40] V. Tsoukas, A. Gkogkidis, and A. Kalrarountas, 'A suryey on mobile user perceptions
of sensitive data and authentication methods," n 24th put-Hellenic Cor{erence on
Inf,onnatics, ser. FCI2020. Nerr York, I{Y, USA: Association for Computing Machinery
zU2fr,p.34Gi349. [Online]. Available: https://doi.orell}.tt45l3437t2}.3437337

t41l S' A' Kumar, R. Ramya R. Rashika, and R. Renu, 'A survey on graphical authentication

1n
F

Wd Shobih Ul Hasan: IZ4-FBAS/9HDCS|F t j



BIBLIOGRAPHY

system resisting shoulder surfing attack," in Advarces in Artiftcbl Intelligence and Data
Engineeing. Springea 2fr21, pp. 761-770.

' 1427 trL Gilhooly, 'Biometrics: Getting back to business," Comptterrtorl4 Mcy,vol. 9, p. 2fi)5,
2005.

[43] Y. Li, X. Yun, L. Fang, and C. Cre, "An efficient login authentication system against multiple
attaclcs in mobile dcyices," Slnrnutry, vol. I 3, no. l, p. l25., 2fr21.

t44] S. S. ul Hasan Naqvi and S. Afual,"Operation code authentication prerrcnting shoulder surf-
ing attacks," un2010 3td Intematiotul Corfercrce on Computer Science od Infonnation
Teclnology. IEEE,jul 2010.

[45] H. Bhanbhro, S. Z. Nizamani, S. R. flassan, S. T. Bakhsh, and M. O. Alassaf, .Enhanced

textual password scheme for better security and memorabilttyi INTERNAmONAL IOUR-
NAL OF N)UAI'ICD COMPUTER SCIENCE AND APPUCATIONS, vol. 9, no. 7, pp.
2W215,2018.

t45] T. G. Thn, P. Szalachowski, and f. hoa, "secruing password authentication for web-based
application s j' arXiv pruprint arXiv : 20 I I.(M2 57, 2|J2lO.

- l47l A. Amiri Sani, "schrodinrcxt Shong protection of sensitive textual conte,lrt of mobile ap-
plications," rn Pruceedings of the l1th hr*ul Interutional Conference on Mobile Systems,
Applicatiotts, otd Sentices. ACM, ?_017, pp. lg7-Zl}.

t48] R. Fatima, N. Siddiqui, M. S. Umar, and M. H. Khan, 'A novel Ext-based user authenti-
cation scheme using pseudo-dynamic password," in Information md Conmunication Tech-

nology for Competitive Stmtegies. Springer, ?fi19, pp. l77 _1g6.

[49] H.-S. Choi, B. Lee, and S. Yoon, "BiomeEic authentication using noisy elechocardiograrns
acquired by mobile s€nsolr,,' IEEE Access, vol. 4, p.l2Gln3,ZOl6.

150] [ Traor6, Y. Nakkabi, S. Saad, B. Sayed,I. D. Ardigo, and P. M. de Faria euina& 'Ensuring
online exam integrity through continuous biometric authentication," in Infurmion Security
Practices. Springea ?.O17, pp. 7341.

t5tl S. Thavalengal, T. Nedelcu, P. Bigioi, and P. Corcoran, "Iris lineness detection for next
generation smartphonesl' IEEE Tratuactiotu on Consunter Elecfionics, vol. 62, no. Z, pp.
g5-1u2,2fr16.

* 
Sy"d shabih ut Hasan: 124-FMS11HDCS4FLil III



!E

BIBLIOGRAPHY

t52] s' Tharralengal and P. corcoran, 'user authentication on smartphornes: Focruing on fuis
biouretrics,', IEEE Cowwtur Electrunics Magaziw, vol. 5, no.Z,pp. g7-93, 2O16.

t53] K' strarrrila v' ranaki, and A. Nagaraju, 'A novel apprcach for ernergency baclnrp authenti-
cation using fourth factor,' imlnnovatioru in Computer science and Fnghcering. Springer,
20ll,pp.3tT3Z3.

t54] W. fuott X. Ytran, }V. Chai, and H. M4 'Deep lcarning based attack on social auhentication
syst€m," tn 20 1 9 IEEE 3 d I$o rnwtion Teclvwlogy, Networking, Electrunic otd Automation
Confiol Conf,ercrce (mfEq. IEEE, 2019, pp. gg2JiE6.

t55] M' R' Rizqi, A. Waluyo, G. M. Hgy, and S. U. Sunaringtyas, 'Enhanced authentication
mechanism for automated teller rnachine (atm) through implementation of soft two-factor
anthentication," in Proceedings of the id lwenatiotul Cor{ercrce on Electrunbs, Com-
mwications and Contrul Engiru e ring, ?fi20, pp. T7 .

t56] B' Saranraj, N. s. P. Dharshini, R. Suvetha, and K. U. Bharathi,'Atm security systemusing
arduino," n 2020 6rt Intenationat Conlerurce on Advanced Computkg and Coruwnica-
tion Systems UCACCS). IEEE, 2Un,W.g4C-ig44.

t57l L. Ginzberg, *User authentication system and mettrod,'Noy. 2gz(tr,(.,uS patent 7,143,440.

t581 A. V. Yampolslciy, "IJs€tr authentication via behavior based passwotds,,, n2il)7 IEEE lang
Islutd systems, Applicatioru mdTectaurogy conferznce. IEEE, nay ?l[7.

t59] M' Eiband, M. Khamis, E. vonZnzschwitz, H. Hussmann, and F. Alt, *Understanding 
shoul-

der snrfing in the wild,' rn Pruceedings of rte 2017 cHI Cor{erunce on Hwnan Factors in
Computing Sysums - CHI,l7. ACM pre.ss,20lZ.

t6o] A. Alhottraily, c. Hu, A. Alrawais, T. song, x. cheng, and D. chen, ..A s6gup and practical
authcntication scheme using personal devices," IEEE Access, vor. 5, pp. 11 677-116g7,
2017.

t6u I. Muslu*rrov, Y. Boshmaf, c. Kuo, J. Lester, and K. Bezrosov, ..Know your enemy,,, in prc-
ceedings of the ISth kurutionat cotference on Human-computer interuction with mobile
dafices and sentices - MobileHCI,I3. ACMpress,2013.

162l K' Fujita and Y. Hirakawa, 'A study of password authentication method against observing
attacks," n 2m8 6th Inumational Symposium on Intelligent Systems and hformarl,cs, Sept
2008, pp. l{.

Sycd Shabih IJI Hasan: L24-FBAil1HDCS4FI1 il2



r

BIBLIOGRAPHY

[63] A' Narayanan and V. Shmatikov, "Fast dictionaqr attacks on passwords using time-space
hadeoff" in Pruceedings of the l2th ACM conferctrce on Computer atd conmtnications
security - CCS,0S. ACMhress, Z/cxlls.

l@.l L' Bosnjalq J. Srqs, and B. Brumen, 'Brutc-forcc and dictionary attack on hashed real-
world passwords," n2018 4lst Internatiorul Cowention on Information and Comtnwtica-
tion Teclnobgy, Elearunics utd Micmelectrunics (MIpRo). IEEE, may ?.01g.

[65] P' Syverson, 'A taxonomy of replay attacks [cryptographic protocols],,, in pruceedings The
Computer Security FoundatiorxWo*shopVll. [F.FE Comput. Soc. prre.ss, 1994.

t66] J' Li, "Design of authentication protocols pruventing replay attacks,,' n20(D luernatiorul
corfercnce on Future BioMedical Information Engiluerhg (FBIE). IEEE, dec 2009.

167l l' Uusitalo, I. M. Catot, and R. loureiro, "Phishing and countcrmeasurgs in spanish on-
line banking l' in 2il)9 Thid htunatiot ol Cor{ererce on Enrerging Security Indormatio4
Systcms mdTecluwbgies. IFFF, 2009.

t68] E' Kfuda and C. trftuegel, *hotecting 
users againstphishing attacks with Antiphi shl, n29th

Annual Intematbtul Computer Softwarc md Applicuiotts Confercnce (COM\SAC,0S).
IEEE,2OO5.

t69] M' M' Baig and lV. Matrmood, 'A robrust technique of anti keyJogging using key-logglng
mechanism:' n 2(n7 Inauguml IEEE-IE| Digital EcoSystems md Tbctmologies Confer-
ence. IEEE, feh2/JxIl.

t70] M' Raz4 M. Iqbal, M. sharif, and W. Ilaider, 'A survey ofpassword attacks and comparative
analysis on methods for sccurc authenticatiort'' World Applied Sciences lournal, rrol. 19,
no.4, W.4394,?nlZ.

[7U R' Biddle, S. Chiasson, and P. V. Oorschot, "Craphical passwords,,, ACM Conputing Sur-
veys, vol. 4, no. 4, W. l4l, aug ?.012.

U2l B' Pinkas and T. Sander, "securing passwords against dictionzry attacks,. rt proceedings
of tlu gth AcM conference on Computer and connwtications security - ccs ,02. AcM
Press,2(XI2.

l73l I' Patel and A' Patel, "A survey on different authentication schemes for session passwords,,,
Intemational lournal of Scientifrc Research in Science, Engineering and Tecbwlogy, vol. l,
no.6,2015.

Syed Sfubih Lll Hasan: I2+FBAS42HDCS4FIi Il3



BIBLIOGRAPIIY

U41 f. Kwon and S. Na,'Tlnylock: Affordable defense against smudge attacks on smartphone
patEm lock systems l' Computers &, Secuity,vol.42,pp.l37-l50,may 2fr14.

t75] M. Hosseinzadelr" B. Vo, M. Y. Ghafour, and S. Naghipour, *Electrocardiogram 
signals-

based user authentication sysbms using soft computing rcchniques," Artiltcial Itelligence
Raniew, vol. 54, no. 1, pp. 667-70D., 2U21.

E6] P. Kumar, R. Saini, P. P. Roy, and D. P. Dogra 'A bio-signal based framework to secure
mobile dcvices," fouraal of Network and Computcr Splications, yol. 89, pp. 62:ll, ?nn .

U7l A. Forget,'A world with many authentication sclrcrnes,'Ph.D. dissertation, Carleton Uni-
versity,2013.

t78] M. llarbach, A. De Lucq and S. Egeknan, 'The anatomy of smartphone unlocking: A
field sf,rdy of android lock screens l' ra Pruceedkgs olttu 2016 CHI Conferurce on Hwnwt
Frcto rs in C omp wing Sy st ems, ?.O 16, pp. 4B0(-4;B[7 .

U91 C. facomme and S. Ifteurer, "fui exEnsive formal analysis of multi-frctor agthentication

lttotocols," ACM Tmns. Priu. Sccun, vol. ?A, no. 2, Ian. 2021. [Online]. Anailable:
https ://doi.org/ l0.l 145 RMU| t2

[80] K. S. ]Valia, S. Shenoy, and Y. Cheng, "An e,mpirical analysis on the usability and secu-
rity of passwords,' n 2020 IEEE 21st International Corferzrce on Infurmation Reuse and
Integmtionfor Data Science (IRI). IEEE, zOZO,pp. l-g.

t81] T. Nguyen, N. Sae-Bae, and N. Memon, 'T)raw-a-pin: Authentication using fingerdrawn
prn on touch deyices," Comput. Seatn,vol. 66, pp.ll5+l2g,Z0.l7.

[82] Y. Iftr, L. H. kdq S. Shin, and T. Kwon, "Draw it as shown: Behavioral pattern lock for
mobile user authentication," IEEE Access, vol.1 , pp. 69 36?49 379, 2olg.

t83] G. Ye,z. Tang, D. Fang, X. chen, trr. wolff, A. r. Aviv, and,z. w*g, .A video.based
attack for android patlern locki' ACM Trans. Priu. Secw,,wl.2l,no. 4, Jul. 2018. [Online].
Available: https/doi.orgll0.ll41B23W 40

t84] M. Alajmi, I. Elasluy, H. S. El-Saye4 and O. S. Faragallah, 'A passwo,rd-based authenti-
cation syst€m based on the captcha ai problem," IEEE Access, vol. 8, pp. 153 glgl13g1g,
2n20.

t85] B. s. saini, P. singh, A. Nalyar, N. Kaur, K. s. Bhatia, S. El-sappagh, andr. Hu,.A three-

Sycd Slwbih U Hasan: 124-FMS/HHDCS/F t 5 II4



BIBLIOGRAPHY

step authentication model for mobile phone user using keystroke dynamics," IEEE Access,
vol. 8, pp. 125 Wyl2S 922, ZO2O.

t86] Y. Sun and S. Upadtryaya, "s5mthetic forgery attack against continuous keystroke authenti-
cation systerns," n 2018 27th International Conferurce on Comptfier Conmwnication and
Networ*s (ICCCN). rEFF, jul 2}lg.

t87] G. Iftmbourakis, D. Damqrculos, D. Papamartzivanos, and E. Favlidakis, .Introducing

tonchstnoke: keyshoke-based authentication system for smartphones l, Security and Com-
nanication Netw orlcs, vol. 9, no. 6, pp. 542-554, jal ZOl4.

t88] H. Khan, U. Hengartner, and D. Vogel, 'Mimicry attacks on srnartphone keystnoke agthenti-
cafionj' ACM Tlawactiow on privacy and secuity (Tops),voL 23,no. l, pp. l_34,2n2o.

t89] D. Buschek, A. De Luca, and F. Alt, 'Improving aocuracy, applicability and usability of
keyshoke biometrics on mobile touchscreen devices," rn Pruceedhgs of ttu S3dAnnual
ACM Conferurce on Htmun Factors in Computhg Systems,ser. CHI ,15. 

Nelg, yor! I{y,
USA: Association for Computing Machinery 2015, p. l3g3-l4}Z. [Online]. Available:
https ://doi.org/ lO.l l4S tn m123.27 U22Sz

t90] A. Buchoux and N. Clarke, "Deployment of keystroke analysis on a smarehon ej, EC1I
Pnblicatioru,01 2008.

t9U H. Saevarce and P. Bhaffirakosol, 'Authenticating user using keystroke dpamics and fin-
ger prcssurci n 2UD 6th IEEE Coruumer Comruuications and Networking Confercnce.
IFEF, jan ZO{Ji..

t92] S. 7ahid, M. Shattzad, S. A. Khayam, and M. Farooq, *trGyshoke-based 
user identification

on smart phones," rn Lccturc Notes in Computer Science. Springer Berlin Heidelberg,
20[9,pp.2?LA3.

[93] S. seob Hwang, S. Cho, and S. Park, "Keystrroke dynamics-based authe,ntication for mobile
devices," Computers & Security,vol. 28, no.l-2,pp. g5_93, feb2,C/l/9..

l94l L. Li, X. Znao, and G. Xue, "Unobservable re-authentication for smartphones," in /VD.S.S,

2013.

t95] M. Frank, R. Biedert, E. M4 I. Martinovic, and D. Song, "Touchalytics: On the apptica-
bility of touchscreen input as a behavioral biometric for continuous authentication,,, IEEE
Tratuactioru on Inf,ormation Forcrcics ud security,vol. g, no. l, pp. l3ill4g, jan 2013.

tbSyed Slwbih Ul Hasan: L24-FBAS4flHDCS4F I s



BIBLIOGRAPHY

t96] H' Xu, Y. Zhou, and M. R. Lyu, 'Tbu/ards continuous and passive authentication via touch
biometics: An experimental shrdy on smartphone sl' n IAh Synposium On tlsfrle privacy
and secuity (souPs 2014). Menlo Park, cA: usENIX Associarion ,zol4,pp. 1g7-1gg.

l9l1 H' W*g, T. Ctrcn, X. Liu, and I. Chen, "Exploring the hand and finger-issged behaviors
toward nat,ral authenticatiort'' IEEE Access, vol. g, pp. 55 gl5_55 gzs,2ozo.

t98] L. Fridrnan, S. Webq R. Creerrctadt, and M. Kam, "Active authentication on mobile dcvices
via stylornetry, application usage, web browsing, and GPS location,. IEEE Systems loumal,
vol. 1 1, no. 2, pp. 5ll-SZl, jun 2017.

t99] T' Sudhakar and M. Ciavrilora "Deep learning for multi-instance biornetric pivacyj,
AcM Tlans. Matuge. Inl. syst., vol. 12, no. l, Dec. 2ozo. tonlinc]. Available:
https://doi.org/t 0. I I 45R3 89683

t100] s' Dargan and M. Kumar, 'A comprehensive survey on the biometric recognition systems
based on physiological and behavioral modalities," Erytert Systenu with Applicatiotu, vol.
143,p.113114,202n.

Uol] A' Al Abdulwatrid, N. Cladc, I. SEngel, S. Furnell, and C. Reic[ .Continuous 
and

transparcnt multimodal authentication: rwieuring the statc of the artl, Cluster Conpming,
vol. 19, no. 1,1ry. 4SS4t4,2016.

[102] R' Ryu, S.Yeom, s.-H. Kim, and D. Herbert, "Continuous multimodal biometic authenti-
cation schemes: A systcmatic lpview," IEEE Access,2n2l.

[03] M. A. fl-eraradi, A. Mohame4 A. K. Al-AIi, x. Du, I. Ali, and M. Guizani, .A s.rvey of
machine and deep leanftE rnethods for internet of things (ioD secruity,,, IEEE Conmwtba-
tiotu Sumey s & Tfutorials, vol. ?IL, no. 3, pp. l64ill6g1, 2OZO.

t1o4] w' Meng, D. S. Wong, S. Furnell, and r. hou, "surveying the dweloprnent of biometic
user arthentication on mobile phonesi' IEEE Connuuicuiow Surteys & Tfutorials, vol. 17,
no. 3, pp. l26Ll1g3, Znl4.

t105] c' Bo, L' han$,x.-Y. Li, Q. Huang, and Y. Wang, "silentsense: silent user ideNrtification
via touch and movement behavioral biorneEics," in Pruceedings of the lgth amual interna-
tiorol confercnce on Mobile compwhg & ne*orking,2or3,pp. rg7-190.

1106] Y' Song, z' &i, andz.-L. 7lratg, *Multi-touch 
authentication using hand geonretry and

SJcd Slnbth III Hamn: |24-FBAS4hHDCilfl t5 I16



BIBUOGRAPHY

behavioral inforrnation:' in 2Ot7 IEEE symposiun on security and pivacy (Sp). IEEE,
2017,pp.357-372.

tl(n] M. Ehatisharn-ul Haq, M. A. Azam, U. Naeeq S. urRehman, and A. Khalid, ..Identifying

srnartphone users based on their activity patterns via mobile sensing,,, prucedb computer
science, vol. I 13, pp. ?.02-2W, ZOIT .

[108] Y' Liang, z.cai,,r. Yu, Q. Iran, and Y. Li, "Deep learning based inference of prirrate infor-
mation using embedded sensors in smart devices," IEEE Networft, rol. 32, no.4,pp.g-14,
2018.

tl(DJ M' Sajiad, s. Khan, T. Hussain, K. Muhammad, A. K. gengaiah, A. Castiglione, C. Esposito,
and S' w' Baik, "CNN-based anti-spoofing twotier multi-factor authentication systemj,
Pattern Reco gttition Letters, feb 201 g.

U l0] W' Li, Y. Wang, f. Li, and Y. Xiang, 'Toward supervised shape-based behavioral a,thentica-
tion on smarQhones i' fournal of Infomation Securtty and Applicatioru,vol.55, p. 102-591,
2U20.

[llU G'-Y' Shin, D.-W. Kim, S.-S. Kim, andM.-M. Han,'"lInhrormattackdetection: Combining
relabeling and hybrid intnrsion detection,' comput. Maen continrn,2o2l.

U12] M' Abuhamad, T. Abuhme4 D. Mohaisen, and D. Nyang, 'Autosen: Deeplearning-based
implicit continuous authentication using sma(phone sensors," IEEE Internet ofThings lour-
tul, vol. 7, to. 6, pp. 5fi)8-5 VZO, ZOZO.

[ll3] M. Frank' R. Biedert, E.Mq I. Irfiartinovic, and D. S*g, 'Touchalytics: on the applica-
bility of touchscreen input as a behavioral biometic for continuous agthenticationj, IEEE
trwuactiotu on hformationforcnsics and secnrity,vol. g, no. l, pp. l3ill4g,zolz.

[114] o' flP.t, "Intelligent biometric pattern password authentication systems for touchscreens,,,
Eryert systems with Applications, wl. 42, no. l7-lg, pp.62g64294,2015.

[115] O' Alpar and o. Krejcar, "Pattern password authentication based on touching location,,, in
International conference on intelligent dau engbuering and autonruted learnhg. Springer,
2015,pp. 39!4.03.

tl 16] L' hott, Y. Kang, D.Zheng,and I. Lai, "Hannonized authentication based on thumbsfioke
dynamics on touch screen mobile phones,,, Decision support systenx, vol. gl, pp. l+?A,
2016.

Syed Shabih Ul Ha.san: I Z4-FMS/hHDCS/F I j t17



BIBLIOGRAPHY

[114 P' Samangouei, v' M. Patel, and R. Chellappa, 'Facial attributes for active authentication on
mobile devices," Image and ltision Compwing,vol. 5g, pp. l g l_19 2, 2Ol7 .

[l8J M. Etratistram-d H.q, M. A. Azam, U. Naeem, y. Ami& and J. Loo, *Continuous 
au-

thentication of sma4phone users based on activity pattern recognition using passive mobile
semsing," Journal of Network ud computer Applicuiow, vol. l(D, pp.?A_35,?frlg.

[119] I' Olade, C. Fleming, and H.-N. H*g, "Biomove: Biornenic user identification from human
kinesiological movements for virhral rcality syst€ms,,, Sensors,vol. 20, no. 10, p.29A,
2020.

u20] A. A. Belro, H. Chirroma, A. y. Gital, L. A. Gabrafla, s. M. Abdurhamid, and L. Shuib,
'Machine learning algorithrns for improving security on touch screen deyices: a suryey,
challenges and new perspectives l' Neuml Computing & Applicatioru, vol 32, rrc. 17 ,zun.

uzll I' Fierrez, A. Pozo, M. Martinez-Diaz,!.Galba[y, and A. Morares, ..Benchmarking 
touch-

scrEen biometrics for mobile urthenticationl' IEEE Ttwuactions on Infunnatian Forensbs
utd Secuity, vol. 13, no. ll, pp.Tt?LTt33,?nlg.

U22l P' Iacharme aDd c. Rosenberger, "s5mchronous one tirne biometics with pattcrn bascd a.-
thentication i t\ 201 6 t I th Internationtl confercnce on Availability, Retiability and security
(ARES). EEE, ?.016, pp. 2tu265.

U23l L' G' llafemann, R. sabourin, and L. s. oliveira, "karning features for ofline handwrit-
ten siguature verification using deep courolutional neural networks,,, panern Recognition,
vol. 7O pp. 16T176, 2017.

Uul Y'Li' J' Luo' s' Deng, and G. zhoa,'cnn-based continuous authentication on smartphones
with conditional wasserstein generative adversarial network," IEEE Internet ofrhings Jour-
rul, vol. 9, no. 7, pp. 5M7 -54fi , 2021.

U251 L' G' Hafemann, R' sabourin, and L. s. oliveira, "lvriter-independent featgre learning for
offiine sig[atur€ verification using deep convolutional nerual networks,,, in 2016 kterns-
tional joint conferctue ontuuml networks (IrcNN). IEIEE, 2016,pp.z57Hz5g3.

[26] s. M. obaidullah, c. Halder, N. Das, and K. Roy, ,A new dataset of worrd-lever offiine
handunitnen numeral images from four official indic scrips and its benchmarking using im-
age hansform fusion," Intemational Joumal of Intetligent Engineering Informatics, vol. 4,
no. l, pp.l-?.0,2016.

Y
Syed Shabih ttl Hasan: I 2+FBAWHDCSIF I s

t18



BIBUOGRAPITY

U27l Y' Aubin, M' Mora' and M. Santos-Pefras, "off-line writer verification based on simple
graphemes," Pattern Recognition, vol. 79, pp. 4lH26,2}lg.

[128] R. lblosanq R. Vera-Rodriguez, f. Fierrez, and J. Orrcga_Garcia, ..Exploring 
rccunEnt neu-

ral network for on-line handwritten signature biometrics," Ieee Access, vol. 6, pp. 5l2g-
5138,2019.

U29l x''Y'Zhmg, G.-S. Xie, C.-L. Liu, and Y. Bengio, "End-to-end online uniter identification
with recurrent neural netwotrk," IEEE Tlansactions on Hwun-Machke $stems, voL {1,
no. 2, pp. 285-292, 2016.

[130] s' Hochreier and I. Schmidhuber, 'T-ong short-tcrm memory," Neuml computation, vol. 9,
no. 8, pp. 1735-17W, lgn.

U3U M' Tagkiran andz. G. 9anr, "offiine signature identification via hog featgres and artificial
neural networks," in 2017 IEEE l1th luernaiorul synposium on Applied Machhe Intelti-
,erce and Infumutics (9AMI). IEEE, 20r7,p.0000g3{n00g6.

U32l A' vaddeti, D. Yidiyala, v. Rritipati, R. B. Ponnuru, r. s. Shin, and G. R. Alavalapati,
"Graphical passworrds: Behind the attainment of goals,,, Security ud privacy,vol. 3, no. 6,
p. e125,20n.

[133] A' v' Kayem, "Graphical passwonds.a di$cussion," n2016 3(hh Internatiotul confercrce
on Advmced lr{ormation Networking and Applicatiow Wodchops (WAINA). IFF.E, 2016,
pp.596-600.

[34] F' Thri, A. A. ozoh and s. H. Hordcn, "A comparison of perceirred and rear shourder-
surfing risks between alphanumeric and graphical password sl' in pruceedkgs of ttu second
symposhan on Usable privacy utd security,2ffi,pp. Sffi6.

[135] s' ]Viedenbech I. Waters, J.-c. Bugeq A. Brodskiy, and N. Memon, .Authentication 
using

graphical passwords: Effects of tolerance and image choice,', in pruceedings of the 2(D5
syttposiuttt on Usable privacy and sccurity,2D1,pp. l_12.

[ 136] H' S*, s' Cten, J. Yeh, and c. Cheng, "A shoulder surfing resistant graphical authentication
system," IEEE Tfawactio*s on Dependable and Securz Computing,vol. 15, no. 2, pp. lg0-
193, March 2018.

[137] A' A' cain and r. D. still, 'A rapid serial visual presentation method for graphical au-

TI9
Syed Shabih lll Hasan: L24-FBAS4hHDCS/FLS



f

BIBLIOGRAPHY

thenticationl' inAdvances in Intelligent systems and computing. springer International
Publishing, 2016, pp. 3_l l.

[138] K' Irfan' A' Anas, s' Malih and s. Amir 'Text based graphical password system to obscure
shoulder sutfng," n2018 l1th Internuional Bhurban confercnce on Applied sciences and
Teclmohgy (IBCAST). IEEE, z}tL,pp. 422426.

tl39l Z. Yu, I. Olade, H.-N. Liang, and C. Fleming, ..Usable 
authentication mechanisms for mo-bile devices: An exploration of 3d graphical passwords," in20l6Intemational conferunce

on PlafurmTecbnrogy and sentice (phton). IEEE, feb 2016.

[140] s' wiedenbeck, J. waters, r.-c. Birget, A. Brodskiy, and N. Memon, .?asspoints: 
De-

srgn and longitudinal evaluation of a graphical password system,,, Interrutional rournal ofHunorConpuur Studies,vol. 63, no. l_2, pp.l,,_127, jul2fl)5.

[l4U S. Wiedenbech J. Waters, L. Sobrado, and J._C. Birget, ..Design 
and evaluation of ashoulder-surfing resistant graphical password scheme," in pruceedings of ilw working con-

ference onAhancedviswr ir*rfaces - Aw ,06. AcM press, 2(x)6.

[142] R' Giot, M' El-Abed, and c. Rosenberger, "Keystuke dynamics authentication for col-Iaborative sysErts," n zMg Internatiorul sytposium on collabomtive Tbclutologies udSYstems. IFEF, ?frpp., pp. l71-17g.

[143] A' M' Piehon and r' Han, "A case shrdy of graphical passwords in a chinese university,,,
in Adiwct Publication of the 28th ACM confercnce on tJser Model6, Adqntion andPersonalizttion, zV2L,pp. I 75_ I g0.

tl4-1 A' Nayak and R' Bansode, "fuialysis of knowledge based a,thentication system using per-
suasive cued click points j, prucedia Computer Science, vol.79, W.553_560, 2016.

[145] G' Y' Izadeen and s' Y' Ameen, "smart android graphical password strategy: A r'view,.
Asian lournal of Research in Computer Science, pp. 5949, 2021.

[146] A' J' Aviv' K Gibsom, E. Mossop, M. Blaze, and r. M. smith, .,smudge 
attacks on smart-pl""1s touch screensi' in 4th usENrx workshop on offensive Tbclnologies (woor I0),2010.

U47l c''Y' Liu' S'-J' Ruan, Y.-R. Lai, and C.-Y. Yao,'Tinger-vein as a biometric-based authenti-
cation," IEEE Cowwner Electmnics Magazine,vol.g, no. 6, pp.29-34,2O19.

[148J P' sukumar and R' Gnanamurthy, 'computer aided detcction of cervical cancer using pap

Sycd Slubih ttl Hasan: 124-FMS/1HDCS|FI[



r

BIBLIOGRAPHY

smear images based on adaptive neuro fuzzy inference system clas sifrerj, Joumar of MedicarImaging md Health Infotnatics, vol. 6, no. 2, pp. 312_319,2016.

[149] s' I(rishnamoorthy, L' Rued4 s. saa4 and H. Elmiligi, "Identification of user behavioral
biornerics for authentication using keystrola dynamics and machine learuing,,, rn proceed-
ings of the 20IE Znd Internatiorwl cotfercnce on Biometric Engineering and Applicatioru,
2019,pp.50_57.

[150] K'-w' Tse and K' Hung, "Behavioral biometrics scheme with layshoke and swipe dynamics
for user a,thentication on mobile plafform," in 2olg IEEE gth symposium on computer
Applicatiow & Indwtriar Erectrunics (IscA,IE). IEEE, 2019, pp. r2s-r30.

[15U D' J' Guntr, Z.lia, R. Dave, X. Yuan, and K. Roy, 'Touch-based active cloud authenti-
cation using traditional rnachine learning and lstrn on a distibutcd Ensorflow frameworh,,
Interuationar rournal of compunfiorur Inte*igence and Appricatiotts, rror. rg, no. 04, p.
1950[/22,20t9.

U52l Z. Sakhrawi, A. Sellami, and N. Bouassid4 ..Software 
enhancement effort estimation using

correlation-based feafirc selection and stacking ensemble method,,, Clurter Computing,ppr.
l-14,2021.

[153] s' Gershon and H' okonkwo, *Evaluating 
the sensitivity, specificity ura cfinical utility ofalgorittrms of spatial variation in subepidermal moisture (sem) for thc diagnosis of deep

and early-stage pre.ssure-induced tissue damagel' rowrul ofwound carc,vol. 30, no. l, pp.
4t_53,2021.

[154] S' Boonhong, 'Internet burlcing login wiffr multi-factor authentication,,, K.frr Trawactiow
on Internet and ltformation systems (TIIs),voI. l l, no. l, pp. srr-s3s,2017.

[155] D' Izumoto and Y' Yamazaki, "security enhancemcnt fm to,ch panel based user authentica-
tion on sma4phonesi'in2019 Asb-Prcifrc signal and Information prucessing Association
Anrunl swwtit and confercnce (ApsIpAASc). IEEE, 20r9,pp.2rg-223.

[156] T' zktu'z' weng, G' chen, and L. Fu, 'A hybrid deep learning system for real-world mobile
user authentication using motion sensorc,,, Sensors, vol.20,no. 14, p. 3g76,2U20.

[157] s' Keykhaie and s' Piere, *Mobile 
match on card active autrentication using touchscreen

biometric," IEEE T?ansactions on cowuner Erectmnics, vor. 66, no. 4, pp. 37G3g5, 2020.
[158] L' ranik' D' chuda' and K' Burd4 "sgfa: A twefactor srnartphone authentication mecha-

Sycd Shabih Ul Hasan: L24-FBAWHDCVF\|
12I



BIBLIOGRAPIIY

nism using touch behavioral biometics," in Pruceedings of the 2lst lwenaiorul confer-
erwe on Computer Systems utd Tectnologies, 20,2U20, pp. 3542.

[159] F' Masood, A. Armogren, A. Abbas, H. A. Khattak,I. u. Din, M. Guizani, and M. zuait,
"Spammer de*ction and fatre user identification on social networks,,, IEEE Access, vol. T,pp.68140{8 tSZ,2Otg.

tl60] s. AzaLM. Ralrman, M. N. Ranarr, B. K. Ruhee, N. N. Nisa, N. Kabr, A. Rahman, andr. M.Zain,'\ry codc: A securc graphical password for srnart devi@s,,, Compwers & Electrical
Engineerhg, vol. 59, pp. 9L109, ZOll.

[161] A' Ghani' M' Bilal, A' Jolfaci et al., *Multi-factor 
pattem implicit authcnticati onj, IEEE

C o ru ume r Ele ctm nic s M ag azirc, 2UZl.

U6Zl l. K. Han, X. Bi, H. Kim, and S. S. Woo, ,rpsssrsg! 
a graphical_texhral hybrid fallback

authentication sysEnl" in Pruceedings of ttv 15th ACM Asia confercnce on computer and
Communicatioru Se curity, 2020, pp. 6H 2.

[163] G'-c' Yang, '?asspositions: A securc and user-friendly graphical password scheme,,, in
2017 4th Inernatiotul conferunce on cmtpwerApplicatioru and Infornution prucessing
Tbclnotogy (CAI7T). IEEE, 2}t7,pp. t_5.

[64] s. s. Hassan, s. uilah, s. Afzal, M. A. Khan, M. A. Khan, and H. Atbar, ..servers 
voice

graphical authentication," in 2015 l2th Intemational corfererce on Fuzry 5,ste,,s and
Ihowlcdge Discovery @SKD). IEflE, 2OlS, pp. 25g2_25g6.

[165] c' Baadte and B' Meinhardt-Injac, 'The picture superiority effect in associative memory:
A dwelopmentar study," British rournar of Dneropmentar psycrubgy, vor.37,no. 3, pp.
382_395,2019.

tl66] J' zrengand s' K' chigurupati, 'M-pattern: A novel scheme for improving the security of
android paffiern unlock against smudge attacks,,, ICT Eryress, vol. 5, no. 3, pp. rg2_rg5,
2019.

[167] M. Wazid, S. Zeadally, and A. K. Das, ..Mobile 
banking: evolution and tl'eats: nnlwarc

threats and security solutions," IEEE coruuner Electrunics Magaziru,vol. E, no. 2, pp.5ffi0,2019.

[168J Y' sun' Q' Gao, X' Du, and z- crtt,"sma4phone user authentication based on holding posi-

,
Sycd Slubih Ul Hasun: L?4-FMS/4HDCS1FII

122



BIBLIOGRAPHY

tion and touch-typing biometrics," comput. Maten contbuu,vol. 3, no. 61, pp. 1365-1375,
2019.

tl69] E' Mbunge and T' Rugube, "A robust and scatable four factor authentication architecturc toenhance security for mobile online Eansaction," hternational joumal of scbntifrc & uch-nology research, vol. 7, no. 3, pp. 139.,143, 2llg.
[170] E' A' salbag' s' Iron*oglu, and s. Balli, "stress detection via keyboard qping behaviorsby using smartphone sensors and machine learning techniques,, , rourmal ofmedical systems,wL M,no. 4, pp. t_12,2020.

[17u s' H' Ebenurva' M' s' sharif, M. Alazab, and A. Al-Nemrat, "variance ranking attributes se-lection techniques for binary crassification probrem in imbararrc e datal, IEEE Access, vol. 7,pp.V4il9-2/ffi,2019.

U72l I.ZlMo,Q. Hu, G. Liu, X. Mq F. Chcn, andM. M. Hassan,..Afa: Adversarial fingerprintingauthentication for deep neural networks,,, Computer Communications, wl.lSe pp. 4gg_4n,2V20.

ul3l r' Hachaj and P' Mazur€h '€omparative analysis of supervised and unsupervised ap-proaches applied to large-scale..in the wild. frce verification J, Synunetry,vol.l2,no. ll,p. LB3Z,2O?.0.

u74l E. s. Arkronz, K. A. Moghayer, M. Meimeh, M.Gaz.z.az,B. s. Abu-Nasser, and s. s. Abu-Naser' '?rediction of whether mushroom is edible or poisonous using back-propagation
neurar netwods," Inumatiotwr Journar of corpus Lkguistics,2[rg.

[175] H' Gascon' s' uellenbeck, c' wolf, and K. Rieck, 'tontinuous authentication on mobiledevices by analysis of typing motion behavior,,, Sicturlpit 2014_,Sicherluit, Sctutz,dfu-verliissigkeit,ZOl4.

[176] c'-c' chang and c'-r' Lin, 'r-ibsrrrn: A library for support vector mach inesl, ACM trat,ac-tiotu on inte*igent systems and techwbgy (ns\,*i. z,no. 3, w. r-n,20'.
I|TT Y' Liang' s' samtani, B' Guo, andz.Yu, "Behavioral biomehics for continuous a.thenti-cation in the internet-of-things era: An artificial inrcIligence perspective l, IEEE Internet ofThi ngs lournal, vol. l,no. 9, pp. g l2g+ 143, 2020.

[178] R' Tblosana' R' vera-Rodrigue z, andJ. Fierrez, "Biotouchpass: Handwitten passwords fortouchscreen biometrics," IEE E Transactions on Mobile co np t t tirtg, 2or9.

,- SycdShabfi IIt Hasan: [24_FMS/pHDCyf n
t23



+

BIBLIOGRAPITY

[179] s'-Y' shin' Y'-w' Kang, and Y.-G. Kim, "Android-gan: Defending against android pattern
amacks using multi-modar generative network as anomary detector,,, Eryet systems withApplications, rol. l4l, p. 112964, 2U20.

t180] Q. yue,z-Ling, X. Fu, B. Liu, lv. yu, and w.zhao,.My googre glass sees yourpasswords,,,
Pruceedings of the Black Hu USA,ZOL4.

USll z' Li' H' ['ee' Y' Ire, s' Yoon, B. Bae, and H.-J. choi, 'Tlandrvritten one-time password
authentication systsm based on deep leaningl' lownal of Intemet compwing and sertices,
vol.20, no. l, p.?S_37,ZOtg.

U82l M' s' Rudolph, N. B. Tbussaing A. trhtabarwa, S. rohri, B. peropadre, and A. perdomo-
orJiz"'Generation of high-resolution handunittcn digits wittr an ion-trap quantum com-putctr, physical Raiew X, vol. 12, no.3, p. 03 1010, W22.

[183] M' Shahzad, A' X. Liu, and A. Samuel, "securc unlocking of mobile touch screen deyices
by simple gestures: you can see it but you can not do if" in pruceedings olthe lgth anruml
internatiorwr confercrue on Mobile conputhg & networking,2or3,pp. 3g-50.

[184] J' sun, R' zlEry, !. zhang, and Y. zhaag, "fouchin: sightless two-factor authentication
on multi-touch mobile devices," in 2014 IEEE cotferurce on cornttltfiiicatiorc and networksecurity. IEEE, 2014, pp. 436444.

[185] M' ltrarbach, E' von 7*.ochwru, A. Fichtne4 A. De Luca, and M. smith, ..{It,s} 
a hard locklife: A field study of sma4phone ({un) Locking} bchavior and risk perception,,, im lythsymposfun on wable privrcy and secwity $oaps 2ot4),20r4, pp.213_230.

[186] N' sae-Bae and N' Memon, "online signature verification on mobile devi@s,- IEEE tnailt-
actions on informationforewics and security,vol. 9, no. 6, pp.93T9lft,2014.

[l8z R' Tolosana R' vera-Rodriguez, r. Fierrcz, andJ. ortega-Garcia, ..Incorlrcrating 
touch bio-metrics to mobile one-time passwords: Exploration of digits,', in pruceedings of the IEEE

confercnce on computerrfision and pattern Recognitionwor*shops,20rg, pp. 47r47g.
[188] T' Kutzner' F' Ye,I' BtinningeG c. Travieso, M. K. Duttq and A. singh, ..LIser verification

using safe handwitten passwords on sma4phones," in 2015 Eighth Internniorwl confer-erne on Contempomry Computing (ICJ). IEEI 2015, pp.4&iS3.

[189J P' Thoopsamut and B' Limthanmaphon, "Handwritten signature authentication using color

Syed Shabk Ul Hasan: L24_FBAV4HDCS1FII
124



BIBLIOGRAPHY

cohercnoe Yector and signing behavior," in Pruceedings of tlw 20tg 2nd intemational con-
ference on inf,ormation scbrue and systems,2llg, pp.lUZ.

tl90] J' Peiqing' '?inuritc: A new ffiiartphone authentication scheme using handwriting recogni-tion," Ph.D. dissertation, Waseda University, 201 g.

[l9u L. Fang, H. hu,B.Lv,z.Liu, w. Meng, y. yu, s. Ji, and z.cao,..ftranditexf Handuritingrecognition bascd on dynanric characteristics with incrementar rsw, ACM Trawactions onData Science,vol.l, no.4, pp. l_lg, 2n20.

U92l L' stcfanko' "Android banking hoian masquerades as flash player and blpasse s 2fal,online' Mar' 2016' [online]. Available: https://unvw.welivesecuri ty.comt?.olffi3p)l
android- tnojan- targets_ online_banking- userV

new android malware bypasses murti-factor authentication to steal
Orline, Jun. 2016. tOnline]. A,ailable: https://www.zdnet.com/article/

t193] D. Palmer, .This

your passwords,"

to- steal-your-passwordV

-- - I\.
. .'^.rorlal ls ,, -t.

(' t
-+
. (- .\

l- 'itI cll: f '..- ,_ i\ r-:ir,. .; i
a' i.)Lr'' -;o :t

.f,'L.. 
-.-/

Sycd Slubih ltt Hasan: 124_FBAS/4HDCS/F t s
t25


