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Abstract

Abstract

Wireless mesh networks (WMNs) is most researchable and emerging area. WMNs are
hybrid in nature, have infrastructure based gateways on one hand and on the other hand
having mobile or fixed clients. Group communication is an important paradigm to study
for its variety of applications such as video conferencing, broadcasting, online games,
distance learning. Security is a critical issue in group communication. Mostly, group
communication relies on its head for communication, so securing the group head is vital.
In this thesis, i propose reliable authenticated group head communication (RAGHC)
architecture. This architecture is organized into three parts i.e., group head authentication,
secure inter group communication via group heads and group head maintenance.
Demonstrating the inter group communication is an additional contribution of this study.
By extensive simulation we demonstrate that how group heads are created authenticated
and how they communicate within the group and outside the group securely.
Comparative results with previous techniques show that RAGHC is better in terms of

packet delivery ratio and packet delay.
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Chapter 1 Introduction

Introduction

Wireless technology has been most recent and researchable field in the last few decades.
Users get the desired information and use devices at any place at any time. Wireless
networks connect the devices and people at any place. Wireless networks are divided into
two major types; ad-hoc and infrastructure-based wireless networks. In infrastructure-
based wireless network, base stations are placed in different areas where wireless devices
are connected with each other. Examples are; wireless LANs and cellular networks.
Wireless LAN provides good interportability within different operating systems. Wireless

LAN major advantages are: mobility, ease of use, simple and flexible.

Ad-hoc wireless networks make the connection ad-hoc; it is not a permanent connection.
Different nodes will automatically configure each other when they want to communicate
with each other. So that’s why ad-hoc wireless network is powerful and flexible. These
properties of ad-hoc network make them suitable for many applications where central
node is not reliable and where nodes can be deployed quick and fast and urgent

communication can be done easily.

1.1.1 Mesh Network

A wireless mesh network (WMN) is a new emerging and challenging technology. 802.11
and 802.16 are the IEEE standards for this network. It offers low cost community
services. Mesh network are organized in such a way that they create an ad-hoc network.
Mesh network is very reliable. Every node is connected to several nodes. If any hardware
fails in the network or any node crashes then remaining node can find its neighbor node
or any other route for communication. Wireless mesh network often consists of gateways,
mesh points, mesh stations, mesh routers, mesh portal points, mesh clients and mesh

access points.

Mesh clients are often laptops, PDAs, cell phones and other cellular technology. These

clients are connected to mesh routers through the gate ways. Mesh routers has the many

Sccure Group Head Communication in Wireless Mesh Networks
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locations and it chooses the best path for the communication. Mesh routers send the data
through the gateways to the network. All communication is done on mesh point and this
mesh point is connected with different mesh access points to access the network.
Communication between different networks and mesh network is done on mesh portal
point. Mesh stations are outside from the wireless LAN and they are connected to
different mesh access points. All nodes are organized in such a way it makes a mesh

cloud within a mesh topology.
1.1.2 Wireless Mesh Networks Types

Wireless mesh networks types are as below;
1.1.2.1 Flat Wireless Mesh Networks

Mesh routers make a network for mesh clients. Clients and routers are both nodes. These
nodes are placed at the same area. Client nodes cooperate with each other for network
configuration, routing and other client services. It makes a temporary ad-hoc and simple

network.
1.1.2.2 Hierarchical Wireless Mesh Networks

This mesh network has many hierarchies and clients are at the lowest hierarchy. Client
nodes communicate with the routers. Here router nodes are dedicated nodes to make a
backbone network. Like clients backbone nodes may not source or final destination.
Routers responsibility is to heal, organize and maintain backbone network and this
network is connected to the internet and some servers in the wired network such nodes

are called gateway nodes.
1.1.2.3 Hybrid Wireless Mesh Networks

WMNs uses WiMAX wireless networks and cellular wireless networks for
communication. Hybrid WMNs uses multiple technologies for back haul and WMNs
backbone. WMN growth depends on that how it works with other technologies.

Secure Group Head Communication in Wireless Mesh Networks
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1.1.3 Routing

The process of sending message to the destination following some routes is called
routing. Routing is an essential component for a network. There are various issues a
routing protocol must address, as have been discussed in [27], for example, ensuring the
absence of loops, detecting node failuré, minimizing the overhead network traffic and so
on. As discussed in [27], Router makes a routing table and sends all the packets to the
receiver end. There are various other features of ad hoc networks, as discussed in {20]
that make the task of routing tough. Some of these are:

¢ Poor resource devices

¢ Limited bandwidths

¢ High error rates

¢ Continually changing topology

¢ Vulnerability to external attacks

Therefore, as the authors in [20] have discussed, important points for ad hoc network

protocols are:
¢ Minimal control overhead
e Minimal processing overhead
¢  Multihop routing capability
¢ Dynamic topology maintenance

¢ Loop prevention
1.1.4 Routing approaches in mobile ad hoc networks

There are mainly two types of routing approaches in MANETS: reactive and proactive
[20]

1.1.4.1 Proactive approach

Each node in the network maintains a route to every other node in the network at all the
times. Due to the instant availability of routes, there is not as much latency involved.

However the storage of routes imposes a great amount of overhead on the nodes.

14
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Two main classes of Proactive Routing Protocols are:

¢ Distance vector
e Link state

Every node know its neighbor nodes in link state routing, and this information is spread
to each and every node in the network, then each node shall have enough information to
complete the whole network [27]. The best route in the network is selected with the help
of connectivity nodes.

This is different from the distance vector routing protocols, in which every node builds a
one dimensional array and sends the vector value to the nearest nodes [27]. By having
every node share its routing table with its neighbors, each node builds updated routing
tables which make a decision for the next hop for any packet to be routed.

Information can be passed between differﬁnt nodes through link state protocol. Link state

protocol complexity is much less than tht‘qtner protocols.

1.1.4.2 Reactive approzich

In this approach the route discovery is through wide flooding of a request and routes are
identified when they are used. This approach has an advantage over the proactive
approach that the signaling overhead is greatly reduced relative to the proactive approach.
Different protocols which have been proposed under this approach include AODV (Ad
hoc On Demand Distance Vector Routing) [26] and DSR (Dynamic Source Routing)
[27]. Geographical approach or the Hybrid approach has also been proposed [23] for
wireless networks.

Several secure routing protocols have also been researched in ad hoc network. Some

protocols have weaknesses that are exploitable by attacks [28].

1.1.5 Field Based Routing

The field theoretic approach has been studied in a number of different application
scenarios. For instance, the approach has been used for any cast routing [19]. This is
observed in the density based routing and the authors in [29] have proved that it shows its

best performance in density and proximity and hence the applicability of field theoretic

15
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approach to this context. In mobile ad-hoc network field based routing has been studied
for recovery [30]. The service providers or the destination nodes are modeled as positive
charges and a field is established. In sensor networks, field based routing propose a
routing scheme that monitor network and see that the live sensor nodes deliver data for a

long period [31].

1.1 Motivation and challenges

The increasing demand for access to various resources even in areas where a centralized
communications is absent or in case of mobility wireless ad-hoc networks are used. As
discussed in [19], wireless ad hoc and autonomous networks that have been used in
public vehicles, buildings, conferences or even in cities. As various fixed wireless
infrastructures have served the purpose, ad hoc networks are still used where there are no
centralized servers. There are many other factors that serve as motivation for ad hoc
networks, as discussed in [19]:

e Autonomous systems

o Networks not reliable on fixed base station

o High cost incurred for fixed wireless infrastructure

e Utility as the means of communication during disaster

e Reduction in the energy consumption

e Usage in poor/discriminated areas
Mesh network is fairly applicable in city wide scenarios. In city wide network, musical
groups and universities in which wireless mesh network is very suitable group

communications can be unicast or broadcast.

1.2 Background
1.2.1 Networks

Exchange of information with a collection of interconnected independent nodes is done
through a network. These independent nodes can be established through microwaves and

fiber optics. It shares the resources and provides lots of entertainment and a powerful

16
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communication medium. Collection of interconnected nodes is known as the internet
21}.

Network can be divided into core elements and its edge. Edge consists of devices and
computers. These are called host systems. The host systems are mobile computers. The
host systems have servers and clients. An end system is client that requests and the other
one is server that receives the particular request.

The core network consists of routers and packet switches which send the packets to
sender and receiver. Sender sends the message to the destination to follow the best path.
A protocol defines rules of communication between the sender and receiver. The Internet
and computer networks use different types of protocols to fulfill the different tasks of

communication.
1.3 Problem Statement

In wireless mesh networks group head applications security is a major concern. Secure
inter group communication and group head authentication issues are not discussed in the
literature. In wireless mesh networks group communication, group head authentication
and communication between different group heads are still a researchable issue. In group
communication applications, group heads are not registered, a node in the network may
behave as a malicious node and wants to access the sensitive data that node may be any
member node of any group or from outside, internal and external intruders. Any node can
behave as a malicious node and show the highest heat value and can access all the
sensitive information. Here, secure inter group communication is required to secure the
data from these attacker nodes so that reliable, secure and efficient group communication

can takes place.

1.4 Proposed Approach

An architecture is proposed named as; Reliable Authenticated Group Head
Communication (RAGHC) architecture. The presentation of group communication is
based upon the filed based routing [61]. To make the system reliable we introduced the

concept of the certification authority (Local manager) which authenticates the group

17
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heads. These local managers are at various levels and share the information among them.

The gateway at the top is the final certification authority.

Now as the network populates the local manger populates its list based upon the field
value (As in field based routing entire routing depends upon this field value, in other
words the group head which is nearer to the LM will be selected as the group head).
There are various nodes in the network sharing data with each other but the node which
communicate on behalf of its group is the group head and if group "A" want to
communicate with group "B" than the group "B" first confirm from the LM that is the
group head "A" is a legal group head or not?? on the confirmation by local manager
(because LM know who are the current group heads) the group head "B" will accept the
data from the group head "A" and vice versa. Our authentication mechanism is very
simple and it is in addition to our main contribution of introducing the group
communication.

There are two possible problems if we are not using the local managers for

authentication.

Internal selfish nodes and external intruders

As in the previous networks it is allowed that any node can communicate to any other
node, so any node in the network can communicate on behalf of a group head as well. As
in our authentication mechanism before accepting the data from any group head it is
confirmed from the LM so the LM will detect the internal legal node as an internal
intruder and the receiving group head will discard the data. Without LM any illegal node
can communicate on behalf of the group head, first we introduced the group

communication and by introducing the concept of the LM we made it secure.

"Any node "X" can advertise its field value as the highest value and receive by the LM, in
this case the LM (as it comes to know about the field value from its neighbors) compares
the value reported by the other neighbors of "X" (because they are also reporting the
neighbors field value) if the difference is greater than a fixed threshold than the LM reject

this request and considers that it is the internal intruder.

18
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In case of crash the next group head is decided and it is based upon the distance from LM
(field value of the next group head), so any attempt for becoming a group head wrongly
is detected by the LM. All nodes send join request to the LM and LM decide that which
one is new group head. Tie case is resolved by the node ID for example if two nodes are

the same distance than the higher node ID wins.

By external intruder we mean that any node which resides inside the direct range of the
deployed network but not the registered node. If LM are not installed than any node can
send and receive the data and can interrupt the communication between the group heads
and can launch active or passive attacks. LM concept is introduced to minimize the
threats. Our LM concept has the list of legitimate nodes so the threat of external intruder

intervention is also minimized.

Timestamps are maintained for each session. We assume that after every 5 min group
head send the keep alive messages to the Local managers but if the messages did not
come in time then node will be the group head that is closer to the Local manager and
Local manager update its list and also send this updated list to the other Local managers

as well.

1.5 Thesis Qutline

The thesis comprises of 6 Chapters. Chapter 1 describes about the background,
motivations and problem statement of the research. Chapter 2 contains the detailed study
of related work. Chapter 3 discusses the problem scenarios in detail. Chapter 4 describe
in detail the proposed solution and architecture. Chapter 5 shows the simulation results in

detail. Finally, conclusion and future work are discussed in Chapter 6.

19
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Chapter 2 Literature Survey

Literature Survey

2.1 Introduction

Now-a-days, group communication is among the most commonly researched areas.
Multi-point to multi-point communication is done between different groups. Group
oriented applications like web cast, internet gamming, video broadcasting, remote
consultations and diagnosis systems for medical applications are the most common
examples for group communication. These applications exchange and disseminate
classified and sensitive information. In public places internet is used in real applications
to convert that message in the form so that the group members can read it. For group
communication security issues such as authorization, authentication, confidentiality and

integrity is required.

In Wireless Mesh Networks, security is still a researchable issue in group oriented
applications. An important security issue is to provide reliable and authentic data in group
communication to different group heads in wireless mesh network. Authorization is an
important issue in group head communication such that all the group heads are
authenticated; no unauthorized node can send or share the data to any of the group heads.
Authentication is the process in which only authenticated and authorized nodes can
access and view the data and also this data is protected from the malicious nodes. A
major security goal for group applications is providing node authenticity and reliability
such that only authqrized group heads can get the information. In our proposed scenario,

all the group heads have a reliable communication within the network.

2.2 Related Research

In wireless mesh network group communication problems has been researched in a
variety of ways. But, secure group head to group head communication is not considered
in such a way. Lots of research has been done in wired an in wireless networks

respectively.

20
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In sensor networks CGR [1] schemes are used for secure group communication. The
scheme is good in sensor networks as compared to other networks. Secure group head

communication is not discussed. Attacks are also not considered.

SGL 2] in WAN environment provides data confidentiality. We can check the
performance of SGL on inter group communication whether it deals with the intra group
communication. Some features like efficiency and robustness are not discussed. Author
does not show the work of SGL in inter group communication and also the group heads

are not identified in SGL.

WAN distributed model [3] a scalable and reliable for group communication is
developed for group communication but leave many security issues like authorization of

group heads and their authenticity.

Secure intra and inter group communication consists of multiple nodes in a network and
can share information. A mechanism developed [4] for sharing information. To study the
impacts of group head authorization in mesh network more research is required and also

checks communication overhead and performance with other networks.

The secure group communication main problem is to provide the keys in a decentralized
manner. A common group key is established by Tree parity machines [5]. This is used
where no server is present mostly in ad-hoc networks and where group communication is

done. The proposed protocol must be compared with other protocols in future research.

Group communication in a decentralized manner with data confidentiality [6] is
discussed but when the gateway sends the data to various groups and then their one head
member then this head member should be secure, may be this is a malicious head
member if it is not authenticated. So, group head authorization, group head

communication and group head repairing is still a problem in mesh networks.

21
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Broadcast encryption scenario [7] is also used in group communication. An issue in
group communication is to provide confidential and authenticated communication
between group members. Attacks are not considered in this scheme. In the case of
unicasting and multicasting check the reliability and efficiency. Many group- oriented

applications require a reliable and secure group head communication.

In wireless mesh network security is a big issue due to rapid access and less cost. An
agreement protocol [8] is proposed. But group head communication and its member’s
events are not discussed. This protocol does not deal with the authenticity of the groups

and scalability.

Group communication takes less time in accessing key entries and storing when nodes
leave or join in a group where sliding window protocol [9] is proposed. The protocol has
good performance in wireless networks but ignore many security issues. When a group
head wants to join, the group manager checks whether group head is authentic or not. In

group communication scalability is not addressed.

Mobile ad hoc networks (MANETSs) are also designed that are also used in group
communication and decreases bandwidth. Fixed routers give a more stable and

decentralized structure than MANETS [10].

For more localized communication multiple clients can share the same access router.

Localized mobility is used in mobile clients in WMNSs unlike MANETS [10].

For wired networks these solutions are not suitable [11] and they assume reliable efficient
and multicast delivery, in a multi-hop wireless environment which is much more
expensive. Wireless sensor networks (WSNs) [11] and MANETS protocols are designed
for mobility and scalability.

2.2.1 Secure Group Communication in Wired Networks

To encrypt the data a general method for group communication is the use of a shared key

between different group nodes. Contributory key agreement and key distribution schemes

22
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depends on a protocol. A group manager generates a key for the group and distributes this

key to all the group members.[12]

Tree-based key management protocols like LKH [12] and its variants are also used in
wired networks [12]. These protocols communicate with the source node for joining and
leaving of groups and maintain a global membership. Key delivery can be done with end-
to-end unicast. The latency overhead and high bandwidth of these protocols for the multi-

hop wireless environment is not suitable.

The group key is generated from all group members by using schemes such as n-party
Diffie-Hellman key exchange in contributory key agreement schemes [13]. These
schemes [13] perform a reliable communication between different group members
depending on group dynamics. In multi-hop wireless networks this broadcast reliable

communication is not good to achieve and also not good for WMNs.

Group communication in wired networks has also been worked for the overlay multicast
networks [14]. Overlay networks do not have the properties of multiple clients that can

share the same router, multi-hop and more bandwidth. These protocols are not suitable
for WMNs.

2.2.2 Secure Group Communication in Wireless Networks

In wireless networks to achieve group communication with a protocol and a limited
resource in wireless environment, to achieve efficiency and performance. We will discuss

protocols for cellular networks and mobile ad hoc networks (MANETS).

Cellular network is basically two-tier architecture, low and high bandwidth links with
base stations. A topology matching key management (TMKM) [39] scheme that takes the
things from the traditional key tree (LKH) to compare with the other networks. TMKH
connected with high-bandwidth wired links and distribute the keys between different base
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stations. A group communication protocol is designed in which mesh routers

communicate with the other wireless links that are connected.

Group communication in MANETSs include GKMPAN [23], CRTDH [37] and also in
[24]. GKMPAN discusses about the member events and key distribution scheme for
groups. A scheme is proposed for group members to encrypt the data between difterent

groups by using pair-wise keys.

CRTDH [25] relies on the Diffie-Hellman group key agreement and Chinese Remainder
Theorem for designing the keys for groups. For each time joining and leaving of groups,
new key is assign of each group. In a wireless environment due to its limited bandwidth

resources is not suitable.

Kaya et al [26] in MANETS for group dynamics is used to highlight the communication
overhead for multi-hop communication. MANETSs are of dynamic in nature and the
proposed scheme is not successful for wireless communication for data delivery. In

WMNs routers and clients share the same router.

An underlying multicast protocol [27] is also used for secure group communication.
Against the data forwarding process they discuss the DOS attacks, thus they do not

consider the problems of data authentication and achieving data confidentiality.

Wireless sensor networks [28], [29], [30] key pre-distribution schemes are also being
researched. Instead of group communication these discusses about the pair-wise
communication. Secure group communications has the ability to authenticate users it is a

necessary condition. The protocols in [31].

2.2.3 Security Challenges in Wireless Mesh Networks

Some of the security challenges of Mesh networks are

1.External Attack
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Launched by intruders who are not part of a WMN and try to gain illegitimate access to

the network. Encryption and authentication,

2.Internal Attack

Launched by the nodes that are part of a WMN, such as the selfish nodes or the malicious
nodes that have possibly been compromised by attackers. Have access to all the keying
and authentication information. Cooperative mechanisms that help detect and isolate the

misbehaving nodes need to be employed.

2.2.3.1 Corrupt node detection

* First Case
There is a possibility of attack due to node replacement because there is no
physical protection.
» Second Case:
There would be the possibility of passive attack.
* Third Case:
There would be chances attack on the routing algorithm by changing the

internal state of the node.
« Fourth Case:

The fourth case includes disrupting the routing mechanism by cloning the
original device and installing the replicas at those locations from where false

data can be sent and disabling the parts of nodes.
2.2.3.2 Multi-hop routing
The routing mechanisms in the WMN need to be secured by malicious attacks with the

help of multi hop routing.

Fairness: Optimization of bandwidth utilization in the WMN by scheduling to ensure per-

client fairness.
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2.2.3.3 High level security issues

These are security requirements for a given communication system.

2.2.3.3.1 Availability

The basic concept of availability is the system is available to the authorized users and
they can access the information without any interruption. The availability in WMN is
compromised by the following crucial factors:

» Signal Jamming

* Denial of Service (DoS)

» Battery Exhaustion

2.2.3.3.2 Authenticity

Enables a node to ensure the identity of the communicating node. This may be possible
through two ways:
» Secure Transient Association

 Imprinting
2.2.3.3.3 Integrity
This includes data tampering, impersonation, and packet modification and is especially
hazardous if the intruder has malicious intent. Integrity includes

» Cryptography & Digital Signatures
» Pair-Wise key Sharing
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2.2.3.3.4 Confidentiality

The delivery of semsitive data demands several degree of security. Therefore several
authentication methods are needed in order to ensure that the authorized user can only

access the sensitive data keeping the data confidentiality and privacy.

2.3 Limitations

According to the above literature we come to know that there are serious issues in group
head communication and group head authentication. In wireless mesh network group
communication, group head authentication is a crucial issue. In wireless mesh network
group communication, group heads are not authenticated. In group head communication,
a malicious node may try to be a group head and it wants to share and view the sensitive
information from the authenticated groups. This intruder node may be a group member or
the other group heads or its members. This malicious node may tries to access the
sensitive data. Here, group head authentication is required to authenticate the data from.
these malicious nodes so that authentic, reliable and efficient communication between

different group heads takes place.

In Wireless mesh networks security is a big and crucial issue as discussed above detail
literature tells us. Group communication in a decentralized manner [6] with data
confidentiality is discussed but cluster heads are not secured, node authentication is not

done and lack of inter- group communication.

Wireless network makes an ad-hoc network with no central server. If nodes are not
directly connected with each other and they want to communicate then it can only be

possible when the hosts allow them to sends the packets from source to destination [41].

Field base routing (FBR) is discussed by Lenders et al. [42] and V. Park et al. [43]. FBR

are robust expensive but good for security attacks.
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For linear programming problem Tague et al. [54] presents a model and all nodes can

deals with attacks.

In mesh network X.Wu et al. [55] tells the attacks are very common. “Onion” a routing

algorithm is proposed it has all the routing information.

2.4 Summary

In this chapter the literature about mesh network, any cast routing, field based routing
and all the security issues in mesh network is discussed in details. The literature discusses
a lot about the group communication in the mesh network but group heads are not
secured in mesh networks as well as other networks. We implement a scenario where all

group heads are secured.
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Requirement Analysis

3.1 Problem Domain

Wireless mesh networks (WMNS) is a challenging and emerging field in which group
oriented applications has been researched a lot. Security is a big and crucial topic in
wireless mesh network group head communication. Group applications require a reliable
and authentic group head communication. A big issue is to provide reliable and authentic

data in group communication to different group heads in wireless mesh network.

Group head to Group head communication is also an important issue. Data is
authenticated always but node authenticity is still a problem. Earlier, data is unicast to a
group or broadcast to all groups and gateway serve as a certification authority so it takes
maximum time to gave a certificate. Here, group head authentication is required to
authenticate the data from the intruder nodes so that reliable communication between
different group heads takes place. In this thesis we focus on reliable communication and
authentication of group heads. Authentication is an important issue in group head
communication such that all the group heads are authorized; no unauthorized node can
send or receive the data to any of the group heads. This reliable group head
communication is done for both inter and intra-group communication. In this thesis, a
reliable authenticated architecture is proposed for group head communication in WMN.
The proposed architecture is very reliable and efficient. In WMN, reliable group
communication, group head authentication is an important issue. Group heads are not
authenticated in WMNs group communication. A malicious node come and claims to be
a group head. This research mainly focuses on “Group head authentication”, “Secure

inter group communication via their group heads” and “Group head repairing”.

We propose Reliable Authenticated Group Head Communication (RAGHC) architecture
for reliable group head communication in which all the above features are achieved
securely and efficiently. A reliable authenticated architecture is proposed for group head

communication in WMNSs. The proposed architecture is very efficient and secure.
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The architecture mainly focuses on;
*  Group head authentication
. Secure inter group communication via their group heads

. Group head repairing

3.2 Problem Scenario

Secure Group Overlay Multicast (SeGrOM) [6] is designed to reduce the latency and
communication overhead for maintainihg the confidential data of a group. SeGrOM deals
with the group dynamics and member mobility in a decentralized manner, and have the
lower overhead, bandwidth and latency and also to avoid the cost of hop to hop
communication. In a decentralized manner and WMN two tier architecture and its
broadcast nature, SeGrOM consists of two protocols and uses a structure; a global data
delivery protocol is used for backbone communication and a local data delivery protocol
for all the members connecting with a same router for the delivery of data between
groups. The global data delivery is done by an overlay protocol and it is designed for
wireless multicast protocol and this communication is done on backbone routers.
SeGrOM, for the global data delivery protocol it has following different types, security,
trading, communication cost and complexity. All members connected with the same
router uses the locél data delivery protocol, and selected a head member with election.
Joins and leaves are handled by the local delivery protocol. Local data delivery and

global data delivery protocol connected with the same access router [6].

SeGrOM is an efficient protocol and takes the advantage of the localized mobility of
clients. The message m; the source s sends the m to the local head member hs, hs receives
m and sends it to all other members connected to the same access router with the local
data delivery protocol, and then m reaches to the other head members through the global
data delivery protocol. On receiving the m the head member hr, then again sends it to the

members through a router with local data delivery protocol.
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A group overlay over all the head members a framework is maintained for data delivery,
on top of all the members and nodes. An authenticated key exchange protocols a link key
is madc. Thesc protocols know the ncighboring members, and then the next hcad member
can also access the information. The head member handles the join and leaves of
members and made a multicast tree. When head members are not changed then the join

and leave of all the members are done by local head member {6].

Fig. 3.1. A Group Overlay [6]

3.3 Focus of Research

Group applications have been mostly researched nowadays. According to the above
problem scenario, we identify that head members (group heads) are not secured. When
there are no secure group heads then how confidential data can be transmitted. Security
of group heads is a major issue in group communication scenario. We deal with the
authentication of the group heads, node authenticity, and group head to group head
communication. In group communication data confidentiality [6] is discussed but when
the gateway sends the data to various group heads how can this group head is authentic

and reliable, may be this is a malicious group head. So, group head authorization, secure
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inter group communication via their group heads and group head repairing is an

important issue in wireless mesh networks.

3.4 Summary

This chapter focus on the problem domain that how we identify this problem from a
particular scenario. Then we briefly discuss about that scenario from where we get our

research point and what is the flaw in that scenario? We also describe focus of research.
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System Design and Implementation

4.1 Introduction

WMN:s is a temporary ad hoc network consists of many routers and clients and forms a

network. Its transmission power is less. WMN is seen in Fig.4.1. [35].

Fig.4.1. Basic Mesh Network Architecture

In wireless mesh network, mesh clients forward the packet to the different nodes but it is
not the gateway [15]. In wireless mesh network infrastructure nodes can be fixed or can
be static. There also may be some base stations, access stations, mesh points and mesh

portal points and these all are used for connectivity.

4.1.1 Route Packet from Internet to Group

Route packet from internet to cluster head, the following steps is involved;

4.1.2 Gateway to Local Manager (Unicasting)

We route packet from gateway to Local manager in a unicast manner that is one to one
communication. Using field based routing we find out the field value of the receiver node

that is the Local manager and send the message to that Local manager. Local manager
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then issue the certificates to the different group heads for authentication if the group

heads are authenticated then packet is send to the nearest group head.

4.1.3 Intra-group and Inter-group Communication (Broadcasting)

When a packet reached at group head then the next step is if we want to send packet to
every node in a group, so we broadcast this packet from Head to all the group members.
And group head can also communicate with the other group heads through the Local
manager. Local manager verify the certificate of the other group head if it is

authenticated then it send the packet to that other group head.

4.2 Design Requirements
4.2.1 Type of Nodes

In this scenario there four types of nodes exist on which all the traffic routes. The details

of all these nodes are as under:

4.2.2 Gateway

Gateway is the first type of node and sends the packet to the network. Traffic flows may
be of different types within a network. In our proposed scenario, gateway sends the
message to the Local manager and LM forwards this message to the registered group
heads.

4.2.3 Intermediate Nodes

Routers are the second type of nodes and route the message from the routers to the
clients. The intermediate nodes are a router and have all the information about their

neighbor’s nodes and route the packet to the destination by using some hops.

4.2.4 Local Managers

Another node is called Local managers, this acts as the certification authority who give

certificates to the group heads for reliable and authenticated communication.
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4.2.7.3 Geocast traffic

The third types of packets are of geocasting they travel in a unicast manner from gateway
to the Local manager, then cluster head and then broadcast to all the group members after

arrival at any of the cluster head.

4.2.8 Routing Criteria for Secure Field Based (SFBR) Algorithm [61]

4.2.8.1 Field value

Field value is a value associated with every node in the network as the network routing
criteria is field based so every node has to calculate some value on the basis of which
routing took place. Field value is of type double and maximum value is one i.e. the node

nearest to the destination [61].

4.2.8.2 Calculation of Field value

Every node in the network calculates its routing field value from its neighbors. The
cluster head has the highest field value. Those nodes which are directly connected to the
cluster head have the largest field value as compared to other nodes in the network. All
the other nodes in the network calculate their field value from their directly connected

neighbors consider cluster heads as source [61].

4.2.9 Group Head Authentication

All the group heads are registered in the Local manager. Local manager assign the keys
to the group heads and reliable group head communication is done. Whenever a group
head receive communication request from the other node then this group head confirms
from the Local manager that is authenticated or not. Local managers share the list with
the other Local manager in the network. Reliable and fast route is followed to reach the

destination.
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4.2.10 Group head to Group head Communication

Reliable communication between different group heads can be done with field based
routing algorithm [61. Group head to Group head communication is done through the
Local manager. When a group head wants to communicate with the other group head.
Local manager check the authenticity of the other group head. If it is authentic then group

head to group head communication takes place else packet is dropped.
4.2.11 Group Head Repairing

Whenever a new node wants to join, it sends a join request to the Local manager. Local
manager assign the authentication keys and register this group head and update the list or
a group head wants to leave it also update the list. Timestamps are maintained for each
session. After every 5 min group head sends the keep alive messages to the Local
managers but if the messages did not come then the node close to the Local manger will
be the group head. Local manager assign the key to this new node and update its list and
also send this updated list to the other Local managers as well. When intruder is

identified Local manager show it to the network and replace it.

4.3 Reference Architecture

4.3.1 Network Model and Proposed Architecture

Our proposed architecture environment is WMNSs, is consist of a fixed wireless mesh
routers. We assume that the routing nodes (forwarding nodes will pass the request

securely), the secure communication is done through the field based routing [61].

The authentication can be done when the network populates or at any time, as in the fixed

scenario the Local manager know about its clients.

(98]
o2
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Fig.4.2. Proposed Architecture (RAGHC)

Group heads can share, distribute or access the data within a group or outside the group.
All the group heads are registered in the Local manager. That node will be the group head
that is close to the Local manager. Local manager assign the authentication keys to the

group heads which is used for reliable and authentic communication. Whenever a group
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head receive communication request from the other node or the other group head it
confirms its key from the Local manager. Local managers share the list with the other

Local manager. Reliable and fast route is followed to reach the destination.

Reliable communication between group heads will be done through SFBR [61]. In field
based routing a digital value is assigned to every node in the group. Destination node has
the highest heat value. When data packet is sent from the gateway check the heat value
and through the steepest gradient.

Field based routing [61] is very simple and robust, in this routing no routing table is
maintained and routing is based on heat values of the nodes. When new group heads join
it send the request to the Local manager. Local manager assign the keys to group head
and register this group head and update the list or group head wants to leave then Local

manager also update the list.

Timestamps are maintained for each session. After every S min group head send the keep
alive messages to the Local managers if it is not done then the next nearest node will the
group head and Local manager assign the key to this newly join group head and update
its list and also send this updated list to the local managers as well. When an intruder or
attacker node is detected then Local manager remove this node and key is not assigned to

this node.

4.3.2 Authentication of Group Head

We assume that the authentication managers (Local manager) have the knowledge about
the structure of the topology and they know that who the authenticated group head. The
generalize form of authentication is this that the group head will send a request for the
Local manager to authenticate, and the Local manager will send a key to the group head
and will maintain a list and also share these information with the other Local managers
and the gateway to update their list, the group head will use this key for the authenticated
communication.

As in the fixed scenario, the Local managers know about its clients, if an intruder came in

and want to communicate on the behalf of the group head it will be unaware of the source

40

Secure Group Head Communication in Wireless Mesh Networks



Chapter 4 System Design And Implementation

(group head) secret information which are known by the group head and the

authentication authorities.

4.4. Algorithm
1. Gh- Group head

2. Lm- Local manager
3. m - message
4. L-List
5. do
6. checkgrouphead authenticity = gha
7. if gha is NO, then
8. Display “intruder”
9. else
10. if ghais YES
11. Lm(m, Gh)
12. update L
13. end if
14. End if
15. Broadcast message
16. stop
4.5 Flow chart

Fig.4.3. indicates that how secure group head communication takes place. Gateway sends
a message to the local manager. Local manager check the group head authenticity if
group head is authenticated then sends the message. Group head receive the message and
broadcast it to the group members. On the other case if an intruder tries to become a

group head, local manager did not send the data to that group head and drop the message.
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Fig.4.3. Flowchart of RAGHC Architecture
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4.6 Summary

This chapter briefly discuss about the design of the architecture and traffic patterns. We
also discuss about the design requirements, type of nodes. We also discuss field based
routing in detail. Then, we propose an algorithm and at the end a flowchart of the

proposed scenario.
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Testing and Performance Evaluation

5.1 Introduction

Simulation is developed using OMNeT++ and is executed with different type of
scenarios. To analyze the results, we consider different scenarios. OMNET++ is a

discrete event modular and object-oriented simulator. It is being used in development
since 1992. Primary use of OMNET++ is to simulate communication networks,
distributed systems and parallel systems. Students at Technical University of Budapest,
Hungry, started OMNET. Andras Varga, one of the pioneer students maintains this open
source simulation package. Several people contributed to this package. The first public
release was in 1997 and animation was added in 1998, which made the package even

more usable for education.

5.1.1 Simulation Model -

To simulate the model OMNet++ is used. A network having routing nodes are placed the

details of the scenario is discussed below.

5.1.2 Proposed Model

A proposed model is shown in the figure, having gateway, intermediate nodes, Local

manager, group head and group members.

These nodes are randomly placed but for this simulation they are fixed and not change
their positions, the top most is called gateway, below gateway there are many
intermediate nodes having routing capacity between these nodes there are two group
managers that serve as the certification authority the third type of nodes are called group
heads that act as the group head of the group and the traffic is always route towards these
heads. The last types of nodes are called group members having capability of routing the

traffic to their group members.
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Fig.5.1. RAGHC (Reliable Authenticated Group Head Communication)
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5.1.3 Traffic analysis

To analyze the traffic in the network, as the existing literature discusses that how to route
the packet from Mesh network to the gateway using anycasting but routing from gateway

to the mesh network is not done using anycasting.

There are three types of traffic coming from gateway, i.e. anycast, unicast and geocast.
First gateway analyzes the type of traffic and then sends it to the group manager and
issues a certificate and then forwards it to the particular cluster head. Similarly, group
head can also communicate with the other group head via local manager. On receiving

the packet group head broadcast it to its group member.

5.2 Test scenarios

5.2.1 Packet Delivery Ratio

Fig.5.2. It shows that in RAGHC (Reliable Authenticated Group Head Communication)
86% of the packets are delivered and remaining is lost while in SFBR (Secure Field
Based Routing) also 80% are delivered and rest is lost. In NR (Normal Routing) just 55%
of packets are delivered and rest is lost if the no of packets is 20. But when the no of
packets are increased then RAGHC performance is good than the other two techniques
and RAGHC delivered more no of packets and it is good for heavy traffic because it

delivered more packets. So, RAGHC delivery ratio is high than the normal techniques.

Packet Delivery Ratio Values:

No. of Packets RAGHC SFBR NR
20 86 80 55

40 85 36 37

80 85 65 21

160 83 50 15

320 82 45 14

Table 1. Packet Delivery Ratio
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Fig.5.2. Packet Delivery Ratio

5.2.2 Secure Inter Group Communication

The graph below shows the secure inter group communication between different group
heads via their local manager levels. There may be many local managers within the
network. Each local manager may b 1 or more than 1 group heads. When local manager
is 1 level away (in hierarchy) from the groups then the time delay will be 7.8 on packet
160. When it is 2 level away then delay will be 11.7 and up to so on.

Secure Inter Group Communication Values:

Local Manager levels | On packet 160
1 7.8
2 11.7
3 15.4
4 19.7
22.8

Table 2.Secure Inter Group Communication
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Packet Dclivery Ratio Valucs:

No. of Packets RAGHC SFBR NR
20 86 80 55

40 85 36 37

80 85 65 21

160 83 50 15

320 82 45 14

Table 1. Packet Delivery Ratio

5.2.2 Secure Inter Group Communication

This graph below shows the secure inter group communication between different
group heads via their local manager levels. There may be many local managers within the
network. Each local manager may b 1 or more than 1 group heads. When local manager
is 1 level away (in hierarchy) from the groups then the time delay will be 7.8 on packet
160. When it is 2 level away then delay will be 11.7 and up to so on.

Secure Inter Group Communication
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Packet Delay Values:
No of Packets RAGHC SFBR NR

20 0.12 1.44 0.586
40 0.56 4.38 2599
80 1.987 22.844 8.65
160 7.808 58.184 33.37
320 28.301 141.89 112.54

Fig.1.5. Packet Delay

5.3 Performance and evaluation

i

MRAGHC
OSFBR |
ONR

All the above results show that the performance of the RAGHC performance is good
and reliable than the SFBR and NR. RAGHC packet delivery ratio is high and packet loss

is much less than the other two techniques. RAGHC is reliable, secure and efficient for

the group head communication. Secure inter group communication can now easily be

done through our proposed architecture.
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5.4 Summary

This Chapter focuses on the test scenarios and their results. We analyze and compare
RAGHC with SFBR and NR. Test results show that RAGHC is reliable and secure than

the other two and is good for heavy traffic.

49

Secure Group Head Communication in Wireless Mesh Networks



Chapter 6 Conclusion and Future Work

Conclusion and Future Work

6.1 Conclusion

Wireless Mesh Networks (WMNS) are static or mobile multihop nodes. Mesh network is
mostly used in cities. In cities group exists like musical groups and universities etc, where
wireless mesh network is mostly used. It is not easy to provide security in Wireless Mesh
Network due to robustness, scalability, and with more coverage area. Security is a big and
crucial problem in Wireless network. A major problem in the design of these networks is

their openness so that attackers can easily attack.

The primary contribution of our thesis is to authenticate the group heads in wireless mesh
network. Group communication take place in mesh network but ignore the group head
security. Gateway sends the data in unicast and broad cast manner to different groups but
the group heads are not registered in the network. When group heads are not registered
then how secure, authentic and reliable data is send to the group members. A malicious
node come and claims to be a group head. After identify this problem, we propose an
architecture in which group heads are registered and local manager issue a key to the group
heads and only authenticated group heads have that key for the authentic communication in
the group and with the other other heads. We follow the field based routing algorithm for
secure communication. In the case of join or leave we update the list which is maintained
by the local managers. We do simulation in OMNET++ and hence proved that the RAGHC
is good in results as compared to the SFBR and NR.

6.2 Achievements

Group heads are secured, group heads can communicate directly to each other and share
large no of messages within a small time period. RAGHC is more efficient and reliable. It

has less communication cost. RAGHC has also less communication cost and less delay.
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6.3 Future work
Proposed scenario can be test with mobile scenario in future. RAGHC does not deal with

data authenticity. Route different types of traffic in this network and check the simulation

results; this all can also be done in future.
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