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-ABSTRACT

Hierarchical access control system in a user hierarchy is used to give the access to sensitive
information for those users which are in the user hierarchy (authorized users). Authorizé users
and their own information can be managed into a number of disjoint SC’s (security classes) in
order to their responsibilities. Every SC security class in a hierarchy is given an encryption key
and can derive the encryption keys of all the lower SC security classes in order to predefine
partially ordered relation SCi > SCj, In Jeng-Wing scheme and also-in the Chung et al’s scheme
proposed an efficient scheme on access control in a user hierarchy based on elliptic curve
cryptosystem. Their scheme gives a solution of key ﬁaanagement efficiently for dynamic access
problems. But in there schemes, there is a possibility of an exterior root finding attack, under this
attack an adversary (attacker) who is not a user in any security class 8C in a user hierarchy
attempt to derive the secret key of a security class by using root ﬁnding algorithm. When in a
user hierarchy add/delete or updating a relationship between two security classes. There is a
security leak in both schemes. In the Nikhooghadam et al.’s and Wu et al’s schemes they also
provide a secure key management scheme for access control in a user hierarchy based on ECC.
But there schemes requires large storage space in a public and private domain and also require
huge computation time to calculate the private keys. So the proposed scheme provide an efficient
and secure scheme in which both the problem is addressed i.c. the proposed scheme is secure
against the exterior root finding attack and also require low storage space in public and private

domain and also require low computation time.
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Chapter: 1 : Introduction

1. INTRODUCTION:

In this section we have discuss about the hierarchical access control which can be used in
different applications like computer science, database_ and schools etc. And also the problem of
the hierarchical access control. Tn which disuses the access rights that which security class can
access the information and which SC can’t access the secret information. We have also discuss
that how the problem arises, when and who worked on this area of access problem. In this part
we also discuss the solutions of different author’s, We have also discussed about the elliptic
curve cryptography and BCC over real numbers, the algebraic and geometric ée.scription of

addition. At the end describe the encryption and descrif)tion of the elliptic curve and show the |

comparison of key sizes in terms of computational efforts for cryptanalysis.

1.1 Hierarchal access control

Hierarchical access confrol system is one of the essential problems in computer network system.
The hierarchy is used in number of applications i.e. computer networks, database management
systems, school, military and government. All users in such areas use the hierarchical access
control systerm and assigned a many disjoint sets of classes are called the security classes. Each
class has its own resources associated with them. Classes hierarchies are arises when one class
accesses the resources of the lower class in the hierarchy, so the user of a specific class access
the resources of its own and the resources of the sub-classes in the user hierarchy. The resources
in the hierarchy are encrypted under some keys and can be accessed using the encryption keys
means that the resources are secured with the keys. When the users join the class in the hierarchy
then gives them some secret information that will allow him to access the resources of its own
and its sub-classes in the hierarchy.

Due to efficiency, key is assigned to every class in the hierarchy and every user assign one or
some small number of keys allows them to access the secret data without involvement of the
server, Through the key derivation process, it’s clear that a scheme allow low requirements to be
employed in a larger range of devices and the applications for example (embedded processors,
small battery operated sensors and low cost smartcards etc.) than the'high cost schemes. So the

goal of the key management scheme in the hierarchy is to give the keys to users and the

amic HAC



resources for the ac'b%evemenf of the efficiency and authentication. There are some criteria for
- achieving the efﬁéiency in the key management scheme which includes: |

* Every user must store the number of secret keys.

= A user needs to perform the calculation to access to the desired resources.

» Tfthe hierarchy is -tipdated and degree to which the user’s private keys are affected.

* The system maintains the size of the information.

In the access control system security comes from their ability to refuse the access unauthorized
information. E.g. in the fig (1) which shows the hierarchy of access control system in which the
unauthorized users cannot ablé, to access the resources of other classes than its sub-class.
Hierarchical access control is-used in wide range of applications such as:

»  Subscription of packéges of pay TV, magazines and newspapers etc. Where packages
are organized in a hierarchy that can be access by the users. For example a gold package
will include everything in the package of silver package and also additional premium
SeTvices. |

»  Role Base access control model, which is very useful for many orgaﬁization 10 access
the resources. Hierarchal access in these organizations is natural process énd organized
naturally. Where higher class can access its own resources and also its subordinates
resources in the hierarchy.

*  Cryptographic directories or file system, where user’s access is based on the
hierarchical relationship,

v Digital piles such as music and digital Jibraries, where different levels are access granted
to the users,

= Hierarchal access control is used in operating systems (database and networking).

Hierarchal access is modeled as directed graph, where each node represents the class and edges
represent the relation between the nodes. And the higher class in the hierarchy is called the
predecessor and the lower class is called the successor. So the security class say

SC = {§C1,5C2,5C3, ... ....SCn} and the binary relation is partially order. In (8C,; <=}, SC;<=

SC; its means the security of SC; is lower compare to SCi and SCi has a high security clearance
then SCi as shown in the fig (1).
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Figure 1, User hierarchy in partial ovder

In fig (1) the relation SC e SO _shows the SC,; have high security as compare to SC,. ’Fhé
relationship shown in the hierarchy means the SC; is the predecessor of SC; and the SC; is a
successor of SC;, in simple words the users in SC, ; access the encrypted informaﬁon in SC; class
and SC; class has no right to access any data of SC;. Each SC security class is give the private
key Ki is used which will be used for encryption and decryption of the sensitive information.
Figure shows an example user hierarchy which is partially ordered. If SCi would like to return
information encoded by SCj class, it should have a correct key, Researchers proposed some
schemes to solve the problem of access control in the hierarchy. In which first proposed a
solution of the problem given by Akl and Taylor [1] that each SC security class is given a secret
key and public parametér but the Akl and Taylor [1] there is some disadvantages in the scheme,
which is the public data size will increase consistently as the security classes grows. The
Mackinon et al.’s [2] scheme proposed an “optimal al gor'ith'm” which is known as the cannonical
assignment that reduces public parameters importance but it is very hard to find an optical
cannonical algorithm, The Harn and Lin [3] gave a key generating scheme using bottom-up
approach, except using a top-down method as adopted as in the previous schemes, at any time
when a new class is removed or added into the users hierarchy, the scheme discuss above cannot
fulfill the requirements of the security, so the keys will be regenerated to issued all of them. To '
reduce the problem of dynamic access control, many schemes have been proposed.

The Chang et al., [4] presented key management scheme based on Newton’s interpolation
method and onc-way function. In paper [4], a class with the high security clearance should do
repeatedly the derivation steps to get the secret keys of the classes which are in the lower

security classes, This process is an inefficient for the key derivation. The Wu-Cheng and Shen-

ecre key management Scheme for Dynamic HAC 4
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Chen [7] scheme, the access problem solvéd by using polynomial inferpotation, the system did -
not require to continue the secérity classes and private keys of any user can easily update own
private keys due fo certain security reasons. So Hsu and Wu [11] find some security weaknesses
in two schemes [11]. Attackers will violet the access control which is already defined, the policy
to access the un-authorized data. Later Yang and Li [8] presented a scheme which is based on
one way hash function the cryptographic key assignment scheme. The Hsu et al.’s [5] scheme
printed out few security weaknesses in the Yang a‘ﬁd Li paper [8] to declare that the claimed
security requirement is breach ie. .the:_ user able to over steps own right to get information which
is ot permitted. The Hsu at al.,[5] for thaﬁ proposed improvement to exclude the .highiighted :
flow in spite of that the Yang and Li[8] and Hsu et al.’s [5] not be able to perfoﬁned the key
updation an efficiently. Jang-Wang [6] scheme present an efficient key management and
derivation scheme based on ECC. The Jang-Wang [6] presents the private key of every SC is
decided by their own in place of trusted control authority. Main benefit of Jang and Wang [6] is
the efficiently solve the dynamic key management scheme prob_!ezﬁ. That is not necessary to
again produce keys for every SC’s in the user hierarchy whenever the SC is added or deleted
from the hierarchy, The compromising attack highlighted by Yu-Chein on Jang-Wang [6].

scherne. Which clearly shows that their scheme does not achieves the required objective.

1.2  Elliptic Curve Cryptography

ECC is the public key encryption and decryption method which is much improves or efficient

cryptographic used to make smaller and faster keys.

1.2.1 Eliptic Curve (EC) over Real Numbers

EC is not ellipses, These just like name because they are given by cubic equations; look like to
these employs for computing the circumferences of an ellipse. In most, cubic equation for the EC

takes the form
yraytbhy=xtetdpte

In which a,b,¢,d and e belongs to real numbers also take value of x and y. For our use, it is

enough to limit ourselves to the equations

y=xttax+b ()

An Efficient and Secure key management Scheme for Dynamic HAC - 5
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These eq’s are called cubic and aegre.e three, because the largest exponent of the equation is

three. They are also consider ag in the explanation of an EC as a single element denoted as O and

known as the zero point or point at infinity, to draw such kind of a curve, require to calculate
y= V3T ax1b S a9

For g and b given values of, the plot made up of negative and positive values of y for the value of

easily be seen, sometimes the formmula creates strange looking curves. Think about the E (@, 5) to
be composed of all the points (x, y) which satisfy: eq (L.1) botﬁ using the element O.-using a two
different values (a, b) of the results in a different set E (g, b). Applying th_ié method, both curves
in fig 1.1 shows the £(-1, 0) and E (I, I), respectively. '

Figure 2(n}, Elliptic Curve
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-
i

- i ! i !
-2 = 0 1 C 3 4 5

b) ¥=x+x+1

1.2.2 Geometric Description of Addition

We know that a group can be defined based on the E (a, ) for some given values of g and b n
eq{1.1). .
48+ 2767 £ 0 _ (1.3)

The definition of a group, first define the process known as addition and denoted as *+’, for the
set E (a, b) where a and b satisfy the eq ( 1.3). in geometric terms, the addition rules can be said
as come after, if three points on an EC Hie on a straight Hine, their sum is O. form the definition,
the addition rules over an elliptic curve are clearly defined. '
a) O performs the additive identity. So O = -0, for any point P on the EC,
P+ 0= P . lnwhichsuppose P = 0&Q = 0
b} The -ve P is the point having similar X coordinates and the -ve y coordinates, i.e. if
P = (x,¥}, then —P = (x,—). Impression that the two points able to combined by a
vertical line. And P + (~P) = P- P = 0, |
¢) P and Q added having different x coordinates; a straight line is drawn through these

points then search the third point of intersection R i.e. the third point of intersection fig

2(a) shows this construction.

An Efficient and Secure key mangement Scheme for amic HAC :
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d) The geometric meaning to explain the next item also put P and —P, iaaving similar x
coordinates, the points are combined by a straight line, and can also be seen the dividing
curve at the infinity point, so P + £P) = (. _ |

e) Double g point 0, draw the tangent line to search the other intersection poimt § so

Q+Q=2¢ = -

1.2.3 Algebraic Description of Addition

This section mentioned few outputs which make computation of éddition' over EC. Using two
different points P = {xP,yPYand @ = (xQ,yQ ) and :"_;ot -ve of one another, the slope of
line | that combines it as A= (yQ — yP)/ (xQ — xP). Here is absolutely another point which
Teuts the EC, can be express R = P 4+ @ as follows, '

xg =A% xp-xp ' (1.4)

yp = -ypt A (xptxp) S (}.S)_
There is need to add a point to itself: P + P = 2P = R where yp £ 0 and the express:on are

xR —~(3x2 p+al2yp)-2xp (e

------ = (3 p + X /2vp)(Xp —Xp ) - VP | (1.7)

1.2.4 Elliptic Curve over Zp

EHiptic curve cryptography makes use of EC that is the coefficients and variables are all limited
to elements of finite field. In cryptographic application there are two families of the elliptic
curves are employ, prime curve over Zp and binary curve over GF{2™). the Zy over prime curve,
use cubic equation where the coefficients and variables all take the valoes in the set of integers
between Qtop - 1 so the computations are performed on modulo p. Binary curve define over .
GF{2™}, the coefficient and the variables all takes on the values GF(2™) and then computations
are done using GF(2*}. To indicate that prime curve is good for s/w applications due to larger bit
fiddling process required by the binary curve is not needed and the binary curve is good for the

h/w applications, because it takes some logic gates to make a quick and powerful cryptosystem.

1.2.5 Elliptic Curve (EC) over GF 2™

The finite field GF(2™)is made up of 2™ elements and both addition and multiplication process

may be defined over polynomials. The EC over GF(2™}use a cubic equation, where the variables

An Efficient and Secure key management Scheme for Dynamic HAC g
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and’ coefficients take on the values in GF(2™) for few number”m and computations are done
using the arithmetic rules in GF(2™). The cubic equation is helpful for the cryptographic
applications for the EC is not similar for GF(2™) than the Zp |

| VW orxy=x tac+ b : ' ' - {1.8)
So it is very clear that the coefficient @ and & and the vaf‘iable x and y are the eclements of

GF(2™) and the computations are performed in GF(2™).

1.3 Encryption and Decryption using Elliptic Curve (EC)

There are several methods has been analyzed using elliptic carve.._First take simple text message
m to encrypt and sent o the x and y point Pm, Pm point will be éncoded as secret text and then to
decrypt, the message as coordinated X or y cannot be encrypted simply for some reason not all
coordinates are in Eq { a, b). _

Key exchange system the encryption and decryption needs a point G and elliptic group Eq (a, b)

as points. Every user A chooses a secret key ny and generates a public key

PAngxG. (}.9)

To encode and send a message Pm to B, A selects a random +ve integer k and make the cipher

text Cm made up of two points.
Cm = { kG, P + k Pg} _
Remember A has used B’s public key Py to decode the cipher text; B multiplies the first point in
the pair by B’s private key and subtracts the result from the 2™ point:
Pm =kPp-ng (k G} =Pm+ k(np G} - ng (k G) =Pm (1.10)
A encode the message Pm by adding kPF;to it. No one except A aware of the value & and in fact
Py has a public key, and no one able to decode the kPy . And the user A leave a clue that’s

enough to fake off the mask if one can knew the secret key na. The adversary to get back the

message and he has calculated the k given G and kG which is supposed hard.

1.3.1 EHiptic Curve Cryptosystem (ECC) Security

The EC security relies that how hard it is to decide & given AP, That is referring to logarithm
problem of ECC. Pollard rho technique is known as the fastest technique of CC logarithm.
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Table 1. Computational efforts for cryptanalysis in the terms of key sizes comparisons-

Symmetric Scheme ECC Based scheme RSA and DSA
{key size in bits} (size of n bits} (modulus size in bits)

56 12 ' 512 |
36 166 : o 1024

112 224 2048

i28 256 S 3072

92 384 7680

256 512 : 15360

The table 1 shows the comparison of different algorithms showing the same kind of key size in
terms of calculations effort for cryptanaiysis. So it éan show from the outputs a greater lesser key
size may be employ for EEC compared to RSA. And also for same key lengths the calculated
hard work need for RSA and ECC is comparable [JURI97]. So here are benefits of computation

using elliptic curve cryptosystem having small key size as compare to RSA.
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2. Literature Review

In this section we have discussed about the hierarchical access control problem. Starting from the
symmetric, RSA enci‘yption algorithm and up-to the elliptic curve encryption and decryption
method that how and which method is efficient and required smaller key. Researchers proposed
some schemes to solve the problem of access control in the hierarchy. In which first proposed a
solution of the pfob_lem given by Akl and'.’l”ayior i1} zhé_t each SC security class is given a secref
key and public parameter but the Akl Iand Taylor [1] there is some .éisadvantages in the scheme,
The Mackinon et al.’s [2] scheme proposed an “optimal aigorfthm” which is known as the
cannonical assignment that reduces public parameters importance. The Flarn and Lin [3] gavea
key generating scheme using bottom-up approach, except using a top-down method as adopted
as in the previous schemes, at any time when a new class is removed or added into the user’s
hierarchy. After that the Chang et al., {4] presenteci.key management scheme based on Newton’s
interpolation method and one-way function. The Wu-Cheng and ShemChen_.[‘?] scheme, the |
access problem solved by using polynomial interpolation, the system did not require to continue
the security classes and private keys of any user can easily update own private keys due to
certain security reasons. So Hsu and Wu [11] find some security weaknesses in two schemes
[11]. Later Yang and Li [8] presented a scheme which is based on one way hash function the
cryptographic key assignment scheme. The Hsu et al.’s [5] scheme printed out few security
weaknesses in the Yang and Li [8] to declare that the claimed security requirement is breach.
The Hsu et al.’s[5}, Yang and Li[8] and Hsu et al’s [5] not be able to performed the key
updation an cfficiently. Jang-Wang [6] scheme present an efficient key management and
derivation scheme based on ECC. The compromising attack highlighted by Yu-Chein on Jang-
Wang {6] scheme. Which clearly shows that their scheme does not achieves the required

objective.
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2.1 Review of Jeng -Wing scheme:

The Jeng-Wang [6] presented an efficient key management and deﬁvation scheme based on
ECC. For the solution of access control in the hierarchy. The Jing-Wing [6] scheme consist of
three phases, initialization phase, key generation phase, and last the key derivation phase. In the
first phase of initialization, central authority decides whole system parameters. Tn the 2* phase,
every security class SC decides a private key on an elliptic group over a finite field. Alf private
keys are sent to CA through some safe patﬁ to build a key relationship derive from the hierarchy.

In 3" key derivation phase, the SC; (predecessor) may employ his public information and private
key which is connected to the SC; (successor) to derive the encryption or decryption keys to

access the authorized data,

2.1.1 1% key initialization phase:

Central Authority (CA) chooses a prime p number which will be large and an EC,
Ep(a, b):y? =X’ +ax+bmodP iy ¢ at infinity, in which @ and b € Zrare two numbers
which is random integer always satisfying that 4@ + 276 mod p will not be equal to 0. Let
G € B, (4, B) i5 g base point having order g, and ¢ is large prime number. CA (central authority)
also chooses a transformation function 47 (%.3) V1o transforms a pointon L2 @ Yandv € 7 7

at last the central authority shows publically the @ & 4. E(a b), G).

2.1.2 2" Key generation phase:

First central authority decides the secret points ne, randomly then announce publically the
Pea = 1 G. Ever class makes its private information as a (X, ) point. Then each security class
selects randomly k which is +ve integer then produce, {kG, (K, n), + k Ped Whenever CA

obtain them, It will multiples n,, which is private parameter then from the second point
subtracts the resuit for the derivation of the (K n):

(K, n) + & Poy— 1o (kG) = (K. 1) + k(110 G ) — e (G} = (K, 1)
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2.1.3 3" Key derivation phase:

To derive (Ki, #i):
(Ki, wi} + kP oo — 1ea (hG)
= (K3, i} + k (B G) ~ ea (RG) = (K, 1)
For security class SCi <= | <=m, CA construct the polynomial Hifx)
Hifx) = [l(x ~ APy + Ki forall Ci < Ct

Figure 3, User hierarchy ;ﬁﬂinily ordered

An example using the hierarchy as shown in the fig 3. C; class decides his key X; which is
private, and »; (secret parameter) and then generate the P; = n;G i.e. public parameter and then
send these parameter to central authority. All the 8C’s in the user hierarchy will perform the

similar procedure. Now the central authority gets every secret parameter and private keys to

constructs the polynomial for every security class after that declare these points publically.

Hifx) = nil, it means that no one can accesses the class Cl

H3(x) = (x ~ 4 nsP)) + K3

Hifx) = (x— A4 (nPy) + Kq

HS() = (x— A (n5Py) (c— A (ns Py) + Ks

Hb(x) = (x4 (neP)) (x ~ A (nP)} (x ~ A (nsP3) (x - A (neP g} + Ks
H7(x) = (x~4 (mPy) (x~ 4 (mPg)} + Ky
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For example C4 as shown in the fig 3 interested to get the prive_xte key K4 by using its own
private nd and public parameter H7(x) and P, it will be easily calculated the K7 which is secret

key shown below.

H7(x) = (x— A (P (x — A (Py) + Ky
= (fi (g 1y -4 {nyPg) (.Z {1y H}G) iy Py + K»

= (4 (1:Py) — A (P ) (A (neP3) ~ & (n7P)) + Ko
=K ' ’

2.1.4 The Compromising Attack on Jeng-Weng Scheme:

On Jeng-Weng [6] scheme the compromising attack to declare ihat any user which is not beion.gs
to the same hierarchy will not have knowledge to access unauthorized encrypted key, suppose
that the relationship between any two 8C’s is changed. In Jeng-Weng [6], every SC produces his
encrypted key as shown in the above equations. Which is employed to construct the polynomial
fi®for its successor SC; where 565G, Now: CA can add and remove some predecessor into

or from the SCj, central authority will update the polynomial as £;(x) that is public,

Figure 4, Partially ordered user hierarchy after inserting SC7

Let G is the set of the security classes SCr's (8C; < SC), and remains the predecessors of SC;.
SCi € Gj is also give the new polynomial Pi(%), So its happen by the point ™5 K2 connected 10
the 5C € G will satisfy (L) = 0, where &) = (0 - £i(), Having information of (%) and (%),

scheme for Dynamic
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enemy able to attempt and derive all ¥’ and ¥ = € ysing finding the roots of the polynomial

W(x} = 0, in the polynomial time[12]. Then a user which is not from the same hierafchy is not
having any private data can easiiy proceed to get key k;» which is encrypted of the security class
SC; by kjz =1 i(vij). Hence Jeng-Weng [6] scheme is not secured. Example is to show that the
attack, whzch discussed above is effective on Jeng-Weng 6] scheme. For example, hzerarchy has
seven SC’s as in the fig 4. The predecessor of the security class SCq are SCy, 8Cs, and SC+, and
the public polynomial fs(x) for SCs is constructed by the points (v1, k2), (V36, Ke2) and (vog,
kea). 1f the SC7 is éeieted: from the hiez;archy as shown in the fig 4, fs(x) the public polynomial
for SCs will be changed with f¢(x) which 1s made up of the points {vi¢, Ke2} and (vag, Ke2)
having the information of fs(x) and £(x), then anyone who is not belong to the hierarchy
(attacker) can derive v or vig by finding the roots of the polynomial ¥(x) = f6(x) ~ £6(%) in the
polynomial time [12]. The adversary can proceed to use vig and vi¢ to derive the key SCq by
kez = fe(vig) and kg = f{vig) by himself. '

From the above analysis, few keys which are secret will be known to everyone if the public
polynomial is changed and its few points are not changed. To take different situation in which
public and secret keys of few predecessors of SCj modified. Central authority should change the
public polynomial as £(X), Suppose G; be the set of the security classes SCr's (8C<3C) where
private and public keys are remain same. It may seen the SC; e G; are also gave the new
polynomial £{X), So, any user which is belong to the hierarchy still able to derive all W'sfor SC,
e Gy such that (i) = Owhere ¥(x) = f(x) - £(x), [12] and then get the encryp’zioh key of SC; as
ki2 = fi(vy;). So the Jeng-Weng [6] scheme is not protected against compromising attack no
matter whether the relation of any two SC’s is not changed. Remember the similar example as in
the fig (4) above that the predecessors of SCq are.SC;, SC; and SC5, and the public polynomial
fs(x) is constructed using the points (Vi Ke2), (Vas, Xs2) and (v14, ka2), Suppose the public and
secret keys of $C; are modified 7.6 Y'1= K71 G, the public polynomial f®)for SC6 will
changed with £"¢(x) that obtained using points (vig, Ks2), (Vas, Ke2) and (vos, ke2) where vy g =
Alkg; Y’4). Having the information of fe(x) and £ ¢(x), any outsider can access the v, £ 0rvVig by

finding the roots of the polynomial [12] ) = &) - Fex), The SCq encryptzon key will be

compromised by ke = fe{vig) orkey = (Vi)
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2.2 Review of Chung et al scheme. |

Chung et al.’s [9] contains the 1% relationship building phase, 2™ key generation phase and 3

key derivation phase. In the 1%

phase, a central authority constructs hierarchal model to control
the access in order to the relations between the users. In 2" phase, Central authority selects a two
points and makes the public polynomial using one way hash function. Using 3 phase, the
predecessor in the user hierarchy may employ public and secret key data connecte& to the

successor can gets the decrypted key of the successor for accessing the protected files,

Figure 5, Partially ordered user hierarchy

2.2.1 The relationship building phase:

The first phase, central authority constructs the hierarchal model for conirolling the access in
order to the relations means the users in the hierarchy. Let U= (8C, SC2 8Cs....., SCJ) set of n
SC’s in the hierarchy. Suppose that SCi having higher clearance then SC; i.e. SC>=8(, A

relation (5Ci SCP € Ry between pair of clagses SC; and SC; exists in the hierarchy if SCi can

access SC;.

2.2.2 Key generation phase:

the 2™ phase, CA chooses high prime p randomly, the EC, E; (a, &) defined over Z, such that the
order of £, (a, b) lies between [p + 1 - Np. p+ 1+ 2p) and h{ ) one way hash function to transfer
a point to number and a base point G; from Bufa B 1 <=j<=n So $G 1 <=]<=n_ decides

private key sk; and a sub-private key s;, for whole £5Gi/SC, 5C s R}, 10 calculate 5G = (/9

An f'ﬁc;ent an
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and //is a bi{ concatenation operator. At last to calculate the public polynomial £;(%} using the
values of # i /1¥idas |

Jﬁ{x) = [T éx - i /fa’ﬁﬁ} + sk; mod p

$C; 30

Sends sk; and s; to the SC; via secure path, and announces P #): G S publically.

2.2.3 Key derivation phase:
The predecessor SC; can compute all the successor (SCJ), keys of sk; where (5C. SC) € Ry
between the SC; and SC; hoild shown below: |
Sk =TT (x - B Iy, + sky modp
J (i () = sky mod p |
E.g. user hierarchy in the fig 5, if C; wants to derive his successor C¢ encrypted information by

deriving Cy secret key skq.
Joe) = 6 - fealfyad G5 Bsedlyes)

5G; = (o, id

modip
FAthtxel v} = skemodp

2.2.4 On Chung et al’s exterior root finding attack:

Existing now an exterior root finding attack on Chung et al.’s [9] paper, it proves his scheme is
not secure. In the exterior root finding aitack, the attacker try gets the private key of a SC
through the root finding algorithm [12]. Note that in key generation algorithm [9] every SC SC;,
central authority produces the base point G, the sub-private key s; and private key sk;, decides

public polynomial f;(x) after that safely sends ski to SC;, and publicly announces p, #(}, G; and

fix) of SC;, the sub-private points of its all predecessors are fixed in its public polynomial 50,
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Think about a situation in which SCy added into-hierarchy having relation SC; 2 5Ck 2 5C;, Afier
SCk included as a predecessor of | CJ-, central authority updates the public polynomial of SC; by
replacing f¥into S5 Means that those predecessors which stayed as a predecessor of SC; in |
Fi#% . now having the information of JS¥of SC; eartier included the SCy and pubiic'potynomiai
Fi&of SC; after inserting the SCx when the private key sk; of SC; had been substitute by-central
authority, an adversary able to build a polynomial by taking the difference of Sand Si%)., And

the difference is denoted as #x) = f) —f; {t) So

) = 09— £100 = (T x - A r'/»,j) - sky mod)- ( LT [ - by sl 1 Wsaa /] + sk

modp)  SCS¢ SCPSCP8G

= JT{(x - B vl - TT [ = s A [ - h(m//yﬂhmoa’p

5CPSG SCPSC$C, _

Further noticed the constructed #*) polynomial have something which is common
(x - ki /%9, and adversary finds the toots of the equation 9 =H9-S7#%) = 0 in a polynomial
time [12]. Knowing the roots, the adversary easily derives the private key sk; of SC;. Gets the
roots of 265 /%39 after that calculates the private key sk; of SC; as %=/ (6 /) =it )
mod p. It easily seen the Chung et al.’s [9] having some problems against exterior finding attack.

Let’s take the example to prove that on Chung et al.’s [9] exterior root finding attack is possible.
The user hierarchy has six SC as in fig 5, mean U = {5Ci, SC; SCy, §Cy, SCs. SC¢, CA calculates

the EC poljmbm.iai 5% for every SC;. Every SCi after that gets the private keys of his

successors SC;, through the key generation algorithm as below:
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£%) = IT(x - B [y + skymedp
SCPSC

SCy: filx) = [x - by [fvi0)] + sk; mod p whete s, is given by CA

SCy: fos) = [x - vz [y.1)] + sky mod p |

SCs: fii) = [x - hficsy 11ys,)] + sks mod p

SCy: fu) = [x - Bxag [y )] [x - Bxqz /1ya)] + skemod p

SCs: fof) =[x - htxsy 55,000 [x - sz Hys2)] Ix - Bxs Hysa)] +sksmod p

Consider a situation when a new SC; is added in the hierarchy shown in the ﬁg 2(c), with the
relation SCr > SC; > 5Cs, The updated user hierarchy as shown in the fig 2(d). Once SC7 is
ingerted, central authority require to choose randomly sk7, 57 and G. Since SC7 is a successor of
SC; and a predecessor of SCg, CA build the f7{x) that is public potynom.iai and replaces the f5(x)
with f4fxJ, and noted before that connects SC; into the hierarchy, so the polynomial of the

elliptic curve for SCg was -

Jo%) = [x - h(xaz ya1)] [x - h(xas [yss)] + sk mod p m
After combining the SCy, the polynomial £s(x) for SCs and f7(x) are formed as follows:

Fstxl = [x - bfxg,; //yo,;)] [x - hixss /&i,:)] {x - hixsr /f}’d,?}] + sks mod p 2
Fx) =[x - hixry Hpn ] + sky mod p 3)
Now having the information of the polynomial J%) and S5 in eqs (1) and (2), the adversary

finds out the roots of the equation easily.

8= Jof) =S5} =0 =>[x - hfess [Fys1)] [ - hisss Hyaa)] [1 - (e - bfssr lyar )] = Omodp (4
Solving the eq. (4), the adversary get the roots as x X = #a: /lya1), Mxas /lvsdand 1 + earlfyer),
After finding these roots, %a. //vas) and htxss //¥s39) proves the eq 1 and 2. So having the

knowledge of these values, the attackers without any difficulty calculates the skg which is the

secret key SCy as:
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sks = fs (h(xs1 /ye.1) (mod p)
=16 (h(xsy [ys1) (mod p)
= fs (hfxs; {vs3) (mod p)
= s (htxs3//vey) (mod p)

2.3 Review of the Nikooghadam, et al.

In this scheme [10], CA builds the a hierarchy model for get control in order to relationships
between the SC’s and then proposed having N SC’s and they miake a set 5C = {SC1 5Cz ..., SC,.}
SCi is greater security then SC;, so the SC; can be easily accessed by SC; and this relation is
represented as SC; >=8C;. In this scheme [10] there are two phases, key generation and key -

derivation phase, which discussed below.

2.3.1 Key generafion phase:'

Central authority decide g of finite field Fyg, where 2 =2 is an odd prime, or 4= 2" and q is
prime power. CA specify an appropriate elliptic curve by choosing the parameters for the

coefficient a and b of EC equation £ over Fy - ¥ +xp =x*+ax® + b, Then CA determine the

publically by the CA values of £, G and n. The f{x) hash function is picked by CA fo transfer a

point on EC E, into a number v that v & F, and makes the f{x) public. Bach security class SC;

selects the random integer d; between {4, # - 1] ag its private parameter, after that calculates the
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P; = diGand declares publically. CA selects a random integer ki between the /4, 7 - I for every -
SC; and calculates 2 = &G_ The private key of every SC is S% =/(Z). Each SC;1 <=f <= N v SC;
which satisfies SC; <= SC;, central authority decides M = k(PJ and publically declare them.

2.3.2 Phase key derivation phase:

The relationship SC; >= §C;, SC; decides private keys for whole his successors (S%Jand his
private key (SKJ. Determines di’and computes the % = 5G ="My, and the 4 shows the
inverse of finite field, whi:ch is the EC digital signature algorithm (ANSI 1998} one of the
required operations. Determines the SK; = f{Z;) ' |

Figure 7, partinfly ordersd user hierarchy

In the fig (7) contains seven SC’s denoted as SC = {SCL SC2, §C3, SC4, SC5, SC6, SC7}, Central

authority decides Mi,j public parameters then declare publically. Set of public parameters which

are used to derive the private key of every SC through his predecessor.

SCp = {My1 = ki (P}

SCy = (M = ko P), My = Rko(P)}

SCy = { M1z = ks(Py), My = k(P3)}

SCy = { Myq = ko(PyJ, Mg = Re(P3y), Myq = ko Py}

SCs = { Mys = kdPy), Mys = kslF2), Mss = ks(P3)}

SCs = { Mys = ke(P), Mas = ks(P2), Mis = ke(P3), Mus = ke(Py), M5 = ks(Po)}
SCy = { Myy = ko{P1), My = ko(P3) Msy = ki Py, M7 = ko(P3)}

So every SC able to gets his security key and private keys of its successors, shown below:
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SK; =f(Zo) = fldr! My 3) = fldy! Moo}

SK; =f{Zy) = fld My 3 = fldil Moy

SKq =flZy) = fldr! Myg) = fids’! Ma.g = fldi’ M)

SKs = f{Zs) = fidy! My,5) = fidy! Mzs) = flds? Mss)

SKs = f{Zg = fidi! Mig) = fidy! Moy = flds Mag) = flde’ Myg) = flds’ Mso)
SK7 = f(Zy) = frdrt My g) = fde? Myz) = fldy! My

Table 2. Required Storage

The CA's private domain SCi’s private domain Public domain

O Myfori=12 N j=

kifeZ)fori=12.N di (5 Z) L2, ....andenotes the of 8Ci’s

successors{including SCi)

In the table 2 the Nikhooghadam et al.’s [10] scheme, the central authority saves the value of the
private parameters from k1 te k7, Every class in the hierarchy from SC1 to SC7 only saves the
secret parameter dl to d7. The parameters Mij and Qi to continue in the area called public
domain. So everyone can access its content and no security is needed. In the fig (7) shows that all

the points are secret by the SC and CA in public domain recorded all the parameters. Just needed

the simple storage space not having any security agreement.
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Privste deavnie Anldic donimg:

2.3.3 Adding new security class in the Nikhooghadam ef al.’s scheme.

Into the hierarchy a new class SCx is added, such that SGj <= SCx <= §Ci, the procedure is:
s Stepl: Selects the dx € Z*n random integer and its secret points for the security class
SCx, then Qx = dxP is calculated and its public parameter then announce them publically,
s Stepl: CA chooses the kx € Z*1 random integer, so the SCx secret key is SKx = H (Zx) =
H (kxP).
e Step3; for every SCi satisfies the SCx < SCi,
o Central authority decides the points M = k0% then declare publically.
e Step 4. for all security classes SC satisfy SCj < =SCx.
o CA decides all the points Mx,j = k/QOx and declare publically,
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Figare 9, after adding new class SC8

To explain the above éig{}rithm steps let’s take an example, as shown in the fig (8) new security
class is inserted a SCy¢ into the hierarchy émd SC; <= §Cg <= 8C;. For .new security class SCg,
CA chooses an integer which is random %8 €£™1 50 SC; private key is SKs = H(Zg, centra)
authority  decides  Mis = ks(Qy), Mo = ka(Qy). Mss = ks(Qg), Mss = ke(Qg) and My = ks(Qy)
because SCs give a successor to SCi and predecessor to SCz, so SKs is gets through SC1 and
private keys {SKz SKs, SK¢ SKs } will derive through SCe,

2.3.4 Removing the security classes:

When remove the SCx from the user hierarchy the relationship SCi >= SCx >= SCj divides. So
the SCx have no favor to access the authorized information, to achieve the control over forward
security of every security classes SCj to satisﬁeé the SCj < SCx. Central authority refresh all the
private keys of SKJ a8 SK*}, a5 shown below:

Step 1: SCj satisfy all the security classes, SCj < SCk.

The central authority again selects integer which is random 2% € 2*7 and new private key of
SCiis SK* = H (Zj). 8Ci satisfies the SC/ <= SCi (# SCx) for every security class. CA decide
the ML = FHCY then show them pubiicaf.iy.

Explain the earlier algorithm take an example; let’s consider SCa is deleted from the user

hierarchy as shown in the fig (9).
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CA deleted SC2 all parameters and creates the new user hierarchy as shown above in the fig
2(h). Control the forward security of 5Cs and SCs, central authority again selects the two integers
that is random %*s and &% € Z*n, the SC s and SCs new private keys are SK*s = H(k*P ) and
SK*s = H{k*sP), after that central authority decides
Mz = k*5(00), Mss = K*5(03), Mis = K¥5(Qy), Mys = K%(Q), Mas = F*o(Q), Mys = K*(Q9),
My = &*s(Qq) and Mys = k*s((4) and also declare publically.

2.3.5 Drawbacks of Nikhooghadam et al.’s scheme:

e Few drawbacks in Nikhooghadam et al.’s [10] scheme which can be discussed one by
one.CA have large private storage space, Central authority CA also saves the ki secret
parameters for every security classes to compute the Zi and SKi whenever its possible,
for example in the fig 2¢b), CA saves in its private domain the key _k ¢ to ky. And it is very
difficult to maintain all parameters for the security classes.

e In the public domain require a huge storage space, to maintain public parameters in the
public domain are points in the EC then needed huge storage space. Affect the
performance and important factor of implementation of physical distribution of these
parameters. Using the point compression method [13] in the public domain decrease the
storage space. It enforces huge calculations cost for the scheme and high quality includes
not in the private domains. So the Nikhooghadam et al.’s [ 10] scheme claim employment

using method of compression is not needed in public domain.
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e In the point muEtip%i;:ation process, e_nt:rypzion. and decryption tare performed on the SKi |
secret k.éys based on point multiplication, central authority and every SC has to do man.y
point multiplication process which encode and decode those private keys. E.g. central
authority has to perform many point multiplications operation to calculate the Mijj =
ki(Qi} ail the pﬁbEic parameters as shown in the fig (8). The secret class 8C, wants to
derive the secret keys which is authorized of his successors (SK6, SK5, SK2) petween the
similar public points (M2,6, M25, M2.2) in public domain using the point multiplications
operation. In spite the fact that BCC is praiseworthy in terms of efficiency and security in

comparing to other public key cryptosystem.

2.4 Basu et al.’s scheme:

In the Basu et al.’s [15] presented a cloud storage scheme using elliptic curve cryptosystem
based on key management in user hierarchy. It contains the setup phase and key generation phase -

different private key of SC,

2.4.1 Setup Phase:

The setup phase containslzhe five steps and each step is discussed below:

Step I: A trusted dealer (TD) chooses a secure BC, CF ) p belongs to prime and G is a base
point of order ¢ and 163 <= qigg, .
Step 2: the trusted dealer selects his dyp secret key and dTD € [1,q ~ 1jand Py public key
where Pip = dip .G. TD also chooses di secret key where 47D € [1,g — 1]and also public key
as well. Pi = di.Gfor the SCi where #>= I =1 The SCi secret keys are divided through some
secure channel between the members of SCi,

Step 3: TD caleulates the Zi = k.G and ki is a random integer selected between 1, I- ¢ for
every SCi and the trusted dealer also calculates the S = H{Z} key where H hash functlon and
changes the x-coordinates of Zi on the EC through the private key Ski.

Step 4: SC satisfies SCi >= SCj from the interval | <= j <= n, TD calculates Yid = Ki-Pi and give
them Yiito other SC’s using some safe way.

Step 5: Now trusted dealer announces @ ¢ G Pi. Po) and H hash function and also contain the

d1p secret key as well as SKi, the & for every SC’s in the secret place but delete &7 private keys
of the SC.
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2.4.2 Key Generation Phase;

Step 1: Every SC caiculates the reverse .of his/her key di which is private i.e. 4’7 and securely
saves it. ' .
Step 2: Then every SCi caleulates Zi = i, Yii for his and Z = 4" 1J for %cunty classes
SCj (8Ci>=5Ch, n>=j>= 1) as Zj = K. Yij, So that will satisfies

Yy = k. Pi=k. (di. G)

a1 ng{ di k. (diG)= Ig G =Zj

Where Zj = d'i. Yi j
Step 3: SCi caleulates the private key SKi = = H(Zi) and 1 is hash function and changes the x-
coordinates the point Z7 on the EC to the secret key SKZ, Now take the let’s show that SC3 have
the right to get all data of the security classes SC2, SCS, SC6, SC7, and SC8 as shown in the Sig

2(i), which is lower in the hierarchy and generates the keys of security classes of
{SK2, SKS, SK6, SK7, SK8}_ Yi j has sent to SC3 by TD

8C3: }’},2 o kz.f’g

Yss5 = ks. Py
Yis = ks Py
Y37 = kr.Ps
Y35 = ks Py
Y33 = k3. Py

Figure 11, uxer hierarchy of Base ef. af's

Now SC3 can also get the security keys of the 8C’s also its own secret key
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SK; = H{Z;) = H(d"5. Y32)
SKs = H(Zs) = H{ds. ¥33)
SKs = H(Zg) = H(d's Y39
SK; = H(Z;) = H(d"5. ¥33)
SKs = H(Zg) = H{ds. Yig)
SK; = H(Zs) = H{d 3 Yoz

2.4.3 Chfmging Private Key of a Security Class:

Each security class SCj require to change his private key SKi and the TD chooses the. K% from
[1.9- 1] then calculates the SK% = H(k% G}, All the security classes that satisfy SC7 >= 8¢ and

TD calculates ¥ = &% Pi.

25 Waetal’sscheme

In this {15] scheme presents heterogeneous cryptosystem, asymmetric and symmetric scheme.
The symmetric encryption is denoted by 2 and his encoding/decoding algorithm Ek()/Dk(*) here
K means symmetric key. The asymmetric remain as BCC because of. its benefits of size
constrains and processing. As like other proposéd scheme Wu el al.’s scheme also uses the CA
central anthority to construct the access control of hierarchy in order to the relationship between
SC’s. Wu et al’s [15] scheme it contains the key generation and key derivation phase discussed

as below,

Figure 12: User Hierarchical of Wa et al.’s

2.5.1 Key Generation Phase

Step 1: The central authority decides the points (£, G, H, €)) then declares it publically.
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Step 2: every security class SCi chooses an integer which is random di € Z*z and his private -
point, to calculate £ = @F a5 his public parameter then declare them publically.

Step 3: central authority chooses an integer which will be random des € Z*n and its Secret key,

chooses k¢ random bit string which his private key, to get the encrypted key
EKi = H(kCA SC3 | |

For every security class SCi, So at the end central authority chooses a SKi random integer as
secret key for every SC. The _dCAand kea are in a central authority in its secret domain. For ¢ach
security class EKi and SKi secret keys would be removed due fo the security reasons at the end of
this phase. | " |

Step 4: Fach security class SCj (N >= j >= 1), central authority CA calculates Zj = dcaQj and
CKi = H(Qj | Qcall Z) and used to encrypt EKi as Rj = Ecxy(EKj) declare B publically. For
every SCi satisfy SCi >= SCj. The CA decides M;; = Egxi(SKi} declare them publically. In Wu
et al.’s [15] scheme QF, Ocy, My, and Ri the public parameters are saves into public domain and
can be access using every users. The private point’s deg, keys and di are secref in the private
domain. CA cannot store any private parameters of SKi for the SC’s since it recovers from
public parameter My employing the private key kc4 whenever needed. First of all the CA uses

kca 1o get the EXi then takes the final value to decode Muiby SKi= Dgxi(Mij. Every encrypted

key EKi able to build using the secret key Kca and the identity of same SC.

2.5.2 Key Derivation Phase

The relation SCi>= 3¢ the SCi decides private keys of all his successors SCj and private key

SKi as shown below,
Step 1: 2= 8iQca and calculates CKF = HQi | Qca | Z),
Step 2: decides the £Ki = DexiRi) and compute SKT = Daxs (M)

Step 3: every security class SCi have private parameter di to derive the private key of the

SUCCCRS0TS,

Example to show the hierarchy in the fig (12) as shown above, that set of needed points for

deriving the private keys of every security classes of his predecessors.
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¢ SCI: CA caleulates the B; = Eexy (EK)) m:dM; 3 = Egxr (5K _
s SC2: CA caloulates the R; = Ecxs (EKy) and Mz = Exxi (SKy), Mz = Eexz (SK)

* SC3: CA caloulates the B3 = Eexs (EK3) and M3 = Egry (8K3), Mz = Epxs (SKQ

¢ SC4: CA caleulates the Ry = Ecxs (BKy) and M1 + = Fzxs (SKg), M; 4= Egxs (SKq), Mis
= Fexq (SK4) :

s  SCS: CA calculates the Rs = Eegs (EKy) and Mys = Egg; (SKs), Mys = Em (SKs), M5 =
Erxs (SKy)

o - 86 CA calculates the Rs = Ecxs (EKy) and M s = Exx; (sxﬁ} Mys= Exxz (SKe), Mis =
Ergs (SKg), Mg = Ezxs {SK¢), Mss = Epxs (SKg)

o SCT: CA cslculates the Ry = Epxy (EKy) and My = Egg; (5K3), Myy = Egxs (SK), Moy =
Exxs (SK7), Mar = Esgr (SK7) o |

Now every SC derives his private key and secret keys of his successors as shown below:

o SCi Zs = dy Qea, CKy = H(Q1 [ QeallZy), Dexa (R1), SK1 = Duxt (M), SKa = Dy
{M12), SKz = Dy My 3), SKy = Dgxy (Myg), SKs = Degs (M 5), SKs = Degs (Mi6) SKy
= Degi My}

o SCy: Zs = d3Qea, CKs = H(Q; Qea | Z2), EKs = Dexs (Ra), SK3 = Drxs (Ms), SKe =
Dexs (M 4), SK¢ = Dggs (Ma g), SK7 = Degs (M 7).

o 8C¢ Zs = diQca, CKa = H(Qs §Qea J Z4), EKy = Dexa (RY), SKs = Digs (Msg), SKs =
Degs (Mag), SK7 = Dege (My7).

o SCs: Zs = dsQca, CKs = H(Qs || Qca § Z5), EKs = Dexs (Rs), SKs = Dexs (Ms ).
* S$Cq Zs= deQca, CKe™ H(Qs 1Qca | Ze), EKe = Deks (Re), SKs = Dixs (Msg).
v SCr: Zr = d7Qcs CKr= 5(Q7 § Qcu | Z) EK7 = Dexs (R7), SKy = Dz (My.2).

CA only save the secret parameters of ks and dea . Every security class SC1 to SC7 only saves

his private parameter from d1 to d7. Qca, Qi, Mi,j and Ri should be in public domain.

2.5.3 When new security classes is added in the hierarchy

The SCx is added in to user hierarchy so SCi >= SCx >= 8Cj. And the SCx in the user hierarchy

can be control by the following method:

Step I: SCx chooses a random number dx € Z »n and his private points, and the Q8= dxP j5

caiculated and then declare them pubiically.
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Step2: central authority CA chooses a random integer kx € Z» n. 50 SCx private key is SKx =
H(Zx) = H(kxP). | |
Step 3: every security classes SCi satisfy SCi>= 8Cx
- o CA decides the Mi,x =kxQi and declared them publically.
Step 4: every security classes SCj satisfy SCx >= 8Cj |
o (A decides the points Mxj = kiQx and declared them publically.

To explain the algorithm given above let’s take an example as shown in the fig 2(k).

Figure 13: Afier adding new seewrity class SC8

After adding a new class SCy in to user hierarchy as in the fig 2(k), the CA chooses random
integer k8 € Z »n. so the private key of SCs is SKe=H{Zd, and central authority decides

successor to SC1 and a predecessor to SC2, So SKs is derived by SC; and the secrets keys can be
derived through SCs (Sky SKs, SKa 5Ky,

2.5.4 Removing the Security Class from the hierarchy

When SCx is deleted from the hierarchy then the relation will be SCi >= SCx >= 8}, so the SCx
having no favor to get whole data that primarily was right to access. The forward security is

controled by every security classes SCj which satisfy SCx >= SCj. And now the CA again new
the entire private keys SKi as 5K as shown below.

Step 1: every SCi will satisfy the SCx > 8Cj.

CA again chooses a random number ¥% € Z*2 So new private key of SCf is SK*. = H(Zj).

o Every security classes SCi which satisfy SCx >= SCj £8Cx;.
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o CA decideé the points Mij = Egg(SK*j) and declare it publically.

Figure 14: after deleting the SC2 from user hierarchy

To explain the algorithm above lets takes an example, suppose from the user hiémrchy SC; is
removed as shown in the fig2 (1). CA has removed all the parameters which are connected to 5C2
and change the ways of ¥C2, So to control the forward security of SCs and $Cs, central authority
again selects two random bit string SK* and SK% ag the new private key of SCs and SCs and after
this CA  decides Mss = Eaxs (SK*3), Mss = Eps(SK*9), Mys = Eexi(SK*), Mis = Egx (SK*&

Mys = Epxs (SK*g), My = Egxs (SK*g), Mgs = Egxs (SK*y), and Mas = Exzs (SK*) and then
deciare publically.

2.5.5 Drawbacks of Wu et al.’s scheme:

in this [ 157 paper has some disadvantages which are discussed as follows,

» The scheme requires huge space for storage in public domain. QCA and Qi where 1 <=1
<= N are the points on elliptic curve Ep(a, b) and stored in the public domain. For
example the hierarchy size is very large, so physically distribution of the parameters
affects of doing something and can have great value factor in implementation. And the
public value Ri and Mij for (1 <=1 <=N) and 1 <= j <= vi, where vi is the successors of
SCi and require to store in the public domain, So there could be millions of SC in the user
hierarchy and every security key is gven to thousands of security class [10].

» Elliptic curve use of costing multiplication and the encryption/decryption of the key EXi
and every security class SCi needs to compute the point Zi = diQca in to compute the

CKi = H{QcaQiZi). so the point multiplications of the elliptic curve are expensive and
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method of derivation and generation of key is inefficient. For deleting and adding the
security classes and to make the different relation Wu et al.’s [15] require to update a
huge number of secret keys and size of the user hierarchy is Jarge and at the end the

dynamic access problem will be become slow.

2.6  Review of Chen et al.’s scheme

Chen et al.’s [17] uses the novel key management scheme based on one way hash function. This

method contains two phases, 1% key generation and 2™ key derivation phase.

Figure 15: user hievarchy of Chen et al’s scheme

2.6.1 Key Generation Phase:

Let’s consider there are n number of classes i.e. SCI, 5C2, 8C3,....... SCn in hierarchy, central
authority do the mentioned steps to calculate the private key ski for the security class SCi
(1,2,3, ccooet),

Step I: chooses the symmetric cryptosystem in which £k (7 and Dif) for the encryption and
decryption algorithm with key £.
Step 2: chooses hash function # () and declare it publically.

large positive integers Pi and ski and so central authority sends ski to SCi in safe channel then

declare publicaily Pi,

Step 4: the preorder traversal take the security class SCi from user hierarchy.
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Step §: every SC SCJ from the user hierarchy having relation 8Ci>= SCj, then central autﬁoriiy
calculates the similar public parameter Rii = En o s (k) (€D implies the bit wise exclusive
OR opéra{ion). ' |

Step 6: step 4 should be repeated when every SC in the user hierarchy.

2,6.2 Key Derivation Phase,

Suppose SCI is the predecessor of G5 so the S¢1>= 3G, To get back the data which is secret to
SCJ'_, SCi first gets the private key ¥. And the method is for deriving the sk as sfaown below. |
Step 1: first take the privéte key ski of SCi and pﬁbiic parameter Pj of 5G to calculate the hash
value HPJ @ ski) | | .

Step 2: decide the public parameter R of 'SCi and $G. Then derive the
K = Dy 02ty (R) = Duy oty By oy G515), |

2.6.3 Addition a new securify class in the hierarchy

Suppose SCk is newly added into the user hierarchy and the procedure is shown below in the
algorithm,

Step 1: Central authority CA randomly chooses two integers PK and Sk and then send Sk to
SCk through secure channel and Pk declare it publically.

Step 2: each SCi with the relation SCi >= SCj and central authority calculates the public
parameter Rik, where Rik = Euer o (ki) _

Step 3: every SCj with the relation SCk >= SCj and CA calculates the public pafameters Rkj
where Rki=Eum oay (sk),

Step 4: each SCi and 56 with a relation SCi >= SCk and SCk >= G, Central authrity calculates
the public points R where Rii = Eugy ou (3,

Figure 16: nédil;g new security class SCy
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Suppose in fig (16) is SC7 included in the hierarchy, and to work as the sucﬂcessor of SCy and
predecessor3Cs. Then CA randomly chooses pair of positive-in{egers » and k2, Then central
authority ca&cu%ates. the public parameters Ry 4, Ry for the recently added relation. So central
‘authority updates three public parameters Ry, Ryg and P2 in the pubiicl domain for the privaté

key derivation.

2.6.4 Deleting Security Class from the user Hierarchy

For example SCk is the security class and removed from tfxe ﬁiert_}rchy and update public
~ parameter, the CA gain the cancellation of whole public parameters belongii}g to 8Ck, and no
need 1o replace the related users keys. So the al gorithm as shown below,

Step 1: central authority CA Pk and Sk '

Step 2: central authority removes Rik for every security class SCi and the relation is SCi>=SCk.
Step 3: central authority Ri} for every security class SCk and the relation is SCk>=8Cj

Step 4: Central authority R for every SCi>=S5Cj and SCk >=SCj and the relation SCi >= 8Cj.

Figure 171 8C3 is deleted from the user hierarchy.

For example the SCs is removed from the hierarchy as shown in the fig 2(0). And CA has finish
the registration of Ry 3, Ras, Ry and sk; recorded.

2.7 Review of Lin- Hsu scheme:

In Lin- Hsu scheme [18] has three phase’s initialization phase, key generati'on and key derivation

phase.
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2.77.1 Key Initialization Phase:

In key initialization phase central authority selects a prime | p which will be large also ¢ and
ab € Zxpis two points to satisfy the 4a° + 275° mod p # 0. Suppose.Eq(a b) be an EC GF(®) |
contam% a set of points {x,y) € Zx p and a parameter O at infinity, where ¥’ = ® +ax+h (mod
pl. %ppose G1 be additive cyclic group with prime order ¢ and G be a generator of G! Central
authority chooses symmetric cryptosystem in which encryption/decryption #47 and D) are two

%goritbm with key k. CA chooses two secure one Wway hash function

Yea and makes its public Epfa, b, G, Yea.

Figure 18: Partially ordered nser hierarchy |

2.7.2 Key Generation Phase:

In the 2™ phase the suppose the security class SC = {§C1,8C2 SC3, ... ... SCn} is in the hierarchy
with disjoint sets of SC’s that are partiaily ordered of a binary relationship <=, Every SC SCi
selects his private key &, 1 € Z = qand calculates the public key Y1 =4,1G and encryption key
Ki2fori=1,23...n |
Step 1: Every security class SCi € SC do the following steps to create its secret information Vi

* Selects randomly a number #i € Z*q and calculate the public information Ri riG.

o Calculates the encrypted key &, 2 = Hitki 1, Ri). |

e Caleulate ¥i = &1,2 (H2(vi Yea)} mod q.

e And then send the secret information Vi to central authority using some secure charnel.

Step 2: After receives the Vi form the SCi for i= 1, 2, 3 ... n, central authority CA calculates ki, 2
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Step 3: central authority CA calcﬁ]ates the integer DK . ;= H (ki.2, Yj) for all SC’s whére j=1,
2, 3, vt 80 the SCi>= SCf and the symbol DX, ... ; denoted for the key derivation of
SCi 1o gets the encryption key of his successor SCj.

Step 4: Central authority employs the polynomial interpolation to decide a public function &
for. every security class SCj where J =% 1= 1.1 So the polynomial H6 put togéther through

the points DKi; EHIGL2, R}, 2)) for every security class SCi for SCi >= SCj.

2.7.3 Key Derivation Phase:

In 3" phase the security class SCi want to access the encoded information of SCj where SCi >=
SCj, so SCi will do the require steps to get SCi’s encryption key kj;2. '
Step I: calculates the derivation key points (DK, = HIRL2, Yj)

Step 2: calculates the EHI (ki,2, Ri}tk, 2))= ﬁ(DKQ i

Step 3: Get the encryption key kj,2 of SCj by decrypting EHI1 (ki,2, Rj)(k,2)) as DHI (ki, 2, Rj}( E
EHI (ki 2, Rj)k,2)).

2.7.4 Adding a new Secarlty Class:

For example SCI is included new in to the hierarchy so SCi > SCI > SCj. The SCI calculates his
private key 4,2, and generates the private data V7 and send to central authority and also updates
the function fjx) that is public of security class SCj (SCi < SCi). |
Step 1: SCI do the following steps to generate his own secret information V1,

*  Seclects randomly a number 1l €2 *1n and calculates the public information Rl = #IG.

o Calculates the VI = kI,2 (H2(riYca}) mod q.

e And then sends the secret information ¥/ to central authority through some secure

channel.

Step 2: After receiving the VI from SCI, central authority calculates the &2 = ¥/ (H2(kcaR)y"
mod g to take out &7, 2 by using its private key kca. | |
Step 3: every security class SCP’s where SCI > SCj, and CA calculates points
(DK;sp = HIKL2, 7j) and to build new polynomial fi(x)’s considering (PKi; = EHIKLZ, Rj(K.2))

points.
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Step 4: every security class SC¥'s where SCI < SCi dnd secur.i.ty class calculates
DK, = HI(KL2, Y}, (DK; ., = H1(ki,2, Yl)and build new polynomial fi(x)’s including the
points (DK, s, = EHI(ki,2, R(kL,2)).’s.

2.7.5 Deleting the Security Class:.

Suppose SCI class is removed from the hierarchy so SCi > SCI > 5Cj and central authority CA
construct the SCI and also relation between predecessor SCi and successor SCi of' S’CI. Central
authority do the following steps, o | :

Step 1: every security class SCf’s from the hierarchy and delete the pri._vaze key and public

parameter of SCI.

2.8 Problem statement:

All the existing schemes for key management in hierarchal access control are not secure against
exterior roots finding attack which can be launched after addition or deletion of some security

class and updation of relationship between the new classes, some suggestion have been proposed

by {ASOK et al) and Hsu et al, but these require more memory and computation power,
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3. Proposed Scheme:

The proposed scheme contains the initialization phase, key generation pﬁase and key derivation
scheme. In key derivation phase, a central authority decides all system parameters. Key
generation phase, every SC selects its private key and calculates matching public key. After that
every SC use its private key and public ?arameter to calculate his encryption key‘ Afier that cach
seczlrity class sends its encrypted key to CA. central authority derives the encrypted kéy of the
SC and constructs the public polynomial of every SC. In the 3¢ phase, the predecessor can use -
his encryption key and the public information beidnging to the successor and géts the decrypted

key for accessing the authorized files. Whole description of these phases is given below.

Figure 19: partistly ordered user hierarchy

3.1 First key initialization phase:

Central Authority (CA) chooses prime p which will be large and BEC, £, @ by’ =x¥ +ax + b
mod p with a point O at infinity, where %5 <€Z% are two random integers satisfying that
4 + 278 mod p not equal to 0.Suppose G € £ (@ &) be a base point of order g, where ¢ is a high

prime. Central authority also chooses a transformation function 47 (. 3 =2 to transform a point

on (@B into a real number Z€Zp at last the central authority announces the
@J ‘q: 1&: Ep(al b)-‘ G).
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SC; send ri to CA via some secure channel and CA received 74, to calculate Ki.

Ki=H(Ri¥eo)
Ki=HrG Yo

Ki=H(r; Kea)

3.3 Key Derivation phase:

The predecessor SC; able to compute all his successor(s) (SC;) keys of S; for which the
relationships 5Ci SCJ € Ry between the SCi and SC; hold as follows:

Ki = P) = H ([cissg (x— Rip)) +riKea)

K; = Pifx) = Nil

Ky =Pyx) = H({T(x~(Rz;)) +r2Keo)

Ky = Ps3x) =H{ [I(x— (R31)} + r3Keo)

For example SC; wants to derive his successor SCgs secret key H (rs K.4) to encrypt the

information.

Potx) = H(I] (x — Rs )} (x ~(Rg 1)) + r6Kea)

Rg; = H(FﬁG Y})
Ry = Hirs Y1G)
Re; = Hirs Ky
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Pox) = HII (= (Ra3))(x~(Rg 1)) + 16Kz)

Pe(Rer) =H(IT((Rs1) - (Rs3)) ((REK 1)~ (RE) + reKea)
PeRey) = HrK o) =H{R¢Y o) .

3.4 Adding a new Security Class:

Suppose a new SC is included in'the user hierarchy as shown in the fig (19). As the new SC is
updated from SC; to SCs , s0 the secret keys will be update in the hierarchy for SCs as shown in
the eq (3.2).

¥ igure 20: after adding new security elass from SC2 to SC5

3.1
(3.2)

So the secret key of §Cs K = H(rsKa) can be derived and SCs also derive his successor’s
secret keys. For example SC4 wants to derive the private key of its successor SCs using his own
private parameter K4 and the public parameter of SCs which rs as shown in the eg(3.3).

Po(x) = HET (x - Rsa)) (X~ Rs2)) (x ~ Rs2)) x~ Rs 1) + 1K)

Rsq = Hirs Kq)

Rsqa= Hirs Y4G)

Rsy=HirsG Yy
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Ps(x) = H (7 ((B/ B/) N{(Rsqa)—(Rs3)) ((Rs4) ~{Rs2)) {R54) ~ Rs z)) + Fcha) (3 3)
. ;)S(X) =H (rSKc‘d)

3.5 Removing a Security Class from the user hierarchy:

Consider a relation between SC3 and SCs is updated in the hierarchy as shown in the fig 20).
Central authority updated all the parameter which is related to §Cs. To control the forward
security of remaining SC(s) and also the secret key of SC5 is secured because the two different

inpuis to at least generates two different outputs and also having no correlation with each other.
So SCS is secured and is shown below eq (3.4).

Figure 21: after removing a seénri:y class from SC3 ta SCS

Ps)=H I (x - Rsa)) (5~ Rs3)) (x~ (Rs5)) + 15K ca)

Ps(x) = H{IT (X~ (Rs4) x—~Rs1)) + 1K)
(3.4)
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All the primitives were implemented in C language, where system specifications were processor

Intel(R) core 2 duo, cpu 1.8 and 1.8 GH 7, Ram 2 GB, System type 32 bit Operating system. The

time taken for each primitive is shown in the table 3 below. In this section compare the

performance analysis of the proposed scheme with the Chung et al.’s {9], Chen-Huang’s [4], Hsu

et al.’s {51 and Jeng-Wing {6]. Table 4, shows the pcrfomzance in terms of complexity for access

control problems between the proposed scheme and previous schemes, For analysis the

following notations are used as shown below.

n: number of SC(s) in user hierarchy

ki: degree of polynomial f(x)

d: number of direct parent nodes

Ixi: the bit-length of an integer x

Ty time for performing a modular multiplication

T'aoy: ime for performing the inverse element caleulation

Trc a: time for executing a scalar multiplication on the EC

Tec ADD: time for executing an addition or subtraction on the EC
Ty time for performing a one-way hash function H1 or H2

7 4: time for performing an algorithm to transfer a point on the EC as real number
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Tabie 1. Compuotation time of primitive operations

_ Stmulat:on ané Performance Anaiyms

GF(2160)

TGF(2°512)
Ty Negligible Negiigible
Ty 220 1 sec Negligible
TEC M 2.578 sec _ 0.1246 sec
Tu 0.04 m sec Negligible
Tapn $.0886 sec ' 0.00921 sec

The comparisons of computationa-i and storage compiexiti'es of }eng-Wing. {6], Chung ¢t al.’s {9],
Hsu et al.’s [4], Lin-Hsu [18] and the pro;ﬁoseci scheme are shown in the table 4 and 5. And from
the tabie 4, it is clearly see that the proposed scheme is more efficient than Jeng-Wing scheme
[6], Chung et al.’s [9], Hsu et al.’s [4] and Lin-Hsu [18] in saving the number of secret keys. Tn
table 5 summaries the performance analysis of the Jeng-Wing [6], Chung et al.’s [9], Hsu et al’s |
I4], Lin-Hsu [18 and proposed scheme. Consideration of the generation phase, the calculation
efforts needed by centréi authority depends on the construction of an interpolating polynomial
S having degree £ for SCi by applying Hormer’s rule; it needed & multiplications plus &
additions for calculating a root of an interpolating polynomial with degree % In Jeng-Wing
G, K2 K1) + r¥ea Ps

scheme central authority spends #37zeu+ 2Tsc 4pp) 10 calculate then take

out K2, kL)' gnd Tt KiTscs+ Tut T to construct # polynomials. Fvery SC CA needed
(Tre m + kiTy) to get the successor’s encrypted keys. So the total calculated amount of Jeng-
Wing [6]is Brand ¥ "1 kitTec ) + 2nTrcapp + T, "i=1 ki(Ty + T4). In Chung et al.’s [9]
central authority spends 2. 7= Xi(Tec m + Tt) 1o caleulate the 510 = Gaa |l )’ and x|l s

Table 2. Storage Complexity

Jeng-Wing [6] Chung et a1.’s{9] Lin-Hsu{ 18} Proposed scheme
Storage of pubtic G "y Kiyrdip (es(¥ " Kyt Y, Moy ki ¥, "y K2ip
Parameters
Private kiys for’ : .
e ks o 2 2o ol ol
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Table 3. Performance analysis

hzmulatzon and Performance Analysis

Chung et al.’s {9}

Lintsu[18]

Proposed scheme

Jeng-Wing {6]
gﬁ:mm:cauon 4mp CONIA nip} oipl
Construction '
_ ) . 3 Tpe e V2Tt 3T+ T pey) .
;}f;he pub;:c n(3Fsem 2 Tee ann )+ (23 %o Ki(Veouly R TR K Trom ¥ P Tt T
olynomia b, i K I
f(x;% for by derivation | T eikilTeowt T Ta T M kiTy w3 T ki Tyt 2Ty) M) .
;fie‘,-’ df;z*faikm Torw+ kiTy Trom + kiTutTy kiTy + 2Ty kiTw + Tut Toc s Trew
ot SC .

and L %=t ki Tee ot 4o construct 1 polynomials. Every SC needcd Tegm+ K Tig+ T to develop
the successor’s gﬁcryption keys. The totai calculated amount of | Chung et al’s [9]_
is(2nY, %= ki +1) Tpes+ (X, %=1 Ki+ )T + kily | In Lin-Hsu [18] central authority spends
(BnTepa+ 2nTy + 30Ty + nT;Ny) to calculate secret data vi°s and £, 2’s and (L1 8i(Tu+ 2Tig)
to construct 7 polynomials. Every SC needed (276 + FITM) 1o get the successor’s encrypted
The  amount of Lin-Hsu [18] is
{3nTpou+t(2n+ ki+ S kid T+ (30 + 23 "ep Ki + )T+ nlpyy}

keys. total caliculated

Also consider that the
dynamic key management in adding a new SC, removing an existing SC, creating a new relation,
to change an existing security class SC and updating a private key. In Jeng-Wing [6] every SC
able to select his private keys (ki2 ki), The security class SCi employs his private key ;2 and
SCps public key ¥ to calewlate Ak, ¥, SCi >= SCj. So the SCi uses the fixed point Afk;; ¥;)
to derive SCJ's encryption key &;». Tt is seen that the fixed point of every SC is the result of the
predecessor’s SCi public key. To make sure the forward and backward security of the
successor’s SCj, in spite adding or deleting an existing SC or to change an existing relationship
the private key of the SC in Jeng-Wing [6], SCj has to update the private keys k;» and CA
require to update the related public parameters f;(x). In same situation the proposed scheme only

requires to update the public parameters f; () of the related SC SCi,
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Computation time over GF(2°512) and GF(2°160)

4.1  Security Analysis:

In this section all possible attacks will be addressed and also to bear all security attacks against

the proposed scheme in the subsection,
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4.1.1 Prevention of coilus_ive atfacks:

In the first possible attack is considéred that any lower security class can to access the private
key of the upper SC using his/her public parameters and its private key. In simple words, can SCj
access the secret key of SCi using his/her secret and public parameters? Where SCj<mSCi.' Let’s
prove that the proposed scheme is more secure against the céiiusivg attack using example. As
shown in the fig (20) the SCq wants to reveals the secret key Rj ; of the SC; using his/her public
and secret parameters, For example SCgs wants to derive hrs predecessor of SC; secret key H {r;
Ka) to encrypt the information as shown in the fig (20). '
Psx) =H( I (x—R3 1)) + rsKea)
Rs;= Hr;KcaG) £ ;3 (whe_re SCs can not .derive the r; of SC3)
So in the proposed scheme the secret parameter r; of security class SCy is secured against the
attack because the SCq cannot access the SCy secret key riand also much secure due to hashing

is non reversibie H (13K . G).

4.1.2 Prevention of equation afttacks:

In this type of attacks the two or more SC(s) have the common successor. And any one of them
wants 1o try, the public parameter of any other SC for deriving the unauthorized private keys, So
this type of attack is not possible in the proposed scheme because successor’s encoded keys are
encrypted using the private keys of his predecessor. Shown in fig (20), SC; and SCs have the
common successor SCs. The S8Cy wants to derive the SCq’s encryption key by using SC; public
polynomial f(x3). To declare that the proposed scheme is secure against the possible attack let’s
prove by example by using fig (20). The relationship is shown in the fig (20) that SC3 > SCs and
SCy > 8Cs. SCy tries to derive the SCq’s encryption kKey R ¢ through their common successor
SCs. With the information of fsfx) and encryption key Rs 4, the SCs cannot derive SC¢’s
encryption key Rg 4. Here the f5{x) is constructed by the points Ps(x} = H(I[ (x — (R54)} (x ~ (Rs
3 (x~ (Rs 1)) + rsKe,) and Psx) = H(IT (x — (Rs 3)) (x — (R6 1))+ reKeo), where Rgs = H (R
Yeo) and Ry 3 = H (Rs Yog), and also it is hard 10 compute for SC4 to decrypt the SCq’s security

keyRs ¢ from the public polynomial of and SCs’s secret key Ry 4 without knowing security class

SC;’s secret key R; 4 and also all the secret keys is applied the hash function which is more

secured so this type of attack cannot break the secret keys of SC(s).
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4.1.3 Prevention of exterior root finding attacks:

Consider the situation that attacker who is not a user in the hierarchy wants to atempt the
~ encryption key of SC through the root finding algorigthm. Every successor’s encryption keys of
a SC; are well secured into SC;. Central authority CA update the public parameters f7;(x). In
spite of that, for those successr’s, which remain as successor’s of SC, inf ’,-I(x), their secret are up
t0 now at the same positions of f;(x. the attackers able to produce a poiynomial by taking the
difference of A% and S5, So the attacker may refer (Ben-Or,1981; Cohen, 1 991) to roots of the
equation fifx) - /"% = 0 in a polynomial time. having the information of the roots, the attackers
easily achieve the private keys of the successor’s of SCi. In the proposed scheme if the attacker

can calculate the x-coordinates from the equation J¥) - f4%) = 0, So the attacker have to get K|

is encrypted by the key H (R,— Yea), s0 proposed scheme is secure against such type of attack.

4.1.4 Group confidentiality:

In group confidentiality attacker have no access to any secret key that can decode any
information in the user hierarchy. The proposed scheme all the information about SC is
encrypted through his secret keys, from the above security analysis the security of the private
keys is secured using hash function, The secret informaion about all the SC security classes can
access that inforamtion using its own secret keys. The attackers will face the reversibility of the

hash function. So therefore the proposed scheme is protectd against the group confidentiality.

4.1.5 Forward and back backward confidentiality:

In the forward confidentiality the security classes delete from the hierarchy not able to access
any sensitive information. Backward confidentiality is that security classes add into the hierarchy
cannot access any secret information, The proposed scheme thinks about the dynamic key
management and so it can .gain.thc forward and backward confidentiality if updating the private

key is performed under above two conditions,
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5. Conclusion and future work.

The proposed scheme is An efficient & secure kéy man'agemam scheme for dynamic hierarchical
access control, where ECC is used by [19-26]and the ECC gives high security and more
efficient performance than the first generation public key tecbniqués (RSA and Diffie-Hellman)
now in use. As vendors look to upgrade their systems they should seriously consider the EC
alternative for the calculation and bandwidth benefits they offer at comparable security. ECC
uses a relatively small encoded key, a value that must be fed into the encryption algorithm to
decrypt an encrypt message. This small key is faster and needs less calculation power than other
first-generation encryption public fcey algorithms, E.g., a 160-bit ECC encryption key gives the
similar security as a 1024-bit RSA encryption key and can be up to 15 times faster, depending on
the platform on which it is implemented. RSA is a first-generation public-key cryptography
method invented by Ronald Rivest, Adi Shamir and Leonard Adleman in the late 70s. Both RSA
and ECC are in widespread use, The benefits of ECC over RSA are particularly important in
wireless devices, where calculating power, memory and battery life are limited. So in this
research paper shows clearly that there is some security problem in the previous published paper
e.g. in Jeng-Weng [6] is vulnerable against exterior root finding attack. Also Chung et al.’s [9]
also have some security leak like when updation in the hierarchy or add or delete some security
class. In Nikooghadam, et al,, [10] and Wu et al.’s schemes [15] require large storage apace in
the public domain and require o update a hige number of private kéys and size of the hierarchy
is huge and at the end the dynamic access problem will become slow. The proposed scheme is an
efficient & secure key management scheme for dynamic hierarchical access control based on
ECC, Compared with the recently proposed schemes, the proposed scheme is secure against all
the security attacks also the compromising attack and exterior root finding attack. Compared
with the recently methods, both time complexity and storage space are considerably reduced in
the proposed scheme. The proposed scheme achieved the higher security with low computational
cost and storage cost with the help of smaller key sizes as compared to other schemes.

Furthermore the proposed scheme is an efficient and secure against all the security attacks.
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