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ABSTRACT

The target is to achieve a customizable solution for acquiring data over universal
asynchronous serial communication link. The serial link is configured by setting its baud
rate, parity bits, data bits etc. for reliable end to end transfer of data, The data transfer is
protected by using different algorithms that are to be implemented in separate block.
Memory support is provided in order to save and retrieve the entire Configuration used
during the data transfer. Smart card circuitry is added which can authenticate the user as

well as the data.

It's a hierarchical design in which the Top module acts as the root of the design, All the
modules are communicating via Top module. The current status of the device is displayed
through the Display controller. Serial Communication protocols are implemented in the
UART controller. User and Data Authentication are done using the Smart Card in the
Smart Card Controller module. Encoding/Decoding Data Controller s for secure
transmission of data over the serial interface. Data is saved in Flash and retrieved back

from the Flash using Flash Controller.
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1. INTRODUCTION

Field Programmable Gate Array (FPGA) is an 1C which comprises of a number of
unattached gates. The programming of this device (IC) is basically connecting the
gates logether 10 perform different operations. These gates combine to form
different multipliers, adders, comparators etc. Using the Xilinx Integrated Software
Environment (ISE} this can be done at a block-diagram level. These blocks can vary
from low to a very high level — ranging from a single gate to an FIR or FFT. Their
performance 1s limited by the number of gates, and the clock rate. Recent FPGAs

have included Muliipliers especially for performing DSP tasks more efficiently [1].

Just as there are many design development languages — and some are more
suitable than others w.r.t the applications — there are many ways to implement the
FPGA design. The first design practice is designing using the IP cores. This is the
easicst technique as the most optimized code for a specific core is used and

definitely the best result is obtained using this technique.

Depending upon the application it is, however, not always likely to find an IP core
that meets the exact specification of the proposed system. It might be possible to get
an IP cores that cover only a part of its functionality. In this case, it is required to

design the system hardware using on¢ of the existing HDLs. The traditional HDLs




are VHDL and Verilog, Hardware Descriptive Languages allow customizing the

design, and can also be used along with IP cores [2].

Advantages of FPGA designing include:

« Design reuse at high level design.
=+ Reduced obsolescence risk
~ Design change or update using simple methodology.

= Increased design implementation options through design modularization

Performance considerations include

-+ Design architecture of the targeted application.
=+ Size of the data and address bus.
- Pipelining and parallel processing.

< Strategies and plans to prevent stails.

The tool used for designing the hardware in FPGA is Xilinx Integrated Software
Environment (ISE). It provides the design environment for writing the hardware
descriptive code. It synthesizes the HDL code and simulates it. Debugging is also

supported in it. The design is finally downloaded to the target FPGA [31.




1.1  PROBLEM STATEMENT

This project is an implementation of System on Chip design. Verilog (Hardware
Descriptive Language) is used as a hardware programming language in Xilinx

Integrated_Soﬁware Envirenment (ISE).

It is basically to implement such an interlinked modulo block diagram in which
the data acquisition through serial communication link is free of error with

highest level of security,

Scquential as well as combinational Verilog HDL programming is required to
inter link the blocks input / output with one another e.g. Flash memory handling
for data storage and data retrieving is linked with smart card application, UART
transceiver and algorithm implementation block. The design is re-described just
by reprogramming the HDL for any module and downloading it in FPGA to get

the desired output.




1.2  SIGNIFICANCE

Modern Field Programmable Gate Arrays (FPGAs) can process complex
algorithms of signal processing, communication over wired or wireless link. The
ease of using FPGAs along with its low expense and selected dedicated hardware

make it an ideal technology.

A key improvement in medicine over the last 100 years is the ability to get the
images of the inside of a living creature without having intrusive surgery. The
doctors and the scientists are able to view high- resolution images of the
anatomical structures inside the body through the imaging techniques such as
magnetic resonance imaging (MR1) and X-ray computer tomography (CT).
Positron emission tomography (PET) is also included in this class of medical
imaging. FPGAs are used for data acquisition of many current PET systems.
FPGAs are used to collect the data and to perform/ apply filtering algorithm on

it. Hence the desired information is obtained.

The use of modern FPGAs is discussed by the engineers and the scientists in
PET scanner as well as in our next generation scanner to produce higher
resolution images. In order to measure some metabolic reactions inside living
creatures, PET is used. Radioactive decays are used in it to measure these results.

This process can be divided into three stages. Generation and administration of a




radioactive tracer is the first step. A tracer is actually an isotope which emits
radio waves. It also inclodes a metabolically active molecule. The tracer is
vaccinated into the body which needs to be scanned. After some time as this
tracer is distributed in the body, it is then examined by scanning. How the
process oceurs: positron is emitted by this radioactive tracer during its decay
process which is used in PET studies. Two 511 KeV anti parallel photons are
eventually produced as this positron decays. These photons are actually scanned
in the PET scanner. PET scanner is the second component of PET. It consists of
a number of sensors that detect these photons. It also has the electronic device
that processes those signals which are generated by the sensors. Scintillator
crystal sand Avalanche photo diodes (APD) are used to make these sensors.
They are often made of scintillator crystal sand photo multiplier tubes (PMT),
The aim of the scintillator is to convert these emitted photons into many visible
light photons. On the other side Avalanche photo diodes or photo multiplier
tubes are used to generate an electrical pulse from these visible light photons.
The eclectronic device processes these pulses to determine the information
residing in it (i.e. energy, timing). The data is sent for tomography image

reconstruction to view the information in a 3D image [4].

The significance of modern FPGAs is also proposed by the scientists Kole D.K.
and Rahaman H. Using Universal Asynchronous Receiver Transmitter (UART),

for secure transfer of data, they proposed the application of Advanced




Encryption Standard (AES) algorithm. AES-128 algorithm is implemented to
encrypt the data before its transmission from the transmitter, The same algorithm
is implemented to decrypt the data as UART receiver module receives it. The
AES-128 design consists of a clock generator module. Different modules are
clocked at different frequencies through it. The design is completely described
using Hardware Description Language (HDL). Verilog and is functionally tested
and verified using Xilinx ISE software. It results in taking on average of
47.2msec to transmit an cncrypted 128 bit stream. On the receiving side it takes
36.7msec to receive the same amount of decrypted data. The proposed
architecture is divided into different modules which are designed using FPGA

technology. [5]

Global Positioning System (GPS) is another potential application of modemn
FPGAs. Global Positioning System (GPS) is a navigation system formed from a
constellation of satellites and along with their ground stations. The satellite’s
location is transmitted by the satellite continuously along with the time. The GPS
system uses this information coming from the satellite as a reference to calculate
positions. A GPS system consists of a receiver which measures its distance from
each of the satellites coming in its span. USB port or UART / serial
communication is the main component of the GPS receiver. In this research,
using Hardware Description Language (HDL), a data path is designed. This data

path uses serial communication link which is designed, and implemented using




Field Programmable Gate Arrays (FPGAs). Using the Hardware Description
Language {HDL) Verilog, Global Positioning System (GPS) receiver is designed
which consists of data path with the serial communication port. VHDL is used to
design the UART (Universal Asynchronous Receiver Transmitier) and
implemented in FPGA. Xilinx ISE tools are used to synthesize and implement
the design. The design is tested using the simulator ModelSim and chip scope

pro .Finally the design is burned info a Xilinx FPGA [6].

GPS IF data can also be acquired through this system. Extra hardware is also
required in it. An RF front end will receive the data from the GPS satellite. It is
converted from radio frequency signal to an IF signal of few MHz’s. This analog
data is passed through ADCs to convert it into digital form so that it can be
processed by the FPGA based system. Hence. the data acquisition device is used

to digitize GPS signal in real-time also.

1.3 OBJECTIVE

The main objective of the project is to put efforts in the direction of indigenous
development of an easily configurable, Plug & Play type, hardware (FPGA}
based customized solution to protect data waffic between trusted hosts from

eavesdropping.



Universal asynchronous serial communication link is the inierface between the
sources of the data. The parameters of the serial link are baud rate setting, parity
bits implementation strategy, information bits etc. To make the communication
secure over the serial link interface, algorithms are implemented in separate
block. Configuration Management is implemented in support with Memory

Module. Access level is also controllable by implementing the smart card device.

The project is divided into different modules. Top controller is the main moedule
controlling the whole design. UART Controller is for Serial Communication.
Smart Card Controller is for User and Device Authentication.
Encoding/Decoding Data Controller is for secure transmission of data over the
serial interface. Display Controller displays the current status of the device. Flash

Controller is for configuration management,

1.4 SCOPE

The scope of project is to secure any type of link that might be:

. Wireless link from Air to Ground station
% Satellite link
« Critical wired link between two nodes

« HF/VHF/UHF radio link
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2 LITERATURE REVIEW

A few examples of the FPGA based practical problems, along with how they would

be implemented;

1.

Decimation filters in a digital wireless receiver. Typically, this is a CIC
filier, operating at a sample rate of 50-100 MHz. A 5-stage CIC has 10
registers & 10 adders, giving an "add rate" of 500-1000 MHz. The CIC

structure is very easy to implement it in an FPGA.

Digital radio receiver — baseband processing. Some receiver types require
FFTs for signal acquisition. Matched filters are required once a signal is

acquired. Both blocks can be easily implemented by FPGA approach.

Image processing. Most of the operations on an image are simple and very

repetitive — best implemented in an FPGA [3].

Encryption algorithms can also be implemented on FPGAs achieving high
data rates, User and device authentication can be implemented using smart

card interfaced with FPGAs over serial interface.
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5. FPGaAs are also significant in medical applications such as ultrasound, MRI,
CT scanners, and digital X-ray. Analog-to-digital converters (ADCs) are
used to sample large chunk of data and serial interfaces are used to get the

sampled data for further processing to extract the information [7].

6. Many e-mail systems uses regular expressions to filter for spam. Thousands
of regular expressions are matched by these systems. This neced parallel
processing of data where FPGAs can do it quite effectively. The FPGA
design methodology and execution model is used by the developers to create

FPGA-based solutions for real-world filtering applications [8].

7. Global Positioning System (GPS) is a global navigation system, in which
the information is coming from the satellite in space. The parameters it
provides to the user anywhere anytime on the earth are time and location.
The GPS system includes the data acquisition system, which can be
implemented in Field Programmable Gate Array (FPGA)., Data extraction

unit for tracking and navigation can also be implemented in FPGAs [9].

8. The first open source GNSS receiver design was made the three scientists
Peter ) Mumford, Kevin Parkinson and Andrew G Dempster. It was based
on FPGA technology for research and development. The design architecture

consists of a custom circuit board, a baseband processor and the application
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firmware. FPGA was used to design a GNSS tracking module and other
custom logic. Using the FPGA's 10 ports, memory chips were accessed. A
configuration controller was the controlling device of the system. The
system was clocked by a real time clock. A 3-axis accelerometer and the

power supply was also the part of the system |10).

. The IC used for serial communication is mainly Universal Asynchronous
Receiver and Transmitter (UART) RS232 protocol. Using Hardware
Description Language (HDL), Ching-Chang Wong & Yu-Han Lin proposed
a reusable Intellectual Property (IP) of UART design method. The design
was implemented on a Field Programmable Gate Array (FPGA) chip. The
design mainly consists of a receiver module and a transmitter module,
implemented in FPGA. The baud rate generation module was also
implemented in it. FPGA provides a flexible implementation environment as
the design is casily reconfigured and reused at different stages by the user.
In order 1o receive the distance information of objects, the proposed design
was applied to 2 data detector of Infra-red (IR} ranging system, The data
detector of digital compass was used 1o receive the head direction of robot.
And to communicate with a host computer and the other robots wireless
modem was used. Most of the application circuits have been implemented

on a FPGA chip successfully [11].
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3 PROPOSED SYSTEM

This project is a customizable solution for acquiring asynchronous data over serial
communication link at different baud rates using different parity settings. The level
of security of data is also controllable using different algorithms for encoding and
decoding. Memory support is there to save the customizable setting for the secure

data communication over the serial link.

There are two main blocks in the design. Communication Block and the Algorithm
implementation Block. The communication block is further divided into the

following blocks.

% UART controller, Encoder and Decoder interface modules, Display Controller,

Flash Controller and Smart Card Centroller
The Algorithm Implementation Block is divided into two modules.

< Encoding Algorithm and Decoding Algorithm

3.1 COMMUNICATION BLOCK

3.1.1 UART CONTROLLER

UART controller controls the data rate of the communication link along
with the other parameters. Encoded data is received by the UART

controller and is channeled to the algorithmic block via decoder,



3.1.2

3.1.3

3.14

3.1.5
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Similarly sending data process involves the encoder which receives
encoded data from the algorithmic block and the data is send over the

communication link via UART controller.

ENCODER and DECODER MODULES

Encoder and Decoder modules just connect the communication block

with the algorithmic block of the project.

DISPLAY CONTROLLER

Display controller outputs the status of the project. Result of the Smart
card authentication process is also displayed via display controller. It

consists of a series of dedicated LEDs and also seven segment LEDs.

FLASH CONTROLLER

| mega bit Memory is used to save all the important data used during the
communication. For example receiving bytes, sending bytes, link

information, encoding decoding schemes data etc.

SMART CARD CONTROLLER

Smart card controller provides the device security as well as the user

authentication. Only user with valid smart card can access the device,



3.2 BLOCK DIAGRAM OF THE PROJECT
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Figure 1 Block Diagram of the Project
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CHAPTER NO.4

DATA ACQUISITION USING UART TRANSCEIVER AS
A SERIJAL INTERFACE
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4 DATA ACQUISITION USING UART TRANSCEIVER
AS A SERIAL INTERFACE

Data Acquisition model consists of the UART (Universal Asynchronous
Receiver/Transmitter) which provides serial communication capabilities, allows
communication with the external devices using a serial interface and RS8232

protocol.

Serial communication protocols were used long before computers were available, In
the 19th century for use in telegraphy a serial protocol was developed known as the
Morse code [12]. It uses variable length sequences of short and long pulses to

encode characlers.

The technology has enhanced a lot nowadays. Every day comes with the more
efficient solution for a particular application. Using minimum resources to get the
required output is the area of research and development. In this era of Information
technology, various Kinds of devices use the communication protocols of serial
nature like Universal Serial Bus (USB) and Ethernet. Common examples are

RS232C, RS422, RS4851, 12C, Ethernet communication links.

In Serial communication voltage signals are sequentially transmitted after a specific
time petiod. These signals are generally representing a character. A single periodic

voltage signal is known as a bit in serial communication.
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The protocol used in serial communication is asynchronous. Therefore, if the data is
sampled in the perceived middle of the bil time, it is exempted to small differences
in the clocks of the sending and receiving sides. For the accurate transmission and
receiving of the information data, Read Only Memory and Random Access

Memory blocks are also used in it.

The hardware for Data Acquisition model is described using Hardware Descriptive
Language (HDL) in Field Programmable Gatc Array (FPGA). Configurations for
the Data Acquisition are set through the different register based modules, External
Flash is attached as a corresponding hardware for storage of these configurations,
Flash along with the Smart card is also used for authentication purpose i.c. only
authenticated user will be given the access to estabiished communication link vsing

the device to receive or transmit the secure data.

4.1 FEATURES OF DAQ

The two important features of Data Acquisition module are

- First in First out operation.

% Direct access to Register level Modification.
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4.2 INTERRUPT ENABLE REGISTER

UART Interrupt generation is enabled and disabled through the Interrupt Enable

Register (IER). Table used for configuring 8-bit 1ER register is described below.

Bit # ACvess Deseription

0 Read Write Interrupt to indicate that data is received
0 - disable the interrupt

1 —enable the interrupt

1 Read Write Interrupt to indicate that Transmitter Holding Register
is empty
0 — disable the interrupt

1 —enable the interrupt

2 Read Write [nterrupt 10 indicate Receiver Line Status
0 —disable the interrupt

| —enable the interrupt

3 Read Write Interrupt to indicate Modem Status Interrupt
0 - disable the interrupt

i —enable the interrupt

7-4 Read Write These bits are reserved and should have logic 0.

Table 1 Interrupt Enable Register Table




22

% Reset Value for IER: 00h

Note: The default value set on the hardware reset is known as the reset

value.

4.3 INTERRUPT IDENTIFICATION REGISTER

Interrupt Identification Register (1IR) is used to retrieve the highest priority
interrupt status. Zero-bit of the register indicates its logic as 0 if an interrupt is
pending. No interrupt is pending if it is 1. Interrupts related with IIR are Receiver
Line Status interrupt, Receiver Data available interrupt, Timeout Indication
interrupt, Transmitter Holding Regisler emply interrupt and Interrupt to indicate

Miodem Status,

Description of the Interrupts related with the 11R is given in the Table 2 along

with the other information.

v The default value on hardware reset is Clh
«+ Bits 4 and 5; Logic ‘0.

-+ Bits 6 and 7: Logic ‘1’ for compatibility reason.
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[N

Interrupt to indicate Break  Interrupt  or | Line Status Register
Receiver Line Status Framing errors, Parity, | is read

Overrun,
Interrupt 10 indicate 2nd Trigger level of the | Below the trigger
Receiver Data available FIFOis reached level FIFO drops.
Interrupt to indicate | 2™ For the last 4 Char times | (Receiver  Buffer
Timeout Indication no character has been | Register) FIFO is

input to the FIFQ or read | read

from it and there is at

least 1 character in the

FIFO also.
Interrupt to indicate | 3 Transmitter Holding | iR is read or data is
Transmitter Holding Register Empty written  to  the
Register empty Transmitter Holding

Register.
Interrupt to indicate | 4™ DCD, DSR, CTS, or Rl. | Modem status
Modem Status register is read,
Table2 Interrupt Identification Register Table
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44  FIFO CONTROL REGISTER

When the trigger level if the Receiver FIFO equals the number of bytes in FIFO,
it generates an interrupt. The trigger level of the FIFO is adjusted through FIFQ

Control Register (FCR). Maoreover FCR is used to clear the FIFOs also.

Aveess Deseription

0 Write Only As the only FIFO mode is supported by this UART, therefore

this bit is ignored able.

1 Write Only In order to reset the logic of Receiver FIFO and to ¢lear the
Receiver FIFQO, 1 is written to the bit 1. But shift register is

not cleared, 1.¢. current characters are continuously received.

2 Write Only In order to reset the logic of Transmitter FIFO and to clear
the Transmitter FIFO, | is written 1o the bit 2. But shift

register is not cleared, i.e. current characters are continuously

transmitted,
53 Write Only These bit are ignored
7-6 Write Only Trigger level of the Receiver FIFO Interrupt is defined as

1 byte if 00 is written
4 byte if 01 is written
8 byte if 10 is written

11 byte if 11 is written

Table 3 FIFO Control Register Table
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% Reset Value: 11060000b

%+ Note: The default value set on the hardware reset is known as the reset

value,

4.5 LINE STATUS REGISTER

Receiver FIFO’s and Transmitter FIFO’s control signals are defined in a read

only Line Status Register (LSR) which is cight bit long, Al types of error during

the transmission of the data or receiving of the data are defined in it.

Bit # ACcess

Description

0 Read Only | This bit indicates the Daia Ready (DR)
0 - FOFQ is empty i.e. has no characters in it
1 — FIFO has received at least one character and it is
present in the FIFO,
1 Read Only | This bit indicates Overrun Error (OE}

1 — The character is received in the receiver shift
register while the FIFO is full. And the data in the FIFO will
not be overwritten. Only the data in the shift register will be
overwritten if the characters are received continuously. If a
character is read from the FIFO, the bit is cleared.

0 — FIFO is not overrun
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Deseription

Read This bit indicates the Parity Error (PE)

Only | = If the parity bit is not received as it is defined.
Reading from the register will clear it. And interrupt for
Receiver Line Status is also generated.

0 — If the parity bit is received as it is defined i.e. the
current character has no parity error.

Read This bit indicates the Framing Error (FE)

Only | — There is no valid stop indicator or signal at the top of
the FIFO for the received character. 1t means that the data
received is corrupled. Reading from the register will clear it.
And interrupt for Receiver Line Status is also generated.

0 — Valid stop bitis there in the received.
Read This bit indicates the Break Interrupt (BI)
Only | —When the current character has reached the break

condition ie. the line is held grounded for the time equal to
receiving of one character. And the time for receiving a
character is equal to the total time for receiving of start bit, data
bits, parity bits and stop bit. If it is grounded for time less than
the time for a character, the UART pauses for a valid start bit of
the next incoming character. Reading from the register will clear
it. And interrupt for Receiver Line Status is also generated.

0 — Characier is received with no break condition in it.




27

BGit # Avvess Deseription
5 Read This bit indicates that there is no character in Transmit FIFQ.
Only | - There is no character in the transmitter FIFQ iLe. it is

empty. An interrupt is generated indicating that the Transmitter
Holding Register is empty. When the data is written to the
transmitter FIFQ, the bit is cleared,

0 — Transmitter FIFO is not empty.

6 Read This bit indicates the Transmitter Status.

Only 1 — If both the transmitter shift register and the
rransmitter FIFO are empty. When the data is written to the
transmitter FIFO, the bit is cleared

0 — Transmitter FIFO is not empty.

7 Read 1 —1f there is at least one character present in the FIFO
Only that has any one of the above mentioned errors i.e. error in parity
or break indications or framing error etc. Reading from the

register will clear this bit.

0 — FIFO has character with no errors.

Table 4 Line Status Register Table
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4.6 LINE CONTROL REGISTER

Universal asynchronous receiver transmitter accesses the serial data
communication settings through Line Control Register (LCR). These
configurations are Character length, Siop bits, Parity Enable and Divisor Latch

Access for Baud rate settings.

BBit # Avvoss Deseription

1-0 Read Write | These bits indicate the number of data bits in a character,
00 — data bits are 5
01 — data bits are 6
10 — data bits are 7

11 — data bits are 8

2 Read Write | This bit indicates the number of stop bits in a character.

0 —stop bit generated is |

| — stop bit generated is 1.5 if 5 data-bit are selected in
bit 1, and bit 0 (== 00)

|- stop bits generated are 2 if data bits are 6,7 or 8.

Note: Only the first stop bit is checked by the receiver.

3 Read Write | This bit enables or disables the Parity bit
0 — The outgoing character has no parity.

| — Each received or transmitted character has a parity

bit in it.
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Deseription

4 Read Write | This bit selects the parity as Even Parity.
0 — If in a character the total numbers of 1’s are even
and parity bit (i.e. bit 3)of LCR is also 1.
I —If in a character the total numbers of I’s are odd
and parify bit of LCR is also I
5 Read Write | This bit selects the parity as Stick Parity.
0 — Either even or odd parity is selected.
| —Parity bit generated is 1 if bit 3 and 4 of LCR 1.
And the parity bit generated is 0 if bit 3 and 4 of LCR 1 and 0
respectively.
6 Read Write | This bit controls the Break Indication
| — UART is forced into break state i.e. line is held
grounded,
0 — break is not enabled
7 Read Write | This bit selects Divisor Laich or normal register access.
1 — Divisor latch is enabled and normal registers are
disabled.
0 - Only Normal registers are enabled 1o be accessed.

Table 5 Line Control Register Table

“ Reset Value: 00000011b
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4.7  DIVISOR LATCHES

The seventh bit of LCR 1s used to access divisor latch. By setting this bit of LCR
to ‘1", Divisor latch is enabled disabling the normal register access. In order to
revert the current access to the normal registers having the same addresses, this
bit is set to ‘0. Divisor latch is 16 bits wide register. This register is internally
accessed. And it is used as a single number. In order to ensure the normal
operation both the bytes of the register are simultaneously set. External reset will

set the register to its default value i.e. zero hence disabling the entire serial I/Os.

4.8 UART CONFIGURATIONS

Following are the customizable parameters of UART.

4.8.1 STOP BITs CONFIGURATION

It can be configured to stop bit 0 or stop bit 1.

4.8.2 NUMBER OF DATA BITS

It can be configured to No. of bits equal to S or 6 or 7 or 8.

4.8.3 PARITY BIT CONFIGURATION

It can be configured to Parity bit Odd. Even or None,
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4.8.4 DATA RATE CONFIGURATION

Data rate configuration involves the input clock signal along with the divisor
laich. Depending upon the real time input clock signal baud rate can either be

set as elaborated below.

48.41 BAUDRATE SETTING

in order to set the baud rate for UART the following formula is used.

Input Clock
Divisor Lateh (2 ByteReg.l =

{16 x Daesired Baud Rate}

Implement the formula using the following steps.

« In order to access the divisor latch register, set LCR (Line Control

Register) bit 7to 1.

« The above mentioned formula is used to set its value,

< Set LCR bit 7 to 0 (disable Divisor Latch and) enable Normal Registers.

4

| 0
4
|

Set MSB first then LSByte, because as LSByte is Set it get starts its
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4.8.4.2 DIVISOR LATCH VALUE TABLE

Following are the values calculated from the above mentioned formula to set

the Divisor Latches using different baud rates for different clocks.

Baud Ratwe Input Clock (M

{(hil/sec)

ERIRISE|

1o 13963.63 | 523636 - 4189.09 | 3141.81 |2094.54 |

o

i
H

240 192 : 144 [ 96

24001 TR

S S|

4800 120 96 (7 48

|
9600 L 60 .48 !t 36 24

- e 30 e i BT — -

38400 TR T élz B p

37640 10 8 5 2

160800 . REES ] 0.75 0.5

Table 6 Divisor Latch Value Table
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<+ Note: For a specific clock signal, baud rate with only integer values
outcome can be achieved ¢.g. For24.576 MHz Input Clock, Only 300,

1200, 2400, 4800, 9600, 19200, 38400 Baud rates can be achieved.

4.9 UART TRANSCEIVER BLOCK DIAGRAM

UART Transceiver consists of three main modules. Rom, Contro! Unit and the

Core module.

Clogk Reset

Mode

Figure 2 Block Diagram of the UART Transceiver




34

Control Unit is further divided into different modules; Initialization module,
Establishment of connection, Interrupt identification, Line status, Data available
and FIFO. The core module functions on Reset are; FIFOs of the receiver and
transmitter are cleared. Secondly the Shift registers of the receiver and
transmitter are cleared. The default value of Divisor Latch register is set to 0.
The default values of Line Control Register are set to the communication of 8

bits of data, no parity, and 1 stop bit.

By default all interrupts are disabled in the Interrupt Enable Register.

4.10 TIMING DIAGRAM OF UART TRANSCEIVE

U0 of UART

Figure 3 Timing Diagram of the UART Transceiver
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UART initialization process requires the following procedures.

< Configure the UART by setting the Line Control Register 10 the desired line
control parameters i.e. Character length, Stop bits, Parity Enable etc.

% For Baud rate configuration Set bit 7 to *1” 1o allow access to the Divisor
Latches. Set the Divisor Latches, MSB first, LSB next,

=% In order to disable access to Divisor Latches, set bit 7 of LCR to *0’. The
communication process starts working after this setting and data can be sent
and received.

< The mode control will shift between Normal input/output and loop back

operation. In loop back mode the input data is transmitted back to the output

port.

411 SECURE DATA FLOW THROUGH SERIAL
COMMUNICATION LINK

Secure Data acquisition over the scrial communication interface requires
synchronization of all the configurable parameters on both the transmitter and

receiver end.
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4.11.1 SECURE DATA FLOW DIAGRAM OF SERIAL
COMMUNICATION LINK

Secure communication hardware device basically comprises of two separate
communication links. Each link communicates bi directionally. One link is
dedicated for data encoding and the other one for data decoding as shown in the

figure 4.

UART Input te

Enconer

o
Mode-1

Figure 4 Data Flow Diagram of the Secure Serial Communication Link
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After configuring the hardware serial ports, ensure that the same configuration

are applied at the both ends.

Use Encoding and decoding algorithm for secure data transfer. Hence the
security level is customizable depending upon the complexity of algorithm and

hardware resources.

4.11.2 DATA FLOW CHART OF SECURE SERIAL
COMMUNICATION LINK

When the hardware is up and the user is given the access for secure data
communication over the serial interface, the data flows through the channel as

shown in figure 5.

Data is divided into two categories,

411.2.1 UART INPUT TO ENCODER/ DECODER

UART Input to Encoder is basically the data which is 10 be encoded, After
receiving that data over the serial interface the information is extracted from

it. The information is routed to the encoder in order to encode it,
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UART Input to Decoder is basically the data in which the information is
only encoded. After receiving that data over the serial interface the
information is extracted from it. The information is routed to the decoder in

order to translate it.

4.11.2.2 ENCODER/DECODER OUTPUT TOQ UART

UART Encoder data is actually the information data which is to be
transmitted over the serial interface. It is the output of the Encoder. It is
routed to the UART Transceiver module which makes it compatible with

channe! by adding extra bits 1o it.

UART Decoded data is the output of the Decoder. In order to transmit this
information over the serial interface it is routed to the UART Transceiver

module which makes it compatible with channel by adding extra bits to it,
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Figure 5 Data Flow Chart for Secure Serial Communication Link
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4.12 TIMING DIAGRAM OF UART TRANSCEIVER

Figure 6 is the timing diagram implemented on UART Transceiver. UART
receives encoded serial data. Information bits are extracted from the data. The
information is decoded to get the desired response. For debugging the mode will
shift between loop back and normal input/output operation. In loop back mode

the received data is transmitted back from the output port.

ok UL AR A AR AAARARAANARAAAARAAAS
Reset n =1

fnput to Encoder X ¥
Oulput fom Desoder - e X
Mode 1 1

0 of UART 4

1 234587 0N BHBBEIUHNINRANSBT BN DNDNUEFETRIN
Clock

Reset n 3

Input 0 Cecoder ™ 4 .
Qutptt from Encoder S . i N X
Wode 2 3

I of UART 2

Figure 6 Timing Diagram of the UART Transceiver
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4.13 HARDWARE DATA FLOW OF SECURE SERIAL
COMMUNICATION LINK

Voltage Signal leve! for RS232 protocol is used for Universal Asynchronous

Receiver Transmitter port.

General purpose input output FPGA ports uses the voltage signal level of 3.3V
TTL. MAX RS232 level converter IC is used to convert from the 3.3V TTL to
R8232 protocol voltage signal level. Same IC is used to convert from RS232

protocol voltage signal level 1o the voltage signal level of 3.3V TTL.

4.13.1 DATA FLOW FROM UART-1 TO FPGA

Pin43 (R14N) GPIO 1 (TXD A}

B P M4 Pin<12 (RIOUT)

Figure 7 Data Flow from UART-I to FPGA
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UART-1 is basically the RS232 connector. Third pin of the connector is used
for input. The data received on the third pin (TxD-A) is routed to the pin no, 13
of the IC MAX 232, which output the data to any specified pin of the General
Purpose Input Output port {Let for example it is GPIO 1) of the FPGA
according to the voltage level needed. This data is actually the UART input to

Encoder as mentioned above in the article 4.11.2.1.

4.13.2 DATA FLOW FROM FPGATO UART-1

Pin11 (THN)

B
|

Pin2 [Red-4)

6910 2 (RuD- Pin-14 (T1-0UT)

Figure 8 Data Flow from FPGA to UART-1

Data from the GPIO-2 of the FPGA 1is routed to the IC MAX RS232 which
shifts its voltage level to the RS232 protocol voltage level required for

transmission over the channel. UART-1 here is also the RS232 connector.
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Second pin of the connector is used for output. The data transmitted on the
second pin {(RxD-A) of the connector is actually the Decoder output to UART

i.e. mentioned above in the article 4.11.2.2.

4.13.3 DATA FLOW FROM UART-2 TO FPGA

Pin (RN GPIO3(TXDB}

| Pnd (T8 Pin9{R2OUT)

Figure 9 Data Flow from UART-2 to FPGA

UART-2 is basically the RS232 conncctor. Third pin of the connector is used
for input. The data received on the third pin (TxD-B) is routed to the pin no. 8
of the IC MAX 232, which output the data to the GPIO 3 of the FPGA

according to the voltage level needed.
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4.13.4 DATA FLOW FROM FPGA TO UART-2

Pin 0 (TN} Pin-2{RxD-B)

———

GPIO 4 {RXDB) Pin-7 {T2-0UT)

Figure 10 Data Flow from FPGA to UART-2

Data from the GP10O-4 of the FPGA is routed to the IC MAX RS232 which
shifts its voltage level to the RS232 protocol voltage level required for
transmission over the channel, Here UART-2 is also the RS232 connector,
Second pin of the connector is used for output/ transmission of data over the
channel, The data transmitted on the second pin (RxD-A) of the connector is
actually the Encoder output to the UART i.e. mentioned above in the article

4.11.2.2,
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4.13.5 THE SN74LVC4245A LEVEL CONVERTER

4.13.5.1 PIN DIAGRAM

C ﬁ

1Voep(3.3V) |
1 Veca (3.3 V)

1 GE

] B1

l B2

1 B3

] B4
] BS
1 B6
1 B7

% B8
GND

= D O D th bW N

Y
- o

-
o

Figure 11 Pin Diagram of SN74LVC4245A Level Converter

4.13.52 FEATURES OF LEVEL CONVERTER

+ Its Voltage Translator is bidirectional,

+ Port A has voltage 5.5 V as high and port B has high voltage ranging

from27VioloV.
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4.13.53 DESCRIPTION

It is an 8 pin non-inverting 1C with two supply rails. It is also used ag
transmitter or receiver; it has two ports, A and B. For port A high voltage is
termed as VCCA and for port B it is termed as VCCB. VCCA issetat S V
and VCCB s set at 3.3 V. The voltage level can be reduced from 5 V to

3.3V and amplified from 3.3 V to 5 V also.

Input output data busses communicate asynchronously using this [C.
Direction-control (DIR} bit is used to contrel the data flow either from port
A 1o port B or from port B to port A. The busses can be isolated using

output-enable (OF) bit. VCCA is used as the power source for the 1C.

4.13.5.4 FUNCTION TABLE

FUNCTION TABLE

INPUTS
OF

OPERATION

L B data to A bus
L A data 1o B bus
H Isclation

Figure 12 Functional Table of SN74LVC4245A Level Converter
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5. DISPLAY CENTER

Display center consists of a number of light emitting diodes connected to the

various function related to the smart card and the seven segments LED,

51 SEVEN SEGMENT LIGHT EMITTING DIODE

5.1.1 PIN PIAGRAM

Figure 13 Pin Diagram of seven segments LED

5.1.2 FEATURES

Seven Segments LEDs consists of 10 pins. Each pin is associated with the LED
segment in such a manner that it glows that specific segment on input to that
pin. It is connected in series for different purposes. It displays number of bytes

received, number of bytes sent, Baud rate and Operating Clock.
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5.1.3 CONNECTION IN SERIES

Seven segment LED 13 connected in series in order to display the number in
decimal format. The common pin of all the seven segment LEDs are connected

with a single input as shown in the figure 14.

common pin ()

Figure 14 Series connection of Seven Segments LEDs

5.1.4 TYPES

There are two types of seven segment LEDs.

« Common Cathode Seven Segment LED.

« Common Anode Seven Segment LED.
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5141 COMMON CATHODE

In Common Cathode, Common Pin of seven segments LED is connected to
Ground and other LED Pins should be connected to High Voltage Vee. The
figure 15 shows the direction of current flow from a diode i.e. from higher
voltage level to the ground. The diode will giow on applying High voltage

to it ¢.g. applying High voltage on pin a will lit the diode connected with pin

a and the current will start flowing in the direction as shown in the figure 15.

Figure 15 Common Cathode configuration of Seven Segments LED
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5142 COMMON ANODE

In Common Anode, Common Pin of seven segments LED is connected to
Vce and other LED Pins should be connected to Ground. The figure 16
shows the direction of current flow from a diode i.e. from higher voltage
level to the ground. The diode will glow on applying Low veltage to it e.g.

applying Low voltage on pin a will lit the diode connected with pin a and

the current will start flowing in the direction as shown in the figure 16.

Figure 16 Commeon Cathode configuration of Seven Segments LED
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5.2 FPGA CONNECTION WITH SEVEN SEGMENT LEDs

LED requires 9 pins of the general purpose input output port of FPGA, Eight
GPIO pins are connected to the eight LED segments. The two commeon pins of

LED are connected to the ninth GP1O pin of the FPGA.

For the LED with common cathode the common pin is given Low Voltage
constantly. In order tc glow any LED segment, the specific pin is given High

Voltage.

For the LED with common anode the common pin is given High Voltage
constantly. And in order to glow any LED segment. the specific pin is given Low

Voltage.

The pin connection diagram of seven segments LED is shown in figure 17. It
also shows the GP1O header connection with the FPGA .i.e. GPIO header B is

connected with the FPGA-2.
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Figure 17 LED Pin Configuration
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6 CONFIGURATION MANAGEMENT

The device uses different parameters during the initialization of its modules. These
parameters are also updated during the communication of the secure data over the serial

link. Nonvolatile flash memory is used to store these parameters.

6.1 CONFIGURATION PARAMETERS OF THE
MODULES

The entire configurations are stored by the user before the start of

communication.

6.1.1 HARDWARE CONFIGURATION

The initialization parameter of the hardware is the Input clock selection

6.1.2 SERIAL LINK CONFIGURATION

The serial link connection parameters are Baud rate, Number of bits, Parity and
Stop bits, Afier the successful transmission and reception of data the updated
parameters are

- Number of bytes received

- Number of bytes transmitted
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6.1.3 SMART CARD CONFIGURATION

Smart card parameter is the identification byte for authentication of user,

6.1.4 ENCODER and DECODER CONFIGURATION

Encoding and Decoding data used by the Encoder and Decoder respectively

during the communication process.

6.2 FLASH CONTROLLER

Flash Controller defines the drivers to access the ATMEL AT29LV1024 1C
Flash Memory. One mega bits of data can be stored in it. It is a non-volatile
memory. It is used to write different types of data to their specific locations in
Flash, It also reads the data from the Flash. The Hardware communicates with it

while establishing the connection.

6.3 BLOCK DIAGRAM OF FLASH CONTROLLER

Flash controller is actually linked with all the controllers. UART controiler
¢ommunicates with it in order to ¢connect on the channel, Display controller also

reads data from Flash controller for its display. Smart card authentication process
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also involves smart card idemtification byte stored in Flash to be compared with
the one in the smart card. Encoding/ Dccoding data are used during the

communication over the serial link to encode/ decode data.

Figure 18 Biock Diagram of Flash Controller
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6.4  WRITING DATA INTO FLASH

Flash controller writes the data into the Flash. The Flash used consists of 128
word memory blocks called as sectors. The total number of sectors in the Flash is

512. Two bytes combines to form a word i.c. a word is the 16 bits wide,

Writing of data will always be 128 words every time even if a single bit is 1o be
changed. In other words it’s always a one complete sector to be programmed

every time while writing data into flash,

I in any case a single word or byte of information is to be changed in any one of
the 512 sectors, the complete data for sector will be loaded i.e. all the 128 words
will be programmed into the sector of the Flash, While programming the Flash
1C, the sector is erased automatically before writing the data into the sector. For

erasing the data no command is required.

6.4.1 SOFTWARE DATA PROTECTION PROCEDURE

In order to write the data into the Flash a proper procedure is designed called
software data protection. The main feature of this procedure is to protect the
device from unintended programming. in this procedure three commands are

isswed serially to the specific addresses with specific data. After these command
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the 128 word data is loaded. The sector load data operation will always follow

these commands of the software data protection procedure.

i m—
LOAD DATA AAAA
TS
ADDRESS 5555

!

LOAD DATA S555
TO
ADDRESS 2A8A5

!

LOAD DATA AQAD
TQ
ADDRESS 8565 WHRITES ENABLED

!

LOAD DATA
TS ENTER DATA
SECTUOR (128 BYTES) PROTECT STATE
S |

Figure 19 Software data protection commands

When the above mentioned three commands of specific data to the specific
addresses are executed, programming of data will be started. In order to write a
word, a low voltage is given on the Write Enable {(WE) or Chip Enable (CE)
control pin. Quiput Enable pin of the Flash should be kept high. The flash will
automatically latch the address on the falling edge of WE or CE, whichever
occurs last, While the data is 1atched on the rising edge of WE or CE, whichever

occurs first, Second word of the data is written by handling the WE and CE
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control signals in the same manner as explained just above. And 128 words are
loaded to program ot reprogram a sector. When loading the 128 words into the
device finishes, internal programming procedure is started to program all these

words.

Entering the words onto the device is explained above. Note that there should be
maximum of 150 micro seconds delay between the programming of two
successive words. Sector address is from A7 to A15 which remains constant
during the programming cycle. The word address will be specified by the pins

A0 to A6. Sequential addressing is not required while programming the words.

6.4.2 TIMING SPECIFICATIONS FOR WRITING THE
DATA

Timing specification for the programming of the sector data should be followed.

Parameter

g
g

Address, OE Set-w Time

Address Hold Tume o
Chip Select Sat-up Time

Chip Select Hold Time

Write Pulse Width (WE or TE)

Daia Sel-up Tme

Data, TE Hold Time

Wrie Puzo Wicth High

LR R ERERERERERE;

Figure 20 Timing specifications for writing data into Flash
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6.4.3 WRITING DATA PROCEDURES

Writing data into Flash can be done by the following two programming

procedures.

«  Write Enable controlled programming.

% Chip Enable controlled programming.

6.4.3.1 WRITE ENABLE CONTROLLED PROGRAMMING

In write enable controlled programming procedure CE is given low pulse
before WE. When the WE is given low pulse, address is latched. And when
the WE is changed from low to high data is latched. So it should occur
before CE i.e. WE is given high voltage before CE. In the same manner 128
word are loaded. And the same technique will be followed during each

program cycle.

6.4.3.1.1. TIMING DIAGRAM

Timing diagram of write enabled controlled programming (writing data

into Flash} is given below,
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E Controiled

OE

CE

WE

Figure 21 WE controlled Timing Diagram for writing data

6.4.32 CHIP ENABLE CONTROLLED PROGRAMMING

In chip enable controlled programming procedure CE is given low pulse
after WE. When the CE is given low pulse, address is latched. And when the
CE is changed from low to high data is latched. So it should occur before
WE ie. CE is given high voltage before WE. In the same manner 128 word
are loaded. And the same technique will be followed during each program

cycle.
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6.4.3.2.1. TIMING DIAGRAM

Timing diagram of chip enabled controlled programming (writing data

into Flash) is given below.

L CF Controlled

o T

: 10ES -

sooress
g
~ ..l

s

-,
.,

Figure 22 CE controlled Timing Diagram for writing data

6.5 READING THE DPATA FROM THE FLASH

The Flash memory is like an Electrically Programmable Read Only Memory. In
order to read the data from it, OE pin and CE pin are kept low while WE pin is at

high voltage. The address is given on the address pins. And the data at the given
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address is output on data pins, Data pins show high impedance if OF or CE is at

high voltage.

6.5.1 TIMING SPECIFICATIONS OF READING THE DATA

Timing specification for the reading of the sector data should be followed.

AT26LV1024-15 AT20LV1024-20 AT20LV1024:25
Symbol [ Parameler Min Max Min Wax Min Max Units
e Address 1o Quiput Delay 150 200 20 ns
e CE to Output Dolay 150 20 250 ]
1™ OF to Output Dolay 0 8 0 100 0 120 s
4™ | CEorOE 1o Output Foat o | w0 | o | s i o | & | ns
Qutput Hold from OE. TE or Address,
whichever ocourred first

Figure 23 Timing specifications for reading data from the Flash

6.5.2 TIMING DIAGRAM OF READING THE DATA

In order to read data from the Flash, CE is given low pulse before OE. When the
OE is given low pulse, address is latched. The Flash outputs the data on the
output/ data pins after 85 ns as shown in figure 23. The output remains asserted

until the signal CE or OE, whichever is given high voltage at first.
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ADDFESS ~ >{  ADDRESS VALID )

f- tICE

: - {DF

e tACC tOHI

- HIGHZ /¢ OUTPUT 1
QUTPUT < “vaup

Figure 24 Timing Diagram for writing data into Flash
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7 SMART CARD OPERATION

7.1  INTRODUCTION

Smart Card is used as an authentication device. Only the user with the valid card
can have the access to communicate securely over the channel using this
hardware. Smart Card Controller is designed in HDL in order to communicate

with Smart Card.

7.2  DESCRIPTION

Smart card is an EMV Integrated Circuit Card with a processor fixed in it. The
most important aspect of processor card design is security. The processor
protects access io the memory, using tamper-proof hardware design coupled with

high-security software algorithms.

Smart Card

Figure 25 Smart Card
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7.3 FEATURES

The important features of Smart Card are.

 Complete miniature processor. The metallic contact area shown in figure 26
is a complete miniature computer.

< The Electrically Erasable &Programmable Read Only Memory (EEPROM)
is the ‘hard disk® of the card. Data written to EEPROM retains its value when
the card is powered down.

% Random Access Memory (RAM).

Figure 26 Smart Card processor

7.4 PROGRAMMING SMART CARD

The hardware required for programming a Smart Card is Personal Computer

(PC) and a Smart Card Reader as shown in figure 27.

PC wilh Control Develppmem Software Smart Card Reader Sman Card

Figure 27 Smart Card Programming Environment




69

Smart Card Reader is connected o the persenal computer through a serial RS§232
data port with DB9 connection. It can also use PS2 port of keyboard for its
communication., Hence for using the mouse the PC should have a USB data port.
Smart card development software should be installed on the windows based

personal computer,

In order to program the smart card through the smart card reader, smart card
development environment is used. 1t is an interface between the programmer and
the smart card via smart card reader. The communication is done through serial
interface and the default communication baud rate is 9600bps, no parity, eight
bits and one-stop bits. The smart card is inserted in the smart card’s socket in
such a way that its metallic area should face upward. Both the two ports, serial
RS232 port and PS2 port, are used for its connection with the PC. The figure 28

shows the diagram of Smart Card reader.

Figure 28 Smart Card Reader
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The purpose of smart card is to allow only authorized user to communicate over

the channel establish by the hardware. The smart card is programmed with the

smart card identification byte in order to authenticate the user. This smart card

identification byte is also stored in Flash memory of the hardware as a part of the

configuration, Flash controller is used to program it in the flash memory. User is

given the access when smart card identification byte matches the stored one in

the flash.

7.5

Reaesat signel s Sant 1o
Soart Card at the Sraan
Card raset pin

Answaer bt Raseat recelvad
from Seaart Card

.

Init-rawtine Command aant
to Smart Card

SMART CARD PROGRAMMING FLOW CHART

Smar! Card has been issued
succassfully

Smart Gard identification
reaponss racaived from
smart card

Init-routine respONse
recalved from Smart Card

S

r—

Smwart Card identification
Command sont 1o Smart
Card

Figure 29

Programming Smart Card
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7.6 SMART CARD CONTROLLER

Smart Card Controller defines the drivers to read the smart card identification
key with using smart card reader and PC. An interface board is designed to
replace smart card reader and smart card development envitonment running on

the PC. HDVL. is used to write the drivers which are embedded on FPGA.,

7.6.1 BLOCK DIAGRAM

Smart card is inserted in the smart card socket which is fixed on the interface

board. The interface board is connected with the FPGA through its GP10s.

Senart Coared

Interface Board P e

Figure 30 Block Diagram of Smart Card Controller
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7.6.2 DESCRIPTION

When the smart card is inserted in the socket, smart card detection (logic High)
signal is received by the smart card controller, The signal routes from interface

board to a specific GP10 of the FPGA.

7.6.2.1  SMART CARD INITIALIZATION

To initialize communication, a logic high signal is to be sent to the RESET
pin of the Smart Card. The signal routes trom a specific GPIO of the FPGA
to the interface board. In response to this RESET signal, Smart Card sends
an Answer to Reset. After receiving the answer to reset, INIT command is
sent to the Smart Card by the smart card controller. In response, Smart Card
sends an Answer to Init response. This compleies the smart card

initialization process.

7.6.2.2 USER AUTHENTICATION

Read smart card identification command is send 1o the smart card by the
smart card controller. And in response the smart card identification byte is
received from the smart card. During the initialization of the system/ device
the stored smart card identification byte is read from the memory. And it is

compared with the one received from the smart card to authenticate that the
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user has the valid smart card. Whether the byte is matched or mismatched,

the status is shown by the display center.

7.6.2.3 SMART CARD COMMUNICATION

The protocol used for communication with smart card is called command

and response protocol.

Reset Card —— P

Figure 31 Smart card communication

7.6.2.4 COMMUNICATION PROTOCOLS OF SMART CARD

Smart card has bi directional contact with the outer world. This contact

allows it to respond to the incoming command. It follows TO and TI




74

protocols maintaining the standards 7816-3 and 78164 of the ISO,

according to which the communication data rate is 9600 mpbs or more.

A command is defined in the card and programmed using the card reader.
The command is then called from the FPGA. The FPGA is not only
controiling all the commands but is also used for authenticating the

responses against the different commands during its communication.

7.6.24.1 THE T0 PROTOCOL

This protocol is a standard protocol defined in the document ISO/IEC
7816-3. In this protocol the character are send to the integrated circuit
cards for its response. The response is also character-based over the

serial RS232 interface.

7.6.2.4.2 THE T1 PROTOCOL

This protocol is also a standard protocol defined in the document
ISOAIEC 7816-3. In this protocol a block of characters is send to the
integrated circuit cards for its response. The response is also a character-

based block over the serial RS232 interface.
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7.6.24.3 COMPARISION BETWEEN T0 AND T1

< T1 is faster, easier to use, and less error-prone.

% TO protocol should be used if a pre-existing TO command set is to be
implemented or if the available that does not support the Tl

protocol.
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8 DESIGN AND IMPLEMENTATION

8.1 DESIGN AND IMPLEMENTATIOP FLOW CHART

Design - Design Verification
Entry '
l Behavioral
Simulation
Design
Synthesis
Functional
Simulation
Design | Static Timing
Implementation Analysis
Back | _ Timin
Annotation Simulation
Xilinx Device o | In-Circuit
Programming Verification

Figure 32 Flow chart for implementation of design using Xilinx ISE

8.2 SYSTEM ON CHIP DESIGN

The design phase consists of two stages. One is implementing the design using

Verilog (Hardware Descriptive Language) as a hardware programming language
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in Xilinx Integraled Software Environment (ISE). The second is the design

synthesization in Xilinx Integrated Software Environment (ISE).

8.3 DESIGN VERIFICATION

Model-Sim is used for debugging at different stages during the design

verification phase of the project.

8.3.1 MODEL SIM AS DEBUGGING TOOL

Stimulus 15 written in Hardware Descriptive Language to examine the system.
This test code comprises all the possible real scenarios which might occur

during the communication process. And the output is examined to verify the

system.
—
]
S Svstem Results
Stimulus  —| under :ﬁ Analysis
—P  Verification
—»
—»

Figure 33 Debugging flow chart
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Stimulus is written in verilog (hardware descriptive language). The design is
instantiated in it. Stimulus should be intelligent to test all the possible cases.
Model-sim is limited to the stimulus and is the best tool for hardware design
verification. A snap shot of Mode! Sim based debugging is shown in the figure
34. The wave form gives the picture of the designed system. The output is

thoroughly examined by numerous inputs.

. Pathname
. Pane

Figure 34 Debugging flow chart
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84 DESIGN IMPLEMENTATION

After the design has been verified, Xilinx development kit is used to implement

Figure 35 Xilinx development Kit
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The Impact tool of the Xilinx ISE is used to burn the actual design in Spartan 6

FPGA.

Welcoine tn WP AL

System4CE ] Please selact an action From the fist below
x| Creabe PROM Fle (PROM Fle Formatter]
155 Configure devices. using Bourdary-Scan (TTAG)
; {7 Prspare 2 PROM File
Il > Prapars 3 Systam ACE File
; (& Prepars a Boundary-Scan Fie

picT b

e o

S

%] SrstemACE %

. Create PROM Fie (PROM File Formatter)
|

t

3
I

Figure 36 Xilinx ISE tool iMPACT
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9 REAL TIME SIGNAL AND DATA ANALYSIS

9.1 TIMING ANALYSIS USING XILINX CHIP SCOPE
PRO

Using Chip Scope Pro, functional simulations and timing analysis is done, It is
possible only if the desired hardware is also available. During this process a

binary file is generated and the Xilinx FPGA is configured with it. The project is

implemented on Spartan 6 Field Programmable Gate Array (FPGA).

Figure 37 Xilinx Chip Scope Pro as a debugging Tool

9.2 REAL TIME SIGNAL AND DATA OF FLASH

9.2.1 WRITE DATA CYCLE ANALYSIS

Install Xilinx Chip Scope Pro Analyzer on the PC. Connect the FPGA using its
parallel/usb connection with the PC. The cable will show its status by lighting

the LED as Green for proper connection.
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Open Cable/ search JTAG device chain as shown in figure 38.

I

M

cl'?if)Scope Pro

Figure 38 Xilinx Chip Scope Pro environment

It will find the core unit in JTAG device chain as shown in figure 39.

Eile view JTAG Chain Device IriggerSetup Yygveforrm Window Help

Kk:kl ll ’ 'FT! i Q (:;. .;) (;! | ﬁ ﬁ EE
s Proet e

T———

e o} 83 Trigger Setup . DEV:0 MyDeviced (xC351
JTAG Chain K T . - |
5 Ot o e _. Mateh Unit Fur
v Devaamssoaisonn |1 RSl oot
#  UNIT:D MylLAD (L&) B |- el
Trigger Setup - T S ey P U VS
Waveform F Rl | Add . Active
Listing -’{5 g L e ®
Signals: DEV; D UNIT: i P ) i | : I :
L OIgNAES, UEY. ) UTel. L i 5 Type: Window Windows:
= Data Port ' I " l_:
o Trigger Poris | Storage Qualification:

1 €3 wavetorm - DEV:0 MyDevigal ((C3S14004) U

Bus/Signal T;T o

T UMM O _C e

INFO: Started ChipScope host (locaihost:50001)

INFO: Qpened socket connection: localhost 50001 localhost27.0.0.1
INFO: Suceassfully openad Xilink Parallel Cahble

INFO: Cable: Parailel IV, Port: LPT1, Speed. 5 MHz

INF O: Found 1 Core Unitin the JTAG device Chain.

Figure 39 Xilinx Chip Scope Pro connection establishment



85

Configure the device by ivading the bit file shown in figure 40.

% ChipScope Pro Analyzer [new praject]

Fi'e View JTAG Chain Dewice TriggerSefup Waweform Window Help Ct_-\,épSs:upe B10 Anatyrar |

.

JTAG Configuration
File:

! eee -} Directory. c4linAChipScope_Pro_8_1ibinkd

. SetectNewFile i 11
: Cancel l

Wavaform =
Listing ; Show |DCODE

g U ShMQQERCODE

Signals: DEV: 0 UNIT:0 | ghow Configuration Staliss w ]v

o« DataPor ) ) -

o TrggerPorts Shaov JTAG Insiuction Register . .
—gopsurageeraitication: ] Lookin:

w Apen Couliguration Hie

i £ _¥msgs

My Recent 3 templates
Documents iy yg)
S

A

BusSignal

Databort[0] 0jp 0

i o

DataPorcil] G0

Figure 40 FPGA configuration using Xilinx Chip Scope Pro

Open the project for real time analysis purpose as shown in figure 41. Set the
trigger to load the wave form.

cur et FVres Aeealyoee [T Lanks | 1w’
View JTAS CThain Dievica Irigper Satup vwavarlorm Windo

it

Sava Pralaect
SEgve Prajact As .
Fage S&tup...

= el

S ClvigaSccar e Fires Aavaadw ey LSRN S Bl NI (ETRN |

voakin: [

43 ity —roo

[T R g T T =T
My Recent L0 termmiplataes
Documents R =y ]

R

Figure 41 Xilinx Chip Scope Pro trigger setup
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' BN | NN | R .- R
oosw 10 A ST S SO S O S O U o I
ik 1] 1}
vac_n il 1 t
OF_n 1 1 L | S R | L | L_{ L |2
b riam_aide k ET )( Bai ) sms {_Towo ¥ opomi (. ppog X Dpos ¥ ool X pogs oo
o _n Wy e e r |
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- Write Dabs Fla000[0000 5555 AE41 AE4d
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- Bate_count o o ] 1 G Ay ox A Xk
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- Rean_pata o] oao) A 0000

Figure 42 Real time signal analysis for writing data into Flash

9.2.2 READ DATA CYCLE ANALYSIS

Follow the first three steps as mentioned in article 9.2.1. Configure the device
by loading the bit file. Open the project and set the trigger to load the wave

form. Figure 43 shows the wave form for reading data from the flash.

Dustgral | %30 ils_zlluglalllllll KON P WO PN VL APOTIVINL TV SV OO T L O
clk 0 o

Est_n [

0 Y e T e e s e Y O Y B
- FLash_alic oo7|sw7{Do1 ¥ pooz { o003 {_DD0s J_Dbos X_DGG {007 } G008 D008 Y DDIAY D008 ) DDOC K BDYD ¥ DDOE Y ODOF
En 4 M [ i M L N 1] I
E_n 11

Flash 10 a o
[~ Write Data FlaghAXG|4rp AFBE

Yalid Frice Datal 3] 0
b Datacomt  Nrhaalt XT3 X7 T Tw e X7 e 9 X e s )
b+ Counter ooo]oag 0300

W_Done 1 It

Valid_Read Data D;I b j It 1 il i n t I il I fl f N N N

P Tead Pata 0000 4 AEd4 | JE47 4 AE4A 1 JELD X AESD X 4E31 [ 4ES6 4 ESD K 4 4ESF ) 4EB2 . {E65 } 4EGS | JEBE

Figure 43 Real time signal analysis for reading data from the Flash
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9.2.3 CRITICAL PARAMETERS

+ Clock = 24.576 MHz
+ Sector Data Writing Time = 20 ms
< Sector Data Reading Time = 0 sec

9.3 REAL TIME SIGNAL AND DATA OF FLASH

The four Smart card control signals are, Smart card detection signal, Smart card
reset signal, Smart card clock control signal and Smart card data control signal.
The two Smart card data signals are, Smart card data input signal and Smart
card data output signal. For real time smart card data and control signal analysis
the debugging tools used are DigiView Logic Analyzer and Xilinx Chip Scope-

Pro.

9.3.1 TIMING ANALYSIS USING LOGIC ANALYSER

The figure 44 shows the real time data captured over serial interface while

communicating with the smart card.
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Digital view of smart card data
Figure 44 DigiView Logic Analyzer real time testing

9.3.2 TIMING ANALYSIS USING CHIP SCOPE PRO

Real time data and signal analysis on smart card command and response

communication using Xilinx chip scope pro is shown in figure 45.
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Figure 45 Wave form for smartcard using Xilinx Chip Scope Pro
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10 CONCLUSION

In this research, endeavor is 1o develop an easily configurable Field Programmable
Gate Array based customized solution for secure pear to pear communication link.
Universal asynchronous serial communication link is the interface at both the ends.
Link is synchronized by setting baud rate, parity, data bits eic, to make the
communication unswerving. Algorithms are implemented to control the level of

security of the data in an independent manner.

Xilinx integrated Software Environment provides the best practical environment for
hardware description using combinational as well as sequential logic in hardware
descriptive language Verilog. Using “Chip scope pro™ the design has been tested
and verified. The design is reconfigured by reprogramming any module and

downloading it in FPGA to get the desired application output,

The FPGA based system can be used for data rates between 460800 mbps to 110
mbps. Whether the data is block cipher or stream cipher, the level of security is

adjustable depending wpon the algorithm,
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11 FUTURE WORK

The system can be composed to transfer data at higher data rates, The data
acquisition 1s done in parallel mode using field programmable gate arrays. It is enly
possible by modifying the hardware, Moreover the design complexity will also
increase. Hence, the data rate will increase at the cost of design complexity and

enhancement of the hardware,

The project can be divided into different modules. Top controller will be controlling
the whole design. The main task is to implement the UART Controller. Data
acquisition from the serial communication links is a standalone job. Further

algorithms can be implemented in order 1o minimize the delays.
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