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ABSTRACT

In past few years, Body Area Networks (BANs) became very popular in the area of
healthcare, sports and military applications etc. As BAN utilizes wireless communication
technologies for exchanging the critical information of patient therefore securiry and privacy
of the patient can easily be compromised. In order mitigate these security and privacy issues,
many authentication schemes have been proposed in the [iterature recently, but they are
susceptible to potential security attacks such as server spoofing, password guessing,
masquerade, denial of service. replay attacks and moreover failed to provide mutual
authentication. Leu et al.’s proposed a dynamic ID-based remote user authentication scheme
and claimed that their scheme is invincible against server spoofing, password guessing, and

masquerade attacks,

This work reveals that the Leu et al.’s scheme suffers from correctness issues and also it
does not provide mutual authentication. Leu et al.’s scheme is implemented in Wireless Sensor
Network, but in this thesis an enhanced lightweight authentication scheme with respect to Tele-
Medicine Information System (TMIS) is proposed. The proposed scheme is implemented in
Wireless Body Area Sensor Networks. This scheme mitigates not only the correctness issues
identified in Leu et al.’s scheme but also provide mutual authcntication. Furthermorc, a
comprehensive performance and security comparison is performed in order to examine the
efficiency of the proposed scheme against existing schemes. The performance comparison
shows that the proposed scheme is lightweight to provide sufficient security against said

potential attacks and maintains suitable computational and communication efficiency.
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1. Introduction

In this chapter a description of Wireless Sensor Network, Infrastracture of WSN and its
applications is provided. Also a details description of Wireless Body Area Sensor Network
{WBASN), its Constraints and Overall Architecture of WBASN is given.

1.1. Wireless Sensor Network (WSN)

WSN is one of the evolving technologies that helps human to perform various tasks such

as traffic control, under water monitoring, environment monitoring and health control etc.

WSN is the combination of sensor nodes (SN} which communicates with each other and
also communicates with Base Station through relay agent. Sensor nodes are small devices

that have limited resources like memory, processing power, energy etc.

1.1.1. Types of Sensor nodes

Sensor nodes are divided into two categories:

¢ Generic (Multi-purpose) Node: Generic nodes collect data from the
environment.
s Gateway (Bridge) Node: Gateway nodes pass the data collected by Generic

nodes fo the Base Station for processing.

W SN is the combination of Generic and Gateway nodes.

1.1.2. Infrastructure of WNS

Generally WSN is infrastructure less but it depends upon the application requirement.

Followings are the two types of infrastructure:

¢  Unstructured WSN: In Unstructured WSN, sensor nodes are deploved in ad hoc
or random manner with no preplanned setup. Connectivity and troubleshooting in
unstructured infrastructure is difficult.

o Structured WSN: In Structure WSN all the sensor nodes are deployed in pre
design manner on specific location. It provides easy maintenance and good

coverage.
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Sensor networks are having Jimited computations that is because of limited power, Sensors
are also having low memory. In addition to these constraints physiological/biomedical
sensors are restricted to size, shape and material used [4]. Even if we cope with limited
power, computation and memory the sensor is useless if it cannot function properly in
human body, the size and shape must be taken in mind while designing of a biomedical
sensor, the material used should be biocompatible otherwise human body will start reject
the sensor. All Wireless sensor networks (biomedical and otherwise) are having power
restrictions[1,4], the restrictions are because of its wireless nature and its constant power
ON status, as there is no wire that means no source of power is available other than some
battery, which lasts for a limited time. As biomedical sensors are implanted into human
body, so replacing battery means to dissect that part of the body in which the sensor was

planted then change the battery of the sensor and implanted again, which is not viable.

1.2.2. Non-Technical Constraints of WBASN

There is another problem in this regard is the heat radiated from the sensor as much as
power is used which can raise the temperature of the organ in one way and in the second
way it will cause high blood pressure in the body and many others disorders like high
metabolism of the body cells.

1.2.3. Security of WABSN

Security is one of the key factor of any system. Security is described in many ways. The
Unites State DCS (Dept. of Commerce Site), describes the security as “circumstances that
effect the preservation and formation of preventive operation that guarantee a state of Un-

breakability from malicious operation/control’.

Hcalthcare sensor network applications may face differcnt security issues because the
dissemination in these applications are mainly wireless in nature. Sertous problems can be

vreated for a person who arc using these devices because of these attacks and threads.

As the healthcare SN application are ncarly same to WSN therefor most of the security
threads are also the sane in both. The security issue can bc categorized into two main
levels, “Information security™ and “"System security”, Threads and attacks are categorized
in to “Passive aftack™ and “Activc Attack”. Passive Attack may occur during data packet
sending in the systemn. The attacker may update the actual destination or therc may be a
chance of inconsistency in routing. By monitoring the Communication media the attacker

can also steal the patient cntical health data. In Active Attack by monitoring, the location
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of the user might be discover by the attacker and therefore risky circumstances can fake

place. Health-care system using WSN may face the following attacks.

4. Data modification

The attacker ¢an modify part or the entire information, and transmit it to the actual
receiver for some malicious purpose. Health related data are very important therefore
modification to actual data can cause critical damages to patient.

b. lmpersonation attack

The attacker can fraud other nodes by eavesdropping, any sensor node’s identity
information,

c¢. Eavesdropping

In Eavesdropping attack. any artacker can easily stop the radio communications between
the wireless nodes. Information may be stolen for illegal act.

d. Replayving

The attacker may stole some information and after some time resend it to the receiver fo
accomplish dangerous purpose.

While producing Healthcare Sensor network application every security issues must be
sort out. All feature of the network and its application should be covered while opposing

system and information security threats.

1.2.3.1.  System Security

In WBASN, from IN and QUT of the network communication, centralized controller
device {(CD) can be used. This CD can perform as the gatcway between internal and
external transmission. Firewalls, authentication and checks related to these can be taken
as security measures. Security at following three levels should be applied as shown in Fig.

2

A. Administrative Level

To manage the system, proper administrative control is important. Security measure must
be taken to examine the security gaps by the people accountable for complete system
operation. At this level a well-designed user hierarchy and powerful authentication
mechanism may overcome the sccurity issues. The security mechanism should be
designed in such way that authorized people can only access the data. In the same way it
may also be the case where data transmission should only be done to previously

authorized people or place.
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b. Data Integrity:

Data integrity ensure the integrity of data and also data source authentication. By data
integrity it can be assure that the received data in not modified. Data Source
authentication is the assurance to the receiver that the data is originated by specified
sender. Data infegrity is an effective way against the data modificarion attack.

¢. Authentication:

It assure association process between the nodes. Authentication is an effective way
against impersonation attacks.

d. Freshness:

Freshness assure that the received data is the latest and is not the old data replaying by the

attackers.

1.3. Overall Architecture of WABSN

Putient 1 Base
Station

é/ |

FPatient 2

Ve

.

Puctar

r- .

Figure 3: Over all architecture of BASN

Overall architecture of WBASN is shown in figure 3. The biosensors implanted in human
body sense the patient’s conditions and send the sensed information back to anchor node
working as a cluster head. The anchor node is equipped with a transmitter, which transmit
the agpregated data on ISM band which will be received by some base station outside the
human body. The info received from the base station is connected to health care via an
internet, which will further prioritize the message delivery in emergency cases to
department, doctor and an ambulance service, base station will decide the destination of

the message.
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Upon receiving the info doctor / healthcare staff will decide what to do either to inform
the patient or his relatives about the medical condition of the patient or suggesting some

nearby hospital/ doctor or about precautions/ cure etc.
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Initialization, Registration and Authentication phases. They claimed that this scheme
provides mutual authentication between the client and the application provider, and keeps the
client anonymous as well. [n 2011 Aftab Ali et al.’s in [22} proposed Keyed-Hashing MAC
(HMAC-MD5) for protecting personal Info in WBAN, in which communication between
nodes is secure by using EKG (Electrocardiography), for securing the process HMAC-MDS
is applied on Electrocardiography. Key agreement is done by computing HMAC-MD5 of
feature block and Data encryption is done by using the generated key, Authentication is done
by applying MAC on each data message whereas Freshness is achieved by applying
Electrocardiography values in key agreemeat. In 2014 Daojing He et al.’s in [23] identified
security nisks in the Data disclosure and Spreading of data in WBANs and proposed a
lightweight and confidential data discovery and dissemination protocol. According to the
author low complexity symmetric cryptography techniques are used for maintaining the
privacy and in addition the authenticity of the broadcasted data items are ensured by changing
the encryption key on per packet basis to stop the intermediate nodes from extracting the key.
In 2011 Lee et al.’s in [25]. present a scheme to solve the security issues in Hsiang et al.’s
scheme. In 2014 Jeng-Shiou Leu, et al.’s in [26] pointed out that Lee et al.’s scheme is
susceptible to Masquerade, server spoofing and offline password Guessing attacks. however
through detail analysis we find that Jeng-Shiou Leu, scheme’s having serious problems with
Registration, authentication and Password change phases.

2.1. Performance Evaluation of a WBASN for Remote Patient Monitoring [1]

This paper focuses on the performance evaluation of Remote Patient Monitoring (RPM)
system based on WBSN. The main targeted metric of investigation is the delay and the
research is based on the hypothesis that we can monitor a patient form a remote location with
having considerable delay. The researcliers have proposed two major design issues, First is
that the WBAN should be kept in isolation from the hospital’s network. Second, rather than
using TCP, it is better to utilize a multi hop network that is composed of a hybrid topology
which is a combination of wireless and fixed links to improve (as much as possibie)
transmission speed. The reason behind using such a topology is that small size TCP packets
increases end-to-end delay. To implement a remote RPM system researcher used a star
topology WBAN where all SN transmit data to the master (service) node which could
combine all sensor data and send using a TCP/IP channel for reliable data transmission. All

the simulation and results have been verified through OPNET simulation.
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Limitations:
Authors did not consider physiological effects of in-body sensors.
There is no mechanism of securing the transmitted data.

2.2. Trusted Key Management Scheme for WBAN [2]

This paper presents an approach that uses physiological signals {((ECG (clcctrocardiogram) to
overcome security problems in WBAN. Using ECG signals to constituent sensors in a
WBAN and to protect the privacy, this approach manages the creation and distribution of
symmetric cryptography keys. According to this scheme the key management has been
divided into four steps; Key Generation, key setup, key authentication and key update phases.
Results shows that the proposed protocol have solved the security problem and privacy
problem in the WBAN. It additionally targets to securely and efficiently producing and
distributing the session keys between the SN and the BS (base station) to secure end to end
communication. It also allows to secure, communication channels between the nodes.
Limitations:

Authers did not consider physiological effects of in-body sensors.

Base station keeps records of each key pair of all the nodes and freshness is provided by pecr
key message, so base station is assumed to have very large memory and high operating
power.

2.3.  Securing BSN: Sensor Association and Key Management [3]

A key distribution and management scheme has been proposed in this paper that uses key
chains to create group keys for BSN and provide group key update and re-keying to adjust to
membership changes. This approach focuses on secure discovery of sensors which allows the
sensor devices to interchange security information like symmetric keys and public keys cte. it
is also shown that how the sensors must be connected with the patient’s devices. This scheme
uses hash functions and symmetric key encryption and does not rcly on asymmetric
cryptography. This approach increases the efficiency with a lower computational overhead.
Key update messages authentication can easily be done because of the use of hash functions.
Results shows that the proposed key management scheme solves the security problem and
privacy problem in the WBAN.

Limitations:

There is no mechanism of authentication of nodes message.

The protocol will require much energy when dealing with key exchanges.

Lightweight Authentication scheme for Wireless Body Area Networks 10
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24. A Low-delay Protocol for Multihop WBAN [4]

This paper presents a dissemination protocol for WBAN called CICADA. The core objective
of this protocol is to route data to the destination and to provide a collision free access to
medium. This goal is achieved by implementing a tree structure which ensures a collision
free access to communication medium. Moreover, it is shown that CICADA is a low energy
and a minimal delay protocol particularly designed for wireless, multi hop Body Area
Network. According to this paper, CICADA sets up an autonomous tree which is then used to
deliver data from the nodes to the destination or sink node. Each tree structure (cycle) is vsed
to assign time-slots to the different nodes in a distributed way. CICADA divides soch a cycle
in a control sub-cycle and data sub-cycle, therefore decrease the delay and introduce nobility
robustness. CICADA has been analyzed using NS-2 simulation and the results show that the
protocol offers low delay. The energy utilization is low because in a time-slot in which a
node is not sending or receiving, in those time-slots a node can sleep.

Limitations:

Authentication and freshness is not provided.

2.5. Body Area Sensor Networks: Challenges and Opportunities [5]

The paper described different challenges and opportunities in wireless body area network,
which are size, cost, compatibility, and perceived value, the requirements for widespread use
are as follows:

Value, For Perceived value many elements can be consider, like assessment ability, but in
general, the WBASN must amend user’s quality of life.

Safety. Wearable and inserted sensors need to be biocompatible and almost hidden 10 avoid
damages to the user. Critical safety related applications must have fault tolerant actions.
Security. lllegal access or handling of system function could have severe concems. Scecurity
measures such as user authentication will avoid such concerns.

Privacy. WBASN will be trusted with possibly sensitive info about people. Both technical
and non-technical solutions will be required to protect user privacy.

WBASN packaging will required to be unobtrusive/hidden to avoid attention to medical
conditions. To safeguard sensitive information, encryption will be necessary.

Compatibility, WBASN nodes require to inter-operate with other WBASN nodes, existing
inter-WBASN, and even with electronic-health record systems. This will need calibration of

dissemination protocols and data storage formats.
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Ease of use. Wearable BASN nodes should be small in size, hidden, comfortable, should

easily be put on and should be small in numbers. Tntelligent On-body and off-body user

interface control will be required as well

Limitations:

The paper is more towards survey and case study, no security mechantsm is proposed in the

paper.

2.6. A Novel Biometrics Method to Secure WBASN [or Telemedicine and M-Heath
[6]

The growth of the WBASN is extremely important for recent telemedicing and medical-
health, but security remains a difficult challenge yet to be determined. As nodes of WBASN
are expected to be interconnected ON/IN the human body, the body itself can compose
naturally secure communication pathway that is unavailabie to all other types of WN. This
article discovers the use of this pathway in the security mechanism of BASN: that is, by a
bio-metrics approach that utilizes an inherent characteristic of the human boedy as the
authentication identity or the means of safeguarding the distribution of a cipher key to secure
inter WBASN communications.

Limitations:

This study instead of providing a strong security mechanism opened a few important issues
for future research, containing, coding schemes, schemes for the asynchrony of divcrse
channels, and other appropriate bio-metric traits.

2.7. Efficient Group Key Management and Authentication for BSN [20]

This paper proposed a Novel key distribution and management scheine established on Hash
chain, one way hash function and symmetric key encryption. In this scheme, key chains are
used to create group-keys for BSN and handle group key-update and re-keying to adjust to
membership changes. A controller (PDA/maobile) in the BSN is responsible for key
management and distribution. Every time a new sensor is added to the network the controller
wil] broadcast the existing key chain to the newly added sensor and whencver a sensor exit
the group key must be updated, A light weight sensor to sensor authentication scheme based
of Elliptic Curve Diffie-Hellman (ECDH} is also proposed.

Limitations:

It is assumed that patient’s controller is having more power and computational capabilities.

This scheme is good Tor a network where sensors are very rarely add or leave because when
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sensars are frequently leave or add (o the network then Patient’s controller will most of the

time update and broadcast the key.

28. An Efflicient Anonymous Autheatication Scheme for WBAN using Elliptic Curve
Cryptosystem [21]

Author propose an identity (ID)-based efficient anonymous authentication scheme for
WBANs using elliptic curve cryptosystem (ECC). Because of the ID-based concept used,
certificate is required. Moreover, the proposed scheme provides mutual autherntication
between the client and the application provider, and keeps the client anonymous as well. The
author also claiming the improvements in the Performance analysis.
The author described 3 type of participants in the authentication scheme:
1.  The WBAN client, is a Patient who uses WBAN terminals i.e. PDA or AP provided
Medical devices.
2. Network Manager (NM), is responsible for PK {Private Key) generator for the client
and AP.
3. Application provider (AP) is a Hospital, clinic or doctor.
The author divided the proposed solution in to three phases:

1. Initialization

i. Registration
1, Authentication
1 Initialization:

In Initialization phase, to gencrate System parameters (params) NM follows the following
steps

Ist NM generate two large prime number p, q, an elliptic curve E(Fp}over F, and a group
G with order g, then NM selects four hash functions H1(-), H2(:), A3(-) and H4(-)and then
NM selects a random No S, € .Z"‘r and computes Oy, =Sy, +F. Then, NM publishes
params={p,q. E(F ),G,h(s), H(+)} as the system parameters and keeps his secret key A

secretly.

ii. Registration:

The following steps need to executed between C and NM, For a WBAN c¢lient C, to become a

legal client
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1. C send message {IDC,X(L ,Xf.,Xgm,Xf_‘}to NM where ID,. is the identity of C
chosen by C. {X. , X2, X2 -~ X7} is a family of random numbers from Z,, generated
by C. For each i, C also computes X,.=X_P

2. Or Receiving the message the NM validate the ID. and reject it if it’s not valid

otherwise NM  selects a family of un-linkable pseudo identities

PIDC={p1’a’é,pia’g,---pia’(’_l}. NM also generates a family of random numbers
e Ve ve - ye ﬁ‘omZ; . For each i, NM computes ¥, =¥ P, Q. =X_ +Y.,
. =H, (pid. || Q- ||right) and Z =y, +H. -, .

At last, NM sends all {right,(pid.,Z.,Y2),(pid.,Z2, Y )~ (pids,Z0 Y)Y} to C
through a secure channel.

3. Upon receiving {right, (pia’]C,Zr'-,, Ycl.),(pia’é,Zé,Yg)---,(pia’;,Z;,Y(i')}, C computes
O =X +Y. h.=H (pid.|| Q.| right) and checks whether the equation
Z.P=Y.+h.-Q,,, holds for each i. 1f one of those equation does not hold. C rejects
the response, otherwise C computes 5, = X, + Z,. and keeps
{right,(pid!., Z., Y),(pid>, 22, X2y - (pid!, 2, X7)} secretly.

jii. Authentication:

In Authentication phase the sender (WBAN client) send message m, ={A4.,CT,¢.} to
Receiver AP, where

A, =a;.P (a_is a random number).

CT=E, (pid: || Q% | right | V).

;. is the recent time stamp.

On receiving the message from C. AP verify the Freshness, if the message is not fresh AP

reject the request otherwise it validate the equation Q- +h;.-Qy,, +{'- P= VAL, if it does
not hold then the AP reject the request otherwise AP compute B, Auth and SK and then
send message m, = {B., duth} to C, where

B. = b P (&-lsa random number).

Auth=H, (4| 211 B. 1142).

Lightweight Authentication scheme for Wireless Body Area Networks n
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SK = H, (Auth | b || 42).
On receiving the message from AP, C compare Auth and H, (A% | AL || B | ¢..) if both are not

equal C stops the session. Otherwise C computes session key SK = [/ { Auth||a,.|| B;.).

Limitations:
This scheme required heavy computational and heavy communication because of the
computation and communication of complete array.

2.9.  Acluster-based key agreement scheme using keyed hashing for BAN [22]

The author proposed Keyed-Hashing MAC (HMAC-MD35} for protecting personal Info in
WBAN, in which communication between nodes, is sccure by using EKG
(Electrocardiograpbv). for securing the process HMAC-MDS is applied on
Electrocardiography (EKG), Key agreement is done by computing HMAC-MDS3 of featuse
block and Data encryption is achieved by using the generated key.

Authentication is done by applying MAC on each data message of L-sensor and H-sensor and
Freshness is achieved by applying Electrocardiography {EKG) values in key agreement,

The author is assuming a heterogonous WSN which consists of High end sensors and lLow-
end-sensors. H-sensor is having high resources capability and act as CH {Cluster head). |-
sensors are hawing limited resources and acting as eluster member. Both L-sensor and H-
sensor can calculate EKG.

To secure the network Keved hashing in applied on Electrocardiography (EKG) hlocks and
then feature block fs extracted fromn the Electrocardiography (EKG) signal and then quantize
mto binary stream. In the key agreement phase, keyed hash of Electrocardiography (EKG)
data and ID of H-sensor node is applied on L-semsor & H-sensor. The keys generated by
EKG, are verificd using MAC verification on H-sensor.

EKG based key generation is divided into Feature Generation phase and Key Agreement
phase

In the feature generation phase, DWT is uscd to extract features and then for inter-sensor
communication the features are quantized. In the communication process between L-sensors
and H-sensor 625 Hz sample of Electrocardiography (EKQ) signals are produced in the
duration of 5 seconds and then those 625 samples are separated into 5 (five) pans of 125 Hz
each. After filtration DWT is applied. By concatenating 64 coefficients hortzontally. the 320

coefficient feature vector is created. As shown in the following tigure,
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This scheme is less energy efficient because of the computation involved.

2.10. Lightweight Confidential Data Discovery and Dissemination for WBAN [23]

The author has identified security risks in the Data disclosure and Spreading of data in
WDBANs and proposed a lightweight and confidential data discovery and dissemination
protocol. According to the author low complexity symmetric cryptography techniques are
used for maintaining the privacy and in addition the authenticity of the broadcasted data items
are ensured by changing the encryption key on per packet basis to stop the intermediate nodes
from extracting the key.

The proposed protocol is divided in to 3 phases, System initialization, Packet processing and
Packet verification.

i. System Initialization:

In this phase the BS (Base Station) generated more than one one-way key hash chains and
loads the committed value of the hash chain on each node corresponding to the hop distance.
Hash chains are based on F{(-) function which has easy computational properly but its
inverse H7'(.)computation is very difficult. By applying H('}to the starting element repeated
by b time, a hash chain with b length is produced. The last value applied for b times after
H(-)is called committed value of the hash chain. According to the hop distance from BS the
nodes are divided in to N groups. Before the deployment of the nodes BS set up N hash
chains by generating N different random seeds and calculate one-way hash chain with length

b starting from each seed as shown in the following figure.

F{u,l_i’ﬂi K“‘ﬂ)_ n 'iuKh |,1‘ﬂ)‘ :;’h_l:
IKU,EI‘ﬂl Kl.z‘H—('l e ‘H—(.lKh I,E‘Fj(—(.l
I :

IK I‘—lH( K].,\-‘ﬂ)‘ ﬁﬁka 1 V‘ﬂl Ile ":

| LI =1, .
J e —
commitred initial
values values

Figure 5: Construction of multiple one-way key hash chains

Where the (b—iythoutput of hash function is obtained from the jth random seed number i.e.
K, is represented by X, .. The length of b of each chain can be random but not less than the

number of data items BS want to communicate in the lifetime of the network.

Lightweight Authentication scheme for Wireless Body Area Networks



Chapter 2 Literature Review

The committed value of the jrh key chain X, ;, corresponding to the hop distance |, is pre-

distributed to the node in the j#4 hop group before the deployment.

Four tuple (order, Key, version, data) is used to represent the data, where ‘order’ is the order
of data communication, (the higher order number represent latest data), the concerned
variable is uniquely identified by ‘key’, ‘version’ specified whether the data item is new and
the data indicates the disseminated value for the concerned variable.

ii. Packet Preprocessing Phase;

When the BS want to spread the data item d = {order, key, version, data}, it generates a

packet through concatenating the data item d and successor key and encrypt the data with
symmetric encryption technique. The packet pro-processing result P, for the ik data item
(d, ={order key, version, data}) spread to N hops is
P=E({d.K .}V .K_ D1 ECGd,. K }.K_ ). where 1 <i<band order, =1.
ili. Packet verification:
On receiving a packet P each sensor nodes i.e. §, recovers the correct group information
from F, i. e the node parses the right field E({d,,X, },K,,,) and then uses the key X, to
perform D(E({d,K, },K_,}.K,., )={d, K }to decrypt the cipher text and then node S§,
perform the following information:

a. If the received data item ie the order, in the packet is newer than that of its stored

order,_, K, | then the §,check whether the received key K, to the stored X, ,the

authenticity and integrity of the packet is assured if the result is positive and the
packet is accepted.

b. If §, has received the same data packet which is already ready received, it increase the
broadcast interval of the received packet through the trickle algo.

¢. If an older packet (which was stored previously) is received then node §, broadcast its
stored data packet.
Limitations:
They claim it to be a lightweight but still it required high resources because of the heavy

computation involved,
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2.11. A secure dynamic ID based remote user authentication scheme for multi-server

environment using smart cards [25]

In Lee et al.’s proposed solution, there are three core participants: U, (user) §,(Server) and

RC. The RC is supposed to be a trusted party. The RC selects the master key x and secret
number y to calculate 4 (x| y) and A(y). Then. through secure channel the RC (Registration

Center) shares A(x| y)and A(v) with Servery, . The author proposed solution is divided
into Registration, Log in, Verification and Password change phases.

i Registration Phase:

In registration phase user(s first selects his 7p., a random number b and p#, and then
compute h (5D PW,} and then send (/D .PW.h(L@PW,)) to RC, on receiving
(ID .PW.A(b® pW,) ) the RC calculates;

T=h(DD|x)

V, =T @ h(ID ||h(b@PW ))

B =h(h(bOPW, )| h(xll¥))

H =h(T )

and store (V, , B,, H,, A (.),h (v)) into a SmartCard and then send the SmartCard to User,

the user on receiving SmartCard store b into the SmartCard.

u Know (1D, ., PW ) RC

Chooses b and computes A(b @ PW, )
D, ,PW, ,h(b® PW, )}

-

Computes
L =h(ID]x)

V. =T @ h(ID |h(b@ PW )}

B =h(h(bDPW A x|¥))

H =h(T )

Stores (V, , B, , H, ,h(.)) into a smart card
a smart card

-

Enter b into a smart card

Figure 6: Lee et al.’s scheme’s Registration phase
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ii. Log In phase:
In this phase When User (U, )want to login the user enter his smartcard and then insert 1,

PW ., the SmartCard then computes:

T =V, &h{(ID,||h(bBPW })

H=h(T)

And then check H, ?:H, , if equal then U is a legal user. The SmartCard then gencrate a
Random number N, .

4 =T [[h(p)IN;)

CID, = h(b® PW YO T |4 |N,)

E, =T @hth(y)|IN, |ISID,)

Q =h(B || 4 [N

And then send (CID, ,F, ,Q., N, }to the server.

iii.  Verification Phase:

i

The server on receiving( CID,, F,. QO , N, ), computes:

T =F, ®h{h(yN N, | SID, )

A =h{(T h(¥)N,)

h(b®PW), =CID, ® h(T, |4 ||N,)
B =h(h(b®PW)| k(x| y)
Q=H(B, |4 1IN,)

K

And check @ =0, , if both are not equal the server drop the login request otherwise the
request is accepted and the server generate random number N to compute

M, =h(B|IN |4 |SID,) and send (M,, N )to the user. The user on receiving

if?
(M, N, ) compute M;} = h(B ||N, || 4 ||SID,)and then compare M =M _if both are equal
the user compute Mu =h(B || N, || 4 ||SID, }yand send Mr.;to the server otherwise drop the

response. The Server on receiving M_[.:. compute Mf: h(B |IN |4 ||SID,} and then

I

compare M, =M if both are equal both User and Server share session key

SK=h(B, || N,|N,|| 4, || SID, }for secure communication.
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U, smart card S
Knows (ID,, PW).((V, . B, , H,, b,h(.), h(x)))

Inputs ID,,PW

Smart card computes

T =V @®h{ID | h(b®PW, ))

H=hT)

Checks H,';H,. . generates N,

A, =h{T | H{(YIN;)

CID, = h(bS PW, YOMT, || 4 |IN)

F =T ©hh(y}IN, || SID,)

Q =h(B |4 I|N)

(€D ,F,Q N,

T =B, Oh(h(y)| N, | SID, )
A =h(T RPN
h(b@®PW), =CID © A(T, || 4 |IN,)
B =h(h(b&PW)||h (x]y))
Q=H(B 41N,

Checks O =0 , generates N,

(M, N)
Checks M'T;M'.
M, =h(B. | N, | 4 ||SID,)

u,

M, =h(B |N,]4 1SID,)

Checks M =M

SK=h(B | N,||N, |4 1|SID,) - 'SK=h(B, |N, |N,|| 4 ISID,)

Figure 7: Lee et al.’s scheme’s Login and Authentication phase
iv.  Password Change phase:

The User insert jp , PW ., the SmartCard then computes:
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T =V, @h(ID, |[h(b® PW, ))
H =h(T)

kl

And check H, = H, if both are equal the user is asked to enter new Password PW,  and new
random number b,..then the smartcard compute (b, b FPW _ )and

V...=T @h(ID (|hib,. @PW,_)), and then send AUD Wb, & PW )). The server in

e

receiving h(ID k(b @ PW, Ycomputes B, =h(h(, . ©PW, )|A(x]|y)) and send

W e

B to the user. The user on receiving B,  replaces ¥, and B, with ¥ and B .

U, smart card RC

Knows (ID, ,PW, (V. .B ,H, , b,h(),h(x)))

Inputs D, PW,
Smart card computes
T =¥, ®h(ID, |h(b®PW, )

Checks H{= H

If yes, chooses PW._ and b,
Computes k(b DPW, ) and

Vo =T @h(ID, || (b, ®PW,.))

new

K(ID, b(b, © PW,, )

il AL
w

Replaces ¥, and B, with ¥, and B_, .

Computes B_=b(h(b_, & PW, )| h(xly))

Figure 8: Lee et al.’s scheme’s Password Change phase
Limitations:
Lee et al.’s.’s scheme is having the following security issues:
1. Offline Password Guessing attack
2. Server spoofing attack

3. Masquerade attack
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2.12. Eflicient and Secure Dynamic ID-Based remote user authentication scheme for

distributed system using smart cards {26]

In this paper the author proposed a solution to solve the security issues in Lee et al.”s scheme.
Like Lee et al.’s scheme the proposed scheme also have three core participants: {/, (user) S,
(Server) and RC. To calculate A(x||y) and #{y) the RC selects x master secret key and y
secret number and then share (x| y) and A{y} over the secure channel. The proposed
solution is divided into Registration, Login, verification and Password change phases.

i. Registration phase:

In this phase the User selects his identity /p,, Password Pw/, and a random number b and
then calculate 4. =h(h® P ) andthen send (7, 4 )to the server. The server on receiving
(ID.. A4}, selects arandom number g, and calculates:

T.= h(R[Ix)

Z=ROIDSHODPW)

V=T ®h(ID|h(bDPW))

B=hbOPw)OID®IH(6® P, OR)R(x| ¥}

H=/T)

After the computation of above the Server then store (z,,V , B, H , h(+), h(y)}into a

SmartCard and then send SmartCard to the User. The User on receiving SmartCard, store b

into the SmartCard.

U, Know (ID, , PW, ) RC
Chooses b and computes 4 =hA(b & PW,)
(ID A4) -
Computes -
T.= KR x)

Z=RSIDOHIDPW)
v.=T®h(ID|h(b®pW))
B=hb@PWIBIDh(A(AD P ®R) [A(x] ¥)
H=HT)

Stores (7., V., B, H , h(+), h( y))into a smart card
a smait card

*

Enter b into a smart card

Figure 9: Leu et al.’s scheme’s Registration phase
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i. Log in Phase:

When the user want to login into the server, the user insert his SmartCard and then insert his
id 7D, password P/, and the server [dentity §7p.. The SmartCard then calculate:

R=Z.@ ID®h(bDPW)

T.=V.@® R{ID||h(b D PW))

H, = h(T})

3
And then check H,= H, , if equal then user U, is a authorized user. The SmartCard then

generate a Random number &, and calculate:

0, = hib® PW)D DD B,
=h(h(b® PW @D R)|h( x| y))
A=R(TNR(PIIN)
CID, = h(b® PW ® R)Y®h(T|| A | N)
P=T, @h(h(y)IN | SD,)
@ = O 4 1N,)
And then send (CID,, P,, (2., N, )to the server.

il Verification phase:

The server on receiving { CID

T

. B, @, N, )calculate:

T, =F @h(h(y)INISD)
A =h(T [h(P)IN)

h(b®PW®R ) =CID, ®h(T || 4[N )
O =h(h(bBOPWOR )| h(xly))

@ =h(O |4 |N,)

a

check 0 =@, , if both are not equal the server drop the login request otherwise the request is
accepted and the server generate random number A, to compute M, =h(O, || N, || 4, || SID,)

and send (M ,N,)to the wuser. The wuser on receiving (M,

i3

N, )compute

.ij!
M, =h(O || N | A || SID, ) and then compare M, =M, , if both arc cqual the user compute

M, =h(0 | N, || 4 || SID, yand send M, to the server otherwisc drop the response. The

Server on receiving M, compute M, = (O, |N, |4 ||SID,) and then compare M =M if

i)
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both are equal both User and Server share session key SK=#(Q. || N, || N, || 4 ||SID,)for

secure communication,

U, smart card S
Knows (D, ,PW, J,((Z, .V, .8 .H,, b, h(),h(x)))

Inputs 1D, , PW, and SID,

Smart card computes
R=Z,®ID.©h(bD PW)
T=V® h(ID||A{b S PW))

H = k(T)
Checks H,.';H,. , generates N,
0.= hbD PW)SID.® B,
=h(h(b& PW ®R)ik(x) ¥))
A=hTIHIININ)
CID, = h(b® PWOR)YBA(T| A N,)
E=L®h(h(y)IN |SID)
O =hO | 41N)

(CID,F.Q N, )

I =P @h(A(v)I N |SID)
A =h(T 1AW N)
h(b@PW®R ) =CID, Sh(T | 4N, )
O =h(h(bODPWOR )||h(x||y )
Q. =h(0, || 4 [IN;)
Checks Q. =Q, , generates N
M, =hO | N || 4|l SID,)
L (Mr;"
‘=h(0||N||4||SfD;) )
Checks M =M,
—h(O ||N | 4 || SID, ) o
"M, 2 (O, |N, 4 I1SID,)
Checks M, =M
SK=HO, | N, IIN, || 4 || SID,) < > SK=H(O, ||N, | N, | A (SID,)

Figure 10: Leu et al.’s scheme’s Login and authentication phase
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iii. Password Change Phase:

The User insert ;1) , P, the SmartCard then computes:

T =V, ®@h(ID |h(b®PH, ))
H = h(T;)
And check H, = H. if both are equal, computes R,=2Z.® [D.©h(b® PW )and then the

user is asked to choose PW,, and new random number b _then the smartcard compute

Wb, ®PW, ©OR )andZ_ =R ®ID Sh(,, ®PW,, ) and

HOW Hew HEw HEW

V.. =T.® h(ID ||h(b,, ® PW,_ Y then the user send (ID, ,h(b, @ PW, @R )).

e

The server on receiving (ID b @ PW R computes

I

B_.=h(h(b_ ®PW_ &R )|h(xliy)) and send B_ to the user. The user on

i

receiving B, replacesZ, ¥, and B, with Z_ .V _ and B, .

U. smart card RC
Knows (ID, ,PW ),(Z, .V, .B ,H,, b, h(.).hx)))
Inputs ID, . PW,
=V, @h(D ||b(bSPW ))
H'= h(I)

Checks H, = H,
If ves, computes R =7.© [D.Dhb® PW )
Chooses PW,__ and b

Lulalt

Computes A(b,,, ®PW, DR ) and

e HEW"

Z.. =R @ID, ©hb,,, ®PW,)

et Hew'

V. =T.@hUD|hib,, ®PF._))

(D kb DPHW DBR )
Computes -
B =h{(h(h_ & PW,

e e

DR INA(x|[¥))

M
—

v and B_ .

mens * 0 e

Replacesz ¥, and B, with Z
Figure 11: Leu et al.’s scheme's Password Change phase
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Limitations:

The proposed scheme is having issues in almost every phase. In Registration phase g, is
incorrectly calculated because of k(h(>D P, P R,). In Login and Authentication phase, the
user is sending anonymous id CID, and the original id of the user is not known to the server
and hence the server is unable to identify the user. The change phase¢ is incorrect because the

user is sending incorrect password (ID, ,h(b, ©& PW, & R, ))to the server.
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3. Problem Statement

Existing authentication schemes are based on public key infrastructure ( i.e. Elliptic Curve,
RSA etc.) are more secure as compared to authentication schemes based on lightweight
symmetric primitives like hash, symmetric encryption, XOR etc.

On the other hand symmetric primitives are more lightweight and suitable for resource
constraints environment such as TMIS. But such schemes are vulnerable to different attacks,

while some of them are having correctness issues.

Notation Description

S: Server

iD. Identity of ©,

U The legal client

PW, Password of the client

X, ¥ Secret keys of §

® Bitwise XOR operation

CiD, Pseudo identity of u;

A The Adversary

I String concatenation operator
SC,, u smart card

h(.) A one way hash function

SK Session key ~

Table 1: Netation Guide

3.1 Proposed Scheme:
Our proposed solution is divided into, Registration, Log in and Authentication and Password

Change phases. All the three phases are elaborated as below.
3.1.1 Registration phase: In this phase User;, , (a legal system user) need to register itself
at the server 5, . The Registration is done as follow:
i. StepRP1: 4 »S:{iD .4}
e User u, select hisid /D, , Password PW, and a random number b and then
calculates €, =h(b@® PW, )and then send registration request {/D. ,C, } to

the server.

ii. S—u, : SmartCard {SC,}
s The server on receiving {ID, ,C, }, computes his random number R where
R is unique for every user.

s And then the server computes:
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a7, =h(R |x)-
b Z -R ®ID &C .
. ¥V =T @r(ID |h(bDPW )).
d. B =C®ID ®h (C| R ||h(x] y)) wherey and x are the secret keys
of Server 5, .
€ H =hT).
¢ The server thenstores {7, Z,, V,, B,, H,, h (), A(.) }into the smartcard

§C, and send Smartcard {SC,}.

iii. On receiving Smartcard {SC, } the User v, stores its random number b in the
SmartCard.
User «, Remote Server S

Selects /D, , PW, and b
Calculates C, =h(b®D PW, )

UD,.C)
Chooses random R, and computes
I =h(R ). Z, =R ®ID, ®C,

V. =T ®@h(ID |lh(b®PH ))
B =C,®ID @h(C R |[A(x]|y)
H, =h(T )
Stores {7, ,Z , V,, B, H., h(¥), #(.)}In
smart card

SmartCard {SC}

-
-

Stores b in stnart card

Figure 12: Registration phase of our scheme
3.1.2. Login and Authentication phase:
In this phase when a registered user u, wish to access server § services, he enters his SC into
a terminal device and then enter his id 7D, Password P, and then to compute login request

the {5C }performed the following steps:

i

u, »>S:{CID,,F, .0 N, }

-

s SC

i

computes;
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& R =2z ®ID, ®h(bDPW, ).

T, =¥, ® h(D, | h(b® PW,)).
1
¢. H =h(T ) and thenSC_ compare H, =H, SC, drop the session if

H #H, , otherwise compute the following:
O, =h(b@® PW, YBID, @B,.
=h(b® PW, }|| R || (x|l ¥})-
e 4 =h(T k(YN )
f. CID, =h(b®PW, ®R)DAT, || 4 |IN,).
g FB=T, ®h(x|ly)INI|SID,).
h O =h(O 141N, )-
ii. The SC_send login request {CID,, P,Q,, N, }to Server S via public
channel.
iii. S—u :{M, N}
*  On receiving {CID, P, , N, }authentication between the server S, and user
u, is done by computing:
& T, =F, ® h(h(x)|| N, || SID,).
b. 4 =h(T 16(y)IN,).
. h(bDPW ||R)=CID @h(T || 4]N,)-

d. O =h(h(b®PW |IR |l (xlly)-
e. O'=h(O || 4 ||N, ) and check Q' =0 . the server reject the login

request, if Q' #Q, otherwise the server generates random number N, and
computes: M, =0, || N, || 4 || SID,)and then send {M,, N} to the user.
iv. uw —>S:PID, M}

* On receiving {Af,, N, }the User computes A, =4O, | N, || 4, || SID,)and

T
then check M =M, if M, #M,then the session is discarded otherwise the
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V. On receiving the PID, AL

5 » the server computersID, =PID @0, .
M" =hO, ||N, |4 ||ID,yand compare M) =M ifM] =M} then the
session is discarded otherwise the session key
SK =hO ||N, | N, |4 || SID, || ID,)is computed at both User and Server

side.

3.1.3 Password change phase:

In this phase when the user » want to change his password pi¥ to a new one ie. PI¥

o ?

in the proposed solution Password change will be done as follows:

i u, >S§:4D kb, BPW }}

Rew
o User y insert his smartcard SC, into the terminal device, enter his /D and
PW, . and computes:

a. T =V ®h(ID ||hb® PW )

User u, Remote Server S

lnsertID,. . PW
T =V, ®h (D, || kb® PW, ))
H, =5 { 1: )

Check H = H/

R =Z @ID ©hbDPW,)
Chooses PW,__ and b
hb®PW ||R)

R =Z ®ID, ®h(b,, ®PW,. )
I =h{(ID |lh(b,. DBPW,_)

e Hew

{(!D.! ‘!h(bnuw @P;V’ )}
B, =hib, BPW, )OI, O (h(h, SPF YR k(x| ¥ D
{Bm‘u‘}

Keeps new values Z,_ .V, B ¢

i 3T Hew T e

Figure 14: Password change phase of our scheme
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Simulation and Performance Analysis

4.

Performance and Security Comparison:

We examine and evaluate the proposed scheme by comparing its performance and security

with five related schemes, Kumari et al.’s {30] scheme, Zhang et al.’s [29] scheme, Leu et

al.’s [27] scheme, Lee et al.’s [26] scheme and Hsiang et al.’s [28] scheme.

4.1.

Performance Analysis:

Here we used some notations, ¢, represent time efficiency of hash function and 7, represent

time efficiency of EXOR operation.

Proposed | Kumari et | Zhangetal | Leu et al. | Lee et al. | Hsiang et
Scheme al. scheme | scheme Scheme Scheme al. Scheme
User | Us +12, 2, +l1, Sty +21, | Uy +12, ltg +1t, Ir, +1z,

Registration Server | s +41, 3t, +3t, 2t, +0 Tt +5t, It +5¢, 4 +6¢,
Login and | User 11, +10¢, | 102, +61, g +2¢, | 10¢, +10¢, | 4t +91, ot,, +91,
Authentication | Server | 3fs +71, 3, +51, 01, +2¢, 2, +72, 2t +61, 11z, +13¢,
Password User | & +6, Tt +4, Tty +l1t, 100, +61, | 42, +5¢, 4t +5t,
Change Server | 0+2s 0 0 2,42, | 0+1, | g +lr, |
Total of Login and
Authentication 14t +171, | 131, +11, | 20r, +4, | 126, +177, | 62, +152, 17t, +221,

Table 2: Performance Analysis Comparison

In Registration phase, at user side our proposed scheme is taking ¢, +1z,, Kumari et al.’s

scheme is taking 2t, +1r, . Zhang et al.’s scheme is taking 5/ +2f,, Leu et al.’s, Lee et al,’s

and Hsiang et al.’s schemes are taking 17, +1¢, . At server side our proposed scheme is taking

5t +4t,, Kumari et al.’s scheme is taking 315 +3¢, . Zhang et al.’s scheme is taking 275 +0,

Leu et al.’s scheme is taking 77, +5¢,, Lee et al.’s scheme is taking lfg +5¢,and Hsiang et

al.’s scheme are taking 4/, +6f, . On a whole in Registration phase, our proposed scheme is

taking 61 +5¢,, Kumari et al.’s scheme is taking 5¢,, +4¢,. Zhang et al.’s scheme is taking

7t +21,, Leu et al.’s is taking 8¢, +6t,, Lee et al.’s is taking 2f; +61, , and Hsiang et al.’s

schemes are taking 5t, +71,.
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In Login and Authentication phase on a whole, our scheme is taking 14t +17¢, , Kumari et
al.’s scheme is taking13zg, +11z,, Zhang et al.’s scheme is taking 20¢, +47,, Leu at al.’s
scheme is taking 20f, +41, and Hsiang et al.’s is taking 17¢, +22f, , whereas Lee et al.’s

scheme is taking 67, +15¢, Our in term of efficiency is better than Hsiang schemes whereas
Kumari et al.’s, Zhang et al.’s and Lee scheme are better than out scheme but Lee et al.’s
scheme is exposed to masquerade offlinc password Guessing and server spoofing atfacks,
Kumari et al.’s scheme is exposed to smart card loss attack and forward secrecy issues and
Zhange et al.’s scheme is exposed to DoS attack and user Un-traceability issues. Similarly
Leu at al.’s scheme and our scheme is required same computational resources at login and
authentication phase but Leu at al.’s scheme is having correctness issues in almost every

phase.

In Password change phase, our scheme at user side is taking 6¢,, +6¢, Kumart et al.’s scheinc
is taking 7z, +4¢,, Zhang et al.’s schemc is taking 7r, +1¢,, Leu at al.’s scheme is taKing
10¢, +6¢, Lee et ab.’s scheme is taking 4f, +5¢, and Hsiang et al.’s scheme is also faking
4¢,, +5t,. Similarly on server side our proposed scheme is taking 0+2¢. , Kumari and Zhang

schemes are taking 0 because in their password change phase server is not involved Leu at

al.’s scheme is taking 2/, +21, and Hsiang et al.’s scheme is taking 3¢, +¢, , whereas Lee et

al.’s scheme is taking 0+1, .

4.2. Security Analysis:

In this analysis we have shown some security comparison of our proposed solution with Leu
et al.’s Scheme [27], Lee et al.’s [26) scheme, Hsiang et al.’s [28] scheme and Zhang et al.’s
[29] scheme.

4.2.1. Imformal Security Analysis:

Various security defects are enhanced through our proposed sclution which others were at
risk. Lee et al.’s scheme is exposed to user impersonation, server spoofing, and offline
password guessing attacks and also having some correctness problem in lLogin and
Authentication phase. Leu et al.’s scheme doesn’t offer proper mutual authentication and also
having correctness problem in Registration, Login and Authentication and in Password change
phases. Zhang et al.’s scheme is exposed to DoS attack, doesn’t offer user un-traceability also

vulnerable to user anonymity violation attack. Hsiang et al.’s scheme is exposed to user
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impersonation, server spoofing attacks, does not provide proper mutual authentication and

also having some correctness issues in log in and authentication phase. Kumarietal.”s scheme

is exposed to smart card loss attack and also does not provide forward secrecy.

Security
characteristics

Schemes
Proposed Zhan’g Kuma’rl Leu et al, Lee’et Hsiang et
et al.’s et al.’s al.’s
Scheme Scheme al.’s scheme
scheme | scheme Scheme
.ReS.IStS against Yes Yes Yes Yes Yes Yes
insider attack
Resists against smart Yes Yes No Yes Yes Yes
card loss attack
BeS]StS aga!nst user Yes Yes Yes Yes No No
impersonation attack
Resists against
server spoofing Yes Yes Yes Yes No No
attack
Resists against
offline password Yes Yes Yes Yes No Yes
guessing
Resists against Yes Yes Yes Yes Yes Yes
replay attack
Resists against Yes Yes | Yes Yes Yes Yes
stolen verifier attack
Resists against DoS Yes No Yes Yes Yes Yes
attack
Provides forward Yes Yes No Yes Yes Yes
secrecy
Prowdelsluser un- Yes No Yes Yes Ycs Yes
traceability
Provides proper
mutual Yes Yes Yes No Yes No
authentication
Provide anonymity Yes No Yes Yes Yes Yes
Con:ectngss of Yes Yes Yes No Yes Yes
Registration phase
Correctness of Login
and Authentication Yes Yes Yes No No No
phase
Correctness of
Password Change Yes Yes Yes No Yes Yes
Phase
Table 3: Informal Security Comparison
36
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4.2.2. Security proof using Automated tool ProVerif:

ProVerif is widely used for observing the safety of Cryptographic procedure. Cryptographic
safety support includes, symmetric key and public key encryption, one way hash functions,
elliptic curve etc. Proverit is able to prove observationai-equivalence. correspondence
assertions, and reachability properties, These abilities are matnly beneficial to computer
security areas like authentication, privacy, verifiability and traceability etc. Proverif is such a
strong tgol, if a protocol is found as insecare then it is insecure in real environment as well.
ProVerif has been established on OCaml (Objective Caml) and is based on pi calculus. Pi-
calculus is known as process calculus and is used for processes interconnection i.c. they can
transmit and obtain messages on channels. In Pi-Caiculus channels and messages are names
having atomic value x, y, x....

¢ Declaration in ProVeril:

Procedures are having limited set of types, free names, constructors and destructors etc. In
Proveril syntax of user define type is:

type t.

Free names are declared as:

freen:t.

where o represent the name and t represent the type of name n. Free names are by dcfault
recognized by the opponent and to keep the Free name secret. those Free names should be
declared as private.

free n - t [private].

free ¢ ; channel is a syntax for declaring a channel with name c.

e Defining channels:

We define two channels, secure channel for Registration and [nsecure channel Log in and
authentication.

{* —=mmmmnee =Channels-----s=av-——-- *)
free schuts:channe! [private]. (*Secure®).
free ichuts:channel. (*InSecurz*).

¢  Defining Constant:

We define bitsting private constants and bitsting public constants which we will use later in the
implementation. Where iPW represent password of the user and IDi represent id of the user.

SIDj represent id of the server, x and y are the private keys of server.
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(F——— e constants----=a-ceeummm- *)

const iPW:bitstring [private].

const x:bitstring [private].

const y;bitstring [private].

const 1Di: bitstring .

const SIDj; bitstring .

¢  Defining constructor:

To construct terms modelling basics for cryptographic-protocols Constructor/functions are
used. Constructor can be define as:

Jun f(1...2 ) :t Where f represent a constructor with n arity, ¢,...z, represents the argument
types and t is the return type.

We define following functions/constructors which accept bitstring and will retumn bitstring,
hash(bitstring) is the Hash functions, concat(bitstring,bitstring) is the concatenation function
which will concatenate two bitstrings, fun Exor(bitstring,bitstring) is the EXOR function and
Symenc(bitstring,bitstring) function is used for Symmetric encryption and the return value will
be keep private by user and server.

(M- e cONStructor----ve-——--e=— *)

fun hash (bitstring): bitstring.

fun concat (bitstring, bitstring): bitstring.

fun Exor (bitstring, bitstring): bitstring.

fun Symenc (bitstring, bitstring): bitstring [private].

» Deflning Destructors and Equations:

Destructor is the inverse function of constructor and is used to control terms made/configured
by constructor. Destructor can be defined as:

reduc forall x,, : ¢, ,x,, t,,: g(M, ..M )=M,;

I'Edllc for all Km',l ‘ rm,l ‘xm,rfr,,I :tm.n,, ' g(Mm.I ”"Mm,k)=Mm,0;
Where g represents destructor of arity k, M, ,...M, , are created by constructor using
vanables, x,,,...x,, of typet, ..., .

Destructors and equations are define for inverse functions, we used destructor for inverse of

Symenc functions and equation is used for inverse of Exor functions.
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“Symdec(Symenc(m.key).key)=m” destructor is used for message decryption which is the
inverse tunction of Symenc function. “Exor(Exor(a,b),b)=a.” is the inverse equation of of Exor
function.

(*emmmmmmenem—---destructors & equations—-----——-amn= *)

reduc forall m: bitstring key: bitstring; Symdec (Symenc(m,key). key)=m.

equation forall a: bitstring, b: bitstring; Exor(Exor(a,b), b)=a.

e  Defining Events:

Events are used to verify that the process js started and end by the same user or same server or
not.

Event beginiUser(bitstring) is the user start event and event endiUser(bitstring) is the user end
event. Similarly event beginReServer(bitstring) is the server start event and event
endReServer(bitstring) is the server end event, Whenever user starts process user start event
must be trigger first and whenever user process ends, the user end event will be triggered which
will indicate that whether the process start and process end user is the same or not. Same is the
case for Server, whenever server start process, server start event will be triggered and server
end event will be triggered whenever the server end the process.

¢ events- *)

event beginiUser(bitstring).

event endiUser(bitstring).

event beginReServer(bitstring).

event endReServer(bitstring).

s  Defining query:

Here we first define session key sk and then launch attack “query attacker(sk)” on that key .
The user query “query id: bitstring; inj-event{endiUser (id)) ==> inj-event(beginillser(id})"
states that this query is true if and only if , for all the execution of the protocol if the event
“endiUser(id)” is executed then the event “beginiUser(id)” has also been executed. Similar is
the case for server side event “guery id: bitstring; inj-event (endReServer(id)) ==> inj-

event(beginReServer(id))”.

* query *)

free sk: bitstring [private].

query attacker (sk).

guery id: bitstring; inj-event(endiUser(id)) ==> inj-event(beginiUser(id)) .

query id: bitstring; inj-event(endReServer(id)) => inj-event(beginReServer(id}) .
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»  User’s side and Server’s Registration Process:

In the registration process we first define a User “let pUseri=" then we define id for the user
“new IDi:bitstring”, then we define a random number b “new b:bitstring”. The user then
Calculate Ci “let Ci=hash(Exor(b,iPW)) in” and then send the (IDi,Ci) to the server on a secure
channel “out(schuts,{IDi,Ci))”, here “out™ keyword is used for scnding and “*in”* keyword is

user for receiving. The user received xZi,xVi,xBi,xHi,xhy from server on secure channel.

* User’s Registration Process *)

let pUseri=

new [Di:bitstring;

new b:bitstring;

let Ci=hash(Exor(b,iPW))} in

out(schuts, (IDi,Ci));
in(schuts,(xZi:bitstring,xVi:bitstring,xBi:bitstring,xHi:bitstring,xhy:bitstring));

Stmilarly we define server “let pServeri=" then we define random number Ri “new
Ri:bitstring”, The server received (IDi,Ci) from the user
“in(schuts,(xIDi:bitstring,xCi:bitstring))” and then calculate Ti, Zi, Vi, Bi and Hi. Then the

server transmit (Zi,Vi,Bi.Hi,hash(y)} on private channel “out(schuts {Zi,Vi,Bi,Hihash(y}))".

* Server’s Registration processes *)

let pServeri=

new Ri:bitstring;

in(schuts,(xIDi:bitstring,xCi:bitstring));

let Ti=hash(concat(Ri,x)) in

let Zi=Exor(Ri,Exor(IDi,xCi)) in

let Vi=Exor(Ti,hash(concat(IDi.xCi)})) in

let Bi=Exor(xCi,Exor(IDi,hash(concat(Ri,hash(concat(x.y)})))) in

let Hi=hash(Ti}) in

out(schuts,(Z3,Vi,Bi,Hihash(y))) ;

*  User’s and Server’s Login and Authentication Process:

Here we first triggered the start event of the user “beginiUser(ID1)”. Then we calculate Ri, Ti,
inverse of Hi' (inverse of Hi) then we select a random number Ni and then compare Hi' and Hi
“if(Hi'=xHi)" if both are equal then calculate Oi, Ai, Ai, CIDi, Pij, Qi and then send
(CID1,Pij,Qi,Ni) on insecure channel to the server “out(ichuts,(CIDi,Pij,Qi,Ni))".

40
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Then user then received (Mij,XNj)on insecure channel
“in(ichuts,(XMij:bitstring, XNj:bitstring))”. On receiving (Mij, Nj ) the user then calculate Mij'
and then compare Mij' and XMij, if both are equal then calculate Mij" and send Mij" to the

server on insecure channel. The user’s end event is then triggered “event endiUser(IDi)”.

* User’s side Login and Authenfication Process
-+

event beginiUser(IDi);

let Ri= Exor(Zi,Exor(IDi,Ci)) in

let Ti= Exor(xVi,hash(concat(IDi,Ci))) in

let Hi'=hash(Ti) in

new Ni:bitstring;

if(Hi'=xHi)

let Oi=Exor{Ci,Exor(IDi,xBi}) in

let Ai=hash(concat(Ti,concat(xhy,Ni})) in

let CIDi=Exor(hash(Exor(b,Exor(iPW Ri))},hash(concat(Ti,concat{Ai,Ni}))) in

let Pij=Exor(Ti,hash(concat(xhy,concat(Ni,SIDj)})) in

let Qi=hash{concat(Oi,concat({Ai)))

out(ichuts,(CIDi,Pi},Qi,Ni));

in(ichuts,(XMij:bitstring, XNj:bitstring));

let Mij' = hash(concat(Oi,concat(Ni,concat(Ai,SIDj)))) in

if(Mij' = XMij) then

let Mij" = hash(concat{Oi,concat(XNj,concat(Ai,SIDj})}) in

out(ichuts,(Mij"));

event endiUser(IDi).

Similarly on server side first Server start event is triggered “event beginReServer(xIDi)”. The
server on receiving (CIDi,Pi),Qi,Ni) from the user, calculate Ti' (invser of T1), Ai, xy, Oi, Qi'
and then compare Qi and Qi' *if(Qi' = XQi) then”. It both are equal then select a random number
Nj then calculate Mij and send ,(Mij,Nj) to the user on insecure channel. (a,Ts2,Zi}) to the user
on private channel.

On receiving Mij" from the user on insecure channel the server calculate Mij"™ and then
compare Mij" and Mij" “if(XMij"=Mij") then”. If botb are equal then calculate a session key
Sk and the authentication is completed. The server then triggered end event “event

endReServer(xIDi).
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* Server’s Login and Authentication Pracess )
event beginReServer(x1Di);
in(ichuts,(XCIDi:bitstring, X Pij: bitstring, X Qi:bitstring, XNi:bitstring));
let Ti=Exor(XPi},hash(concat(hash(y),concat(XNi,SI1Dj)))} in

let Ai = hash(concat(Ti.concat(hash(y),XNi))} in

let xy = Exor(XCIDi,hash{concat(Ti.concat{ Ai, XNi)))) in

let O1i = hash(concat(xy,hash(concat(x,y)))) in

let Qi' = hash(concat(Oi,concat(Ai,XN1))) in

if(Qi' = XQi) then

new Nj:bitstring;

let Mi} = hash(concat(Oi,concat( XNi,concat({ Ai,SIDj)})) in
out(ichuts,(Mij,Nj);

in(ichuts, (XMij":bitstring));

let Mij™ = hash(concat(Oi,concat(Nj,concat{ Ai.SID}j)))) in

ifi XMij"=Mij") then

let Sk = hash(concat(Oi,concat(XNi,concat{Nj,concat(A1,SIDj)}))) in
event endReServer(xIDi).

The Secrecy of the user and server is demonstrated as follow

process ((!pUseri) | (pServeri))

4.2.2.1. Security Results:
* Result 1:

-- Query inj-event(endReServer(id)) => inj-event(beginReServer(id))

Completing...

200 rules inserted. The rule base contains 197 rules. 24 rules in the queue.

400 rules inserted. The rule base contains 365 rules. 11 rules in the queue.
Starting query inj-event{endReServer(id)) ==> inj-event(beginReServer(id))
RESULT inj-event(endReServer(id)) ==> inj-event(beginReServer(id)) is true.

This result states that the server event is started and ended successfully. Therefore, server

reachability is satisfied.
¢ Result 2:

-- Query inj-event(endiUser(id_8404)) ==> inj-event(beginiUser(id_8404))

47
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Completing...

200 rules inserted. The rule base contains 198 rules. 26 rules in the queue.

400 rules inserted. The rule base contains 365 rules. 11 rules in the queue.

Starting query inj-event(endiUser(id_8404)) => inj-event(beginiUser(id_8404))
RESULT inj-event{endiUser(id_8404)) =—> inj-event(beginiUser(id_8404)) is true.

This result states that the user event is started and ended successfuily. Therefore, user

reachability is satisfied.
Result 3:
-- Query not attacker(sk[])
Completing...
200 rules inserted. The rule base contains 197 rules. 23 rules in the queue.
400 rules inserted. The rule base contains 357 rules. 5 rules in the queue,
Starting query not attacker(sk[])
RESULT not attacker(sk[]) is true.

This result satisfied the security of session key, it states that the session key is not vulnerable
to any adversary and is only known to the user and server.
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