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Abstract

Abstract

This research deals with the concept of group signature that allows a group member to
sign messages anonymously on the behalf of entire group. We propose a dynamic group
blind signature scheme which is an extension of Lysyanskaya and Ramzan’s Group Blind
signature scheme. In our scheme we introduce some properties of Dynamic group
signature presented by Bellare et.al. We construct a new blind signature scheme that has
two separate authorities, an issuer, for issuing the membership certificate to group
members and an Opener, who can open the identity of a signature's originator in the case
of a dispute. This scheme is based on the concept of PKI environment and Three Key

Requirement i.e. Traceability, Anonymity and Non Frameability.
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Chapter 1 Introduction

1. Introduction

Data communication over network is connection of a computer system to another
computer system so that only the intended recipient receives and reads the message and
the message received is identical to the message sent. The message would not be identical
if it was altered in anyway, whether transmitted over faulty channels or intercepted by an
eavesdropper. Transmission security translates into secure networks. Although many
people regard networks as computers connected by wires, this definition of a network,
while technically correct, misses the point. Rather, networks are transmitted data, the data

flowing over wires.

All transmissions can be intercepted. And the cautious user looks at all transmissions as if
they will be intercepted. You can minimize the risks of transmission interception, but you
can never, under any circumstances, completely rule it out. After all, it is people who
design and put wires in their place, and people can get to them. Accessing wires is
somewhat comparable, although much more difficult, to accessing a transmission sent
over airwaves, as on a CB radio. For example, as a ham, you may have a message
intended only for other hams. Although hams are the main communicators on these
frequencies, anyone with the right radio equiﬁment can tune in and listen, so it's likely
your message will be received and heard by other listeners who pick up the frequency,

whether you want them to hear it or not.

1.1 Cryptography

As the field of cryptography has advanced, the dividing lines for what is and what is not
cryptography have become blurred. Cryptography today might be summed up as the
study of techniques and applications that depend on the existence of difficult problems.
Cryptanalysis is the study of how to compromise (defeat) cryptographic mechanisms, and
cryptology (from the Greek kryptds logos, meaning *‘hidden word") is the discipline of
cryptography and cryptanalysis combined. To most people, cryptography is concerned

with keeping communications private. Indeed, the protection of sensitive
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Chapter 1 Introduction

communications has been the emphasis of crypfography throughout much of its history.

1.1.1 Encryption

Encryption is the transformation of data into a form that is as close to impossible as
possible to read without the appropriate knowledge. Its purpose is to ensure privacy by
keeping information hidden from anyone for whom it is not intended, even those who
have access to the encrypted data. Decryption is the reverse of encryption; it is the

transformation of encrypted data back into an intelligible form.

Encryption and decryption generally require the use of some secret information, referred
to as a key. For some encryption mechanisms, the same key is used for both encryption
and decryption; for other mechanisms, the keys used for encryption and decryption are

different.
Private Key Encryption

Simple form of encryption is commonly known as private key or symmetric encryption.
It's called private key encryption because each party must know before the message is
sent how to interpret the message. For example, spies in the movies always have a
sequence of statements that they exchange to be sure of each other's identity, like "the
sun is shining" must be followed by "the ice is still slippery.” This is an example of

encrypting so that only the person for whom a message is intended will understand it.

Other systems have been developed so that information can be encrypted in a general
way. Again, using history as an example, one encryption method is commonly referred
to as Caesar's code. According to history, Caesar would send messages that were
encoded by replacing each letter in the message with the letter three places higher in the
alphabet (A was replaced by D, B by E, and so on). The recipient just had to change the
letters back to find out what the message said. An enemy who intercepted the message
and did not know the method of encoding it would be unable to decipher it. Clearly
though, this encoding method is not terribly difficult to break. This is called private key

Dynamic Group Blind Digital Signature Scheme 2



Chapter 1 Introduction

encryption because the method of encryption must be kept quiet. Anyone who knows
the method could decode the message. It also is called symmetric because the same key
is used to both encrypt and decrypt the message. Other private key methods have been

devised to be more difficult to break.
Public Key Encryption

To overcome the drawbacks of private key systems,mathematicians have invented
public key systems. Unknown until about 30 years ago, public key systems were
developed from some very subtle insights about the mathematics of large numbers and
how they relate to the power of computers. Public key means that anyone can publish
his or her method of encryption, publish a key for his or her messages, and only the
recipient can read the messages. This works because of what is known in math as a
trapdoor problem. A trapdoor is a mathematical formula that is easy to work forward
but very hard to work backward. In general it is easy to multiply two very large
numbers together, but it is very difficult to take a very large number and find its two
prime factors. Public key algorithms depend on a person publishing a large public key
and others being unable to factor this public key into its component parts. Because the
creator of the key knows the factors of his or her large number, he or she can use those
factors to decode messages created by others using his or her public key. Those who
only know the public key will be unable to discover the private key, because of the

difficulty of factoring the large number.

The RSA Public Key Cryptography

The RSA Public Key Cryptography was invented by Ronald Rivest, Adi Shamir, and
Leonard Adelman in 1978. The trick here is that encrypted messages can be passed from
the sender to the receiver, and they can be decrypted by the receiver, without having to
pass a secret decryption key between them.

Instead a public/private key pair is used. The public key, which can be safely published
for all to know, is used to encrypt the message. The private key, which is held by the

owner, and which is never shown to anybody, is used to decrypt the message.
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1.2 Authentication

Today's cryptography is more than encryption and decryption. Authentication is as
fundamentally a part of our lives as privacy. We use authentication throughout our
everyday lives - when we sign our name to some document for instance - and, as we
move to a world where our decisions and agreements are communicated electronically,

we need to have electronic techniques for providing authentication.

Cryptography provides mechanisms for such procedures. A digital signature binds a
document to the possessor of a particular key, while a digital timestamp binds a
document to its creation at a particular time. These cryptographic mechanisms can be
used to control access to a shared disk drive, a high security installation, or a pay-per-

view TV channel.

The field of cryptography encompasses other uses as well. With just a few basic
cryptographic tools, it is possible to build elaborate schemes and protocols that allow us
to pay using electronic money to prove we know certain information without revealing
the information itself, and to share a secret quantity in such a way that a subset of the

shares can reconstruct the secret.

1.3 Digital signatures

A cryptographic primitive which is fundamental in authentication, authorization, and
non repudiation is the digital signature. The purpose of a digital signature is to
provide a means for an entity to bind its identity to a piece of information. The
process of signing entails transforming the message and some secret information held

by the entity into a tag called a signature. [1]

The starting point for this approach is the digital signature, first proposed in 1976 by
Whitfield Diffie, then at Stanford University. A digital signature transforms the
message that is signed so that anyone who reads it can be sure of who sent

it[18]These signatures employ a secret key used to sign messages and a public one
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used to verify them. Only a message signed with the private key can be verified by
means of the public one. Thus, if Alice wants to send a signed message to Bob (these
two are the cryptographic community's favorite hypothetical characters), she
transforms it using her private key, and he applies her public key to make sure that it
was she who sent it. The best methods known for producing forged signatures would
require many years, even using computers billions of times faster than those now

available.

To see how digital signatures can provide all manner of unforgeable credentials and
other services, consider how it might be used to provide an electronic replacement for
cash. The First Digital Bank would offer electronic bank notes: messages signed using
a particular private key. All messages bearing one key might be worth a dollar, all
those bearing a different key five dollars, and so on for whatever denominations were
needed. These electronic bank notes could be authenticated using the corresponding
public key, which the bank has made a matter of record. First Digital would also make

public a key to authenticate electronic documents sent from the bank to its customers.

The differences between digital signatures and other electronic signatures are
significant, not only in terms of process and result, but also because those differences
make digital signatures more serviceable for legal purposes. However, some
electronic signatures, though perhaps legally recognizable as signatures, may not be

as secure as digital signatures, and may lead to uncertainty and disputes.

1.3.1 How Digital Signature Technology Works

Digital signature works on the principle of Public Key Infrastructure (PKI) —
cryptography based on a concept of key pairs. Public and private key pairs are nothing
but large prime numbers generated by a mathematical algorithm. Public key of an
individual is made known to receivers while the private key is kept confidential. Private

key helps to prove unequivocally that you are who you claim to be.

PKI serves four functions to secure electronic transactions — authentication,
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Chapter 1 Introduction

confidentiality, integrity and legal non-repudiation. Three different functions serve to

achieve authentication, confidentiality and integrity

Digital signatures are created and verified by means of cryptography, the branch of
applied mathematics that concerns itself with transforming messages into seemingly
unintelligible forms and back again. For digital signatures, two different keys are
generally used, one for creating a digital signature or transforming data into a
seemingly unintelligible form, and another key for verifying a digital signature or
returning the message to its original form. Computer equipment and software utilizing

two such keys is often termed an "asymmetric cryptosystem".

The keys of an asymmetric cryptosystem for digital signatures are termed the private
key, which is known only to the signer and used to create the digital signature, and the
public key, which is ordinarily more widely known and is used to verify the digital
signature. A recipient must have the corresponding public key in order to verify that a
digital signature is the signer's. If many people need to verify the signer's digital
signatures, the public key must be distributed to all of them, perhaps by publication in

an on-line repository or directory where they can easily obtain it

The processes of creating a digital signature and verifying it accomplish the essential

effects desired of a signature:

Signer authentication: If a public and private key pair is associated with an identified
signer as described below, a digital signature by the private key effectively identifies
the signer with the message. The digital signature cannot be forged by a person other
than the proper signer, unless the proper signer loses control of the private key, such
as by divulging it or losing a computer-readable card and its associated personal

identification number (PIN) or pass phrase.

Message authentication: The process of digitally signing also identifies the matter to be
signed, typically with far greater certainty and precision than paper signatures.

Verification also reveals any tampering with the message, since processing the hash

Dynamic Group Blind Digital Signature Scheme 6
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results (one made at signing and the other made at verifying) discloses whether the

message is the same as when signed.

Affirmative act: Creating a digital signature requires the signer to provide her private
key and invoke a software function to create a digital signature. This act can be the basis

of a ceremony and can be used in staging the completion of a transaction.

Efficiency: The processes of creating and verifying a digital signature provide a high
level of assurance that the digital signature is genuinely the signer's and are almost
entirely automated or capable of automation. They can be set up to run with great speed
and accuracy, with human interaction only for non-routine processing decisions.
Compared to paper methods such as checking bank signature cards, methods so
impracticable that they are rarely actually used, digital signatures yield a high degree of

assurance without adding greatly to the resources required for processing.

1.3.2 Digitally Signing Messages

Public key cryptography gives a reliable method for digital signing and signature
verification based on public/private key pairs. A person can sign a given digital message
(file, document, e-mail, and so forth) with his private key. From a technical point of view,

the digital signing of a message is performed in two steps:

Ligatas stqnatyns
S Mgt g il hingi
PO LAl i [RAREA ————
| s |m % » ;
DO, EHA, L)
i 1 Eaiisadit L Lngibal
Input {tvate SIONIhe
Messane R

Step 1: Calculate the Message Digest

In the first step of the process, a hash-value of the message (often called the message
digest) is calculated by applying some cryptographic hashing algorithm (for example,
MD2, MD4, MDS5, SHAI, or other). The calculated hash-value of a message is a

sequence of bits, usually with a fixed length, extracted in some manner from the message.
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All reliable algorithms for message digeét calculation apply such mathematical
transformations that when just a single bit from the input message is changed, a
completely different digest is obtained. Due to this behavior, these algorithms are very
steady in cryptanalytical attacks; in other words, it is almost impossible, from a given
hash-value of a given message, to find the message itself. This impossibility for retrieval
of the input message is pretty logical if we take into account that a hash-value of a
message could have a hundred times smaller size than the input message. Actually, the
computing resources needed to find a message by its digest are so huge that, practically,

it is unfeasible to do it.

It is also interesting to know that, theoretically, it is possible for two entirely different
messages to have the same hash-value calculated by some hashing algorithm, but the

probability for this to happen is so small that in practice it is ignored.

Step 2: Calculate the Digital Signature

In the second step of digitally signing a message, the information obtained in the first
step hash-value of the message (the message digest) is encrypted with the private key of
the person who signs the message and thus an encrypted hash-value, also called digital
signature, is obtained. For this purpose, some mathematical cryptographic encrypting
algorithm for calculating digital signatures from given message digest is used. The
most often used algorithms are RSA (based on the number theory), DSA (based on the
theory of the discrete logarithms), and ECDSA (based on the elliptic curves theory).
Often, the obtained digital signature is attached to the message in a special format to be

verified later if it is necessary.

1.3.3 Verifying Digital Signatures

Digital signature technology allows the recipient of given signed message to verify its
real origin and its integrity. The process of digital signature verification is purposed
to ascertain if a given message has been signed by the private key that corresponds to

a given public key. The digital signature verification cannot ascertain whether the
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given message has been signed by a given person. If we need to check whether some
person has signed a given message, we need to obtain his real public key in some
manner. This is possible either by getting the public key in a secure way (for example,
on a floppy disk or CD) or with the help of the Public Key Infrastructure by means of
a digital certificate. Without having a secure way to obtain the real public key of
given person, we don't have a possibility to check whether the given message is really

signed by this person.

From a technical point of view, the verification of a digital signature is performed in

three steps:

Heghing
algonttim
MDY, BHAY, ) -

Cuntetd
Signed hiarh valite
MARRAQE

Cagropralns

Decryption ok
{LISA, RSA, . )
— ey [T —

Ohtiggirg
Edggiled ? Pistlie 4
flgretire key hagh valin

Step 1: Calculate the Current Hash-Value

In the first step, a hash-value of the signed message is calculated. For this calculation,
the same hashing algorithm is used as was used during the signing process. The
obtained hash-value is called the current hash-value because it is calculated from the

current state of the message.

Step 2: Calculate the Original Hash-Value

In the second step of the digital signature verification process, the digital signature is
decrypted with the same encryption algorithm that was used during the signing process.
The decryption is done by the public key that corresponds to the private key used

during the signing of the message. As a result, we obtain the original hash-value that

Dynamic Group Blind Digital Signature Scheme 9



Chapter 1 Introduction

was calculated from the original message during the first step of the signing process

(the original message digests).

Step 3: Compare the Current and the Original Hash-Values

In the third step, we compare the current hash-value obtained in the first step with the
original hash-value obtained in the second step. If the two values are identical, the
verification if successful and proves that the message has been signed with the private
key that corresponds to the public key used in the verification process. If the two values
differ from one another, this means that the digital signature is invalid and the

verification is unsuccessful.

1.3.4 Reasons for Invalid Signatures

There are three possible reasons for getting an invalid digital signature:

If the digital signature is adulterated (it is not real) and is decrypted with the public key,
the obtained original value will not be the original hash-value of the original message but

some other value.

If the message was changed (adulterated) after its signing, the current hash-value
calculated from this adulterated message will differ from the original hash-value because
the two different messages correspond to different hash-values. If the public key does not
correspond to the private key used for signing, the original hash-value obtained by

decrypting the signature with an incorrect key will not be the correct one.

If the verification fails, in spite of the cause, this proves only one thing: The signature
that is being verified was not obtained by signing the message that is being verified with
the private key that corresponds to the public key used for the verification. Unsuccessful
verification does not always mean that an attempt for digital signature adulteration is
detected. Sometimes, verification could fail because an invalid public key is used. Such a
situation could be obtained when the message is not sent by the person who was expected

to send it or when the signature verification system has an incorrect public key for this
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person. It is even possible for one person to own several different valid public keys along
with valid certificates for each of them and the system attempted to verify a message
received from this person with some of these public keys but not with the correct one (the
key corresponding to the private key used for signing the message).In order for such
problems to be avoided, most often when a signed document is sent, the certificate of the
signer is also sent along with this document and the corresponding digital signature.
Thus, during the verification, the public key contained in the received certificate is used
for signature verification; if the verification is successful, it is considered that the
document is signed by the person who owns the certificate. Of course, it is always
necessary that, when certificates are used, we should believe the certificate only if its
validity is verified or the certificate is self-signed but is obtained from the sender in a

secure way (not from the Internet).[2]

1.3.5 Implementation of public-key digital signatures

Public-key digital signature schemes rely on public-key cryptography. In public-key
cryptography, each user has a pair of keys: one public and one private. The public key
is distributed freely, but the private key is kept secret by the user; another requirement
is that it should be computationally infeasible to derive the private key from the public
key.[3]

Generally, digital signature schemes include three algorithms:

o A key generation algorithm
o A signing algorithm

o A verification algorithm

For example, consider a situation in which Bob sends a message to Alice and she wants
to be certain it came from him. Bob sends his message to Alice, attaching a digital
signature. The digital signature was generated using Bob's private key, and takes the form
of a string of bits (normally represented as a string of characters (ie, digits and letters)).

On receipt, Alice can then check whether the message really came from Bob by running
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the verification algorithm on the message together with the signature, using Bob's public
key. If they match, then Alice can be confident the message really was from Bob, because
quality digital signature algorithms are so designed that it is very difficult to forge a
signature to match a given message (unless one has knowledge of the private key, which

Bob must keep secret.

1.3.6 Association of digital signatures and encryption

Creating and verifying a digital signature

Calculate Encrypt the hashcode with
hashcode private key of the sender

Creation of a digitally
signed document

(sender)

et gl
{receiver)

1191 1 ..1Q1Q1'

It ot BsAPCONNS oS 1500 MNEE) f Pl of U dorypied Signakuey, ST 1We JOCURmEnt wisk

chisnged #ier signing, or he Signalure was nol genmaied with B privade key of e atieged sender,
Digital signatures use encryption techniques but the algorithms are not typically suited
for direct encryption of bulk plaintexts; more efficient methods are available. Of course
a signed document may be sent encrypted over a public communication channel (eg, the

Internet) just as might be any other message.

More usually, Bob first applies a quality cryptographic hash function to the message, and
then digitally signs the resulting hash (see diagram). An insecure hash can compromise

the digital signature. For example, if it is possible to generate hash collisions, it might be
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feasible to forge digital signatures[3].

1.3.7 Application of Digital signature

E-cash

In real life several types of payment systems are used frequently. Cash payment is
probably the most frequently used money transfer system in the world. Coins and notes
can be exchanged easily between customers and it requires no intervention from a
financial institution. Because it is quite awkward to use cash when amounts get larger,
banks have created checks that represent money. From a customer point of view checks
are easier to carry, but cashing a check enquires intervention from a financial institution.
Since the 1950’s payment cards were introduced to tackle the considerable risk of using
checks.

First it is important to identify the different parties that are involved in a typical
electronic cash payment scenario. We can

distinguish three players here:

» the payer or customer, which wants to buy certain products or use particular services

» the payee or merchant, which delivers the products/services

» a bank that plays the role of a financial institution

Now, what do we mean exactly when we talk about the anonymity of a payment system?
Based on the literature we define payment system anonymity to consist of the following
properties:

* payer anonymity: guarantees that by using that particular payment system, the identity
of the payer cannot be revealed to any other party.

* payee anonymity: this property is the same as the previous property, except for the
party that is involved in it. In this case it is the identity of the payee that should not be
revealed.

* payment untraceability: this property ensures that nor the bank nor any other party can
find out whose money is spent in a particular payment. Moreover, one cannot determine

whether any two payment transactions originate from the same user or not. The latter
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makes it impossible to keep track of the buying habits of the payer.

In a practical system however it is often not advisable to have payee anonymity.
Customers don’t want to spend their money to an anonymous identity, since the risk of
being deceived is too high. Therefore from now on, when we talk about anonymity we

only have in mind payer anonymity and payment untraceability.[4]

1.3.8 Digital Signature Function and Blind Signatures

Authentication schemes are used to guarantee that communication is done with the right
persons or devices. In contrast, digital signatures allow to prove the authenticity of
messages (Diffie, Hellman 1976). An issuer can use a digital Signature to sign electronic

coins. Chaum suggested to —blind “ the signatures for making untraceable payments

Blind Digital Signatures:

Blind signature schemes are the central cryptographic component of digital-cash
schemes, used to enable a Withdrawer to obtain a Bank's signature on some token
without revealing this token to the bank, thereby creating a valid but anonymous e-
coin.The concept of a Blind Digital Signature was introduced by Chaum (1983,1989).to
enable spender anonymity in Electronic Cash systems. Such signatures require that a
signer be able to sign a document without knowing its contents. Moreover, should the
signer ever see the document/signature pair, he should not be able to determine when or
for whom he signed it (even though he can verify that the signature is indeed valid). This
intuitively corresponds to signing a document with your eyes closed. If you happen to see
the document and signature later on, you can indeed verify that the signature is yours, but
you will probably have great difficulty in recollecting when or for whom you signed the
original document. At first this concept seems a little strange ,why would you want to
sign something without seeing it? It turns out that, when applied properly, this notion has
some very nice applications in situations where anonymity is a big issue. Two such
applications are online voting and electronic cash. When you submit an online vote, you

might like for that vote to be anonymous so no one can tell whom you voted for.
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Similarly with electronic cash, you might not want someone else to know who you are
when you spend it. This is similar to normal paper cash,when you make a purchase, the
vendor more or less has no idea who you are, but he can probably tell whether the money
you gave him is legitimate. Specifically, in this electronic cash scenario, a document
corresponds to an electronic coin or note, and the signer represents a bank. The spender
retains anonymity in any transaction that involves electronic coins if they are blindly

signed. [1]

Group Digital Signatures

In a group digital signature scheme, members of a given group are allowed to digitally
sign a document on behalf of the entire group. In addition, the signatures can be
verified using a single group public key. Also, once a document is signed, no one, except
a designated group manager, can determine which particular group member actually
signed it. Companies can use group signatures to validate price lists, press releases, or
digital contracts; customers would only need to know a single company public key to
verify signatures. Companies are then capable of concealing their internal structure,
while still being able to determine which employee signed a given document. Group
Digital Signatures were first introduced and implemented by Chaum and van Heyst
[14].

1.4 PKI

A public-key infrastructure (PKI) consists of protocols, services, and standards
supporting applications of public-key cryptography. PKI sometimes refers simply to a
trust hierarchy based on public-key certificates [1], and in other contexts embraces
encryption and digital signature services proVided to end-user applications as well.A
middle view is that a PKI includes services and protocols for managing public keys, often
through the use of Certification Authority (CA) and Registration Authority (RA)
components, but not necessarily for performing cryptographic operations with the keys.

Among the services likely to be found in a PKI are the following:
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Key registration: issuing a new certificate for a public key.
Certificate revocation: canceling a previously issued certificate.
Key selection: obtaining a party's public key.

Trust evaluation: determining whether a certificate is valid and what operations it

authorizes.
Key recovery has also been suggested as a possible aspect of a PKI.

1.5 Public Key Certificates

To verify a digital signature, the verifier must obtain a public key and have assurance that
that public key corresponds to the signer's private key. However, a public and private key
pair has no intrinsic association with any person; it is simply a pair of numbers. The
association between a particular person and key pair must be made by people using the

fact-finding capabilities of their senses.

In a transaction involving two parties, for example, the parties could bilaterally identify
each other with the key pair each party will use, but making such an identification is no
small task, especially when the parties are geographically distant from each other,
communicate over an open, insecure information network, are not natural persons but
rather corporations or similar artificial entities, and act through agents whose authority
must be ascertained. Since reliably identifying a remote party involves considerable
effort, establishing a remote party's digital signature capability specifically for each of
many transactions is inefficient. Instead, a prospective digital signer will often wish to
identify itself with a key pair and reuse that identification in multiple transactions over a
period of time. To that end, a prospective signer could issue a statement such as:
"Signatures verifiable by the following public key are mine". However, others doing
business with the signer may well be unwilling to take the signer's own purported word

for its identification with the key pair. Especially for electronic transactions made over
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worldwide information networks rather than face to face, a party would run a great risk of
dealing with a phantom or an impostor, or of facing a disavowal of a digital signature by
claiming it to be the work of an impostor, particularly if a transaction proves
disadvantageous for the purported signer. To assure that each party is indeed identified
with a particular key pair, one or more third parties trusted by both of the others must
associate an identified person on one end of the transaction with the key pair creating the
digital signature received at the other end, and vice versa. That trusted third party is
termed a "certification authority" in the ABA Guidelines, the Utah Act, and most

technical standards.

To associate a key pair with a prospective signer, a certification authority issues a
certificate, an electronic record that sets forth a public key and represents that the
prospective signer identified in the certificate holds the corresponding private key. That
prospective signer is termed the "subscriber”. Thus, a certificate's principal function is to
identify a key pair with a subscriber, so that a person verifying a digital signature by the
public key listed in the certificate can have assurance that the corresponding private key

is held by the subscriber also listed in the certificate.

To make a public key and its identification with a specific subscriber readily available for
use in verification, the certificate may be published in a repository. Repositories are on-
line databases of certificates available for retrieval and use in verifying digital signatures.
Often, retrieval is accomplished automatically by having the verification program inquire

of the repository to obtain certificates as needed.

Once issued, a certificate may prove to be unreliable, such as in situations where the
subscriber misrepresents his identity to the certification authority. In other situations, a
certificate may be reliable enough when issued but come to be unreliable sometime
thereafter. For example, if the subscriber loses control of the private key, the certificate

becomes unreliable, since digital signatures created by the lost private key would appear
to be the subscriber's according to the certificate.
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2. Literature Survey

Digital Signature Schemes enable people to electronically “sign" their documents in a
secure and efficient manner. In other words, it is difficult to forge the signatures, yet
verifying the validity of the digital signature is easy. The first construction of digital
signature based on a number-theoretic assumption was given by Rivest, Shamir and
Adleman [5]. The formal definitions of security for digital signatures were first
outlined by Goldwasser, Micali, and Rivest [6]. They discussed the notion of an
existential adaptive chosen-message attack which is the strongest form of possible

attack one could imagine on a digital signature

An interesting variant on the basic digital signature is the blind digital signature. The
concept of a Blind Digital Signature was introduced by Chaum [12] to enable spender
anonymity in Electronic Cash systems. Such .signatures require that a signer be able to
sign a document without knowing its contents. Moreover, should the signer ever see the
document/signature pair, he should not be able to determine when or for whom he
signed it (even though he can verify that the signature is indeed valid). Intuitively,
this corresponds to signing a document with your eyes closed. In the electronic cash
scenario, a document corresponds to an electronic coin, and the signer represents a
bank. The spender retains anonymity in any transaction that involves electronic coins
since they are blindly signed. We give more formal protocols later in this chapter. A

natural concern with cryptographic schemes is showing that they are secure.

The Group Digital Signature extends the traditional Digital Signature concept to a
multi-party setting. In a group digital signature scheme, members of a given group are
allowed to sign on behalf of the entire group. In addition, the signatures can be
verified using a single group public key. Also, once a document is signed, no one,
except for a designated group manager, should be able to determine which particular
group member actually signed it. Group signatures should also be designed so that no

group member can forge another member's signature on a given document.
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For example, suppose you are the CEO of a company and you want some of your
individual employees to validate price lists, press releases, or digital contracts on be-
half of the entire company. In this case, you can set up a group signature scheme, and
act as the group manager. Then your employees can sign or validate various docu-
ments on behalf of the entire company. By using this approach, you will conceal your
company's internal structure, and your customers would only have to know a single
company public key to verify the signatures-on your documents. Moreover, only you
can determine which employee signed which document. Additionally, the signatures
would satisfy various security requirenients of interest. Among other things, the sig-
natures would be unforgeable, and it would be next to impossible for one of your
employees to \fake" the signature of another one of your employees. In fact, it would
also be impossible for the group manager to fake the signatures of the individual group
members. This is just one simple application of group digital signatures. The group
blind digital signature scheme given in this thesis sheds light on new applications of

group digital signatures to electronic commerce protocols.

2.1 Foundations of Group Signatures: The Case of Dynamic Groups by
Mihir Bellare, Haixia Shiy and Chong Zhangz [8]

In this paper Bellare. et. al.[8] presents a novel idea of introducing a new case in group
signature schemes where Groups are dynamic in nature. However the bulk of existing
practical schemes and applications are for dynamic groups, and these involve important
new elements and security issues. This paper treats this case, providing foundations for
dynamic group signatures, in the form of a model, strong formal definitions of security,
and a construction proven secure under general assumptions. This is an important and
useful step because it helps bridge the gap between and the previous practical work, and
delivers a basis on which existing practical schemes may in future be evaluated or proven
secure. They provide an extension of the existihg treatment of static group to the dynamic
case. This extension does no seem to be immediate. Dynamic groups are more complex,

bringing in new elements, security requirement and issues.
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A dedicated and detailed treatment is required to resolve the numerous existing issues
and ambiguities. There are some important features of the model and definitions

discussed in the paper Bellare. et. al.[8] which are described below.

Two authorities. Bellare. et. al.[8] separate the authority into two, an opener (who
can open signatures) and an issuer (who interacts with a user to issue the latter a
signing key). Each has its own secret key. This provides more security (compared to
having a single authority) in the face of the possibility that authorities can be

dishonest.

Trust levels. They consider different levels of trust in each authority, namely that it
may be uncorrupt (trusted), partially corrupt (its secret key is available to the
adversary but it does not deviate from its prescribed program) or fully corrupt (the
adversary controls it entirely, so that it may not follow its program). In order to
protect group members against dishonest authorities to the maximum extent possible,
they formulate security requirements to require the lowest possible level of trust in

each authority.

Three key requirements. Bellare. et.al.[8] formulate three key requirements, namely

anonymity, traceability and non-frameability.

PKI. They assume that each group member or potential group member has a personal
public key, established and certified, for example by a PKI, independently of any
group authority, so that it has a means to sign information, using a matching personal
private key that it retains. This is necessary in order for group members to protect

themselves from being framed by a partially or fully corrupt issuer.

Publicly verifiable proofs of opening. In order to be protected against a fully corrupt
opener, the opener is required to accompany any claim that a particular identity
produced a particular signature with a publicly verifiable proof to this effect.

Concurrent join protocols. In an Internet-based system, Bellare. et. al.[8] would
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expect that many entities may concurrently engage in the join protocol with the issuer.
Bellare. et. al.[8] model captures this by allowing the adversary to schedule all

message delivery in any number of concurrent join sessions.

2.1.1 Disadvantages:

This model captures the functionality of current efficient proposals for group
signature schemes, in particular that of [1]. Although They do not know whether their
scheme can be proven secure in their model, providing the model at least, enables one
to address this question rigorously in the future. As is not uncommon with

foundational schemes, their scheme is polynomial-time but not efficient.

2.2 Group Blind Digital Signatures: A Scalable Solution to Electronic
Cash. By Anna Lysyanskaya and Zulfigar Ramzan [9]

In this paper Lysyanskaya and Ramzan[9] construct a practical group blind signature
scheme. Their scheme combines the already existing notion of blind signature schemes
and group signature schemes. It is an extension of Camensich and Stadler's Group
Signature Schemes [9] that add the blindness property. Lysyanskaya and Ramzan[9]
show how to use blind group signature schemes to construct a electronic cash system in
which multiple banks can securely distribute anonymous and untraceable e-cash.
Moreover the identity of e-cash issuing bank is concealed which is conceptually novel.
The space, time and computational complexities of the relevant parameters and
operations are independent of the group size.

Lysyanskaya and Ramzan {9] show how to use group blind digital signature scheme in
which multiple banks can securely distribute aﬁonymous and untraceable e-cash.

Their scheme holds the following properties

e Blindness: The signer is unable to view the message he signs

e Unforgebility: Only group member can issue the valid signature

e Undeniable signer identity: The group manager always establishes the identity
of the member who issued the valid signature.
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Signer anonymity: Only the group manager can determine which member issued
the signature

Unlinkibility: Two message-signature pair where the signature issued by the
same member can not be linked.

Security against framing attacks: Neither the group manager nor the group

member can sign on the behalf of the other member.

2.2.1 Disadvantages:

O

Their scheme is not fully dynamic in nature, In their scheme the member once
join the group remain there throughout the life of group.i.e No revocation
Scheme is Online (each coin must checked by bank before vendor gives
merchandise to user)
Can be made offline if they compromise degree of user anonymity
Computing a Signature requires:
* 3 round protocols between user and bank with roughly 7-8
Kilobytes of data transferred during each round. (to achieve
blinding)
Approximately 1000 modular exponentiations
They don’t address important issues:
= Maintaining universal list of coins, how central bank audits
constituent banks, etc.

» How keys are traversed over the insecure channels.

They have the single authority for issuing membership certificate to group
members as well as to open the signature in case opening/

A trusted third party entity chooses not only the group public key and an opening
key for the opening authority, but for each group member, chooses a signing key
and hands it to the member in question..

They also require an uncomfortably high degree of trust in the party performing
setup, since the latter knows the signing keys of all members and can thus frame

any group member.
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2.3 Foundations of Group Signatures: Formal Definitions, Simplified
Requirements, and a Construction Based on General Assumptions by
Mihir Bellare, Daniele Micciancio, Bogdan Warinschif19]

In this paper Bellare et. al. introduces strong, formal definitions for the core requirements
of anonymity and traceability. They assume that trapdoor permutations exist to meet
these formal definitions. The example of foundational work for group signature scheme
primitives is public-key encryption.

2.3.1 Definition for Security Requirement

Bellare .et.al considers novel attack capabilities and success measures, and then formulate
strong versions of the core requirements that we call full-anonymity and full-traceability.
Full-anonymity.

They define a strong adversary that may corrupt all the members of the group, including
the one issuing the signature and capture the possibility that the adversary can see the
outcome of opening attempts conducted by the group manager on arbitrary signatures of
its choice.

Full-traceability

It asks that a group of colluding group members who pool their secret keys cannot create
a valid signature that the opening algorithm would not catch as belonging to some
member of the colluding group.

They show however that all existing requirements are implied by full-anonymity plus
full- traceability that having to check only two security properties makes it easier to give
formal proofs of security when new group signature schemes are invented.

2.3.2 Their Scheme:

In this scheme, they stress that the result of their scheme is not in the random oracle
model and this construction is non-trivial" in the sense that the sizes of all keys depend
only logarithmically (rather than polynomially) on the number of group members.

The construction uses as building blocks an IND-CCA secure asymmetric encryption
scheme,simulation-sound adaptive non-interactive zero-knowledge (NIZK) proofs for NP

and a digital signature scheme secure against chosen-message attack.
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The formulations of anonymity and traceability are strong enough to capture all existing
informal security requirements necessary for group signature scheme.

2.3.3 Construction of Their Scheme:

Their construction uses a digital signature scheme that satisfies the standard notion of
unforgeability under chosen message attack. It is known that digital signature schemes,
unforgeable under chosen message attack, exist assuming one-way functions exist , and

hence certainly assuming the existence of a family of trapdoor permutations.

Encryption schemes:

Their group signature construction utilizes an encryption scheme that satisfies the
standard notion of indistinguishability under chosen-cipher text attack.

2.3.4 Security Results

Fix digital signature scheme DS = (Ks, Sig; Vf), public-key encryption scheme 4E =
(Ke; Enc; Dec),NP-relation p over domain Dom, and its non-interactive proof system
(P,V') as above, and let GS = (GKg,; GSig; GV{; Open) denote the signature scheme
associated to them as per our construction.

Lemmal If AE is an IND-CCA secure encryption scheme and (P; V') is a simulation
sound, computational zero-knowledge proof system for _over Dom then group signature
scheme GS is fully-anonymous.

Lemma 2 If digital signature scheme DS is secure against forgery under chosen-message
attack and (P; V ) is a sound non-interactive proof system for _ over Dom then group
signature scheme GS is fully-traceable.

2.3.5 Disadvantages of scheme: ,

The definitions and results of this paper are for the setting in which the group is static,
meaning the number and identities of members is decided at the time the group is set up

and new members cannot be added later.
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2.3.6 Future work

Their work provides a basis from which to treat the case of dynamic groups, but the latter
do give rise to new issues.. Providing formal definitions of security and provably-secure
constructions for dynamic group signatures is the subject of on-going work.

Dynamic Groups and Other Extensions:

In such scheme, the group is dynamic. i.e., members can join and leave the group over
time.

Their construction can be easily adapted to satisfy either definition of security for fully dynamic
groups, e.g., by rekeying the entire group at the end of each time period. Due to the high (but
unavoidable) cost of rekeying operations, fully dynamic group signatures should be used only if
required by the application, and in all other situations the simpler incremental groups are clearly

preferable.

2.4 Group Signature Scheme Based on an RSA-Variant by Jan
Camensich and Markus Michels [14]

In this paper Camensich and Michels[14] propose a new group signature scheme that is
well suited for large groups, i.e., the length of the group’s public key and of signatures do
not depend on the size of the group. Their scheme is based on a variation of the RSA
problem called strong RSA assumption. Signatures can be verified with respect to a
single public key of the group and do not reveal the identity of the signer. The
membership manager is responsible for the system setup and for adding group members

while the revocation manager has the ability to revoke the anonymity of signatures.

2.4.1 Previous work:

Various group signature schemes have been proposed so far. However, in the some
schemes the length of signatures and/or the size of the group’s public key depend on
the size of the group and thus these schemes are not suitable for large groups. Only
few schemes are the length of signatures and the size of the group’s public key
independent of the number of group members, while there is also a scheme that

satisfies the length requirement as well, but these are inefficient.
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2.4.2 An Approach for a Realization:

In this model ,a group signature scheme normally consists of the following algorithms
like setup ,sign verify. tracing ,Vertracing.All algorithms are same like used in

previous group signature scheme except Tracing and Vertracing

Tracing: A tracing algorithm that on input a signature , a message m, the revocation
manager’s secret key xR, and the group’s public key Y returns the identity /D of the
group member who issued the signature together with an argument arg of this fact.
Vertracing: A tracing-verification algorithm that on input a signature, a message m, the
group’s public key Y, the identity ID of a group member, and an argument arg outputs 1
if and only if arg was generated by tracing with respect to m, Y, xR.

The efficiency of a group signature scheme can be measured by the size of the public key
Y, the length of signatures, and by the efficiency of the algorithms sign, verify, setup,

tracing, and vertracing,

2.4.3 Working of Proposed scheme:

The basic idea of the scheme is the following.

The membership manager chooses a group G = {g¥and a group element z. Furthermore, he
chooses a second generator h such that log of g h is unknown. Computing discrete logs in
G to the bases g, h, or z must be infeasible. Finally, computing roots in G must be
feasible only to the membership manager, i.e., he should the only one who knows the
order of G. The revocation manager chooses his secret key x and publishes ¥ = 9" Each
group member chooses a prime e randomly in a determined range together with the
membership manager. Only the group member learns € and stores it as a secret key. A
membership certificate issued by the membership manager is an element u 2 G such that
u® = zholds. Here they slightly deviate from the approach of Camenisch and Stadler, i.e.,
the membership certificate and the membership key are the same number. As a
consequence, the issuing of certificates must be realized in a way that the membership

manager is not able to learn the group member’s secret key e.
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A signature of a message m by a group member consists of a triple (a,b,d) € G*
and an SPK of integers u and e such that _ the pair (a; b) is an encryption of u under the
revocation manager’s public key (which is part of the group public key)

o _ dcommits to e, |

o _ e lies in the necessary range, and

o _ u® =zholds.
The membership manager can reveal the identity of a signer by asking the revocation
manager to decrypt (a,b).The following paragraphs describe the new scheme in detail and

provide security and efficiency analyses.

2.4.4 Efficiency Analysis

With € = 9/8,8a = £ = 1200,{; = 860.£> = 600, and k = 160, signature generation
and verification need little less than 130000 modular multiplications modulo a 1200-bit
modulus in average, and the signature is about 1 Kbytes long. Compared to the most
efficient scheme given in [9], this scheme is about three times more efficient and
signatures are about three times shorter when choosing the same modulus for both
schemes. However, the registration protocol is less efficient in their scheme. Signatures

could made shorter without compromising the security of the scheme if the parameter w

in the signing procedure is chosen from a smaller domain, e.g., . {0. 1}*2instead of 10,1}

2.4.5 Conclusion
Splitting the membership and/or the revocation manager can be done.As the signature

generation algorithm was derived from an interactive protocol, a group identification

scheme (also called identity escrow ) is obtained by using this protocol for identification.

2.5 Efficient Group Signature Schemes: For large groups. By Jan
Camensich and Markus Stadler [15]

In this paper Camensich and Markus Stadler [15] propose the first group signature
scheme whose public key and signature have length independent of the number of group
members. and which can therefore be used for large number of groups. Previously

proposed realization schemes have an undesirable property that the length of the public
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key is linear in the size of group.This scheme has overcome the problems of the length of
public key and of the signature as are in previous schemes, as well as the computational
effort for signing and verifying, independent of the number of group members. Further
more the public key remains unchanged if new members are added to the group. The

scheme even conceals the size of group.

2.5.1 Construction of Scheme

Use of Signature of Knowledge of Discrete Logarithms

Jan Camensich and Markus Stadler [15] make use “proof” systems that allow one party to
convince other parties about its knowledge of certain values, such that no useful
information is leaked. They use construction based on the Schnorr signature scheme[16]
to prove knowledge. However to avoid confusions with the notion of proofs of
knowledge of and to point out these proof also serve as signatures,they call them
signature of knowledge. The first primitive they define is a signature of the knowledge of
the discrete logarithm of y to the base g.It is basically a schnorr scheme[16] on a message
m of the entity knowing the discrete logarithm of y.

A More Efficient Variant

An evident solution to design a more efficient group signature scheme is to modify it in a
way that allows to replace the SKLOGLOG signature,this is indeed possible if the
membership key is computed using y=xe(mod n) instead of y=hx(mod n).

System Setup

The group manager compute the following values:

an RSA modulus n and two public exponent e1,62>1 is relatively prime to ¥ two
integer f1,f2 >1 whose elth roots and e2th roots cant be computed without knowing the
factorization of n, a cyclic group G=(g) of order n in which computing discrete
logarithms is infeasible, an element h€ G whose discrete logarithm to the base g must not

be known, his public key #® = #* foe a randomly chosen value # € Z-
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Membership Keys and blind Issuing of Membership Certificates

To become a group member,Alice computes her membership key as follows

Y=z (mod n) forz e€r Z}
A certificate in this scheme is of the form

v=(fiy+ f2)"/** (mod n)
Signing Messages:
To sign a message on behalf of the group, Alice performs the following computation:

- Z:=h"gVforr €ErZ;

- d:=y}

- Vi := E-SKROOTREP [(,8) : % = h*gP"'] (m)

- Vs :== E-SKROOTREP [(v,8) : /g% = h7g**] (m)
- Vs = SKREP[(e,(): d=y% A %= h=g¢] (m)

Opening Signatures:

When the group manager wants to open a signature (¥ & V1, V2, ¥5) on the message m,he
s 5 /41 . . .
computes ? ‘= z/dMe which corresponds to the signer’s membership key z.To prove that z

is indeed encrypted in Z and d ,the group manager computes

SKREP[a: z=2d™ A h=y31("),

Which he can do because 1/ (m0d #) ¢orresponds to his administration key.

Future Work: An obvious extension would be to assign the different roles of the group
manager to different entities, i.e, to a membership manager who is responsible for adding
new members to the group and to a revocation manager, who is responsible for opening

signature. The functionality of these managers can also be shared among several entities.
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2.6 Problem Domain and Proposed Solution

2.6.1 Problem Domain:

The bulk of existing practical schemes and applications are for dynamic groups. These
groups involve important new elements e.g introducing new concept of separating group
authorities, different trust levels and new security issues etc.

We consider the Lysyanskaya and Ramzan [9] Group Signature Schemes that has the
blindness property. Their scheme does not addresses the issues of transferability and
divisibility, a trusted entity which acts as a passive trustee and chooses not only the
group public key and an opening key for the opening authority, but also, for each group
member, chooses a signing key and hands it to the member in question. There is no
division of group managers into two entities i.e. opener (which can open any signature)
and issuer (which issues the signature to members) as this involves more security and
trust on authorities.

They also require an uncomfortably high degree of trust in the party performing setup,
because it knows the signing keys of all members and can thus frame any group member.

As there is only one authority, there exists no trust level that tells the possibilities of
security compromises. Their join protocol is not designed to add more members

concurrently. They don’t provide the traceability property.
2.6.2 Proposed Solution:

We will consider the Lysyanskaya and Ramzan 97] scheme which is implemented for
multiple distributed banking and doesn’t fulfill the full requirements of dynamic group
signature scheme and make it dynamic in nature to add the advantages discovered in
Bellare. et. al.[8] .

To overcome the limitations of static group signature scheme, Bellare.et. al.[8] presented
a foundation for dynamic group signature scheme. In their setting neither the number nor
the identities of group members are fixed or known in the setup phase. An entity can join
the group, and obtain a private signing key at a time, by engaging in an appropriate join

protocol with the authority.
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Bellare. et.al[8]scheme added more security requirements including unlinkability,
unforgeability, collusion resistance, excludability and framing resistance.

Bellare. et. al.[8]separate the authority into two, an opener (who can open signatures)
and an issuer (who interacts with a user to issue the latter a signing key). Each has its
own secret key. This provides more security (compared to having a single authority) in
the face of the possibility that authorities can be dishonest).

Concurrent join protocols. In an Internet-based system, many entities may concurrently
engage in the join protocol with the issuer. Bellare. et. al.[8] model captures this by
allowing the adversary to schedule all message delivery in any number of concurrent join
sessions.

In Group Blind Signature Scheme of Lysyanskaya and Ramzan[9] function of group
manager is not split in between two managers i.e. an issue and an opener. This is the
desirable property that allows distribution of trust. The chosen scheme of Bellare. et.
al.[8] has different advantages. First the vendors only has to know a single group public
key to check the validity of any e-cash he receive. Second the spender’s identity is
completely anonymous to both the vendor and his bank since the signature is blind. Third
neither the vendor nor the vendor’s bank can determine the user bank. Fourth the bank
which receives the e-cash just needs to check it with group blind public key .So to make
it stronger we implement the new definitions provided by of Bellare. et. al.[8] in it.

For their definitions they give different algorithms and for security issues they made
different oracles. The correctness and security definitions will be formulated via
experiments in which an adversary's attack capabilities are modeled by providing it
access to certain oracles.

In this dynamic group signature scheme different entities will involved namely, a trusted
party for initial key generation, an authority called the issuer, an authority called the
opener, and a body of users, each with a unique identity. The scheme is specified as a
tuple

GS - (GKg; UKg; Join; Iss; GSig; GVf, Open; Judge) of polynomial-time algorithms

whose intended usage and functionality are as follows.-
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GKg - In a setup phase, the trusted party runs the group-key generation algorithm GKg
on input 1 to obtain a triple (gpk; ik; ok). The issuer key ik is provided to the issuer, and
the opening key ok is provided to the opener. The group public key gpk, whose

possession enables signature verification, is made public.

UKg- A user that wants to be a group member should begin by running the user-key
generation algorithm UKg on input 1k to obtain a personal public and private key pair
(upk[i]; usk[i]). It is assumed that the table upk is public. (Meaning, anyone can obtain an
authentic copy of the personal public key of any user. This might be implemented via a
PK1.)

Join; Iss- Once a user has its personal key pair, it can join the group by engaging in a
group-joining protocol with the issuer. The interactive algorithms Join; Iss implement,
respectively, the user's and issuer’s sides of this interaction. Each takes input an incoming
message (this is " if the party is initiating the interaction) and a current state, and returns
an outgoing message, an updated state, and a decision which is one of accept; reject; cont.
The communication is assumed to take place over secure (i.e. private and authenticated)
channels, and we assume the user sends the First message. If the issuer accepts, it makes
an entry for i, denoted reg[i], in its registration table reg, the contents of this entry being
the Final state output by Iss. If 1 accept, the Final state output by Join is its private

signing key, denoted gsk{i]. ‘

GSig- A group member i, in possession of its signing key gsk[i], can apply the group
signing algorithm GSig to gsk(i] and a message m ,to obtain a quantity called a signature

onm.

GV{- Anyone in possession of the group public key gpk can run the deterministic group
signature verification algorithm GVf on inputs gpk, a message m, and a candidate
signature & for m, to obtain a bit. We say that  is a valid signature of m with respect to

gpk if this bit is one.
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Open- The opener, who has read-access to the registration table reg being populated by
the issuer, can apply the deterministic opening algorithm Open to its opening key ok, the
registration table reg, a message m, and a valid signature & of m under gpk. The
algorithm returns a pair (i; @ ), where i>= 0 is an integer. In case i >= 1, the algorithm is
claiming that the group member with identity i produced @, and in case i = 0, it is
claiming that no group member produced . In the former case, @ is a proof of this claim

that can be verified via the Judge algorithm.

Judge- The deterministic judge algorithm Judge takes inputs the group public key gpk,
an integer j , 1, the public key upk{j] of the entity with identity j (this is " if this entity has
no public key), a message m, a valid signature & of m, and a proof-string @ . It aims to
check that & is a proof that j produced &. We note that the judge will base its verification

on the public key of j.
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3. Research Methodologies

3.1 Group Signature Scheme
Group signature schemes (thereafter denoted GSS) have been introduced by Chaum and

van Heyst [17], in order to provide revocable anonymity to the signer, who is allowed to
sign on behalf of a group. In such a scheme, an authority is able, in exceptional cases, to
open" any group signature and thus recover the actual signer. Properties of group
signature schemes make them very important cryptographic tools, with lots of

applications (voting, bidding, anonymous attestation).

3.2 The Group Blind Digital Signature Scheme

It’s a group signature schemes and added the blindness property to make it Group Blind
Signature scheme. The applications of group blind digital signatures are online
distributed banking, offline distributed banking and online voting.

3.2.1 Security Requirements for Group Blind Digital Signature

The security requirements of a Group Blind Digital signature are very similar to those of
a Group Digital Signature. The only addition is that we require the blindness property in
the signature. Here are the security requirements:

Blindness of Signatures: The signer is unable to view the messages he signs. Moreover,
the signer should have no recollection of having signed a particular document even
though he (or anyone else for that matter) can verify that the signature is indeed valid.
Unforgeability: Only group members can issue valid signatures on behalf of the entire
group; i.e. only group members can issue signatures that are verifiable by the group public
key.

Conditional Signer Anonymity: Given a message/signature pair anyone can easily
check that the signature is valid, and that the message was signed by some particular
group member, but only the group manager can determine which specific member issued

the signature. One can consider an alternate model in which the signer's anonymity is
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retained, even with respect to the group manager, but this is not the model we consider in
this thesis.

Undeniable Signer Identity: The group manager can always determine the identity of
the group member who issued a valid signature. Moreover, he can also prove to some
other entity (such as a judge) which member signed a given document without
compromising that particular group member's anonymity in previous or future messages
he may sign.

Unlinkability: Determining if two different signatures were computed by the same
group member is computationally infeasible.

Security Against Framing Attacks: No subset of group members (perhaps including the
group manager) can sign a message on behalf of another group member. That is, if the
Open procedure is invoked on the message, it should not specify the name of another
group member not belonging to the original subset.

Coalition Resistance: Any subset of group members (not including the group manager)
should be incapable of generating valid group signatures.

Untraceable. In particular, we want to prevent attacks in which a coalition of group members

get together, pool their information, and generate signatures which are approved by the Verify

procedure, but for which the Open procedure fails to reveal any group member.

3.2.2 Procedures Allowed by Group Blind Digital Signatures

The procedures given in our Group Blind Digital Signature model are identical to
those given in the original group signature model. We list them here again for com-
pleteness.

Setup a probabilistic algorithm that generates the group's public key Y and a secret
administration key S for the group manager.

Join an interactive protocol between the group manager and the new group member
Bob that produces Bob's secret key x, and his membership certificate A.

Sign an interactive protocol between group member Bob and an external user Alice,
which on input a message m from Alice and Bob's secret key x produces a signature

s on m that satisfies the properties above.
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Verify an algorithm which on input (m; s; Y), determines if s is a valid signature

for the message m with respect to the group public key Y.

Open an algorithm which, on input (s; S) determines the identity of the group

member who issued the signature s.

3.3 Our Scheme

3.3.1 Entities Involved in Qur Scheme

O

O

O

O

Central Authority This authority will establish the group.

Issuer It will appoint the new members of the group.

Opener It will open the signature to revoke the anonymity of signer.
Users who want to join the group.

Signers members of the group who are allowed to create sign on behalf
of group. "

Client They are the clients who give request to signer to create sign
Vendor They don’t belong to the group but just have the access to the
group public key.
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Dynamic Group Blind Digital Signature Scheme
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3.3.2 Assumptions of Our Scheme

We establish different assumptions for our scheme to make it more practical which are

described below.

o There will be some authority called central authority called CA, who will
establish the group by running the Setup algorithm. This will be treated as
trusted entity for the group and may be called as owner of the group.

o CA will appoint the group authorities, i.e. Issuer and Opener.

o CA will create group keys.
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CA will establish all the rules for group i.e. allowing or rejection of
members.

Issuer will add new members to the group, by issuing new certificates.
Issuer will handle the group database i.e. read/write access.

Opener has read only access to group database.

We assume that each user U[i}, before joining the group, obtains a
personal secret key PS[i], associated to a personal certified public key
PP[i] (in a PKI) which he will use for various purposes i.e for his own

authentication,

The group manager will also have a certified pair of keys (gmpk; gmsk).
This PKI environment is separated from the group environment, and thus

the certification authority will be assumed fully trusted (the only one).

This PKI will provide the non-repudiation, but also the non-frame ability
property: even if the group authorities are corrupted, they cannot frame a
group member. Such a PKI can be formalized by an any user-key
generation algorithm which generates a personal public and private key

pair (PP[i]; PS[i]) for a user Ui.

We assume that all public keys are published and are accessible to any one

Oover a secure way.

For all the published public keys associated to group and group members,

issuer has the right to delete them in special cases.

3.3.3 Notations

For our algorithms we use the following notations.

o DgbSetup() for Set up algorithm

o Dgbloin() for Join ~Issue algorithm
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o DgbSign() for sign algorithm
o DgbVerify() for verify algorithm
o DgbOpen () for open algorithm.

For the group keys we use the following notations.

o DgbSk......... is the group signature key.

o DgbPk.......... is the group public key used for group signature verification.

o DgbEnc......... .is the group Encryption key.

o DgbCrtVf.......... is the group Certificate Verification key used to verify the

membership certificates.

For the individual keys we use the following notations.

o Ikirriininin, is the issuer key

o OKeoovvrinnnnnn is the opener key

o GS[i]............ is the group secret key of the member.

o GP[i]............ is the group public key of the member.

o PS[]............. is the personal secret key of the user.

o PP[i]............. is the personal public key of the user.
3.3.4 Key Usage

Here we will describe the usage of above mentioned keys in our scheme. The
keys are generated in different algorithms and are used for various purposes. Following

is the description of their usage
» DgbSk

This key is the group signing key used to create the group signature on some

attributes after creating the sign by some signer

» DgbPk
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This key is the public key of the group used to verify the signature of the group.
This key is available to anyone. Those who want to verify that coming signature

is from this corresponding group will use it.

» DgbEnc

This key is the group encryption key used to encrypt the sign. This key i used
only by the group members. Signer after creating the sign encrypt the sign and his
identity using this key and produce the Cipher Text used by opener. This key is used to

provide the anonymity of the signer.

» DgbCrtVf

This key is the certificate verification key used by that user who wants to join the
group. After their validation issuer send membership certificate to them .They use this

key to check the validation of legal issuer. This key will help to check the correctness of

Honest Issuer.
> 1k

This key is used by the issuer to create member ship certificate to members.

> Ok

This key is used by opener for opening the signature in order to revoke the

anonymity of the signer.
> GS[i]

This key is the Group Secret key of the signer which he produces for group

signatures.
> GPJ[i]

This key is the Group Public key o the signer used to verify the signatures.
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3.3.5 Algorithms of Our Scheme.

For our scheme we use RSA Key generation algorithm for encryption/decryption

and for signature creation /verification.

1. SetUp Algorithm.

This algorithm is run by CA i.e. central Authority. It has following steps.

O

o]

o

Choose key size of 1024 bits for all the keys.

Create group encryption key DgbEnc and Decryption key DgbDec
by running RSA encryption key generation algo i.e. Ke();

Create a certificate creation DgbCrtCr and certification verification
key DgbCrtVf by running RSA signature key generation algo Ks();
Create group signature creation key DgbSk and group public key
DgbPk again by running RSA signature keys generation algorithm.
i.e Ks();

Assign DgbCrtCr to issuer as his ik.

Assign DgbertVf to opener as his ok.

In this phase CA will publish the DgbPk for worldwide access and DgbCrtVf and

DgbEnc restrict to those who are eligible to join the group. Appoint the Issuer and

opener of the group and assign give ik and ok to them respectively.

2 .Join Algorithm.

» Client (i) who wants to join the group will send a Join-request by providing his

following information to Issuer.

e User-name.

e User-contact-no.
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User-request="Want to Join’.

» Issuer check the validity of user. If valid allow him to start group join protocol.

a- User will generate two other keys by running key generation Algo().
-Verification key called GP[i]
-Signing key called GS[i]
b User will create sign i.e sig[i} on his GP[i]by using his PS[i].
c- User sends sig[i] and pk[i] to issuer.
d- Issuer verify the sig[i] using the PP[i].
e- If verify, issuer issues the membership certificate to i
In membership certificate cert (i) issuer signs pk[i] of i using his
certificate creation key ie. Ik.
f- Issuer will make an entry regfi]in registration table reg by storing
pk(i]and igfi]
g- Issuer sends cert (i) to useri
h-User will verify this cert(i) by using certificate verification key i.e
DgbCrtVf.

» Issuer will end the group-joining protocol.

3 .Sign Algorithm

Let m be the message on which sign has to produce. Signer will create a sign

using his GS[iJona message m.

> Blindness will be created by Cham’s RSA-based blind signature scheme, the

signer's public key is #; e, and its secret key is n; d where these quantities are as

in the RSA system.

» A traditional RSA signature is computed by exponentiating the message m with

the secret exponent d, all mod a public modulus n.
» For producing the hash function MDS5 algorithm is used.

» The blind version adds a random value r, such that ged(r, N) = 1.
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o risexponentiated with the public exponent e (mod N), and the value 7° is
used as a blinding factor.

o signer receives the product of the message and blinding factor m(r*)mod
N, which obscures the message.

o The blinded signature s’ is then calculated as:

s' = (m(r®))* (mod N)

o The author of the message can then remove the blinding factor to reveal s,

the valid RSA signature of m:

s=s 7" (mod N)

» After creating the signature Signer encrypts his identity, public key attributes n
and e by the Group Encryption Key i.e. DgbEnc and makes a cipher text C.

» After creating the Cipher Text signer again create simple RSA traditional
signature called group signature on this Cipher Text and the name of Group with
Group Signature Key i.e. DgbSk.

> Signer will send signature created on blinded message, Cipher Text and group

signature back to person in question.
4 .Verify Algorithm

Group signature will be verified by the RSA verification method using MDS5 hash
function.
> In this method Verifier gets the public key of the signer and the message.
» He computes his own hash value (call this hash*) for the received message then
> decrypts the signed message with signers public key decrypts then compares
hash* to the decrypted value of sig to see if they are the same.

Verification algo will return a bit
- if bit is 1 its valid signature of m

- Otherwise not valid
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5. Open Algorithm

This algorithm return the name of the signer who sign the corresponding message
It takes signature , related Cipher Text with this signature and message as its
input parameters. And do the following steps

» Parse its opening key .i.e. ok

» Decrypt the Cipher Text with this key and get the identity of the signer

» Check the group database for the identity

» If found the entry then return the name of the signer.
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Chapter 4 Implementation

4. Implementation

Implementation includes all the details that were required to make the system
operational. The development tools and technologies to implement the system and also
reasons for selecting particular tool is discussed. Then the modules being translated into

the implementation tool will be descried.

Software selection is very important step in developing a computer based system. The
software that is used is capable of meeting the requirement of the proposed system. After
considering the number of tools available these days such as Visual Basic, Visual
C++.Net, Visual C ,MS Excel,Visual Basic.Net and MATLAB we choose Java

Development Kit (jdk)version 1.6.0 and Microsoft Access for database management .

4.1 Java

The Java platform consists of the Java application programming interfaces (APIs) and
the Java Java APIs are libraries of compiled code that you can use in your programs.
They let you add ready-made and customizable functionality to save you
programming time. Java programs are run (or interpreted) by another program called
the Java VM. If you are familiar with Visual Basic or another interpreted language,
this concept is probably familiar to you. Rather than running directly on the native
operating system, the program is interpreted by the Java VM for the native operating
system. This means that any computer system with the Java VM installed can run
Java programs regardless of the computer system on which the applications were
originally developed. For example, a Java program developed on a Personal Computer
(PC) with the Windows NT operating system should run equally well without
modification on a Sun Ultra workstation with the Solaris operating system, and vice

versa.
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4.2 Microsoft Access

Microsoft Access is a powerful program to create and manage your databases. It has
many built in features to assist you in constructing and viewing your information. Access
is much more involved and is a more genuine database application than other programs
such as Microsoft Works.

It’s a database program that employs the Relational Database Model. You can use
databases to keep track of things like appointments or to organize other data.

Access provides a more intuitive way to enter, sort, and delete data. In a spreadsheet, it
can be difficult to see which column or row a piece of information is in as you get farther
from the row and column labels because there are only lines dividing the pieces of

information. Using a form in Access can allow you to enter data all on one screen.

4.3 Implementation of Dynamic Group Blind Signature Model

We now give applications of Dynamic Group Blind Digital Signatures to electronic

cash.

Electronic Banking
Consider a scheme in which there is a large group of members of a bank, monitored by
two administrative authorities. Issuing authority, who issues the membership certificates
to new member who joins the group and an opening authority who can open the
identity of the signer in case of any dispute. In such system each group members can
dispense electronic cash. We would like such a scheme to have the following properties:
o No signer should be able to trace any e-cash it issues. If the issues an
electronic coin to a customer, and if it later happens to see that coin again (after it
was spent), it should not be capable of determining which particular customer
spent that coin. In addition, if the customer happens to spend several electronic
coins, and the sees those coins, it should not be able to determine that those
were spent by the same customer. Therefore, just as with paper money, people
can spend their e-cash in a completely anonymous fashion.
o A vendor only needs to invoke a single universal verification procedure, based

on the group public key, to ensure the validity of the group’s signature on any
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e-cash he receives. This procedure works regardless of which signer issued the
e-cash. This makes the vendor's task much easier since he only needs to know
the single group public key. We note that even if the signature on the coin is
valid, it still might be possible that the coin is not valid for spending; e.g. if
the coin has already been spent, then the signature is valid, even though the
coin should not be spent.

There is a single public key for the entire group members. The size of this
public key is independent of the number of members. Moreover, the public key
should not be modified if more members join the group. Thus, the scheme is
still practical even if there are a large number of participating members.

Given a valid piece of e-cash, Only the opener can tell which member in the
group issued it. No vendor can even determine the signer from which the
customer got her coin signed even though the vendor can easily check that the e-
cash is valid. This restriction gives an extra layer of anonymity since we
conceal both the spender's identity and the identity of the signer she uses.

No subset of group(perhaps even including the Issuer) can issue coin on behalf
of another group member; i.e. no subset of group or any other entities, can
\frame" another group member.

Any coalition of group member should be unable to construct valid looking
electronic coins that are untraceable. In other words, no coalition should be
able to construct coins such that the opener is incapable of associating that
coin to any particular group member in the group.

In case of any dispute, the opening authority can open the identity of the signer in

question.

4.4 Applying Dynamic Group Blind Digital Signatures to Distributed Electronic
Banking

We describe the necessary protocols for achieving the distributed banking scheme we

envisioned earlier. The parties involved in our protocol are: Alice, Bob, Bank. Here Alice

is a customer who happens to use Bank.Alice wishes to purchase some particular item

from a vendor Bob.
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4.4.1 Setup Phase

The trusting central authority of the bank in our scheme forms a group, and there are
two authorities, an issuer and the opener in the group. If new user wish to join the
group later, they may do so rather easily.

In this phase keys are generated by Trusted third party who publishes a group public key
for public access and Certificate Verification key and Encryption keys restrict to those
who are eligible to join the group. Appoint the Issuer and opener of the group and assign
issuer key and opener key to them respectively.

Group Establishment and Creation of Keys

public class setGroup{
PublicKey vfkey,enc;
PrivateKey ik,ok;

public static void main(String args[]){
String issuer,group,opener;
String gpk;

setGroup gm=new setGroup();

if (args.length !=3) {

System.out.printin("Usage: setGroup Group Name issuer name opener name");
}
else {try{

System.out.printIn("Group Creation phase start...");
System.out.printin("Generating keys...");

System.out.println("Generating certificate creation key for issuer...");
System.out.println ("You choose MR/Ms..."+args[1] +" as ur Issuing Manager");
gm.keyGenl(args[1]);

opener=args[2];

System.out.println("Generating Decryption key for opener...");

System.out.printin("You choose MR/Ms..."+args[2] +" as ur Opening
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Manager");
gm.keyGen2(opener);
group=args{0];
System.out.println("Generating Group Public Key (gpk)...");
System.out.printin("The name of your group is " +group);
System.out.println(".......Some info abt Group.......");
gm.keyGen3(group);
ycatch(Exception e){}}}

Join Protocol

Each Client performs the join protocol with the issuer, and is then capable of

signing documents on behalf of the entire group of members.

In this Protocol, a client who wants to join.the group requests to join the group by
providing personal information. After authentication, Issuer allows him to start the
join protocol. In Join protocol user generates his own personal keys and his
signature, then sends them back to issuer. Issuer checks the validity of signature, if
valid sends a membership certificate to the client who requested to join the group.
Then join protocol is ended by the issuer

Join Request

public class issuerJoin {
String alias;
PublicKey pub;
PrivateKey pri;
byte[] plainText;
public issuerJoin(){
initComponents();
}
public static void main(String ar[]){

issuerJoin ia=new issuerJoin();
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ia.runServer();

}

public void btn_validityActionPerformed(ActionEvent €) {
a=txt_clientld.getText();
b=txt_clientname.getText();
d=txt_clientNIC.getText();
accountDatabase ab=new accountDatabase(a,b,d);
String r=ab.response();

System.out.printin(r);

public void btn_protocolActionPerformed(ActionEvent e) {
String s="Ur allowed to start the protocol...";
String al="Allowed";
sendData(s);
alias=txt_clientname.getText();
System.out.printin(alias);
3
public void btn_certActionPerformed(ActionEvent e) {
System.out.println("Creating..");
createCert();
}
public void btn_endActionPerformed(ActionEvent e) {
String  end;
end="SERVER>>> TERMINATE";
sendData(end); }
// Memebership Certificate
public void createCert(){

String i=txt_clientld.getText();
String cp=txt_sigpubkey.getText();
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String conc=i+cp;
System.out.println("Concatinatinggggggggggg" +conc);
try{

FileInputStream in = new FilelnputStream("issuer.dat");
ObjectInputStream os = new ObjectInputStream(in);
System.out.println("Got stream");

String k=(String)os.readObject();
pri=(PrivateKey)os.readObject();

System.out.println("Got issuer keys");

Signature sig = Signature.getInstance("MD5WithRSA");

sig.initSign(pri);

plainText = conc.getBytes("UTF8");

System.out.println("Bytessss "+plainText);

sig.update(plainText);

byte[] signature = sig.sign();

System.out.println(signature);

System.out.println("end cert");

i

FileInputStream inl = new FileInputStream("certV{Key.dat");
ObjectInputStream os1 = new ObjectInputStream(inl);
System.out.println("Got varification stream");

String k1=(String)os1.readObject();

PublicKey pub=(PublicKey)os1.readObject();

System.out.println("Get certificate varification key ");

System.out.println(pub);

sig.initVerify(pub);

System.out.println("gotpub sig");

........

sig.update(plainText);
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if (sig.verify(signature)) {
System.out.printin( "Signature verified" );

4.4.2 Withdrawal

To withdraw money, the following steps are performed.Alice who is a customer and want
to get his coin signed by the group member,creates an electronic coin C. This coin
consists of some serial number, as well as some other information pertaining to currency,
such as value, etc,.Now Blind the coin by taking the modpower of r with e & n such that
(r"modn)and multiplying with C to get binded coin

Alice then asks bank to apply a Blind Digital Signature to C. One of the group member
applies the signature s to C i.e create a digital signature using MD5 hash function & RSA
sign function using his secret group key and attach it with the coin C Store the Coin
Serial number and send it to user, and withdraws the appropriate amount of money from
Alice's account. Alice now possesses a coin C‘along with a valid group signature on that
coin C.

Coin Generation

public static void main(String args[]){

Coin c=new Coin();

c.runClient();

}

public Coin() {

initComponents();

} .

private void btn_genSerialActionPerformed(ActionEvent €) {
rn=new Random();
int i=rn.nextInt();
txt_cSerial.setText(""+); }

private void btn_getCertiActionPerformed(ActionEvent e) {

try{

String a,name;
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a=txt_uName.getText();
name=a+"gkp.dat";

System.out.printin(name);

private void btn_unBlindActionPerformed(ActionEvent e) {
//*********************BLIND*************************************
SecureRandom random = SecureRandom.getInstance("SHA1PRNG","SUN");
System.out.printin("Random Number"+random);
byte [] randomBytes = new byte[10];
BigInteger gcd = null;
Biglnteger one = new Biglnteger("1");
do {
random.nextBytes(randomBytes);
r = new Biglnteger(1, randomBytes);
System.out.printin(r),
ged = r.ged(n);
System.out.println("gcd: " + ged); }
while(!gcd.equals(one) || r.compareTb(n)>=0 | r.compareTo(one)<=0);
Biglnteger bm = ((r.modPow(e,n)).multiply(m)).mod(n);
System.out.println(bm);
bm!1=""+bm;

System.out.println("\nb =" + bm1);

}catch(Exception w){
w.printStackTrace();

1}

//********************* UNBLIND**********************************
try{
byte [] raw!l = bs.getBytes("UTF8");

System.out.println(rawl);

Dynamic Group Blind Signature Scheme



Chapter 4 Implementation

Biglnteger bs1 = new Biglnteger(rawl);
ss = r.modInverse(n).multiply(bs1).mod(n);
System.out.println("UnBlind the signature to get original signature.. ");
System.out.println(""+ss);
System.out.printin("Making the signed coin at this end");
String signercoin=msg+ss;

+catch(Exception et){

et.printStack Trace();

Iy

Signature Generation Process

public class signer {
public static void main(String args[]){
signer s=new signer();
s.runServer();

}
private void btn_signCoinActionPerformed(ActionEvent ¢) {

try{
sig = Signature.getInstance("MD5WithRSA");
sig.initSign(pri);
byte[] plainText = bb.getBytes("UTF8");
System.out.printin("Bytessss "+plainText);
sig.update(plainText);
signature = sig.sign();
System.out.printin("Signature created for the coming coin "+signature);
ycatch(Exception le){
le.printStackTrace();

}
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4.4.3 Deposit

To deposit a coin, the following steps must be performed.

1. Bob takes the coin C, along with group’s signature on the coin, and gives it to
Bank.

2. Bank looks at the coin, and verifes its validity by checking the signature on the

coin. This can simply be done by using the group public key.

3. If all checks out, then Bank credits Bob's account with the appropriate amount.

In this protocol bank/Vendor/ Verifier gets the public key of the signer and the
message.He computes his own hash value (call this hash*) for the received message
then decrypts the signed message with signers public key decrypts then compares

hash* to the decrypted value of signature to see if they are the same.

Signature Verification Procedure
FileInputStream in1 = new FilelnputStream("certV{Key.dat");
ObjectInputStream os1 = new ObjectInputStream(inl);
System.out.printin("Got varification stream");
String k1=(String)os1.readObject();
PublicKey pub=(PublicKey)os1.readObject();
System.out.println("Get certificate varification key ");
System.out.println(pub);
sig.initVerify(pub);
System.out.printin("gotpub sig");
sig.update(plainText);
if (sig.verify(signature)) {
System.out.println( "Signature verified" );
} else System.out.printin( "Signature failed" ),
String aname=txt_clientname.getText();

String sst=""-+signature;
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sendData(""+plainText);

for(int j=0;j<5000;j++);

sendData(sst);

ycatch(Exception m){
System.out.println(m);} } }

4.4.4 Anonymity Revocation

If there is some reason to believe that a coin or a signer is fraudulent, then the identity of the

spender can be determined as follows.

1. The coin C, the signer's signature on C, and the customer's signature on both are given
to the opener.

2. Since the Opener is the group authority of all the members, he can use the Open
algorithm to determine the identity of the original signer It takes signature , related
Cipher Text with this signature and message as its input parameters. Parse its
opening key, decrypt the Cipher Text with this key and get the identity of the
signer ‘

Opening Process

public class opener{

PrivateKey ok;

String id;

byte[] cipherText ;
public opener(byte[] C){
getOpenKey();
cipherText=C;
String id=doDecrypt(cipherText);
getregAccess(id);

}

public void getregAccess(String id){

int i=0;
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try {
String query="Select * from REG where signerID="+id;
s.execute(query);
ResultSet rs = s.getResultSet();

while ( rs.next() ){
i++;
String a=rs.getString(1),
String b=rs.getString(2);
}
if(>=1){
System.out.println("GOt signer.......... yes this signature in this Cipher text is generated by
this signer..");
else
System.out.println("Dont Get Signer of this id..");
s.close();
con.close();

}catch (Exception err) {
System.out.printin("ERROR: " + err);

}
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5. Results

In our scheme , we present a new DgbSS(Dynamic Group Blind Signature Scheme),
which provides the security level (under by now classical RSA computational
assumptions) in the random oracle model, with quite practical features: two authorities,
PKI environment and , and Blind Signature. The blindness is achieved due to chaum’s

RSA blind signing method.

Our signature scheme, named DgbSS, provides anonymity in two levels, by encrypting
signature with group encryption key which provides anonymity of signer and by blinding
the message. Furthermore it is more secure and reliable than all those schemes of group
signatures in which there is only a single authority both for issuing and opening.

Also Establishment of Public keys Infrastructure to achieve the anonymity and joining of
group member, his authentication and group signature verification is there which make

our scheme as for dynamic groups according to Foundation paper [8]

Our scheme has five algorithms of

o Setup

o Join

o Sign

o Verify

o Open
These algorithms establish a Dynamic Group Blind Digital Signature Scheme. In this
scheme we introduce two separate authorities for issuing membership to group members
and to open the signature. Our scheme is the first one in this combination of producing
the blind signature with two separated authorities for join and Open algorithm and such a
public key infrastructure which we develop to handle different issues.
Our Scheme holds the following properties. Here is detail description how we achieve

these properties for our scheme.
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1 Anonymity
This Scheme provides the anonymity of signer as well as the anonymity of the
person who send request to sign the message.

» The anonymity of the signer is achieved when after creating his
valid signature the signer encrypts the sign with the group
encryption key. Where as its corresponding decryption key is only
available to the opener. who is the trusted authority of the group.
So the users who send the request to sign the message never know
to whom his signature has been produced.

2 Blindness.
This Scheme provides the blindness property to create a valid signature on
the blinded message.

» First Signature requesting authority blinds the methods i.e. hide the
content s of the message. Signer creates his signature on this
message. After this sender unblind the original message and get the
real signs. Thus this property provides the anonymity of contents
of the message.

3  Correctness
Only the signature generated by a honest member is accepted by the verification
algorithm, and the open algorithm correctly identify the signer. Thus correctness in our
scheme is achieved by running the verification as well as opening algorithm.
4  Public Key Infrastructure.
In our scheme PKI environment is of two parts i.e separated from the
group environment and including the private /public keys used in th e group.

» For outside the group the certification authority will be assumed
fully trusted (the only one).

» For inside the group this will be establish with the group members
keys And certificates issued by issuer.

Such a PKI is formalized by a user-key generation algorithm which generates a personal

public and private key pair (upk[i]; usk[i]) for a user Ui.
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This PKI will provide the non-repudiation, but also non-frameability property even if

the group authorities are corrupted, they cannot frame a group member.

Comparison:

Comparison of our Dynamic group blind signature scheme with A, Lysyanskaya and

Z.Ramzan’s scheme[4]

Dynamic group blind A. Lysyanskaya and
signature scheme Z.Ramzan’s scheme

Blindness v v

Two authorities v X

Trust levels v X

Three Key Requirement v v

Transferability v X

PKI v X

Divisibility v X

Dynamic Group Blind Signature Scheme

60




Chapter 6

W

Conclusion and
Future Enhancement



S

Chapter 6 Conclusion and Future Enhancement

6. Conclusions and Future Enhancement

We have implemented our Dynamic Group Blind Signature Scheme: A Basic model of
e-cash software on the Pentium Machine with in a local host environment. But this model
can be practically implemented over the internet on secure channels. we discuss below

the conclusion of our model.

6.1 Conclusion

Previously, no group digital signature scheme used the blind signature protocol to
achieve the anonymity of content of the message with two separate authorities for
opening the signature at the time of dispute and for issuing. Membership to new
members and then for implementing it in the E-Banking .which is the emerging
technology all over the world. Our scheme results the decrease of high level of trust in
one and only one authority for all the managing tasks of the group. In our scheme neither
the number nor the identities of group members are fixed at the setup phase. The
technique we adopted not only reduces the uncomfortable high degree of trust but also,
but also reduces the work load of single entity of the group which is an achievement, with
special reference to the Group Blind Signature Schemes. Our scheme, the Dynamic
Group Blind Signature Scheme, also results in the efficient join-Issue protocol without
need of certificate from third party for checking the authenticity of issuer and client as
well .Hence for e-banking we create the rules for its entities and other rules for e-

transactions.

5.2 Future Enhancement

In our scheme we don’t give the idea of membér revocation by the issuing manager.

We don’t consider the security oracles for any adversary as described in [8] for dynamic
group signature scheme. Open algorithm returns the claim of a correct signer.

This claim can be judged by the judge algorithm. The judge algorithm simply checks if
the proofs open algorithm is correct. So to check this claim Judge Algorithm can also be

implemented. In future we are planning to add the revocation algorithm.
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E-banking System:
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3 -Group Joining Phase

Group Join Protocol
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5- Signature Procedure

Coin Generation
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