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vehicles moving in same and opposite direction. We measure the PSNR, sending rate,

receiving rate, end to end delay in ideal and real scenarios.
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Figure 7.1: PSNR (SD in ideal scenario)

Figure 7.2: Delay (SD in ideal scenario)
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Figure 7.3: SR (SD in ideal scenario) Figure 7.4: RR (SD in ideal scenario)
7.2.1 Same direction in ideal scenario

In this study we have two vehicles moving at speed of 100km/hr in same direction.
We also consider that no malicious node will affect the performance of network and both

the vehicles are also fair nodes. Vehicles A sends video file to vehicle B at 25 frames per

Aneel Rahim 83 38-FBAS/PHDCS/S08



Chapter #7 Performance Evaluation of Video Streaming in VANETs

second and simulation runs for 100 seconds. We measure the PSNR, sending rate,
receiving rate, end to end delay. Figure 7.1 shows the PSNR value and figure 7.2 shows
the delay that packet faced during ideal simulation. Figure 7.3 and figure 7.4 shows the

sending rate and the receiving rate that vehicles faces.
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Figure 7.5: PSNR (OD in ideal scenario) Figure 7.6: Delay (OD in ideal scenario)
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Figure 7.7: SR (OD in ideal scenario)  Figure 7.8: RR (OD in ideal scenario)

7.2.2 Opposite direction in ideal scenario
In this study we have same scenario as above that two vehicles moving at speed of

100km/hr but in opposite direction and no selfish node will affect the network. Vehicles
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A sends video file to vehicle B at 25 frames per second and simulation runs for 100
seconds. As the vehicles are moving at high speed and in opposite direction so that can’t
share all the information they have in their in buffer. We measure the PSNR, sending
rate, receiving rate, end to end delay. Figure 7.5 shows the PSNR value and Figure 7.6
shows the delay. Figure 7.7 and Figure 7.8 shows the sending and receiving rate. Vehicle

B can’t receive all the packets because after 7 second it is no more over in range.
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Figure 7.9: PSNR (SD in real scenario) Figure 7.10: Delay (SD in real scenario)
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Figure 7.11: SR (SD in real scenario) Figure 7.12: RR (SD in real scenario)
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7.2.4 Opposite direction in real scenario

In this study we consider the impact of malicioué node in opposite where vehicles are
moving at high speed. Scenario is same as above. Vehicle A modifies its behavior and
sent 15 frames per second to vehicle B. Figure 7.13 shows the PSNR value and Fig 7.14

shows the delay. Figure 7.15 and Figure 7.16 shows the sending and receiving rate.

Due to opposite direction and malicious node, the performance of network degrades more -

than the opposite direction in ideal scenario.

7.3 Secure Multimedia Broadcast Framework for VANETSs

Secure multimedia communication enhances the safety of passenger by providing
visual picture of accidents and danger situations. We proposed a framework for secure
multimédia communication in VANETSs. Our proposed frame work is mainly divided into
four components (redundant information, priority assignment, malicious data verification
and malicious node verification). With help of Network Simulator NS-2 and Evalvid tool

we validate our proposed scheme

7.4 Proposed Frame Work

Our proposed SMBF framework is composed of four modules (Redundant
Information, Message Benefit, Malicious Node Verification (MNV) and Malicious Data
Verification (MDV)) as in figure 7.17. SMBF is consist of following steps which are
given below.

Step 1) Vehicle A want to share a safety message with Vehicle B.

Step 2) SMBF sends message to redundant information for verification.
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Step 3) On the basis of reply, SMBF decides to forward or discard the message.

Step 4) Redundant Messages are discarded.

Step 5) New Information is sent for Message Benefit.

Step 6) Relevance value is sent to SMBF.

Step 7) Request to MNV for malicious node verification.

Step 8) Receives Reply from MNV and on basis on reply SMBF decides to forward or
discard the message.

Step 9) If the node is malicious, data is discarded.

Step 10) Requést is sent to MDYV to verify the malicious data.

Step 11) Receives Reply from MDYV and on basis on reply SMBF decides to forward or
discard the message.

Step 12) If the data is malicious, it is discarded.

Step 13) If the node and data are not malicious then it is forwarded to Vehicles B.

Figure 7.17: Secure Multimedia Broadcast Framework (SMBF)
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Redunﬁant Information: Every node maintains a table of Message ID of currently
received messages. We assume that the Message ID is unique and on basis o_f it we detect
the redundant messages.

Message Benefit: We calculate the priority of each message. Safety Message gets higher
priority than any other messages.

Malicious Node Verification: We detect the malicious node on basis of signal strength.
Malicious Data Verification: Wé detect the malicious data on basis of eﬁisting messages

from neighbor and also on the basis of position of node.

7.5 Implementation and Results

In this study we evaluate the performance of multimedia streaming'in VANETs
scenario. The mobility model we use is Manhattan Mobility Model and EvalVid
génerates the niultimedia traffic. We perform the simulation with help of NS-2 on

Cygwin and parameter used in simulation is mentioned in the table 7.1.

Parameters Values

Channel Wireless
Vehicles 3

MAC protocol 802.11

Radio Propagation Two-Ray Ground
Model

Time 50s

Data type multimedia

: Table 7.1: Simulation Settings
7.5.1 Study I

We simulate the multimedia traffic in two different scenarios. First we measure the delay,
PSNR and throughput in scenario where there is no mechanism, which exists for

detection of malicious data and malicious node as shown in figures [7.18] [7.19] [7.20].
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In this study we have three Vehicles (V1, V2 and V3) are moving at very high speed.V2
and V3 want to share a multimedia traffic with V1 ahd V2 is a malicious node that sends
malicious data to V1 and affects the performance of network.V1 has no frame work to
determine the validity of data and it considers both V2 and V3 are fair nodes. The delay

in this case is higher and throughput is lowered because of the effect of malicious data.
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7.5.2 Study II

Now we consider the same scenario as the above one. But in this case V1 has the
SMBF to determine the redundant messages, malicious node and malicious data. We
measure the delay, PSNR and throughput by applying the SMBF as shown in figures
[7.21] [7.22] [7.23]. Performance of the network is not affected in this case because
MDYV detects the malicious data on basis of existing messages from neighbor and also on
the basis of position of node. So in this case delay is lower and throughput is higher

because the malicious data does not affect the network.
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7.6 Comparisons
At last we measure the comparison of study I and study II to determine how much
delay increases and throughput decreases, when there is no framework for the detection

of malicious data and malicious node. Figure 7.24 and figure 7.25 shows that delay is
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much lower when SMBF is applied and throughputs also increase much more by using

SMBEF. Results show that the throughput of multimedia traffic improved 20% to 40%

while using SMBF

7.7 Conclusion

In this section we evaluate the performance of multimedia data in ideal and real
scenario. Simulation shows performance of ﬁultimedia traffic in VANETS scenario. We
also analyze the impact of malicious vehicle on multimedia data in same and opposite
direction. Results show that the Performance of network is affected by mobility, direction
and malicious node.

We also proposed a framework SMBF for secure multimedia communication in
VANETs. We evaluate the performance of multimedia data in ideal and real scenario.
Simulation shows performance of multimedia traffic in VANETS scenario. We analyze
the effect of malicious node and malicious data with and without SMBF. Results show

that the Performance of multimedia traffic improved while using SMBF.
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8.1 Introduction
We proposed a framework for secure broadcast communication in VANETSs and measure

its performance with of NS2 and real testbed scenario.

8.2. Proposed Study
Our proposed SBF framework is composed of four modules (Redundant Information,
Message Benefit, Malicious Node Verification (MNV) and Malicious Data Verification

(MDV)) as in figure 8.1. SBF is consist of following steps which are given below.

Informe 1on

Figure 8.1: Secure Broadcast Framework
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8.3 Testbed Implementation and Results

In this study we validate the SBF in VANETS scenario using testbed. We measure the
global .beneﬁt of SBF in three different scenarios and compare its performance with
normal broadcast mechanism. Using java socket we make two servers that share

information and measure the global benefit.

8.4 Study I

In this study we consider two vehicles that are stationary in the parking of King Saud
University. Vehicles are sharing messages using normal broadcast mechanism (NB) and
secure broadcast framework. As shown in figure 8.2, global benefit of SBF is more than
NB. Redundant and malicious data reduce the global benefit of NB where as in SBF, it is

detected and is not broadcasted as in the case of NB.
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Figure 8.2: Global Benefit of SBF and NB
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8.5 Study II

In this study we consider two vehicles in the parking of King Saud University.
Vehicle A is stationary and vehicle B is moving towards the stationary vehicle. Vehicles
are sharing messages using NB mechanism and SBF. But in this case vehicles have
limited time to share messages as vehicle B is in the range of vehicle A for 27 seconds.
Global. Benefit of SBF is slightly more than NB because there is no redundant and

malicious data, that is forwarded in case of SBF as shown in figure 8.3.
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Figure 8.3: Global Benefit of SBF and NB
8.6 Study III |

In this study we consider two vehicles that are moving in the parking of King Saud
University and sharing data using NB mechanism and SBF. Due to mobility, global
benefit of SBF and NB is less than the global benefit of study I and study II. Global
benefit of NB is less than SBF because it forwards the redundant and malicious data that

is discarded in case of SBF as in figure 8.4.
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8.7 Study IV

In this study we just see the comparison of SMBF using NS2 simulator and Testbed.
Testbed scenario is same as the above one and simulation results show that in theoretical
global benefit is high as shown in figure 8.5 but in practical its performance is somehow

low than actual one.
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9. Conclusion and Future Work

In this work we have analyzed the existing broadcast techniques their pros and cons
in sparse and dense network. After that we measure the performance of broadcast
schemes with help of NS-2 simulator in VANETS scenario. Simulation shows that simple
flooding produces a lot of redundant messages which increases gradually with time. It
produces 10 to 15 times more surplus irformation as compared to relevant information. It
works fine in sparse network but in denéc network its performance is not fair and it also
has no priority mechanism. Relevance approach has less redundant messageé and it gives
priority to safct.y messages than other messages. But it still has some drawbacks. Like it
does not consider network control and proposes for ideal scenario where no malicious
node exists. Relevance approach is enhanced to consider the network control and
simulates it in real scenario by considering the impact of malicious node.

OLSR is a table driven proactive protocol that exchanges hello packet to get
information of network at each vehicle. By modifying the OLSR protocol and inserting a
prefereﬁce list in hello packet so that the number of surplus and redundant messages can
be reduced. With the help of preference list 80% of surplus information is removed.

Relevance based approach is proposed for VANETSs to give the safety and high
priority traffic more bandwidth. But the network parameter is missing in existing
message benefit formula. So the proposed approach enhances the global benefit by
adding the network parameter in relevance based approach for network control traffic
and simulation shows that global benefit is improved by using enhanced relevance based

approach as higher priority traffic gets more medium than lower bandwidth traffic.
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Relevance based approach relys on intermediate node for communication so it
considers there no selfish node exist in network. However it is not possible in real
scenario. We in this thesis simulated the relevance based approach using 80é.1 le, virtnal
quene with 802.11e and enhance message benefit in real and ideal scenario. Simulations
results show that global benefit is improved by using virtual queue with enhance
mathematical model and double than the existing relevance approach.

We also evaluate the performance of multimedia data in ideal and real scenario.
Simulation shows performance of multimedia traffic in VANETSs scenario. We also
analyze the impact of malicious vehicle on multimedia data in same and opposite
direction. Results show that the Performance of network is affected by 10% to 20% by
malicious node.

We also pl;oposed a framework SMBF for secure multimedia communication in
VANETs. We evaluate the performance of multimedia data» in ideal and real scenario.
Simulation shows performance of multimedia traffic in VANETS scenario. We analyze
the effect of malicious node and malicious data with and without SMBF. Results show
that the throughput of multimedia traffic improved 20% to 40% while using SMBF.

At the end SBF is validated by using testbed in King Saud University. Simulation
shows i)erformance of multimedia traffic in VANETS scenario. We analyze the affect of
malicious node and malicious data with and without SMBF in testbed scenario. Results
show that the Performance of multimedia traffic improved while using SMBF.

In future we will validate the proposed solution with VANETs Testbed by
considering large number of vehicles. We will use OLSR Prefence_List with Enhance

Mathematical model and also do the comparison with existing approaches.
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Abstract
Secire Mulfimedia comminication edhavicos:the safoty ufﬁﬂﬁﬁh?i‘bfpi‘bvidibg visual picture of
accidents . and dfmgpr sifuations, In this paper we: pmposad 2 ﬁ'amork for secure multimedia
comnwnicalion in VANE’I‘s Our pmemd flmne awork is: mamljr dmded mw four -components
(redundant mfonamm, -priofity. assignment, talicious dafa verification and malicious node

verification).With heip of Network Siulator’ NS-Z arid Bvalvid waliwe’ vahdate our proposéd scheme.
Key Words:

1. Infroduction
Vehicular Ad-Hoc Networks (VANETs) are 2 subclass of Mobile ad Hoc Networks
(MANETS), in which'moving vehicles (equipped with wireléss device) form o network. [1].
VANETs fike MANETs are dislﬁbﬁiéd:fsélféorganizing;mmﬂcaﬁog nietworks, that do not
need any inﬁ‘asmi (Z]InVANETsvclﬂcies mmugicntg.wiﬁi. each other from time to
time and require no. base stition, no router for their cortimunication. They can share
information either directly-or through infermediate:nodes.

VANETSs: have some distitictive properties tat discriminate it from MANETS and some
other types of adhoc networks 'ta};.lt' includes very. hzghspeed of vehicles .no battery
constraints; feliability and seciirity problems, and movement of vehicles is limited.

Mostly i VANETs, vehicles are interesid in the uné Kind of information.for example
information about ay aceident, road block and westher situstion of particular route.

Broadcast is frequently used in adhoc netwoik for:information sharing; [4}. It is mechanism
through which 4 vehicle in VANETS send missage to-all-its neighbors vehicles in the same
VANETs, Sharitig emergency, traffic, weather, and road data among veliicles, .and delivering

advertissments and :announcements are through on-broadcast Broadcasting in VANETS is.

used. by -different unicast and multicast-protocols to establish and maintsin their route.
Dyiiarhic Saiirce Routirig (DSR) [51, Ad Ho O Désiiand Digtaiics Vector (AODV){6}, Zone
Routing: Protocol (ZRP) 7], and Locaiion Aided Routing {LAR) [8] are tie example of
unicast routing protocols. '

This paper.is organized-as follows: In:séction 2; we discuss how to assign a priority to
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j‘ér éamm&unoa. OLSR:.L'V a table. dﬂvm ! that
1o paz:ket ol add 8-new parametcr ca.'Ied

mfarrmrinn af nerwork a mlx vduck. Wx

Keywords: b:tcrvmla Communication (NC), Vehiclar:Ad hoe NETworks: (VANETS), Broadeast,
DSBV (Destination-$i cad Distance Vector),

Tn Venicular AdHoc Networks, vehicles communicate with each_ other from time fo time and require no
base sranon. no router for thdr camrtmmzi m;xfmw‘fntbnnation e:thbr dlrccﬂy or_through

thatdomtmadanyinﬁasﬁmmm 18 e A
Md mh" o Of adhw netwurks {Wthciudcs Ve")‘ hlgh spced af vehn:}es, no bauew

{LAR} [Hlmlheexampl " of tinic: sttmmngpmiocob.

2. Related Work:

Tn related work: We discuss the existing proactive,: rezctive profocols and we also describe the AODV:
and OLSR profocels:in détail.

2.1 Reactive Protocols

Reactive: protocols’ dre an-demand protocols; ‘whic
Distance. Vector (;AODV) prdtocol and Dyr i
reactive protocol. ‘These. protecols used simple. fioodi :to eslabhsh a route; Because routé information. may
not ‘be avaitabile ‘at the time a-routs mquestisrec&imd. the delay to determine a route ‘can be quite-

significant [{ 2]

Adhoc'On Demand DistamVectarmtml
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Simple flooding, probabilistic approach, area-based schemas, kriowledge-baséd approach &md Multi hap:
Vahwular broadcast is wot. suitable for m,“mma bacau.fe af its dynaniic nature. Relevance
scheme is propused to- dissentinate the reIwanr essage. for s g in VANETs-and- discards the
red;mdam messages from the netwark & g5 ‘The mm" ail pa;fammncn of ncrwork. The
relevance-based approacﬁ does not provide netwark: t:ontnol ‘and it oply Broadcast user ‘traffic. This
paper prasents an improvemant. in mathematical. moda] 10 -consider the. nctwor]c control. Simulations
wsing N8:2: show. thdt proposéd. mathmaﬁca] mpdd com'.ydar e na:work comtrpl. and “imiprove the

global benafit.

Povzetek: Pradstavljan je matemotisen model izbolisaviega nadzors inapravijanja z nireZo.

1 Itroducfion

‘Broadeest is the -main - bﬁdmg ‘block of- mnbtle
‘applications - ‘and- oiing: 3
aetworks [11. Adhoc nefwork is infrastmichare: Jess
temporarily oetwork: which is-mainly used for disaster
‘area and banle field, [2] Vehicular Ad-Hoc Networks i€
smnzhuwdlﬂ'nw&omztmtamofbaﬁeryan&
mobility.

VANET s the collection of vehicles. that
comumeaxcmthmhaﬂ:erﬁothommean&
requite no  base station, fio gouter for their
communication: They can share information -either
directly or through i diate nodes [3].

any accident, road block 213
particalar route [4]. 'So broadas
farcommxcauoanANBTs
InMobﬂeacﬂmcnﬂwarkalotofwoﬂ:hasbem
domfmbtmstseﬁcmcsbmﬂwsemstmgi schik
doses not perform well-in  VANETs. Simple. ﬂoodmg.
ptobabihstm appmach, area-tased schcmn. knowledge—
‘based approsch. snd Mulfi hop. V roadcast ar
not suitable for VANETs - scenatio.. As. Collision;
Cbntmuon and reduudant _mpessages - 17} ate’ tha

'tryto sohreﬂm rednndant«-message'and woﬂ:s ﬁné':h.

dense petwork but it petfofmance degrades in sparse . o onos

network. Axea-based and knowledge—hased approaches
also not perform very well bécause of the dyrinmic ;
of VANETs. Muli hop Vehicular broadcast [6] Lave

Most!ymVANﬁTs Mamxﬂ&m«:&mﬂm ETY

t'nf: the. oiily best option.

:Sa.hbﬁuy -pmb!c:n These -schemes -also ignore: the
umlﬂvanc : of mﬁo’nna on ~'nnd m;ect the sm'plus

to differentiate between h:ghand low puonty raffic and

- tinprove: the puformance of petwork by discarding the

sfédundant messages from the neétwork The relevance-

based approach also’ has. one problem that it does oot

provide network control and it broadcast oaly user

This. paper -proseits an  cohancement in

smathematical’ model of " relevance-based. approach to

-omcamet!us ptoblm and ‘global betniefit of the network
. ' -ﬂ:cnetwozk control

This: paper. is -organized as follows: In section 2,

":ouswmkrsdem'bed In- section: 3. enhanced
: atical s oposed. In séction 4, simulation
smdyandxesultsmsbnwn. LastlymsectmnS
conclisions is given..

2 Related work

' '.'Iu:ﬂns secuon, wi will discuss the basic technignes for

: sunpk ﬂoodmg, probabilistic approach,
knowledge-based -approach. But

. .wuchnqu&'mtmkﬁaszANETSbecwseof

dynmnw nature-of ‘the network. After that we discuss the
' ed approach.-that is designed specially for
'Weé describe its' propérties, methiodology and
mlplemmmuon.
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Abstraot. Bma_qcast ls mam%y “used ;1_1 VANETs _for

;inpmv&s the message refiabifity..
--oomprehenswa analysns and peffonnanoe eva!uahen of
d

Keywords VANET s, ﬂwdmg, AODV MDDV.DSR; UMB

network.congestion,

introduction

Vehicular adhoe networks (VANETs) is- the most
' icatiol ' ' '

' 2009) enab!e the passengers to share safety and oemfart
i dessi, 2008). Trafﬁcj.

_ (Saleh &t ai, 2007) The comfort
:apphcaf:on (Gneue & al 20&8) givés faciity 1o
passenger. by shanng mfmmaton ke - parkmg or: hotet-
information and petrol .or gas’ station: ‘information elc.
‘Security. is alse. an essential requirement in VANETS..
VANETS are prone to security attack due: to tack: of

infrastructure, high mobility (inhygok &t &1, 2008) and ]

dynamic network topology as compare. o'
network (Nguysn & Nguyen,. 2008; Mao e!al; 2093)

Jayachandran &f &/ (2067)- erxpia:ns communmteon
and xts techmques of bfoadcast is memi

VANETs- n addmon' wrth help of NS 2, we evatuate the;
broadcast scheme and measure their perfonnance in.
terms: oﬂhmughput;and redundant messages

This paper is-organized as follows: I sechon_z,.
different broaddast approaches-are- descnbed Arv seclion:
3, comparison:of broadcast ‘appfoaches is. pazfonned i
sectioh 4, we evaluate the- performance of broadcast
schemes and in sechon 5, conclusion and future work is.
given,

Related work.

With help of ‘broadgast; unicast and multicast.
protocols:establish and maintain rowte in VANETS {Al-
Shurman ‘¢t al, 2005). Dynamic Source Roufing (DSRY
{David efel, 2003), Ad Hoc On.Demand Distance Vector

{AODV} (Charlﬁ et.al, 2003), Zone Routing PW?-

(ZRP) (Zygmunt, 1997) and. Loca_ﬁon ‘Aided Ro

(ZAR) (Young-Bae & Nitin, 1998) are axample that use

“Vehicular ad-hoc:networks®

Shorl communication
@hd’an&vunyh Education and Emvironment ﬁSeej

CGMSATSInmm oflnﬂmnaﬂoﬂ_ aclmabgy Islamabad Pakstan
aneetrahlm@ksu .edu.sa; ﬂnd\aya@kmedu"

- ficoding,

52

ISSN: 0974- 6846

‘ "m.s’her@nu ,edu pk.
. their route establishment  and
(Zhang & Jiang,. 2004) A
3 in ‘exist such as”simple
probablﬁty based approaches, area based
approaches.etc. In this section we will bneﬂy drscuss all

the broadcast schemes-and their pros and cons.
ing s a_‘srmple broadcast. techmque {Zheng &
' nmm Vehlcles send

i parse ‘network, all the vehxdas can't
-‘a; same paekats wnh small probabnkty if the

redundant massages ‘We: use counter to record the
redundant message. Whenever the redundant message
is received, we increment the counter by one. We
oompare:'.the counter wuh cer!am mreshold value:if it ls

: , ng, 2004).

D:smme based scheme first calculates the distance
between iiself and s neighbor vehicles. Then it
compares the. d:stanoe with threshold. if the distance is
greatef than threshold it forward the packet otherwise: it

énder lomtmn- The vehicle wnl[ ignore
;aréa is :smaller than .a threshold value,
oﬂmerwnse-ma: packet will be broadcast (Brad etal, 2004).
Nelghbor knowledge methods -{(Joon et al 2003)
maimam a mble -that contains the mformaaon of its
' 'veme!e ‘decision depends upon this
. : forward message or not All vehicles share
heHo packeis with their neighbors. to get curent
information: They store- this information in their table for
futire use. Neighbor knowledge methods totally rely on
the exchanga of hello. patket: Conlention and colfision
can be happen if the'intarval is shoit ‘and farge interval
degraciesthe perfonnanoe of network dueto mobility.
can also be done. by using frees. But it is

- not it for ad. "Hoc petworks, due to the dynainic nature. An

efficient :and reliable tree based broadcasting technique
was' proposed -which: &5 stable in .dynamic netwerk
(Karkmaz-ef &l, 2008). Jt first maintains a spanning tree in

Rahirn.ef al.
Indian J.Sa.Techno!.
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STIHF[CEUMIEHLE

.M‘E‘Ts ami !&m”s‘l’s ase broaicasdugi'm pros'zdt

imporiaie control and yowte esenblishment. - Possible.
applications of" VANETs relying on broadcast for sharilig:
safeiy, weatlhier, and. road information among. vehiclex
Thi¥ paper presents a compararive study aj Mobile and

Vehicnlar adhros nerwork:

Index. Ferms— .Hobik Ad Woe NETworks, Inter-¥ “ehicly

C‘ommunwamm, Yelicaley 4d  ‘hoc N‘E‘varks,-

Broadiast, Urban MiuliHop Rioddcast Mulii-Hop

Vehicaldr. Bioadcast

andbasesuuons:scanedMobdeAdHocNetwoﬂa
(MANET} They comnmnicate with each other over.
»mﬂtﬂmpwudessknks. [1] Im: 2501 [2] sbmthat .
bRies, lrm:md secmty bznéwxdﬂ: .

d-Hoe Networks (VANETSs) dre special-

MANEIS have:

césgchANE‘l’s[S}‘ Self Organized and distributed’
movanen!alongsomepaﬂ:. [4)

VANEstzvesﬂxmtﬁiﬁmMspeed,m

uﬁequmﬂyusédapmonaswmpm&,to'mmd,
nctworl:.ﬂxeyma%atmmandpmb!mnsm

© 2009 ACADEMY PUBLISHER

vehicles: have fixed:

195

-secnm&mdibmadcaﬂ:appmzcmmdmxy

issnes of MANETs .are given: Tn section 6 and 7.
. characteristics and uses of VANETs are described. In

secnonaand9hoadustappmachesandmm

' issties of VANETS are, given Lastly in section 10

.CHARACTERISTICS OF MOBILE ADEOC
NETWORKS

mzsmxz] s!wws that MANETs have sevesal

Dynmc%opalogzes,ﬁodﬁ communicate with each
other directly and- also -with mtermediate nodes: As

_'dm_nezwark:s éynzmtc, the nodes eater and leaving

| constraing; wireless links have variable
“than thed ‘Hiaks. Fading, noise,

andmtuﬁtm conditions. effect the. throughput of

wireless commmaication.

Energy constraitys: Majority of nods in MANETS

'mﬁmmsfmﬁmmgy So ‘the most

iirgpm‘tant patanicter for. optimization is energy

conservation.

anmdphyncai securdy:. Security is more
camphcazedandd:ﬁcnkto achieve in Mobile

-wu'elss nctwoﬁrs as: comipare to wired network

Iih‘e'demai_ofsmoc atmck, man n

d As unqcmuaiserﬁezand base
_smausoﬁahireofsmﬁcpomcaucpm&mmme

- hdrmras compare: to wired network.

<<ACEEE
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nalysis of TCP in VAN

802 1le

that remarkable iimmh the performancé ofl'Cl' traffic is.
ohserved in case ofsoz.lle. .
EKeywords: TCP, UDP, 802.11; 802.11e

1. INTRODUCTION

Vehientar Ad-Hoc Netwarks (VANBTS) 15 a subelass of
Mobile ad Hoc. N’:tworks (MANETS) where fast movm@
vehicles form. 3 temporary 2 ation [13,
Vzh:clem\fch:dc _

i necessl .
2.3} Teis d1smbuted and. seif-orgxmzmg netwozkm Wh!dl-
speed of node. is High: -and node movement is fﬁwd:lmg-
some pafterns {41,

'VANETSs have some distirictive propeérties that disctinyinat
it flom MANETs and somié othier’ types of adhoc nétwork:
{5} 1t includes wery high speed of wehicles; no battery
‘constraiats, rehabrilty and: secuntypmhlems. and movement'

| ¥EEE 8021 'sxandatdpmmda wircléss: connectivity to
astoniatic tiachinery and equipmeny which thay be-
mounted on vehicles. within 2 local-area. [5]

One of the mzjor shortcomings of the IEEE 802.1%
MAC:sﬂ:atrtdoesnotprowdeQaSsuppmformHmI
applications. dnd. for scxv:ce differentiation {7]. So'm
order to: provide QoS 1o fmportant messages we must have:
wconﬂdersomeo&m'mm
nwsoz He;sﬂaeexrensmnofIEEBSOZ IIMACmorder

RPET ,anatyu the ﬁehmor of TCP.,and 18501 3
unfﬁcmdxsﬁzn and 802, llel&spapens organized ds

978-1-4244-3805- 110&*82&.09.._@20081;.335

follows. I section 2, ‘the weakness of 802.11 zndbcneﬁts
of B0211e. ase discussed. Section -3, demonstrates the
:sunulanmscenarwandexpmmmﬁlrcsﬂts and finally a .
conclustonxsgxmmsecuon4

2. RELATED WORK

T this ‘section. we. ‘will ‘briefly cxplain the Distributed
‘Coordination: Function (DCF) and Point Coordinafion
‘Function. (PCF) of 802:11, Hybrid Coordination Function
(HG':F) of 802.11¢, their weakness and beniefits.

2.1 802.11 Medium Access Control

“The 802.11 Medmm ‘Access:Control (MAC) layer supports
B ess mechinisms [9](DCFandPCF) DCF iz a
imediznn_amcss yrotocol sthat pse carrier sense muitiple
-access- protocol with colhsm -avoidance (CSMA/CA) for
-mediisn sharing mechanism [3].
Theisdeszgnedtoprcmdebesteﬂondata
‘transmssiorrand all flows: hzveequalpnouty ‘Soat does not
p@o’vﬁe segvice differentiation - The major fitnction of DCF
zstoredtxethccolﬁs:onammm:heﬂows:hatam
competing foraccess to the Wireless Medium (WM) [10].
To.support multimedia trensmissions, PCF was inwroduced.
PCF i ipnial MAC" foncion [11] .and: polling-based
oontenmﬁu access scherhe [12) It is optional because
‘hardware. m:plementmon of PCF is- very comphicated. [13]

2.2 Weaknessin 802.11

The 80211 is primarily designe ort-
dehvcty n WLAN but' hasalnmted QoS. Asmentioned

' “in[10] the §02:11 has the following shortcoming.

o ‘Randoni beacon delays and unknown transmission
‘i PCF mode.

ICON2008

Aictiiized fonied e tnized 1z SEEE Xone. DowNGAONS OnFebriaiy 8, 200U B 02 04 fom IEEE. Xpiors. Rastiicions oppy.



Appendix Conference Publications

Appendix C2 — A Need of Secure Data Dissemination Scheme
for VANETS

“Doctoral Symposium on Research in Computer Science”, IEEE, Lahore, 9-10 Aug
2008” .

Aneel Rahim 135 38-FBAS/PHDCS/S08



A Need of Secure Data Dissemination Schieme for VANETS

- Angel' Rahim, Zeeshan Shaﬁ Khan, Muhammad Sher
IDiternational Islamic University, Islamabad, Pakistan

Abstract:
Broadcasang in YANEJ‘: pmwdas

, _-.Imve Shortcoming such as
raduna‘am- rcbraadaa.ﬂ::, ‘céilision, contention,
Muld  Hop Vehicular broadcast ‘have
Scalability problem. Erzstmg Approaches - does
not differentidgte beiween safétv and route
messages and give. tham: Same mpmma
Relevance based approach is the orly schame
that forward relevim maxageﬁarshanng nd
discard the surplus messages. Bup it also hids
some drawbacks. The relevance ‘based
approach. using: 802.11e: does. not provide
mternal ‘resorting of the packm it q packet

queue a_mf daas not. cormdcr the. _mmmrk-

ithor corisiders. the ideal sithgt ion whre all

nodes, are. doing iheir work fair but i1 is nor

possible in practical. The problem is o
anhance e markematical vrodel: af relevince
based. approach or ta. desagn a new datd
dissemingdtion scheme that is secure and’ it

caonsider considers not only the usér traffic tut

also the rzmwrk control.
1. Intiroduction

Mobile: Ad Hoc Network (MANET) is-a
typeofwuelesanetwatkmwhichmbﬂe
nodes -collectively fonn a temporary network
thhout any roufers undbase smnons and

MANETs lmva '.sevml sabmt ‘characteristics

ke i wpnlos;es ‘Bandwiddh-
consttmmd, Enctgy—consunmed operation-and
Limited phiystcal security.

Vehicular Ad-Boc Networks (VANETSs) .

aré _special cese qf MANETs B} Ir. is
distributed. and - sefforganizing network in
which speed of node is high and pode
movement is fixed alorig some paitérns. [4]
VANET' have some distinctive properties. that
discrsinate it framy MANETS and some othes
typt.'SOfadhocnetwoxk.{ﬁ]

xﬁpor:ant amﬂ-al and’ rauta a.stabhskmmr

alichmed263@hotmail.com. zee.s'hamhqﬁkhan@yaboa com, m.sheri@iiu.edu.pk

It ineludes. very high speed .of vehicles. no
‘battery constraints,. réhsbility and  security

. problans. and movement : of vducles 1Y

hxmfcd.
2. Related Work

‘D:ﬁ?:mm anicast and muiticast protocols like
Dyhiamic Source Routing, Ad Hoc On Demand
Dnstm;ca Ver.tor Zone Roufing. Protocol and
Location <Aided: Routing use- broadeasting to
'eshbhab andmamfhetoute in VANETs.

A erable. numibier. of broadcasting
sdmms have been proposed such as simple
ﬂooaxng. pmbabxhty based approaches, area

2.1 Simple flooding:

A sxmple approach: to perfo:m broadcast i is by
fiooding: Tn this- method, a vehicle sends &
messag:mallofmsnexghborsmd:ts
neighbors in- retam send . message to its
‘neighbors. This process' continues nntil all the-
vehicles getithe same message.

2.2'Probabilistic scheme:

In this schegae the message is. broadcast with
some: ﬁxcd pmbabﬂxty Iit dense . network, due
to share coverige only few sodes can do.
rebroadiast 1o save network rasources. [6]

2.3 Avea Based Scheme

In Area Based Scheme a code calculate the
additional: coverage area on bases: of received
redundant messages. If 2 node achieve
sufficient additional coverage atea with
‘broadéast then it will sebroadcast else not. [6]

2.4 Neighbor Knowledge Methods
In nghbor Knowledge methods every node

matains. neighbor. node information. With
he!pofﬂusmﬁomaﬁonanodedeczdeto
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Impact of Malicious Node on Broadcast Schemes

Aneel Rahim and Fahad bin'Muyaha

- PMC, King Saud University, Kingdom of Saudi-Arsbia.
aliahmed2638hotmail..com, Fmuhaya@ksu.edu.sa

‘Abstract. Broadcast is frequently used opamuon in ‘vehicular adhoc network
(VANETs). for shanng traffic, weather; and safe ty-mf rmation.among wvehicles.

Relevance based approach forward high priosity traffic for information shuring
and -removes the redundant and surplus messages.. The relevance based
approach depends upon the intermediate - nodes:and -consider ldeal scenario
where there is no selfish and ‘malicious node but it is-not possible in real life.
scenario. We in this. paper simulate the. relevance based approach using NS-2 in
a real scenaric and consider the impact of malicions node and. determine how
much: thmughput of network is affected-by malicicis node.

1. Introduction

A large number, of Broadcast Techniques:huve been proposed for information sharing
but they are fiot appropriate for VANETS as they have certain drawbacks like simple
flooding [1] have shortcoming such as redundant rebroadcasts, collision and
contention. Probabilistic scheme [2] is pmp‘o"sed to overcome. the simple flooding
problems but its performance is poor in sparse network as the nodes can't get all

messages until the probability is high and it works similar with simple flooding when

its probability is high. Neighbor Knowledge method exchange hello packet to get
neighbor inforination and hello. packets degrades the. fietwork performance. If the
interval of hello packet is. short. it will cause contention and collision and large
interval influence the network performam,e due to: mobi ity [31. Multi hop Vehicular

broadeast [4] have Scalability problem. All existing’ techniques also do not consider

the importance of message except the relevance based approach.

The relevance based approach depends upon the intermediate nodes for
commiunication. All nodes in. VANETSs aré considered as fair nodes [5] (forward the
informafjon to increase the global benefit regardiess of their own. benefit) but it is not

possible in real lifé scénario.

‘We in this papeér simulate the relevance based approach in real scenario and
consider the impact of malicious node on relevance based approach and determine
how -much throughput of network is . affected by . ‘malicious node. This paper is
organized as follows: In section 2, we discuss rélevanicé based approach, its
characteristics -and its implementation using cross layer, 802.11e and 802.11¢ with
virtual queue. In section 3, proposed study and results are presented using NS-2.
Lastly in séction 4 conclusions is given.

D. élqu et aL (Bds.): SecTedh 2009, CCIS 58; pp 36-92, 2009,
© Spnnger—\feﬂa.g Berlin Heidelberg: 2000
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A SURVEY ON BROADCAST A.PPROACHES IN VANETS

Aneel Ralim™ Imran Almiad™ Adeet Javed™, Zeashan

ad Sher'?

Minternationa] Islamsic University, Tolamabad, Pakistan
B NwrP ‘University of Engmeea'mg and ecﬁnalcgy Peshawar, Pakistan

B]COMSATS Institute of Information Teé

logy Istarabad, Pakistan

mail.con, mrani’}?i@hgm!&ﬂiébm;-.MZL?Z@?!QHHQ:I@GOM

_ -Abstract
Jtar-Vehicle Conmitnication avey: Systems heis
capiured ‘the, inférest. o industry ‘and’ mearcb'
comammity. bt VANETs, broadcast. is .a.most
commonly. used fechnigue. Shaving safet,

‘weqther, and road i
depends on brmddast :
dmportant role int VMT& as it is used to
sstablish-and maineain the route.for wricast and’
multicast protocols. Daspite & eansidmbla
rimiber’ of proposed broadiasting Schemes,

comprehensive comparative anabvm Has ban

mation- among - vehicles

previously done. This -paper presemts a.
comparativé  study of different - broadcast-

approaches.in VANETS,

,Keywords'
{IVC), Veiicular. Adhoc NETWOI!CS {VAI'EI'S)
Broadeast; Urban ‘Miitiflop Broadeast (UMB);:
M-Hop Vebmular Broadcast (MHVE).. ‘

1. Introduction

Vehicular.Ad-Hoc Networks (VANETs) area

subclass of Mobile ‘ad Hoc Networks
(MANETs), where wircless :

form a2 tempomy netwo:k,lVANEI'Ss -do. no'l"
need any infastructore end . vehicle to vehicle:
oﬁmnmmmdocsnﬁnwdmym&nsmxme.

a§ it i$ necessary in Ints Cransportation.
Systerias [1]. VANETs are “self organized  and
distributed network with high mobility and:
specified movement pattems [2].

VANET: have some distinctive properties
that. discriminate it fom MANETs and some
other types-of adboc: network. [111.. 1t dncludes

mxyhsgh_speedu_fvehmles,mbmmry'

constyams, o -and secnrity probléms, and.
movément of vehu:lm is km:tac&

= VANET!, b(oaécast is .a. mosﬂy used-..

-madmfonnaﬁonmngﬂmvek;cks jepenids or

‘This pager

gast  plays

-Vdm:lc Comiiminication

deast [22]. Different: broadcasting: schemes
fave ‘been. proposed, but no comprehensive
<compariive- mn}ysis hasbeenpnmously dona.
\presents 4. comparative stidy of

dxﬁ'wembmadcastappmadxesmVANETs
‘ 'l}nspapensmgamzedasfoﬁaws ‘In section

2. Bmaﬂc”asf Approgclies

Dynmc Source Rmxbng (DSR) [IE}, Ad Hoc
On Demand Distance Vector (AODV) [19],
Zanie Routing Protocol (ZRP) [20] and Location
Aided Routing (ZAR) [21] use broadcasting ‘to
establish. and matamin the route in 'VANETs. A
considerable mumber -of broadeasting schemes

‘have beenproposed sixch as: dimple’ Hooding,

probibility based. approaches, area ‘based

'appmachsm

2.1 Simple Flooding

Aszmpleappmadnoperfonnbroadcasnsby
flobding, Tn this method, 2 vehicle sends a
mssagctoaﬂofztsnag:bmandmmgabm
in.retorn: send message 1o its neighbors. This
processcmunuesmﬁ}allthenodwgeﬂhesame
message. There' are following: drawbacks in

simple floading [4].

chhmdantandunmcdedrebmadcrts%cn
a vehxcle decides 1o tebroadcast a broadcast
message 1o s .neighbors, all . its neighbars

: aheadymybmmﬁxenmgc.

* ‘Contention. for medioin. Afier a vehicle
roadc: ,’ammge,zfmzmghbmsalsodwde
torebmadcastﬂx: message, these transmissions,
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PBBS: Priority Based Broadcast Scheme for VANETS

cnnununmibn n deicu&zr'Ad e 2 etworks

(VANET :;).Pmibl& applicmions relving on

de' w:rmg adwnfsemmts and mnauncemu&
Simple: flooding breadcast technique -cannat
diseinguish  1he messages o
applicaiions. So. séifety. and mergency message&
cahinor get. preference and - expevience .deldy
which can lead: 10 ynfavorable ‘results. This

paper presents. @ hovel schews for braadaam’n&

which can recognize messiges:
appficmiom. Safery.and emergency messages get
priorly 1o provic de. betier -road' safety.

Sinwleions using N5-2 show that proposed

scheme is more éffective. and gthieve the afove-
nientionid objectives.

Keywords; Vehicufar Ad fioc NETworks

(VANETS), Bm&dcast. 802:11e
1. Introducton:

Vehicolar Ad-Hoc. Netwoatks (VANETs) are

special case of MANETs [1] Ttis distribisied and.
seif-organizmg metwork in which speed of node
is high'and node’ movement is ﬁxed alofig some
patiemns, 21

VANETs have some distinctive properfies that
drscmmmte it fmm MANETS, [3] Il mcludes

: ETy
consumms. mlmbmty and ; gecurity pmb!ems, and
niovenient of vehicles is limited.

Different Unicast Protacnls use. Broadeasting, in'
:;ge; to pwvxde :mpmam eontm! and: mma-
tish e, e

and Locition Axﬂad Rautmg (’LAR} T‘Il usa
bmadcasung to establish routes; Some multicast
protocols: and  geocast “protacols. oftén . use
broddeast for " different -purposes. [8) Simple
fiooding does not recognize. the messages of

. ad Shﬂ ib .deshaﬂ Shiafi Khan

Pakzsmn

 mediin more ﬂmn the highiy pnonty messages.
likesafetymssngcs

‘ln 'section: 3',.--;:roposed braadcast schem is
_ ngem 1n section 4, simutation stedy and resuits

are g:ven. lnsectz:_ 3. conclusions are piven,

‘2. Related Weork

based

21 Simple flooding:
A simple approdchto petform. broadcast. is by

ﬂmding. In this method, a vehicke sends a
lmssage to:al of its neighbors and its neighbors

in:return ‘'message- to its. nejghbors. This
provéss cantinuas until il the vehicles gei the
same message; [9)

2.2 Probabilistic schemeé:,

;ln th:s “scheme the message is broadcast with

tbbabﬁxty In‘dense network; due to
coverage only’ few nodés cin do

rebrosdcast to'save fetwork resources. [10]

2.3 Area Buased Scheme

In-" "m Based Scherne & node calculate the

on bases -of received
; essages. i achieve sufficient.
additional. eovemge -ares With broadcast then #t

wilk: rebroadcast elie: not [10]
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Relevance Based Approach with Virtual Queue for Vehicular Adhoc
‘Networks

Shaﬁkhanm,lvmhammad Sher

Abstract:
Vehicular dadlioc networks are sibclass.of mobfle
adhoc natwork, Bmadcasr i a commonfv usad'
technigua jbr a7
rea}!mqm are. pro i¢

: 4 g1 ige-
rélevance. based - appmch. Relevance based

approack. ¥ the only schame thatr fanvard.
relévent messege Jor “sharing. and. discard fhe
surplus messages. The raleviice basadappraaah
using 892.iie a'aes ‘nat - provide :
resorting of ihe packets tn.a picket qmwc This
paper- preseuts -an idea of virtual quaeve at
application level to overcome this problem

Ke\words: ‘Vehicular Ad - hoc Networlr.s_

(VANETS‘) Broadcast, Urbap MnuliHop
Broadcast (UMB), Mobility-Ceatic Data
Dissémination  Algorithm  for  Vehicular
“Networks (MDDV).

1. Iﬂt”rodizcﬁbh:

‘Mostly. i Vahxcu!ar Adlot getwmk

WANETS), vdncleﬁ aufe intercsted i thn sm

Inb wxreless ‘petwork, bmaécastmg
frequently nsed operation‘as compared to: wn'ed
nctwukl‘hcya;eaiotxsmandmoblunsm

[1] VANETs are

premxsmg nezwmk design for intelligent

transportation systems and based oo short
coaunum&onmgcbctwacnﬂm vehicles [2].

i mtcnncdzate nodcs. {3}

have she

: »shame mformation either dn?ectly or. thmrugh

oﬂ:et types of adhee netwotks [5]1: xncludes

'. 'Iwo type of: appkcat:on exist in VANETs

y -and - non Safety applications). Safety
mdndes achent ﬁu:l statson, taﬂic

'induaes e enteriainment and  tolling
mfoxmzaon[M].

Bu’oadust Techmqms like s:mple flooding[6]
soch  as rgdtmdmt

Bo p:oblem. Aﬂ emsnng tecbmques do net consider

the smportance of message except the relevance
roach.

e based approach using 802.11e
' o problem’ that it does: siot provide
internal -resortmg . 6f the packets in 2 packet
qnene[ﬂj'!hssyapetpresmtsanidez of virtual
quene with selevance based approach using
802.11e:to.overcome titis probiem. This paper is
‘ongamzedasﬁoﬂows,hsemonlrehtedwod

“and" relevance based approich using 802.11e is

described. In section 3; enhanced due to virtual
goene’ mlnsecuon4 simplation study and

sesults'ase:shown. Lastly in'section 5 conclusions

fggIven
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Performance Evaluation of Video Streaming in Vehicular
Adhgc Network

- PMC_ King Saud, Umvmnty, ngdom ‘
aneelrahimiksu L

Abstraet, In’ Vel‘ucular Ad-Hop Nmmks {(VANETs)- mim—eqlﬂppcd velucles.
form a tomporary network for sharng information : among: vehicles. Secare-
Multimedia. communication-enhances the safety af, pssscagar by providing visuat
pictuse of accidents and danger: sHuafions:. In -this: paper we will evalgate the
‘performanie of muéumed:a data in VANETS scenario _consxdm: the impact of
malicious Bode using NS-2 and Evalvid vidéo cvaliustion iool.

Keywords: Evalvid; multimedia, malicious.

1 Introduction

Maultimedia coramunication has gained -the attraction of résearch commusity [1].
Multimedia Information. includes the ‘several applications like: television, Chatting.
ganiing, internet, Video/Auvdio-on-Demmand, video conferencing {2]. Due to rapid
growth of multimedia ap;ﬂmuon. Sectirity is an tmpormnt concern {3}

Authentication, Confidentiality, Iutegnty and non repudiation are the essential
security. requirement of ‘multiinedia communication in VANETs, {4] Security attacks
(Deqial of service, maticious node aitack; tion) afid vulnerabilities (Forgery,
violation:of copywrite and privacy) exiét in muitimedia application due to mobility and
dynamic nature of VANETSs £51. )

Video transmission’in: VANETS faces a 1ot of phallenges dué to/limited bangwidth

-and transmission errors [61 Security, Inﬁerferenoe. channel fading, dynamic topology
changes and infrastruciure less are some. other: fncmm that degrade the performance of
“video: stteammg i VANETS.{7].

We in this: paper analyze the performance of muliimedia: traffic in VANETs with
and without the imerference. of malicioes node.. We measure performance intenns of
PNSR, delay, sending rate;, recéiving fate: of vehicles.

This paper is urganmad as follows: In section 2, we discuss the- feasibility -of
multimedsa: apphcatlon in VANETS scenariosand different existing frameworks for
mesti ‘-s!xeammg in VANETs In section 3. pfeanBd stirdy and results are _presented
usifig NS-2 snd Evalvid. Lastly'in. seoticzn 4 conclusionsis given,

-2 -Related Work

Moez et al. (2007) experimentally proof the feasibility of midfimedia dpplication in
VANETSs scenario by using TEEE 8§02. 1%[8]

S.K. Bandynpadisyay et al. (%)‘ISA’ZGW.GC]S‘J&, . 22D-224, 2010,
L <3 Spnngw—\’uhg Bcdin Huigélberg 2030




