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Fourth chapter is legal framework provided in E-consumer protection is explained. Consumer
protection in European law are analyzed from the prospective of consumer contract fulfilled on

the internet. Consumer Rights Directive and Rights of E-consumer are highlighted.

Fifth chapter is different national and regional entities involved in e-commerce laws are
discussed under the topic of E-consumer protection laws: An International scenario. The chapter
talks about the jurisdiction involved in e-commerce laws such as UNICTRAL, European Union,

Council of Europe, APEC ,United States ,Canada, Australia, OECD and ICC.

Sixth chapter is E-consumer protections in Islamic law is explained. The concept of consumer
protection is discusses under Islamic law. Rights and responsibilities of the consumers and E-
commerce Transactions are explained. Shariah provides legal system which has rules to govern

consumer issues.

Seventh chapter is consumer protections in online E-commerce Transactions in Pakistan is
explained. Conventional consumer protection laws and E- consumer laws are discussed.
Approaches and trends related to E-commerce in Pakistan is highlighted especially main

approaches to E-commerce legislation in Pakistan.

Finally, the findings have been drawn and some recommendations are given to improve the

online consumer.
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(a) The Meaning of E-commerce

Electronic commerce, has been defined as “sharing business information, maintaining

business relationships and conducting business transactions by means of telecommunications
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networks.” A simpler definition has been proffered, which is “the buying and selling of

products, services, and information via computer networks including the internet.””

Paul Todd’ will be used in this study, which is as “any transaction involving goods or services

where digital electronic communication performs an essential function.”®

The steady growth of electronic commerce in everyday business cannot be overemphasized. In
fact electronic commerce is fast becoming the preferred method for concluding day to day
business transactions, especially in the retail trade. This is largely due to the immense
benefits which the platform affords, chief of which is its convenience. The internet
provides online businesses with many potential benefits, such as reducing the size of staff,
providing secure means for conducting long distance transactions, increasing efficiency

. . . . . T
in contacting consumers, and improving overall cost-effectiveness.

The growth of the e-commerce has brought with it consequent legal and economic issues
and peculiarities. So, it has brought “with it some negative side effects/ disadvantages; chief of

these disadvantages is the potential vulnerability of the consumer.”®

In online transactions the consumer is at risk if a transaction goes wrong. This is because in some

online transactions, “the consumer may not know, or have any access to the seller beyond his e-

3V.Zwass, “Structure and macro-level impacts of electronic commerce: from technological infrastructure to
electronic marketplaces”29.
4<www.whatis.com/ecommerce > accessed 18 July 2014
*Paul Todd, “E-Commerce Law”, Cavendish, 2005.
“Tbid. ‘
"WatcharaNeitivanich, "Méchanisms for the Protection of Online Consumers: A Comparative Analysis of the U. S.
E-Sign Act and Thai E-Transactions Act,"dnnual Survey of International & Comparative Law 10 (2004) 83-91.
Ibid.




commerce medium, and there’s the potential for the seller to either wrongly advertise the

product, or for the whole transaction to be an outright scam.”®

The negotiation process in “e-commerce transactions highlights the need for consumer protection

i at the highest level.”!°

Generally, the consumer’s position at the conclusion of the contract needs to be strengthened and
brought at par with the position of the seller: the _consumer agrees to a no modifiable
fixed contractual proposal by the supplier and very often, he has no possibility to obtain
the adequate information about the goods or services for which the contract was concluded, that

would normally be necessary to create his full intention to enter into the contract.!!
Therefore, the law has come to the rescue of the perennial unlucky consumer;

in many developed countries, laws have been put in place to protect the vulnerable consumer, and
§f‘ to ensure that the consumer is always adequately protected at each stage of the transaction.
Developing countries are positioning themselves to be more involved in the flow of e-
commerce; however, most of these countries are yet to put in place the adequate regulatory
framework with which to ensure the smooth running of the system, adequate protection of
businesses and consumers, and to prescribe for crimes and punishment for cybercrimes in

relation to e-commerce."?

This is dueto absence of necessary and adequate regulation, and underdevelopment in the
ICT sector; therefore it is “imperative that the protection afforded to the consumer by the

legal system is adequate. Adequate consumer protection would serve to cushion the possible

? Salvatore Mancuso, “Consumer Protection in E-commerce Transactions: a First Comparison between European
%aw and Islamic Law,” Journal of International Commercial Law and Technology 2 (2007) 93-108.
L
ibid.
'bid.

2 Ibid.
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which must be addressed on the basis of rationality like there is no provision regarding e-

Consumer protection. There are some flaws in it like consumer is not assured of having the
complete protection, if he wants to provide the information to the consumer protection

authorities, he will not be immunized, until the scrutinizing of the material, which has been
provided, and it rests on the commission whether the material is relevant or not. This sort of

uncertainty prevents the consumers whether the information is relevant or not, this will definitely

increase the reporting of leniency cases rapidly, otherwise, it will be facing the difficulties in

busting up the consumer protection.
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of Reference” and the Commission's 2010 Green Paper on progress towards a European Contract

Law.

The contributions to this volume point to the arrival of a contested moment in EU consumer
protection, questioning the arrival of the 'empowered' consumer and uncovering the fault lines
between consumer protection and other goals. What emerges is a model of poly-contextual EU
consumer protection law, a model that challenges the assumptions in both the 2010 Green Paper

and the revised proposed Consumer Rights Directive.**

The book “Cases on worldwide E-commerce: Theory in Action” is written by Mashes S.
Raisinghani® which explains primary mission of Cases on Worldwide E-Commerce: Theory in
Action is to “provide detailed case studies of opportunities and challenges in worldwide e-
commerce as the Internet economy and globalization trends erase the traditional IT and
geographical boundaries. Cases included in this publication are valuable to practitioners and

academicians in the e-commerce/information systems field as learning and teaching resources.”*®

“Online Consumer Protection: Theories of Human Relativism”*’ is written by Kuanchin
Chen, Adam Fadlalla which explains that “technology is a double-edged sword that not only
brings convenience, but also allows for easier way to collect, explore, and exchange information
on or off line. Consumer cohéerns grow as security breaches and privacy ipvasions are
238

uncovered ever more frequently, creating the necessity for online consumer protection.

Theories of Human Relativism presents

34 1.
Ibid.
3: Mashes S Raisinghani , “Cases on worldwide E-commerce: Theory in Action,” Idea Group.
3 .
Tbid.s _ :
3"Kuanchin Chen, Adam Fadlalla “Online Consumer Protection: Theories of Human Relativism” by 1GI Global
Snippet, 2009.
* Ibid.
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The introduction of UN Guidelines for Consumer Protection has been ascribed “to the efforts of
international voluntary consumer protection associations and organizations. The very fact that
the UN has laid down guidelines for its member countries shows the importance attached to

consumer protection internationally.”*’

»3s written by TaymourAly Khan which

“Legal Environment of E-commerce in Pakistan
explains that e-commerce has completed the transition from an ideal vision to a veritable
economic reality. Expectedly, thg fast growth of e-commerce has “encouraged a corresponding
ri;e in proposals for its regulation. While there is a broad consensus that electronic commerce
should not be restricted by over-regulation, there is also a general agreement that traditional
paper-based legislation does not provide answers to questions raised in an electronic

environment.”

“Consumer Protection in E-commerce Transactions: a First Comparison between
European Law and Islaxﬁic Law”™is written by Salvatoré Mancuso describes that the Internet,
has become “a major instrument for business activities through the exchange of tangible and
intangible assets and services. Therefore we are witnessing a progressive placement side by side

of a virtual market and the traditional market.”’’

% Ibid.
*Legal Environment of E- commerce in Pakistanwww.supremecourt.gov.pk/ijc/articles/10/3.pdf (accessed
December 14, 2015).
% Ibid.
%6SalvatoreMancuso, "Consumer protection in e-commerce transactions: A First Comparison between European
g;aw and Islamic Law”Journal of International Commercial Law and Technology. 2 (2007): 1-8.

Ibid. '
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are mostly committed when the culprit gets control of an unsuspecting individual’s bank card

details. Once those details are obtained, the criminal may make unauthorized transactions.

3.10 E-Consumer Protection

It refers to the level of satisfaction of a consumer after an online contract has been concluded, it

deals with issues like;

e s the consumer happy with the quality of the goods delivered?
e Does the product delivered match up to what was advertised?

e Does the customer have the option to decide to return the goods or ask that they are

replaced?

These are the central issues in consumer satisfaction. The law of e-commerce therefore has been

developed to address these important issues.

3.11 Cross Boarder e-commerce

E-commerce has crossed boarders and there is not restriction to buy goods or services from other
country while using the internet. Though the internet has reduced barriers to international trade
and transaction but there are few evil as well, which have not been discussed in most of the
developing countries’ to tackle the emerging issues in international trade or shopping. These
includes “unreliable and lengthy transit times, complex and ambiguous return processes, customs

delays, lack of transparency on delivery and pricing, and limited ability to alter delivery times

30
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and locations.””" Moreover, in developed counties, the international dimension of e-commerce is

still relatively modest.”®

There are many barriers to intemational e-commerce which includes “lack of information about
relevant laws, regulations aﬁd methods; burdehsome customs procedures, high customs duties on
returns, and corruption at the border; differences in national consumer and sales laws;
requirements for specific payments solutions and difference in tax regulations; weak protection
of intellectual property rights; limitation in the right to store and transfer information and data;
requirements to have a local presence in order to register top-level domairis, internet censorship
and the need to use specific encryption technologies and barriers including high roaming

charges, problems in obtaining insurance and state subsides.”®

Besides above mentioned b'an'iérs, there are many problems and tests for e-commerce, while the
adoption of laws “may not be a perquisite for e-commerce to commerce, they are essential for its
sustainable growth. A supportive legal environment is crucial to create trust online and to secure
electronic interactions between enterprises, citizens and public authorities.”'”® However, there is
no legal landscape which discusses the relevant frameworks. Some countries have “enacted e-
commerce regulations while other has amended existing legislation or developed principles or
guidelines as minimum requirement.”ml Though, these developments have brought some relief
for online consumer, but still there are many countries’ which as far away from these

developments.

" Information Economy Report 2015 Unlocking the Potential. of E-commerce for Developing
Countries.(Switzerland: United Nations, 2015), 15. '
98 Ib- d
id.
* Ibid.
%pbid.,
%! Ibid.
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Moreover, online consumer face problems of “understanding of the terms and conditions of the
electronic contracts as the majority of the online sellers provide information about the goods and
services on sale just in one language and only few sellers have bilingual or multilingual
information available to the consumers.” ' Furthermore, the “information about the goods and
services which are being sold through the internet is often vague, definitions are not clear; the

wording is very formal, confusing and complicated for the ordinary consumer to understand”.'®

Legislation on IT issues is not an easy job, there is a great need and importance for the
legislature to understand the technical aspects of IT, whereas “governments of developing
countries face various challenges when seeking to adopt and enforce e-commerce legislation.”!*
Because in developing countries the “laws are often adopted too later by governments attempting
to keep up with dynamic and unpredictable technological advancements. By the time the laws

are passed there are often obsolete, and the activities that they seek to regulate may have

changed‘”IOS

Online consumers have the same rights and protection as offline consumers, but now a days
online transactions are more bothered than offline consumers. There is a dire need to enforce
online consumer protection laws and sign treaties with international community to bring
harmony is existing legal system of Pakistan and to keep pace with International best practices.
Furthermore, the consumers are unaware or have little knowledge of international transactions;
therefore the advice and information should be provided for the use of cross-border

opportunities.

192 Galina Skorochod. Consumer Protection in the European Union (Hungary: Central European University, 2007),
38.

' Ibid.

" Information  Economy Report 2015 Unlocking the Potential of E-commerce for Developing
Countries.(Switzerland: United Nations, 2015), 64.

1% Ibid.
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Chapter: 4

Legal Framework for E-Consumer Protection
4.1 Introduction |

This chapter presents an overview of legal framework for E-consumer protection. This chapter
Explains need to protect consumer under European law. It has also elaborated main convention
Related to consumer contracts fulfilled on the internet. This chapter has also analyzed the
Consumer Rights Directive and rights of E- consumer. The most important thing discussed in

this chapter is legal framework of E-consumer Protection.

4.2 Need to protect online Consumer

Corporation always try to protect their clients identity, because it creates and establish

confidence upon the corporations. Due to this the business of corporation touches the sky.

Nowadays business is transforming from manual methods to online transactions. Many
international organizations are operating worldwide, which are earning billions of dollar
annually. Where IT has brought blessing for.the common man, similarly it has brought many

problems for the ordinary man as well.

There exists thousands of fake website which cheat and play with innocent people. Where they
lose their hard earning, even the developed countries are the main target of this industry. World’s

famous business
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4.3 E-Consumer Protection in European Law

In recent years, consumer protection has come “more and more into the focus of European
legislation.”™"! In 2004, a thorough review of the EU Consumer Acquits has been “undertaken in
order to simplify consumer legislation and to create the conditions for a more efficient internal
market for consumers.”''? One of the keys “to achieve the objective of a functioning internal

market was to enhance consumers’ confidence, in particular in e-commerce, by providing them a

harmonized legal framework and stronger rights in that area.”'".

In the European context, electronic contracts are generally part of a broader category of contracts,
known as distance contracts. The notion of “distance contracts’ usually covers all cases where a
contract is concluded with the exclusive means of distance communication, such as telephone,
mail order, fax or Internet.''* Put another way, it covers all agreements concluded without the.

simultaneous physical presence of the contracting parties.'"’

Distance contracts are commonly
subject to some specific rules requiring, among other things, that consumers receive all relevant
information during the contracting process and allowing them to withdraw from the contract

within a certain period.''®

Mbid,

"2proposal for a Directive of the European Parliament and of the Council on Consumer Rights, Explanatory
Memorandum, COM(2008) 614 final, Brussels.

'3 Ibid.

!1Recital 20 CRD. .

'3 Ibid. .

6 Consumer Confidence in E-Commerce: lessons learned from the e-confidence initiative, SEC(2004) 1390,
Brussels.
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