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Abstract

The purpose of present research is to high light the position of E-consumer protection laws

regarding the problems of online consumers keeping in view the available legislation in Pakistan

on said topic. A country like Pakistan where E-consumer protection is new concept in terms of

non familiar of consumers about their rights. A process of doing business through computer

networks is called Electronic Commerce. A person sitting anywhere in the world, in his house or

office, in front of a computer can access all the facilities of the Internet for online transactions.

This study is to address those issues, by which, the people are being faced in online transactions

in the market, especially in the e-consumer end. This research will be helpful in understanding

the concepts of Consumer Protection in online E-commerce Transactions in Pakistan"

First chapter is introduction of consumer and E-consumer. The basic concepts such as E-

commerce and its types, consumer protection and E-consumer protection, Identity protection,

consumer satisfaction are explained. The importance of the E-consumer is also highlighted in the

end of this chapter.

Second chapter is literature review regarding topic is explained. This will explains how different

scholars and writers discussed consumer protection in the framework of E-commerce.

Third chapter consumer protection is discussed under the title of Consumer Protection: An

overview. The concepts such as consumer and its classification such as conventional and E-

consumer protection. Different modes and features of E-consumers are explained. Consumer

protection and economics impacts of E-commerce are discussed. Classification of consumer

protection such as Identity protection and cross boarder e-commerce is highlighted in this

chapter"



Fourth chapter is legal framework provided in E-consumer protection is explained. Consumer

protection in European law are analyzed from the prospective of consumer contract fulfilled on

the internet. Consumer Rights Directive and Rights of E-consumer are highlighted.

Fifth chapter is different national and regional entities involved in e-commerce laws are

discussed under the topic of E-consumer protection laws: An International scenario. The chapter

talks about the jurisdiction involved in e-cotnmerce laws such as UNICTRAL, European Union,

Council of Europe, APEC ,United StateS ,Canada,Australia, OECD and ICC'

Sixth chapter is E-consumer protections in Islamic law is explained. The concept of consumer

protection is discusses under Islamic law. Rights and responsibilities of the consumers and E-

coflrmerce Transactions are explained. Shariah provides legal system which has rules to govern

consumer issues.

Seventh chapter is consumer protections in online E-commerce Transactions in Pakistan is

explained. Conventional consumer protection laws and E- consumer laws are discussed'

Approaches and trends related to E-commerce in Pakistan is highlighted especially main

approaches to E-commerce legislation in Pakistan'

Finally, the findings have been drawn and some recommendations are given to improve the

online consumer.
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Chapter: 1

rntroduction, significance and scope of the research

1.1 Introduction to the Research Topic

E-commerce as it is commonly known is the use of technology to conduct financial transactions

online. Over the last years, e-coillmerce has significantly developed' This relatively new

purchasing method offers numerous advantages as compared to taditional trade, in particular

making shopping easier; due to the lack of physical and temporal boundaries of the Internet'

online purchases can be made wherever a connection is available and outside of the usual and

restrictive opening hours.l Accordingly, domestic sales and international trade have been

increasingly conducted over the Internet for the last decade, "making online shopping more and

more popular to such a point that nowadays, e-consumption has become an integral part of the

daily life of manY consumers."2

The world of commerce has shifted dramatically in the last few decades. Before the introduction

of the internet, transactions were carried out manually in close proximity. Though, the intemet

has brought faster and more efficient way of doing business. In present era, products and services

are being offered to individuals in rocations which they would hitherto have been unable

to. In this century, any individual or organization can buy goods from any country of the world

from a business located in any part of the world, to be delivered to a person in any part of the

world. It is a sketch of the immense benefits which online businesses has taken in the

commercial atmosPhere'

, T*g Soop-Tzi Tang Comparative Study of European Law and swiss Law

'wAfrc, prlfu."; LobsnrI,sERGER/GUIBAULT&IAK' 730'



(a) The Meaning of E-commerce

Electronic co.merce, has been defined as "sharing business information, maintaining

business relationships and conducting business transactions by means of telecommunications

networks.,,3 A simpler definition has been proffered, which is "the buying and selling of

products, services, and information via computer networks including the intemet'"4

paul rodd5 will be used in this study, which is as o'any transaction involving goods or services

where digital electronic communicatioir performs an essential function'"6

The steady growth of electronic commerce in everyday business cannot be overemphasized' ln

factelectroniccommerceisfastbecomingthepreferredmethodforconcludingdaytoday

business transactions, especially in the retail trade' This is largely due to the immense

benefitswhichtheplatformaffords,chiefofwhichisitsconvenience.Theinternet

provides online businesses with many potential benefits, such as reducing the size of stafe

providing secure means for conducting long distance transactions, increasing efficiency

in contacting consumers, and improving overall cost.effectiv,,e,s.7

Thegrowthofthee'commercehasbroughtwithitconsequentlegalandeconomicissues

and peculiarities. So, it has brought 
,.with it some negative side effects/ disadvantages; chief of

these disadvantages is the potential vulnerability of the consumer.',8

In online transactions the consumer is at risk if a transaction goes wrong. This is because in some

onlinetransactions,'otheconsumermaynotknow'orhaveanyaccesstothesellerbeyondhise-

,v.zwass, ,,structure and macro-level impacts of electronic commeice: from technological infrastructure to

el e ctr oni c m arketPl ac e s" 29'
ii***.*frutis.com/ecommerce > accessed 18 July 2014

5Paul iodd, "E-Commerce Ldw", Cavendish' 2005'

l*;1;n*"roritivanich, ,,Mdchanisms for the Protection d9,rP:-gllllT'l*:::^:,T'x,t"8ffifrs35i: t
E-Sign Act and rrrui g-rrunractions Act,'iniial survey of Internotionot & comparative Law l0 (2004) 83-91'

t tbid.
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commerce medium, and there,s the potentiar for the sener to either wrongly advertise the

product, or for the whole transaction to be an outright scarn'"e

The negotiation process in.,e-commerce transactions highrights the need for consumer protection

at the highest level."lo

Generally,theconsumer,spositionattheconclusionofthecontractneedstobestrengthenedand

broughtatparwiththepositionoftheseller:the.consumeragreestoanomodifiable

fixedcontracfualproposalbythesupplierandveryoften,hehasnopossibilitytoobtain

theadequateinformationaboutthegoodsorservicesforwhichthecontractwasconcluded,that

would normally be necessary to create his full intention to enter into the contract'll

Therefore, the law has comi to the rescue of the perennial unlucky consumer;

in many developed countries, laws have been put in place to protect the wlnerable consumer, and

to ensure that the consumer is always adequately protected at each stage of the transaction'

Developingcountriesarepositioningthemselvestobemoreinvolvedintheflowofe.

commerce; however, most of these counffies are yet to put in place the adequate regulatory

framework with which to ensure the smooth running of the system, adequate protection of

businesses and consumers, and to prescribe for crimes and punishment for cybercrimes in

relation to e-commerce'"

mceofnecessaryandadequateregulation,andunderdevelopmentinthe

Icr sector; therefore it is .,imperative that the protection afforded to the consumer by the

legal system is adequate. Adequate consumer protection would serve to cushion the possible

e salvatore Mancuso, 
,,consumer protection in E-commerce Transactions: a First comparison between European

Law and Islamic Law,,, Joi)rnal of Internatr"rri-ilr*^ri'fi* o'a rechnologtz Q007) 93-108'

to rbid.

"Ibid.
t2lbid.



negative effects of e-commerce' and in fact could serve as a spur to the growth of e-

commerce."l3

There are a few considerable legislations in Pakistan's legal system, regarding e-Consumer Laws

but still no legislation in field. However, through this research try to highlight issue which need

legislation for e-consumer right protection'

(b) E-commerce and its tyPes

E-commerce can be defined as "any transaction completed over a computer-mediated network

that involves the transfer of ownership or rights to use goods or services.'I4 It covers almost all

forms of existing online transactions. Depending on the actors involved in the transaction

process, "different types of e-commerce activities may be distingUished: transactions between

businesses (business-to-business or B2B), those between suppliers and cons,mers (business-to-

consumer or B2C), those between consumers (consumer-to-consumer or czc) and those

between businesses and government (business-to- government or B2G)'" I 5

(c) Consumer Protection

o.Governments should develop or maintain a strong consumer protection policy, taking into

account the guidelines... and relevant international agreements' In so doing, each Government

should set its own priorities for the protection of consumers in accordance with the economic,

B lbid.
ro FRAUIT4ENyMINSER/MESENBoURG, Government Statistics: E-Commerce and the Electronic Economy,

paper presented to the Federal Economic Statistics Advisory Committee (US), 15'06'2000'
15 lbid.



(d) What is E Consumer Protection

Consumer protection online may take various forms, "the main risks involving the online

shopper are financial, product performance, psychological and time/convenience loss'o'23

However, it seems 
.,that all bariers to purchasing online mostly revolve around safety issues.

According to severar worrdwide studies, the online threats include: virus attack, spam, click

streams, pop-ups identity theft, computer system invasion, card fraud' loss of private

information, scams, online transaction insecurity, customer data abuse' and others""24

However, for clarification of our discussion we can divided into two categories; identity

protection, and consumer satisfaction'

(i) IdentityProtection

Identity protection deals with the "safety, security, and sanctity of the information which is

shared by the e-consumer in the course of online transaction. Before any transaction can be 
i

consummated, in most cases the consumer may need to provide certain personal information in

order to process the transaction'"2s

He wn provide his .oname, address, phone number, email address, crediudebit card details etc'

All these requests are legitimate in order to process the transaction; however, the issue is the

abuse of such informatiot."26 ]r-may be abused primarily in three ways;

i. The information provided may be used for purposes not contemplated by the consumer

e.g. direct marketing, profiling, data mining etc';

23 Forsyhe, Sandra M., Shi Bo, "Consumer patronage and risk perceptions in lnternet shopping, "Journal of

Business Research 56 (2003): 86'7-875'
2nlbid.

" lbid.

" rbid.
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Most important is the safe keeping of the information. 
o'Information may be collected

for legitimate purposes, but negligently handled by the person in possession of the

information may cause harm to the consumer'"27

The most detrimental use is that it may be used for fraudulent pu[poses' the information

may be fraudulently accessed'oso as to either illegally remove money from the

consumer'S account, or to use for some other nefarious purpose' In fact' studies have

shown that these reasons are some of the primary reasons behind consumer's distrust of

e-commerce as a business model"'28

(ii) Consumersatisfaction

It refers to the level 0f satisfaction of a consumer after an online transaction has been concluded,

it dears with issues rike: ,.Is the consumer happy with the quality of the goods delivered?",

..Does the product derivered match up to what was advertised?", "Does the consumer

have the option to decide to return the goods or ask that they be replaced?" These are

the fundamental issues in consumer satisfaction. Therefore, the e-commerce law has been

developed to address these important issues'

The success of e-commerce in any society depends on its efficiency as a business platform'

,.Following from the above, one can see that the existence of a set of laws which cater

for online consumer protection is imperative for the success of any meaningful e-coilrmefce

structure."29

" tbid.

"http://www.trustedshops.com/news/data-protection-online-shop-trust/ 
(accessed Jluly 24'2014)'

2'rbid.



1.2 Signilicance of the Research Problem

The significance of this sfudy is to address those issues, by which, the people are being

faced in onrine transactions in the market, especially in the e-consumer end. This research will be

helpful in understanding the concepts of consumer protection in online E-commerce

Transactions. There is a need of making legislation regarding consumer protection in online E-

commerce Transactions this can only be curbed through proper legislation in the legal system'

othenwise, it has adverse effects on the economy, and restricts the benefits of e-consumers' The

pakistani legislation has failed to protect the interest of the e-consumer therefore some aspects

are left un-attended regarding cons,mers to take steps by implementing its effective

measurements, and if there are some loops and lacunae in the system, then there is need for such

legislation for handling those situations'

1.3 Statement of Research Problem

consumer Protection in online E-commerce Transactions is necessary for understanding

the competition with the global market; however there are certain lacunas which ruin the market

values through monopoly. It is difficult to trace out the market standards for doing business in

competition with the other traders unless there are some admitted market values. There are some

issues,whichareusuallymadeinanothercountry'buttheeconomycanbeaffectedbythose

international issues, which can only be detected if the legal system of the country provides clarity

in their legislation otherwise, it cannot be detectable'

1.4 Framing of Legal issues

r Are the rights of online consumers different from traditional consumers?

oWhatisthepositionoflawintermsofprotectingconsumers?



. To what extent the e-consumer are protected?

oWhichcountry,slegislationandprocedureisapplicableincaseofdispute?

o How can legal documents be served on the business where business in located in other

continents and how can judgments be enforced?

!. o How consumer privacy is protected?

oWhatistheremedyifthegoodarenotuptothestandardandhowgrievanceofthe

consumer can be redressed under given law?

1.5 Research MethodologY

The methodology of this research will be based on multiple approaches of legal scholarship'

including a comparative law approach, an interdisciplinary approach, case laws and many other 
l

disciprines. Moreover major portion of this research winbe based on library research that

; references will be in the form of books, Statutes, Articles, Reports and decided cases of superior

courts. while reading other jurisdictions, legislation and cases main principles witl be derived

and then applied to pakistani legal system where there will be any racuna or arnbiguity in present

. legislation than recommendation will be given to amend the law accordingly'

1.6 The Objectives of the Research

The study of the research will demonstrate the lacunas, which are existed in the legal system

particularlyconsrrmerlawsinPakistan.Thepurposeoftheconsumerlawistoproscribethe

monopory urhether in the form of protecting rights of consumer and to create the atmosphere of

. competition in which the consumer,s rights must be protected, and for the betterment of the

a'

economy. The consumer laws provides the different forms of the rights for the consumers

protection, a lot of efforts have been made, but there are some important lacunas in the said laws,



which must be addressed on the basis of rationality rike there is no provision regarding e-

consumer protection. There are some flaws in it like consumer is not assured of having the

complete protection, if he wants to provide the information to the consumer protection

authorities, he wi* not be immunized, until the scrutinizing of the material, which has been

provided, and it rests on the commission whether the material is rerevant or not' This sort of

uncertainty prevents the consumers whether the information is rerevant or not, this will definitely

increase the reporting of leniency cases rapidry, otrienwise, it will be facing the difficulties in

busting up the consumer protection'

10



Chapterz 2

Literature Review

The book,,A policy Framework for Consumer Protection in Electronic Commerce"

is written by Joe Hockey3oexplains the framework sets out in the Governmenfs policy for

consumer protection in e-commerce. In this book few principles have been provided such as:

,.functional equivalence and technology neutrality, the need to balance the interests of consumers

and business, the dual responsibilities of industry and Government and the importance of

internationar co-operation.,,3r It also discuss the framework which identifies a number of key

issues which are to be addressed to ensure that there is a safe and efficient online environment'

which are Information; Payment; Redress; Jurisdiction; and Privacy' Lastly' it summaries

specific initiatives which the Government will be undertaking to achieve these objectives in the

areas of: Self-regulation; International Co-operation; Education; Legal Framework; and'

Enforcement Co-oPeration.

The book cEuropean Consumer Protection: Theory and Practice" is wriften by

James Devenney, Mel Kenny32which analyses the theory and practice of 'oEuropean consumer

protection in the context of consolidation initiatives seen, inter alia, in the revision of the

consumer Acquis, the Draft common Frame of Reference and the proposal for an EU Consumer

Rights Directive."33 This also discuss the appointment of "an Expert Group on a Common Frame

vr 3oJoe Hockey , ,,A policy Framq,vork for consumer Protection in Elecnonic commerce"' Australia' Treasury

Strategic PolicY Unit, 1999.

" Ibid.,, James Devenney and Mel Kenny, eds. European consumer protection: theory and practice' (cambridge:

Cambridge University Press, 20 l2)'
3'Ibid.

TL
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of Reference,, and the commission's 2010 Green Paper on plogress towards a European contract

Law.

ThecontributionstothisvolumepointtothearrivalofacontestedmomentinEUconsumer

protection, questioning the arrival of the 'empowered' consumer and uncovering the fault lines

betweenconsumerprotectionandothergoals.Whatemergesisamodelofpoly-contexfualEU

consumerprotectionlaw,amodelthatchallengestheassumptionsinboththe2010GreenPaper

and the revised proposed Consumer Rights Directive'34

The book "Cases on worldwide E-commerce: Theory in Action" is written by Mashes S'

Raisinghani3swhich explains primary mission of Cases on Worldwide E'Commerce: Theory in

Action is to o,provide detailed case 'studies of opportunities and challenges in worldwide e-

commerce as the Internet economy and globarization trends erase the traditional IT and

gebgraphicar boundaries. cases incruded in this pubrication are valuable to practitioners and

academicians in the e-commerce/information systems field as rearning and teaching resources'"36

.,onrine consumer protection: Theories of Human Relativism"3T is written by Kuanchin

chen, Adam Fadlalla which explains that .otechnology is a double-edged sword that not only

brings convenience, but arso anows for easier way to conect, exprore, and exchange information

on or off line. consumer concems grow as security breaches and privacy invasions are

,ncovered ever more frequentry, creating the necessrty for onrine cons,mer protection'"38

Theories of Human Relativism presents

i:fl;"n.. s Raisinghan i ,,,cases onworldwide E-commerce: Theory in Action," Idea Group'

'6lbid.s nsumer protection: Theories of Human Relativism" by IGI Global

"riuun ftin Chen, Adam Fadlalla ':Online Co;

Snippet,2009.38lbid' 
Lz



the academic community with a broad range of international findings in online consumer

protection, encapsulating years ofexpert online privacy research in one comprehensive resource'

Designed to offer understanding in the nature of online threats, consumer concerns, and

techniques for online privacy protection, this book provides essential and current information for

researchers, educators, managers, and practitioners who are affected by the security issues related

to consumer interaction with technology."

,(The Impact of public policy on Consumer Credit"ao written by Thomas A. Durkin, Michael

E. Staten Springer wherein it is asserted that both the 21't century and the new millennium

opened and the old eras passed into history, "individuals and organizations throughout the world

advanced their listings of the most significant people and events in their respective specialties'

possibly more important, the tum of the clock and calendar also offered these same observers a

good reason to glance into the crystal ball."al Presumably, the past is of greatest interest to most

people .owhen it permits better understanding of the present and maybe even limited insight into

the outlook.'/2

The paper ..Electronic Commerce, Law and Consumer Protection: Reference to Iranian

Law is written byparvizBagheri and Kamal Halili lrassana3 which examines the relationship

of law, e-commerce and consumer protection using Iran as a case study' "The paper begins with

an exploration of a conceptual framework of e-commerce law and consumer protection' Iran also

3'Ibid.
aoThomas A. Durkin, Michael E. Staten"rhe Impact of Public Policy on consumer credit" written by springer

Science & Business Media, 2002.
4r Ibid.
o2 lbid.

"p*uirgugheri and Kamal Halili Hassan, " Electronic Commerce, Law and Consumer Protection: Reference to

Ir ani an Low ", MalaY sia,

13



practice e-colllmerce transactions, however, the law seems to be inadequate in protecting

,r44
consumers."

The paper "A Comparative Study on Consumer right to Privacy in E-Commerce" is written

by MeirongGuoa5describes in well versed way that the number of electronic commerce

transactions has grown exhaordinalily with widespread Internet usage'

The right to privacy is particularly important in e-commerce' Recently' the privacy protection for

consumer transactions has become more and more important in e-commerce' This paper aims to

develop the study on the legislation of e-commerce consumer rights protection' It is a

comparative study on relevant regulations of the right to privacy in European union' the united

States, and Japan. The most representative policy might be the Data Protection Directive in the

EU, which not only regulates the principle for e-commerce consumer right to privacy protection'

but also lays out specific criteria to be abided'46

The cunent status and existing problems in china axe also "analyzed and some suggestions are

made to improve the legal system of right to privacy. The paper identifies directions for the

future development of the privacy protection from a legal perspective'"47

,,Guidelines for consumer protection in the context of electronic commerce"48 published by

organization for Economic co-operation and Development oECD, 2000' These guidelines are

designed to herp ens,re that consumers are no ress protected when shopping online. "By setting

out the core characteristics of effective cons,mer protection for online business-to-consumer

transactions, the Guidelines are intended to help eriminate some of the uncertainties that both

X$'io**oro, ..A comparative Study on consumer Right to privacy in E-commerce", Japan, Tokyo Institute of

TechnologY.
46Ibid.

ll$'|**"rr"n for Economic co-operation and Development oEcD, 2000 - Business & Economics "Guidelines for

,riu*r, protection in the context of electronic commerce"'

L4
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consumers and businesses encounter when buying and selling on line."4e The Guidelines reflect

existing legal protections available to consumers in more traditional forms of commerce.

Their aim is to encourage:

a. fair business, advertising and marketing practices;

b. clear information about an online business's identity, the goods or services it offers and the

terms and conditions of any transaction;

c. a transparent process for the confirmation of tansactions;

d. secure payment mechanisms;

e. fair, timely and affiordable dispute resolution and redress;

f. privacy protection; and

g. consumer and business education.s0

"CONSUMER PROTECTION IN PAKISTAN: SOME CONCERNS"SIiS WTittCN bY ASAd

Jamal describes Law & Justice System reforms have been high on the plan of international

political as well as development, donor & leading agencies for the past two decades or so.

As a consequence there has been a great deal ofdebate revolving round the legal reform process,

and several new laws previously unheard of in most of the developing countries have been

introduced. In addition to international pressures, reforms have also been high on the agenda of

civil society organizations. A survey of the history of consumer protection law reveals that it has

gained curency more due to the efforts of the civil society organizations working for consumer

rights and the spread of market economy along with the growth of globalization's2

4e Ibid.

'o Ibid.
sr Jamal Asad, Consumer Protection in Pakistan: Some Concerns www.supremecourt.gov.pk/ijclArticles/18/3.pdf

(accessed: December 15, 2015).
52 tbid.
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The introduction of UN Guidelines for consumer protection has been ascribed "to the efforts of

international voruntary consumer protection associations and organizations. The very fact that

the UN has laid down guidelines for its member countries shows the importance attached to

consumer protection internationally''s3

,,Legar Environment of E-commerce in pakistan"54is written by TaymourAly I(han which

explainsthate.commercehascompletedthetransitionfromanideatvisiontoaveritable

economic rearity. Expectedry, the fast growth of e-commerce has "encouraged a corresponding

rise in proposals for its reguration. while there is a broad consensus that electronic commerce

should not be restricted by over-regulation, .there is also a general agreement that traditional

paper-based legislation does not provide answers to questions raised in an electronic

environment."S5

,,consumer Protection in E-commerce Transactions: a First comparison between

European Law and Isramic Lawrr56is written by,salvatore Mancuso describes that the Internet,

has become 
,.a major instrument for business activities through the exchange of tangible and

intangible assets and services. Therefore we are witnessing a progressive placement side by side

of a virtual market and the traditional market'"57

5'Ibid. 
-r r ^^'.6arna in lcourt.gov.pk/ijc/articles/10/3.pdf (accessed

"i.gA Environment of E- commerce in Pakistanwww'supremt

December 14,2015).

ilrtlll;"r.rancuso, ,,consumer protection in e-commerce transactions: A First comparisontetween European

Law and Islamic Law"Journal of Internatiorot ii*ii"ial Law and Technologv' 2 Q007\: l'8'
5'Ibid.
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"Why E'Commerce Remains Unsuccessful in Pakistan?"S8is written by ShamailaHasan Khan

and Mr. ZeeshanArshad which they describes that this research was undertaken to uncover issues

that affect success of E-Commerce in Pakistan.

More focus was on socio-cultural aspect of the issues and influences but alongside

technological and political issues were also discussed. This issue was addressed by

selecting six traditional E-Commerce Models which were discussed in interviews

conducted with ten people who have been involved in the implementation of E-

Commerce in Pakistan. The interviews were open-ended, starting with a general

discussion on the E-Commerce environment of Pakistan and then six models were

discussed one by one. The respondents gave their perspective on the pros and cons of
each model and also the reasons why Ecommerce has not gained as much popularity as it
has in the rest of the world.se

The research was exploratory in nature with the aim of collecting information of the perspectives

of the seller side of market. Due to time limitation, respondents were from Karachi only and

were selected though convenience.

58htp://jisr.szabist.edu.pk/JlSR-MSSE/Publicatior/2010 
l8l2ltooIMSSE03.pdf (accessed May 12,20t6).t'rbid.
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Chapter: 3

Consumer Protection: An Overiew
3.1 Introduction

Electronic commerce is one of the results of outstanding evolution being made in ICT.60

However, despite the rapid developments in ICT, 'othe success of ecommerce development

depends upon several factors."6l Fast growth in ICT is transforming our society and its

institutions; among them is the e-commerce. The world of commerce has changed dramatically

in the last many decades, due to rapid revolution of IT. Before the arrival of the internet and e-

commerce, transactions were carried out manually. However, the intem has brought faster and

more efficient way of doing business. Now products and services are available to individuals and

corporations in their locations. Now, anyone can buy goods in Pakistan from a business located

in any country or part of the world, to be delivered to a person in Pakistan or any other country.

E-commerce has brought immense advantages for the online business community.

Law are meant to be used for consumer protection, and same has been used to protect consumer

for very long. Which they have drawn on a variety of legal forms, in laws to achieve their

objectives. In Pakistani numerous law have been promulgated to protect the consumer but laws

pertaining to online consumer protection are not available even they are fail to address the

conventional consumers.

@Maher Aljaber, 'The Impact of Privacy Regulations on the Development of Elecronic Commerce: Jordan and the

]rrK Cgmparative Srudy' (Phd Thesis, De Montfort University, ZOl2).
"' United Nations Conference on Trade and Development: E-commerce and Development Report (United Nations
Publication, New York and Geneva, IJNCTAD/SDTEIECBI2OO3 I l).



It is the dire need of present era to "remove legal obstacles and uncertainties and to harmonize

existing legislation in Pakistan in order to ensure the free movement of information society

seryices."62 Further, it also establishes the consumer protection provision considering the specific

nature of the online transactions.

3.2 Who is Consumer

Consumer means o'any nafural person who intends to enter into a contract or who contracts with a

trader for purposes that are outside the scope of her trade, business, craft or profession.::63 11r.

notion of 'trader' is used as the counterpart of the consumer in a contract, and means "any

natural or legal person who intends to enter into a contract or who contracts with a consumer for

a purpose that can be regarded as part of her trade, business, craft or profession."@Describing

something as "a consumer protection statute implies that there is someone who can be identified

clearly as a consumer."65 Although the private buyer of goods is "perhaps our paradigmatic

consumer, she has been joined by a wealth of other economic actors who can lay claim to

forming part of that diverse group."66 Resultantly, there is the basic difficulty of identifying our

subject matter. The first point to note is that "there is no universally agreed definition of the term

consumer, although a number of statutes, both criminal and civil, attempt to define it for their

own pqposes."67

Before understanding the actual situation, it is necessary to understand who is called the

consumer. Therefore, its definition has a lot of significance to understand it. Black's law

tt 
rbid.

63 Definition inspired by Art. 2 para.2 CRDa lbid.
t%ttp://assets.cambridge.o 

rg197805215/90808/excerp t/g780521590808_excerpt.pdf (accessed: January 2016).* tbid.
67 Peter CarhYright. Consumer Protection and the Criminal Law(Cambridge: Cambridge University press, 2004), 2.

19



dictionary define it "A person who buys goods or services for personal, family, or household use,

with no intention of resale; a natural person who uses products for personal rather than business

purpose."68 And if word 'online' is added in this definition then he becomes online consumer.

3.3 Classification of Consumer

Consumer is on different kinds, without proper understanding the classification. It can never be

justified the online consumer. Normally, it is on two type, which are briefly discussed below.

a. ConventionalConsumer

b. E-Consumer

These two categories are discussed below briefly.

a. Conventional Consumer

Conventional consumer are those consumer those who buy goods or services by adopting 
i

conventional methods and they do not use any electronic device or computer or information

technology for this purpose. In conventional transaction there is less fraud and it's very useful for

developing countries rather than e-commerce.

b. E-consumer

E-consumer is those who use the intemet or computer devices for the purchase of goods or

services. Nowadays every product and service is being offered via ecommerce. It is more risky

as compare to conventional transactions, because in many cases, the seller is beyond the

territorial jurisdiction of the purchaser's country.

68 Black's Law Dictionary, s.v. "Consumer,'.
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3.4 Modes of E-commerce

E-commerce is a methodology of modem business which addresses the current need of business

organizations, and customers to reduce cost and improve the quality of goods and services while

increasing the speed of delivery. It refers to paperless exchange of business information using

following ways.

r- Electronic Data Exchange @DI)

ii- Electronic Mail (E-mail)

iii- Elechonic Bulletin Boards

iv- Electronic Fund Transfer (EFT)

v- Other Network-based technologies I

,

It is defined as "E-commerce is the buying and selling of goods and services, or the hansmitting

1t of funds or data, over an electronic network, primarily the Internet.,,6e These business

Itransactions occur either'obusiness-to-business, business-to-consumer, consumer-to-consumer or i

consumer-to-business. The terms e-commerce and e-business are often used interchangeably.

The term e-tail is also sometimes used in reference to transactional processes around online

retail."To

E-commerce is conducted using "a variety of applications, such as email, fax, online catalogs

and shopping carts, Electronic Data Interchange (EDI), File Transfer protocol, and Web

selviceso'.71

6http://searchcio.techtarget.com/definition/e-commerce 
(accessed : May 23,2015).

'o Ibid.

'r Ibid.
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Some other cofirmon applications related to e-commerce are: Document automation in supply

chain and logistics; Domestic and international payment systems, Enterprise content

management; Group buying; Print on demand; Automated online assistant; Newsgtoups; Online

shopping and order tracking; Online banking and office suites; Shopping cart software;

Teleconferencing; Electronic tickets; Social networking, and Instant messaging.T2

Mostly this happened in is business-to-business, with some companies "attempting to use email

and fax for unsolicited ads to consumers and other business prospects, as well as to send out e-

newsletters to subscribers."T3

There are many benefits of e-commerce which include its "around-the-clock availability, the

speed of access, a wider selection of goods and services, accessibility, and intemational reach. Its

perceived downsides include sometimeslimited customer service, not being able to see or touch

a product prior to purchase, and the necessitated wait time for product shipping."Ta

In developing countries, security is compromise due to many reasons "to ensure the security,

privacy and effectiveness of e-commerce, businesses should authenticate business transactions,

control access to resources such as webpages for registered or selected users' encrypt

communications and implement security technologies such as the Secure Sockets Layer."1s

E-commerce has allowed firms to 'oestablish a market presence, or to enhance an existing market

position, by providing a cheaper and more efficient distribution chain for their products or

services."76 In e-commerce retailer has physical stores, as well as an online store where the

72lbid.
73 Ibid.

'n tbid.

" Ibid.
7%ttpllwww.investopedia.com/terms/e/ecommerce.asp (accessed: May 16, 2015).
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customer can buy everything from small goods to expensive goods. There are many advantages

and disadvantages of ecommerce; advantage convenience, and selection while disadvantages are

limited customer service, no instant gratification,and no abitity to touch and see a product.

The steady growth of e-commerce in everyday business cannot be overemphasized. [n fact, e-

commerce is fast becoming the preferred method for concluding day to day business

transactions. This is largely due to the immense benefits "which the platform affords, chief of is

its convenience. The intemet provides online businesses with many potential benefits, such as

reducing the size of staff, providing secure means for conducting long distance transactions,

increasing efficiency in contacting consumers, and improving overall cost-effectiveness."77

Developing countries are far away from online consumer protection. Pakistan is among one of

the developing countries which does not have such legislation, which deals with online

transactions, though it has a very brief legislation related to banking transaction, but that is not

sufficient to tackle all emerging situation. However, this does not cover many aspects of the

online transactions. Pakistan is far away to provide regulatory framework which ensure the

smooth running of the system, adequate protection of online business and consumers, and to

prescribe punishments for electronic crimes related to e-commerce.

7?WatcharaNeitvianich, 
"Mechanisms for the Protection of Online Consumers: A Comparative Analysis of the

U.S.E-Sign Act and Thai E-Transactions Act" Annual Surttey of International & Comparative Low l0 (2004).



3.5 Features of E-Commerce

It provides different features, which are as under:-

Non-Cash Payment: E-Commerce enables use of "credit cards, debit cards, smart

cards, electonic fund transfer via bank's website and other modes of electronics

payment."78

24x7 Service availability:E-commerce automates business of "entelprises and

services provided by them to customers are available anytime, anywhere. Here 24x7

refers to 24 hours of each seven days of a week".7e

Advertising / Marketing: E-commerce increases the reach of "advertising of products

and services of businesses. It helps in better marketing management of products

/services."Eo

Improved Sales: Using E-Commerce, orders for the products can be "generated

anytime, anywhere without any human intervention. By this way, dependencies to buy a

product reduce at large and sales increases."sr

Support: E-Commerce provides various ways "to provide pre sales and post sales

assistance to provide better services to customers.o'82

Inventory Management: Using E-Commerce, "inventory management of products

becomes automated. Reports get generated instantly when required. Product inventory

management becomes very efficient and easy to maintain."83

Communication improvement: E-Commerce provides ways for "faster, efficient,

reliable communication with customers and partners."8a

b.

c.

d.

g.

]ftrttp:llwww.tutoriatspoint.com/e-commerce/e-commerce-quickguide.htm (accessed: May 12,2015).

" Ibid.
to tbid.
tr Ibid.
t'Ibid.
83Ibid.
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3"6 Consumer protection

Conventional consumer are those consumer which they use conventional methods instead of

computer on online devices. However, the online frauds' base is conventional crimes.

First time in 1970s, the notion of consumer protection challenged the doctrine of freedom of confact.

This new concept questioned whether it was fair to allow a business to decide freely on the terms

and conditions of a contract when dealing with consumers who are not technical experts and have

neither the bargaining power nor the knowledge to negotiate fairly the terms of the confiact.

Under these circumstances the notion of freedom is truly applicable to one of the parties. At this

point, the doctrine of freedom of contract stopped being absolute and began to be seen as a

doctrine with some limitations. ln order to balance the inequality of contractual power between

businesses and consumers, the legislature decided to intervene by enacting laws to protect

consumers when entering in contracfual relations with businesses.ss

To attain suitable consumer protection, the law of contract must balance two of its functions.

The first one is the 'facilitative function' that states that parties must have the freedom to do what

they want to do, which is the idea underlying the doctrine of freedom of confiact. The second one

is the 'protective function', which aims to prevent abuse from the sfonger party over the weaker

party when negotiating the terms and conditions of consumer contracts.s6

For developing countries the online business transactions is the weak business transaction due to

non-existence of online consumer protection. The idea that 'oweak businesses must have legal

protection when dealing with stronger parties is based on the same legal principle supporting

consumer protection, i.e. the imbalance of power may allow abuses from the stronger party."87

e tbid.
85 Pablo Cortes. Online Dispute Resolution for Consumers in the European (Jnion (New York: Routledge, 20 I I ), I I .86Ibid.
*7Ibid.
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All over the world this is being discussed that whether weak businesses or businesses that has a

double capacity should receive the same level of protection as consumers or not? There are many

answers for this, though it is lengthy discussion. Without bothering anything, it is the demand of

present era to provide protection to online consumer and provide remedy for they lose.

Nevertheless, removing professionals from consumer protection regulation should not

exclude them from legal protection because small businesses are often in similar

circumstances to those experienced by consumers. Businesses can still be protected by

general rules of contract law, such as those related to the valid formation of contracts,

which are applied to both businesses and consumers.EE

3.7 E-consumer protection

States are under legal and moral obligation to protect their citizen from any kind of harm or

fraud. Though, the states are aware of conventional crimes and frauds, so they have adopted

many measures to overcome those issues but developing counhies-like Pakistan- are far away to

provide their citizen from online frauds.

There are many risk involved in online transactions, such as financial, product performance,

psychological and time/convenience loss. Mostly,'othe virus attack, spam, click streams, pop-ups

identity theft, computer system invasion, card fraud, loss of private information, scams, online

transaction insecurity and customer data abuse."8e There is much other risk involved in online

transactions, which are trying to destroy the online business industry and gain profit and earn

money. Due to non-existence of proper legislation and regulatory frame work, the innocent

consumer are suffering billions of dollar loss annually.

88lbid.
t'Ibid.
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Its complexity increase with the advancement of information technology, because it is very

difficult to trace and preserve the evidence collected for the investigation purposes. Moreover,

the criminals, sometimes, are beyond the tenitorial jurisdiction.

3.8 Economic Impacts of E-Commerce

The literature on ICT shows as an enabler of economic growth is massive, ranging from the

aggregates to more disaggregated studies on selected goups.

A review of available literature on online transactions shows productivity in digital transactions

and positive impact, possibly increasing over time, but there axe many issues which are not

addressed, while leaving the ordinary consumer to face difficulties. Though, it is growing trend

of shopping but there are many hurdles as well.

All over the world, the intemational community is using ICT for the benefit of consumero and

they are benefiting from it, where as some people are using it for illegal purpose and destroying

the legitimate business.

E-commerce due to ICT is leaving a huge impact on International trade. By using "websites for

marketing and e-sales channels, firms may be able to sell to markets otherwise not reachable due

to, distance or political systems,"eo and by "reducing the barriers to trade, the Internet facilities

international e-commerce, with most of the short term gains expected to arise in developed

countries but with a shift to developing countries in the long run."el E-commerce reduce the cost

and increase the trust, "comparisons between trade online and offline have found that the effect

nlnformation Economy Report 2015 Unlocking the Potential of E-commerce fo, Developing
C.ountries.(Switzerland: United Nations, 2015), 6.

't Ibid.



of distance is considerably smaller in the case of e-commerce thanks to lower information costs

and greater trust."e2

E-commerce is more beneficial than conventional conrmerce as experiences shows that "selling

goods or services online found that the most important effects of e-commerce to be reduced

t 
transaction time and faster business processes, lower transaction costs and ability to reach new

customers."93 Further it improve the sales, reduce costs.

3.9 Classification of Consumer Protection

To understand the threats to consumer protection, it is divided into two categories; identity

protection and consumer protection, which are discussed below

1. Identity Protection

= Online shopping and transaction varieties of deals and convenience. Consumers do not bother ,

i

their privacy and share all personal information, though they are relevant for shopping and online

transactions but due to lack of data privacy or security measures, people use this information to

cheat innocent consumers.

It may be abused primarily in there types;

a- The information provided may be used for purposes not contemplated by the consumer

when it was provided e.g. direct marking, profiling, data mining etc.

b- Also of paramount importance is the safe keeping of the information provided.

lnformation may be collected for legitimate purposes, but negligently handled by the

'2Ibid.
'3 lbid.
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person in possession of the information. A common fear among consumer is the level of

security which their data will be afforded'

c- The third and most detrimental use which the consumer's details can be put to is that it

may be used for fraudulent purposes, the information may be fraudulently accessed so as

to either illegally remove money from the consumer's account, or to use for some other

nefarious purpose. ln fact, studies have shown that these reasons are some of the primary

reasons behind consumer's distrust of e-commerce as a business model.ea

It is further divided in few categories, which are data protection and fraudulent transactions.

These are discussed brieflY;

i- Data Protection

In any e-collmerce transaction case, it is necessary for the consumer to provide "some

information in order to process the transaction. He might be asked to fill out electronic forms

detailing things like- name, address, age, credit catd no, sex, phone number etc'"e5 The concern

is handling of such information is secure way when it is provided by the consumers to the seller.

,,Dataprotection laws seek to ensure that when such information is provided by the consumer, it

is only used for the purposes of that transaction and not any other purpose'"e6

ll- Fraudulent Transactions

The threat of fraud is unescapable throughout on all transactions, both offline and online. Fraud

can be committed on individuals is a numerous ways, but with respect to online transactions they

*htp://www.trustedshops.com/news/data-protection-online-shop-trust (accessed: July 20ft, 2015).

" rbid.
et tbid.
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axe mostry committed when the culprit gets contror of an unsuspecting individual's bank card

details. Once those details are obtained, the criminal may make unauthorized transactions'

3.10 E-Consumer Protection

It refers to the level of satisfaction of a consumer after an online contract has been concluded, it

deals with issues like;

Is the consumer happy with the quality of the goods delivered?

Does the product delivered match up to what was advertised?

Does the customer have the option to decide to return the goods or ask that they are

replaced?

These are the central issues in consumer

developed to address these important issues'

3.11 Cross Boarder e-commerce

satisfaction. The law of e-commerce therefore has been

E-commerce has crossed boarders and there is not restriction to buy goods or services from other

country while using the intemet. Though the intemet has reduced barriers to intemational trade

and transaction but there are few evil as well, which have not been discussed in most of the

deveroping countries, to tackre the emerging issues in international trade or shopping' These

includes.,unreliable and lengthy hansit times, complex and ambiguous return processes' customs

delays, lack of transparency on delivery and pricing, and limited ability to alter delivery times
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and locations."eT Moreover, in developed counties, the international dimension of e-commerce is

still relatively modest.es

There are many barriers to intemational e-commerce which includes "lacli of information about

relevant laws, regulations and methods; burdensome customs procedures, high customs duties on

retums, and corruption at the border; differences in national consumer and sales laws;

requirements for specific payments sorutions and difference in tax regulations; weak protection

of intellectual property rights; limitation in the right to store and transfer information and data;

requirements to have a rocar presence in order to register top-rever domairis, intemet censorship

and the need to use specific encryption technologies and barriers including high roaming

charges, problems in obtaining insurance and state subsides."ee

Besides above mentioned barriers, there are many problbms and tests for e-commerce' while the

adoption of laws "may not be a perquisite for e-commerce to commerce, they are essential for its

sustainable growth. A supportive regar environment is cruciar to create trust online and to secure

erectronic interactions between enterprises, citizens and pubric authorities."l0o However, there is

no legal landscape which diScusses the relevant frameworks' some countries have "enacted e-

commerce regulations while other has amended existing regisration or developed principles or

guidelines as minimum requirement.,,l0l Though, these developments have brought some relief

for online consumer, but still there are many cotrntries' which as far away from these

developments.

sTlnformation Economy Repgrt. 2015- 
--Unlocking

C ointr ies.(Switzerland: United Nations, 20 I 5), 1 5'

" Ibid.
e Ibid.

'mlbid.,ror Ibid.
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Moreover, online consumer face problems of o'understanding of the terms and conditions of the

electronic contracts as the majority of the online sellers provide information about the goods and

services on sale just in one language and only few sellers have bilingual or multilingual

information available to the consumers." 
102 Furthefinore, the "information about the goods and

services which are being sold through the internet is often vague, definitions are not clear; the

wording is very formal, confusing and complicated for the ordinary consumer to understand"'Io3

Legislation on IT issues is not an easy job, there is a great need and importance for the

legislature to understand the technical aspects of IT, whereas "governments of developing

countries face various challenges when seeking to adopt and enforce e-commerce legislation.::104

Because in developing countries the'olaws are often adopted too later by governments attempting

to keep up with dynamic and unpredictable technological advancements. By the time the laws

are passed there are often obsolete, and the activities that they seek to regulate may have

changed."los

Online consumers have the same rights and protection as offline consumers, but now a days

online transactions are more bothered than offline consumers. There is a dire need to enforce

online conslmer protection laws and sign treaties with intemational community to bring

harmony is existing legal system of pakistan and to keep pace with International best practices"

Furthermore, the consumers are unaware or have little knowledge of intemational transactions;

therefore the advice and information should be provided for the use of cross-border

opporturities.

,0, Galina Skorochod. Consumer Protection in the European (Jnion (Hungary: Central European University, 2007)'

38.

'03 lbid.
rulnformation Economy Report 2015 Unlocking the

Countries.(switzerland: United Nations, 2015), 64.

'ot rbid.
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Chapterz 4

Legal Framework for E-Consumer Protection
4.1 Introduction

This chapter presents an overview of legal framework for E-consumer protection. This chapter

Explains need to protect consumer under European law. It has also elaborated main convention

Related to consumer contracts fulfilled on the internet. This chapter has also analyzed the

Consumer Rights Directive and rights of E- consumer. The most iinportant thing discussed in

this chapter is legal framework of E-consumer Protection.

4.2 Need to protect online Consumer

Corporation always try to protect their clients identity, because it creates and establish

confidence upon the corporations. Due to this the business of corporation touches the sky'

Nowadays business is transforming from manual methods to online transactioris' Many

intemational organizations are operating worldwide, which are earning billions of dollar

annually. Where IT has brought blessing for,the common man, similarty it has brought many

problems for the ordinary man as well.

There exists thousands of fake website which cheat and play with innocent people. Where they

lose their hard eaming, even the developed countries are the main target of this industry' World's

famous business
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Consumer protection seeks to address "imbalances between businesses and consumers in all

forms of commerce. Given the nature of the Internet, where important information on the seller

can easily be concealed, this imbalance is accentuated in the case of e-commerce."l06

Consumers are more vulnerable online to deceptive and fraudulent activities. Consumer

protection laws can also help businesses engaged in e-commerce to clarifr the requirements of

doing business online within a particular jurisdiction. Therefore, consumer laws, policies and

regulations may both outline consumers' rights and business practices that are to be expected

online, limit fraudulent and misleading commercial conduct and help business develop self-

regulatory regimes.loT

Notwithstanding the importance of consumer confidence for e-commerce, o'the global mapping

of consumer protection legislation indicates that many developing and transition economies still

lack relevant 1aws."l08 Only few countries have adopted e-consumer protection laws. Even those

counties who have adopted the e-consumer protection laws have not fully addressed many

issues.

It is important to ensure that "online shoppers are protected for both domestic and cross-border

purchases."loe Differences in the way countries adopt relevant provisions can hamper cross-

border transactions. These differences may be related to the rights and obligations of consumers

and businesses, to what is to be considered acceptable terms and conditions, to disclostre

obligations and effective intemational redress mechanisms." 
I I 0

16 United Nations Conference on Trade and Development, Cyberlaws and regulations for enhancing e-commerce:

Case studies and lessons learned. Geneva, 25-27 March20li.
roT Ibid.

'ot lbid.
'* tbid.
rrolbid.



4.3 E-Consumer Protection in European Law
l

In recent years, consumer protection has come "more and more into the focus of European

legislation.r:lll 1n 2004,a thorough review of the EU Consumer Acquits has been "undertaken in

order to simprify consumer regisration and to create the conditions for a more efficient internal

market for consumers.,,ll2 one of the keys "to achieve the objective of a functioning internal

market was to enhance cons*mers, confidence, in particurar in e-commerce, by providing them a

harmonized legal framework and stronger rights in that area'"113'

ln the European context, electronic contracts are generally part ofa broader category ofcontracts'

known as distance contracts. The notion of .distance contracts' usually covers a[ cases where a

contract is concluded with the exclusive means of distance communication' such as telephone'

mail order, fax or lnternet.lla Put another way, it covers all agreements concluded without the'

simultaneous physical presence of the contracting parties'rls Distance contracts are commohly

subject to some specific rules requiring, among other things' that consumers receive all relevant

information during the contracting process and allowing them to withdraw from the conffact

within a certain Period.r16

ll;il**, for a Directive of the European parliament and of the council on consurher fughts, Explanatory

vf.m&anaum, COM(2008) 614 final, Brussels'
r13Ibid.
rraRecital20 cRD.

116 Consumer Confidence in E-Commerce:

Brussels.

lessons learned from the e-confidence initiative' SEC(2004) 1390'
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4.4 Outline of the main convention related to Consumer Contracts fulfilled on

the Internet
ln regards to e-consumer protection in contract law, numerous European directives have importance,

including the Directiv e 2011/83/EU on consumer rights, "' the Directive 2000l3ltBc on electronic

commerce,t,s the Directive 93ll3lBC on unfair contract terms,rre the Directive 99l44lEC on sale of

consumer goods and guarantees,l2o the Directive 2oostzglBc on unfair business-to-consumer commercial

practices in the internal marketr2r and the Directive 2oo6ll23tilC on services.l22 Along with these

directives, European projects for uniform law such as the Draft Common Frame of Reference (DCFR)

and the Common European Sales Law (CESL) r23suggest direction to recognize the European approach to

consumer contract law.

4.5 The Consumer Rights Directive

The cRD was adopted on the 25th of october 2oll.r24 "This directive had to be transposed by

Member States in their national laws by the l3th of December 2013, whereas the transposition

rules had to be applied from the l3th of June 2014 for contracts concluded after that date."l25

Originalty, the proposal of the CRD intended "to merge four existing EU consumer directives

into one set of rules: the Directi ve 9717lEC on distance contracts",l26 fl . Directive 851577lEC on

uTDirective zolllg3lF;1 of the European parliament and of the council of 25 october 2011 on consumer rights'

rree[r.ft 
" 

zooontncof the Ep & c of g June 2000 on certain legal aspects of informationsociety services.

to-oir.ciire g3ll3lricofthe council of 5 April 1993 on unfair terms in consumer contracts, oJ 1993 L95129'
r2oDirective lgggl44lfic of the Ep & c of 25May 1999 on certain aspects of the sale of consumer goods and

associated guarantees, OJ 1999 L l7lll2.
r2r Directive zoo5l2gl1c of the Ep & c of ll May 20O5.concerning unfair business-to consumer commercial

practices in the internal market.
Edir".iiu" zoo6lt23t1cof the Ep &c of 12 December 2006 on services in the internal market, oJ 2006 L376136'

"'DcF& Full Edition (voN BAR/CLIVE).
tznor zotLL304183.
r25 Art. 28 CRD; TONNE& p. 395, No. 9.2.
,*pirective gTiTlqcortnebp &Cof20May1997 ontheprotectionofconsumersinrespectofdistancecontracts,

oJ 1997 L l44ll9.
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doorstep se11ing80, the Directive 99l44EC on sale of consumer goods and guarantees and the

Directive g3ll3lBc on unfair contract terms.l27

According to the original intention of the EU Commission, the CRD should have become

the cornerstone of a second generation of consumer contract law directives, whose main

characteristic was to step from minimum standard harmonization of the first generation

(1980s and 1990s) to full harmonization. However, due to abundant criticism by Member

States and legal scholars, the proposal has been seriously limited.r2s

Therefore, the CRD as it was finally adopted and which is now "applicable focuses essentially on

distance and off-premises contracts with a targeted full harmonization approach, replacing only

the first two aforementioned directives and leaving the others, including the minimum standard

principle, as they are."rze

4.6 The Purpose and the Scope of the Consumer Rights Directive

The purpose of the CRD is "to contribute to a better functioning of the B2C internal market of

the European Union, by enhancing consumer confidence in the internal market and reducing

business reluctance to cross-border trade, especially for online transactions."l30

To achieve this objective, the CRD updated and modernized existing consumer rights, by

adapting them to technological changes, and strengthened provisions in some key

problem areas. In particular, it created a single set of core rules applicable to distance

contracts and off-premises contracts, thus providing a common legal framework within

the European Union.l3r

127 Council Directive 85/577]EEC of 20 December 1985 to protect the consumer in respect of contracts negotiated

away from business premises, OJ 1985 L372/31.
lzt iommunication from the Commission to the Council, the European Parliament and the European Economic and

Social Committee, EU Consumer Policy Strategy 2007-2013, COM(2007) 99 fural, Brussels.
r2e Except for slight adaptations to the CR; Proposal for a Directive of the European Parliament and of the Council

on Consumer Rights, Explanatory Memorandum, COM(2008) 614 final, Brussels.
r30 Proposal for a Directive of the EP & C on Consumer Rights, Explanatory Memorandum, COM(2008).
t"Press release of the European Commission, MEMO/I l/450.
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4.7 Rights of E-consumer

The right of withdrawal is "quite a new concept in private law; even if the first proposals

addressing such a right emerged in the lgth century in Germany","'it was laid down only "in

the late 1960s in some European national legislation, namely in Germany and the

Netherlands."l33 In recent years, it has emerged as "a prominent feature of European contract

law, more specifically as a legal instrument protecting consumers."r34

The right of withdrawal may be defined "as the right, exercisable within a limited period, to

terminate the legal relationship arising from a contact, without having to give any reason for so

doing and without incurring any liability for non-performance."l35

The right of withdrawal is mainly applicable in the field of consumer law, as a protection for

consumers from being bound in situations where they are in a structurally disadvantageous

position at the time of the conclusion of the contract. It is designed to give the consumer

additional time for reflection in specific situations of conhact formation where she is deemed to

deserve special protection, for example in doorstep or distance contracts.l36

The counterpart to the contract, typically the trader, is usually not given such a right.l37

As it permits the consumer to "unilaterally go back on her decision to conclude a contract, the

right of withdrawal is a far-reaching instrument that protects one party from another by

restricting the binding nature of the contract."l38 Therefore, it appears to be at odds with the

principle of pactasuntservanda ("agreement must be kept"), which is commonly regarded as one

'32TERRYN, 122.
1333 Loos (zoo9'),239.
I34BEN-SHAHAR/PoSNER" 3.
r" DCFR, Full Edition (VON BAR/CLM), p. 82; The DCFR (Draft Common Frame of Reference) is an academic

text.
136DCF& Full Edition (voN BAR/CLIVE), 345.
t3Tl,oos 

eoog;239.r38loos (2009),241.
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of the pillars of contract law.l3e Since the purpose of the right of withdrawal is "to protect the

entitled party, i.e. the consumer, the law usually forbids the parties to amend to her detriment the

provisions concerning the right to withdraw."lao

The trader has to inform the consumer "about the existence of her right of withdrawal and how it

can be exercised. A failure to provide adequate information is sanctioned, for instance by an

extension of the withdrawal period or a liability exemption for the consumer""l4l

One of the core characteristics of the right of withdrawal is that no reason needs to be given in

order to exercise it effectively.la2 Hence, the consumer is given "the right to change her mind or

to be disappointed without having to justiff. The absence of reason requirement is the pledge of

a right easy to exercise and impossible to challenge."ra3 Since the additional period of reflection

granted to the consumer o'leads to uncertainty for the hader as to whether the conhactual

relationship will continue to exist and whether restitution will be required, the right of

withdrawal is exercisable only within a limited period."la4

4.8 Advantages of e-commerce

With the advancement of technology, it is easy for the consumer to buy products and hire

services from the other people as well as from other countries without wasting or spending a lot

of time in search of products or services. It also brings comfortable for the organizational as well.

Its advantages can be classified into two categories, namely,

'3e Ibid
tooDCF& Full Edition (VONBAR/CLIVE), Art.II.-5:l0l(2) and 345 contratut.4 CRD.
'nr3 An.l0 para.l CRD and Art.14 para.2 CRD.
rn2DCFR, nutt eaition (VON BAR/-CLryE), 350.
r43 MARCHAND (2012), t6l
'slbid., l60.
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(a) Advantages to organization, and

(b) Advantages to customers/consumers.

(a) Advantages to organization

By using E-Commerce, individuals and organizations are expanding their business to national

and international markets with minimum capital investment. In this way they can easily locate

more customers, best suppliers and suitable business partners in other parts of the globe.

Furthermore, it also helps individuals and organizations to "reduce the cost to create process,

distibute, retrieve and manage the paper based information by digitizing the information."l4s It

also maximizes the benefits for the individuals and organizations.

(b) Advantages to Customers

E-commerce is the blessing for the present era human being. It has brought many facilities. This

provides 24x7 support to the customers, where customer can do transactions of different products

and services provided by any individual or a company anytime, anywhere from any corner of the

world. Further, he can put his comments regarding a product or service and also can see others

comments on products and services. These comments can help the customers to make a final

decision regarding a product or service.

Instead of waiting to see the relevant detail of a product the customer can see the information

within few seconds. This also provides multiple choices for the customer at same time, which

helps the customer the select a product from among the different products. In this way, he can

buy what he wants to buy. Moreover, e-commerce increases competition among the competitors

'ot rbid.
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and organizations and as result competitors and organizations provides substantial discounts to

their customers.

4.9 Consumer Issues:

In offline environment, "where consumers enter a store, inspect potential purchases and judge for

themselves the trustworthiness of a seller, the online world does not provide the same

opportunity to use a buyer's instinct. Rather, many consumers are forced to proceed on faith,

knowing precious little about the seller to whom they are entrusting their credit card data."1a6

4.10 Legal framework of e-consumer transactions

For the protection of the consumer it is necessary to provide a legal frame work for the seller as

well as for the buyer. If legal cover is missing, then it will create many hurdles for the potential

sellers and buyers. There is eminence need to provide legal cover to the below mentioned things,

because with every country (in pakistan every province) has different legislation regarding these

issues. Therefore, they can create many troubles for the business industry'

4.ll Sale of illegal articles

Sometimes ago sale of illegal items was tough job; which the Intemet made it easy to "find

illegal articles on just a click, i.e. narcotics drugs, weapons and other article's information is

posted on websites, from where people get information and buy illegal products."l47

It is practically "impossible to control or prevent a criminal from setting up a website to transact

in iltegal articles',I48 due to o'several online payment gateways that can transfer money around the

1a%ttp://www.itu.int/ITU-T/special-projects/ip-policy/finaUAttach04.doc (accessed: February-27,2016).
*rrtiinUooUur*ur,, .CvU.r Crimes: A case study oi legislation in Pakistan in the light of other Jurisdiction' (LLM

Diss., lnternational Islamic University, Islamabad, 2015\, 22.
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world at the click of a button."lae Besides, it has created a "marketplace for the sale of

unapproved drugs, prescription drugs dispensed without a valid prescription, or products

marketed with fraudulent health claims"l5O which pose a "serious potential threat to the health

and safety of patients."lslAll these thing are ignored in the Pakistani legislation. Therefore,

keeping in view the requirements of the present era, we have to provide safeguards to the

business community as well as to the valuable customers.

4.12 Online frauds

Many countries around the world are "facing serious threats due to increasing trend of

cybercrimes and Pakistan is no exception.ttt'Z Among them is the online fraud, which is affecting

the online consumer a lot and creating many troubles for them. There is huge demand from the

society to investigate the online frauds in this regard which will help to understand the

complication of the sirme. "Pakistan being new in this race is facing an intensified threat due to

lack of awareness. People are facing problems including leakage of personal information to fraud

of online shopping every day and therefore, understanding this particular subject is very

important for Pakistan." 
I 53

4.13 Digital Privacy

With the advancement of IT, the privacy of general people is being affected. Digital stealing is

about 'orobbing of people' ideas, inventions, and creative expression everything from trade

rasAaushi Shah and Ravi Srinidhi, A to Z of Cyber Crime @une: Asian School of Cyber Laws,20l2),193'
raePrashant Mali, A Text Book of Cyberuime qnd Penqlties (Indiana: Repressed Publishing LLC, 2006), 19.

"o lbid.

'5tshah, A to Z of Cyber Crime,l93.
's2usman, "Cyber Crimes" 35.
r53 tbid.
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secrets and proprietary products and parts to movies, music and software."ls4This is the "illegal

copying of digital goods (including trademarks), software (including source code), digital

documents, digital audio and video for any reason other than to back up without explicit

permission from and compensation to the copyright holder."l55 As privacy is granted a

fundamental right in the Constitution of the Pakistan, 1973, same should be provided for the

digital privacyl56 for the protection of businessman and consumer.

4.14 Online gambling

Different websites are available in the internet world, which offer online gambling services. In

some counfries "it is permissible while in other countries it is prohibited."l5T "The issues arises

when a person residing in a country, where gambling is illegal and gambles on such

website."lssAs someone residing in Pakistan gambles on any online gambling website" Then

what will be the punishment oofor the gambler in case of his involvement in gambling or loss of

his money in gamblin gl"rse This is a serious issues which need to be addressed in Pakistani law.

4.15 Data protection/ identity protection in e-commerce

In the international electronic economy, personal data has become the fuel for online commercial

activities. Every moment, extent of information is communicated, stored and collected online,

"enabled by improvements in computing and communication power. ln this environment,

security of information is of growing conceilr to Governments, enterprises and consumers alike.

Doshah, A to Z of Cyber Crime,37.
rs5Petter 

Gottschalk.P olicing Cyber Crime (Hershey: Peffer Gottschalk &Ventus Publishing ApS, 2010), 25.

"tusman, "Cyber Crimes" I13.
"' ln Pakistan, Public Gambling Ao 1867 prohibits the gambling but this is not keeping pace with the advancement
of Information Technology era. Therefore, it is necessary to make law on this subject as well to protect the online
consumer.
t"Usman, "Cyber Crimes" 20.
,rr lbid.
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The surge in cloud services provided across jurisdictions, and the growing number of data

breaches accentuate the need for adequate policy responses."l60 The most common types of data

exposed are names, e-mails and user rurmes passwords.

Companies also need to adopt different mechanisms and policies "to keep information secure,

put in place technical safeguards, and develop response plans for data security incidents, as well

as to avoid fraudulent, deceptive and unfair practices."l6l Keeping in view the emerging stage of

privacy and data protection laws in the world, few e-commerce companies have proactively

adopted international best practices and security standards to protect their data. "Where privacy

and consumer protection is difficult to guarantee due to the nature of the content model, service

providers may need to take extra measures to educate buyers and sellers on how to recognize and

protect themselves from fraud."162

4.16 Role of the internet intermediaries

Computer and related devices are the tool for the online business transactions, without using

these tools we cannot do any business. Therefore, they play an important role for these

transactions. If these tools are regulated by law, then the consumer will be safe and the chances

of fraud will be less and if there is no such mechanism then the chances will increase.

Recently some intemet intermediaries have progressed from invisible facilitators "to market

players that interact directly with consumers in various functions and roles. Not only do they

1@ United Nations Conference on Trade and Development, Cyberlaws and regulations for enhancing e-cornmerce:
Case studies and lessons learned. Geneva, 25-27 March2}ll.
rur Ibid.

'u' United Nations Conference on Trade and Development, Cyberlaws and regulations for enhancing e-commerce:
Case studies and lessons learned. Geneva, 2517 March2}ll.
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facilitate e-commerce transactions, but also increasingly influence or in many cases determine on

access and choice to online services and goods.',163

Online market places and auction platforms connect consumers and traders, payment

intermediaries facilitate online payment and some fulfill the function of consumer redress.

Internet Service Providers (ISP) enables Internet connection and determine on service quality and

access to online services. Internet intermediaries also provide tools for users to navigate retrieve

and publish information online.l6a

In addition to this, mobile providers facilitate access "to both telecommunication services and

mobile commerce. The evolving roles of intermediaries and blurring lines of responsibilities

between a supplier and a facilitator put pressure on a traditional model of consumer protection

where roles and obligations of a supplier, a facilitator and a consumer are clear.,'155

This is the need of present era to know that what roles and responsibilities intemet intermediates

are playing in consumer protection.

What are key consumer concerns when it comes to network providers (Internet Services

Providers/mobiles), search engines, payment intermediaries and online market platforms?

Why payment intermediaries are best placed to facilitate consumer redress? Why robust

dispute resolution and redress mechanism is required to address issues of service

termination in mobile telephony and broadband?r66

These thing must be addressed in Pakistani legislation to protect the online consumer, because

they have a lot of concern for online hansactions.

il1ffi;^.*"h.oecd.orglinternet/ieconomy/45509756.pdf(accessed: May27,2Ot6).

'u'Ibid.Itr lbid.
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Internet intermediaries provide the Internet's basic infrastructure and platforms "by enabling

communication and transactions between third parties. They can be commercial or non-

commercial in nature, and include Intemet service providers (ISPs), hosting providers, search

engines, e-cornmerce intermediaries, payment intermediaries and participative networked

platforms."l67

Their main functions are:

i. to provide infrastructure;

ii. to collec! organize and evaluate dispersed information;

iii. to facilitate social communication and information exchange;

iv. to aggregate supply and demand;

v. to facilitate market processes; 
:

vi. to provide trust; and

vii. to take account of the needs of both buyers/users and sellers/advertisers. Related i

i

public policy issues concern notably their roles, legal responsibilities and liability for 
l

the actions of users of their platforms.r6l I

The role of payment intermediaries is to provide consumers "with protection from online 
i

payment fraud and with dispute resolution and redress mechanisms for online purchases. Both

policy makers and payment intermediaries have strong incentives to develop a robust online

marketplac..::l6e Issues include consumer liability limitations "that may vary with e-commerce

payment mechanisms and jurisdictions, and ways to encourage frrther development of fraud

prevention and dispute resolution."l 70

tt'rbid.
r68http://search.oecd.org/internet/ieconomy/45509756.pdf 

(accessed: May 27,2016).
'"'tr@://www.oecd.org/sti/ieconomy/48775761.pdf (accessed: January Zl,2Ol5).,rr lbid.
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4.17 Formation of the contract on the internet and payment system

We are familiar with old-fashioned commercial tansactions which do not pose any major threat

because there are easy for lay man as well as for educated person, they are also aware of law and

rules governs these transactions. However, the advancement of information technology has

brought a revelation in the business industry, inter alia, is the e-commerce. Though, it is very

helpful and less expensive but this does not protect the online consumer due to various reasons.

The special nature of the online contracts/transactions have made most of the common law rules

inapplicable to such contracts, which were applicable to commercial contracts. For example,

"websites are designed in such a way as to constitute an invitation to make an offer and not

situations of real offers by the web owners. However, in sales over the intemet, both the display

and the actual sale are often fused."l7l

Hence, the seller or website owner "must design the web page in such a way that it must clearly

indicate that the information contained on the web in respect of a particular product or service is

meant to elicit an offer and is not in itself an offer."r12It is, therefore, important for the owner of

a website to make a mistake "on the side of caution in creating a web invitation, and one method

of doing this is to state that he will not be bound by any communication from a third party except

if the owner accepts such communication and informs the third party accordingly."lT3

The analogy has always been to relate "a website to a shop in such a way that the product

information on the website constitutes an invitation to make an offer."l74 A justification for "not

holding shops as making offers is to ensure that if the shop's stock is depleted, a willing

r7r TI Akomolede, "Contemporary Legal Issues in Electronic Commerce in Nigeria," P.E.R ll (2008):
r72Ibid.
r73Ibid.,
r74 rbid.
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consumer cannot sue the shop owner for damages."l7s It is further argued oothat awebsite is not

offering physical goods for sale, and as such it is difficult to accept that supplies can be

exhausted, because digital products supplied on the intemet are infinite in supply."l76

To avoid the unnecessary litigation, it is, therefore, necessary for the web owner that he should

clearly indicate "if the display or advertisement of his goods on the web amounts to a direct offer

to whoever comes in contact with the site, or an invitation to make an offer."l77 This attitude of

the web owner would save a lot of time and expense otherwise that would have been wasted on

false or frivolous or unnecessary litigation, which can occur due to wrong information.

The e-consumer/online consumer makes offers electronically. Mostly an E-mail is used to place

an order for the delivery of goods or for hiring of services. An e-mail message is "sent to a

services provider who in tum delivers it to the box of the receiver." Email can be misaddressed

or delayed by any server on the way, and may not even be collected or read until sometime after

their delivery. It may, therefore, be very difficult to know "when an e-mail was actually read, to

determine when an offer was made or acceptance communicated."lTs To avoid this situation,

thus, the best practice legally is "to make any offer by e-mail subject to a date on which the offer

will lapse."l7e While placing an order for goods or services, an appropriate time must be

specified, to avoid the confusion and tension. If no intention is shown as to the appropriate time

of the offer. Then, it will create the problems, hence the courts would simply imply that the offer

lapses after a reasonable time. What is reasonable time, it the matter of fact, depending on the

situation of the case. It very from case to case.

'75 tbid.

"u lbid.
r77Ibid.
r"tbid
r7'Ibid.
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4.18 Evidential Issues

The evidence is the integral part of any proceeding to prove the claim, establish the right or

prosecute the accused.lso The emergence of e-commerce and its growing popularity have

"provoked frrndamental evidential issues especially in relation to the proof of transactions

conducted through the intemet."l8l The uniqueness of these issues and the confusion that has

also greeted their interpretation by the courts have shown the failure of the existing Pakistani law

of evidence'to cope with the admissibility of the avalanche of electronically-generated evidence

that is the hallmark of electronic commercial transactions.',182

Cyber evidence is not easy "to collect, preserve and present in the competent court, due to its

complexity."l83 Therefore, it is necessary to provide proper legislation on this issues to cope with

the new era of IT.

4.19 Conclusions

Internet and IT is a blessing, but it is also a heaven for criminals. It has created troubles for

govemment to protect the secrets of the governments and provide protection to ordinary citizen.

Keep in view the latest development in IT, it is stongly recommend to legislate on e-coillmerce

transaction to protect the interest of everybody.

"tsman, "Cyber Crimes" 60.
l8t TI Akomoiede, "contemporary Legal Issues in Electonic commerce in Nigeria," 169..rt2Ibid.

"'Usman, "Cyber Crimes" 60.



Chapter: 5

E-Consumer Protection Laws: An International

Scenario

5.1 Introduction

The previous chapter has given overview of e consumer protection in E commerce

transactions. It has been analysed in detail that consumer protection in e-commerce

transactions. There are many intemational, regional and national entities are involved in

e-commerce to understand their position on law, it is necessary to go through their

works, which are carried by those institutions.

5.1.1 UNCITRAL: 
I

€ The United Nations Commission on International Trade Law (INCITRAL) was established "by 
;

the United Nations General Assembly to promote the progressive harmonization and unification i

of international trade law."l84 The Commission is composed of thirty-six member states'oelected

by the General Assembly, are chosen to represent the world's various geographic regions and its

principle economic and legal systems. Members are elected for terms of six yezus, with the terms

of half the members expiring every three years."l85 All States and interested international

organizations are "invited to attend as observers and participate in sessions of the Commission

and of its working groups.':tto g51g11RAL focuses on "law reform and creating model

commercial laws that are both accessible and predictable."l87 It has established different working
;-

'sunited Nations General AssemblyResolution 2205 (XXD of 17 December 1966.
r85htps ://www. itu. inU.../Attach04.d- (ac c es s e d : J anu ary 2 9 : 2 0 I 6).

"u lbid.
t87Ibid.



goups to perform the substantive preparatory work on different topics; Ermong them is the

elechonic cofirmerce.

UNCITRAL adopted a Model Law on Electronic Commerce (MLEC) in 1996 to improve the use

of paperless communication. Further, it "purports to enable and facilitate commerce conducted

using electronic means by providing national legislators with a set of intemationally acceptable

rules aimed at removing legal obstacles and increasing legal predictability for electronic

commerce.:rl88 1n 2OOI,UNCITRAL adopted "the Model Law on Electronic Signatures (MLES)

which aims o'to enable and facilitate the use of electronic signatures by establishing criteria of

technical reliability for the equivalence between electronic and hand-written signatures."l8e

Therefore, the MLES may assist States in "establishing a modern, harmonized and fair

legislative framework to address effectively the legal treatment of electronic signatures and give

certainty to their status."leoArticle 7 of the UNCITRAL MLEC with regard to the fulfilment of

"the signature function in an electronic environment by following a technology-neutral approach,

which avoids favoring the use of any specific technology or process.::lel 11 means in practice,

legislation based on MLEC may recognize both digital signatures based on cryptography and

electronic signatures using other technologies to help the institutions to use latest developments

of IT to improve their functions.

ttthttp://www.uncitral.org/uncitraVen/uncitralJexts/electronic_commerce/l996Model.html (accessed:

20t6).
lsehttp://www.uncitral.org/uncitraUen/uncitral-texts/electronic_commerce/200lModel-sigrratures.html

January 29,2016).

'* tbid.
pr 
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5.1,2 European Union (EtD:

EU is also working to protect their people from IT related frauds and build their confidence upon

the e-commerce, because people are shifting to online shopping. Essential directive are given

elow to highlight the importance of e-commerce in EU.

On24h October lgg5,the European Parliament and of the Council (Ep & C) issued a directivele2

on "the protection of individuals with regard to the processing of personal data and on the free

movement of such data."re3 On 1lft March the EP & C issued another directivelea on ,.the legal

protection of databases."les On 20tr May 1997 the EP & C issued another directivele6 on oothe

protection of consumers in respect of distance contracts."leT On 8ft June 2000 the Ep & C issued

another directivele8 "on certain legal aspects of information society services, in particular 
,

electronic corrmerce, in the Internal Market."lee It is commonly known as ,.Directive on

j elecfronic commerce," and on 22nd May 2001 the EP & C issued the directive2oo o,on the I

;

harmonization of certain aspects of copyright and related rights in the information society.'rol 
i

These are the few directives issued by the EP &C on various times to highlight the importanc. 
'

of IT era and to protect the online industry.

re2Directive gil46n0of the EP &C of 24October 1995.
r'3Ibid.
reaDirective gilgl$C of the EP & C of 1l March 1996.,', Ibid.
re6Directive gllTlB}of the Ep &C of 20May 1997.ptbid.
1e8 Directive zOOOl3tlECof the Ep & C of g June 2000.rn'Ibid.
2m Directive 2OOt l2g tEC of the Ep & C of 22May 200 I
'o'Ibid.
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5.1.3 Council of Europe (CoE):

The Council of Europe (CoE), is a regional inter-governmental organization whose stated goal is

"to promote human rights, democracy, ffid the rule of law in its member states."2o2 The

organization is separate from the 28-nation European Union, though sometimes confused with it,

in part because they share the European flag. Unlike EU, the CoE cannot make binding laws.

The CoE is best known for having successfully completed "negotiations on a global cybercrime

treaty in 2001, which is known as Convention of Cybercrime."203

The Convention is the first international treaty on crimes committed via the Internet and other

computer networks, dealing particularly with infringements of copyright, computer-related fraud,

child pornogaphy and violations of network security. It also contains a series of powers and ,

procedures such as the search of computer networks and interception.2oa

Its main objective, set out in the preamble, is'to pursue a common criminal policy aimed at the

,

protection of society against cybercrime, especially by adopting appropriate legislation and 
]

fostering international co-operation."205 In 2003, an additional protocol was added to this i

convention.2o6

5.1.4. APEC:

The Asia-Pacific Economic Cooperation (APEC) was established in 1989 for growing

interdependence of Asia-Pacific economies. Besides, it also promotes free trade throughout the

Asia-pacific region.

202https://en.wikipedia.org/wiki/CouncilolEurope 
(accessed: January 30, 20 I 6).

'"' It is also known as Budapest Convention.
2shttp://www.coe.int/en/web/conventions/full-lisV-/conventions/treaty/185 

(accessed: January 30,2016).
205 lbid.

'ou This protocol is known as "Additional Protocol to the Convention on Cybercrime, concerning the criminalisation
of acts of a racist and xenophobic nature committed through computer systems."
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APEC's goal is to achieve "free and open trade and investment in the Asia-Pacific for developed

member economies and for developing ones."207 In 1995 in Osaka, APEC leaders established

"the tltee pillars of APEC activities: hade and investment liberalization, business facilitation and

economic and technical cooperation."208 In 2000, APEC established "an electronic Individual

Action Plan (e-IAP) system, providing IAPs online and commits to the Action Plan for the New

Economy, which, amongst other objectives, aims to triple Intemet access throughout APEC

region."2o9

APEC's E-Commerce Steering Group is presently working on a various issues, including: "a

Digital Divide Blueprint for Action to address issues of the digital divide and reliable, affordable

access to the information infrastructur"szt0 paperless trading;2ll "a review of the 2000 APEC

Action Plan to Support the Use of Electronic Commerce by SMEs";212 "development of APEC

voluntary online consumer protection principles";2l3 "development of policy regarding the

creation of an environment conducive to e-learning"; and "reviewing and updating the 1998

APEC Blueprint for Action on Electronic Commerc".;.2t4

5.1.5 United States:

United States is also playing an important role to curb the IT related crimes, in addition to this,

the US has also provided few land mark work on e-commerce. In other words we can say that

since the inception of the intemet, US is a leader in developing e-commerce law policy. There

lllly;r***.apec.org/about-us/about-apec/history.aspx 
(accessed: February 12,2016).

2* Ibid.
2toHarish Chander, Cyber Laws and It Protection (New Delhi:PHI Learning Pvt. Ltd., 2Ol2),128.,,,Ibid.
2tzrbid., r2g.
2r3 Ibid.
214 Ibid.



are many departments which are dealing with this issue. The Federal Trade Commission, which

play "the role of privacy and consumer protection enforcer':'215 th. Federal Communications

Commission "regulates communications infrastructure."2l6 Furtheunore, the American Bar

Association has also "developed policy documents on jurisdiction, privacy and e-commerce

law." Besides, the National Conference of Commissioners on Uniform State Law, has drafted the

'oUniform Electronic Transactions Act, the United States version of the UNCITRAL Model Law

on Electronic Commerc 
" 
;2t7

Consumer wants more protection to keep them safe from the aftershock of advancement in IT to

ensure protection of privacy and time. Therefore, the US has enacted few laws which protect the

online consumer; among them is the Anti-Counterfeiting Consumer Act 1996 and Ryan Haight

Online Pharmacy Consumer Protection Act 2008.

5.1.6. Canada:

As in US there are many entities which regulates the e-commerce in US. Same is true in the case

of Canada, there are many agencies and entities which are regulating e-commerce in Canada'

Agencies and entities which play a significant role e-commerce law and policy which includes;

privacy, electronic co[lmerce, electronic signatures, copynght, consumer protection and

jurisdiction issues are discussed in Canadian legislation. Competition Bureau; Industry Canada;

Canadian Heritage; Canadian Internet Registration Authority; Canadian Copynght Board; and

Canadian Radio-television and Telecommunications Commission are relevant to cybercrimes.

2 rshttps ://www. ftc. gov/.../ I 5 04 I 4icpen.pd f ( ac c es s e d : F ebruary 1, 2 0 I 6) 
:

2t%ttps://www. fcc 4ov/generaVwhat-we' do (ac ces s e d : F ebruary 1, 2 0 I 6)'
,,rffi.*iaroit.ir'*titenetish%2FpublicationsTo2FrevieuP/o2Farticles7o2F2000A'(accessed: February 1' 2016).



5.1.7. Australia:

Although Australia has enacted many laws related to e-commerce, privacy and online gambling,

"it is perhaps best known for its online content regulation."2ls The Australia Broadcasting

Authority has been granted the power "to order offensive content removed from Australian-

based websites and to request that Australian Internet service providers take steps to make such

foreign-based content inaccessible to Australian users."2le Despite dire predictions about the

likely effect of such legislation, "few sites have been removed from the web and the number of

complaints has been relatively limited."22o The Australian Govemment is working'oto make it

easier and more reliable to use electronic communications in business and personal

transactions."22r This includes government's commitment to provide online services wherever

possible. The Australian Electronic Transactions Act 1999 ensures that 'oa transaction under a

Commonwealth law will not be invalid simply because it was conducted th,rough electronic

communication."222

In May 2000, the Australian Government released the "Australian E-commerce Best Practice

Model "for the people to help them to understand the IT era and problems faced by the common

people.

5.1.8. OECD:

The Organization for Economic Co-operation and Development (OECD), was established in

1961. OECD facilitates the creation of "international instruments, decisions and

recommendations in areas where multilateral agreements may create progress for individual

2r8htp://www.aph.gov.au/About_Parliament/Parliamentary_Departments/?arliamentary-Library/Publications-Archi

ve/archive/Australiainternet (accessed: February 3, 2016'}
2 I https://www. itu. inU.../Attach04.d(accessed: February 3, 20 I 6).
22o Ibid.
22rhtBs://www.ag.gov.aulRightsAndProtections/ECommerce/Pages/default.aspx (accessed: February 4,2016).
222 rbid-



countries in a globalized economy."2z3 So, it also helps the countries to formulate the policies

related to e'commerce.

E-commerce has become an area of focus for OECD because of its transporter nature and its

potential for all counhies in the areas of economic growth, trade and improved social conditions.

It has developed policy in areas ranging from telecommunication infrastructure and services to

taxation, consumer protection, network security, privacy and data protection, as well as emerging

markets and developing economies.22a

Following its "OECD Action Plan for Electronic Commerce",225 endorsed by its members in

1998, its work programmed focus is "to build trust for users and consumers; establish ground

rules for the digital marketplace; enhance the information infrastructure for e-commerce; and

maximize the benefits of e-commerce." Some of the activities of OECD currently under way in

the area of e-commerce includes: "implementing aspects of the OECD Guidelines for Consumer

Protection in the Context of Electronic Commerce;"226 promoting the use of "privacy-enhancing

technologies and user education and awareness about online privacy issues;"22' "studying the

effects of e-commerce on cross-border trade in financial services, on contract law and on

electronic delivery of insurance products;"zz& arrd "disseminating its work on e-commerce to

member and non-member countries through other international organizations."22e

223http://www.itu.int/ITU-T/special-projects/ip-policy/finaUAuach04.doc (accessed: February 27,2016).
224Ibid.

22'http://www.oecd-ilibrary.org/science-and-technolo gyla-global-action-plan-for-electronic-

commerce 2 3654483 4564 (accessed: February 4, 2016\.
22t Ibid.
227Ibid.

"t Ibid.
,rr Ibid.
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5.1.9. ICC:

The International Chamber of Commerce (ICC) was established in lglg, is a "world business

organization that speaks on behalf of enterprises from all sectors in every part of the world. ICC

promotes an open international trade and investment system and the market economy."23o

In "ICC e Terms 2004" the ICC has provided significant and adequate guidelines for the member

states.23l

ICC is involved in e-commerce law issues on several fronts. Given its leading role in dispute

resolution, ICC has shown a keen interest in developing dispute resolution for both B2C and B2B

e-commerce. It has adapted for e-commerce its leading international tade rules, such as the lnco

terms and the Uniform Rules for Documentary Credits (UCP 500).232

ICC is also involved in jurisdictional negotiations, privacy and electronic contracting, which is

the back bone of current scenario of e-commerce. By adopting these laws and directives, we can

protect the online consumers.

5.2 Jurisdiction in online commerce

To punish the wrong doers, jurisdiction plays an important role to determine the authority of

the court or forum. Digital law has been designed, keeping in view that the Internet is

borderless. 'oMany observers argue that without borders, the Internet is impervious to the real-

space laws that mirror traditional geographic boundaries."233

'30Ibid.23rhtp://www.iccwbo.org/products-and-services/trade-facilitation/tools-for-e-business/ (accessed: February 12,

2016).
232http://www.oecd-ilibrary.org/science-and-technology/a-global-action-plan-for-electronic-

commerce_236544834564 (accessed: February 4, 2016).

"'htp://w**.itu.inUlTU-T/special-projects/ip-policy/finaVAttach04.doc (accessed: February 27,2016).
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Courts have to determine the jurisdiction, in any matter before taking cognizance of any case.

Therefore, courts generally "accepted the vision of a borderless Intemet as evidenced by their

reluctance to even consider the possibility that geographic distinctions might be possible

online."234

In United States in 1997 in ALA v. Pataki case challenging a New York state law which sought

to regulate obscene content found online, the court argued that "the Internet is wholly insensitive

to geographic distinctions. In almost every case, users of the Intemet neither know nor care about

the physical location of the Internet resources they access."23s

Although in national jurisdiction, we don't have any issue in applying the law to the offender,

however, we have issue when applying to the cross-border offender. "Applicable law and choice

of forum are distinct concepts that must both be addressed when addressing Internet jurisdiction

concerns,"236 otherwise it will create many troubles for the courts as well as for the counsels.

Applicable law refers to "which country's law witl be applied to a particular dispute. While some

contracts will specify which law governs should a dispute arise, where such a clause has not been

included, it is left to the courts to determine which law should be app1ied."237

For adopting a proper solution, we need to take help from International law, which can help the

counties to get rid of this issue. There are few principles which are envisaged in the

international law. Therefore, it is necessary to understand these basic principles first, and then

apply the appropriate the most suitable principle for the UN member states to adopt the same.

2'o lbid.
235 Lorrie Faith Cranor, Communications Policy and Information Technologt: Promises, Problems, Prospects${IT
Press, 2002), 85.

"%ttp://www.itu.int/ITU-T/special-projects/ip-policy/finaUAttach04.doc (accessed: February 28,2016).
23'Ibid.
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The EU has adopted several regulations that "are relevant to the Internet jurisdiction issue' The

primary so,rce of law is the 1gg0 Rome convention,23s which distinguishes between business

and consumer contracts.,,23e This convention presupposes that o'most business transactions will

include a governing law crause such that the parties may determine for themselves whose law

will apply. Where the parties have neglected to include a goveming law clauseo the Convention

provides that the law of the country most closely associated with the contract will app1y""2a0

online consumers are probably to rely on local law under the Rome convention in EU countries'

Thus, it provides that.,where there is no governing law crause and the seller advertised its goods

or services to the consumer, the raw wil be that where the consumer is residerrt-"Z4r Furthermore,

even if 'othere is a goveming law clause, the Convention provides that such a clause will not

exclude mandatory ru1es such as conslmer protection regulations'"242

Furthermore, the 196g Brussels convention on Jurisdiction2a3 arong with the 1998 Lugarno

Convention2aa provides that which court may assert jurisdiction'

These conventions (the Brussels and Lugarno conventions) provide consumers with

similar protections since they are entitled to sue in either their resident jurisdiction or in

that of the seller. In the case of business transactions, the Conventions stipulate that the

parties may decide themselves by way of a confiactual provision' If they fail to do so' a

business may be sued in the State in which it is domiciled.2as

ffiiononthelawapplicabletocontractualobligations(RomeConvention).
23%ttp://eur-lex.europa.e,/legal-content/EN/TXili*i=i-rnrsBnvyrIaB:trig (accessed: December 15' 2015)'

"'iiiiiry)***.itu.iritl...lettaitro4.d(accessed: 
February 3' 2016)'

2arArticle 5 of the Convention on the Law eppficatte io iontactual Obligations (80/934/EEC)'

2o2Ibid.
2nrhttp://curia.europa.eu/common/recdoc/convention/en/c'textes/brux-idx'htm (accessed: January l5' 2016)'

2e curia.europu..,V.o..oJr.cdoc/conventi"r;J;-tt*tts/lug-idx'htm 
(accessed: January 15' 2016)'

,nrhttp://www.itu.int/ITu-T/special-projects/ip-policy/finaUAttach04'doc (accessed: February 27 
'2016\'



ChaPter: 6

consumer Protection in online E Commerce

Transactions from the Perspective of Islamic Law &

Jurisprudence

Introduction

In this chapter an overview of consumer protection in Islamic perspective, especially focus on E-

consumer will be discussed. Further, rights and responsibilities of the traditional and online

consumer will be elaborated, besides other related matters will also be discussed'

6.1 The Concept of Consumer protection in Islamic Law

Shariah is a communication of A[ah Armighty, rerated to the "acts of the subjects through a

demand or option, or through a declaration."246lslamic law is derived from the revelation of

Arlah which ..makes it distinct from other legal systems of the worrd. There are four sources of

Islamic law the Qur'an, the sunnah of the Holy prophet Muhammad, (s'a'w's)' Ijma' Qiyas and

I3tihad.,,247The range of Shariah is very broad. "It covers almost all areas of human interest such

as contracts, torts, criminology, intemational law, administrative law' gifts' wills' pre-emption'

trust etc.,"2a8 and the consumers'

consumer protection and business ethics are amongst the more important aspects of

humanbeing,sdealingswitheachother.Inlslam,therightsandobligationsofan

individual towards others are sfiessed heavily. where violations occur' the prerogative of

forgive or otherwise is vested in the affected individual. Allah' forgiveness or otherwise

in such cases is dependent on the will of the individual sinned against; if he does not

nesofIslamicJurisprudence(Lahore:FederalLawHouse,2008),32'

1113;1;.,nru Akbar Khan, ,,consumer protection in shaxiah and Law: A comparative s{dy of Product Liability

in Islamic and English Laws," (PhD Diss. rni..uii*a Islamic University' Islamabd' 2015)' 53'
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forgive, Allah will punish the defaulter. Therefore, it is imperative for the individuals to

deal with fairness in trade and commerce as well'2ae

The Arabic equivalent for the term "Consumer Protection" is"himayat'al-mustahlifr'" Mustahlik

is the agent noun(Isrn al-fail)from the word Istihlak(consumption)'

The word (Istihlak) is used by earlier jurists for the meaning of wasting i.e' converting

something from beneficial from to non-beneficial form. Beneficial means it is used for

the purpose it is made. Fiqh encyclopedia of Kuwait has used the term that it is

conversion of something from being beneficial, for which it was actually made, to a non-

beneficial form.25o

The modern Muslim scholars have define d Istihlatdconsumption) that is "spending of money and

losing of something its original shape or conversion of something from one from to another like

cotton to dress or uniform etc."25l

6.2 Rights and responsibilities of the consumers under Islamic law2s2

In Isramic Law a cons*mer is ,.expected to behave rationally while satisfying his

needs."253Shariah commanded Muslim consumers to consume only good' useful and pure

products and services.

They are asked to avoid wasteful and unnecessary things.2saThis gives geat freedom of

choice to different people according to their social and traditional requirements in

consuming products and services unless they are contrary to Shariah'255lt has put

uT(shwarlr'tran and SarwatAftab, Consumer Protection in

Papers (2000):486.

Islam: The Case of Pakistan, Australian Economic

illi15, ,.consumer protection in shariatr and Law: A comparative Study of Product Liability in Islamic and

English Laws'"54.

'5'[bid.,60.
2s3 

Quran,25:67.

"n {*uo'i:' 5 ;2:17 2;5 :5 ;16:114;5 :4;2:254;17 :29 ;2:17 3 ;6:146'
*ta]rut-*-n"ir-an, Economic Doctrines of Islam' vol' II' 8'
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restriction that consumption should be from halal means on halal products and

services.256

The believers should avoid the consumption of haram products.2s' The general principle

regarding things is "permissibility unless that is prohibited by Shariatr. Therefore, Muslim Jurists

did not explain lawful consumption in much detail as they are profoundly defined by Shariah

while they have explained in detait the unlawful consumption such as wine, pork, dead animal

and blood etc."258

Thus, consumption will be valid only "if it is made from the lawfully earned wealth. Umer said

that I see this mal will not benefit unless, it is taken by the right and given in the right prevents

you from batil."2seSpending on one's self, wife, children, and family as well as on needy people

such as widow, orphans and the poor are highly encouraged by Shariah.'60The famous proverb

"charity begins at home explains very well the significance of the above principle of Islam."26l

Islamic Law has asked people to follow a middle path between materialism and asceticism.262lt

forbids "excessive expenditure on gratification of personal desires and condemns abstention

from the enjoyment of pure things."263lt has ordered people to o'look after their wealth and spent

it wisely on satisfaction of their wants. Islamic law goes to the extent that it can even impose

interdiction (hajar) against those who are spendthrift or wasting their wealth."264

256 Qw'an has provided a clear concept of permissible (Hatal)and impermissible (Haram);
Qur' an: 5 : 1,5 : 5,16:l I 4,22:28,22:3 0;2:219,5 :3,6:1 45,16 : I I 5,5 :90.

1l] Q*'u, 2:267;62:10;4:32;2:198;'18:l l;7:10;73:20;2:173;6:145,16:t 15,5:90.
""Usama Muhammad Al abd ,Nazriatilistihlak," (PtD destt. Al-Azar University), 21.
25'Abu ytsaf, Al-kharaj, 127.
2@ 

Qur'an,2:215.
26r Khan, "Consumer Protection in Shariah and Law: A Comparative Study of hoduct Liability in Islamic and
English Laws," 6l.
26zrbid.
263 qur'an,s :9 0; 7 :l 57 ;2;l 68:6:1 42;2:60.
2s gur'an,4:5



6.3 Consumer Protection in E-commerce Transactions:

According to different schorar Isramic raw dears with a signifrcant complication of its

commercial law ..that is extremery different to the westem approach to the same branch of law"'

26s T,hs is generarly rever of source of raw is different from each other' "The Prophet was a

merchant engaged in commerciar practices, and he specificany permitted some of them and

forbid others.,,266 It is valid for all the times, some directions are herd in the Qt,'an and

consequently have the status of Divine command; wh,st "others are set forth in the sunnah' or

true reports about the acts and word of the prophet. Therefore a great number of principles of

Islamic commercial law are sacred prescriptions for which a very narrow range of interpretation

is arlowed.,:26, 9.*.6 of Knowredge is recommended under the Isramic raw' "we have a number

of examples of such prescription in many suras of the eur'an. This is arso very clear from some

of the Sayings of the prophet Muhammad (pubh).268 once He said: "He who seeks knowledge in

any way, God would lead him to heaven, and angels would put their wings for him"26e; in

another he also stated: 
.oHe who seeks knowredge wourd be rewarded twice if he accomplished

its objectives, and would be rewarded once if he did not succee 63270 The gaining and proper

usage of knowredge is important under Islamic raw which is derived from verses of the Qur'an

and Sunnah of the Holy Prophet Muhammad (Pbuh)'

2u, Mancuso sarvatore.*I-nsumer 
protection 

^P;3ffifi,:,iI:#'#;:tr';;,1}$;"A8S';i:lbetween 

European

r,* ilril.iarn" law"' Journal of International commerctat Luw ** --- o 

. a -ut^^.Fr^.n,oh InternatioLaw and Islamrc Ldw2 twwt "' 
r --L ^-zr rolqmic Countries Through International26lbid.

26?The pcAr/peace Palace Papers, "strengthening Relations with'fuab'and Islamic Countries T

kry_';i:ffi1;:,r:xf, v**il{+tlff :H;ilfl HrilttTlr:lil,Tl#'??'Lo?;0""n'"""

knowtedse,,; in SuratfaterlJZt i, is stated: "#il;H;;"*"*t'" i'""'il'"*itag" fot God is exalted "'"; but

"m*.i 
.-":*Pres can also be quoted'

z6ecollection of sunan Abu bawud' n ]-157'

"ocoii..tio, of Sunan Al-Darimi' n' 339'



Therefore there is nothing in principre in the shad'ah that "forbids the acquisition of the

advanced knowredge coming from the use of the new technologies and to use it for the benefit

and the prosperity of the people.,,27lshari,ah makes no difference "among the different kind of

technorogies, thus admitting a* of them, including the ones necessary for the e-commerce

transactions; then erectronic communication technologies do not violate shaxi'ah precepts'"272

ffi protection in E-Commerce Transactions, 4'

272l"pcA/peace parace pupif,"ry1q:l:1T;.1:lTliii;ilfl?:,Hti',ffi.:;*t.' 
rhrougrr Internationar

t7z-yrn"pcA"/peace P-alage PaDers' "strencurEu'ub ri;;;;;i; 
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Chapter'. 1

ConsumerProtectioninonlineE-Commerce
Transactions rn Pakistan

Introduction

In preceding chapter it has been discussed and pointed out the Isramic principles regarding E-

consumers. This chapter anaryses the origin of E-consumer protection laws in Pakistan' The

chapter has discussed traditional and E-consumer laws such as Electronic Transactions

ordinance, Erectronic crimes Act (ECA) and Data protection Act (DpA).Moreover' the chapter

has also assessed the trends in pakiskn towards E-commerce and main approaches regarding

legislation of the E-commerce'

T.lTheoriginofE-ConsumerProtectionlawsinPakistan

Electronic cofllmerce, also known as online consumer shopping,273 has become one of the fastest

growing forms of commercial transacting worrdwide.2ha Ling and ping Zhang argue that

.,online shopping has become the third most popular internet activity, following e-mail usage and

webbrowsing.o,,,,Convenience,competitiveprices,efficiencyandsavingontimeandtravel

costs are some of the feasons why online shopping is growing and becoming instituti onalized'276

Further, online shopping can be done at any time of the day and anywhere, as opposed to offtine

,r3Na Li and ping zhang,,.consumer onlio. shoppingAltitudes and Behavior: An Assessment of Research" Q002)

g,-gl,;l|il*rin*: *.nxH,il:1ifil'f;tnoo*,'0..o.. one of the most essentiar characteristics of the

intemet or World Wide Web era'

2" Ibid.
2?6Erin Ann O'Hara 

.choice of Law follnlrnet Transactions: Jfre 
uleasv case for onli-ng consumer Protection'

(200s) University "rr",.,iry""ri" 
i* n.ni"*'i#.li;;i::i; tr,is rtodi]6'n*u *gutt that millions of consumers

::**Ltlftf ,1:$1,:}},*i.tgtld,'',.,H,,1',':'ffi .111'XS:;,"n::*:ff -ffiH'"''il'#.,

which are normally ,.r*ilArii*, .uintuinil'r:;'iil',ffi.a*"a .*o ffi;;i"v*; of iersonnel' For these

reasons, internet o*'uttio" will continue to be a huge success
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shopping which requires the consumer to physically visit the shop in question' It can then be

declared without a doubt that,.intemet and electronic commerce have emerged as the emblems

of a worldwide virtual economy'"277

The electronic commerce (e-commerce) phenomenon started in other countries during the

r990s278 and according to International relecommunication union (ITU)' since mid-1990s

availabitity of Intemet access facility in pakistan. In 1gg5 nationwide local call network was

started through PTCL'

7.2 Consumer Protection Laws in Pakistan:-

PresentlytherearefourconsumerprotectionlawsinforceinPakistan,namely:

1. The Punjab Consumer Protection Act' 2005'

2. The Baluchistan Consumer Protection Act' 2003'

3. The NWFP Consumer Protection Act' 1997'

4. The Islamabad Consumer Protection Act' 1995'

7.3 E-Consumer Laws in Pakistan:

Federal Government and provinciar Governments of pakistan shourd devel0p or maintain a

strong consumer protection poricy, taking into account the guiderine and relevant international

agreements. 
..In so doing, each Govemment shourd set its own priorities for the protection of

consumers in accordance with the economic, social & environmentar circumstances of the

,?zMadeleine de cock Buning, Ey"tg-"111s, CorienPrins and^M1c de vries' "Consumer Protection'EU' An

Analysis of European 6ilffi* r-egisration rii,i.'ffi*."on so"i#i*- i of consumer Policv24 (2001):

281-294.

'7tlbid.
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country and the needs of its population, bearing in mind the costs & its benefits proposed

measures."279

7 .4 Electro nic T ransa ctio ns O rdina nce (ETO)280

Electronic Transactions ordinance is the regulatory regime in lieu of covering date collection

and communication dealing which was incepted in 2oo2' The electronic signatures and

safeguarding the important public documents is its main subject by considering the model law on

e-corrmerce (UNCITRAL'*') *d e-signatures. The owner's privacy pertinent to the hardware

incruding 
,.spam and virus,, is safeguarded like "Denial of Services ( DoS)". Actually, it was

established by keeping the issues pertinent to the coulmerce, whereas' it wants the legal

provision regarding creating any coilrmercial interest to comprehend the legal functioning

atmosphere.Moreover,thereisnoprovisionregardingthesale'purchaseoftherealestate'

negotiable instrument, and erectronic transaction dispute resolution. Thus, it is dire need of the

time to enable the ordinance in a position to find out the solutions for the problems facing by the

, 282283people

7.5 Electronic Crimes Act (ECA)284

The Electronic crimes Act is the only law which dears with offences occurred in the electronic

realm, and also has the jurisdiction over issues pertinent to the extraterritorial aspect in

international law which was incepted in 2004. After the promulgation of this act, sections 36 and

27e <Ttn"United Nations Guidelines for consumer Protection", Resolution No'39/248' dated: 09'04'1986 as

tqffifrffii.eplrinu.vin 
"-ational.org/countrigvpat]sgr/e-transactions-2002'pdf 

(accessed: Januarv 23'2015)'

*tUn'it.d Nutions Commission on International Trade Law'
,rrsarfuaz,,,g-Cora-*.a.q. aur" for Good Aora**t" in Pakistan"'University Institute Of Europe

Studies;Lirnesuia,J anuarY 19,2007
2rrJamil, Zahid U. ZOO+i-dommerce Law in Pakistan.Jamil&Jamil Advocates' See:

http://wwwjamiland5am-il.corr/pubticationvpub_reportsABPo/a}Papef/a0l5l004.pdf.
;il'htte:md.t .ru.lon.pVt emu I /workingr-oups/pdflProposedE-Crimssssss
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37 of ETO285 are formally omitted. It is far-reaching in nature, handling cyber-terrorism,

coordination responsibility, E-fraud whether financial or else, E-forgery etc' Though' the

defamation is well defined under section 499 Pakistan Penal code but the application of this

section is not quite cleared whether it is applicable in the electronic sphere like online

discussions forums including blogs. Thus, the act is a milestone in the world of e govemance

which safeguards the rights of the all stakeholders.2s6

7 .6 DataProtection Act (DPA)"'

Date protection Act is the only law in which the sensitive date of the people is protected that was

incepted in 2005. The act regulates the e-governance, safeguards the benefits of government and

people as well. It describes the date which is protected under the law if found violated then penal

action can be taken against the wrong doers. It provides the arbitration and dispute resolution

relating to the scope of the case. The burden of proof can easily be laid upon owner of the date

sufficiently protecting the system. Thus, the effective governance can only be possible if the date

relating to the electronic system is protected for that the act is a milestone in the e-wor1d288'

7 .7 lnternet Bankin glE-Commerce2se

one of the wide-ranging systems for hansferring funds through internet is regulated by

(pSEFTA2e) which was incepted in 2005 by the State Bank of Pakistan. The fraudulent transfer

pertinent to the electronic money is regulated by this act which provides govemance procedures

according to regulations presented by the State Bank of Pakistan' The ETO is deemed to be

285Electronic Transactions Ordinance'
2Eusarfraz, ,,E-Governanci: A case for Good Governance in Pakistan," University Institute Of Europe Studies;

Lirnesuia, JanuarY 19,2007 .

;#'hrQr/i^;.;r!U.oig+rVuserFiles/document/Data-ProtectionAct-Draft-2ndWorlcshop'pdf

'*i*'t-, "E-Governinie: A case for Good Governance in Pakistan'
2shttp://www.sbp.org.pk/lsd/Ps EFT-Act-2005'pdf
2sPalanent Systems and Electronic Funds Transfer Act
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exemplary enactment regarding providing in detail definitions of transactions by this act which

also regulates all the transactions pertinent to the electronic money. The Information Technology

policy after its promulgation, introduced the ATM as functional for the first time' City Bank

introduced first Electronic payment Gateway as lntemet Merchant's Account which got the

Global Finance 2006 Award for "World's Best Intemet Banks in Asia"2el2e2.E-banking was

promoted by the Central bank in 2002 which provides One-Link mechanism for reducing costs

pertinent to the transactions for the banks2e3.

7.8 Telecom Consumer Protection Regulations

One of the ways of protecting the consumers from unfair practices is the Telecom Consumer

protection in which consumers welfare is taken into consideration for having good govemance' It

is essentials to have e-laws in which rights of all the stakeholders are preserved and should not

be infringed at any cost. Tax e-filing system is introduced for having good governance in

accordance with the nonns settled by International Organizatiots2ea

7.9 Trends in Pakistan towards E-Commerce:-2es

In the business world developing trend is an information technology in E-commerce'

The corporate and the business world, aptly supported by the IT indusfry, already stands

transferred, which by recent estimate will exceed $400 billion this year' As we start

warming up to global e-commerce in Pakistan, we must understand that almost 78 per

cent of the e-commerce activity takes place in the usA, obviously driven by the use of

internet in that country. As the January 2000, over 110 million people have internet

"'httn://www.citigroup.com/citigroup/press/2006/060905f.htm 
(accessed: February 12'2016)'

zs4*1*, E-Govlernance: A case for Good Governance in Pakistan'

"rl66p7l***.U*O."rgl*.Ja"*.ents/PoliciesRegulationfore-Bank'pdf 
(accessed: February 12,2016)'

2e4sfri,,"E-Governanle: A case for Good Governance in Pakistan'

'e5Karim, future of E-commerce in Pakistan:

nttp:llwww.Ueonlinesolutions.com/future-of-ecommerce-in-Pakistan'asp (accessed:May 26'2016)
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access there compared to 279 million the world over the amount of internet users are

speeding up day by day all over the world and same is the trend with Pakistan' In 1995'

the number of internet users in the world was almost 16 million but in 2010 it fly high to

almost 1600 million. This shows that the internet usage is increasing with the passing

minute and this will grow more rapidly'2e6

In 1995, almost .01% of Pakistan population use intemet but in 2010 this rate goes high and now

it,s almost ls.l%of the total population. "The people in Pakistan are slowly getting aware of the

fact that business on the intemet is less costly and are more beneficial. Nevertheless, Pakistan

can make good use of this opportunity with proper planning and executi'n32e7

7.10 Pakistani Government steps towards E-commerce:-

Govemment of Pakistan is being performed some activities which are as under'

1. Foreign Investment

Foreign investors are allowed to invest up to 100% in software companies, and "foreign interest 
I

in pakistan,s technology sector has been increasing. Local entrepreneurs have set up around 100

call centers in recent years in pakistan; one of the first was a call-centre that Align Technologies

(US) set up in 2000."2e8

2. Consumer Protection

The president passed the Electronic Transactions Ordinance and later on, same was extended to

the coverage of laws concerned with physical contracts or documents to their electronic form

,e%ttp:/lbeonlinesolutions.com/future-of ecommerce-in-Pakistan.asp(accessed May23,2015)'
2e7 Ibid.

"thttp://www.ciitlahore.edu.pt</pVabrc/Proceedings/All%o20paperslEnfepreneur/
bo/A0Phoneo/A0lndustry,%i 0(iaif/o20shaikh).pdf (accessed: October 18, 2015).



3. Basis of Tax

No rules have been established on how to tax e-cofirmerce or determine "electronic residence" in

Pakistan.

4. E-Commerce as a course

After the government realizes "the importance of e-commerce, they asked all the universities to

make e-Commerce the part of their syllabus'"2ee

Barriers to Face in E-Commerce

In pakistan, e-commerce is .,still in its infancy and faces many barriers to grow'"300 The

remarkable barriers are:

a. Misapprehension of e-Commerce in Pakistan

b. Mistrust'or

: c. Low LiteracY sPeed

d. TechnologY access is late

e. Government Policies

f. Unavailability of proper infrastructure3o2

g. Limited user of internet hardly one per cent of the entire population have access to the

internet'o3

h. The issue of security of transactions on the interned0a

i. High bandwidth rates3os

j. The rigid and monopoly role of the PTCL306

2ehtn:llezinearticles.com/?Future-of-E-Commerce-in-Pakistan&id= 1974082 (accessed: october 18' 2015)'

' loo rgr.
3or Ibid
3o'lbid
303 lbid
3s Ibid
305 Ibid
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However, the Govemment has recently put a crack o'on the barriers when it approved the

merchant ID accounts to facilitate online transactions. But there is still a long way to go and

requires govemment to continue to grease the wheels of e-commerce to speed up the process'"307

7.11 Main Approaches to E-commerce Legislation in Pakistan3o8

For the most part, e-commerce regulations "in the various countries have been offered in a

piecemeal fashion, with national governments attempting to fit cyberspace within the four

comers of their familiar domestic jurisprudence'"

In most cases they have taken a 'functional equivalent' approach to rule-making,

analyzing the role currently played by a particular legal rule in the non-digital

commercial world, identiffing how the same function could be achieved in electronic

transactions, and extending the existing rule by analogy to cyberspace' Legislatures and

regulatory agencies around the world have taken divergent approaches in their effort to

take advantage of the emerging technologies'3oe

A review oflegislative and regulatory efforts reveals three basic approaches:

a. Minimalist apProach

b. Prescriptive aPProach

c. Two-tier approach.3ro

'tr Ibid
307 lbid.
3o8Aly lfian tamioor .

'ot rbid.
3ro lbid.
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a. Minimalist APProach:

This approach aims to facilitate "use of electronic signatures generally, rather than advocate a

specific protocol or technology. Traditional common law countries' such as' Canada' US' UK'

Australia, and New Zealand,have tended toward the minimalist approach'"3ll

b. Prescriptive Approach: This approach often stems from a desire *to establish a legal

framework for the operation of PKIs as well as a reflection of form and handwriting

requirements that apply in the offline world"'3r2

Legislation and regulations enacted under the prescriptive approach adopts asymmetric

cryptography as the approved means of creating a digital signature; imposes certain

operational and financial requirements on certificate authorities (CAs); prescribes duties

of key holders; and defines circumstances under which reliance on an electronic signature

is justified. This prescriptive approach allows legislatures and regulatory agencies to play

a direct role in setting standards for and influencing the direction of new technologies'

civil law countries have tended to opt for the prescriptive approach viz', Germany, Italy

and Argentina.313

c. Two-tier APProach

Some jurisdictions began to realize that ,.the first two approaches are not necessarily mutually

exclusive, and so adopted a o'two-tier" approach representing a synthesis of the first two

approaches."3la

This consolidated approach generally takes the form of enacting laws that prescribe

standards for operation of PKls, and concomitantly take a broad view of what constitutes

'1r Ibid.
,,2 lbid.
,,, Ibid.
3r4 lbid.
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a valid electonic signature for legal purposes. The "electronic signatures" afe generally

given minimum legal effec! while the o'secure elecfonic signatures" are entitled to an

additional presumption of integrrty, a presumption that the signature is that of the person

with whom it is associated, and a presumption that the user affxed the signature with the

intent of signing or approving the document. This two-tier approach has found increasing

support, most notably in the European union and singapore' Pakistan has also followed

..two-tier,, approach in legislating the Electronic Transactions Ordinance in2}Oz'tr5

3r5lbid.
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ChaPter: 8

ConclusionandRecommendations
8.1 Conclusion

Buying and selling online raise legal challenges that have to be addressed by both

Government and the industry itself. The present legislation is not keeping pace with the

advancement in the fierd of Information Technology and communication. Available legislation

is centuries old and is unable to criminalize many acts, hence there is a gap between crimes and

legislation. without fulfilting these gaps, it is very difficult to punish any criminal' Therefore'

there is an immense need to bring pakistani raws into rines with leading intemational legal

instruments to favor cross-border ecoIllmerce. Furthermore, Government of Pakistan need to

adopt raws in legal areas where they do not have any legislation. In doing so, pakistan should

coordinate with International organization which are working on e-commerce' cloud computing

and e-government to adopt common key principles which will facilitate the delivery of all these

services. Furthermore, Pakistan need to ensure the enforcement of laws both domestically and

across borders.

Many intemationar organizations as werl as regionar organizations have provided protection in

online E-commerce Transactions. Moreover, may developed has also legislated on emerging

protect the E-consumers. pakistan is far away from these enactments, if these best practices are

adopted and applied in pakistani legal system, then we will be able to control this situation.

otherwise, pakistani e-cons,mers wil be suffered; moreover the pakistani client will not be able

to get justice from anywhere due to non-availability of such legislation'

76



consumer plays an important role for development of any country' in this way the GDP is

increased and country progress. whereas the consumer is not protected and he is subject to attack

from different channels and he is not satisfied, then the market will also destroy. In present era,

the market is shifting from old methods to the online market. Therefore, it is need of the present

scenario to provide proper safeguards to the cons*mer to build his trust on existing system and

improve the development of the country'

To support the efforts of pakistani legisrature in combating the cybercrimes, "assistance from the

regional integration communities and development partners in general should be sought to ensure

compatibility of laws to foster cross-border e-coflrmerce. Long-term capacity-building

programmersshouldalsobeaddressedtoensurelawenforcementandultimatelytheuseof

e-commerca.r:316 Online ordered goods are not delivered as per request of the consumer'

therefore, it is mandatory to provide the proper legislation to protect the online consumer and

online industrY.

8.2 Recommendations:

l.CodeofCriminalProcedurallsgSshouldbeamendedanditmustbebroughtwiththe

requirements of Present era'

2. Law of evidence is not keeping pace with the advancement of technol0gy. Therefore,

newprovisionshouldbeincorporatedandexistinglawsshouldbeamendedtoprosecute

the criminal in ProPer waY'

3r%ttp://unctad.org/meetings/en/SessionalDocuments/ciiem5d2-en'pdf (accessed May 23 ' 
2015)'
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3. Summary trial should be introduced for online consumer's to provide them inexpensive

and speedY justice.

4. Jurisdiction should be extended atl over the Pakistan and for Intemational issues, bilateral

agreements must be signed. Further, International treaties, conventions should also be

signed and rectified.

5. Government should notice the illegal deceptive practices to protect the innocent the

online consumer.

6. Online consumer protection legislation should be introduced to protect the innocent

online consumer and provide safety to online business industry'

7. ADR system should be introduced as a speedy system for redress of grievances of online

consumers.

8. It must be ensured that the Regulators (quasi-Judicial Tribunals) must introduce a

E-consumer complaint handling mechanisms which are accessible' reasonable'

Independent,fair-minded,answerable,timelyandeffective'suchmechanismsshouldnot

Impose unreasoning fee, stays or loads on e-consumers'

g. Formation of Special Benches, like the company Judges/Benches at the level of

Hon'able High Courts for addressing particular issues such as e-consumer laws'

10. Through various initiatives awafeness should be promoted by atl stakeholders and

Clear information on e-consumer protection, rights and responsibilities should be

easily open bY e-consumers.
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