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ABSTRACT

Cloud technologt $ emergng compulet potodtgm whrch allotvs usc,s lo occe\\ contpultn!

resources b1 usug nlernel As oon os cloud adoplrcn ts more etoh'Ing, cloud user\ hu\ nk)te

demancl of aratltng serwcei Jron cloud servce prottders Ote alo d slrvrce ploltdet catt

prottde lrmt sentces whtch does nol l11uil customers full requtenrcnts \o cuslomet s lnlended lt)

have sentce lrom morc lhan one cloud se rce pror\det al lome ttnP .l(ces\ lo nullt-Llo d

enrronmenl lulfi s lhese ruqurcmenls tf lhose tnleroperole vth eoch olher As pet au

htetoture rcvrcv Multt-cloud have an nhetanl ptoble t of mleroperablll1', as dtflerenl clou,!

sen-tce prowders use dllerenl slandatds /or thet serwces Some tnteropet abtlttt, ltbarPs ha|t

been produced to hondle lh$ srtuolrcn Mosl oJ lhae ltbrarrcs are tn devlopfienl proL!\\

Currently dtfferent cloud seh^rce prowders ore plotlor dependenl enwronnenl xhrch lock\ tn

thc customcr to nleroperale r h olhet clou) serl'rce ptorrders ond ther \iuclure ond \et\tLt\

\top the po abtltD' process The Europeah cothttttss@n ond ENISA hos htghltghtecl os a htgh t tsA

of rendor lockrn proble becaule tl doe! nol meel lhe muln-Lloud enr\ronne,tl tt\.tgr

requrementtlor a stngle cuslomer to conducl speclic lasks tn spectrtic tnfroslruclure

ht or.lcr to.nable hleroperabtltO'between dtferent cloul sen,rce prowders ottd lo eltn,Drdre lh!

vendor-lock tn prcblem, nteroperubtltry' relerenca archtleclure shall solv lhose $strcs ll'e hutt

proposcd lhe cloud tnleroperubtlri rcfelence orchrleclure vhrch sol|es lhe vndd lock-tn rstut

Our research methodologt was ltteralure rcwe\9 vhere we hov sludrcd n mbel of tescotcll

popers. conlerence and loumols qer lhol fle haue proposed u rekrcnce otchtte(t rc onl

condu.led an expert rewcv lrofi cloud lnduslry reteatchers ond Profestrcnab Bated t?oll that

ve h^e conducled lhe dnalys$ ond recorded out anal)sB tn laler chapter lhe lenliicatbn ol

cloud nteropcrabtltty components $ o vry challenges task ln the proces\ of denltliaottott /i( tl

thc ltlerature surver-, he hod danttfi.d number ofcomponentr vhtch ore betng u\ed tl P,e\lnt

letYlahl also h alsofuturc clouds

I{clwotds: Cloud l;ederafion, Cloud Intercperub 4,, Integraton, Po abrl )'

t ieledac\ t,rhtta tL,. tot lhtt,op.rub t la 1 -Uultt I hLtl t-ationntnt
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1. Introduction

Thls chapter grves an rntroduchon to thrs rescarch

computrng, cloud federatron and cloud rnteropcrabrhry

and mcthodolog) for thls study

work, rt provrdes ovcrvrct\ of cloud

and rntroduccs the problcm, mou!atlorr

1.1 Background

The arm ofcloud computlng rs to provrdc rts rcsources as a servrces In accordance wtth pa)'pcr_

use paradrgm The resources provrdcd by cloud erc dtfferent \Ytth respcct to lts typc and levcl ot

abstractlon I] Cloud can provrde lts resources rt the level of lnfrastructure whlch lncludcs

Infrastructure as a Scrvrcc (laas). eg vrrtual storagc, rt the plttform lcvel Platform as a Serrte c

(PaaS) cg programmrng lrbranes, applrcatron lcmplates and comPonents and at thc solt\\arc

le!cl SaaS e g full fledgc appltcahon hkc Cooglc documents [2]

In cloud computrng envrronment, tcsourccs are poolcd m a ccnral localron under the supen lsron

ofsrngle cloud scrvrce provrdct and consumers access thesc rcsources lhrough web brot\scr J-ll

Cloud computrng servrces modcls consrst of threc modcls r c Inlraslructure as a Ser!lce (laas)

Platform as a Scrvrcc (PaaS) and Softwarc !s a Scrvlcc (SaaS) These models trc drlfcrenl lor

provrdrng cdpabllrtrcs and how cloud customcrs can access thesc scrvtces and furlhcr tl c,rn b!

used laas provldcs baslc computrng capablhtles to customcrs In PaaS cnv,ronment. uscrs can

dcploy thelr appllcthons and control thcrr hoshng envlronmcnt to some extcnt SadS enablcs lo

run some apphcalrons on cloud rnfrastructurc for lls cllcnts [4]

There are sevcral cloud scrvrce provrdcrs from IT lndustry such as Amazon Wcb Scntccs

(AWS) [5], Raclspace [6], rnd Flexrant's FlcxrScale [7]. are bascd on therr own rntcrlaccs

tcchnology lnd scmantrcs [8] Thus. leads to rsolatcd envrronmcnts Thts tsolatton prcvents lhc

entcrpflscs to fulllll all thcrr busrness rcqurrcmcnts under thc supcrvrslon of slngle oloud scrvtte

provrdcr Therc ls a need ofcloud fcdcrallon whrch wlll enablc thc clouds lo lntcropcratc \!rlh

each other and federahon rs not posslblc wtthout rntcropcrabrlrry [9]

lhrs rcscarch focuscs on "Archttccturc of Interopcrrblllty M,nager" The maln contrrbutron ol

thls rescarch ls to dcvclop a framework whrch compnses of gurdcltnes rclatcd to the Intern,rl

slructurc of rnteropcrrbrlrty managcr All thc cxlshng work bascd on the cloud federdlron

arch,tecture and rntcroperabrlrt) rs onc of rts modulcs The rntemal componcnts and clements lor

A Re[er.nl. 4t.htt.cturc Fat ln!.top.robn1ly In A Multt Cloud Ennonn.nt
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lntcroperabrhty managcr has bccn deslgncd whrch arms to provlde communlcatlon bel$cen

multlplc cloud provlders usng some rntcractlon mcchanlsm [10]

1.2 Cloud: Overvicw

Although numcrous delinrtrons ofcloud computrng havc bcen proposcd but one dclr!crcd bl lhc

NIST (Nalronal Instrtute ofStandards and Tcchnology) rs vcry propcr dcfinrlron lrhrch rncludcs

all thc clcments used ln cloud communrg u l]
Cloud comp lmg ts a model for enoblng cowenenl, ondemand nehlor* uLcess to a \horcd t)ool

of conligurablc compulhg resources (eg, neh4orks, sener\ sloraqe, opplrcalnn\ onl

lerwcet lhal ca be rapdly ptovtsroned ond released wtth ntnmal nanogenehl eflurl ot

servrce provder tnleroclnn fl ]J

1.3 Essential Elements

Thesc definltlons wrll descrlbcs the archrtecturc, sccu fy and dePlo)mcnl stratcgles of cloud

Speclfically wntlcn about fivc ,mportlnt clemcnts ofcloud computrng

1.3.1 on-demand self-service

A consumer can avarl lnstant scrvlccs on nccd basts such as CPU ttme, software. nct\rork usc or

storagc automatrcally wrthout physrcal lntemctron ofhuman Il I]

13.2 Broad network access

fhcse resourccs arc bclng provtded ovcr lhc ncrwork and can be used ln hetcrogenoous

cnvrronments (such as moblle dcvrccs. PDAs, laptops, mobllc phoncs) by dlfferent cllcnl

appLcahons u ll

1.3,3 Resource pooling

A cloud scrvrce provldcr's rcsources arc 'poolcd" ln ordcr lo dcltlcr servtccs to multrple

consumcrs It rs berng done crlhcr use of n r//,-renanc)' or vrlualEatDn model ln *hlch mulllple

rcsourccs rn terms ofphystcal and vrrtual arc assrgncd dynamrcall) and as Pcr consum" dcmand

I2l Thcre arc lwo faclors rnvolvcd tn motrvalron of scftlng up thc pool_bascd comPulrng-

1 Reler.nce ArchtteLtut. For Interope.ob lD'ln 4 ntu l Claud Emrrcni.at



economEs of scole dfud specahzaltuh Consumcr doesn't know wherc thelr data Is bclng

proccsscd ln cloud duc to rnvrsrbllrty ofcomputlng rcsourccs from cloud scrvlce provldcrs Il I I

1.3.4 Rapid elasticity

Compurrng rcsourccs becamc rmmcdratc rather than pcrsrstcnt

Thcrc arc not pre commlttcd contracl wrth consumers that they can rtsc thcm to lncrcasc

resourccs whcncver they nced and thc) can rclcasc whcn not rcqutrcd Moreover. provrsronrng ol

resourccs are lnfinltc, consumptlon of rcsourccs are lncreaslnS raprdly rn order to mect the

consumer's requrremcnts al any tlmc ll

1.3.5 Measured services

Allhough computrng rcsourccs has becn poolcd rnd morc than onc consumq rs ustng them at a

same trme (rc multr-tcnanc)), cloud tnftastructurc can measure the proper usagc of rcsourccs

berwcen the consumcrs by usrng therr mctcnng systrm u l]

1.4 Service Model

E\ccpt those fivc rmportrnl charactenstlcs. cloud compurlng communtty has used below thrcc

servrcc modcls cxtensrvely rn ordcr to catcgonze thc cloud scrvlccs

1.4,1 Infiastructure as a service (laas)

The servlces provrdcd to consumers to dellver processlng power, sloragc, nerworks and othcr

rcqurred rcsourccs whcrc a consumcr can dcploy therr requrrcd soff\tare such as operaltn!

systems and appllcatrons Cloud (EC2) llcb scrvlcc provrded rcstzablc compulc sze loI

examplc amazon srmplc storugc scrvrcc (S3) wcb Scrvlce provrdes a srmplc web servrcc rntcrfaec

ln ordcr to savc rnd populalc data whcn rcqulrcd over thc wcb u3],

1.4.2 Platform as a service (PaaS)

Thc scrvrccs provrdcd to consumers to dcploy applrcatrons becn crcatcd by usrng programmrng

lrngua8es. lnteBrated I)cvclopment Envrronment (IDES). Applrcrhon Programmrng Intcrlnce

(APIS). lrbra cs and sewlccs onto the cloud rnfnsrructurc whrch arc supported b) the provrdc,

For c\ample, google prcvldcs an englnc named as Google APP It allows delelopcrs ro run r!cb

A R.f.rencelrcht.cturc For tnt.ruperub ry ln,t i{rllt Claud Enionn.nt



apphcalons on Googlc s rnliastructurc lt ls easy to bulld and malnlaln and cas) 10 grotY lts datd

storage when rcqurrcd I4l

1,4,3 Software as a service (SaaS)

Thc scrvrce provrdcd to consumcrs ts lo use appllcatrons provrded b) provlders whlch rre

ninnlng on cloud platform [15] For cxamplc thcrc ls an onllne cusfomer relatronshrp

managcmcnt provrded by salcsforccc com and Coogle Maps Intcr-cloud opemtlons ls \!rdcl\

used ln the rndustry srncc customcr's requested scrvlces mlSht lnvolve mulllplc clouds

1.5 Deployment Model

Currently thcrc arc four cloud deploymcnt modcls arc rntroduced tn cloud communlt)

1.5.1 Private cloud

Ihc lnfrastructure of cloud whlch ls operated wrthln a slnglc organrzatlon managcd br

organrzallon rlsclf of managcd by 3'd party lrTcspccnve of lts dcPloyment wlthln lts premlscs or

outsrde prcmrsc There are scvcral reasons to dcPloy prlvate cloud Nlthln an organrTatron lor

examptc secuttty conccms, lncludlng datt prlvacy rnd m (lmlzatlon and optlmlzallon ofe\lsllng

rn-house resources I l6]

1.5.2 Community cloud

Numcrous companlcs and organtzatlons deploy cloud lnfrastructurc and they share thc samc

rnfm. deploycd polcrcs, requrements and othcr rcqulrements The cloud compulrng cnvlronmcnt

can bc dcploycd c,ther by thrrd rendor or rt can bc dcploycd wlthln an organlzdlron I l7l

1.5.3 Public cloud

Pubhc cloud compuhng ls a forcmost term used ln cloud cnvtronmcnt where a cloud computlng

compan; whtch ls hostrng cloud has full owncrshlp on lnfrastructure. polrcrcs' profit. costrns

and brlhng model For cxample googlc AppEnglnc rnd Amazon Elasnc Computc 2 (EC2) [l]

1.5.4 Hybfid cloud

fhe cloud envlronment whlch Is combrnatton oftwo or morc clouds (lncludes publlc Prlvatc and

hlbrtd) lhose arc sole enntlcs but followcd by stendardlzed technologlcs Organlzatlons usc

atnht,, t tntruluL|a

4 R.J.t.nc. 1tchtt.ctur.ltor InQrcpetab t,ln 4 \lllltcloud Entaln.nt



hyb d cloud ln ordcl to rncrcasc thcr cfficlency and optlmze thc rcsourclng to lncrease lherr

corc crpabthtles Organzrhons controls thctr corc buslness funcllons and rctlvltles on premlse\

through pnvalc cloud u8l

1.6 Cloud Federation

Thc concept of cloud federatron rs uscd to rcducc thc cost of subconmclng wlth to olher

rcBlons By applylng thls, securrty rcqulrcmcnts can bc fulfillcd by uslng somc technlqucs such

as fra8mentatlon Its bcnefit rs to usc scrviccs In a slngle pool by support of lnterchan8cablllt\

basrc fc6tures rcsource mrgmtron. tggregatlon of complcmcntar) rcsourcc and rcsourcc

rcdundancy Cloud fedcratron rncludcs provrslon englnc, dlstrlbuhon manager, and deplo)men1

managcr, configuratlon managcr. data dlstlrbutlon managcr, transformatlon, resource mana8cl

and monrtorrng components [3]

1.7 Cloudlnteroperability

In computcr world. thts property has thc concrctc mc6nlng ofe\changmg lnformahon and usc ol

the lnformrtron that has becn cxchangrd bctwccn two or morc systcms or componenls lt Is a

propcny ofa product or system, whosc lnlcdaccs.rc complctcly understood, allowrng tt to t.ork

wlth other products or syslcms Thc bcst way to cl.bomte lhc conccpt of cloud computlns

rntcropcrabrlrly rs lts moftos avotd vcndor lock-ln" "dcvclop ;our apphcalron one dcplo\

anywhcre". "enablc hybrld clouds". or cvcn 'onc API to rulc thcm all'' Il9l

1.7.1 Interopembility Motivation

lntcroperabrtlty ls lackrng ln cloud fcderatton whlch lmproves the communlcatlon betwccn

customcrs and cloud servtce provtdcrs ln sprclfically, a customcr wtll bc ablc to choosc among

drfferent cloud servrcc provrdcrs whtch arc offcrtng servrccs wllh dtfferent charactertstrcr

wrthout havrng thcrrdata orappllcalron at rtsL [20] Moreover. lnteroperabrllt) cloud nrarlcl \ rll

help small and mcdlum entcrpnses to stand and strcngthcn therrsclvc ln cloud marlct Thc) Lon

rnteropcntc and bullt ncw cloud models wlthout havrng lnteropcrablllry problems [21]

Although dlffercnt provrdcd rnteropcrabrllty standards crn have drffercnl solutlons 1()

rnteropcrablhry problems rrhrch are not rnteropcrablc to each other Thcreforc lndust^

atoht,r t tnta.lucttua
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professronals. rcsearchers should agree uPon common pflnclples whlch can provldc solullon lo

rnteroperabrhy and all lntcrop€rablllty solurlons can adhere to lt [22]

1.7.2 Cloud Intcroperabrlity Challenges

Thrs scctron cnlrghtcn somc ofthc challenges cncountcr ln thc way oflntcropcrabllrly

Portob ity ond LtobthE

An rntcrcstlng qu€stron " can Ideploy cxtstrng cloud assets (VM rmagcs. software. apps) on

other scrvlcc provrdcrs envrronment wtthout havlng changcs lo artlfacts Urquhan has drvrdcd

apphcatron. softr'are, VM tmegcs, and scrvcrs rn to lwo categorlcs ponablllty and moblllb l23]

Accordrng to Urquhart definrhon ofportabthty "thc ablllty 10 move an rmage ln down stat 1ft\nr

source to dcstlnatlon and thcn boot tt from new loclhon" Accordtng to Urquharl dellnltlon ol

mobrlrty rs "ab,lrry to move a host's worklord from one to another ulthout loslng cllljnl'\

conrectron or ln-orght statc " Portablltty or moblllty glvc rnaJor rndlcatlon ol cloud

rnteropcrabrllry bettreen dlffcrcnt clouds Mobrlrty ls one of thc factor of tntcroperabllrl) ol

cloud It wlll requtre thc advrncemcnt rn VM tcchnologlcs and APls for supportlng mlgralton ol

hvc vrnualmachloes, Intemct Protocol (lP) and olhcr servlccs from onc cloud to another [2{l

C lou d- Serwce In tcgratton

ln order to accompllsh and marnttrn controls ovcr thc mtsston-crltlcal opemtlons, SMEs mlghl

nced to lntcgrate both on-prcmrscs and SaaS appllcatlons tn order to complete thc busrncs\

requlrcmcnts The cuncnt practrce necd sufficlcnl codlng whlch can lnlcgratc software b} usrng

APIs as wcll as frequcnt updatcs [25]

Securlty, Prtvocy and Trust

Cloud adopters also rcqurre sccurlty from cloud scrvrcc provtdcrs such as acccss control of uscrs

to Pll [26] Thts rcqulrcs thc Industty standard bcst solutlons such as multl-la]er sccunt). role

bascd acccss control. lo8grng and monllonng To rcducc thc cost \\'llh sccurlt) requlremcnls

potentlals. cost cln bc rcduced through consoltdatton and optlmlzatlon oI resoulces. cloud

compullng has lntroduccd sct of sccurrry and prlvacy lssucs ln ordcr 10 mtke cloud Lomputlng

succcssful [27] ln addltlon to that. cloud computrng scrvtcc provlders have 10 provrde sutll!l(nl

levcl of sccurty rn cloud cnvrronmcnt to customcrs [28] Securrty tssucs arc strongly assoclalcd

't Re|.ten.. Arch ..tve For Ial.rcp?rablq'ln A llultt Clou.l ENrohnent



wrth lhc cloud admlnlstrttlons such as scsslon mrnagcmcnt, uscr managcmcnl' acccss conlrol

monrlonng, sccllrlty Pollcles and authcntlcatlon

Msnogcmcna, Moniaoring, qnd Audit

Cloud users nccd the tssurance ol compllancc 10 sccunt) and prlvac) pollclcs consrstenL\ dnd

SLAs should bc mct whcn cloud scrvtccs arc bclng mlSralcd from onc cloud lo anothcr

Aulomltcd tools should be monltorln8 lhc compllance and rcponrng to vlolallon of sccurrl\

polcrcs sct by cloud scrvtcc provrdcrs [25]

1.8 Researchmotivation

A srnglc cloud servrcc Provtdcr can provldc llmltcd scrvlccs whlch docs not [ulfil customcr s full

tcqulrcmcnls so customers lntcndcd to havc scrvlccs from more lhan onc cloud scrvlce pro\ ldcr

ar srmc ttme Acccss to muht-cloud envtronment fulfills lhcsc requrrcmcnts tflhosc tnteropcr,rt.

wlth each othcr As pcr our llteraturc revlcw Multl'cloud havc an Inhcrcnt problcm ol

rntcroFlcrabrlrty, as dtffcrcnt cloud scrvlcc provrdcrs use dlffcrcnt slandards for thclr scrvlccs

Even thcrr servrcc archttcc[urc mey drffer for thc samc sort of sentcc Somc lnleropcrdbrllt\

Lbrarrcs h.ve bccn produccd to handle thls srluatlon Bul lhcsc lrbrarles dr\cuss th(

rnrcroperabrlll) al a qultc abslract lcvel Morcovcr, most of thcsc ltbrarrcs arc rn derelopmcnt

proccss [34] [35] [36] Cunently d,ffercnl cloud scrvrce provrders arc platform dcpendcnr

envrronmcnt whrch locks ln the customcr to Inlcropcr.(c wlth othcr cloud scrvlcc provldcrs rnd

rhcrr structure and scrvtces stop thc Ponablllty process [37] Thls domrnetlng banle rcsrsl lh'

small and mcdrum organtzalrons (SMEs) to adopt thc cloud scrvlccs becausc of vcndor lock-rn

rssucs I2l Thc Europetn commrssron and ENISA ha-s hrghhghtcd as a hrgh rrsl ofvcndor lolL-

rn problem [39] becausc tt does not mect thc multl-cloud cnvlronmcnt usagc rcqulrements lor 'r

slnglc customcr to conduct sp€clfic tasks ln spccrfic rnfrastructure

1.9 Research Question

On lhc basrs ofabovc drscussron followrng qucsttons mtsc for rcscarch as

RQI whet rrc thc componcnts rclrtcd to InleroPcr.brlrty,)

RQ2 how rntcroperabtllty tssues can bc rcsolvcd whcn two servlcc provldcrs fcdcratc wrlh cach

olhc19
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1.10 Research ObJecUves

As the rnlcropcrabrlrty bctween multrplc cloud phtfonns provldes the consumer a slnglc place

whcre they arc cnablcd to achrcvc all thc resources from drffcrent cloud servlce provldcr 'lhe

obJectrve of thrs rcscerch ls to devclop an cxplanatory rcfcrcncc archltecturc for multr cloud

cnvrronmcnl ln order lo rcsolvc lhc lssues Those tssues (c g vcndor locl_ln) arlses Nhen t\\o

cloud scrvrce provrdcrs arc belng fedcratcd wrlh cach other Thls refcrcnce archltecturc \\lll be

developcd through study of dlffercnt fcdcratron archrtectures

1.11 Research methodolory

Thc rcse.rch compflscs of lrtcmturr survcy From thc htcrature wc c\tract thc lntcroperablllt)

componcnls on thc basrs of most rcfcrred tnd rclcvrnt componcnls Data sclcctlon ls bascd on

the ke),words and synonyft and the quallty of confcrencc and Journals Affcr gettrng data \c
desrgr a quesnonnarrc to gct thc answcr ofour rcscarch qucstlons Expert rcvle\^ ls conduclcd Io

evrluatc lhc proposed refercnce archrtccture For thts purposc wc ahoosc thc erPerts from !loud

backgound and scnd thcm the questlonnarrc Wc have enalyzcd the results bascd upon thc

cxpcns rcvrcw so that rt can bc obscrvcd that how much cffectlvc ls the proposcd archltecture It

rs not possrblc to rnclud€ all thc lltcraturc archrtccturc ln our rcsearch bul most of them ire

dlscusscd

1.12 Thesis Outline

Thls rescarch draft ls comprlses ofsrx chaptcrs

. Chaptcr one rs an rntroductory chapter

. Sccond chapter prescnts thc lltcraturc

provlded m htcrature

. Thc lrterafurc regardlng thc mcthodology ofthc work wrll also bc d,scussed In chaplcr

thre.

Fourth chaptcr rntroduccs the proposcd archltccture thlt ls Refcrcnce Archtteclurc lor

lntcropcrabllrty ln ! Mulh Cloud Envronmcnt

Chapter five drscusscs the thcorchcal evaluatlon ofthc proposcd rcfcrcnce archrtecture on

thc blsrs ofcomprflson bctwcen thc lttcraturc and thc thcsls worL

Lasr chaptcr ls lbout the concludrng part ofthc thests whtch defines thc summary and lhe

Thcy are organrzcd as follows

rcvrcw relatcd to thrs thesls all the sccnarlos

1 ReJ.t.nc. lrchneLture tor lnt.roperuh ti ln 4 ,lluht ('loud ENionnent
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conlflbutron of lhc rcscarch It summuzcs lhc work lls appllcltlons and posslblc

dtrectron for futurc work, tn lhc ncxt scctlon rcfclences wcrc wrltlcn

1 R.J.tch.. lithte.ture I or InErcpe,abtlttt In 1 \{uh} Cloud Enrnund.nl
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z. Literature Review

Thrs chapter bflcfl]' grvcs an lntroductron of problem domaln lnd custlng stalc of ar1 solutlon\

dcallng 'rlth thc fcderatlon ofcloud whrch drscusscs lntcroperabtllry as a mlnor component

2,1 Cloud Fcderation in Contrail

The fcderahon acts as a brrdge bctwcen users and cloud provldcrs The federolon supporl ofleA

to uscrs. In a unlform fashron, rcsourccs &longtflg to dlffbrcnt cloud provldcrs A Contrar

fcderatron can cxplort two krnd provrdcrs. thosr bascd on the Contrall cloud rnfrastrtrcturc and

the ones bascd on other publc and commercttl lnfmstructures As shown tn FlSure I lhc

fcderatron archltecturc rs composed of thrce la)crs Ever, layer ls ln tum composcd b1 modulcs

*here each modulc addrcsscs a well-dcfined commrtment [Jl]

--
(*

.\. 
\ vErfr l. c4stu 

l

r--_---)
ts**- -

|*.* ,

figure 1 Conrotl Faieronon-support Arch cclurc[31]

:/-.E------)
--t.-nr|;.'dl
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Thc archrlccture ofthc Europcan Projcct Contrall [31] ls fabrlcatcd around a ccnlral cntll) th.tt

performs rls actrvttlcs as a stnglc entry Polnt for fcdcratlon ofcloud pro!ldcrs lts rcsPonsrbrl(rcs

rnclude contrnuous obscrvatron of statc of cloud servlca provldcrs and facllltallng fcdcrallon-

wlsc SLA lt also provrdcs lhc servtce of SSO so cver) uscr should authcnllcate only oncc and

lhc) can work wrth wholc fcdcrallon Therclsavrtal archllccturall) dcslgncd component lno\\n

as Federatron Runtrmc Managcr (FRM)'*hlch Is responslblc to makc comParrson bet\ccn cloud

resources and user's requrrcmcnts Cost and pcrformancc rclated problcm solvlne technlquc\ ,lrc

desrgned by thc FRM and rt rlso provtdc all thc lnfomatlon about cloud servrce provrdcrs IhL

responsrbrlrty ofFRM modulc ts to provtdc servlcas tccordlng lo SLA by mrnrmlzlnB costs

Thc Adaptcr Lalcr conlarned all thc adaptcrs rclatcd to eech cloud scrvlcc provldcr The functton

ofcach adaplcr rs to bulld t conncclron betwccn cloud and fcdcratron managcr Thcrc arc 1$o

r! pc ofadapters lrsled belo$

. lnlcmal adaptcrs - lhesc adaptcrs rrc bascd on contrall softwarc lhat rs \h\ lhc\

arc callcd contrarl clouds ln contrall clouds, all thc rcsourccs are or8anlscd b) lh!

fcdcr.tron mrnager [3 1]

. Exlcmal edaptcrs - lhrs adaptcr ls for thosc clouds \\hlch arc not responstblc kn

runnrng conlrrrl softwarc

Fcdcralron rs uncertarn rn casc of uslng cxtcmal adapters But thc contrall archltccture sho$s thc

fcdcralron paflem rs Mukr-Cloud usrng a\temal adaptcrs lnlemal adaplcr fcdcratron rs cllll!o

cenlralrscd fcderaoon In facl, two lypes ofarchrlecturcs supporlcd by the contrall cnvrronmcnl

2.2 The Federated Cloud Management Architecture

frgurc 2 shows thc Fcdcratcd Cloud Managcmcnt (FCM) archlteclure and Its conncctrons to thc

corrcspondrng componenls lhat togethcr rcprcscnt an tnteropcrablc solullon for cstabllshlng a

federated cloud cnvrronmcnl

t Rela.ncc 1rckt.ctut. lot lkr.rop.robtltty la 1 Muht Clotd Etutronn.nt 11
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Fgure 2 The Federuted Cloud ttanog.nent ,1rchne.ture [10]

The archltccturc Fcderated Cloud Managcment (FCM) trusts on a genercl reposllory whrch r\

l.nown as FCM rcposrtoD for storlng vlrtual appllanccs for fcderatcd servlccs []01 lhtr L'

m[rorcd on natrvc reposttortcs oflaas provldcrs Thc cllcnt's deals \!lth Cenerlc Mcta - Brolcr

Servrcc (GMBS) only so that lt can dcscrlbe thc scrvlccs rcqucstcd and lurther provlslonlng as

uell as scheduhng rs transperent lfthcy are conccmcd furthcr []01

ln archrtccturc. therc rs a communlcator brokcr ln cvery IaaS provldcr known as CloudBrolcr

\+hrch managcs thc allocatlon and VMs and dc-allocatlon as well I1 scnds appllcahons cdlls

whlch rrc rncomrnB to concemcd vrnual maghtnes

GMBS can talk to CloudBrokcr components whlch are part of fedcratcd cloud becausc rt h'ls

acccss to reposrtory of fCM When rcqucst Is submllted to GMBS It thcn c\cculc Ih'

matchmrkrng bctwecn thc conccmed CloudBrokcr end rcqucst recervcd

Thrs matchmakrng ts groundcd by thc tnformatlon provrdcd by rcposltory of FCM and runtlrnc

metncs of CloudBrokers Every CloudBrolcrs malnralns a database qucuc for all apphcatron

calls whlch rs recetvcd and matntalns a databasc of prlonty queue separately for cach rtnual

appLence VM queues exposcs those rcsources whlch can bc scrve those calls rclatcd to llrlu'tl

!pplrance
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Thc pionty of VM queuc Is scl on lhc bases of all rcqucsls avalleblc ln qucuc. thc lotal V\{q

runnrng and thc cxecutton ttmcs tn log On basls of VM qucucs' CloudBrokcr wlll allocalc or d!_

allocarc thc vrrlual machrnc Thc CtoudBrokcr wlll also rnanaglng thc abole mcntroncd c'rll\

whrch rt rs rcccrvrng h fonvards thosc cllls lo conccmcd VM whlch erc crcatcd b\

CloudBroker ln fCM, appltcatton brokerrng rs menagcd transparcnll) at cllcnl srdc Nothrrlr.l L'

sard about thc user-level control used rcsourccs locahons as pcr definltlon ofarchllccturc [30] In

addrtron to that, those locatton spcctlic requtrcmcnts cen bc a pan of thc SLA bct$cen (;Mtls

and chents

2.3 Refercnce Architecture for Semantically Interoperable Clouds

l hc Rcfcrcncc Archrtccture as dcscrtbcd rn FlSurc 3 wlll lnlroducc a scalablc' rcusablc. modular

c\lcndablc and transfcrable rpproach for facllltatlng lhc dcslgn, deployment and ctccullon ol

rcsourcc rntcnsrve SOA servtces on lop ofe semantlcally lnteropcrablc Cloud

I tt'rotutt llt\ n t

t'tsurc 3 The tuIerence Archtt.cture for semonhcolly lnreropcrdle L'louds (MSIC) ll2l

r-1 r-.- I
I tu. I I '',.-*, I

D$t{ra a-dt td oldrt hEls.

OllI tra o-.ta- L.ct- lil.t,
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Rcfercncc Archrtcclurc for Semantrcally lntcroperablc Clouds (RASIC) [12] rs an extcndablc

and modular approach hrghlghtcd by Nrkolaos Loutts ct al lt ts thc medrator among dlfferenl

clouds rnfmstructurc For dalr transformatron, strndardtzed common cloud API Is deslgncd h)

thc authors RASIC has threc honzontal l.yers (l) Scrvrcc fronccnd layer, (2) SOA la)cr. (.1)

vrtualzalron and execulron laycr And two verttcal layers (l) Scmantlc laycr (2) Governance

laycr The swltchrng cost from onc cloud provldcr to other and the vcndor lock-ln problem can

be mrnrmrzed by usrng MSIC and common cloud AP[ rpproach

2,4 Intercloud Architecture Framework

Thc Intcrcloud Archltccturc labclcd rn figure 4 tddrcss thc Intcroperablllry tnd mtegral,on lssucs

rn the current and emcrglng hcterogeneous multr-domaln and multt-provrdcr clouds that could

host modem and futurc crrtlcal entcrpnsc lnd c-Scrcncc lnfrastructurcs and appllcallon\

rncludlng rntegmtron and rnlcroperabrllty wrth lcgacy campus/cntcrprrsc Infrastructure

figure I Intercloud Fedctatrcn Framev'ork []01

ln [40], author proposcd lntcrcloud Archftecturc Framework that drscoursc thc problcm\

rcgardlng ,nteroperabrlrty and rntcgratton ln thc mlxcd cloud envtronmcnl 
_fhts 

erchttccture I'

for the cloud based archrtccturc th6t allows thc provlstonlng of nctworl. computln8 and storagL

resourccs The ICAF comprlscs offour corrcsPondrng componcnts
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2.4.1 Multilayer cloud Service Model (CSM)

Multrlaycr Cloud Scrvlccs Model (CSM) for vcnlcal cloud scrvlccs lntcractlon. lntegrdhon and

compabblllty that dcfines both rclat,ons bctwcen cloud scrvrcc modcls (such as IaaS. Paa\

SaaS) and othcr rcqur.cd functronal layers and components of thc gencral cloud bascd ser\ lccs

rnfmstructure

2.4.2 Intercloud control and Management Plane oCCMP)

lntcrcloud Control and Managemcnt Planc (ICCMP) for lntcrcloud apphcatlons/lnlraslructure

control and managcmcnt, rncludrng rntcr-appllcttlons slgnalltng. synchronlzatlon and sesslon

managcmcnt, configuratlon, monltonng, lun t,mc lnfrastructure optlmlzatlon lncludlng \'\1

mtgratlon. resourccs scahnS, and Jobs/obJects routlng

2.4.3 Intercloud Federation Framework (ICFF)

Intcrcloud Fcdcratron Framcwork (ICFF) to !llow rndcpcndcnt clouds and rclated tnfrastruclttre

components fcdcratlon of rndependently menagcd cloud based lnfiastructurc component(

b€longng to dlffcrcnt cloud providcas and/or adm,nrstaatlvc domalns. thls should suppon

federatlon at thc lcvcl ofscrvlccs. bustncss appltcatlons, scmanttcs, and namcspaccs assumlng

neccssl{ gateway or fedcmtron servlces

2.4.4 Intercloud Operation Framework 0COF)

Inrcrcloud Opcrrhon FrarncworL (ICOF) that contarns ab,l,t,cs to support more than onc

provldcr nfrrstrucrure opcratlon that rncludcs workflows of bustness. management of sentcc

level agrccment and accountrng Intcrcloud Operatton FramcworL (ICOF) cxplalns thc

mandator) actors rolcs and lnler rclahons ln tcrms ofo*nershrp. opcrattons and manlScment

lntercloud Operaoon Framework (ICOF) nccds rnterachons wrlh both ICMP and ICFF Il

rcqures suppon wrth ICMP lnd ICFF as wcll

4 R.l.rence srch .ctut. For Int.rorylobthry ln 1 Muht Cloud Entronncnr 15
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2,5 Scrvice-oriented Cloud Computing Architecture

Scrvrcc Oflcntcd Cloud Compuhng Archltccturc ls r hycrcd trchltccture shown ln flSure 5

,6 i

I

(

Fryur. 5 S.^,ce Orrcnted Cloud Conpunng Archltectute (SOCCA) [J]l

We,- Te[ Tsal cl al [33] conductcd a survcy ofcxrstrng cloud computtng arch(ecture and thc\

c\posed many cloud rnicropcrabrlrfy lssucs wrlh currcnt clouds To overcomc thcsc lssucs

authors proposcd a servrce orrcntcd cloud compuhnS archltccture (SOCCA) thar Elves the

mrxture ofcloud computrng and scrvrcc oncntcd archttecturc technologlcs Thts archttccture r.

bascd on 4 layers that cnable cloud appllcatlons to run on drflercnl clouds Cloud provtdcrs can

burld thcrr own dat! ccnlcrs and offcr servrces on tndrvrdual cloud provrdcr lalcr The unlque

thrng ln thrs archrtecturc rs thal thc) can be acccsscd vra opcn slandard tntcrfaccs and thrs r\ Lh!

only way through whrch multlplc clouds provldcr can combtne thelr offered scrvlces If ant

cloud provrdcr rmplemcntcd extre fcaturcs whrch arc not dcfined ln lhc standards then cloud

ontology mapplng laycr rs used SoCCA has cloud brokcr laycr whrch serves as manager

between two clouds The responsrbrllty ofcloud brokcr rs to pubhsh cloud provrdcr tnformatron

and ranl the servrccs accordrnB to thelr rcllabrlrty, avallablllty, prtce and sccurtly The SOCC,\

4 R.krun.. 4tch .Ltur. For lnk ropctabthn, ln ,1 ttlulh Cloud E8tonn.nt 16



also support mullr-lcnancy featurc of cloud computlng Google App Englne and Azure real

platforms arc uscd to dcploy thrs rrchltccturc An ePpllcatlon servlce ls dcvelopcd uslng Cooglc

App Engrnc th.t utrhzcd Wcb Scrvicc Conncctor (WSC) WSC rs a code Scnerelron tool thdt

gcncratcs gencrlc codc usrng WSDL to access wcb scrvlces offered by Azurc

2,6 Architecturc and Protocol for Intercloud Communication

Jarme Lloret ct al [32] descrrbed an archilccturc .nd protocol, whrch allows swapptng

lnformatron, drta and apphcatrons among ell lnlerconnccted clouds lt ls favorabl) flcrrble anrl

authonzcs to appcnd ncw clouds easrly Thc suggastcd archltccturc ls comPose ofthrec lalcrs

(a) Organzatlon laycr rs conslst of Onodcs, th.t ortrnlzc thc connecllon betwcen Dnodes ol

clouds. (b) Thc rcsponsrbrlrty of drstnbuhon laycr rs to transfer servlces and resources amon-q

clouds and ihe nodes rnvolvcd ln thts layer arc icrmcd as Dnodes. (c) Acccss Ia)cr ls cslablrshcd

by the cloud nodcs Authors also explalncd thc analrttcal modcl of proposed archlte$urc

Sultabllrty parameter Is thc most lmportant part ofNclghbor Seleclron method. \!hlch dllo\{lng

thc load balancrng of nodes to achrevc bcst quallty of scrvlccs To rccover nodc farlurc audror

rncluded fault tolcrtncc proccdure Resuhs arc gcncr.tcd Pcrformlng slmulatron rn a conrolled

tcst bcnch Rcsults show that archlecturc ls morc vllblc and could work In all slluatlons *rthoui

ovcrloadlng thc sysrcm

2.7 Compatibleone

ln Frgurc 6 belo{, a hrgh-level overvlew ofthc Compatrbleone plttform arch(ecturc ls pro!ldcd

ln four quadnnts lhcsc quadrants reprcscnt thc four stcps ofthc funchonal cyclc ofthc platlbrm

and arc also conslstcnt wlth the four agcnts or cloud compuhng stakeholders ldcntlfied ln thc

NIST rcport

l Referencc Atthtt.uur. Fo. lntcrcperah b ln / l{uln Clou.l ENrcn cht 11
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Frgure 6 CompanbleOn? ,lrchtect re [34]

The Comprtrbtcone ts opcn source proJcct and lt ls percclvcd that opcn lnnovallon of cloud

comput,ng envrronment ls cnabled b) opcn sourcc and cmbraclng thc open standards lhal r\

wh) thc Compatlbleonc proJcct ls based on opcn standards Scncs of open standard h'lve

recogrrzcd by the project panner that dehver the btckground of thc prolcct [34]

Compflscd standards arc

. Drsrflbutcd Managemcnt Task Forcc (DMTF)

. Cloud Dal-a Managcmcnt Intcrface (CDMI)

. Storagc NchvorkrnB Industry Assoclat,on (SNIA)

r opcn Cloud Computrng Interfacc (OCCI)

. Open Grrd Forum (OGF)

Compatrbleone has exptatns hlgh levcl deplctlon ofCompatlbleonc archltecturc ln [our pafl\

The cxlshng four parts portreys thc stcps of orch ltccture's firnchonal clcle It ls also compltant

\rlth thc NIST cloud computlng stakeholders or lhc four 6gents

+r9

ida

-1 Rel.r.ncc bch ectrte far lntetuPerob @ Ia ,l L{ultt Cloud Ewtronnent 18



Choow 2 Lttcronte Re\kr

2.7.1 Step One: Handlingthe user's requirements

The first phase of the handhng user's requlrement ls user lnteractlvlty Compatrbleonc

Rcsource Dcscnphon Schcma (CORDS) comPonent wlll document thc rcqulrcments of lhc

users. unfold thcrr requrrcd Infrastructure All the scrvlces whtch Is to bc suppllcd, spcclficatron

of llmrtatrons and tcchnrcal norms ar€ thc conccm of thls document Thc output of CORDS

documcn! rs thc Manrfcst

2.7.2 slepTwotvalidation and provisioning PIao

In the second sLcc. SLAP MASTER allocatlon cnglnc ls resPonslblc [or collccllng lhc N'lonlfe\l

document I mnsactronal cvcnt managcment rs rccrurted b, the SLAP MASTI-R and lntcnded t"

be used by the blllng system Thc manrfcst ls passcd from thc CORDS parser, conccm ol

CORDS parscr rs parslng of mantfest, lnfrastructure feasrblllq. valldalrng the XMI- slnla\ and

the plan conformancc In fcaslbtllty ptocess, fiRlly thc documcnt ulll eramlned by thc CoRI)s

parser and hmrt thc servrcc ptovldeB Inslde thc CORDS parser communr$ whlch rs ablc t,r

apprehend and sansfy ihe tcrmlnologlcs wnttcn ln the mantfest documcnt After thc succcssful

complctron of thrs process. the XML descrrptlon wlll translatcd lnto certlfied provlslonlng plan

Provrsronlng plan rs a proposal \rhrch Is comprlscd of lnformatton rcgardlng lnfrastructurc

labclcd by thc user rn the mantfcst document.

2.7.3 Step Thrce: Execution of the provisloning plan

Thc vehdatcd provrsronrng pl.n documcnt wrll bc passcd to lhe CORDS Broker whrch trrll

actuall) stafts the provlstonlng proccss CORDS Brokcr contalnlng all thc CompatlbleonL

scrvlcc provldcr Foltowlng ts thc llst of scrvlccs lmplemcntcd by the Compahblcone proJect

. COOBAS (Comptlrbleonc Ordcrrng Brllrng and Accounhng Scrvrces)

, COES (Compatrblcone Elastrcrty Scalabrlrty Scrvrces)

. COMONS (Compatrblconc Monrtorrn8 Scrvrccs)

' CONETS (Compatrbleonc Nctwork Scrvrces)

. COEES (Companbleonc Energy Efficrcncy Scrvrccs)

1 R.I.r.nLe ,1rchlt.ctu Fat l1l.rop.rabllty lz 1 itultt Cloud EDtrcnn.kt t9
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. EZVM (VM Creatron of Systcm Servrces)

. UnrDat. (Unrficatron ofD.ra stor-.gc and block stoiagc for thc EZVM)

. PaaS{Der OSCr Intcrfacc Managcmcnt

The process wntten rn the plan document wlll be lmplcmcnted by thc Brokcr wlth the asslslance

of thcsc abovc starcd servrccs and vcry csscnhtl for lhc formatron of conlrol greph All fic

dlscrctc componcnts managcd by the framcwork provtded by thc control graph

2.7,4 Step Four: Delivering the cloud services

Fouih chunk descnbcs about dclrverrng tha cloud sertrccs ln thls scctton. CORDS Proccl r\lll

allocatc thc rcsources ncgotrtted by thc Broker. undcr the supcrvlston of Control Craph 'lhe

resourccsarcsettledbythcbrokcrwiththchclpofCORDSProccl'l'heprocesslscxpresscdln

the Manlfest documcnt and succced by rhc plan Thrs ls thc rcqulred servlce *hlch 11rll bc

dcllvcred to user Chcny'scrvcr lntcrfaccs arc uscd to communtcatc bctwccn dlffcrcnl

components whrch rs dcfined usrng OCCI standard lnd rmplemented lnslde the CORDS Proccl

OpcnStack and Opcn Ncbula are workrng on thc basls ofCompat,bleOne

2.A Inrcroperability in mOSAIC

The collechon of lndrvrdual componcnts that rcprcsent mOSAIC's proof-of-conccPt protol]pc

solutlons are dcp,cted ln Frgurc T lndrvldual componcnts, ltkc API mplclnentetlons, appllcatx)n

dcveloprng tools, vcndor modulcs and so on erc prrt ofthc lntcgratlon platform

1 R.f.t.n.e |rcht.ctu.. For lzt.roryrub uy In ,4 Muht Cloud Edionn.nl 20
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figtre 7 Compon.nt wcw of nOS,AlC IJ I]

Thc mOSAIC rs a proJcct whtch alms to dcvclop thc opcn sourcc platform so that lt can serte as

an cnvrronmcnt for competltron betwccn cloud scrvlcc provlders ln thls dlrectlon mOSAIC $rll

develop two maln componcnts Thc Resourcc Brokcr and APplrcatlon ll\eculor Thc rc\ource

brokcr consrsl of cLent lntcrlace and cloud agcncy whrch ls rcsponsrble for resource negoltatl,rn

The rcsourcc brokcr descrrbcs thc nccd ofappltcatlon The apphcatlon c'(ccutor dcscrlbcs thc scl

ofrools whrch rncludcs thc methods ofvahdatlon ofappllcatlon specrficatlons and gcncratcs lhc

SLAS accordlngly The applrcahon executors looks after thc c)recutron of appllcatlons ln

accordancc wrth thc dcfined SLAS [.+l]

) R.Jer.nc. AtLh ectute Fo lnkrcwtabtlfi ln 1'llultt Cloud EDioM.nt 2l
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2.9 Cloud Stomge Abstraction Laycr (CSAL)

Cloud storagc abstractton lalcr (CSAL) supports portablc cloud appllcatlons and thrcc llPes ol

stoaagc abstractrons provtded by thc storagc layer I e Blobs, Tables and Queucs Across the

platforms thcre rs unrficd vrcw ofCSAL l.ycr provldrd by the lmplcmcntatlon [35] Metadatc rs

managcd to crplolt thc siorage scrvtcc ln multlplc clouds Asslmilatlon ofslomgc on hlgher levcl

ls nor vcry uscful bccausc data hes dlffcrcnt pcrspcctlve for dlffcrent typcs of users l)dlaclnbc

mcntroncd as XML, Blnary data, SQL dattbasc tebles. In cloud computlnS, four data storage

mcchanlsms 6rc used

2.9.1 BLOB Storage

It ls stlnds for brnary large obJcct Imagcs and othcr bmary structurcs are slorcd ln blob storage

It rs moslly usefulfor dlslrrbuted and remotcly acccsslble files The rangeofstoragcofsuch lilei

ls tn Ctgabltes and Tcrab)'tes Examplcs are Azurc Blob Storagc and Amazon 53

2.9.2 Table Storage

For largc data rtems thc stomgc ls uscd ls SQL Amrzon SrmpcDB rs lts bcst c\ample Common

SQl-bascd database Is lncapable of rclatlontl query and strong transachonal semantrcs uhrch

dclrver fecblc conslstcncy But CSAL provldlng thc hlgh avallablltty storaSc for hugc data

2.9.3 Queue storage

Quculng scmantlcs ts vltal part of cloud storagc whlch is used for dcfinrte ltcm delllcr)

Customcr-faclng rnterachvc servlccs I e wcbsltcs arc dccoupled by lhcse qucues L\amPIe\ li)r

such tlpe ofstorage ls Azure Qucuc Storage and Amazon SQS

2.9.4 Relational table storage (sQL)

'fransactronal SQL dalabasc ln contasl wlth Tablc stora8c ts much morc securc hecau\c rl

provrde fiansactlonal Suarantccs and rlch qucry scmtntlcs Somc SQL dalabase scrvtces arc

oftcn offercd by the vcndors to dcal wlth such cascs
l
{

,
I

1
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2.10 Open Cloud Computing Interface (OCCI)

Thc Opcn Cloud Computlng Intcrfacc contllns a coursc of actlon o[ opcn Sathcnng le'rl

dcrcrmlnatlons passcd on vta Open Grld Forum It's a Protocol es \\ell as an AP[ for an e\tensl\ c

vancD of Manrgcment cndcavors OCCI was at first begun to make a rcmotc organrzatlon API

for IaaS modcl based Servrccs, rnullng ovcr rhe changc of lnteropcrable servlccs for typlcal

assrgnmcnts lncludmg dcploymen! scallng tnd monltorlng It has rcsulttng to form lnto a

vcrsahlc API wrth portablllty, ntcg llon, ntcropcrrblllty and lnnovahon whrlc so far ofliflng

an abnormal statc ofextcnslbrhty oCCI ls sultablc to serve nol only IaaS bul lt can scrve man\

othcr models such as PaaS and SatS Thc working group of OCCI Is also worlln8 on somc

addrtronal spccrficatlons uhlch are ln progress such as OCCI XML Rcndcrlng. OCC JSO\

Rendenng, oCCI BrlIng and Monrtonng, OCCI P..S cxtcnsron, oCCl SLAs c\tcnsron [36]

2.11 ComparahveAnalYsis

11 hrs bcen obscrvcd ftom thc lrterature that therc c\lst man) archltectures \thlch arc prorrdrng

lhe cloud fcdcratlon Thesc archltccturcs lncludcs dlffercnt aspects such as communlcalron

hbranes and sccurlty mcchenlsms Somc archltccturcs provldcs only fcdcratron among cloLrd

scrvrce provrdcrs and othcr provldcs lntcropcmblllty at a qulte abstracl levcl All the asPells

revrcrved from thc lltcraturc catcgorEcd as gcncnlaspects Followlng Is lhc summar) ofrelaled

rspccts offcdcrrhon and lnteropciablllty from thc lrrcreturc ln la'le 1

Tabte I Conponson betw..n Fromatorks/Ltbrargt

FCM RASIC ICAF SOCCA co nOSAIC o( ct

Senrcc Monrtonnl YES YES YES YES ll-s

YES N/A YES YES \ts

YLS YI]S YES N/A

YES N/A Yfs

YLS YbS N,A

YES N/A YES

1R+rcncc,4rcht.dutc Fot lntcrcpercb tt In,1 lt{uht Clou,l Entrcnn.nt 23
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Idcnnr) M,rnageDcnl YES N/A YES Yts N/ N\

Srnrlc Srgn On YES N/A N/A N,A N,,\

N/A N/A YI,S NA

YES N/A N/A N/A N/\

Brokenng N/,\ YES YES YES YES rl_s N/A

YES N/A N/A YES nr ,\

YLS N/A N/A n'-\

ir
\-r
Ir
\\

tl .r

ir

Opcn Slandards
YES YES YfS Yfs N/A Yl s

YF,S NA Yts

onrology
YES YES YES

Yts N/A N/4 N/A YI S

Scnrc. Publrshrns
N/A YFS N,'A N,A

Rcpon'ng
N/A YES N,\

N/A YIS N/^

ir
nt I

Mulh-l!n:nc)
N, 

Nrcr.nng
N/A

N,^ YI,S YIS N\

Brllrng
YES ]t-s N\

All thc llstcd archltccturcs and frameworLs focuslng on drlTcrcnt aspccts Interoperabllrly EnSrnc

rs thc maJor componcn! of lntcropemblllty for tntcropcrallon bctwcen multlplc clouds but allcr

the tltcrature comparlson thts component got less evtdcnce

2.12 Limitations

I[ has becn anal]zed from lltcraturc that c\lstlng llbrarles/archltccturcs arc provldlng solutlon\

lor lloud fcdcrdlron Bu( they drscusscd rnteroperablllty at a veq abstracl levcl lrurthcrmor(

thcsc archltccturcs arc not maturc cnouth to Provldc thc dclatls about lnlcropcrablllt) I hcrc ls 3

necd to develop comprchcnslvc rcfelcncc archltecturc for lntcroPereblllry modulc

1 R*r.ncc ,lrchtectu.. tot lnt.rcp.tobtltty ]n A ]lulttCloud E@ionh'nl 24
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In thrs chaptcr wc

bcen dlscusscd as

that holl rcscarch

con[crcnce papcrs

hrvc sludred the rclated work to our research toplc whcre lntcropcrdbrlrl) has

mlnor componcnt [n ncrt chaptcr wc wrll descrlbe our rescarch mclhodolog]

wrll bc conductcd lnltrally wc havc searchcd rcsearch papers, Journrls and

based upon thc synonyms. strtngs tnd kc)''\rords

.1 Relercnce 1rchtpcturc For Intetoperdb try ln 4 rluh,('loutl E rcn .nt 25
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3 Research Methodolory

In lhls chapter \-rc wrll brlcfly descnbc thc mcthodology whrch ls bclng uscd rn ordcr 1.

accompllsh thc thcsrs As sard by Crcswell (2013) rcs€arch ls a systematlc lnqutry \\hlch ob.Jccl\

to anallze the th€ory or a rescarch obJccttve Thc matn purpose ofdolng a research ls to stlggc\L

ncw lnterpretatlon of data, whrch dlrects to new qucshons for future research. conlrlbutlon (\l

kno*ledge [42]

Thc anal)4lc approach for thls rcscarch deplctcd rn Frgure 8' ts to formulatc a rcsearch objectr\..

then ldentlrylng thc lntcroperablllty tssues such as vcndor locL-ln betr ccn drfferent scnrLc\

provrdcr by studllng lttcraturc Lrteraturc rcvlew ls the method \ hrch ls uscd to conduct thc

rcscarch [431

Fryure 8 R.scorch n.thodolog sed

1 R.J.t.ace !rch .Ltut. lot lntercFroblttv ln l MuhtCloud Ennondenl 26



3,1 scarch prccess

Thc scarch mcthod nltlatcd by thc systcmatlc rcadlng to and scannlng of dlfferent rcscarch

papers. Joumals. conferencc papcrs pubhshcd ln IEEE, spnnger, ACM. Elscvrer, CrteXeers and

ScrcnceDlrcct Apart from that, rescarch papers publlshed by thc lcchnology glanl such .l\

Mrcrosoft. IBM, googlc and Amazon

Drffcrcnt keywords and termlnology such as cloud federallon, cloud t ntcropcrabr trtl . elouil

port.brllry. medrator bctwccn clouds, cloud lntegratlon and synonyms such as mlxlng oft{\o

ctouds. cloud coopcralton, cloud alllance, cloud assoctahon .nd cloud partnershlp \\llh

combrnat,on oI slrrngs wcre selcctcd ln ordcr to scarch lhc most rclcvanl resaarch papers db('ul

rnteropcrabrhty Somc ofthe synonyms and kcywords 6re rcphrascd bacl and forwarded slralghl

and by usrng the OR opcrator tn order to utlllzc thc cmctcnt searchlng mechanlsm ['14]

Thc rcscarch papcrs whtch arc publtshed rn drgrtal hb ryle IEEE. Sprtnger, ACM Llse!rcr

Crtcxcers and SclcnccDrrcct werc acccsscd by uslng lntematlonal Islamlc Unrvcrslty lP Olher

rntcrnct rcsourccs were rlso used ln order to scarch thc artlclcs, bloB posts and papcrs publlshcd

by cloud communrly and cloud vcndors [45]

3.2 Reading

The rcscarch papcrs.Journals and artlcles we found whlch ls rclated to our toplc (lntcroperabllll\

rn multl cloud envrronmcnt) and thc subJcct arcls llkc (problcms ln obttlnlng servlccs tiom

multrple cloud scrvlcc provrders) We startcd rcadrn8 from abstract ollhct research pcpcr \\c

havc tned to find thc rcscarch problcm statcments, rcscarch mcthodologlcs bclng stated ln lhal

rescarch paper APart from that, lf rcscarchcr has mcntloncd an] clcar solutlon to lhct Problcln

that rs descnbed rn abstrtct scctron of thtt rcscrrch paper After rcadlng thc tbstract as we 8ct 1()

ahaDt.t 3 Re!.arch l{e thotlolaPi
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kflow that \tc are able to cxtnct morc lnformatlon rclatcd !o our toplc. wc further declded k)

proceed readlng thc lntroduchon. rehtcd works. tnd mcthodology, dtscusston and concluston

sectrons of thosc rcscarch pap€rs Thrs provrdc us a clcar overvtct{ what thc rcscarchers hns

contrbutcd or crlher add any knowledgc [46]

Caps rn thc rcscarch area ofcloud compunng Wc also gct to understand lfthcrc arc any mlsslng

rnformatlon or therc rcqulres further works whtch necd to bc Implementcd ln lhc near futurc

3.3 Evaluation

To lnvcstlgatc lhc rcscarch obJccttvc wc rcad thc.(lclcs that wcrc relatcd to our rcscarch toplc

The assesscd artlclcs provlded lnformahon 
'bout 

lnleropcrablllty betwecn multlPle cloud servrc'

provrders Most of the r€scarch papers provrdcd more lnformatlon about fcderallon ralher thrf

rnteroperablllt, Intcropcrabtllty has morc componcnts whlch should bc dlscusscd ln the paper\

but havrng fact that thc, are glvtng vcry lcast lnformatlon Thc evaluatlon was done based on

contcnt of thc asscsscd lrterarurc Wc have cxtractcd and collcctcd thc data from drfferencc

research papcrs,Joumals and confercnce papcrs Aftcr that wc dcslgned a queslronnarrc rn order

to get cvaluahon of proposcd archltccturc We found cloud experts from lndustrv for Eeltlng

fcedbacl on evaluatron Sclectron cntcrle of cloud cxpcrt was that thc) shall be lrom clouLl

rndustry and havc cxpcrt lcvcl cxpcrtcncc Wc selcctcd two cloud expcrts and senl th'm our

qucstlonnarre On thc basls of thcr fccdback, wc anallzed the ans$ers and *c got our results

regardrng elficrcncy and approp ateness ofour proPosed archltecture [43]

Interoperabrllty rn multl cloud envlronment ls thc new cra and much of thc rcscarch ts gotng tn

the lab to the tcchnrctl glants and papers arc bclng publlshed both from thosc companres ds \\ell

.t Rel.ten.e ,lrch e.tut. Io. Ia?rcp.rabtllly ln A ituht Cloud Lntt.ohh.kt 28
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as the emplolecs blogs and othcr sldcs whlch wc crrtlcall) cvalualcd thc contcnt of tho\(

rcadrngs as wcll as authors authcnocatlon and credlblllty

ln rhls chapter we hava dcscnbcd our tcsearch mcthodolog) that how we have seaichcd th!

rescarch papers, Joumals and confcrcncc Papcrs Wc havc collected data from dlfferent papcrs

Bascd upon thc rcsearch methodology. wc havc proposcd a ncw rcfcrcncc archltccture

N

I!-
L.

1 R.l.t.kce -ltchtkcrw. For Inr.ropcrub n ln 4 tluhtCloud Ewnond.nt )9
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4 Proposed Reference Architecture

ln thrs chapter. nc havc proposed a rcfcrcncc archltecture for lntcropcrabllrl) ln cloud

computlng The Cloud Intcropcrabllfy Rcfcrcncc Archltccturc (CIRA) Ils assoclatlon \tlth othcr

components together provldcs better soluttons for lntcropcrablhty ln a multl cloud envlronmcnt

It provldes a bndgc bctwccn mulnplc cloud scrvtce Provldcrs Below arc thc componenls ln

Tdble 2 whtch havc becn selccted and catcSonzcd ln terms of corc components. suppon

componenls and gcncral componcnts Thcsc components arc refcned from drffcrent rcscarch

papcrs. Joumals and conferenccs by conducrrng lttcmturc rcvter* as plrt of our research Ihc

detarled rcferencc rd glven below

Table 2 R.fercnce oflntcrop.rabthN Components

Componcnts of Inlcrop.rtbrlrty RcfGr.ncts

lnrcropembrlrty Engnc t12l 136l

Rulc Englnc L4'71

Brllmg [34] t36l

4 Mctcnng t4l l

5 Scrv,cc Ontology Ir2l fiil I34l I.1rl

6 Scrvrce Monrtonng lr2l [i r] [3.1] t36l t.101 tr Il

1 Audrhng & Rcponrng I48l I19l

8 lncrdcnt R€poarng t50l

9 Communlcetron Llbrancs t l2l tlrl t3sl t36l tl rl

l0 Rcsourcc Changc Is l]

ll Elashcrtv Rulc 154l t5sl

ll Pncrng and Rahng Is6l

li ldcntrty Managcmcnt 13ll I34l I40l

l1 [3r] [i4]

1 R.f.re ce /1rch .ctut. t ot lnr.rcperobnry h 1 llllu Cloud ENronn.nt 30
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l5 tsrl I34l

t6 Srnglc Srgn On fl ll

11 tsrl I52l

It SLA Managcmcnt 1121 13 r1[36] [40] [41]

The CIRA targets the problems oulltncd ln lntroduction so that many provldcrs can adapt sulh

archrtecture to fulfill maxlmum Intcropcrabltlty rcqulremcnts Flgure 8 below, shows the Clotrd

IntcropcrlbrLly Rcfcrcncc Archrteclurc

riaro;rt}E rarlla

support comPon.nrs

,s liJ.nod/tasrt t

I--;*-,;-;l cEwl
:--

Ftsur.8 Cloud Inrercpe.ob tty R.fetenc. A.chttccturc (CIR'|)

1 R.l.t.hc. lrcht.ctur. For lnt.roptob rl ln,1 \lulttCloud ENraan.nt l1
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Intcropcrabrllty archltcclurc constst of corc components of Inleroperablllty' suppon componcnl\

and gcneral componcnts

A. Functional vicw

Thc archrtcctural functronal vrew dcscnbcs the worklng ofslnglc component lndcpendend)

4,1 Core Components

Core componcnts are thosc uhlch arc dlrcctly rcletcd to thc cloud rnteropcrablhl) Ihe\c

components logcthcr cxplarns the proccss of lnlcnctlon of mulllple cloud scr\lce pro!ldcA

wrthout core componcnts rnteropcrablhty acttvlty cannol be performcd

4.1.1 Interoperability Engine

lnteropertblhty engrne atlows scamlcss dat! cxchange betwecn cnllrc comPoncnts It provldcs

lntegratron bctwccn all componcnls through a slnglc platform that can bc easll) malntalncd [1]l

t361

Rule Engine

In Cloud computrng. lhcrc arc man, cloud scrvlcc provrders offcrrng dtversc servtces lht

cssentlal part of plannrn8 and dcslgnlng thc usc of cloud scrvlces ls to comprchcnd thc

lnlcropcrablllty and portrbrllt, lf the lntetopertblllty and portablllty rules arc descrlbcd $ell

rhen rt wrll be bcneficr.l ro prnpornt thc bcst fittcd solutron [47]

I nterope rability Rule s D B

Gencrally lntcrop€rabrlrty ls thc aptltude of two or morc systcms or appllcallons to sh'rc

rnformatron scamlcssly From thc perspecttvc of cloud comPunnS. rnlcroper.brllty mcans

clchangc data at dlffcrcnt laycas bctwccn cloud servlce Provrdcrs ln cloud eco-s)stcln

rnteropcrabrhty rntends lo provldc thc comPetlbll,ty betwecn pnvatc cloud. publrc cloud and

olhcr systcms to undcrstand thc €ach othcr's aPPllcatlon lntcrfaccs, authcnt,crtlon and
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aurhoflzatron mcchanlsms. configurltlons and darr formats etc Inlcroperablllt) rulc I)l]

compnscs ofthc rulcs whtch wtll rllo* lhc rwo syslcms to lntcropcralc $lth cach other

The suprcmc conccm of Interopcrablllty ls thc lntci'ctlon bct\'rcen cloud scrvlcc provlder and

customcr Thrs rntcr.chon ts fulfillcd by uslng thc prcscrlbed lntcrfrcc or API Thcrc arL

drffercnt rntcrfrccs for dlffcrcnl aspccts of cloud scrvlces Thc perfcct lnlcropcrabll(y Is thc on!

rlhrch comprrscs of sttndardlzcd Intarfaccs whrch mrkc ll casy for cuslomcr lo shrft from onr

ctoud scrvrcc provrdcr to othcr lvlthout any frult

Portability Rulcs DB

Ponabllrty rutc DB conslst of rulcs lhrl malc lt casy to mlgratc data bctwecn two cloud scr\ rcL

provldcrs Thc tcrm po(ablllty lmpllcs thrt thc ablllty to move an enllt) and lts alllcd drt'r

bet\rcen onc or morc cloud scrvrcc provldcrs so lhat lt ls functronlng on other s\siem l-acl ol

ponabrlrtyletdslothcproblcmthatllrcqulremorcstrcngthtoconvcrtlheenlltyfromllsc\l\trn!

format to thc targcr systcm's format Funhcr ponablllty has tt\o concems epplrcatlon po(rblllt\

.nd data ponabrlrty

Drtr portrbility: rt factlttatcs to slmply trtnsfcr. movc or copy the data among drfferent clottLi

applrcatlon or cnv,ronmcnts wlth no nccd of rc'cntcnng thc data ll mlShl bc accompllshed \\hcn

both the sourcc and targct scrvlccs havc exactly thc same data formats l[ both docs not matchc\

lhc formats then commonly avarlablc tools erc uscd to accompllsh thc lransformatron

Applicrtioo Pontbility applrcahon or apptlcatlon componcnts arc lransfcrcd from onc clotrd

servrcc lo olhcr cloud servlcc also run ln largcl cnvlronmcnt lt ,s about. eppllcetlon ls dcvclopcd

ln onc cnvrronmcnt end run ln othcr cnvlronmcnt h wlll hclp lo rcmovc lhc 8!p bel\rccn (hc

dcvclopmrnt and deploymcnt scttlngs Thc appllcatlon code docs not nccd to male substanlr'rl

changcs but rt mrBht cntatl rcllnklng or rccomprllng for lhe targct cnvlronmcnt

E nv i r o nm cntq I Con form o nce Ru le

Envlronmcntrl compllancc mcans conformtncc w(h thc lcgal, rcgulatlons and Ia\ts standard\

such rs ISO PCIDSS, HIPPA or any othcr tcchnlc.l rcqulremcnts such as cnvlronment permrl\

to opcrate ln
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4.1.2 Monitoring and Reporting

SLA trfcclctc rs monrtorcd b) the mon(onng scrvlcc It Bovems the completlon ofthc St-A anJ

then rcpo( lt lo thc btlltng scrvlce Cloud systcms rrc monltorcd by some scrvlccs and thcn thc\c

scrvrccs producc lts pcrformancc repofl Whlch funhcr monltor lhe othcr scrvlccs lt asscmbl(\

rhc marn\ and dchvcrs r bcsl analysrs rnd rcpor t I2l [31] t34l 136l t40l 14l I 481

Billing

The conccpl ofcloud brlltng Is to gcncr.te blll for cuslomcr by usrng prc-dcfined polrcrcs as thc\

halc uscd from avallablc rcsourccs Bllllng modulc suppons pon lypc so lhal Il can fullill all

functtonal requrrcmcnts lt gcneratcs lhe btll and suspcnds accounl ll slorcs brll bllllng rcposllor\

for later use [34] []61

Metering

Mclcnng conccpt ls whcn r customcr has unllmltcd acccss to avallablc rcsourccs but ll p'1\\

whencvcr ( utrhzcs .ny rcsourcc from avalllblc pool Thls scrvlcc ls very commonl] used ln

currcnt era of rnfonnatlon lcchnotogy Thls scrvlcc enables scrvlcc provlders to male d hrg

lnfrtslructure for cuslomers and chargc thcm whcnevcr thcy uses rcsourccs Mcteong rs

bccomrn8 common tn consumcrs marlct Now a days lSPs are wrdely usrng thrs scrvrccs anJ

chargc thc customc6 upon usagc ofservlccs [41]

Peer Scrvrce Ontology

Ontology rs termcd as thc data semanllcs ere dcscrlbed by thc Mcta lnformatron To brrdge thc

gap bcrwccn thc computcr aBcnt and thc human' ontology provldcs lhe common undcrstandlng ol

a rcalm It spcctfies lhc set of conccpls and assoclatlon bclwecn thc concepts and 11 also u\cnLl

for thc rnformttron rctrrcvrl whcn user rcqucst e qucry [12] [33] [34] [41]

Cross Auditing and Reqortng

Cross audrtrng means an audltor Is audltlng (hc dePanmcnl or funcllon shcrc lhc] erc nol

workrng ln tcrms of lntcroPcrabtlrty. an audltor cen audrt the cross platform or pcer scr\rLc

prov'dcr [48] [49]
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Scrvice Monitoring

Ser!rcc monllorrng componcnt monltors lhe pcrformancc' contlnult) and clllclenc) rn !rnuall/ed

and on demand cnvtronmcnt Alsochccksthesccurltyofallthccomponcntsthatsupponsscr\)L'

dclrvcr) hardw.rc. soft warc and scrvrccs rn lhc d.la ccnlcr [ 1 2] [] l l []41 []61 [10] { { l l

Peer Resource Monitortng

Pccrs confirms thc optlmum performance. cffcctlvencss' sccurlty and srabrllly ln vrdualr"cd

manncr by monttorrng servtce Pecrs not only cnsurcs thc performancc of nctwork rnfrlslructurc

runnrn8 apphcalrons and all thc components but also orgtnlzc the bctlcr provlsronrnB ol

resources

lncident Reporting

Grobauer, B ctal [50] dcscrrbcd lhat rncrdcnl ls basrcrlly thc loss of lnlc8nl) whrch affcctsJobol

thc corc servrcc of networl and tnformatlon syslem Iflhcse Incldcnts arc rcporled lo con!crn'u

person thcn rt have dccmed srgnrficant rmpact So lncrdent rcportrng ls thc lcchnlquc b) Nhlch

lhc cloud scrvtce provrdcr rnforms the authorrty lbout thc occurrrng rncldcnts lncldcnl rcporl\

provrdc lhc vrhdalron on thc cflicacy of thc secunty mcasurcs, and the sccurrt) of lhc acqulrcd

cloud scrvrces Il rncludes thc lncldents such as hacklng lncldcnt. systcm RAM ovcrlloB etc

4.1.3 lnteroperability ManaBer

Intcropcrabrlrty l\4rnagcr ts a cenml componcnt whlch accomphshcs and organlzes lhc

opcrahons oftll thc componcnts lnsldc thc modal When any clor.rd scrvrcc provrder want to do

lntcropcrabrlrty / ponabtltlv flrct lntcrtct wlth lhls componcnt A unrfied API ls used to mandB'

the rcsources among dtffcrcnt clouds whlch provrdcs scamlcss tnterconnectlon across dlt'lcrcnL

plalforms A data managcment lssuc tn cloud fcderatron ts also resolvcd by the Intcropcrablllh

manager

4.1.4 communtcation Llbrarics/API's

Communrcatlon hbrancs works bctwccn dlffcrcnl modulcs as an lntcrmedralc lt ls a sel of codc

protocols and tools whrch bullds soft$arc appllcatlons APls somc ttme comcs ln lhc fonn or r

hbnr) whrch rncludcs thc spcctficaltons for structurc, varlablcs. ob.Jccts rnd cl se\ APls or
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communrcat,on llbrarlcs worl as a spcclficatlon or rcmotc calls whlch rrc erposed to modulc or

consumcr of that API [12] t3ll [35] []61 [41]

4.2 Support ComPoncnts

Support components ale not cruclal for lhc maln funchon bul lhcsc componcnts cnsurcs lhe

ctliclcncy ol lhe slstem

4.2.1 Pcer Inventory and Resourccs

The rccord of scrvrccs and tll thc other rasourccs provldcd by lhc pccrs arc dcscrlbcd ln thrs

seclron

Peer Inventory List

It consrsts oflhc scrvlces llst uhtch are tny cloud scrvlcc pro!lder ls provld,nB for customers

Inventory Publications

Invcntory publrcatron rs whal how to rcsourccs. scrvlccs erc madc avarlable to outer uorld

pubhcally

Pcer Pricing ond Rdting

Pcers havc detarled pflcrng structurcs that ls bascd on Pey-peFusc model Thls malcs 11 oas) lor

pccr to track thc partrcular prtcc of runnlng rcsourccs Thcrc arc many aspccts of pocrng

slructurcs r e monthly storagc space atlocellon Somc pccrs havc concealed scrYlce charsc\

whrch ara mcntroned ln lhcrr scrvlcc lcvcl agrecmcnts (SLAs) [56]

Unil Pncc PlaD cost for onc unlt rs constrnt for onc resourccs but lt varlcs for drffcrcnt

resourccs end usagc ofthat resourccs [56]

Pcriod Brsad Phn untts uttltzed pcr day, wcck, month and year Tlmcofthcda] rs 'llso undcr

consrdcratron Ercludc the holrdals [56]
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Customer Pricinq ond Roting

Ihcrc rrc 3 modcls uscd by ctoud scrvlce provldars (customer pcrspecllvc) Tlercd prrclne unrL

pncrn8 and subscrlptlon pnclng Trcrcd prlclng ts when scrvlcc provldcr charges upon calh

drffcrenl specrficatron ltkc CPU and RAM usage Pcr unll Pncc mcans whcn a scrvlcc protldcr

chargcs upon cxact rasource usagcs Subscrlphon based usagc ls common ln soft*are - as_a_

servrcc rn whtch customcr ls bclng chargcd upon subscnphon of servrccs whrch cosls pcr Ir\cr

per month

Resource Chonge

Rcsourcc chenge means a scrvlcc provlder ls changlng rcsourccs rn lerms of upgradc cl

downgr.de any CUP rcsources, RAM rcsourccs, Jolnlng ne\I nodcs' delcllnB nodcs or can mrL!

an) krnd ofchangtngs tn lerms ofconfiguratlon I5l]

Peer Elasticity Rule

Elasllctty rs rhc mcchantsm whrch spectf) thc rulcs for allocatron and dc-allocallon ol addlllondl

capacrty at dcplolmcnt tlmc Accordlng to thcsc rules when somc cvcnt occur ll trlggcr\ tht

automalcd actrons whtch allcr thc scrvlcc captclty Commonly elastrcrt) could be achlc\cd b\

rhrcc drmcnsrons. such as Cost. Quallty and Rcsourccs As lo satlsfi thc customcr rcqulrcmcnt\ I

cnablcs to tncrc$e or decrcase the Cosl, Quallty and tvallablc resourccs [54] [55] Thc capacttr

changcs comprlscs

. Scrling up tncrcesc or dccreasc thc rascrvcd stomge capaclly oflhe scrvlce

. Scrhog oui scrvica componcnls trc added or eradlcalcd

4.2.2 security Management

Thrs sectron rnvolvcs somc rmPortant sccurlly chtllcngcs whcn uslng cloud scrvlccs lncludrng

Identily Manogemcnt

ldcntrty mtnagcmcnt ts lhc comblncd modct of proccss! procedurcs and tcchnoloBrcs thrl rllo\\ \

the systcm to pcrfectly rccognlzc entltles and controt lhc usc o[ lnformallon amonS them Il

labcls thc managcmcnl of lndrvtdual ldentrlres, thclr acccss rrghts. and pn! rlctscs tr llhrn or oul 'l
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thc systcm h rnvolvcs thc scvcral componcnts rola managcmcnl. acccss man'gcment' fcdcratcd

ldenlttles, password admtntslratton and dlrcctory scrvlces ctc [31] []41 [40]

Authortzodon

After successfutlv loggcd rn to thc system, authorlzttlon dcllmlts lhc acccss rlShts of user thdr

\rhat thc resourcc rcqucstcr ls pcrmlttcd ro do On thc basls ofldcnnly, slstcm can recognlzc lhc

uscr's ecccss rlghts bul for somc slturhons systcm may rcqulrc somc addltlonal lmlts such 'ls

uscr's rolc or tltle along wlth ldcntlry Thc most lmpo ant sccurlly attrlbutc. refcrcntlal lntegrlt\

rs marntarncd by thc aurhonzanon [31] [34]

Authenticotion

Authcntrcatron rs t proccss whlch should bc appllcd to confirm lhe ldcntltlcs ofuser and scrrrtc

provrdcr For thc scnsltlvlty ofapptlclhon and lnformatlon asscts' authcntlcatlon assurancc lc!cl\

arc surtablc Thrs proccss Pcrmrls thc slstem lo first ldenllfy thc uscr by (s usernlme thcn

sccondly user rs vahdatcd by provldrng password [31] [34]

Single Sign On

Srnglc srgn on (SSO) [31] rs a uscr aulhcnllcatron tcchnlque ln whlch uscr ls authorlzcd 1(r aL(-c\\

multlplc appltc.tlons by provrdtng name and password oncc Durrng a ccrtaln sesslon. user hJs

bccn grven flghls lo all thc apphcallons and docs not prompls for authcnltcatlon whcn uscr shrll

among two applrcattons It works on ccnlral scrvlcc tcchnlquc' rrh,ch crcatcs cooklcs \rhen !ou

log on first hmc Thcrcforc admlttrncc ro sccond appltcallon m!y not raqulrc credcntlals a'qaln rt

mcans you arc alrerdy logged ln

Prtvoql

Povacy[51][52] rs thc hlEh prrorlty sccurtty attrlbulc lt ls morc crltlcal because thc cuslomcr s

dala and thc busrness logrc eust ln thc suspcclcd scrvcrs, whlch are sustalned b)'thc cloud

provlder Conscquently thc pcrsonal profilc and thc confidcnl,al data ls revcalcd to communrt\

rnd profcssronal competltors Othcr sccurlty aspccts whlch effcct thc prrYacy may Includc

. Intcgrtty prrvacy ls somchow prcservcd by thc Integrlty, whrch satrsfies thal dat' rs nol

comrplcd
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. CoDfidautirlity confidcntlallty ls necassary to kcep thc prlvatc data save from belne

rcvealed

. Accountability Il ls conlrary to prlvrcy lf customcr's Prlvate dala lcalcd out thcn

provlder rs not accountrbla for such loss

4.2.3 SUI Managemcnt

The lcvel of scrvrcc ts dcfined by lhe scrvlcc tevcl agrcemcnl whlch ls baslcall) lhc bond

bctwecn customcr lnd thc scrvlcc provlder lt outllnas lhc guarantlcs. waranllcs. prlorllles ol

servrccs rnd undcrstrndtng ebout sarvlces It ls ncccssary utlllty for cloud computrng to regulatc

thc usagc pattcm [12] [31]

Pecr SLA

Thc servrccs prolrdcd b) lhc pccrs for cloud customcrs arc followcd b) the conlracl callcd pLlr

SLA for c\amplc. a tclccom scrvrcc provldcr offcrs othcr basrc scrvlccs lo all the customcrs anu

also provrde assurcd malntcnancc es a pan ofdetl wtth unlvcrsal chargrng [a0] [41]

Customer SLA

A customcr SLA ts an agrcemcnl wlth a dlstlnct customcr group, lt deals wlth all lhc ser\tLc\

usrng by thal parttcutar customcr For lnstancc, SLA among cloud scrvtce provldcr and the llll

dcpanmcnt of a ltrgc corpoElc syslcm for lhc scrvrccs such as HR plannrng, lrarnrng 'lnJ

dcvclopmcnt, talcnt management, rccnrltmcnl sclcctton systcm clc Cuslomcr conccms rcgardlng

servrce lcvcl agtcemants [36] lncludcs

. Customcr wrll opt that scrvrce provldcr rs golng to pro!lde how much scrvlce

. Delvcry of IT scrvrccs are thc customcr's conccms

. Thc starl slagc ofncw producl or tcchnology dccldcd by thc customcr lrke devclopmLnl

or tcst strtc

4.3 Gcneral Components

Ceneral components comprtses of lhc lnformat,on for SLA such as capaclly avallablllt) anC

performance, claslrcrty rulcs. rcsourcc monltortng. and audltlng and rcporllng
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4.3.1 Elasticity Rules

From scrvlcc provrder's pcrspectlve, elastlcrly ls thc aptltudc to vary thc capaclty of syslenr lor

rnstancc sloragc, I/O bandwrdth, CPU clc offcrcd for a glven scrvlce lt allo\ts lhclr cuslomcrs Io

ma\e changcs rn thelr scrvrcc capactty accordlng to thclr rcqulrcmcnts [54]

ln thc customer's vrcw, clastlclty ts lhc autom.tcd mcans to swlfll) dcmrnd a scrvrce and lalcr on

frccd as many rcsourccs as nccdcd Prcfcrably, rt ls the Provrsrontng of unllmrted spacc lbr thr

customer so lhat cusiomcr can bc acqulred as much quanlrly at an) tlmc Elastlc rcsources 'lrc

able 10 run on lhc changcd cnvrronmcnt casrly [55]

4.3.2 SLA Management

Servrcc Level Agrccmcnt (SLA) tl2l tlll []61 [40] [al] Is a contracl bctrvecn Cloud Serrtec

Provrdcr and rls customers tYhlch spcclfy thc tcrms and condltlons and cuslomcrs e\pcclallon

for scrvrce provrsron

Sl-As cxamlne thc scrvrcc provtdcr s pcrformancc and qualltv ln man) rvavs Somc aspccts th'll

SLAS may statc consrst of

. Avarlabrllty avarlabtl,ry ofscrvlcc ln pcrccntage

. Numbcr ofthc customcrs can bc attcnded slmultaneousl)

. On thc besrs ofstandard crltcrla, scrvrcc provldcr's performance wlll bc cvaluated

. APPItc.llon rcsponse lrmc

. Responsc trmc for the asstslancc ofproblcms

. Scrvlcc usrgc figurcs wlll bc menttoncd

In addrtron to lhcsc aspects, SLA may also specrfy thc stratcgy for thc occurrencc of a conlrJ(l

breach Once thc conlract foundcd, should bc revlscd and modlficd to reveal the changes In th!

tcchnology
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4.3.3 Resourcc Monitoring

Resource monrlorlng component gathe, lnformatlon of system resourccs and asslst thcm ln

dccrsron maklng process Many vltal cloud computlng opcratlons such as. load balanllng

nct\rork analysrs, fault detectrng, fault rccolcry, managcmcnt and Job schedullnt rclle\ on

rcsourcc monltorng Whcn thc farlurc arrse It also monltor thc statc of rcsoutccs [12] []l]ll_+l

tl6l

4.3.4 Auditing and Reporting

Rcportrng and AudltlnS Monltor user opcrallons, gencratc rcports, elc

It provrdcs thc cloud scrvtce provrdcrs a manncr to makc thetr pcrformance and sccurlt) dalJ

wrllrngly avarlabtc to prospcctlve customcrs The audrt plan specrfy a standard *ay to dcscrlbc

thc secunly and pcrformance stahshcs The standardzcd lnformatlon make Mas] lor lh!

customcr to comparc the servlcc provtders and lnvcstlgatc thc data [48] [49]

B, Structural View

Thc archrtectural structural vlew descrlbcs thc worklng of multlplc componcnts altogcthcr lt

dcscflbes thc proccss or flow of multtple comPoncnls

Interoperability Manager

Scrvrce request wlll bc scnt by the user to lnteroperablllry manager Interopcrablllq nlanager r\

lhe marn worlcr componcnt as descnbcd ln FlSurc 9, lt manages all the requcsts from thc uscr

Oncc rcqucst ls submrtted to mteropcrablllty mantgcr Intcroperablllty manager shall requests lhL

rules from rulc engrnes accoldlng to thc scrvlcc rcqucst b) lhc user Rulc engtnc lmports rulcs

from lntcropcrabrlrty rule DB lnd portablllty Rula DB m accordance wlth lntcroPerablllD or

portabrlrty Addrtronally rule engne shall check comPllancc wlth thc cnvlronmcnt conformancc

rules Srncc cllcnt nccd scrvlces liom morc lhen onc cloud servtce provlder for thls purposc lscr

wrll rcqucst rntcropcrabtltry managcr for pccr cloud scrvtccs Interopemblllty manager urll usc

thc communrcahon hbrarles to rnteract wlth pccr cloud
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figur. 9 lntcrcp?rcbtlh tlanogct

Mctering and Billing

Mctcnng shall gel scrvrcc utrllzatlon dala fiom scwlcc monllorlng componcnt and slore thc

scrvrcc usagc rcport to mctcrrng log Bllllng rcqucsts thc scrvlcc usagc lnformallon liom

mctcnng modulc and storcs lhe btll tn brlllng rccord as deplctad ln flgurc l0

Fryur. 1() M.telng and Enhng
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Monitoringand Reporting

In frgurc I I below, monrtonng and reportrng proccss ls descflbcd Pecr scrvlcc ontology submlt\

rcport to pecr Esourcc monltorrng modulc Incrdcnt rcportlng modulc wlll submtt the lncldcnt

rcpo( to audltlng and rcpo(rng modulc ln tha! wly pccr can access audlt report by us,ng peer

rcsourcc monltonng module

Ftgure )l tlon orngand RePorttng

Security Management

Idenlrt) managcment m!nages acccss prlvtlcgcs ofthc uscr Authentlcallon Is belng done uslng

srngle srgn on rs rllustratcd rn Frgure l2 Slngle slgn on pulls the pollclcs from polrc\ ser!er

Fryure 12 S.curlty Monagen.nt

1 R.l.t.hc. 1rchtt.ctut. For lntcnpercb o ln 4 ,\lut' C lol,1 En\\rond.nt
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SlJl Managcmcnt

As shown rn Frgurc 13, Pccr SLA rnd customcr SLA modulc submrls the agcemcnt lo

negotralron process componcnl on lhc besls of\thtch lt Sencralcs thc common SLA

ln thrs

chaptcr.

Ftgut. lJ SU Monag.ncht

chrptcr wc havc proposed a rcfcrcncc rrchttecturc based upon thc

wc wrllconcludc the thcorctrcal cvaluatton ofproposcd archltecturc

rcsc ch ln nc\t

3 !an€rata
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5 TheoreticalEvaluation

Bascd on the rcsearch dcslgn, thrs stud) comprtsrs resulls and analysls by pcrformlng erpert

revrcw whrch rs mentloncd .arhcr ln mcthodology chtptcr Thc expcrt revlew \{as conducled

through the evaluatron qucstronnarc whcrc somc qucstlons rclated to proposcd archltecturc \\crc

askcd from rescarchcrs and rndustry professtonals Thc rcsults wcre also comparcd and anahzcd

wrth the results ofothcr cxperts The results from cxpcrt rcvlews helped lo analyze thc efficlenc)

and rmportancc of proposcd archttccture Tha rcason of low numbcr of respondcnt was lt\\rs

conductcd rn month of Novcmbcr whrch rs ma.Jorly the mld ciams season of studenLs and l'tn

profcssronals rts cnd ofycar closrngs Thcrcforc lhc qucstlonnalrc whlch wils dlstrlbuted o\erthe

cmall rras not succcssful and therc wcrc no rcsponses fiom most of thc lndustr) professlonal\

Howevcr thc cvrluahon survcy provrdcd thc rmponant findlngs

5.1 Expert rcviewer 1

Thc first revrcwcr rs cloud solutlon erchrtect Hc has l2lears oferperlence rn cloud solutlon

provldlng rnduslr) Hc has vartous cloud ccnlficatlons and currcntly worklnB ln BlgFrve cloud

companres

If wc sce laDle J. most of lhe componcnts whrch arc proposcd tn thls lhcsls arc mlsslng from

e\lstmg framcwork Only fcw componcnts arc adequttcly prcscnt ln few framcworls F$r ,rrc

partlally rdcntlficd \thrch doesn't catcr thc actual nccd of lntaropcrabrltty For e\ample. Rule

Engne, lnlcroperablllty Rulc DB, Envrronmcntil Conformance Rulc. Cross audrtlng and

rcportrn8 rnd rncrdent reportrng rs mrsslng from cech frame*orl whrch are mcntloned ln lahlc

A Ttese componcnts arc strrngcnt rcqulrcmcnts arc lntcropcrabrllty Thc propcr cxploncllon oj

thesc componcnts can be found rn chaptcr Numbrr 4

On thc olhq hand. Pccr scrvrcc ontology and pccr Rcsourcc Monltorlng ls panrally dcfined ln

RASIC. SOCCA. CO and mOSAIC Pa(ral mcans. thosc framcworks cxplarned mentrcneJ

components ln general and ln proposcd rcfcrencc rrchllccturc, those componcnts are spcrlfi!all\

addrcssrng for pcer servlcc provrder wrth rcspcct to tnleroperabtlttv The components whlch drt

adequrtc rn mentroncd framcwork addrcsscs complctcly for pccr servtce provldcrs

1 Re/.rcnc. 4t.htt..tu.. Fot lnt.rcperob B ln A Muln Cloud Ezvionn. 45
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ICAF SOCCA

I'onabrlrr) Rulc Du
lnlmo.nbrlN Rulc Dll

Ttble I Core Conponcnt! of Int.ropnobtl'^ Rclerence.+chttecture

R.f.r.n.c Archrlcctur.
Rulc Enq'n{

Comnunrcrnon Lrbnics

lf ue sec abovc Toble 1. Peer Prrc,/:.E and Ratrng, Pccr Elastrcrt) Rule, Customcr Prrcrng lnd

raong, Invcnlon PubLcrtron. Rasourcc ChanBc end pnctng and mtssrng supportlng componcnt\

from abovc mcntloncd framcworks Thc rcmrlnlng proposcd components such as pcer rnlent(\r\

lrst. rdcntrty manegcment. authcnlrcatron. Pcar SLA and Customcr SLA and adcquatcl)

addrcsscs for mOSAIC, CO, ICAFandContratl Rcsl ofthe fremc\rorl docsn t addrcsscs tho\!

componcnls Gcneral ComPoncnts whrch .rc rddrcssed ln our currenl sludy thal rncludc.

elashcrr) rule, SLA managcmcnt, and resourcc monltorrng, audltlng and rcportlng Allhotrgl'

thesc componcnts arc gcncral bul rmportant whrch arc adcquately addrcsscs fo nteroperabllll\

rn Contrarl, RASIC, mOSAIC and OCCI

Table 1 Suppo Conponents oflnrcrcpcrob y Rdercncc Archtecrure

R.f.ftn.. Ar.brr..tur.

Pccr Pncrna.nd R.r,n

Cunoncr I\,L,ne I Rann

S'nPl. Srsn On
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If we scc abovc Table 5. rcsourcc mon(orrng and audlttng and rePortlnt

componcnts whrch should bc adcquatcly addrcsscd llke othcr components In

referencc archltccturc, those componcnts arc addrcsscd adequatcly whlch fulfils thc

of lntcroperabrlrty

Toble 5 Gen.rol Conponenb of InrcrcpcrubtIlD R.teren.e Archt.ctute

As per thc fccdback of lst revtcwcr, wc havc recclved fecdback as ycs on all the questlons

Revrcwcr hrs studled our rcfclcnce archltccturc and confirmed that current lnlormallon glven ln

our archrlccturc rs dctallcd for Intcroperablllty archltecturc Thc calcgorzatlon whlch was done

aftcr studylng thc lltcraturc rcvlcw ls 6lso acccPlrd by the rcvlewcr When rcvtcwtnB rhe scleclcd

comporcnts from lttcrafure rcvlcw, revlcwcr also acccpted that thesc componenls tre stlltahl!

and approprt6tc for proposed archltccturc The rctson ls that somc of thc componenh arc prcscnl

1n 6n6 !|66swork but tt's mtsstng ln other framcwork regardlcss of rts lmportance As wc ha\c

sclcctcd componcnts, catcgorlzcd ln best wa) accordlng to bcsl practlcc and grlen detarl rn

referenca archrtccturc

5.2 Expert reuewer 2

Second revrcwcr rs Asslst nt Professor oIComputcr Sctcnce Hc ls worllng ln thc arca of\4odc]

Dflven Software Engmeenng. rn panicular focusing on Modcl Trtnsformatlons lnd Automdled

Modcl bascd Software Tcshng whlch has 5 yctrs oftcachmg experlcnce

ln Table 6 as pcr thc rcvlcwcr's pcrspcctlvc wc havc anallzcd that proposcd rcference

archtecture s componcnts arc found mtsstng ln wcll-known frameworl whlch rs lack ol

fulfilment of rcqutrement For examplc. rulc cnglnc, portablllty rulc DB, tntcropcrabrlltl rulc

DB. envrronmen(el conformancc rulc rncludtng pcer rcsource monltorlng whlch arc ldentlfied r'
a core componcnts m proposed archrtccturc erc mlsslng rn Contrarl and FCM Somc of thc

mcntloncd componcnts arc also mtsstng rn ICAF, CO and SOCCA As compared to I'rre!le$cr

somc ofthc componcnts arc partlally dlscusscd ln lndustry frlmcwork Those componcnts arc

prcscnt rn framcworks

arc rcqurrcd

our proposed

rcqurrements

R.f.r.nc. Archrt.ctur.
FlaslrcrtyRulc

.1 R.lcrehLe 4r.h .dwe For lhitop.rabtl r In L\tultt Cloud Envtonn.nt
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Table 6 Core Conponents of Int.,opcrobthty Rcler.nce,4rehtecture

As per expert rcvreucr. hc has sclcctcd that aulhonzauon, aulhcntlcatlon and SSO ls not prcscnl

rn OCCI whrle the expe( revtcwcr I has selcctcd lt as ycs ln OCCI Whllc lf\re notlce that pccr

SLA and customer SLA ha-s bccn selcctcd as prescnt ln bolh ofthe revlc\\s Samc ls thc .csulL

for some othcr components lt mcans thtt lhcsc componcnts ffe lmportant to bc added rf

relcrcnce archrtccturc as daptclcd n Table 7

Table 7 Suppo Compon.nts oflnt.rcpcrob tty Refe.en.e Archteclure

As pcr thrs revlewer, thc gcncral componcnls has bccn analyzed by both of thc revleNcr are mor€

or less samc Most of the componcnls are sclccled as prescnt ln ICAF \ahlch ls thc famou\

o(

Commun,cetron Lrbrancs/

Rcfcr.nc. Architcctur.

Pccr Pncrne ffd Rattn

Cu\rom(r Pncrns a Rorr

ln!rnhn Publlcal on

,l R.l.rcncc ,lrchncctut. Fot Int.rcryrobtln In,1 \lulrtCloud Edtunn nt 48
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fremcwork rn lndustry So rt mcans that thcsc gcncrel componcnts are also lmportant for our

rcferencc architecture as shown rn laDle 8

Tahle E Generul L'omponents oI ldtcroperubt ltty Rekrcncc At.htt.cturr

As pcr thc fecdback of 2nd revtcwcr, hc has confirmed thtt lhe glven dctall of cloud

rnteropcrablllty aefcrcnce archttcctxrc ls suffictcnt but catcSorlzatlon and flow ofmodulcs arc noL

appropratc Although as pcr our study. dtffcrcnt rcsearchers has gllcn thc drfferenl rte* tn

catcBorEatlons and thrs rs not much rmponant bccausc components can bc swappcd as Pcr

undcrstandrng The cxpcrt has confirmcd that ProPoscd componcnts arc sultable and approprrat!

forcloud nteroperabllrty rcferencc archrledure

5.3 Concluding Remarks

Thrs scctron prcsentcd thc overall concluston ofthe rcsults based upon thc survc) results fiom

cloud cxpcrts of proposcd cloud lntcropcrrbtllty rcferencc archtlecture Also the rescarch

ovcrvlcw was grvcn whcrc thc alm for thc rcseatch wts gtvcn Thc rcscarch alm was to propotc

an archrtccturc that cnablcs to cllmlnatc thc vcndor lock ln lssue As pcr thc fecdback from cloud

rndustry, the grven dctarl ln archltecturc rs suffictcnt whrch ls agrccd by bolh rcvlcwcr On lhc

other hand, thc proposcd components whrch wcrc sclcctcd from thcsrs llterature revleu lnd

sclcctcd ln our proposcd archnecture are sutlablc, .pproprlatc and lmponant So thtq \\as al$

agrccd by borh Thc categonzatton and flo* of modulc has less lmPortance ts compare to dctarl

and selechon of components Components can bc swapped bascd upon undcrstandlng ol

rcsearchcrs Wc have rpphed the bcst pract,ces and aftcr analysls ue have catcgorrzed thcm as

corc, gencral end supportrnS componcnts

o((R.f.rcDc. Arch{cctur. Conlrrrl FCM RASIC ICAF SOCCA co mOSAIC CSAL

SLA MenrAcmcnt

Audrno & R.bonrnp

1R.ktc\cc lrchtt.ctur. For lnt.ropercb b ln Lrluht Cloud LNrcnn.nt 49
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6. CONCLUSION

Tte conctudmg portton dcbatcs on thc summary of research dcscrlbed ln thls thesls lhc

conlnbutrons ofthc thcsrs and probablc drrechons for future rcscarch

6.1 Contribution of Research

ln thrs thcsrs wc have prcsanted a Cloud IntcroPeiablllty Refcrcnce Archltccturc that could allo\

the multlple cloud scrvtcc provldcrs lo nteroperatc wllh cach othcr Thc Standardlzcd R€lcrenLe

Archrtccture comprlscs of thrcc l-vpcs of componcnts namely thc core components supPorlrlc

components and gcncrtl componcnts Thls work focuses on lo provlde manrmum tntcroperablllt\

solulrons to eradrcatc thc vcndor lock'ln problcm

Wc have prescntcd a systcmatlc rcvlcw of approtchcs that addrcss lssues relallng to vcndor locl_

ln. po(abrhry and tnteroperablllty lor cloud compu(lng Our rcvle\" has been conducted tt'

rdcntrfy, analyscs and classlfy c\rstlng solutlons ln conlrast wlth rclatcd worl. our work

(l) extcnds thc scopc bcyond one spcclfic lssue, addrcsslng vcndor lock-rn ponablllt) dnd

lnteropcrabrhy, (ll) tdenttlics thc solutlons rccordlng to thc dcvlscd anefacl (l'l) prortdes an

o!ervrc\l ofthc rcsearch area, (lv) hlghllghts arcas ln whlch solutlons havc not been proposcd_ ln

addrtron, we rdcntlficd thc gaps of rcscaich rcgardless thc lntcrest ln onc spcclfic solutlon' (\ )

ldenllfies lhe rclatrons amongst solutlons. and (vl) summarlzes thc most relc!ant \\ork donc \('

far addressrng vcndor lock-rn, ponab,llty, and mtcropcrablllty ln cloud computtng

6.2 Limitation and Future Work

Limilolion

lt was posslblc to slnthcszc thc roadmtp by companng thc rcsults obtalned from thc surve) b)

thosc obtalned from other rcsearches and the findlngs from the llteraturc rc!lc\'r Ihe reason 'l
low numbcr of rcspondcnt was lt was conducled rn monlh ofNovcmber \r hlch rs malorl) thc mid

e\ams scason ol students and for professlonals its end of lcar closlngs Thcrefore thL

4 Relcrcn e 4rckt.crurc Lot ln.ro.erobllo h l Mult Cloud Eitlrunn'nt 50
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questronnarre whrch was drstflbutcd over thc cmatl was not succcssful and thcrc werc no

rcsponscs from most ofthc lndustry profcsslonals

Fulura Wotk

The possrblc drrcclron for the future worl ofthrs rcsearch lcads lo find the drffcrcnccs bcl\.!.f

proposcd Cloud Inlcropcrabrlrty Refcrcnce Archttccturc (CIRA) and thc exlstrng lnlcropcrabrl11\

llbranes ln addrtron, suggcst somc modrficatlons to thosc tnlcroperablllr) llbrarles 10 malc thuln

alrgncd to Cloud lntcropcrrbrl$ Rcfcrcncc Archrtccturc (CIRA) Thrs wrll gurde thc cloud

servrcc provrdcrs lo rntcropcralc wrth cach olhcr scamlcssly

t Rela.nc. lrchn.dut. For Inl.raperob tty In 1 tlultt ('loud Ehnonh.nl 51
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Appendix

Qucshonnarrc madc for cvaluttron scnl

thrs sectron

to two cloud cxpcns and therr answers arc attachcd rn

Quastiotrtrrrrc I

Toble 3 Cor. Conponen^ ol InteroP.rubll y Reference lrchtecturc

(x(

Aflcr revrcwng the cloud ,ntcropcr.bhty rcfcrcncc archltccturc. $ thc grvcn

rnformahon dcta cd?

No

is thc proposed categonz:tron In cloud rnlcroPrebrht) rcfcrcncc archllcclurc md

flow ofmodulcs rs lppropnatc,

No

Plcasc rc" thc attachcd proposcd comPoncnts and c\rst,ng componcnts rn lablc 3

and 5 Arc thcsc Eoposcd componcnts appropnate and surtzblc for cloud

lntcropcmbrtrty rcfercncc zrchltccturc as comparcd to cxlstrng comPoncnts'

No

Rul. E

Pccr Rcsourcc Monttonn

Communrcalron LtbrMes/

R.f.r.Dc. Archrlcctur.
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Table 1 Supporr Conpon.nt! oflntercperabtl y Reference Archttectu.e

R.f.rcnc. A.chr(.clur.

Pcer Pncrns.nd Rann
Pc.r llatrcrtv Rulc
CusromcrPncrns & Ral,n
Inv.ntofl Publcrlron

Srnrlc Sren On

oc( r

Toble 5 Gcnerat Conpon.nts of lnt.ropetubt lt \' Rcference Archttccture

R.fcrcncc Archn.ctur.

Qucslionnairc 2

Aft.-J-"*rg th. 
"l"rd 

,"t..r.b,l,ty,.Grcncc tchttccturc, rs thc grvcn I Ycs

Fi;asc .* th" at'Ech.d proposcd componcn6 and cxlstrng componcnts rn lablc 6.7

aid I ArE thcsc proposcd comPoncnts appropnate and suttablc for cloud

rnlcrop€rabllrty rcfcrcncc archltcclurc as comparcd lo c\lstmg componcnls'

G th. p.p.*d 
".t.g".-x""," "lrud 

rntcrop.rzbrtrty rcfcr€nce archrtcclure and

flow olmodulcs rs appropnatc'
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Toble 6 Core Conponcnrs oflnrcroptobnry Rcfetence Archtectu"

Pon brlny Rulc Du
mbrlny Rulc DB

Pccr Rcsource Montronn

csAl-R.Lr.nc. Archlt.clo.r
Rule tnarnc

Commun,canon t-,bri,c!

Toble 7 Support Conpoaems of Inreroperabr14' Refer.nce Arch ectu'.

R.t r.trcc archn.dur.

Customcr Pncrnc & Ralrn

srnelc Sren On

Tobtc 8 Gcncrut Conponcnts oflnttopcrubha R.ferenc. lrch ectutc

R.fcr.nc. Archrl.c(ur. Conirrrl FCM RASIC ICAF soc('A CO mOS,\l(

Audtlrn! & RcDontn!
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