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Abstract

\lobrle Adhoc Net$orks (MANETS) arc the t{rrcless net\!orks ln whrch all devrces rel}

on thc mutual trust rclatronshrps The) havc d)namrc topolog) and due to thts reason

thev arc vulnerablc to varlous anacls such as grcy hole. blackhole and \\ormhole a(acks

ctc There are three routlng protocols uscd namcl) reactr\e proactr\e and h)brld t'or

communrcatton and route estab|shment procedures Thls schemc Is based on gralholc

attacl delecuon and ldentrflcatron lor the prcvenllon of attacker nodes ln the net\\orl

fhe protocol used rn thls approach rs AODV In thrs research an algorrthm has becn

developcd to rdentlfy the Grayhole anacker node usrng contert-sensltr\e Hlddcn NlarLo\

Model 'l-hrs technrquc also rntroduccs a ne\a'd)namrc threshold properD'for the gralholc

atlacls

]'hls AlSonthm has been used for learnrng and elaluatron of grayholc node based on thc

packet drop rate throughout the en\lronment Srmulatron of thc proposcd approach has

done rn OMNe'f++ Ibr rts vcnficatlon and valldatron
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( htDttt I lhttahltton

I.I INTRODUCTION

Wrreless Adhoc netrorks [25] are alr\ays preferrcd duc to therr spontancous moblllt] and

scalabrl(] fhls technology has garned too much popularrty bccause ollts rcduccd cost

and lnlrastructureless topology over wred net$ork rn lasl fe$ decades N{obrle Adho(

network (MANt'f) ls a collecoon ol mobrle nodes lncludrng transmrtler and reccrrer

communlcatrng !r'rth each other b) drrcctronal llnks drrectl) or rndrrectlv These nelrYorks

are becomrng very famous rn rndustrral and remote access control no$ a d!)s It allo$s

data communlcaron between multlple partrcs and also marntams mobrllry ben\een them

Ttrs rs the benefit ol thc wlrcless MANET Although thls t)pc ol communlcaoon r\

lrmrled to the range of f.ansmrtters and recervers But MANE I solves thls problcm as ll_

t\\'o nodes are be\ond the rangc o[ thelr communrcatlon enlrronment. thet crn

communrcate each other by uslng thelr rntcrmedrate nodes to transler data among them

MANL f has bcen drvrded rn srngle hop and Multl-hop neNvorks In srngle-hop netuork

cach node communrcates to othcr nodes drrectly wrth rn same radro range In multr-hop

network. cach node communlcatcs to olher nodes b) relyrnS on thelr rntcrmedrate nodcs

lfdestlnauon pornt rs out ofthe radro rangc oIthem

I.2 MANET ARCTIITECHTURE

MANL I [25] rs detcntralrzed rnfrastructure net\orl I1 does not necd an1 ll\ed or $,red

lnfiastruclure All node are lree and thel can enter or leave thc netwo.l an)lrme All

nodcs have the abllrt\ of the sell-configuroflon nnd scll-marnteoance \\lthout the nced ol

any central rnfrastructures lt rs oltcn unreasonablc m crrlrcal mrssron appllcatrons such as

mrlltary or emergenc) recoverY B]' makrn8 mrnrmum configuratrons. MANET can be

used rn emergencv scenanos llke natural lnduced drsasters. mrlrtarv confllcls and mcdrcal

cmcrgency cases \r'here hfrastructure ls unavallable Consrderrng thcse appllcatlons

MANIif securrty rs ver] lmponanf as rt has dynamrc topolog) and remote drstnbulrons

so rt rs vulnerable to drffercnt krnd ofattacks

I.3 VULNERABILITIES IN MANET

In MANI-T 126]. an) node can be madc wlncrable as rt does no! \crLf) the user rdcnu!)

before grvtng the users acccss nghts Manet's weaknesses are grven belo\

l.tenhrcatrcn otthe Su\plto 
' 
NoJ. UenB {'h'lpo\1t.1Lear hgTc.hnr?t. tn,\t t\El



ChapEr I Intto.lhcltok

I.J. I DEFIC]ENCY IN CENTRALIZED ARCHITECHTURE

As MANEI [26] has no central monrtor. so lt rs drfficult to detect a(acks at each node

lndlvrduall) Transmrssron rn adhoc network rs hrghl; d1'namrc and lor large net*ork l! ls

not vco cas)'to locate susprcrous actrvrtles

I.J.2 AVAILABILITY OF RESOURCES

The common problem m MANEI ls the avarlabrlrq of requrred rcsourccs Provrdrng

securrtv to all lhreats rcqulres !arrous methods and archrtcctures [26]

1 3.3 SCALANILITY

Scalabrlrq l'actor rarres all the trme rn MANET [26] due to the mobrle nature o[ thc

ncluork So therc should be proper protectlon methodologres able to cope wrlh hugc

nct\rorks as \\ell as small segments

I.3,4 CO.OPERATIVENESS

Slnce routlng protocol methodologres alr\a)s based on the mutual trust bascd

relatlonshrps ln the ner\\orl Due to thrs the malcrous nodes [26] bccomes parl of thc

net\ro.k and destroys thc normal communrcatron vrolctrng the slandard protocol feature\

I.J.5 DYNAMIC TOPOLOGY

Mobrle nodes [26] and lts rouhng protocols characte strcs can destro\' thelr mutual co-

operatlon relatronshrp bcl$,cen them rn the netr\ork Declaratron ofnodes as mtsbeharrng

could lcad to desrrov mutual co-ordrnatron bctrveen them Thls approach ol'thc net\\orl

can bc made secured by applymg the drstrlbufed and enhanced methodologlcs

1.4 MANET PROTOCOLS

'fherc arc threc rout,ng protocols rn MANET [27] such as proactrve. rcacnre and h]bnd

as sho$n rn figurc belo\v

ldenttlcdtton ol the Su\pt.tors Nod. L'ltng lt$upe^t5.,|Ipot hgTechnque m lt,1NET 3



Chdpter I IniodtL on

Frgurc I I Roone Prorocols[27]

1.4.I PROACTIVE ROUTING PROTOCOLS

Proactrvc Rouhng Protocols [27] malntaln routlng tables lo store addresscs ofother nodes

ln netuork They are also known as Tablc Dilven Protocols Due to the dvnamtc layoul of

the nel\vork. each tlme rvhen nodc enlers or leaves, changes arc made ln lts rouung tnblc

at each node One of the e\amples ls DSDV (Destlnatlon Scquenced l)tstance Vecnr)

Thrs reduces delal and makc fast changes rI an] nodc enteas or leaves the nel\\ork

I.4.2 REACTIVE ROUTING PROTOCOLS

fhese krnds of prorocols do not malntaln aa) routlng tsblc for eslabllshlng paths ln

net\\orL at the start ofcommunlcahon These are also rccognrzcd as On-Demand routrne

protocols The) (nodes ln AODV) dtscovc. routes b1' sendrng route-request and routc

reply mcssages rf some nodc wtshcs to communlcate to olhers Ilxamples are AODV

(Adhoc On-Dcmand lJrstance Vcctor) and l)SR ( Destrnatron source Rouung) [271

1.4.3 EYBRID ROUTING PROTOCOLS

Thcse are mlxture ol proactlve and reactlle Protocols lt uses lhe leatures of both

proactl\c (table-drrven) and rcacttvc (On-demand) routlng protocols Zone Routlng

Protocol ls h)bnd and rt works as maktng dlfferent segmcnts ofthe network It \lorls rn a

hrcrarchl !\herc eYerv router tn a ncr$ork has to malntaln some more lavout

configuratrons t he drsadvantage ofthls ls that lt requlres more space [27]

lde nhficunon ol the S$pt. toLs No.le I'it kg t'NuPc^ N.t lzd nthg Tc. hnulue ,n \Lln ET 4



I.5 SECURITY CHALLENGES AND ISSUES

ln MANET, alt nodes works rn a sclf_organrzlng \r'a) as pcrformlng net$orklng lunctlons

llkc packet foru'ardrng and recelvlng ctc to others rn a net,vork So sccured MANET ts

challenged duc to thesc ,ssues whtch are drscussed as belo$ [26]

I.5.I AVAILABILITY

It means that resources (data and scrvlccs) are avallable to all legal users shen rcqurrcd

even rn prescnce ofthc dentalofservlcc allacks

1.5.2 CONFIDENTIALITY

Ir locuses on gr!ln8 author(y to use the resourccs onl) to nehYork lcgal uscrs and hrde

the rmponant lnlormatron from the unaulhorrzed users ln nct\\orl* It ls also kno\\n as

prvate or protected rnformatlon handltng approach

I.5.J INTEGRITY

It mcans that resourccs can onll be changcd b) thc prlvlleged uscrs ln an authentlcatcd

manner The changes are commonl) as status modlficahon, erasure and creatlon ctc bv

the attacleas r\'hrle reachrng thc pacLct to the destlnatron

I.5.{ AUTHENTICATION

'l_hrs leature enables thc authcnttclt!' of thc node to lts nelghbor node durtng

communrcatron fo. provmg tts rdcntrllcatron Baslcall). lt chells thal all nodes ln

transmrssron arc !ahd and the) arc not uslng the false ldennoes

I.5.5 NON-REPUDIATION

Thls fcaturc enablcs that no one could den) Ibr thc scnt or rccel\'cd pacLets after s€ndlng

o. recelvrng It can be used to dlstlngulsh that nodc rs mlsbehavlng or not.

I.6 MOTTVATION

All prevrous technrques arc dcalng \vrth the Prcventlon. dercctton and cLlmlnaTlon ol lhc

susprcrous nodes rn MANET fhel are also based on supervrsed and re-cnfo.cemcnt

t.lcntiicdlrcn olthe SusptL'ons No.h L\ns L'ns Pe ts.d lrumhqT.Lhztquc tk \tIJE7



(hdpl.r I Intoduc on

learnrng technrques [4][8] but sflll there rs a necd ofa more rntellrgent technlque bccausc

the) are all suffers lrom some shodcomrngs such as leamlng through unsupervlscd r\r]

Some technrques are bascd on dynamrc thrcshold detectlon \\here the spccrficd threshold

cfllerra !!as lmproperl) defincd and evaluated That rs wh) \\e $ant to address a nc\r

tcchnlque ln thls rescarch that could be able to handle the gralhole afiacks more

etTicrcntly

I.7 RESEARCH DOMAIN

In recent era. MANET has been uscd at ver) large scale such as ln mrlltar\ appllcatlons

emergency and drsaster rehef scenarros MANEf has becn \rorktn8 ler) el'ficlent and ll

rs consrdercd too much effccove rn these scenarlos because lt has no centrallzed

admrnlslratron and evcry node\uorLtng membcr makcs lts declstons very actl\cly based

on others mutual trust .elahonshrp lfa node clarms rt can reach anothcr node b) a cefialn

path or dlstancc. thc clalm ls !rusted/true Slmllarly. rfa node repons a lrnk break. thc ltnl

\\lll no longer be used Whrle thrs assumptron can fundamentall) facrhtate thc deslgn and

rmplementatron of routrng protocols. rt meanNhllc rntroduces a vulnerablllt) 1() se\craL

tlpes ofdenral of senrce (DoS) auacks parlrcularl! packet dropptng altack To laun.h

such attacl. a mallcrous node can stcalthrly drop somc or all data or roullng pacLels

passrng through lt There arc a lot of secuit) attacks ,rs blacLhole attacks, $ormhole

attacks and grayhole allacks rvhrch causc malfunctronrng rn MANrT Dctectron and

Preventron of the Gra)hole aflacks ls an actrve area of lhe research ln rccent yeaA

because 11 aftack the MANET'S firnctronalrt) rn vaflous \ra)s as b) packcts dropprng or

unauthofl zed rdentrty delegatron

MANEI'rs badly a(acked by the gray hole attacks Gral hole attacLs drsturb $c

M NIf's functronalrt] by vaflous *ays such as rllegal resource (batter). po,ver or hrgh

computauon) consumptlon or b) packct dropprng Man) of the devlces has latled trr

fo ard packcts duc to hrgh computatron or largc amount o[the po\\ er requtred because

attackcrs has used them rllegally In lrterature. grayhole altacks are prevented and

eLmrnated by all approaches but the) have used ryplcal attach dctectlon approaches or

the technrques based on thc supenrsed or rernforcement learnrng thcre arc tl' o malol

problems rn the prevrous technrqucs

IdektiiLottun ol the Susactots Nodc Ltstng L'ni pcnLed 12d 
'ng 

Te.hntque th 114i\'LT



Frrst ls that Supcrvrsed leamtng creates a lot ofoverhead for the cfficrent anack delectron

of thc grayhole attack Second ls about unstable dynamtc threshold spccrfied *hrch

contflbutes to larger false negatlve ratc that actually affects the MANF f's functlonallt)

I.7.I PROPOSED METHODOLOGY

lhe approach ls used for thc ldcntrficatton of the gra)hole node uslng unsupan'lsed

leamrng technrque rn MANET [n thls approach. Data communlcallon ts done b] lhe

sendrng dala through rntcrmedlalc nodes i{hlch makes Posslble thc end to cnd delrverr rn

ncr\\orl transmlssron \\rth the hclp of the AODV routrng protocol l)urlng

communrcatron. some of thc nodes mlght be dtsastrous and \\ant to destro) nen\ork

resourccs For thrs Ne need some prolectron mechantsm for thclr detectlon and

rdentlficatron

I.7.2 RESEARCH CONTRIBUTIONS

fhrs tcchnlque has three malor conl butlons as

An Algonthm rs developed usrng conle\t-scnsrlrve Hrddcn l\larko\ l\lodels !(r

rdcntlfv susplcrous nodes

. Dynamrc threshold ls tntroduced

. Unsupervrsed Leamlng rs used for the learnmg approach ofthe neo\orl

lhreshold rs rnrualrzed (o twrce ofthe round tflp trmc ofthe packel and rt \\'lll bc adjusted

to the network sccnano aftcr hrst ttcralton k prclenls lhc susplclous nodes (hat occur ln

network and also mrnrmlze thc neTwork layer attacks

I.7.4 ASSUMPTIONS

\tre halc taken thc follorvrng assumpttons tn our proposed lechnlque

. AII nodcs rn the net\\ork arc assumed to be uell behavlng e\cept the spcclfic crlterra

to m.rlrclous nodcs

. Source and Dcst,natron nodes are assumcd to non mallctous

ChoDter 1 Inttolu.tnn
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. Thc lopoloS) uscd here ls statlc

. Nodcs could be out ofrange duc to hmrted lransmtsston tangc or battcr po\\cr

o All channels are supposed to bc error free and packct loss rateTrould be lracked on

nodcs onl)

. Mac laycr Protocol standard uscd herc rs IEEE 802 llb

1 7.5 PROPOSED ALGOR]THMS

Thrs rescarch thesrs ls based on r*o d)'namtc programmlng algorlthms uslng the conte\t_

sensrtlvc Hrdden Markov Modelas grvcn below

. Insrdc. Algonlhm

. ALgnmcnt Algonlhm

Insrdcr algoflthm rs used for evaluatron of nctwork tn rnrtral phase and Algnmcnt rs uscd lor

gayholc dctcctron and rdentlficatron but both of them have merged for achrc\rng lhc .equrred

goal The complc\rt) of firs al8ofllhm rs O(nr1, rncludrng the set of nodes .rnd rrs

trans(rons(recerved pacLets) plus emrssron(sent prclets)ofthc nodes rn nctlrorl

I.8 THESIS ORGAINIZATION

'fhls thesrs rs organrzed as follows Manet rntroductrons, rts archltecture. applrcatlons

vulnerabrlrtlcs. secuflt)'lssucs and thc routlng protocols used tn MANEl are Presenled In

first chapter Chapter 2 descnbes the lrteralurc rcvre!\ rn depth \\lth lts shortcomlngs

rclated to our problcm domarn area Chaptcr 3 drscusses our problcm and tls requlremcnts

\\,lrh analvsrs rn grcatcr depth Chapter 4 explams thc proposed solutton dnd lts

methodolog) \\'rth delalled rnformalron accordrne lo the problcm Chapter 5 presents the

\rmulatlon scenar,os, tests rcsults and rts performance detatls Chapter 6 conclud€s thc

final results and descnbe lts e\pectcd future work

Identt/icotton ofthe Srsptctors Na.l. Utthg Ltkelpen6ed Llatnn\ TeLhntqrc n \11\'ET



ehapt{ : L'le tute

CTIAPTER 2

LTTERATURE REVIEW



choot.r 1 L'terutne R'\ E\

2.1 INTRODUCTION

Cralhole or Selecnvc lonvardrng attccks affectcd the MANI_ f enlrronment ln a \cr\

dangerous rvays Wc have studrcd thc e\rstrng technlques Prcscnted b, pre!rous researchers rn

thc llcld of secuflt) oflhe mobrle adhoc networls [hc] drscusscd the varrous solultons along

th€rr pros rnd cons S omc of the rclatcd strategles are gr\en b€low \rr!h therr dra*bacl's and $e

e\tendcd our problcm and rts solutron on thc basrs oflhese hmrtdlrons

2.2 T,ITERATURE REVIEW

In thrs phase. \ra studrcd the e\lstmg blackholc gra)'hole or selectr!e fon\ardrng attaLk\

and therr detechon snd preventlon strategtes Some ofthem dlscussed belou \\tth thelr

Lmrtauons

2.2.T AI BASED BLACK HOLE TECHNIQUES

Monrta et al ul drscussed an approach for detectrng rntruslon tn MANET usrng fu27)

logrc Therr research \\as based on three attacks as blackiole. gralhole loNards rhc

sourcc and grayholc lo\lards thc deslmahon Ihey first took some threshold valuc [o.

determrnrnq pccket dropprng rate and then the) dctectcd attacks based on that \aluc

Secondll. thel used fuzzy method, rn \\hlch thc) assumed s\mploms set as S= {sl s?

s3) attack s.l A= {al, r. a3} and set of nodes as N= 
'r 
l. 2. 3} lhc\ also consrdcrcd

four rndrcahons for strcccssful altack detcctron scenarlo as occurrencc lndlca(lon

conlormabllrty lndrcatlon, non-occurrence and non-conformablllty lnd!catlon Slmu]atlon

results showed that \vhen dcstrnarron threshold grew larger. detectrng thc blackholc and

grayholc ratlo drop to be rn mrnute smount lhe drarvback ofthrs approach \!as orerhead

ln monrlonng evcrJ ac on and degraded the nctwork perfotmance Il rmproved the

lnlrusron dclectron rate by usrng the furzy loglc

Ahmed et al [2] descrrbed the detcctron of mrsbeha!tng nodes b) Optrmrzcd Lrnk Slate

Routrng protocol (OI-SR) usrng Intrusron detectron systcm (lDS) fhe\ drscussed the

susprclous nodc detectlon b) lahdatmg thc establlshed routcs In thls papcr. thc) \\cre

rncLned lorvards thc trdffic rela) attacks and dtscussed trvo altackcts .r\ blacLholc and

smarl attacler (gra)hole) Thc)' havc uscd thc pertodlc transmlsslon of packels \\hcn

vahd connectron of routes rvas establlshcd In srmulatlons. tt \\as sho$n that 12olo

l0Idchttli.dtton ol th. Sus?tLnur l\'o.le LenA L'nrupcrtBcd L.drnng 7!.hntqte tn r''t\ET
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ovcrhcad was occurrcd rn normal case but when anackers lncluded due lo Attacker

F'rnder Messag.s (AFM). overhcad was brt rncreascd It lacked the falsc detecnon but

rmproved the prevrous scheme by perlodlc monltonng

2.2.2 GENERAL AI.BASED APPROACHES

Shun-Zheng [3] cxplarned the multrple trackrng anomal] detecllon ofthe moblle nodes rn

ndhoc nctworks The) used the agSregate tracktng and rndrvrdual tracklng aPproach for

chcckrng the bchavror ofthe abnormal nodes and rntroduced the t$o states Hrdden Scml-

MarLor Nlodel (llSNtM) to calculate the hkehhood of lhe susprcrous nodes b\

consrderrng the parameters as RSS (reccrved srgnal srrcngthl. clalmed GPS posltlon\

mcdra access control Inlormatron and e\changed messages etc rn netrvork In the I'lrst

step the)'look the rnlual eshmates ofthe pa.ameters whereas ln second stcp fic) refincd

the normal nodcs that werc not susplcrous 'fhe draNback oftbls modcl \\'as. t1 dld not

store thc mosl of thc data as only few current results and also lt lackcd the

lmplcmcntatron phase to vaIdate thlr rcsults

Slavrsa et al[.1] drscussed rhe mrsbehavtor dctectlon by An'ficlal Immune S)stem \\llh

sccondar) response system rn MANIT The Destlnatlon sequcnced vector rouhng

protocol was used 1or the nctwork communtcatton and thel' modltied thls prolocol f'or

thelr use lhe detectLon and classrficatlon had done b) neBatrve selcctron and colonel

selactron lhrs lcchnlquc has four stages tlrst stage ls lcarntng and second ls

classrllcctron and detecuon and thlrd had no mlsbchavror nodes qhere the mrsbeha\'tng

nodcs from the sccond phase are stlll there In fonh stage agatn detectron and

classrficatron had donc but here thc lnltral set of the detectors $ere changed so lts sccond

stage lmplcmcnted pnmar)' supcr!rsed learnrng and thlrd stagc lmplemenled

rernforccment lcamrng They traced out the mlsbeha!lng nodcs through the lraces of thiJ

datasets for some rntenals ofthc cclrvlt) When the detector rvas matched to an antlgen 11

rras elrmrnated b) the ncgatrve selechon When the same node detected b) thc dclcctors

at mulople rntervals rt was finall) classrfied as mtsbcha!lng b; colonal sclectton Thel

had used some delault valucs tbr the detectlon and classlficatlon ol' thc nodcs as

classrficatron error o:00001 and threshold 006 for thc successlul detectlon and

classrficatron ofthe nodes l'hrs tcchnrque redr:ced thc false accusatlons and lmprovcd thc

tdennli.utoh afthe tusp].tour No]tc LsdE LtLrup.d5e,l ladthlk|Tc.hnqte tn it4NE7 I I
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rnre poslu\e ratc It *as necded a huge amount of tlme whrle classrfYrng thc mrshehavtor

nodes rn nelwork Slmutatlon results showed that detectlon accuracy and elfectl!eness ol

colonaL sclectlon was good b) gtvrng secondary response to the AIS

Guorur et al [5] rntroduced a novel approach as group_based lnlruslon detcctlon scheme

for the wrreless sensor networks lhe) used the schedullng algorlthm lor the lntruslon

detcctron. rn whlch scnsor nctwork Nas dlvlded Into dlffcrent strb-groups Secondl). thc\

used thc momtortng algoflthm to monltor thc susplclous actlvltlcs rn each sub-group r\ll

nodes ln networL havc the samc capablltt) to sensc and Judge Thcy used lllahalanohrs

drstance mcasuremenls for achlevlng dependencrcs to achleve accurate results lt had

generated lcss falsc alarm raho. ga\,es good results and had less energ) utlhzatlon Thc

drawback ofthrs schcmc was contlnuous monltorlng

2.2.3 TYPICAL TECIINIQUES

Qrang et al [6] presented an approach for detectlng collaboratrlve gravhole aftacks rn

rvrreless mesh nct\\or[,s (WMNS) lt comprrsed o[ forwardtng assessment and 1\ro hop

ackno\\,ledgemcnt for detechng aflack success[ullv It first obtalncd attack lnformatron

delcctlon and reactron Every router had kept 1\\'o packet counters for recelvcd packets

and t\\o hop acknotlledgement Uhen the attack \\as detecled then source took thc

actlon based on rcpl) Paclct, ctther lt was posltl\e negatlve or above the ma\Trv lrmrt of

"k". where k rs the threshold valuc for challenge pac['ets Challengc packet $er€ used Io'

atlacL rnlormatron collectlon process The frnal vtsual outcomes b) the srmxlated

enllronment aPProved lt that lt \ras bettcr scheme than the pre\lous schemes \thrle

dctectrng the false posrnve and falsc negatlves bul \\hcn the thrcshold value \\as too

small. false ncgatrvc wrll rncrcase \\hcreas false postrtve urll decrease The \celness ot

thrs approach was, lt Incrcased thc computatlons when allocatlnB alternatt\'e channel\ to

thc susprcror.rs roules but rhade tt cllclcnt by adoptrng the Ad-Hash Algorlthm

Devu er al [7] crplarncd thc reductlon of selectlve fonrardrng anacks b1' a nc\

methodolog) l,nown as Channel-Atlare Approach ln \\l.elcss mcsh net\torks fhe)

rntroduced an algorlthm as Channel-A$are-Detcctlon (CAD) that drlfercntrates the

selectrr,e lbrwardrng altacks from thc usual packct loss The transmtsston monttortng and

esfimatlon ofchannel \\as uscd for successlul atTack dctectlon Thls approach reduced thc

ld.nltfi..tnoh ol the \uspt.t ous No.h Usng Lrls P. ^ ' 
\..1 kurnt hs T..hntque t h r'!,1 |,'Et I l



Chd?ter 2 Ltleruturu Rertct

false alarms and mrssed dctectlon errors but whcn thc attacks $ere generated thcn nols)

channels could avords senslng mcchan!sms that results to lnvalld threshold

Gul et al [8] proposed thc hybrtd approach for detectron ofseleclrve fonrardrng anacks

rn MANET l'he aftack detectlon ol the sclecttve forwardrng altacks rvas b1 thc global

and local monrtorrng approach by consrderlng the threshold 6 o/o fo. global and I2ol" t()r

local rdcntlficatlon based on thc packct dropprng ratlo The consldcred error rate !\as

rnrtroll) the Jolo for testrng the scenarros Once the attack had detccted globall) then thc\

chccked tts local posrrlon for attsck tdentrficatlon The) consldercd the nenrork

envlronment as normal or congestlon \\lth a[ack Thrs approach t\as thc best sultcd lor

pc odlc monrtorlng

Soufiene et al [9] prcsented the surve) of rcducrng packet dropprng problems rn

MANET They drscussed threc delinsc Ines for securrng the blackhole a(acks along

$lth therr charactertstlcs and rlsks Flrst defcnse lrne dealt rvrth the prevcntlon of lhc

a(ackers nodes where as second had used to establtsh the cooperatlon among routers vli

economrc model ]'hlrd defense ltne lvas used to dctect mlsbehavlor node detectlon and

excluslon from the net\rork The drarvback Nas that thcse approaches \\ere relYlng on

fe\\ assumptrons and they wcre not \altd ln MANET due lo d)namlc nalure

Wer cr al [10] proposed thc rnlcctcd traffic attacks (lnjectrng Data Packel Altacks

(IDPA) and qucr; floodtng attacls) launched b) thc lnslder attackers tn mobrle Adhoc

Ncnvorts (MANEf) The proposcd schemes \\ere t*o defendrng schemes as full)

drstrbuted and centrallzed wrth dccentrallzed lmplcmentatron fhcsc tcchnlqucs could

copc wllh the advance transmlsslon tcchnlqucs as dlrectloncl antennas or beam formrng

lo avord berng dctecled The shortcomrngs of the fully drstrrbuled approach was to

rcqurre cxtra spacc for the sourcc, destrnatlon (SD) palrs $hlle the ccnkallzed suffercd

from becomtng the central dctector as the a(acker's target The final results represented

that !\hcn no defense schemcs *ere applred even thc slmplc route IDPA could destrol

the nctworL perlormance but \\hen lhc dcfcndrng strategrcs $ere appllcd attacker\ could

not obtaln the more Satn to destroy nelwork parametcrs perlornance E\penmenlal and

theoretrcal results also agrecs to these outcomcs

tdennficanan ofthc S spt.tots Node Lt!tzs LIttsup.^t\.d LramzgfeLhntq'c tn ltl'\'ET



Semrh et al [1 l] proposed performance anallsrs of ad-hoc nct\\orks undcr black holc

attacks lhey developcd a new protocol callcd black-tlole AODV fhls scheme consrdcrcd

the sccond hlghest route reply lor the data transmlsslon from the deshnatlon node b)

drscardrng the llrst route reply from the nodes In thc net\\ork Path Thls t.chnlque had

suffered lrom thc delays rn transmlssron performance. non_encrlplton based mechantsms

Slmulatrons outcomes polnted lhat lt rmprovcd the performance ofthc nehYorl. by l906 to

the prevrous schcmes

SonJc e1 a[ u2] rnvestrgatcd the CONFIDANT protocol to ellmln,lte thc mlsbeha\ror

nodes from the nc1[orl Four colrponents rverc used for detcctlon and lsolatlon of

suspects Thesc components \!ere monltorlng, trust managcr. reputatlon slstem and fath

manager Monltor used nelghborhood watch mechanlsm to ldcnh[y dcvlatlons ln the ne\!

hop nodes \\'hen lt had dctected and lhen rt transfcrred lts report to trust manager 10

evaluatc the repo(cd bchavrors trush!orthlness throuSh trust tables After thcrr

lc ficauon. thcse wcre furthcr Passcd to thc reputatlon slstcm ln t\hlch nodes checlcd

thcm through rallnB functlon lts rattng \r'as done by uslng thelr o\\n c\perlence

experlence faom the nelShbour nodcs and thelr reporled behalrors Path mangcr uas used

to rsolarc the reportcd node from thc nehlork and uarn them not to scnd or recctvc anv

data or control packcls from thcm The weaLnesses of thls protocol ls that lt Is not

scalable to large nct$orks but only to medlum and small nen\orks lt cotrld sorl

efficlentl) evcn lIthe 600% ofthc nct\\orl $as susptcrous h also kep( thc f'alse posltlve

and false negatrve low

G et al [13] proposed the rmpact ofgrayholc aftacks ln Adhoc nct\rork An anal)Ircal

mcthod r\as dcscnbcd for thc delectron ofthc grayhole attacls by probabrlrtJ drstrlbutron

functron They also lntroduced the algorlthmatlc frcme*orL for the generatlon of lhe

gra)'holc a(ack usrng Adhoc on-demand Drstance Vector Routrng Protocol (AODV) lor

srmulatrng the c\peflmcnts on 60 Nrrcless nodes b\ lntroduclng the 09o to 40",

mlsbehdvrng nodes, thc parameters as Pac[et Deltvcry Fractlon (PDF), Normr[zcd

Routrng Load (NRL) fotal Droppcd Packets and overhead \\e.e consrdered for checkng

the nen!orl perfiormancc Concludcd oulcomes provcd that presence of grayhole node

rncreascd overhead and decrcased nctt\oak performancc

chtDl.t 2 Lttcrdtute Rer re\
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Krrk et al u4l had developed the protocol namcd as WATCHERS to detect thc

drsruptr!e routers uslng dlstrlbuhve nelwork monltorlnB schcme lt detected the

susprclous routers thal etther drops or mlsroutes thc packets It has four condltlons for

achlevrng succcssfirl funchonallly They werc ltnk-state condltlon. good neltshbor

condluon. good path condltlon and majorlty good condttlon It had used vahdallon and

conservatton of flow for delectlng the mlsbchav,ng routers Conservatlon of flou t\as lhe

total numbcr of rncomlng byles ln any loutcrs should be equal to the total number of thc

outgorng b),tes othcrw,se the router was susplclous Each router had malntalned sc\en

cou[ters. sLx for kccprng the source S.), dcstlnatlon D', and tntermcdrate f.\ router\

countea valucs and one for susplcrous routcr counter values Some advantages ol

lechnrque as lt had nelivork monltorlng tools (rraceroute program. SNMP (Srmplc

Nen\ork Managcmcnt Protocol)) It could also detect thc susplclous routers that panlall)

droppcd pack.ts Thls was based on dyMmlc threshold propert] lo check lhe routcrs ln

worst casc or ldeal sccnarlos The dlsadlantage In thls scheme \ras that lt has no

encryptron mechanrsm for malntalnlng thc paclets lntegrltv

Sergro et al []5] cxplalned the approach as mltlgatlng routlng mlsbehavlor ln moblle ad

hoc networks (MANEI) by usrng thc watchdog (\lD) and pathratcr (PR) \\'atchdog

detectcd thc susplclous nodes by promrscuous monllorlng \!hcreas pathrater tgnored lhem

rn further routlog by ranng them The bad effccts ln $atchdog ls amblguous collrsrons

recerver colltstons, llmlled transmlsslon pol'er. Ialse mtsbeharror. colluslon and panlal

dropplng The advantcgc was that r!can lind thc bad nodc at for*srdrng level alonS \\rlh

the lrnk level The results sho*s that It cnhances the neB\ork performance from 9o'o ttr

l7olo rn moderate cases and l2% to 247o tn wors/e\tremc moblllt) sccnarlos

Peng ct al [l61 proposed the Dctectron method of gra)'hole node kno\n as Gatc\\a\

Based Gral Hole Detectron (GBGHD) rn urreless mesh net\\orks Ca!e\\a) Based (;ra)

Hol. Detcctron algortthm monrrored thc gateNay lnlormahon and allthe tnformatton scnl

oa rccellcd by all thc nodcs rn thc network Thls Algorrthm uscd thc plSglbacklng

technolog) to reduce the overhcad ofthc pac['e1s ln neh\ork Slmulatln8 thc outlomcs

the) consrdcred the t$o_step archltccture knorvn as rT tred'cum-\\'lreless net\\ork

archrtccture Thts archttecturc could be used to slmula(c thc Nlrcd and \\'lrelcss net\\ork

kl.httlicdtnn of the St.|Dtct0 Node LtsthB IJ^uPctrrscd LcarnngTc.hnlquc n \14\81 l5
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at the samc ume Thc) had Lrscd tNo paramcters Packet dropptng Fracfron (PDl') and

Normalrzcd Routrhg load (NRL) Ily comparlng rt wrth the AoDV+ (echnlque rn thc

srmulatron sctup, rt performed l0% beltcr than the AODV+ technrque Bu1 strll, rI

sufferrcd from the small number ol packcl loss ratlo and delays ln transmlsslon becausc

of rls maltclous nodes advenlsement

flzbullah er al I7] drscussed thc securlty mcchanrsm of avordlng the srngle md

cooperaltve blackhole and grayhole attacLs tn AODV usrng optlmal path routlng and

hashrng technlque Ihe\ consrdered the sccond optrmal\hrghesl RRI'-P (routc repl\')

message \\hlle rgnoflng thc first rotrtc reply from the destlnatlon node ln the nct*ork
-fhey further proposed the Hash funchon SHAr:r (Srmple Hashrng Algorrthm) for the

prevcntron oF multrple gray\blackhole atlaclers and also for matntatntng the Infegrltv ol

the packets for comparrng thc DPE (Data Packet Errors) rn the net\\orL SHA rs lcss

expensrle so lt can be easrl) applred Thrs technrque lmProvcd thc prevenhon ol thc

maltclous nodes as $ell as data rntegrrt) rn the nchrork but suffers lrom long trmc delals

rvhrlc uartrng for the rcpl)' messagc or data packel edor message and also for

computatron olhash functron values allhe destrnatton

Meenalshl et al 8l e\tended the dcfcnse stratcgles olmalrcrous attack rn NIANEl- b)

"A Behavroral Approach" They rntroduccd the hybnd approach that \\as usr0g the SVM

(Supporr Vector Machrne) classrfier to classtfl' the normal or abnormal behavror of rhe

nodes lhrs classrficr was usmB the thrce matrrces to dlflerenlrate the bchavlor of the

nodes as PDER (Packet Delrvery Rano). PMOR (Packc( I\lodrficatlon Ratro) and PNIIR

(Packet Mrsroutc Ratro) It colleclcd the behavrors ofall nodes and then comPared 11 10

ccnarn threshold value (o valldatc the actlons clthcr thev were susplclotls or not SVNI

\\as accurale and cfflectlve ln classrficatlon and hcnce tmpro\'ed lt. but lacked thc

protectLon mcchanrsms as lt Nas non cncrlpuon based It had delals rn performance

\\ hrlc compulrng matnces \alues

I_'araz et al Ll9] descnbed the conservatron offlo* (CoF) \r1rh loss) channel ln \\lreles\

mcsh ncn\orls fhe) conducted thc e\perlments fbr ldcal cascs nnd the sccnarlos !rlth

the lossy channel by usrnS thc parameters as transttlon matrlx. sender and recctrer

matrrces dclay. channcl crror rate, number ofnodes and AODV protocol 'fhe thresholds

I.lehhlicdhon oJ thc Suiptctous Nocl. Ustnx L'nlupe^tvd Ledrhhg Tc. hh,qu. th ttANET 16
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0017o tor rdcal case and 20oZ for the worsl cascs \!erc used ln thts technlque The

c\penments werc usrng 8 and 12 \\lrcless nodes frnal resulls represcnled that rn ldcal

casc only 29i, and ln attackcd envlronmcnt lt ls 3?o _ 5% packcls are droppcd In [orst

cases packct dropptng ratc tncrcases for thc tolal number of thc packets transmrited rn

partrcular trme lnterval

Alper ct al[20] drscusscd to detect thc routers wlth tncorrect packet for$ardlng

bchavrors They descnbed the solutton by dlvldlng thls lssue ln to three sub problems as

characteflzlng the tralllc for dctectrng assarls, svnchronlTlng all lhe router\ and

gcneratlon of rcsponse afier Settlng dclectlon oi attacks Thcl also delcloped rhe

protocol as nt+t to detect the attacks and lt ls less costlv at lmplemcntatlon

Taha ct al [21] dcscobed thc falsrfied data rnlcctron at6ck ln multrple acccss relar

Netlrorks For detectlng the mtsbehavlng nodcs and removal ol'thelr false lnJectlons. fhe\

appended the traclng brls at thc sourcc ends but for the correctron of the rcsults they had

used the parl$ blts The relahonshrp e\plalncd b) them $as bet\\een thc traclng blts and

paflty brt for reducrng the dccodtng crrors and mattmtztng lhc performance of the

netuork under the falstfied dala tnjectlon atlacks and lts llnal slmulatlon results aqrees to

thrs fact

Rajendra e1 al [22] drscussed lhe quanlrlallve anal]sls of falsc posltl\e and rts effecr on

monltorlng bascd lntruston dctecltons for moblle adhoc net\lorks The\ le'lfied thc

expenmental outcomcs of the lncrcased number of the falsc poslllves b] Markov and

probabrlrstrc models But these rcsults could no1 be srmulated b1 an) of the adho!

nc[vork srmulators as NS-2. OPNE I and Glomosrm etc For thts. the] had rmplcmentcd

the CEv nolse generator model ln Glomoslm thal correctl) \'lsuallTcd the falsc postttve

effects on nctuork It sufferred from the overhcad and the dcSradatlon ofthe nct\\ork

throughput

Elhadr et al [2]] proposed a ncw Intruslon Detcctron System (lDS) named as Enhanted

Adaphve Acknowlcdgement (EAACK) for lhe Protectron of the mobtlc adhoc nel\\ork

EAACK comprlsed of thrce components as acknotYledgemcnt (ACK). secure

acknonledgcment (S-ACK) and mrsbehavtor rcport authcntrcatton (MILA) Thrs \\as

Idehnlcato olthe S6rrctuui Node 6ng Un r.n^c.l LLdrntnqTL'hnryR th iu]\'ET 17
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acknoNledgemcnt based scheme bul tt \!as lncorporafcd \\lth dlgltal slSnatures Io

cxclude assallers from forgrng acknowlcdgcment packets In neNork Throu8h

Srmulatlons rt was proved that lt could bc good for detectrng thc packct dropprng aftack\

bur lr has the overhcad ln netuork \\hrle computaTron ofthe DSA and RSA slSnature\

valucs for vearficatlon

lssa et al [24] devcloped a protocol as stealth] attacks and therr delecuon ald

counterneasures (SADEC) rn mobrle adhoc network They dcfincd that Srealthy attack5

was the group o[ power control. packet mrsroutlng, tdentlt] dclcgatron and colludlng

collrsron Thel had used nvo strategles as first for reduclng stealthy Packet dropprng br

consrdeflng somc guard nodes and second for detectron of the po$er control. Idenllt\

delegatron and colludrng colllslon allacks b) usrng addltronal nclghbour nodcs 11 sho$cd

that lr \\Bs bettcr than lts prevlous methodology as Baselme Local Monltorlng (BLM) but

rr was lackrng b) somc of lts facts as lts guard nodes mlghl be replaced b) a mtsbehallng

nodes b)' strong altacl.rs groups

In []51 authors prcscn(ed a scheme "A Vcclor Model ofTrust for dcveloplng Trusluorth\

system" Thrs Modcl was concemed \\rlh vanous degrees oftrusl and dlslrusl uslng thc

parameters e\pcrrcncc. knouledge and rccommendatrons The) had also lnvestlgated and

compared d)namrc nature of trust In [36]. thls Model Nas c\tcnded to detect thc

susprclous nodes rn MANETS

Jrang-Nfing et al[40] rnvestrgatcd the Cooperatron Bart Dclectron Scheme{CBDS) to

dctcct collaboratrve altacks In thls schcme thcy used three phases lbr attractlng lhc

athckers Flrst phasc rntroduced the balt RREQ'paclet to gsln attractlon ofthe msltctou\

nodes by sendrng the first response to source RREQ pacLet Whrlc sccond phasc \\rs

conccmed wlth lhe reverse kaclng program by uslng the trusl set and doubll!rl

lnlormatron sct ofthe node rrl an] actllc path for the accurate dctccuon ofthc susptctous

routc rn nen\orl lhrrd phase consrsted ofthc dlnamlc threshold that \\as lnltlall) sel to

90o,o and \afles bet\vcen 85o,o to 95o,o Frrs!two phases uses the proaclrle defense \\'hrle

the last phase uscs thc reactrve dcfcnsc Thrs scheme ls lurlher compared to 2 CK

BFTR and srmplc DSR and tt had better pcrlbrmance ratro ln tcrm\ of the throughput and

packct delr!er]' rallo matfl ces

Identtli.attoh althc StiptLtou! Node Usng L'Dryen:s.d l[drntngTechntq ct^rl4\'ET I8



2.2.4 COMPARISON MATRIX

'fable 2 I summanzcs the lrmrtatrons ofall the techntques addressed prcvlousl)

Rafcrcncc

No.

Algonthms

Dcvclop.d\Tcchniqucs

AFM and PvM

algorlthms

CDBS Scheme

ChannelA$'are

Detectlon Algoflthm

Behavroral approach

for Gralhole usrng

SVM

low detectlon

O!erhcad tn

classlficallon

I)re\Ybrck

AI based

gralhole

dctcctlon

technrques

Rouhng

Overhead and

Avcragc cnd to

end delal

Avords senstng

mechanrsms tn

attacked

cnvrronment

l.ow detectron

Compulatronalh

lllbrrd

Patel ct

all23l

SuJatha et

al[39]

Lcamrng and

Adaptatron Algoflthms

SVM classtficatlon

Algoflthm

Meenakshr

et al I l8]

D\ namrc
BANBAD

Jran-Mtng

et al[40]
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Monlta et

alll l

IDS usrng Fuzzy logrc

Avords senstng

mcchanrsms tn

attacl,ed

envtronment

Devu el al

I7l

Sta c Channel Arare

Dctectron Algorrthm

Peng et al

ll6l

Statlc

Dl namtc

GBCHD Dela)'s due to

ad!crtlscmcnt

rn fo

lLzbullah

et al U7l

Qrang ct

al [6]

Devu cl al

t7t

Get

al Ill

B*,t 
"r

al[]71

Elhadr et

al[231

T\prcal Dctectron

Tcchnlques

AoDV \\lth optrmal o (omputatton

parh routrnB and Hdsh overhead

algorrthm . Delals duc

ro ACK

Algoflthms for Attack Increased

rnformauon collectron (o.t{lrmc anJ

and Dctecuon altemattle

, af,onn"trl

Channel A\\'are

Detectron Algorlthm

Avords senstng

mechantsms tn

attacled

envtronmenl

I,,ca"ascs

routrng

overhcad

Congregatlon

Ihrcshold

romPIe\lt)

Ore.h.rl .
comPutatron

Algorrthm Gralhole

Aggregatron  lgonthm

RSA and DSA

algoflthms

Table 2 I Algorlthms\Technrques and thcrr dra\lbacks

tdentiiLdrcn othe Su'pitor\ Nod. Utns L'^upcn\eJ laur ryTe.hnlque 'n 
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2.3 SUMMARY

Alrer the detarl drscussron ofthc ltlcrature rcvtc*. Ir shows thal a lol of\ork has alrcad\

done for thc delectron of blacl holc and gral holc atlacl' ln \\ lrelcss scn\or nctNorL and

also there arc some on MANEfs We concluded that Al based Cralhole detcclron

approaches are tntclllEcnt attack detectlon lechnrques because the) had focused on lhc

degrce of attack tnstcad of the speclfic srattc or dlnamrc threshold Blac[' hole dctccllon

\\as morc eas) as compared to gra] holc dercctton and rls ldenlrficatlon Procedurc

because tl ls a sma( attacker as comparcd lo blacl holc No\\ \\'c Ncrc requtrtng a ncrr

and fulll fcatured scheme as for dcalrng and handhng \\rth the sma( attacker and \\c

alreadl lncu thal ll \\as droPPtng packcts selectl\cl) It was sta)lng ln the nct\!or[ lor

long trme and leq complcx lo dctect and rdentlfy lhan the olhcr attacks Man)

technrques proposcd ln lltcrature. \\cre not sumclent lo handle thls klnd of attacl'

lJ.nhfi.dtbn ol th. StsPtcrcur Node IJlry LtLetP.^Led L.lrhhqT"hnqrc n '\14\'87 lt



Chopter 3 Reounen?hl Ahdltttt

CHAPTER 3

REQUIREMENT ANALYSIS
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3.I INTRODUCTION

MANIII rsa *rrcless nctwork and lt lscomblnatlon of mo\'lng dcvlces {15] It pcrlorms

a laflct) of functlons ltke packct sendlng. .outlng. deplolrng nctsork and lts scr!lccs

and transmrssron betueen movlng devlces Many proactl!c and reactlve roullng

protocols as Dynamtc Source Routlng (DSR). Desllnatlon Sequcnced f)lslancc Vector

(DSDV). Ad-hoc on Dcmand Drstance Veclor (AODV) and OPtrmrzed ['rnk Stalc

Routrng (OLSR) prorocols are used for rot-rte dtscolert and dala lransmtsston tn

ner\orlll Tl tach rnlcrmcdratc node In thc nen\ork fon\ards (hc dala and control

packets Io other nodes but most ad hoc routlng protocols are not \ccure agalnsl malrclous

auacks as thc) arc rel)lng on lmpllclt trust nelShbors'relatlonshlps Some fcchnlqucs

[I8] are necdcd lo protect MNAE I from thc Attackers for rherr prercntron. dctectton anrl

propcr rcsponsc These melhods arc avallablllty of net\Yorl. lntegrlt) of packets- and lls

conlldcntralrt! and users authcnllcrtron [18] l\lultrple solulrons are prcscnted b1 thc

researcher to protecl MANET but the) arc not sufficlenl and rt rs nccded lo delelop a

nc\r securc stralegy for rts safely measures

ln thrs chapter, \!e \\rll drscuss the rcqulrcmenl anal)sls of our \\ork Herc \\e !\lll

descrrbc common nctwork attacks rn scctron 3 2 ln scctlon I3 rve $rll erplarn problcm

Definrtron. focus of research Tvould bc drscusscd ln J 4 and ln scctlon 3 5 \\' \\lll

concludc the Nholc In summar)

3.1.1 MANET Attacks

MANbI\ 2l[29] are suffered tiom a lot of altacks lhat arc dlfllcult to dclcct r\

compared to rnfraslructurc net\\orks MANEfs attacls falls lnto I\\o broad catcgorles

The) are based on source of attacl as lnlcmal and c)\(emal altackcr and also kno'*n as

actl\c and passrve atlacker as sho\\n rn figurc 3 I Passlvc allacks are behavtoral attacks

thal do not drsturb normal communrcatlon oflhe nct\\ork as lt alNals sccretl) o\erhcah

to thc nelNork tramc \\'hcre as cctrve lttacl dlsrupt all lhe acll\'e performancc of thc

Ll.ntthcdtbn of th. \utPt rd n'otl. L/\nE L Llrqc^&tl horn,nA TeLhnry L n tl l'\Ll tl
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Frgurel I Manet Altacks[2g]

Thesc are some actrvc and passl!e attacks lhat are takcn lrom th' lllcraturc shrch are

cxplored rn dctall tn lhls Phase

3.I.I.I ACTIVE ATTACKS

N{ANl_- I acuvc attacls are drscusscd below ln dehll as gra]hole blaclholc lnlormalron

drsclosure and routlng attacks

I GRAYHOLE ATTACKS

Thcse altacks occur at thc nclt\orl la)cr as lt ls actllc In nature I29l Il lntenllonall)

losses some or man) packcts to dcstroy thc performance ofnet\\ork laycr lt \\orls tn nro

sragcs Flrstly rt prctcnds that lt has the frcsh route to thc destlnatlon and \lolate thc

AODV roullng prolocol mcchanlsm Secondll. \\hcn lt gels success from thc first stcp rl

he8lns to lose packets lhat lt rcccr\es trom thc sourcc node ll drops packct al ce(arn

lntcrvals duc to lts sclccllve dropplng nalurc lt rs dltljcult to locate It often behalcr as a

normal node but for somc rnlervals ofthc trme lt changes lls bcha!lor to susplclous nodc

It reduccs the \anclt'of the matrlces In nclworl as Pcrforrnancc paclet dclr\er\ ralc

end-to-end dcla) and packct drop ratc [29]

2{ilendicdltoh ol the \bpLlort No,te Llna L'^'tP.^r\ed tzortuns T'chn'qu 
'n 
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. BLACKHOLE ATTACKS

The Attacker node [7] galn acccss lo nct$ork ln thts casc b) \'lolallng the slandards

follolred b! the routlng protocols and drops both data and conlrol packets For (hc

pa(lcrpatron In thc ncl\\'ork ln casc of lhc AODV routlng Protocol ( lnlltalcs lhe roulc

request mechanrsm Io lts desllnatlon lhrough lntcrmedlale nodc \\lth lts speclfic sequcnLc

number lfthe rnlermedlatc nodcs arc not destlnatrons thc\'Nlll broadcast lt agarn to lhc

orher nodesuntrlthe dcsttnallon rs reached Now the dcstlnatlon Nlll scnd lhe roule repl)

to the source b) uslng thc roule to the lntcrmedlatc nodes b) upgradlng thc \ourcc

sequence numbcr lfdurlng the RRI Q (lmc an) lntermcdlale node send the repll to thc

sourcc b) usrng thc desllnatlon scquence number elthcr equal or greater to shot\'lhat rl rs

destrnatron Thc actual path bcl\reen the sourcc and dcstlnatlon could bc lost t\here llnl

crror messages could be orlglnatcd for the source node lntermedlale nodc could bc thc

susprclous and can dcstroy all of lts packets as lt ls thc black hole altacllng nodc nalurc

[7] lts mechanrsm ts descrtbcd tn figure 3 2 Attacker nodc ha\c mlnlmum hop drstancc

and tt can causc to destroy packets

- -RR llL -

-R 
Rl q-

tlgurc I 2 Blac\ holc Afiacter R.prcscnLarronl9l
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INFORMATION DISCLOSURE ATTACKS

Assarlers tr! to gatn par(lcrpatlon rn

archrtccture lalout, dlspersed arcas

[3 tl

nctrrorl to acccss secrel and nccessar\ data aboul ttr

of nodes and rls most updated routes !o e\Plorl lhcm

. ROUTING ATTACKS

I'hese are network laler attacls Hcre nodes connect to other nodcs tn thelr cnvtronment

andthclrconnecllonlsbascdonmuluallrustlocachothcrvanousaltacIlnSpartlcs.l.ir.'t

breaks the protocols sPcclllcd rulcs to panlclpalc ln the ne!*ork so the\ could be ablc to

olerhcar the net$ork lransmlsslon. add lhelr o\Yn packets elc for lhelr purposes N{o5ll)

ad\'crsancs definc roullng loops. congestlon ln net\\ork and channel conlentlon aI ccrlaln

places to make poor effic'enc)'I30]

3.I.I.2 PASSIVE ATTACKS

. EAVESDROPPING

To ovcrhcar nct\\ork communlcatlon ls ea\'esdropplng Il ls unaulhonled acccss o[lhc

sendcr's packcts and use them for Illegal alms and objcctr\'s As thc nodcs rn lhc

nct\\ork rcl) on tnfraslructurelcss mcdlum So assallers could rcad lhelr messagcs or scnd

the bogus paclcts tn thcrr placcs to thc transmlsslon [32]

r SPOoFING

Attackers masqucrade by havlng thc IP of another node and sct" all thc packcts lncllncd

to thc actual nodc Thts type ofthe mtsbehavlor happened ln the nct$ork to qalhcr drlJ

and attackrng nodc ma) lntroduce othcr severe assalls uslng thrs lhrs krnd ol thc nodc

ma) bc a part of man) route and cause a scrrous damage [32] frgure I3 sho\\\ th'

mechanlsm ofthe sPoofcd llnI

l6
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Frgur. I I Spoofing Alrrcls and Conncc'rons[91

. TRAFFIC ANALYSIS

To access lhe nct\lork tnformatton durlng transmlsslon ln a Passr\e modc and lhclr

NorkrnS and responsrbrlrtrcs ts lraffic anal)sls [32]

. TRAFFIC MONITORING

Thrs rs not speclficd to Mobrle Adhoc Net\\ork, several net!\orks arc also suffcred Irom

rhls as cellular. satcllrte and wtrcless local area net\\orks It rs launched lo acccss lhc

nctwork uscrs and lhelr dutres related tnformatton to cause man) other mrsbehavlors Ii2]

3.2 PROBLEM DEFINITION

Gralhole allacls are onc of lhe most sophtstlcatcd and nccd complcx mechanlsm\ lo

detecr Ihc) are basrcall) the varratron oflhe blaclholc altacks tn rrhrch attackcr panrall)

drops somc packels I7l lhe allackcr node al*a)s lrles 10 bcha\c as a normal nodc but

for the vcrl small lnlcrval Il swttches lls normal behavlor and drops the packcts as thc

most valuablc rnformatton ofthe nct\ork To prcvenl. detcct and ellmlnata Ihls a(ack

\'anous solutrons are ctlcd tn thc Prc\lous lltcraturc but the) all ha\c [e* shoncomtn-es

t6lt1ltEltl2l Somc of thc technrques lacks the efllcrent delectron slratcgres ol thc

susprcrous nodcs rn thc net\rorl thafs \\h). thcy fall to present thc accuralc \olu(lon

\\hrle the rcst oflhe s(rategres Iack the unsupcrvlsed leamlng [8]

No\ hcrc, rn thls rcscarch work we have dcvcloped an algorrthm usrng conlc\t sensltl\c

HMNI for Cral'holc ldcnlrllcatron \!rlh thc hclp ol unsupervrsed lcarntng Although thr\

kb lncdtna afthe Sdptc'ati 
^'ode 
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rs thc latcst and the most effectlve approach to all the eustmg solutlons but lt also sullers

from somc drawbacks Frrst lt suffers from dynamrc memorl allocatlon Prohlcm

Sccondly wc are uslng the dynamtc threshold property to determrnc the t'alsc dctcctron

rauo so rhe attackers mlght be tflcd to modrf)'the threshold and could clarmcd to hrgher

falsc dctcclon ratc fhe authors are nol focuslng on lts solutlon at Ihls tlme

3.3 PROBLEM STATEMENT

"lf there are N numbers o[ nodes rn

bc u'cll behavrng c\ccpt onc that rs

paramctcr Y. hou can *e adlust

Cral'hole Node "

/ Identlficatlon ofthc Cra)holc nodc by

,/ Unsrable dynamlc threshold spccrfied

3.4 SUMMARY

a ncn\ork topolog) T and dll are assumcd lo

Cra)hole as M based on thc some lhrcshold

our hreshold to the rdentlficatron o{ lhat

usrng unsupen rsed leamrng

lcads to low delectlon rate

r RESEARCH OBJECTMS

Aller stud)rng the hterature and tts dccp analysls. \tc have formulated the problem Js

ho\! to rdentrl) the susplclous Gralhole node ln the MANET uslng unsuPenrsed learnlnS

approach Here. Ne Brll focus on the sman attacker tYhlch drop thc data on certarn tlme

,nlervals and \\e \rll drscuss ho\ to prevcnt rt from thc data loss l\'lANETs uses muhlplc

paths to send pa.kets 10 destlnatlons and susprcrous hops drop packets sccretl) al ccrtaln

lntcrvals lrom an1 hop and there are a lot ofdrfficultres to detect thcm Authcntrcatton

and acccss control mechanrsm to nctwork arc lackrng so netuork performance Is badl)

affected Technrques usrng thc supervrsed leamlng also requtres more prtor knoNledgc

tha( dccrcascs cfficrcnc) Reccntly. many securltY challenges and attacks occurrcd ln

MANEI because all nodes are rndependent and can communtcatc \\'rth each other !l.r

nerghbors or lntermedlatc nodes Normalll packet loss ls due to due to colllslon o.

congcstron Thc follo\!rng malor problcms arc found tn our case

Wc havc drscusscd thc problem on a spccrfic domarn ln past, thcre are a lol ol

mcthodologres used for descnblng dctectron. preventlon and ehmrnatlon of thc maltcroll\

18Id.ntthLatnn ol the Susplcrcus l;ode Uvnq L'kstpe.tB.d l-cdrntng Te.hnrylte tn tt,ltET
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nodes as grayhole aftacl,s MANETS pcrformancc $as degraded and tts QoS ls ilso

effected when legrtlmate node are trvlng to dcstro) lls packet f.om lnslde thc net\\orl So

thcre ls a need to devclop an arttficlall) lntcllrgcnt a secunty solutlon that *ould bc morc

actrve to overcome lhe c\rsttng and future MANE I'threats and rcduce false negattle rate

of the net\\ork

.a
-{

l-_
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4.I INTRODUCTION

\,! c have drscussed our problem alrcad) ln dctall ln prc\lous chapler No\ \\e ha\c

desrgned our solutron thal \Ylll bemore robust to overcome Sralholc attacks ln VIA\l I

It \!lll rdcnlll) thc susplctous node casllv bascd on rls learnlng approach lnd cert'rln

thrcshold \aluc ll has becn conducted lo de!clop the efTlcrent and more secllred stratcg)

rn Mobrle Adhoc Nctworks as thcy do not have fi\cd domaln and arc of \aDlng nalurc

Thcre are a man) sccurrty challenges lhat requlres a lol of concenlratlon Ior \\cll

[unctronrng So. urth the tlme. an lntelllEent and efficlent technlquc rs requrrcd lor

MANETs I'hrs chaptcr rs locused on detarlcd descrrplron ol thc proposcd melhodolog\

and rts requlremcnts for rts good functronalrtr

4.2 DESIGN REQUIREMENTS OF OUR SOLUTION

l"or cons(ructron of(hc rts deslgn rt has requlred the follotrlnS as beloN

. A ncttvork archtleclure for rcprescntlng lhe safe and sound cnltronmcnt for tls

rntcrprelatlon

. lt also needs an) form of learnrng for tralnrng as *c hare spccrficd unsupervrscrl

leamlng because lt has some advanGges over supervrsed lcarnrng

I'hcrc rs a nced lo sel rhc cfl'cctlve dynamrc threshold to mlnlmlTc thc Irlsc

ncgatr\e ratro and lo lmprove thc truc posltl!c rallo

. Il requlres trarnlng dala erthcr labclcd or unlabelled \\c have uscd herc rs numbcr

of packets and number of nodes\statcs or collecll\cl) we could sa) the lolal

amount of thc dala durlng lts processlng for matntatntng cach stalcoodc

probabrlrtl

4.3 REFERENCE ARCHITECHTURE

Ihc gralholc attacl's panrally drops thc packets ln certarn lrme rntervals that could

degradc thc performance of MANEI Ior tracklng thc behavlor the gra\ holcs \\e ha\c

used cs-HMM[{3] to model lls archltecture For Monltorlng thc paclet drop ratc \e h'1\c

uscd rhc conte\! scnsrllve stales\nodcs !ha( s[orcs the lnformatlon at eJch slale to adjust
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therr evaluatton rates 
-l'he conlc\t sensltlve statesvlodes have thelr oqn transltlon and

emrssron probabllltles al each node lo evaluate lhclr drop ratc

{.5 PROPOSED APPROACH

Thc proposed approach ls dcscrrbcd as under by followtng steps

{.5.I DESIGN

we ha!e dcvelopcd an llMM bascd Cralhole ldcntrficarron Algorrthm thal \trll follo\\

rhc dcsrgn lnthe ligure bclorr and lt starls \\'lth lhc lnltlal state probabllrt) 7r'=0 endthc

set of rts sent packcts'l,r'and droppcd pac|cts'b,r'for calculatlng lts stalc lnlormatlon

Thc algoflthm ts dcscrrbed tn the end of thls chapler wlth tts functlonal casc stud] Our

proposed techntquc deslSn can bc cxprcssed as bclow

iuurc I i OcsUn OfThc ProPosed APproach

ltdd.n Mrrtot M.dcl

g((,thmrhE<hol+

D.cllE no& d rt'.t n h.s
crc.sd rh. thr.rlrold lI tr

lirc.dron Io orh.r ndr.t

ta,,,t,t;,on., ut*, s,'p',1,$ Nod. Ltshla L6uP'^\s'cl L'cdrn'ng Tcc hn'quc 
'4 
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It has started wlth the no(nat communlcatlon ofthe network. first the lnformatlon ofthe

network $rll be collccted for fcw mlnutes and then evaluatton of thc net\torl bc done b)

thc fon\ ard algorrthm and lt has used as the tralnlng data lor the t'uturc obseruatlons 'l hc

leamrng here rs unsupervrsed and ls done by algorlthm The packcl drop rate ofeach

node have been determlned from the first phasc and then the companson hale made lo

detcct thc most susprclous nodc by the algorlthm uslng dynamlc threshold Propert] The

anackcr have been rdentrfied accordlngly

,I.5.2 DESCRIPTION OF PROPOSED SCHEME

Thc proposed alBorrthm rs descrlbcd b) the folloqlng fundamental stePs m thls scenarlo

l We havc evaluated the cach nodc\state ln ne(\!orl' by the algorllhm under cs_

lllddcn Msrkov Model Its obscrved lnfomatlon have becn used as tralnrng dau

Trarnrng has based on thc t$o paramcters as stales\nodes and Packet droP ratlo

I. we have assumcd that source and desllnatlon are not susplclous because \\c arc

deallng wlth packet droP rate on each node and source has no data rccetltng

packets and destlnatlon has no data paclets sendlng to some nodcs durlng

communtcatlon along thc path Source only rcccl!es control packets and

de$lnatron has to send control packets only

llr. Each nodc '*tll be based on threc observatlons as sendlng packcts' rcrelYlng

packets and droppcd pac[ets respectlvcl]

iv. lhe most susptclous node detectlon done along the AODV protocol orlentcd path

rvrth thc mlnlmum hopcount b1 the Vrterbr algorlthm uslng thc Iollo\\lng

lermlnology as mentroned below.

a) We havc speclfied thc tlmlng for packet dropplng ratlo lt has been chccked al

the states processed at the scsslon tlmc and contlnucs trll thc sessron endtng

We arc usrng thc pcnodlc monrtorrng for thc nodes here

b) IfPacLet drop rate ls less than 2+RTTof thctotal sent pac[cts rtrsconsrde'ed

as normal node

Liehnlrcdtnh ofthc Susplclou! Na.lc Us tg UhYtP.^ 1P.] Led nt ng 7 eL hht'|rc th LU^'ET 33



c) lf the packel drop ts greater than or equal to 2*RTT loss olthe tolal scnl

packcts, lt rs gra)hole node

v. Once thc node rs speclfied as the grayhole. \\c have rdentrfied rt cs a Erayholc b)

uslng rts packel dropplng ratlo or average packet dropplng ratlo

{.5.3 TIIRESHOLD CALCULATION

If 'n' ts total ortgnated Packets for the dcstlnatlon and 'RTT' ls the round trlp

trme ofthe packets. threshold \\rll bc adlusted dynamrcally as In lts rnrtlal phasc

Threshold= 2*RTT

cnd ln rts subsequcnt network taansmlsslon phases lt \\lll updatcd automatlcall)

accordrng to the scenano Ifthe packct drop occurs tt\lce of the RTT then that

node ls consrdercd as grayhole nodc ofthe netlroak

4.5.{ MAPPING OF cs-IIMM ELEMENTS TO NETWORK ARCHITECHTURX

The mapprng ofthls model rs gtven as belou

cs-HMN{ -- Nctwork Archrtecture

cs-Trans(!on Varlables -__ Total packets sent\recleved

cs-Fmrssron Vanablcs -_ fotaldropped packcts

cs-States --- Set ofnodcs

csJ Ilddcn Statcs --- Source. Destlnallon

cs-Observed States _'- All lnlermedlatc Statcs lncludtng Susplcrous node

I 5.7 PROPOSED ALGORTIHM

our proposed Algorlthm ls usln8 cs-Illdden Nlarlov Model that Is uscd to detccl lhe

susprctous node from the MANET cs'llMM uses two stctes sets as hrddcn and

observable scl ofthc statcs \lhrch haYe becn alreadv descrlbed ln pre\lous toplc In thrs

technlque \\e have lntttally speclfied Nvo dynamrc proglammrng al8orlthms but whlle

(hnbt.t 1 \\stcn Drvek
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usrng wc have merged them to a srngle algonthm for the evaluatton and learnrng of thc

ner\lork and the ldentllicatron of the grayhole node from the netqork Thc alSorlthm ls

glven as undcr but l1 \\rll be erplarned rrrth an e\ample rn the subsequent toplc

, VARIABLES USED AND THEIR NOTATIONS

rnltral state probabllrtv: r,

sentlacket = a,

rectcred_Packets = b,r

Srales: SJ.

Trme t,

Toral rme T

fhrcshold Th

r PSEUDOCODE

, Phas. l: Inrtialuahoo phrsc

rnlt net$ork(),

rnrt paths0.

cuncntSrm'flmc = 0.

Th = 2*p(pt tDropRatc sr(t)).

Sr=0.

a,r = p(s,(t) s,(t-l))= 0.

bjr: p(vr(t) sj(t)) = 0.

). Phesc 2. fvrlurtroo .nd Lctrnrtrg

rYhlle(currcntSlmTlmc t= srm'lrmeTotal)

// countcr lbr all states\nodcs

,// countcr for trme

IdennliLotto ofthe S sfkb s 
^'odc 
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rf(SJ <: Sn && queue == empty0) // Sn -> lor final state

else

rf(p(pktDropRote sj()) < 'fh)

rrarn the netNorko,

It rs Normal Scenano.

AttackO ented Scenarro,

i Phasc 3r ldcnlrficrtrotr ofGrcyholc Nodc

rf (p(pktDropRate sr(0) > Th){

collcct datao.

calculate p(vr(t) s,(t)).

calculatc p(sr(r) sL(r-l )).

p(pktDropRare sr(r)) = [(p(sr(t)s,(t-l))-p(!r(r)s(t)))/p(sr(1)s(r-l))].

p(pcrcenlPktDropRate sr(0) : [(p(sr(t)ls,(t- I ) ) - p(v(r) sr(t)))'p(s (t)ls (l-l ))]

r(l/ t00).

collcct p(pktDropRate sr(t)).

currcntstmTrme++.

Sr++.

un l currentSlmTlme == srmTlmeTotal.

elsc

Monrtor(Nodes)

LocaTc p(pllDropRarc sr(t)XSusprcrousNodes).

t.!"nhf.dnah oJthe 1\r,tctous No.lc Usns L nrtpc.t\lc.l LedrnnsTc.hnlq e h lUl:tFT 35
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dctcct_ma\(p(pltDropRatelsy' t)))

ldenrry Grayholc(node).

l

, Trmc Compl.xity

Ihe ume complexrt) of thrs algonthm rs o(nr';. b1 consldertng rts set of nodcs ln the

neruork and rts recrcved plus scnt packets

4.6 WORI(NG OF OUR PROPOSED ALGORITHM: CASE STUDY

Let us take an examplc ofthe nenrork sccnano conslstlng ofthc l0 nodes whlch ha\e

bccn arrangcd rn a topology When lhe communlcatlon has started. protocol ls lnllratcd to

communrcate m the ncl*olk Our proposed Protocol ls AODV. rt has stancd the RRIQ

mcchanrsm from the randomly chosen source to the destlnatlon node fol the dlscovcr) of

the routes Durlng communlcatlon each node have malntalncd a routlng lable for

marntarnlng thc dcstrnatron address. nexl hop addrcss. desttnatton sequence number and

rhc 'l"fl(1'rme To Llve) value Thc RREQ mechantsm has broadcasled through lhc

nerghbour nodes rn thc nct$ork and when lt has reachcd to destlnatron and the RREI'

paclet has reverscd back to sourcc node along the path havlng mlnlmum hop count Ihe

path has be establlshcd between thcm and the source $lll sta( communlcatlon to the

destlnahon nodc

Frgure 4 2 AoDv Cornmunlcatron
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Here. *hen communtcatron has been estabhshed wrth the help o[ the AODV 
'outrng

protocol. the nefwork nodcs have marntarned the routlng lablc \\lth lts rnttrahzed valucs

afler thc communrcatron setup Norv lhe algorlthm have been trlggcred. the Inttlal path

have becn sclected \\lth the mlnlmum hop drstance alonB the first llcrotlon values ls r\

below. ulth the hrdden and obsencd states as below

Hrdden states = 1S.8. I Dl

Observable states = 11,2. l, 5. 6. 7)

No\\ the algoflthm has started and lt wrll calculate the probabllrlles ofall lhe values and 1!

wlll update lhc values durrng each lleratlon tlll the normal communlcatlon stops for fe\

mrnutes. r1s normal communlcatlon lvrll store lts data lor tralnlng of thc nclwork and

Nhcn the anack rvrll be acttvatcd lt wlll check all nodes pacLet drop Probabllttles and lt

Nrll compare therr drop ratto and average packet drop rotlo

lhc lirst lteratron rs sla(ed as grven bclotr wlth the Path

l'hls ls calculated from statc\nodc S '> statc\nodc 8

F0.

St=o

n1=0.

rccreved_Pkts : 1800,

Senl Pkts =2000.

totalSent_Pkts =2000.

p(packctDropRate) = 0 I

path : IS.8.1,D]

Now the second rteralron wlll be Elven as below

thrs rs calculated from state\nodc 8 -> statc\node 4

tLleknlLdtrun ol th! \usPlctaut Node L'sng t'Nul.nt\td Ledrntnq Tc c hnque Dt 'rl-1'\ ET



t=1.

Sr=1.

recrevcd-Pkts = 18000.

Sent Pkts = 20000.

lotalSent-Pkts = 20000.

p(packetDropRatc) = 0 l.

path : {S.E..1.D}

NoN thc thr.d ltcrahon ts gtven as bclow

thrs rs calculatcd from statc\node 4 -> statc\node D

St:2.

rccreved Pkts:18000.

Sent Pkts =14000,

totalSenl-Pkts = t8000,

p(packctDropRate) = 0 25

path: IS,8,4,D )

now loop has been termrnated hcrc

ThefinaltestmatnxhascalculatcdandrsstorcdbythealSorlthmlortheprobabtlrqol

packet droPped ratro along thc specrfied path ls grvcn rs below the traLnrng matrrces arc

nor menooned hcrc

Aentncnon ol n, susp.tort Nod. U'hs Ltnsupervtsed LedrnT Techntque h \l't\ET 39
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D

0l

D

0

025

0

0t

0

-0 99

I he matnx and compartsons made b) the vrterbl ln matrlx fo(n ls g1\en as belo\

ol\o
00 '\o o

025\0

D

Flerc. thc e\ecutlon has tcrmlnatcd successfull1 b)'the algorlthm and 
't 

hJs delected thc

mtr\rmum packcl drop b; compartng all thc dropped values of lhe nodes and thc nodc '1

ls susprcrous because It has droppcd above 2*RlT of the packet senl as shoun ln

matflces above

We have checLed lts packet drop ratlo at some lntervals ol llme on thc states l\'hrle

e\ecut,on Any state havlng the ma\ PacLet drop rctlo ls thc susplclous sta(c\nodc Inthrs

case let us sa1 nodc 4. rs susprctous and lve rTrll check lts Packet drop ratro rfat an1

lnrcnal of thc tlme lt ls Sreater than 2tR fT or c\actl) 2+RTT ol the scnt packcts then !\c

lould s,r) lt ts susptcLous lt could bc dctected b) the algorlthm At thc end the alEorlthm

wlll bc termlnated succcssfully Thls \!as our proposcd Algonthm \\orktng

-0 99
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4.7 SUMMARY

ln short. $e could summaflzc thc whole approach rn Just few words MANLI ls

lnfEstructureless and open to man) secuoly aucks as DOS a(acks Communlcatlon ln

MANET ls always dependant on Ils lntermedlatc nodcs cooPerallon So there mlght bc

more chances to the exrstence of the altacker nodes lleae. ue hate proPosed 3n

artrficrall]' lntellrgent solutron rn \\'hrch detectlon and ldenhficatlon ol the grllhole nodc

ls donc b! cs-HMM based Algorrthm It ts such a technlque that checks the susplclous

nodes packet drop probabllrt! at each state b) uslng tts sent. dropped and re(cl\ed packcl

observatrons on each node to determrne the packet drop ratto Basrcalll. gral hole node ts

a krnd ofthe attacker node that seleco\el) drop some packets at cerlaln lntenals \\lthout

foruardrng thcm to desttnatron node So tle have drsctrssed ho* to ellmlnate thLs node

and sare ne vork from the damage and loss of rts resources Wc hale used parametcrs to

pro\'c thrs research ln a good workrng stale

l.tent'licolon ol th. Stsptctor\ Node Ltsh4 LhsuP.--$..l Leurnt nA Tcc hntq ft tn \L1\ ET 41
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CHAPTER 5

IMPLEMENTATION
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5.I INTRODUCTION

ln our research work we are trylng to slmulate the gralholc attacks ln \\treless adhoc

network rn OMNeT++ As there are many srmutallon Iools used for deslSnlng the mohlle

adhoc netwo.ks (MANETs) I e. OPNET. Glomosrm and Network Srmulator (NS-2) etc '

but rle have used thc OMNeT++ \,erslon 3 3 for the slmulnllon of our \\ork and

!eflficatrons oI rls rcsults In thrs chnptcr *e have dlscussed thc testlng en\ lronmcnl ddta

flo* dragram and florv ofour proposcd schcme

5.2 oMIYET++

It rs a nct\\ork srmulator[33] used ior the llsuallTatlons ofdlscrcte cvcnts normall] for

telecommunrcatlon transmlsslons. protocol and queulng net\\orks s,mulallon' for

veflficatron of the hardware topologtes and therr workrng etc It (an bc uscd anlBherc

$'here dtscrete evenls and oblccr-orrented approach ls reasonablc Blocls of thc codes are

arranged rn the hrcrarchl Communtcatton bclwcen drfferent modules rs b) sendLng

pacLets to each othcr and PacLets structure oI dala could be compllcalcd Each modulc

forward packets to the recclvcr by already establlshed routc or thc llnl' through lt t-\er)

module depends on dtfferent pararnetcrs for thelr customlzcd actlons or the la)out ofthc

nenrorl All lunctronalrt; ofthe modules are codcd tn C plus plus

5.2.I HIERARCHICAL MODULES STRUCTURE

l'hc OfvlNe'f++ programs are composed are multlplc modulcs ln a hrerarchl I'op level rs

thc slstem block\module uhcre as lo\esl one ts the slmple module ln the order N{ostl)

srmplc modules conslsts of some algorlthms A modulc has more than one blocks Is thc

composrte module as shown rn figurc below

Frgure i I Modulcs Struclu.c[]31
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5.2.2 MODULE TYPES

The srmpte and compound modulcs are extcnded t'rom thc term module types When uscr

drscusses some frameworL or model, ( e\ptalns module qpcs that spcclfies the objecl or

rnstances ofthe compllcated modules Thc developer firstl] spccli the s)slem modulc

and all other srmple modulcs that are referred to lt as lts submodules Whcn users detine

that module type ls thc bulldtng block than slmPle or composlte modules are consrdercd

at thc samc level Developers are permlftcd lo drvrde stmplc module lnto lurthcr stmplc

and composttc to usc them as a slmple lt wtll not dtsturbs thc others peoplcs modulc

t)pcs

5.2.3 LINKS, MESSAGES AND GATES

Lrnks are used to connect a lelel of srnglc modules arranged tn hterarchtcal structurc

133] Thel can be used to connect t\\o submodules or the)' can bcused tbr connectron of

one submodules to a composlte module as shown rn figure belor, Gates provrdes (he

lntcrt'aces For lncomlng and otrtgolng pacl'ets\messages bet\\'cen all the modules ln r

s)slem Mcssages dcplct the packcts and frames ln the nel$ork communlcatton All

mcssagcs are travellcd through a consecutlve hnks callcd a route

Frgure 5 2 Lrnks and gatcs reprcscntatron[]ll

5.2.4 PACKET TRANSMISSION MODELING

Therearethreevartablesuscdforpsckctstravelllnglnnetworlforhelplngthenc\\

devclopers Bccausc the)'can be appllcable to dlfferent deslgrs and the) are blt crror rate

propagatlon dela) and data rate whcn the packels arrl\e through a lrnk are dclalcd b1

ce(aln lrmtts ofthc llme Is proPagallon delc) Blts are not tralelled accuratelv due to bad

t,t"*f,,.'r,,t *" s^t,"k,tt Not!. L\)hs L'NQe^\\"t lzdraths T'c hhtqre h \l'l\E7 44
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llnk quallty ara known as brt error rate Transfer ofpackets from one locatton to anothcr

rs data rate

5.3 THE ADHOC ON.DEMAND DISTANCE VECTOR ROUTING

(AODV) PROTOCOL

AODV [34] has not mcnlloned all thc hop-b]-hop paths durlng thc lnrlral sctup The) arc

onl)'rnvoked *henthcy are requlred lor communlcatlon ln net\\ork Paths are used onll

uhen thel are ncedcd c\cePt the)' are dlscarded from the net\\'ork lt starts r(rute

drscovcrl' procedure b! RREQ (route rcquest) and RREP (route reply) parametcrs

Scndcr sends RREQ mcssage ustng lntcrmedlate nodes RREQ message comprtscs of IP

address oi sendcr, cunen( sequence numbcr, destlnatlon IP Addrcss. dcstlnallon last

scqucnce number and broadcasl Id Il uscs nn8 search strcteg) tn rrhtch ln Nhrch hosl

asslgns a'frme to L,ve \aluc to lts Route Requcst at somc starllng polnt The resPonse of

lhe routc rcquest ts constdered to come to sender host ln that tlme perlod (as I-lL

asslgncd) otherwlse fie source sta(s cnother RREQ wlth lncremented TTL Ifrcsponse ls

found rn aTTL trme lrmlt lhen the PAth between sendcr and recel\ er rYlll bc orrented for a

sessron Thcy can communlcate 10 each othcr for tlmc specrfied earllcr b) them Il

scndcr host \\'alks away durlng ac1lve scsslon then (herc ls a necd to fon\ard RRtQ agaln

b) chooslng another path ln the net\\ork Ifsome lntermcdlate host along the path moves

a$a1 from rts orlglnal locatlon then host fiom the upstream tnltlates thc RERR (Routc

Error) message to lts prevlous hosts to lnform scnders After recetvlng lhat Roule Lnor

sourcc ends the transmlsston along that speclfic path and lnltlates thc ne\\ route for Route

Requcst Ptocedure lor further communrcatlon [3-{] Thc dala floN dragram ol [{oute

Request and Route Reply processrng ls sho*n rn figurc 5 3

5.3 I DATA FLO\\' DIAGRAM

AODV datc 1lor,' dragram ls descrrbed b) the figure 5 3
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Frgurc 5 3 AODV control mechanrsm for RRIQ and RR-b-P[]41

5.5 SUMMARY

ln chapter Ne have dlscussed the OMNCT++. rls features and olher GraPhrcal I \.r

lnterface detarls The data flow drapram o[our AODV protocol has bcen dLscussed wrth

lts paramcters At thc end. control ofthc proposed System rs also drscussed to show the

funchonallty of the scheme *rth the AODV rourng protocol ln the ne\l chapler \\e $ lll

show dr{Icrcnt test cases for the cvaluatron of thrs approach
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CHAPTER 6:

TESTING AND PERFOR]\{ANCE EVALUATION
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6.I INTRODUCTION

In thrs chapler ue ha!e dlscussed the srmuLatlon scenarlos ofthe presented approach u'c

have spectfied the slmulatton parameters and lts envlronmenl (hard\\arc spcclficatlons

and soft*arc both) on \\hlch lt ls tested Two test cases are presented wlth dllTercnl

srmulalron trmes to show thelr functtonallty under ldcal and attack orlented sltualrons At

thc end the comparlson ofthe technlquc \\lll be conductcd to sho\r achlevemcnts and

bcncllts ofthrs schemc

6.2 SIMULATION SCENARIOS AI\'D TESTING EN!'IRONMENT

It rs descrrbed as below uslng drffercnt set oftopologles

6.2 I TEST SYSTEM

Proccssor: Intel(R) Corc(]'M) r5-2a50M CPU agr2 50 2 50 Gtlz

RAM: 6 0 GB

Systcm typ.: 6.+-brt OS

6.2.2 OPERATING SYSTEM AND SIMI]LATION TOOLS

OS: WlndoNs 7l{ome Premrum

Tools: Vrsual C++ 200E ard OMNeT++ 3 3

6.3 SIMULATION SCENARIOS

forlhe rmplcmcntaron of thc Grayhole attacls rn MANEI ue hare used OMN.T'-

versron 3 3[33] slmulator for the testrng and valldatlon of the slmulatton scenarlos and

therr results crther our developed Algorrthm ts workrng accordtng to our requlrements or

not I esung our rnputs. we have lmplemcnted slmulatlons for tr\o net$orl topologles In

Ilrst. ue have used 8 and I2 nodes nct$ork and dtd not srmulate an)'8ra)hole attack hut

rn second rve agaln use same topologtes and tnttlate gra)hole altacks and hence \\e

concluded thc final outcomes oflhe srmulatron sccnaflos Our rescarch ls based on lhese

mc1flcs as packet senI, recelved. packet drop ratc and throughput for rdentrficatron o1'

grayholc node tn the absence or extstcnce ofa(acl

IdekttliLunoh ol th. Susptcrcur NoLl. Lstng Uniup.nBed L.lnthg Technitu. tz rLt\ET 4a
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6.J.I SIMULATION PARAMETERS

Our slmutatlon envlronmen[ conlalns thc nodes as 8 to l2 ln each topologl We hare

consrdered the Eorld slzc as an arca of 250*250m The slmulallon trme spcclfied lor

these scenanos arc 30 mrnutes The parameters ofthls slmulatton are sho*n rn Table 6 I

The topolog)'wlll be mesh and stahc consrdcred rn allcases

Num ofNodes 8, I:,20 (mesh and stalrc

250*250m

Protocol used AODV Roulrn Prolocol

2Mb

6.4 PER-FORMANCE AND EVALUATION

Thc tcstrng and valrdatlon of thc s)stcm rs proved through the slmulatlon of lhe thrce

lopologles as 8 nodes. l2 nodes and 20 nodes mentoncd belo$

6.^I.TTEST CASES AND COI\IPARISON RESULTS OF 8 NODE TOPOLOCY

lhe frgure 6 I sho\\s the 8 node slatrc and partralll connected mcsh topolog] \rtth (hc

statlooarv mobllll) model Thls topologl r,rrll be used for testrng the cffe!h\cness olthc

proposed tcchnrquc uslng the throughput. packct drop rate. overhead and numbcr of

sources matnces

Num ofSusorcrous Nodes

Srmulatlon Wo.ld Srzc

Packcl Srze

Wrrcless Standard Soecrfied

Data Ratc Uscd

Trafllc Load
Table6 I Ndwork Parameters[8]

Idcntficaton ol the trjpk t o s l\ od. L'stnq LIBupe^,se.l ko lkg T..hntqu. tn \l,ll\'EI
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Hostl3l

orr[61
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{D.6o
mobilcH6{dl

Frgurc 6 I 8 Nodcs Strtrc And Mcsh Topology

6.{.2 I TESTS AND COMPARISONS RESULTS FOR THTOUGHPUT

Thrs ls a topolog) of 8 statlc nodes ln partlally connected mesh laloul to lest thc

throughput ofthe proposed solutron The mobrlrry model used here rs sfatroncrl mobrlrtl

rn \,hrch nodes are on fircd posltlons and do not move usrng an) speed l'he thtoughput

of thrs technrque rs about 25 o% berter than the prelrous lrlc SFAM m both attack and

normal cases as shown rn figure 6 2

-c, 
I{\t\l {h no rrrlll

SFr.\l'{hnctrJ

SDd:nonTmdlnn FE^ hobLt\.n\r6m.nrr

l-rEurc b : t hroughpul Venes Mobrl'ty tn Case ofl NodiSrrrrc Me<h I opolog1

ldeht4itdtrcn ofthe SusptLtots Node LlenA L6upe^t!.d Learnng Te.hnqu. 
'h 

]t1\'ET 50
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6,{.I.2 TESTS AND COMPARISONS RESULTS FOR PACKET DROP RATE

Hcre the topolog) and rts arrangement ls consldercd lhe samc such as ln pre\lous onc

The paclet drop ratc of thls tcchnrque ls 159lo better than the pre!tou\ as rl uses the drop

rate rhreshold rs 2*RTT lts detcctron rate ls also more bcttea than the prevtous techntque

Frgurc 6 3 shous the packet drop rate ofthts approach and prevrous approach In both

cascs \\rth attack and u lthoul attack consrdered

l:lJ)6-l
-\..od. D.,sr,]n l Srriion.\ llob'!t! Errrom.d,

F_Lgurc 6 3 Packct Drop Ratc Verses Mobrhl] ln 8 N"odc 'l opolog]

6..I.T.3 TESTS AN'D COMPARISONS RXSULTS FOR OVERIIEAD

lhrs topolog) rs ofstatrc 8 nodes rn partlallv connected mesh la)'out ustng lhe stattonirr\

mobtllq model In thrs technrquc. $c ha\'c used perrodlc monrtortng and unsupentsed

leamrng to reducc oveahcad and they mlnlmrzcd the olcrhead up to 880,0 and lt ls the

rmproved and latest technrque to the prevror.rs to handle grayhole artccks etTecttlell fhc

figurc 6 4 shorvs rts results both ln normal case sccnano and rrs attack ortcnred scenarlo\

fhe figurc 6 4 also gl!es thc compaflson dctalls to lts prevlous approach

l.l.ht,JiLoltah ofthe Sulpt.taus Nodc LtenC Unsupe tsed l..urnng Te.hn,q e h 11,1,\'ET 5l
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Frgurc 6 4 Olerhcad In Casc Of 8 Statrc Mcsh TopoLogy

6.4.1.4 TESTS AND COMPARISONS RESULTS FOR NUMBER OF SOURCES

Thrs Frgure 6 5 shows us the numbcr ofsourccs traccd out du ng thc srmulatlon ?\s. ln

our case sources marntarned the susplcrous node enrles for thetr f'uture prevenlron In

normal case scenarro source onl) changes whcn tt finlshes lts transmrssron othcr$lsc rt

does change but ln anack oflented cases lt can change \\'hen some lmk break occurs.

when ma\rmum ofthe packers are tlmcd out or due to medlum access colllsrons rn our

case So thrs figure shows that thcrc aae maxlmum numbeas of sources rn allac[ oncntcd

scenaflo ralher lhan normal scenaflo and rt rs the best detecllon and pre!entlon technrquc

50"

30".

----.i-H\l\l$Ih anrcl
+ci,H\I\l rrhour rtr.ck

t3a567a
\6d.D.tur\

Frgure65 NumbcrOlSource For Stalc Mcsh 8 Nodes lopologl

ArntAehan olthe sNjptcn$ Node L'sthg Uatupe^6ed Ledntng Techntquc n ltl,lNLT il
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6.4.2 TEST CASES AND COMPARTSON RESULTS OF I2 NODE TOPOLOGY

1'he Frgure 6 6 sho\rs the l2 node statrc and panlally connectcd mcsh toPolog)' wlth thc

statronar) mobllrty model Thrs topology wlll also be uscd firr testrng the proposed

technlque usrng the throughput. packet drop ra!c. overhead and number of sourccs

matrlces

mob eH ostltl$obilcH osr[21

Frgurc 6 6 Networl fopolog] Of l2 Nodcs In Slatrc And Mesh La)oul

6.{.2.I TESTS AND COMPARISONS RESULTS FOR THTOUGHPTIT

Thrs rs topotoS) of 12 statrc nodcs ln partrally connectcd mesh lalout l'hc mobrlrt\

model used here rs statronary moblllty In whLch nodes are on fi\cd posltlons and do not

move usrng any specd The throughput of thrs technlquc ls +9'o better than thc pre\rous

hle SFAM rn both attack and normalcases as sho*n tn figure 6 7

ld.nt1/i.dttan ol the snsPt.taut Nod! Uttzg Unturyl\tte.l IPat nnA T.ch q entll\\E7 5l
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6..I.2,2 TT]STS AND COMPAR]SONS RESULTS FOR PACKET DROP RA.TE

llere the topolog] and tts anangemcnt ls consldered the same The Pac[et drop rate of

thrs tcchntque rs 200/0 hetter than then (he Prevlous as l! uscs thc drop rate thrcshold ls

2'R1'T So lts dctectlon mtc ls more better than the prevlotrs technlque Flgurc 6 8 shoNs

the packet drop rate o[th1s approach and prevlous approach ln both cascs Nlth altacl and

\\rthout altacI consldered

7C..

5Ci"

c) lL\!\IN&

---SFr\l nlhour

<-.' Il\Al{nhout

t

Frgurc 6 8

114 5 E r ! 910 11 13

\od.Dsniln 1srttrs V.b'Ih IrEom{tl

Packct Drop Rale vcrses Mobrhlr- Of l2 Nodes Slalrc Aod Mesh IopoloS)

AenfilLdtton otthe Su\pt.tort Notle L'snt UBuP6tscd l2urnngT..hntque th M'lNE7 5.1
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6.,1.2.3 TESTS AND COMPARISONS RESULTS FOR OvERHEAD

The topology ,s agarn of statrc 12 nodes rn parttall) connccted mesh lashlon uslng fie

stahonary moblllty modct In thls technlque perlodlc monltorlng and unsuperr'tsed

leamrng has bcen uscd to reduce orerhead and they havc mlnlmlzed thc overhead up !o

860/o and rt ls the lmproved and latcst technlque to thc prevlous to handlc gra)holc attacks

cffectrvcll The figure 69 shows lts results both ln norrnal case scenano and tfs attack

oflented sccnaflos The figurc 69 also glvcs thc compar,son detalls to lts prcvtotts

approach

80,

lc,,

1C'

- 
SJr\l nrh rc ina.I

.rH\[lsrth no

-+SF{l \1th:lr.J

-+c:,t L\Isrth.fi.cl

5678
Nod. DlrEt\

91C11

Fr gure 6 9 o\erhead Of Thc Nct$ork I lnode Sratrc And Mesh TopoloB\

6..I.2.{ TESTS AND COMPARISONS RESULTS FOR NUMBER OF SOURCES

I{ere thc topology and the layout ls agaln the same rle have traced out the numher ot

sources foa the topology throughout the slmulatron because the! malntaln the attackcr

node lnformatton fbr thelr firture preventlon In normal case sccnarlo source node onl\

ehanges when rts finrshes lts transmlsslon But ln attack orlented scenarlos lt changes

because of the Irnk breaks, trmeout of the ma\lmum packels or medlum acccss colhsrons

rn our casc so ln attacks orlented scenarlo *e traced out the ma\lmum numbcr of thc

sources fo. the actrvc and accura[e detectlon ofthe attacks Flgurc 6 l0 sho!\s lhe numhe'

ofsources trackcd out ln both normaland attack orlented scenarlos

tlentiiLutbh ol th. Sutptclo rNadt Usthg UnsuPcrtse.t k.1tkthsTcchnLq etntt1\'ET 55
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I'rgurc 6 lO Number ofSources ol l2 nodcs statrc and mesh loPolog\

6..I.2 TEST CASES AND COMPARJSON RESULTS OF 20 NODE TOPOLOG\'

lhe FrBUrc 6ll sho$s the 20 nodcs stahc and partrally connccted mesh topologl rrrtll

the stauonar) mobrllt) model Thls topolog) wrll also be used for tcstlng the proposcd

technlque usrng the samc matrlces such as throughput, packcl drop rate. ovcrhcad and

number of sourccs ctc

Frgurc 6 I I 20 Nodes Struc And Mesh I opoloS)

!214

12t moollir[[s;ryUo.rtrt sl

drtsl \ rl-aco
orttlEl moutaHostlol

I,Jentii.dttoh oj th. Susttctots Node Ustng Uh|ryen6ed Lcot n ng Techntquc tn t{4\'LT
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6.,t 3.1 TESTS AND COMPARISONS RESULTS FOR THTOUGHPUT

Thls figure 6 !2 shous comparlsons ofthe lhroughput o[1hls approach to the pre!lous

spproach rn both normal and worst case scenarlos fhls apploach has the hlghcst Pacl'.c!

delrverv ratlo than the prevlous technlque becausc lt Is 0slng the thrcshold 2*R'f]

1:l

-.. 
tn|\lsr$od n:.1

Sf $l "rn.ui rta(t

__*tJ- . -

r s 6 7 t r 10r111rl1:151617lt1!lC?11223?r2t2617:r29lC
SEnjL@n T@d1n n:uoo\ hobfrr\ . romor)

I'rpure 6 I2 Throughput Vcrses Mobrlrty Ot20 Nodes ln Statronar] Moblllt) Lnvrronme

6.{.3 2 TESTS AND COMPARISONS RESULTS FOR PACKET DROP RATE

The net$ork topology htrs cxtended to 20 nodc lvlth the same mobtllty cnvlronmcnt and

the topolog] ls also statrc herc Ihc packer drop ratc ls less than the pre\'lous In normal

and ln attacl oflented cases As the threshold rs 2+RI-[ so lts packets drop rate 10 the

mobrlrty rs less and rt rs efficrent to the prevrous technlquc Flgure 613 sho\\s rhe packel

drop rate otthrs proposcd approach to the prevrous SFAM

lY -ry-
\ir. D.M, ln r n:mM] \hbin tntaomdl

Frgure 6 ll Pac[er Drop Ratc verses Moblllty of20 Nodes Slahc And Mcsh Topolog]

I.rc hhlicdtbh ol the S sptcrrd N o,l. Usns UntuPen 
'scd 
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6 J.3.3 TESTS AND COMPARISONS RESULTS FOR OVERHEAD

t he figure 6 14 sho*s the Ovcrhead of thrs approach to the prevlous approach as lt ls

sho!vrng rcduced overhead to the prevlous one because In thls \\e ha\c used unsuper\'lsed

learnlng tcchnlque to avotd ercesstve overhcad durtng attackers and *hen lhere arc no

attackcrs are Prescnl ln the svstem

6C--

50,.

c.

-sF{\t 
ld1our l r'

-+- S!{\{ "rth zclr.

+ c5-E\l\l$Ih rcu\.

,r.,rra,,,arn,a1t 3t 55 7 910 11 12r

Lgure 6 14 O\e.head ln 20 Nodes Stahc And Mcsh Topolog)

6..I.3,1 TESTS AND COMPARISONS RESULTS FOR NUMBER OF SOURCES

lhrs frgure 6 l5 shows the number ofsources lbr eflictent detcctlon ofthc attack ln lhls

envrrooment wrth lhc statlonaD moblllty In normal casc lt represents that there arc no

mote sourccs as comPaled to the aftack onentcd casc because ln normal case' thcre are no

attackers and more paclcts are no! ]os! but ln altack orlentcd casc morc sourccs are

requrred to detect the aflacker nodcs so thts Is the be$ monltorlnS and prevenllnS

technrque for grayholes

Ll-,,,f.,,*,, ,[,h" \',i,ab$ No,le Urng U8rye.tt\td Lcn ]ns T'Lhht'tue n ]14'\'FT



3Ca

5o'a

4C"

2X'.

11 3 a 5 6 
' 

8 9 IC 11ll 13 14 15 1617 16 19

\od. D.n$ry[m naEour] mob'h\ .nr-roDh.nO

I rgurc 6 l5 NumbcrOfsourccs In 20Nodes Stctrc And Mesh ToPolog]

lhc detectron accurac\ of selectl\'e forwardlng attacks approach rs 89ozo to 92o" tn

c\trame case scenarlos Now from the slmtrlatlon rcstrlts and graphs. rt ls prored that our

approach rs the best detectlon and ldentlficatlon schemc and robust enough to hrndle

grayhole attacks as compared (o prcvlous ones The tralnlne and test dctectlon re\ulls

accuracrcs are mentroned below tn the table 6 2

ffi + c'IL\ L\ I \nh
lnach

+-c5-H\[1trr&

z

!c

srmulatron Tlme = 30 mlns

For 8 nodcs Topology

99 7090

98 89%

'fralnlng and Tcstlng

Accuracy

99 399',o

9',7 610n

for l0 Nodes

'l opolog\

Tralnlng and

_lestrng 
AccuraL)

99 00ozo

'I ablc 6 2 Tratnrng And Tcsts Venficrtron Results

For l2 nodes Topolog)

Trarnrng and 1'estrng

Accuracy

Wrth no

attacker

envrronment

Wrth the

attackcr

hl.ktt/icotnn ofthe Susp'ctout Node L'wg I'ntupert^.d ka 
'nsTe.hhnrue 
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These arc all thc trornrng and testlng rcsults wlth the slmulatlon ttme mentloned clong

them 'fhese results are takcn from both thc normal networ[ communlcatlon and thc

a(ackcr nodc Lncluded ln ll

6.6 SUMMARY

B) usrng the OMNeT++. We chccked our cs-HMM based Gralholc f)etectton scheme

on Nvo dlfl'erent topologles for the ldentlficatlon of gralhole'susplclous node rn the

nenvorl The network communlcatlon ls done rvlth the help of the AODV reacll\e

roulng protocol We havc utthzed 8 and I2 nodes neh\ork cn\lronmcnt $lth the aftacker

nodes b) constdcrlng the dtffercnt channel cfior rates durlng communlcatlon If aftacI ls

detected ln evaluatton phase based on the trarntnrr. rl rs ldentrficd as graYhole node rn our

networL l'hc dynamlc threshold ts used to mlnlmlze false poslttve and accuratc detectlon

of true posttlves ratcs We have also dlscusscd the performancc ofthe nefNorl' b] thc

mctncs as paclet sent. rccelvcd. rhroughput and packet drop ratlo Flnall] \\e ha\e

prcsentcd our results b) plonlng the graphs for lts final \erlficatlon of tratnrng and

rcstlng

ru;k.t..,1k" S,\*^ N"d" Lk,i Unstpentsa't uurnnsreLhhtque n tt4NEr
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CONCLUSION AND FUTURE WORK
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7.1 CONCLUSIONS

In short, thrs tcchnlque gave us thc vcr,fied results to olcrcome some prevlous

challcnges Our rescarch thesls and lts verlficatlon has done through slmulatron\ and lt

shou's that rt has been '*orktng efliclent at the cost of 9706 or above ln hoth atlacked or

non attacled envlronments It ls more efTechvc and accurate to the earller solutrons b)'

the followrng pornts

. It has used Unsupcrvrsed l,earnlng to lmpro\e lts accurac) ln leamlng and

rdentlficallon up to 957o $hrch rs ertremelr good

. Thrs scheme has enhanced rls dctecllon rate b) speclfllng d)namlc threshold

. Technrque has lmpaoved thc true posltlve rate

Ilerc. \\e ha\'c trled lo e\plaln a solutlon of some of lls secunq' thlcats aftcr thc deep

anal)srs from the prevlol.ts rvork Thls lrork has provrdcd lhe dctalled descrlPtlon ol thc

rmpact of the Cra)hole attacks rn MANET b) usrng AODV and cs-l{MM As \\e ha\,c

rmplemented the arrficlally Intclllgcnt technlque to rcduce the gralhole altacks as \\cll rs

thelr false detectlon rate by uslng OMNc'1++ We have rmplemenled and valldated lhc

rcsults of thrs strateg) wlth the help of slmulatlons under the ldeal and under attacLed

cnvlronments Cra)hole attacks hale occurrcd due to tha pac[et lost ratlo ln nct\lork

under attack envlronment The results of thls apProach hale also plolted tn normal anJ

\\orst case scenarros \\!th the stmulattons These results clearlv lndlca(e that Gralhole

attacks could badly cffects the nehvork performancc and could bc causcd of rmponant

data drop of lts uscrs tn MANITs

7.2 FUTUR.E WORK

The futurc drreclrons ofthls \,\'ork arc as tolLous

. l'o enhancc lts performance cfficlcnc) and to decreaslng lts falsc dctecllon 
'a!e'

someone ml,qht use other protocols wlth thls skateg)

. It could be lmplcmented wlth thc SVM to compare tts effictencl and cft'ectltencss

of \\'orkrng rn MANETS

t.le fnatrcnoltheS rrctors Node Llens UksuPe^:se.t IedrhtryTcchntquc tn \11\ET 6l



. It mrght bc extended to burld lntruslon detcctton system for monltorlng the olher

attacks

7.3 SUMMARY

Thls techarque rs artlficlally lntelllgent. ver) effectlvc and accuratc up to 95 pcrcent lrlr

the ldenuficatlon ofthe Crayhole anacker nodc ln the network Hcre tve have de\elopcd

and algorlthm to the successful rdenltficatron ofthe anacktng node rn lhe nel\\or[ \\c

have specrfied thc dlnamrc threshold to tq'lce ofthe R]'T ofthc packet lor handllng thc

attacker's nodc rn nct!\'ork Thls technrque ls based on unsup€rvrsed learnrng rn *hlch

nodes $lll be detected and rdentrfied by lhe developed algorlthm's decrslons Thls rs mos!

.ecent and cfficlent to all of thc prevrous schemes tn thls field ofthe stud)

( on.hMon dnd Futne harA
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