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Absiruct

Abstract

Mobite Adhoc Networks (MANETS) arc the wireless networks tn which all devices rely
on the mutual trust retauonships They have dynamic topology and due to this reason
they are vulnerable to various attacks such as gray hole, blackhole and wormbhole attacks
etc  There are three routing protocols used namely reactive proacuve and hybrid fol
communication and route establishment procedures This scheme s based on grayhole
attack detection and identification lor the prevention of attacker nodes (n the network
[he protocol used in this approach 1s AODV In ths research an algorithm has been
developed to 1dentify the Grayhole attacker node using context-sensitive Hidden Markoy
Model This technique also introduces a new dynamic threshold property for the grayholc
attachs

This Algorithm has been used for learning and evaluation of grayhole node based on the
packet drop rate throughout the environment Simulation of the proposed approach has

done in OMNeT++ for 1ts verification and validation
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Chapter ! Introduc tion

1.1 INTRODUCTION

Wireless Adhoc networks [23] are always preferred due to their spontaneous maobility and
scalability  This technology has gained too much populatity because of its reduced cost
and 1nfrastructureless topology over wired network in last few decades Mobile Adhoc
network (MANLET) 1s a collection of mobile nodes including transmitter and recenver
communicating with each other by directional links directly or indirectly These networks
are becoming very famous in industrial and remote access control now a days It allows
data communication between multiple parties and also maintains mobility between them
This 1s the benefit of the wireless MANET Although this tvpe of communication 1s
limjted to the range of transmitters and receivers But MANLE [ solves this problem as 1f
two nodes are beiond the range ol their communication environment, they can
communicate each other by using their intermediate nodes to transfer data among them
MANLT has been divided 1n single hop and Multi-hop networks In single-hop network
cach node communicates to other nodes directly with 1n same radio range In multi-hop
network, ecach node communicates to other nodes by relving on their intermediate nodes

if destination point 1s out of the radio range of them

1.2 MANET ARCHITECHTURE

MANLT [25] 1s decentralized infrastructure network It does not need any fised or wired
infrastructure All node are free and they can enter or leave the network anyume All
nodes have the ability of the self-configuration and self-mamtenance without the need of
any central infrastructures It s often unreasonable in critical mission applications such as
mlitary or emergency recovery By making minimum configurations. MANET can be
used 1n emergency scenarios like natural induced disasters, military conflicts and medical
cmergency cases where infrastructure 15 unavailable Considering these applications
MANICT security 1s very important as i1t has dynamic topology and remote distributions

so 1L 1s vulnerable to different kind of attacks
1.3 VULNERABILITIES IN MANET

In MANET [26], any node can be made vulnerable as 1t does not veruty the user idenuty

[ I SEIS dCCESS I 5 dnel's WCaKnesses are grven pelow
before giving the u access nights Manet's weak 8 bel

RS ]
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Chapter ! Introduction

1.3.1 DEFICIENCY IN CENTRALIZED ARCHITECHTURE

As MANET [26] has no central monitor, so 1t 1s difficult to detect attacks at each node
individually Transmission 1n adhoc network 1s highly dynamic and for large network 1018

not very easy to lacate suspicious activities

1.3.2 AVAILABILITY OF RESOURCES

The common problem in MANET 1s the availabiity of required resources Providing
security to all threats requires various methods and architectures [26]

1 3.3 SCALABILITY

Scalability factor varies alt the time in MANET [26] due 1o the mobile nature of the
network So there should be proper protection methodotogies able to cope with huge

networks as well as small segments

1.3.4 CO-OPERATIVENESS

Since routing protocol methodologies always based on the mutual trust based
relationships in the network Due 1o this the maltcious nodes [26] becomes part of the

network and destroys the normal communscation violaung the standard protocol features

1.3.5 DYNAMIC TOPOLOGY

Mobile nodes [26] and its routing protocols characteristics can destroy their mutual co-
operation relationship between them in the network Declaration of nodes as misbehaving
could lcad to destroy mutual co-ordination between them This approach of the network

can be made secured by applying the distibuted and enhanced methodologtes

1.4 MANET PROTOCOLS

There arc three routing protocols in MANET [27] such as proactive, reachive and hybrid

as shown 1n figurc below

Identification of the Suspicious Node Using Unsupen ised Leay mng Techmique in MANET 3
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. Marer Rouarg
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Figure 11 Roting Protocols[27]

1.4.1 PROACTIVE ROUTING PROTOCOLS

Proactive Routing Protocols [27] mantain routing tables to store addresses of other nodes
in network They are also known as Table Driven protocols Due to the dynamic layour of
the network, each time when node enters or leaves, changes are made in 1ts routing table
al each node One of the examples 1s DSDV (Destination Sequenced Distance Vector)

This reduces delay and make fast changes 1t any node enters or leaves the network

1.4.2 REACTIVE ROUTING PROTOCOLS

These kinds of protocols do not maintain any routing table for establishing paths m
network at the start of communication These are also recogmzed as On-Demand routing
protocols They (nodes tn AGDV) discover routes by sending route-request and routc-
reply messages 1f some node wishes to communicate to others Examples are AODV

(Adhoc On-Demand Distance Vector) and DSR ( Destination Source Routng} |27]

1.4.3 HYBRID ROUTING PROTOCOLS

These are mixture of proactive and reactive protocols It uses the features of both
proactive (table-driven) and reacuve (On-demand) routing protocols Zone Routing
Protocol 1s hybrid and it works as making different segments of the network It works ina
hierarchy where every router in a networh has lo mamtain some more layout

configurations The disadvantage of this 1s that it requires more space [27]

Ly
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1.5 SECURITY CHALLENGES AND ISSUES

In MANET, all nodes works 1n a seif-orgamizing way as performing networking functions
like packet forwarding and receiving etc to others in a network So secured MANET 1s

challenged duc (o these 1ssues which are discussed as below [26]

1.5.1 AVAILABILITY

It means that resources (data and services) are available to all legal users when required

even 1n presence of the denial of service attacks

1.5.2 CONFIDENTIALITY

It focuses on giving authority to use the resources only to network legal users and hde
the important information (rom the unauthorized users in network [t 1s also known as

private or protected information handling approach

1.53 INTEGRITY

It means that resources can only be changed by the privileged users in an authenticated
manner The changes are commonly as status modification, erasure and creation eic by

the attachers while reaching the packet to the destination

1.5.4 AUTHENTICATION

This feature enables the authenticity of the node to its neighbor node during
communication for proving 1ts 1dentification Basically, 1t checks that all nodes

transmission are valid and they are not using the false identities

1.5.5 NON-REPUDIATION

Thus feature enables that no one could deny for the sent or recerved packets after sending

or recerving It can be used to distingwish that node 1s misbehaving or not.

1.6 MOTIVATION

All previous techniques are dealing with the prevention, detection and chmination of the

suspicious nodes in MANET They are also based on supervised and re-enforcement

{dentification of the Suspreious Node Using Unstper ised Learning Tec hnique in MAMET 5



Chapter 1 Iniroduciton

learning techniques [4][8] but still there 1s a need of a more ntelligent technique because
they are all suffers from some shortcomings such as learning through unsupervised way
Some techniques are based on dynamic threshold detection where the specified threshold
criteria was improperly defined and evaluated That 1s why we want to address a new
technique n this rescarch that could be able to handle the grayhole attacks more

efficiently

1.7 RESEARCH DOMAIN

In recent era. MANET has been uscd at very large scale such as in mulitary applications
emergency and disaster relief scenarios MANET has been working very efficient and «t
1s considered too much effective i these scenarios because 1t has no centrahzed
administration and every node\worhing member makes 1ts decisions very actively based
on others mutual trust relationship 1f 2 node claims it can reach another node by a certain
path or distance, the claim 1s trusted/true Similarly, if a node reports a link break, the link
will no longer be used Whuile this assumption can fundamentally facititate the design and
implementation of routing protocols. 1t meanwhile mtroduces a vulnerahlity to several
types of demal of service (DoS) attacks particularly packet dropping attack To launch
such attach, a malicious node can stealthily drop some or all data or routing packets
passing through it There are a lot of security attacks as blackhole attacks, wormhole
attacks and grayhole attacks which cause malfunctioning in MANI'T Detection and
Prevention of the Grayhole attacks 1s an active area of the research 1n recent years
because 1t attack the MANET's functionality 1n vartous ways as by packets dropping or
unauthorized 1dentity delegation

MANET s badly attacked by the gray hole attacks Gray hole attacks disturb the
MANL I's functionality by various ways such as 1llegal resource (battery, power or high
computation) consumption or by packet dropping Many of the devices has failed 10
forward packets duc to high computation or large amount of the power required because
artackers has used them llegally In literature, grayhole attacks are prevented and
eliminated by all approaches but they have used typical attach detection approaches or
the techniques based on the supervised or reinforcement learning There are two majol

problems n the previous techniques

o |
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First (s that Supervised learning creates a lot of overhead for the efficient attack detection
of the grayhole attack Second (s about unstable dynamic threshold specified which

contributes to larger false negative rate that actually affects the MANF I's funcuionality

1.7.1 PROPOSED METHODOLOGY

The approach 1s used for the identification of the grayhole node using unsupervised
leaming techmique 1n MANET In this approach, Data communication is done by the
sending data through intermediate nodes which makes possible the end to cnd delivery n
nctworh transmission with the help of the AQODV rouung protocol During
communication. some of the nodes might be disastrous and want to destroy network
resources  For this we need some prolection mechanism for their detection and

identification

1.7.2 RESEARCH CONTRIBUTIONS

[his technique has three major contrbutions as

e An Algorithm 1s developed using context-sensitive Hidden Markoy Models 1o

identify suspicious nodes
e Dynamic threshold 1s introduced
¢ Unsupervised Learning 1s used for the learning approach of the network

hreshold is inttialized to twice of the round trip time of the packet and 1t will be adjusted
to the network scenario after first seration It prevents the suspicious nodes that occur in

network and also minimize the network layer attacks
1.7.4 ASSUMPTIONS
We have taken the following assumptions 1n our proposed technique

e All nodes 1n the network are assumed to be well behaving except the specific critena

to malicious nodces

e Source and Destination nodes are assumed to non malicious

Identificatton of the Susprcious Node Using Unsupersised Learming Technique in MANET 7
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» The topology used here 1s static
e Nodes could be out of range due to Itmited transmission range or batter power

¢ All channels are supposed to be error free and packet loss rate would be tracked on

nodes only
e Mac layer Protocol standard used here 1s IEEE 802 11b

1 7.5 PROPOSED ALGORITHMS

This rescarch thesis 1s based on two dynamic programming algorithms using the context-

sensitive Hidden Markov Model as given below
¢ [nsider Algonthm

¢ Alignment Algonthm

Insider algonthm 1s used for evaluaton of network 10 tnitial phase and Alignment 1s used o1
grayhole detection and idenufication but both of them have merged for achieving the required
goal The complexiy of this algorithm 1s O(n®), including the set of nodes and s

transitions(receved pachets) plus emissions(sent packets) of the nedes in network

1.8 THESIS ORGAINIZATION

This thesis 1s organized as follows Manet introductions, 1ts architecture, apphcations
vulnerabilities, security 1ssues and the routing protocols used in MANET are presented in
first chapter Chapter 2 describes the literature review in depth with 1ts shortcomings
related to our problem domain area Chapter 3 discusses our problem and 1ts requirements
with analysis 1n greater depth Chapter 4 explains the proposed solution dand s
methodology with detailed information according to the problem Chapter 5 presents the
simulation scenarios, tests results and its performance details Chapter 6 concludes the

final results and describe 1ts expected future work

Identificatton of the Suspicious Node Using Unsupervised Learming Technigue i AFANET 8
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2.1 INTRODUCTION

Grayhole or Selecuve forwarding attacks affected the MANI'T environment 1 a very
dangerous ways We have swdicd the existing techniques presented by previous researchers in
the field of security of the mobile adhoc networks They discussed the various solutions along
their pros and cons Some of the related strategies are given below with their drawbacks and we

extended our problem and 11s solution on the basis of these hmitations

2.2 LITERATURE REVIEW

In this phase, we studicd the existing blackhole grayhole or selective forwarding attacks
and their detection and prevention strategies Some of them discussed below with therr

Limitavons

2.2.1 Al BASED BLACK HOLE TECHNIQUES

Monita et al |1] discussed an approach for detecting intrusion 1n MANET using fuzzy
logic Their research was based on three attacks as blackhole, grayhole towards the
source and gravhole towards the desunation They first ook some threshold value [or
determining packet dropping rate and then they detected attacks based on that value
Secondly, they used fuzzy method, in which they assumed symptoms set as §= {s] s2
53} attack set A= {al, a2. a3} and set of nodes as N= {1, 2. 3} They aiso considered
four indications for successful attack detection scenario as occurrence ndication
conformability indication, non-occurrence and non-conformability indication Simulation
results showed that when destinauion threshold grew larger, detecting the blackhole and
grayhole ratio drop to be in minute amount The drawback of this approach was overhead
in momtoring every action and degraded the network performance It wmproved the

(irusion detection rate by using the fuzzy logic

Ahmed et al [2] described the detection of misbehaving nodes by Optimized Link State
Routing protocol (OISR} using Intrusion detection sysiem (IDS) [hey discussed the
suspicious node detection by validating the established routes In this paper. they were
inclined towards the traffic relay attacks and discussed two attackeis as blackhole and
smart attacher (grayhole) They have used the periodic transmission of packets when

valid connection of routes was established In simulations. 1t was shown that 12%

identificution uf the Swspicious Node Using Unsupenised Learming Technigue in MANET 0
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overhead was occurred in normal case but when antackers included due to Attacker
Finder Messages (AFM), overhead was bit increased It lacked the falsc detechon but

improved the previous scheme by periodic monitoring

2.2.2 GENERAL AI-BASED APPROACHES

Shun-Zheng [3] explained the multiple tracking anomaly detection of the mobile nodes in
adhoc networks They used the aggregate tracking and individual tracking approach for
checking the behavior of the abnormal nodes and introduced the two states Hidden Semi-
Markov Model (HSMM) to calculate the likelihood of the suspicious nodes by
considering the parameters as RSS (received signal strength). claimed GPS positions
media access control (nformation and exchanged messages etc 1 network [n the first
step they look the imitia) estimates of the parameters whereas in second step they refined
the normal nodes that were not suspicious The drawback of this model was. 11 did not
store the most of the data as only few current results and also 1t lacked the

implementation phase to validate the results

Slavisa et al[4] discussed the misbehavior detection by Artificial Immune System with
secondary response system in MANET  The Destination sequenced vector routing
protocol was used for the network commumication and they modified this protocol for
their use The detection and classification had done by negative selection and colonel
selection lhis techmque has four stages first stage 1s learning and second 1s
classification and detectuion and third had no misbehavior nodes where the misbehaving
nodes from the second phase are still there In forth stage again detection and
classification had done but here the initial set of the detectors were changed so 1ts second
stage 1mplemented primary supervised learning and third stage 1mplemented
reinforcement leaming They traced out the misbehaving nodes through the traces of the
datasets for some intervals of the activity When the detector was matched to an antigen il
was elimimated by the negative selection When the same node detected by the detectors
at muluple intervals 1t was finally classified as misbchaving by colonal selection They
had used some default values for the detecuion and classification of the nodes as
classification error @ = 0 0001 and threshold 0 06 for the successful detection and

classification of the nodes This technique reduced the false accusations and improved the

{dentification of the Suspicious Node Using Unsupenised Learrang Technique in MANET 11
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true posiuve rate It was needed a huge amount of time while classifying the misbehavior
nodes 1n network Simulation results showed that detection accuracy and effectiveness of
colonal selection was good by giving secondary response to the AIS

Guorui et al [5] introduced a novel approach as group-based intrusion detection scheme
for the wireless sensor networks They used the scheduling algorithm for the intrusion
detection. in which sensor network was divided mnto different sub-groups Secondly, they
used the monttorsng algorithm to monutor the suspicious activities n each sub-group All
nodes in network have the same capability to sense and judge They used Mahalanobis
distance measurements for achieving dependencies to achieve accurate results 1t had
generated less false alarm ratio, gaves good results and had less energy utihzation The

drawback of this scheme was continuous monitoring

2.2.3 TYPICAL TECHNIQUES

Quang et al [6] presented an approach for detecting collaborative grayhole attacks in
wireless mesh networks (WMNSs) It comprised of forwarding assessment and two hop
acknowledgement for detecting attacks successfully It first obtained attack information
detection and reaction Every router had kept two packet counters for recerved packets
and two hop acknowledgement When the attach was detected then source ook the
action based on reply pachet, either it was positive negative or above the maxTry limit of
"k". where k 15 the threshold valuc for challenge packets Challenge packet were used lor
attack nformation collection process The final visual outcomes by the simulated
environment approved 1t that it was better scheme than the previous schemes while
detecting the false positive and false negatives but when the threshold value was (oo
small, false negative will increase whereas false positive will decrease The weehkness of
this approach was, it increased the computations when allocating alternative channels 1o

the suspicious routes but made 1t efficient by adopting the Ad-Hash Algorithm

Devu et al [7] cxplamned the reduction of selective forwarding attacks by a new
methodology known as Channel-Aware Approach i wireless mesh networks [hey
mtroduced an algorithm as Channel-Aware-Detection (CAD) that differentiates the
selective forwarding attacks from the usual packet loss The transmission monitoring and

estimation of channel was used for successful attack detection This approach reduced the

Identtficanon of the Susprcrous Node Using Unsupen ised Learning Techmque in MANET 12
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false alarms and missed detection errors but when the attacks were generated then noisy

channels could avoids sensing mechanisms that results to jnvalid threshold

Gul et al [8] proposed the hybrid approach for detection of sclective forwarding anachs
in MANET The attack detection of the selective forwarding attacks was by the global
and local monitoring approach by considering the threshold 6 % for global and 12% for
local identification based on the packet dropping ratio The considered error rate was
imitially the 3% for testing the scenarios Once the attack had detected globally then they
checked ts local posttion for attack idenufication They considered the network
environment as normal or congestion with atack This approach was the best suited for

periodic monitoring

Soufiene et al [9] presented the survey of rcducing packet dropping problems in
MANET Thev discussed three defense lines for securning the blackhole attacks along
with their characteristics and risks First defense lhine dealt with the prevention of the
attackers nodes where as second had used to establish the cooperation among routers via
economic model Third defense line was used to detect misbehavior node detection and
exclusion from the network The drawback was that these approaches were relying on

few assumptions and they were not vahd in MANET due to dynamic nature

Wet et al [10] proposed the njected traffic attacks (Injecting Data Packel Attacks
(IDPA) and query flooding attachs) launched by the insider attackers m mobile Adhoc
Networks (MANET) The proposed schemes were two defending schemes as fully
distributed and centralized with decentralized implementation These techniques could
cope wilh the advance transmussion techmigues as directional antennas or beam forming
1o avoid being detected The shortcomings of the fully distributed approach was to
require cxtra space for the source, destination (SD) pairs while the centrahzed suffered
from becoming the central detector as the attacker's target The final results represented
that when no defense schemes were apphied even the simple route [DPA could destroy
the nctwork performance but when the defending strategies were applicd attackers could
not obtain the more gam to destroy network parameters performance Expenimental and

theoretical results also agrees to these outcomes
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Semth et al [11] proposed performance analysis of ad-hoc networks under black hole
attacks They developed a new protocol called blackhole AODV  This scheme considered
the second highest route reply for the data transmission from the destination node by
discarding the first route reply from the nodes mn the network path This technique had
suffered from the delays in transmission performance, non-encryption based mechanisms
Simulations outcomes pointed that 1t improved the performance of the networh by 19%% to

the previous schemes

Sonja et al [12] mvestigated the CONFIDANT protocol to eliminate the misbehavior
nodes from the network Four components were used for detection and isolation of
suspects These components were monitoring, trust manager, reputaton system and path
manager Monitor used neighborhood watch mechanism to dentify deviations in the next
hop nodes When 1t had detected and then 1t transferred its report to trust manager 10
evaluate the reportcd behaviors trustworthiness through trust tables After their
vertfication, these were further passed to the reputation system in which nodes checked
them through ratng function Its raung was done by using therr own cxperience
experience from the neighbour nodes and their reported behaviors Path manger was used
to 1solate the reported node from the network and warn them not to send or recerve any
data or control packets from them The weaknesses of this protocol 1s that 1t 15 not
scalable to large nctworks but only to medium and small networks It could work
efficiently even il the 60% of the network was suspicious It also kept the false posiive

and false negative low

G et al [13] proposed the impact of grayhole attacks in Adhoc network An analyucal
method was described for the detectton of the grayhole attacks by probability distribution
function They also introduced the algonithmatic framework for the generation of (he
gravhole attack using Adhoc on-demand Distance Vector Rounng Protocol (AODV) For
simulating the experiments on 60 wircless nodes by ntroducing the 0% to 40%
misbehaving nodes, the parameters as Packet Delivery Fraction (PDF), Normalised
Routing Load (NRL) Tlotal Dropped Packets and overhead were considered for cheching
the network performance Concluded outcomes proved that presence of grayhole node

increased overhead and decreased network performance
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Kirk et al [14] had developed the protocol named as WATCHERS to detect the
disrupttve routers using distributive network monitoring scheme It detected the
suspicious routers that either drops or misroutes the packets It has four conditions for
achieving successful functionality They werc hnk-state condition, good neighbor
condition. good path condition and majority good condition It had used validation and
conservation of flow for detecting the misbehaving routers Conservation of flow was the
total number of incoming bytes in any routers should be equal to the total number of the
outgoing bytes otherwise the router was suspicious Each router had maimtained scven
counters, six for keeping the source S,,, desunation D, and intermediate T, routers
counter values and one for suspicious router counter values Some advantages of
techmique as 1t had network monilorng tools (traceroute program, SNMP (Simple
Network Management Protocol)) It could also detect the suspicious routers that partiatly
dropped packets This was based on dynamuc threshold property to check the routers in
worst case or 1deal scenarios The disadvantage n this scheme was that 1t has no

encryption mechanism for maintaining the pachets integnty

Sergio et al [15] explained the approach as mitigating routing musbehavior in mobite ad
hoc networks (MANET) by using the watchdog (WD) and pathrater (PR) Waichdoy
detected the suspicious nodes by promiscuous monitoring whereas pathrater 1gnored them
in further routing by ratng them The bad effects in watchdog 1s ambiguous collisions
recerver collisions, limited transmussion power, false misbehavior. collusion and partal
dropping The advantage was that 1t can find the bad node at forwarding level along with
the link level The results shows that it enhances the network performance from 9% (o

17% in moderate cases and 12% 1o 24% in worst/extreme mobility scenarios

Peng ct al [16] proposed the Detecuon method of gray-hole node hnown as Gatcway
Based Gray Hole Detection (GBGHD) in wireless mesh networks Gatew ay Based Gray
Hole Detection atgorithm momitored the gateway information and all the information scnl
or received by all the nodes in the network This Algorsthm used the piggy backing
technology to reduce the overhead of the packets n network Simulating the outcomes
they considered the two-step architecture hnown as wired-cum-wireless nerworh

architecture This architecture could be used to simulate the wired and wireless network
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at the same ume They had used two parameters Packel dropping Fraction (PDF) and
Normalized Routing load (NRL) By comparing it with the AODV+ techmique in the
simulation sctup, tt performed 10% better than the AODV+ techmique But suli, it
sufferred from the small number of packet loss ratio and delays in transmission because

of 11s malicious nodes advertisement

Hizbullah et al [17] discussed the security mechanism of avoiding the single and
cooperative blackhole and grayhole attachs in AODV using optunal path routing and
hashing technique They considered the second optimalihighest RREP (route reply)
message while 1gnoning the first route reply from the destination node in the network
They further proposed the Hash function SHA - (Simple Hashing Algorithm) for the
prevention of multiple gray\blackhole attackers and also for maintaiming the integrity ol
the packets for companng the DPE (Data Packet Errors) in the network SHA 1s less
expensive so 1t can be easily applied This technique improved the prevention ot the
malicious nodes as well as data integrity 1n the network but suffers from long tume delays
while waiting for the reply message or data packet error message and also for

computation of hash function values at the desunation

Meenahshi et al [(8] extended the defense strategies of malicious aitack iIn MANET by
"A Behavioral Approach" They introduced the hybrid approach that was using the SVM
{Support Vector Machine) classifier to classifv the normal or abnormal behavior of the
nodes This classifier was using the three matrices to differentiate the behavior of the
nodes as PDER (Packet Delivery Ratio), PMOR (Packet Modification Rato) and PMIR
(Packet Misroute Ratio) It collected the behaviors of all nodes and then compared 1t o
certain threshold value (o validate the actions either they were suspicious or not SVM
was accurate and cffecuve in classification and hence improved it. but lacked the
protection mechanisms as 1t was non encryption based [t had delays in performance

while computing matrices values

Faraz et al [19] described the conservation of flow (CoF) with lossy channel in wireless
mesh networks They conducted the experiments for ideal cases and the scenarios with
the lossy channel by using the parameters as transition matrix, sender and recciver

matrices delay. channel error rate, number of nodes and AODV protocol The thresholds
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0 01% tor ideal case and 20% for the worst cases were used m thss techmique The
experiments werc using 8 and 12 wircless nodes [inal results represented that in 1dcal
casc only 2% and in attacked environment (15 3% - 5% pachkets are dropped In worst
cases packet dropping rate tncreases for the total number of the packets transmutted n

particular ime 1nterval

Alper ct al[20] discussed to detect the routers with incorrect packet forwarding
behaviors They described the solution by dividing this i1ssue 1n to three sub problems as
characterizing the traffic for detecting assails, synchronizing all the routers and
generation of response afler getting detectton of attacks They also developed the

protocol as my+; to detect the attacks and 1t 1s less costly at implementation

Taha et al [21] described the falsified data injection auack i muluple access relay
Networks For detecting the misbehaving nodes and removal of their false injections, they
appended the tracing bits at the source ends but for the correction of the results they had
used the parity bits The relationship explained by them was between the tracing bits and
parity bit for reducing the decoding errors and maximizing the performance of the
network under the falsified data injection attacks and its final simulation results agrees tv

this fact

Rajendra et al [22] discussed the quantitauive analysis of false positive and 1ts effect on
monitoring based intrusion detections for mobile adhoc networks They venfied the
eaperimental outcomes of the increased number of the false positives by Markov and
probabilistic models But these results could not be simulated by any of the adhoc
network simulators as NS-2. OPNEI and Glomosim etc For this, they had implemented
the GEV noise generator model in Glomosim that correctly visualized the false posiuve
effects on network It sufferred from the overhcad and the degradation of the network

throughput

Elhadi et al [23] proposed a new Intrusion Detection System (IDS) named as Enhanced
Adaptive Acknowledgement (EAACK) for the protection of the mobile adhoc network
EAACK comprised of three components as acknowledgement (ACK). secure-

acknowledgement (S-ACK) and misbehavior report authentication (MRA) This was
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acknowledgement based scheme but it was mcorporated with digital signatures to
exclude assalers from forgmg acknowledgement packets 1 network Through
Simulations 1t was proved that 1t could be good for detecting the packet dropping attacks
but 1t has the overhead in network while computation of the DSA and RSA signatures

values for verification

Issa et al [24] developed a protocol as stealthy attacks and their detection and
countermeasures (SADEC) 1n mobile adhoc network They defined that Stealthy attachs
was the group of power control, packet misrouting, i1dentity delegation and colluding
collision Thev had used two strategies as first for reducing stealthy packet dropping by
considering some guard nodes and second for detection of the power control. Identits
delegation and cotluding collision attacks by using additional neighbour nodes It showed
that 1t was better than its previous methodology as Baseline Local Monttoring (BLM) bul
it was lacking by some of its facts as its guard nodes mught be replaced by a misbehaving

nodes by strong altackers groups

In [35] authors presented a scheme "A Vector Model of Trust for developing Trustworthy
system” This Model was concerned with various degrees of trust and distrust using the
parameters experience, knowledge and recommendations They had also invesugated and
compared dynamic nature of trust In [36], this Model was citended to detect thc

suspicious nodes in MANETSs

Jang-Ming et al[40] nvestigated the Cooperation Bait Detection Scheme(CBDS) 10
detect collaborauive attacks In this scheme they used three phases for attracting the
attackers First phase introduced the bait RREQ' packet to gain attraction of the malicious
nodes by sending the first response to source RREQ packet While sccond phasc was
concerned with (he reverse tracing program by using the trust set and doubtlul
information set of the node 1 any active path for the accurate detecuion of the suspicious
route 1n network | hird phase consisted of the dynamic threshold that was minally set to
90% and varies between 85% to 95% First two phases uses the proactive defense while
the last phase uses the reactive defense This scheme 15 further compared to 2ACK
BFTR and simple DSR and 1t had better performance ratio in terms of the throughput and

packet delivery ralio matrices
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2.2.4 COMPARISON MATRIX

Table 2 1 summarizes the limitations of all the techniques addressed previously

| Reference Approach Threshold Algorithms Drawbacks
No. Category Type Developed\Techniques
Ahmed AFM and PVM low detection
ctal [2] Static algorithms rate
Slavisa et Learning and Overhead in
al|4] Adaptatton Algorithms | classification
Jian-Ming CDBS Scheme Routing
tet al[40] Overhead and
Al based Average end to
grayhole | end delay
Devuetal | feteetion Channel Aware Avoids sensing
[7] techniques Detection Algorithm mechanisms (n
Hybrid attacked
cnvironment
| Patel ct Behavioral approach Low detectron |
alj23]  for Grayhole using
SVM
Meenakshi Dynamic | SVM classification Low
etal [18] Algorithm performance
Sujatha et Geneuc Algorithm
al[39] based IDS
Dynamic
Chaoli et BANBAD Computationally
al[38] intenstve !
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Monita et DS using Fuzzy logic '. o
al[ 1]
Devu el al Static Channel Aware Avoids sensing —
(71 Detection Algorithm mechamisms in
attacked
environment
Peng et al GBGHD Delays due to |
[16] advertiscment
info
[lizbullah Static AODYV with optimal ¢ (omputation
etal [17] path routing and Hash overhead
algonthm ¢ Delays due
o ACK
Qiang ct | Vyprcal Detection Algorithms for Attack | Increased -
al [6] Techniques information collection | cost{time and
and Detection alternatine
channels)
Devu et al Channel Aware Avoids sensing h
[7] Detection Algorithm mechanisms n
attached
Dynamic environment
G et Algorithm Grayhole Increascs B
al [13] routing
overhead
Bastt et Aggregation Algorithm Ir Congregation -
al(37] Threshold
complexity
Elhad et RSA and DSA "Overhead m
al[23] ‘ algorithms computation

Table 2 1 Algonthms\Techniques and their drawbacks
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2.3 SUMMARY

Alter the detail discussion of the literature review. 1t shows that a lot of work has already
done for the detection of black hole and gray hole attack n wireless sensor network and
also there are some on MANETs We concluded that Al based Grayhole detection
approaches are intelligent attack detection lechniques because they had focused on the
degree of attack mstead of the specific static or dynamic threshold Black hole detection
was morc easy as compared to gray hole detection and 1ts identification procedure
because 1l 1s a smart attacker as compared to black hole Now We were requiring a new
and fully featured scheme as for dealing and handling with the smart attacker and we
already knew thal 1t was dropping packets selectively [t was staying in the network for
long time and very complex o detect and identify than the other attacks Many

techniques proposed n literature, were not sufficient to handle this kind of attack
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CHAPTER 3
REQUIREMENT ANALYSIS
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3.1 INTRODUCTION

MANL 1 is a wireless network and 1t 1s combination of moving devices (15] It performs
a varicty of funcuions Iike packet sending. routing, deploymng nctwork and 1ts services
and ransmission between moving devices Many proactive and  reactive rouung
protocols as Dynamic Source Routing (DSR), Destination Sequenced Distance Vector
(DSDV). Ad-hoc on Demand Distance Vector (AODV) and Optimized Link State
Routing (OLSR) protacols are used for route discovery and dala transmission In
network[1][17] Each intermediatc node n the network forwards the data and control
packets to other nodes but most ad hoc routing protocols are not sccure against malicious
attacks as they are relying on umplicit trust neighbors’ relationships Some Techniques
[18] are necded to protect MNAE from the Attachers for their prevention, detection and
proper response These methods are availability of network, integrity of packets. and ity
confidentiality and users authentication [18] Multiple solutions are presented by the
researcher 1o protect MANET but they are not sufficient and 1t 1s necded 10 develop a

new secure strategy for its safety measures

In this chapter, we will discuss the requirement analysis of our work Here. we will
describe common network attacks in section 32 In sectuion 3 3 we will explain problem
Definiuon. focus of research would be discussed in 34 and in section 35 we will

concludce the whole in summary

3.1.1 MANET Attacks

MANETs [12][29] are suffered from a lot of attacks that arc difficult to detect as
compared to infrastructure networks MANETs attacks falls into wo broad categories
They are based on source of attack as intemal and external attacker and also known as
active and passive atlacker as shown in figure 3 | Passive attacks are behavioral attacks
that do not disturb normal communication of the network as 1t always secretly overhears
10 the network traffic where as active attach disrupt all the active performance of the

networh
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Figure 3 | Manet Attacks[29)

These are some active and passive attacks that are taken from the literature w hich are

explored in detail in this phase

3.1.1.1 ACTIVE ATTACKS

MANE [ active attachs are discussed below 1n detail as grayhole blackhole iormation

disclosure and routing attacks

¢ GRAYHOLE ATTACKS

These attacks occur at the network layer as 1t 1s active n nature [29] [t intentionally
losses some or many packets to destroy the performance of network faver ltworks intwo
stages Firstly 1t pretends that 1t has the fresh route to the destination and ‘iolate the
AODV routing protocol mechamism Secondly. when it gels success from the first step 1t
begins to lose packets that 1t recenes from the source node It drops pachket at certain
intervals due to its selective dropping nature 1t 1s difficult to locate Tt often behaves as a
normal node but for some mtervals of the time 1 changes 1ts behavior (o suspicious node
It reduces the variety of the matrices in network as performance. packet dehivery rate

end-to-end delay and packet drop rate (29]
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. BLACKHOLE ATTACKS

The Attacker node [7] gain access 1o nctwork n this case by violaung the standards
followed by the routing protocols and drops both data and control packets For the
participation 1n the network in case of the AODV routing protoco! 1t inthates the route
request mechanism (o its destination through intermediate node with 1ts specific sequence
number If the intermediate nodes are not destimations they will broadcast 1t again to the
other nodes until the destmation 1s reached Now the desunauion will send the route reply
to the source by using the route to the intermediate nodes by upgrading the source
sequence number | during the RRFQ ume any intermediate node send the reply to the
source by using the destination sequence number either equal or greater to show that 1t 1s
destination The actual path between the source and destination could be lost where link
error messages could be oniginated for the source node Intermediate node could be the
suspictous and can destroy all of 1ts packets as 1t 1s the black hole attacking node naturc
[7] lts mechanism 1s described in figure 3 2 Attacker node have mimimum hop distance

and 1t can cause to destroy packets

- —RRFI- =
—RR} Q—e

figure 32 Blach hole Attacher Representation{9]
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J INFORMATION DISCLOSURE ATTACKS

Assailers try 1o gain parucipation in network 1o access secret and necessary data about 1ts

architecture layout, dispersed areas of nodes and 1ts most updated routes to exploit them

(31)
. ROUTING ATTACKS

These are network layer attacks Here nodes connect to other nodes in their environment
and their connection 1s based on mutual trust to each other Various attacking partics, first
breaks the protocols specified rules to participate 1n the network so they could be ablc to
overhear the network transmission, add their own packets elc . for their purposes Mosth
adversaries define routing loops. congestion n network and channe! contention at certain

places to make poor efficiency [30]

3.1.1.2 PASSIVE ATTACKS

. EAVESDROPPING

To overhear network communication ts eavesdropping 1t ts unauthorized access of the
sender’s pachets and use them for illegal aims and objectives As the nodes wn the
network rely on infrastructureless medium So assailers could read their messages or send

the bogus packets in their places to the transmission {32]

. SPOOFING

Attackers masquerade by having the [P of another node and gets all the packets inclined
10 the actual node This type of the misbehavior happened in the nctwork to gather data
and attacking node may introduce other severe assails using this This kind of the node
may bc a part of many route and cause a serous damage [32] Figure 3 3 shows the

mechanism of the spoofed link
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Figure 3 3 Spoofing Arttachs and Connections[9]

. TRAFFIC ANALYSIS

To access the network mformation during transmission 1 a passive mode and their

working and responsibiltuies 1s traffic analysis [32]

. TRAFFIC MONITORING

This 1s not specified to Mobile Adhoc Network, several networks are also suffered [rom
this as cellular, sateilite and wireless local area networks It 1s launched to access the

network users and their duties related information to cause many other mishehaviors [32]

3.2 PROBLEM DEFINITION

Grayhole attacks are one of the most sophisticated and need complex mechanisms (o
detect hey are basically the variation of the blackhole attacks in which atiacker partially
drops some packets [7] The attacher node always tries to behave as a normal node but
for the very small interval 1t switches its normal behavior and drops the packets as the
most valuable information of the network To prevent. detect and eliminate this auack
various solutions are cited in the previous literature but they all have few shoricomings
(6](41[8][12] Some of the techmques lacks the efficient detection strategies of the
suspicious nodes m the networh that's why, they fail 1o present the accurate solution

W hile the rest of the strategies lack the unsupervised learming [8]

Now here, n this research work we have developed an algonthm using context sensitive

HMM for Grayhole Identification with the help of unsupervised Icarning  Although this
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is the latest and the most effective approach to all the existing solutions but it also suffers
from some drawbacks First 1t suffers from dynamic memory allocation problem
Secondly we are using the dynamic threshold property to determine the false detection
rauo so the attackers might be tried to modify the threshold and could claimed to higher

false detection rate The authors are not focusing on 1ts solution at this time

3.3 PROBLEM STATEMENT

"If there are N numbers of nodes in a network topology T and all are assumed to
be well behaving except one that 1s Grayhole as M based on the some threshold
parameter ¥, how can we adjust our threshold to the identification of (hal

Grayhole Node ™

) RESEARCH OBJECTIVES

Atter studying the literature and its deep analysis, we have formulated the problem as
how to 1dentify the suspicious Grayhole node in the MANET using unsupervised learning
approach Here, we will focus on the smart attacker which drop the data on certain ime
ntervals and we will discuss how 1o prevent it from the data loss MANETSs uses muluiple
paths 1o send packets to destinations and suspicious hops drop packets secretly at certain
intervals from any hop and there are a lot of difficulties to detect them Authentication
and access control mechanism to network are lacking so network performance 1s badly
affected Techmiques using the supervised leaming also requires more prior hnowledge
that decreases efficiency Recently. many security challenges and attacks occurred in
MANE because all nodes are independent and can communicate with each other vi4
neighbors or intermediate nodes Normally packet loss 1s due to due to collision or

congestion The following major problems are found 1n our case

v" Identification of the Grayhole node by using unsupervised learning

v" Unstable dynamic threshold specified leads to low detection rate
34 SUMMARY

We have discussed the problem on a specific domain In past, there are a lot ol

methodologies used for describing detection, prevention and elimmation of the mahcious
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nodes as grayhole attacks MANETSs performance was degraded and 1ts QoS s also
effected when legitimate node are trving to destroy its packet from inside the network So
there 1s a need to develop an artificially intelligent a secunty solution that would be more

active to overcome the existing and future MANET threats and reduce false negative rate

of the network

|

TS s
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4.1 INTRODUCTION

We have discussed our problem alrcady 1n detail in previous chapter Now we have
designed our solution that will be more robust to overcome grayhole attacks in MANI |
It will identify the suspicious node easily based on its learning approach and certam
threshold value It has been conducted to develop the efficient and more secured strategy
in Mobile Adhoc Networks as they do not have fixed domain and are of varying nature
There are a many security challenges that requires a lot of concentration for well
functioning So. with the time, an intelligent and efficient technique 1s required for
MANETs This chapter 1s focused on detailed description of the proposed methodology

and 1ts requirements for 1ts good functionality

4.2 DESIGN REQUIREMENTS OF OUR SOLUTION

Far construction of the 1ts design 1t has required the following as below

e A network architecture for representing the safe and sound environment for it

interprelation

¢ It also needs any form of learming for training as we have specified unsuperviscd

learning because 1t has some advantages over supervised learmng

e There 1s a need 1o set the effective dynamic threshold 1o minimize the false

ncgative ratio and 10 improve the true positive raho

e It requires training data either labeled or unlabelled we have usced here 1s number
of packets and number of nodesistates or collectively we could say the toial
amount of the dala during its processing for maintaiming each state node

probability

4.3 REFERENCE ARCHITECHTURE

The grayhole attacks partially drops the packets in certain time intervals that could
degrade the performance of MANET For tracking the behavior the gray holes we havc
used cs-HMM[43] 1o model its architecture For Monitoring the pachet drop ratc we have

nsed the context sensitive states\nodes that stores the information at each stale 1o adjust
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their evaluation rates The conlext sensitive states\nodes have their own transition and

emission probabilities at each node to evaluate their drop rate

4.5 PROPOSED APPROACH

The proposed approach is described as under by following steps

4.5.1 DESIGN

We have developed an HMM based Grayhole Identification Algorithm that will follow

the design in the figure below and 1t starts with the imitial state probability 7, = 0 and the

sel of 1ts sent packets 'a,’ and dropped pachets 'by/’ for calculating 1ts state intormation

The algorithm 1s described 1n the end of this chapter with 1ts functional case study Our

proposed technique design can be expressed as below

Start Transmston

Collev1 Data

iidden Markov Modet /
a0

Network Traming

Testung

Check 1hreshold il geuter than threshold——

Identify Grayhole

Declare nade « thar it has
croesed the threshold himt

Broadensi to other nades

ST LTI TN W R UL T

I;l_g_urc 41 Dcsfgn Of The Proposc?f\pprnach
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It has started with the normal communication of the network. first the information of the

network will be coltlected for few minutes and then evaluation of the network be done by

the forward algonithm and 1t has used as the training data for the futurc observations The

learning here 15 unsupervised and 1s done by algorithm The packel drop rate of each

node have been determined from the first phase and then the comparison have made to

detect the most suspicious node by the algorithm using dynamic threshold property The

attacker have been identified accordingly

4.5.2 DESCRIPTION OF PROPOSED SCHEME

The proposed algorithm 1s described by the following fundamenta! steps 1n this scenario

we have

1

111.

iv.

We have evaluated the each nodeistate m networh by the algorithm under cs-
Hidden Markov Model Its observed information have been used as traming data

Training has based on the two parameters as states\nodes and Packet drop ratio

We have assumed that source and destinauion are not suspicious because we are
dealing with packet drop rate on each node and source has no dawa recersing
packets and desuination has no data packets sending to some nodes during
communication along the path Source only reccives control packets and

destination has to send control packets only

Each node will be based on three observations as sending packets, receiving

packets and dropped pachets respectively

[he most suspicious node detection done along the AODV protocol oriented path
with the mimmum hopcount by the Viterbr algorithm using the following

terminology as mentioned below,

a) We have specified the tming for packet dropping ratio. 1t has been checked at
the states processed at the session time and continues ull the session ending

We are using the periodic monnoring for the nodes here

b) If Pachet drop rate is less than 2*RTT of the total sent pachets 101s considered

as normal node
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c) If the packet drop Is greater than or equal to 2*¥RTT loss ol the total sent

packets, 1t I1s grayhole node

v.  Once the node 1s specified as the grayhole, we have idenufied 1t as a grayhole by

using its packet dropping ratio or average pachet dropping ratio

4.5.3 THRESHOLD CALCULATION

If 'n' is total onginated packets for the destination and 'RTT' 1s the round trip

time of the packets, threshold will be adjusted dynamically as m its imtial phase
Threshold=2*RTT

and in 1ts subsequent network transmission phases 1t will updated automaticaily
according to the scenanio If the pachet drop occurs twice of the RTT then that

node is considered as gravhole node of the network

4.5.4 MAPPING OF ¢s-HMM ELEMENTS TO NETWORK ARCHITECHTURE

The mapping of this model 15 given as below

cs-HMM --- Network Architecture

cs-Transition Varlables --- Total packets sentirecieved

cs-IFrmussion Variables --- [otal dropped packets

cs-States --- Set of nodes

cs-1Tidden States --- Source, Destinatton

cs-Observed States --- All intermediate States including Suspicious node

4 5.7 PROPOSED ALGORTIHM

Our proposed Algorithm 1s using cs-Hidden Marhov Model that 1s used to detect the
suspictous node from the MANET cs-HMM uses two states sels as hidden and
observable sel of the states which have been already described in previous topie [n this

technique we have imally specified two dynamic programming algorithms but while
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using we have merged them to a single algorithm for the evaluation and learming of the
network and the Identification of the grayhole node from the network The algorithm 15

given as under but 1t will be explamed with an example in the subsequent topic

» VARIABLES USED AND THEIR NOTATIONS

initial state probability = m,

sent_packet = a,

recicved Packets = by,

Stales = 8, /f counter for all statestnodcs
Time ¢, /f counter for ime

Towal ime T

Threshold Th

. PSEUDOCODE

» Phase 1: Initialization phase

init network(),

tnit paths(),
currentSimTime = 0,

Th = 2*p(pktDropRate|s,(1)).
$)=0.

a, = pls{t)s(t-1N= 0.

by = p(vi{t)[s,(t)} = 0,

b g Phase 2. Evaluation and Learning

while(currentSimTime '= simTimeTotal)
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tf(S) <= Sn && queue == empty()) /f Sn -> for final state
collect_data(),

else
calculate  p(vi(t)[s,(1)).

calculate_ p(s,(t)[s.(1-1)).

p(pktDropRate|s(t)) = [{p(s{D)]s:{t-1)} - p(¥a ()5, (1) pls,()]si(t- 11},

p(percentPktDropRatels,(1)) = [(p(s(thsi(t-1}) - p(Vi(U)ls(t)))/ ploithsdl-1))]

*(1/7 100),
collect p(pktDropRatels (t)).
currentSimTime++,
S+,

untll currentSimTime == simTimeTotal.

1ftp(pktDropRate|s (1)) < Th)
train_the network(),
[t 1s Normal Scenario,
clse
Attack Oriented Scenarto,

- Phase 3: [dentification of Grayhole Node

if (p(pktDropRate|s(t)) > Th){
Monitor(Nodes)

Locate p(pktDropRates,(t))(SuspiciousNodes),
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detect_max(p(phtDropRate|s(t)))

Idenufy Grayhole(node).

» Time Complexity

The ume complexity of this algonthm 1s O(n*). by considering its set of nodes in the

network and its recicved plus sent pachets

4.6 WORKING OF OUR PROPOSED ALGORITHM: CASE STUDY

Let us take an example of the network scenario consisting of the 10 nodes which have
been arranged 1n a topology When the communication has started, protocol 1s initiated to
communicate in the network Our proposed Protocol 1s AODV, 1t has started the RREQ
mechamism from the randomly chosen source to the destination node for the discovery of
the routes During communication each node have maintaincd a routing lable for
maintaining the destination address. next hop address, destinauon sequence number and
the TTL(Time To Live) value The RREQ mechamism has broadcasted through the
neighbour nodes n the network and when 1t has reached to destunation and the RRED?
pachet has reversed back to source node along the path having minimum hop count The
path has be established between them and the source will start communication to the

destination node

— REEPe
—RRE Q-

Figure 4 2 AODY Communication
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Here, when communication has been estabhished with the help of the AODV routing
protocol, the network nodes have maintained the routing table w ith 1its mitialized values
afler the communication setup Now the algonthm have been triggered. the mitial path
have been selected with the mimimum hop distance along the first ilcration values 1s as

below, with the hidden and observed states as below
Hidden states = {S. 8. 4 D]
Observable states = {1, 2, 3, 5.6, 7}

Now the algorithm has started and 1t will calculate the probabilities of all the values and 1t
will update the values during each iteration ull the normal communicauion stops for few
minutes. 1ts normal communication will store its data for traming of the network and
when the attack will be activated 1t will check all nodes packet drop probabilities and 1t

will compare their drop ratio and average packet drop ratio
[he first tteration 1s started as given below with the path
This 1s calculated from state\node S -> state\node 8

t=0,

recieved Pkts = 1800,
Sent Pkts =2000,
totalSent_Pkts =2000,
p(packetDropRate) =0 |
path = {S.8.4,D}
Now the second iteratton will be given as below

this 1s calculated from state\node 8 -> state\node 4
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recieved Pkts = 18000,
Sent Pkts = 20000,
totalSent_Pkts = 20000,
p(packetDropRate) =0 1,
path = {S.8,4.D}

Now the third iteration 1s given as below

this 1s calculated from state\node 4 -> state\node D

rccicved Pkts =18000,
Sent Pkts =14000,
totalSent_Pkts =18000,
p(packctDropRate) = 0 23
path = {§,8,4,D}

now loop has been terminated here

The final test matrix has calculated and 1s stored by the algorithm for the probability of
packet dropped ratio along the specified path 18 given as below, the training matrices arc

not menuoned here

Idennficarion of the Suspicious Node Using Unsupervised Learmng Technigue in MANET 39



 hapier 4 Sistem Design

8 0 01 0 0
4 0 0 025 0
D \0 0 0 '099)

The matrix and comparisons made by the Viterbt in matrix form is grven as below

(S 8 4 D )

plLo o o -099

Here, the execution has terminated successfully by the algorithm and it has detected the
maximum packet drop by comparing all the dropped values of the nodes and the node 4
is suspicious because 1t has dropped above 2*RIT of the packel sent as shown

mairices above

We have cheched its packel drop ratio at some ntervals of tme on the states while
evecution Any state having the max packet drop ratio 1s the suspicious statc'node [n this
case let us say node 4, 1s suspicious and we will check s packet drop rano, 1f at any
imterval of the time it 1s greater than 2*RTT or exactly 2*RTT of the sent packets then we
could say 1t 1s suspictous it could be detected by the algorithm At the end, the algonthm

will be terminated successfully This was our proposed Algorithm working
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4.7 SUMMARY

In short, we could summarize the whole approach in just few words MANET 1s
infrastructureless and open to many security attacks as DOS attacks Communication in
MANET 15 always dependant on 1ts intermediate nodes cooperation So there might be
more chances to the existence of the attacker nodes Here. we have proposed an
artificially intelhigent solution n which detection and identification of the grayhole node
1s done by cs-HMM based Algorithm It 1s such a techmique that checks the suspicious
nodes packet drop probability at each state by using its sent, dropped and received packet
observations on each node to determine the packet drop rano Basically. grashole node 15
a hind of the attacker node that selectively drop some packets at certain inters als without
forwarding them to destsnation node So we have discussed how to eliminate this node
and save network from the damage and loss of its resources We have used parameters to

prove this research 1n a good working state
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5.1 INTRODUCTION

In our research work we are trying to simulate the grayhole attacks in wireless adhoc
network 1n OMNeT++ As there are many simulation tools used for designing the mobile
adhoc networks (MANETSs) 1 e . OPNET, GlomoSim and Network Simulator (NS-2) ewc .
but we have used the OMNeT++ version 33 for the simulation of our work and
verifications of its results In this chapter we have discussed the testing environment dala

flow diagram and flow of our proposed scheme

5.2 OMNET++

It 1s a network simulator[33] used for the visualizations of discrete cvents normally for
telecommunication transmissions, protocol and queung networks simulation. for
verification of the hardware topologies and their working etc It can be used anywhere
where discrete events and object-oriented approach 1s reasonable Blocks of the codes are
arranged t the hierarchy Communication between different modules 1s by sending
pachets to each other and packets structure of data could be complicated Each module
forward packets to the recerver by already established route or the link through t Lvery
module depends on different parameters for thetr customized acuons or the layout of the

networkh All functionality of the modules are coded 1n C plus plus

5.2.1 HIERARCHICAL MODULES STRUCTURE

The OMNeT++ programs are composed are muluple modules 1n a hierarchy  Top level 1s
the system blockimodule where as lowest one 1s the simple module n the order Mostly
simple modules consists of some algorithms A module has more than one blocks 15 the

composite module as shown in figure below

C oampoand Module

Simple Maodul S I\\.lnxll“
Sumple Module tmpie Aiodule miprle e

Figure 5 | Modules Structure[33]
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5.2.2 MODULE TYPES

The simple and compound modules are extended from the term module types When user
discusses some framework or model, it explains module types that specifies the object or
instances of the complicated modules The developer firstly specify the system module
and all other simple modules that are referred to 1t as us submodules When users define
that module type 1s the building block than simple or composite modules are considercd
at the same level Developers are permitted to divide simple module into lurther simple
and composite to use them as a ssmple It will not disturbs the others peoples module

vpes

5.2.3 LINKS, MESSAGES AND GATES

Links are used to connect a level of single modules arranged in hierarchical structure
[33] They can be used to connect two submodules or they can be used for connection of
one submodules to a composite module as shown in figure below Gates provides the
interfaces for incoming and outgoing pachets\messages between all the modules mn a
system Messages depict the packets and frames in the network communication All

messages are travelled through a consecutive tinks called a route

Parem Module — Gale
Submodule
E = g =
& & &
l ink

Figure 5 2 Links and gates representation[33]
5.2.4 PACKET TRANSMISSION MODELING

There are three variables used for packets travelling 1n network for helping the new
devclopers Becausc they can be applicable to different designs and they are bit crror rate
propagation delay and data rate When the packets arrive through a Link are delayed by

certamn limits of the ume 1s propagation delay Bits are not travelled accurately due to bad
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link quality arc known as bit error rate Transfer of packets from one location 0 another

15 data rate

5.3 THE ADHOC ON-DEMAND DISTANCE VECTOR ROUTING
(AODV) PROTOCOL

AODV [34] has not mentioned all the hop-by-hop paths during the inttial sctup They are
only invoked when they are required for communication in network Paths are used only
when they are nceded except they are discarded from the network It starts route
discovery procedure by RREQ (route request) and RREP (route reply) parameters
Sender sends RREQ message using intermediate nodes RREQ message compnises of [P
address of sender, current sequence number, destination [P Address. destination last
sequence number and broadcast [d It uses ring search strategy 10 w hich 1in which host
assigns a Time to Live value to 1ts Route Request at some starting point The response of
the route request Is considered to come to sender host in that ume period (as T'lL
assigned) otherwise the source starts another RREQ with incremented TTL [f response s
found n a TTL time himit then the path between sender and recerver will be oriented for a
sesston They can communicate to each other for nme specified earlicr by them [t
sender host walks away during active sesston then there 1s a necd to forward RREQ again
by choosing another path 1n the network  If some intermediate host along the path moves
away from its original location then host from the upstream ifiates the RERR (Roulte
Error) message to its previous hosts o inform senders After receiving that Route t:rror
sourcc ends the transmission along that specific path and imtiates the new route for Route
Request Procedure for further commumication [34] The data flow diagram of Route

Request and Route Reply processing 1s shown n figure 5 3

5.3 1 DATA FLOW DIAGRAM

AODV data low diagram 1s described by the figure 5 3
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Figure 5 3 AODV control mechanism for RRFQ and RRFP[34]

5.8 SUMMARY

In chapter we have discussed the OMNeT++, its features and other Graphical User
Interface details The data flow diagram of our AQDV protocol has been discussed with
its parameters At the end. control of the proposed System 1s also discussed to show the
functionality of the scheme with the AODV routing protocol In the next chapter we will

show different test cases for the evaluation of this approach
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CHAPTER 6:
TESTING AND PERFORMANCE EVALUATION
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6.1 INTRODUCTION

[n this chapter we have discussed the simulation scenarios of the presented approach We
have specified the simulation parameters and ts envtronment (hardware specifications
and software both) on which 1t 1s tested Two test cases are presented with different
simulation times to show their functionality under 1deal and attack oriented situations At
the end the comparison of the techmique will be conducted to show achievements and

benefits of this scheme

6.2 SIMULATION SCENARIOS AND TESTING ENVIRONMENT

It 1s described as below using different set of topologies
6.2 1 TEST SYSTEM

Processor: Intel(R) Core(TM) 15-2450M CPU 1@ 2 50 2 50 GHz
RAM: 6 0 GB
System type: 64-bit OS

6.2.2 OPERATING SYSTEM AND SIMULATION TOOLS

08: Windows 7 Home Premium

Tools: Visual C++ 2008 and OMNeT++ 3 3
6.3 SIMULATION SCENARIOS

Tor the implementation of the Grayhole attacks in MANET we have used OMNeT- ~
version 3 3[33] stmulator for the testing and validation of the simulation scenarios and
their results either our developed Algorithm 1s working according to our requirements or
not Tesung our inputs, we have implemented simulations for two network topologies In
first, we have used 8 and 12 nodes network and did not simulate any grayhole attack but
in second we again use same topologies and mmitiate grayhole attacks and hence we
concluded the final cutcomes of the simulation scenartos Our rescarch 1s based on these
metrics as packet sent, received, packet drop rate and throughput for identificauion of

grayvhole node 1n the absence or existence of attack
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6.3.1 SIMULATION PARAMETERS

Qur simulation environment contains the nodes as 8 o 12 n each topology We have
considered the world size as an area of 250*250m The simulation time specified for
these scenarios are 30 minutes The parameters of this simulation are shown in Table 6 1

The topology will be mesh and static considered 1n all cases

' Num of Nodes 8, 12,20 (mesh and static topology)
Num of Suspicious Nodes I
Simulation World Size | 250*250m L
Packet Size 1024KB
Traffic CBR -
Protocol used AODYV Routing Protocol _
| Wireless Standard Specified (80216
Data Rate Used 2Mbps
Traffic l.oad 50pps B

Table 6 1 Network Parameters[8)|

6.4 PERFORMANCE AND EVALUATION

The testing and validation of the system 1s proved through the simulation of the three

lopologles as § nodes. |2 nodes and 20 nodes mentioned below

6.4.1TEST CASES AND COMPARISON RESULTS OF 8§ NODE TOPOLOGY

[he Figure 6 1 shows the 8 node static and partially connected mesh topology with the
stationary mobility model This topology will be used for testing the cffectineness of the
proposed technique using the throughput. packet drop rate. overhead and number of

sources maltrices
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Figure 6 1 8 Nodes Static And Mesh Topology

6.4.2 1 TESTS AND COMPARISONS RESULTS FOR THTOUGHPUT

Thrs 1s a topology of 8 static nodes in partially connected mesh layout to test the

throughput of the proposed solution The mobility model used here 1s stationary mobilily

in which nodes are on fixed positions and do not move using any speed The throughput

of this technique 1s about 25 % better than the previous like SFAM n both attack and

normal cases as shown 1 figure 6 2
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6.4.1.2 TESTS AND COMPARISONS RESULTS FOR PACKET DROP RATE

Here the topology and 1ts arrangement 1s considered the same such as tn previous onc
The packet drop rate of this techmigue ts 15% better than the previous as 1 uses the diop
rate threshold 1s 2*RTT Its detection rate 1s also more better than the previous technique
Figure 6 3 shows the packet drop rate of this approach and previous approach i hoth

cascs with attack and withourt attack considered

100

0% - - ——SFAM vith

500 attacher

_ ac cs-HAN wmb
2 We mom m = == = i - . anacker
e 8 —B—SFAM vrthow
= e - - - attacker
_E i0%¢ —p— c5-HN A thout
= 309, _ attacker

Ut -

10%: - —

e | o -

Node Densty iIn a Statnonay Moebitn Envronment

Figure 6 3 Packet Drop Rate Verses Mobility In 8 Nede Topology
6.4.1.3 TESTS AND COMPARISONS RESULTS FOR OVERHEAD

s topology is of stattc 8 nodes 1n partially connected mesh layout using the stationars
mobihty model In this technmique, we have used periodic monitoring and unsuperyised
learning to reduce overhead and they minumized the overhead up to 88% and 1t 15 the
improved and latest technique to the previous to handle gravhole attacks effectively [he
figure 6 4 shows its results both in normal case scenario and tts attack oriented scenarios

The figure 6 4 also gives the comparison details to 1ts previous approach

Identification of the Suspicious Node Using Unsuperised Learmng Techmque tn MANET 51



Chapter 6 Tesiing and Performance Frafuation

Vvt d

~ == SF AN ith o acmn e atlach
B9 - = 7= - - - - - cs-HAMDM =t no acon e attach

—B—SF A\ vith actn e attach

=t s-HAM nth acteanach

Node Densin
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6.4.1.4 TESTS AND COMPARISONS RESULTS FOR NUMBER OF SOURCES

This Figure 6 5 shows us the number of sources traced out during the simulation As. 1n

our case sources maintained the suspicious node entries for their future prevention In

normal case scenario source only changes when 11 finishes 1ts transmission otherwisc it

does change but in attack oriented cases 1t can change when some link break occurs,

when maximum of the packets are imed out or due to medium access collisions n our

case So this figure shows that there are maximum numbers of sources in attack oriented

scenarto rather than normal scenario and 1t 1s the best detection and prevention techmque
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Figure 6 5 Number Of Source For Static Mesh 8 Nodes Fobo]og)
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6.4.2 TEST CASES AND COMPARISON RESULTS OF 12 NODE TOPOLOGY

The Figure 6 6 shows the 12 node static and partially connected mesh topology with the
stationary mobility model This topology will also be used for testing the proposed
technigue using the throughput, packet drop rate, overhead and number of sources

maltrices

world

il

@a0
bbileH Agt[10]

Figure 6 6 Network lopology Of 12 Nodes In Static And Mesh Layout

6.4.2.1 TESTS AND COMPARISONS RESULTS FOR THTOUGHPUT

This 15 topology of 12 static nodes n partially connected mesh layout The mobility
mode] used here 1s stationary mobility in which nodes are on ftxed positions and do not
move using any speed The throughput of this technique 1s 4%% better than the previous

lithe SFAM 1n both attack and normal cases as shown 1n figure 6 7
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6.4.2.2 TESTS AND COMPARISONS RESULTS FOR PACKET DROP RATE

Here the topology and its arrangement 1s considered the same The pachet drop rate of
this technique 1s 20% better than then the previous as 1t uscs the drop rate threshold 15
2*RTT So its detection rate 15 more better than the previous technique Figure 6 8 shows
the packet drop rate of this approach and previous approach n both cases with attack and

without attack considered
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Figure 6 8 Packet Drop Rate Verses Mobility Of 12 Nodes Static And Mesh Topology
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6.4.2.3 TESTS AND COMPARISONS RESULTS FOR OVERHEAD

The topology 1s again of static 12 nodes 1n partially connected mesh tashion using the
stationary mobility mode! In thes technique periodic monitoring and unsupervised
learning has been used to reduce overhead and they have mimmized the overhead up 10
86% and it 1s the improved and latest technique to the previous to handle gravhole attacks
effecuvely The figure 6 9 shows uts results both 1n normal case scenario and 1ts attack

oriented scenarios The figure 6 9 also gives the companson details to 1ts previous

approach
100%
o= SFAA! nath no altac)
a2% - T n - - - T I T
80° Lo T _ - T es-HADM with no

, attack
70% —f= ST AL math attach

= cs. DV math attach

Ulyihie nd

Figure 6 9 Overhead Of The Network [2node Static And Mesh Topology
6.4.2.4 TESTS AND COMPARISONS RESULTS FOR NUMBER OF SOURCES

Here the topology and the layout 1s again the same we have traced out the number of
sources for the topology throughout the simulation because they maintain the attacher
node information for their future prevention In normal case scenario source node only
changes when 1ts fimshes its transmission But in attack oriented scenarios 1t changes
because of the link breaks, timeout of the maximum packets or medium acccess collisions
In our case so in attacks oriented scenario we traced out the maximum number of the
sources for the active and accurate detection of the attacks Figure 6 [0 shows the number

of sources tracked out 1n both normal and attack oriented scenarios
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6.4.2 TEST CASES AND COMPARISON RESULTS OF 20 NODE TOPOLOGY

The Figure 6 11 shows the 20 nodes static and partially connected mesh topology with
the stauonary mobility model This topology will also be used for testing the proposed
technique using the same matrices such as throughput, packet drop rate. overhead and

number of sources ¢tc

a0
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Figure 6 11 20 Nodes Static And Mesh Topology
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6.4 3.1 TESTS AND COMPARISONS RESULTS FOR THTOUGHPUT

This figure 6 12 shows comparisons of the throughput of this approach to the previous
approach 1 both normal and worst case scenarios This approach has the highest pachet

delivery ratio than the previous technique because 1t 15 using the threshold 2*RT1
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Figure 6 12 Throughput Verses Mobility Of 20 Nodes In Stauionary Mobility Lnvironmenr
6.4.3 2 TESTS AND COMPARISONS RESULTS FOR PACKET DROP RATE

The nemwork topology has extended to 20 node with the same mobihty environment and
the topology 1s also static here The packet drop rate 1s less than the previous n normal
and 0 attack oriented cases As the threshold 15 2*RTT so 1ts packets drop rate to the
mobility 1s less and 1t 1s effictent to the previous technique Figure 6 13 shows the packet

drop rate of this proposed approach to the previous SFAM
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Figure 6 |3 Packet Drop Rate Verses Mobility Of 20 Nodes Static And Mesh Topology
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6 4.3.3 TESTS AND COMPARISONS RESULTS FOR OVERHEAD

The figure 6 14 shows the Overhead of this approach to the previous approach as it 18
showing reduced overhead to the previous one because in this we have used unsupervised

learning technique to avoid eacessive overhead during attackers and when there arc no

attackers are present in the system
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Figure 6 14 Overhead In 20 Nodes Static And Mesh Topolog)

6.4.3.4 TESTS AND COMPARISONS RESULTS FOR NUMBER OF SOURCES

This Tigure 6 15 shows the number of sources for efficient detection of the attack 1n this
environment with the stationary mobility In normal case it represents that there are no
more sources as compared to the attack oriented case because 1n normal case. there are no
attackers and more pachets are not lost but 1n attack oriented casc more sources are

required to detect the attacker nodes So this 1s the best momtoring and preventing

technique for gravholes
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Figure 6 15 Number Of Sources In 20 Nodes Static And Mesh Topology

The detecuon accuracy of selective forwarding attacks approach is 89% to 92%

exireme case scenarios Now from the simulation results and graphs, it 1s proved that our

approach 1s the best detection and 1dentification  scheme and robust enough to handle

grayhole attacks as compared to previous ones The traming and test dciection results

accuracies are mentioned below 1n the table 6 2

Simulation Tume = 30 mins

[

!I For 8 nodes Topology | For 12 nodes Topology For 20 Nodes _ﬂl
|| Topotogy |
Traming and Testing Tramning and Testing Training and 4|
Accuracy Accuracy Testing Accuracy i
With no 99 70% 99 39% 99 00% o
attacher i
environment |
| Withthe | 98 89% 97 64% ) 95 11% -
attacker :

scenario
I |

Table 6 2 Traimung And Tests Venfication Results
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These are all the traming and testing results with the sunulation time mentioned along
them These results are taken from both the normal network communication and the

attacker node included in 1t

6.6 SUMMARY

By usimg the OMNeT++. We checked our ¢s-H MM based Grayhole Detection Scheme
on two different topologies for the idenufication of grayholessuspictous node in the
nerwork The network commumication i1s done with the help of the AQODV reaclive
routing protocol We have utilized 8 and 12 nodes network environment with the attacker
nodes by considering the different channel error rates during communication If attack 1s
detected 1n evaluation phase based on the trammng, it 1s identificd as grayhole node in our
networh The dynamuc threshold ts used to mimimize false positive and accurate detection
of true postiives rates We have also discussed the performance of the nemwork by the
metrics as pachet sent. received. throughput and packet drop rato Finally. we have
presented our results by ploming the graphs for s final verification of traiming and

testing
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CHAPTER 7
CONCLUSION AND FUTURE WORK
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7.1 CONCLUSIONS

In short, this technique gave us the verified results to overcome some previous
challenges Our research thesis and its venfication has done through simulations and 1t
shows that 1t has been working efficient at the cost of 97°% or above in both attacked or
non attacked environments It 1s more effective and accurate to the earlier solutions by

the following points

e It has used Unsupervised Learning to improve s accuracy in learmng and

identification up to 95% which 1s extremely good
e This scheme has enhanced 1ts detection rate by specifying dynamic threshold
e Technique has improved the true positive rate

Here. we have tried to explain a solution of some of 1ts secunty threats after the deep
analysis from the previous work This work has provided the detailed descniption ol the
impact of the Grayhole attacks in MANET by using AODY and cs-HMM  As we have
implemented the artificially intelligent technique to reduce the grayhole attacks as well as
their false detection rate by using OMNeT++ We have implemented and validated the
results of this strategy with the help of simulations under the 1deal and under attached
cnvironments Grayhole attacks have occurred due to the packet lost ratio in network
under attack environment The results of this approach have also plotted 1 normal and
worst case scenarios with the simulations These results clearly indicate that Grayhole
attacks could badly cffects the network performance and could be causcd of important

data drop of its users in MANLTS
7.2 FUTURE WORK
The future direcions of this work arc as follows

¢ To enhance its performance cfficiency and to decreasing its falsc detectton rate.

someone might use other protocols with this strategy

e It could be implemented with the SVM to compare its efficiency and effectivencss

of working in MANETSs
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» It might be extended to build intrusion detection system for momitoring the other

atiacks
7.3 SUMMARY

This technique 1s artificially intelligent, very effective and accurate up to 95 percent for
the 1dentification of the Grayhole atacker node in the network Here we have developed
and algorithm to the successful 1dentification of the attacking node n the network We
have specified the dynamic threshold to twice of the RTT of the packet for handling the
attacker's node in network This techmique 1s based on unsupervised learning 1n which
nodes w11l be detected and 1denufied by the developed algornithm's decisions This 1s most

recent and efficient to all of the previous schemes 1n this field of the study
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MANET
IDPA
CAD
WD

PR

SD
HSMM
RSS
AFM
IDS
OLSR
DSR
AlS
GBGHD
SNMP
AODV
CONFIDANT
PDF
NRL
PDR
SHA
RRFP
RREQ
DPE
DOS
PMOR

Mobile Adhoc Network

Injecting Data Packet Attacks
Channel Aware Detection

Watchdog

Pathrater

Source Destination pairs

Hidden Semi-Markov Model
Received Signal Strength

Attacker Finder Messages

Intrusion Detection System
Optimized Link Statc Rouung
Dwvnamic source routing

Aruficial Immune System

Gateway Based Gray Hole Detection
Simple Network Management Protocol
Adhoc On-demand Distance Vector
Cooperation of Nodes- Farness in Dynamic Adhoc Networks
Packet Droppting Fraction
Normalized Routing Load

Packet Dropping Ratio

Simple Hashing Algorithm

Route Reply

Route Request

Dala Packet Error

Denial of Service

Packet Modification Ratio
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PMIR Packet Misroute Ratio
PDER Packel delivery Ratio
SVM Support Vector Machine
CoF Conservation of Flow

EAACK Enhanced Adaptive Acknowledgment

DSA Digital Signature Algorithm

MRA Misbehavior report authentication

BI.M Baselinc Local Monnoring

SADEC Stealthy Attacks in Wircless Adhoc Networks  Detection and
Countermeasures

Num Number

Min Minute

HMM Hidden Markov Model

cs-HMM Content-Sensitve Hidden Markov Model

SFAM Selective Forwarding Attacks In MANET
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