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Abstract

ABSTRACT

This is the era of modern mobile technology that provides users to access
different networks at any time and any where according to their situations and
requirements. User Equipments (UEs) are designed to switch between different
Access Networks (ANs) e.g. from WiMax to 3G or from Wifi to LTE. IP
Multimedia Subsystem (IMS) promises a framework that provides services to all
types of ANs. In 2020, 5G is promised to be on scene, and IMS is a candidate to
provide its features to this as well. One of the features of IMS is to provide Quality
of Service (QoS) to users. Due to mobility of user, UE handovers from one AN to
another. This handover requires disconnection from current AN and then connection
to a new. This leads to de-registration of UE in IMS and registration in IMS again
after handover. In LTE-femtocell heterogeneous networks, handovers tend to occur
more due to the decrease in the size of cells. Registration phase in IMS handles
user’s registration along with its authentication and authorization. This phase
establishes IPSec Security Associations (SAs) between UE and entry point of IMS
i.e. Proxy-Call Session Control Function (P-CSCF). If a UE handovers to new AN
while having a session with a Corresponding Node (CN) then it has to undergo long
process of registration, authentication authorization and establishment of IPSec
SAsin IMS before resuming its session with CN. Meanwhile user of UE experiences
delay in media disruption time and packet loss. The servers of IMS along with UE
suffer the communication overhead. In other words QoS gets affected due to
handover of UE to new AN. As one of the promises of IMS is to provide good QoS
to users then there is a strong need to minimize media disruption time , loss of

packets and communication overhead.

This thesis proposes a complete framework for mobility issues in IMS that resulted
from UE’s handover to new AN. It proposes two schemes for providing solution to
the problems of sub phases of registration in IMS after handover. The first scheme
caters with UE’s registration with new IP address and P-CSCF, UE’s authentication,
UE’s authorization and transfer of IPSec SAs to new P-CSCF in a secure manner.
Second scheme deals with the establishment of new IPSec SAs between UE and
new P-CSCF after handover with reduced number of messages and within SIP

capabilities. We give solution for these issues by avoiding de-registration before
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handover. Our scheme FIM (Fast IMS Mobility) sends a proposed subsequent
request from UE instead of conventional request to IMS servers that does not
undergo the long phase of registration. Instead it gives a solution to do only
necessary things needed after handover Proposed scheme caters registration with
new IP address of UE and P-CSCF that takes care of authentication and
authorization as well. FIM also transfers IPSec SAs from old server to new. For the
establishment of new IPSec SAs, second proposed scheme EMSA (Efficient
Mechanism for Security Associations) uses proposed subsequent request and
response. It establishes IPSec SAs between UE and IMS after negotiating necessary
parameters. Both schemes use already running protocols of IMS. The overhead of

new protocol integration is avoided.

We analyzed the media disruption time, number of commands and packet loss of
proposed scheme FIM theoretically as well as on a test bed developed by using an
open IMS core (i.e. FOKUS) and compared the results with existing schemes.
Transmission delay, processing delay and queuing delay of the establishment of
IPSec SAs for our proposed scheme EMSA are also calculated theoretically and the
results are compared with the old schemes. On the developed testbed we compared
the delay and packet loss of EMSA with IMS scheme. Overall our proposed
schemes FIM and EMSA outperform than existing schemes in terms of minimizing

number of messages, media disruption time, packet loss and signaling delay.
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Chapter 1 Introduction

CHAPTER 1

1. INTRODUCTION

This chapter gives the introduction of the IP multimedia subsystem and its important
servers, Session Initiation Protocol, reference points between servers and user identities.
Handover issues due to mobility of UE and the area of the research are also explained. In
this chapter we raised the research questions and mentioned proposed solutions of the

problems.

1.1. Next Generation Mobile Networks

The next generation of mobile networks (NGMN) consists of different technologies e.g.
WIMAX [6], Wifi [8], LTE [7], VOLTE [50], VoWiFi [62] and 5G [63]. New appliances
are equipped with the advanced features that facilitate user to roam freely. User can
switch from one network to another due to any reason. One of the reasons could be the
good signal strength of new network. But other reason could be the mobility of user from
one area to another area where the coverage of old network is not present. Mobility of UE
that leads to its handover from one network to another [10] must be facilitated by the
networks as it has become a need of the era. It is user’s demand to experience good
quality of service (QoS) during mobility. Good QoS [64] is met when there is less media

disruption and less packet loss.

These networks are expected to get services by IP multimedia subsystem (IMS) [1]. IMS
framework is developed by 3gpp. IMS development is a collaborative work of two
organizations. One of them is a leading organization related to cellular standards i.e.
3GPP [4] and other one is a leading organization for Internet standards i.e. Internet
Engineering Task Force (IETF). IETF developed the basic technology and specifications

of protocols. Whereas, 3GPP developed its framework and also integrated the protocols
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so that it can get the capabilities of mobile systems. These capabilities could be roaming,

Quality of Service (QoS) and charging [2].

1.2.  IP Multimedia Subsystem (IMS)

Third generation (3G) networks have a packet-switched domain [65] that provides IP
access to the Internet. IMS is the element in 4G architecture [66] that provides cellular
access to the internet services and it is expected to be a part of 5G [61] as well. The main
problem in using packet switched domain is that it doesn’t provide a best service with
QoS. There is no surety if the user gets the required amount of bandwidth that he/she

needs for an application [2].

One of the features of IMS is to provide QoS to user. IMS does session establishment
with Corresponding node (CN) in a way that it negotiate QoS so that user can have the
required quality. So the IMS could be defined as a global and access independent
architecture that facilitates users to get various types of multimedia services by using
internet protocol.

The Session Initiation Protocol (SIP) as defined in RFC 3261 [3] is the application-layer
control (signaling) protocol in 3GPP IMS networks for creating, modifying, and
terminating sessions with one or more users. These sessions include multimedia calls
between mobile users, telephone calls to the (Public Switched Telephone Network)
PSTN, multimedia calls to users in the Internet, multimedia distribution, and multimedia
conferences. SIP invitations can carry session descriptions that allow users to agree on a

set of compatible media types.

Every user in the IP Multimedia Subsystem will have one or more public user identities.
The public user identities are used by any user for requesting communications to other
users. The public user identity takes the form of a SIP URL. A public user identity has to
be registered either explicitly or implicitly (registered and de-registered simultaneously)

before the identity can be used to originate IMS sessions or terminating IMS sessions can

Shireen Tahira 56-FBAS/PHDCS/F09 2



Chapter 1 Introduction

be delivered to the user. A user can register several public user identities. The user can
also register several IP addresses with a public user identity.

IMS entities can be divided into six categories [2].

Session management and routing family (CSCFs);
Databases (HSS, SLF);

Services (application server, MRFC, MRFP);

Interworking functions (BGCF, MGCF, IMS-MGW, SGW);
Support functions (PCRF, SEG, IBCF, TrGW, LRF);
Charging.

o o~ wbd -

Figure 1.1 shows the handover scenario where UE disconnects from an old AN and
connects to new one. It gets de-registered from IMS and gets registered in IMS after

handover.

LTE

Figure 1.1: Handover Scenario

Few of the above entities those are in scope of this thesis are discussed below. These
include CSCFs, Databases and SCC-AS.
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1.2.1. Call Session Control Functions (CSCF)

There are four types of Call Session Control Functions (CSCF):

Proxy-CSCF (P-CSCF)
Serving-CSCF (S-CSCF)
Interrogating-CSCF (I1-CSCF)
Emergency-CSCF (E-CSCF)

M w0 e

Each CSCF is responsible for its own specific tasks. P-CSCF, I-CSCF and S-CSCF are
responsible for registration and session establishment and form the SIP routing

machinery. These three CSCFs are defined below.

1.2.1.1. Proxy Call Session Control Function (P-CSCF)

Very first point of contact in IMS is P-CSCF. UE sends the SIP signaling traffic to the P-
CSCF [11]. In a similar manner, P-CSCF sends the SIP signaling traffic that is being
terminated to the UE. Four different tasks are appointed to the P-CSCF: SIP compression
[14], IPSec security association, interaction with Policy and Charging Rules Function

(PCRF) [12] and emergency session detection.

Being a text-based signaling protocol, the SIP protocol has larger message sizes as
compared to the binary-encoded protocols. This is because the SIP protocol has a large
number of headers and header parameters, along with the extensions and information
related to security. If the UE requires compressed signaling messages, the P-CSCF would
have to compress the messages for speedy session establishment [13]. Some of the
responsibilities of the P-CSCF include maintaining Security Associations (SAs) and
protecting the confidentiality and integrity of the SIP signaling. This occurs during the
registration of the SIP as the UE and P-CSCF negotiate IPSec SAs. Integrity and
confidential protection is applied to SIP signaling after registering the P-CSCF. The
application of policy and charging control by an operator signals the P-CSCF to relay

session and media-related information to the PCRF. The information that the PCRF
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receives is used to develop the authorized IP QoS information and the rules that will be

further delivered to the access gateway (e.g. GGSN [15]).

1.2.1.2. Interrogating Call Session Control Function (I-CSCF)

All connections destined to the subscribers of a network contact I-CSCF. Three different
tasks are allocated to the I-CSCF:

1. It obtains the name of next hop from HSS e.g. S-CSCF or application server.

2. It assigns the S-CSCF based on the capabilities received from HSS.

3. It routes requests to next hop i.e. assigned S-CSCF or application server.

1.2.1.3. Serving Call Session Control Function (S-CSCF)

S-CSCF is the brain of IMS. It is responsible for doing registration processes, storing
service profiles, making decisions to route and maintaining session states. A request sent
by user goes to S-CSCF. S-CSCF downloads the authentication data from HSS. Based on
this authentication data S-CSCF generates a challenge and sends to UE. When UE fulfills
the challenge, S-CSCF accepts the authentication and registers it.

1.2.2. Databases

IMS architecture contains two databases: Home Subscriber Server (HSS) and

Subscription Locator Function (SLF).

HSS is the main storage of data for all subscribers and service related data. The data
stored in HSS includes user identities i.e. public user identity and private user identity,

registration information, service triggering information and access parameters [17].

SLF resolves the address of HSS for I-CSCF, S-CSCF and AS. It resolves the address of
HSS that keeps the subscriber’s data for the user identity in a situation where more than

one HSS are deployed by the operator of the network.

Shireen Tahira 56-FBAS/PHDCS/F09 5



Chapter 1 Introduction

1.23. SCC-AS

After handover UE loses its session with the corresponding node, therefore 3gpp
proposed an entity i.e. Service centralization and continuity application server (SCC-AS)
[5] in order to continue session. When UE is completely registered with S-CSCF, then S-
CSCF gets this UE registered in SCC-AS. It is part of the session between UE and CN.
After handover, when UE gains new IP address, this SCC-AS is contacted to carry on the
session between UE and CN. This ensures service continuity but the delay resulted in
getting new IP address is still a problem. Also the issues related to new P-CSCF and

handover latency are not resolved by this.

1.3. IMS Reference Points

IMS reference points between registration related entities are described in this section.

Gm, Mw and Cx reference points are discussed below.

1.3.1. Gm Reference Point

Any UE that connects to IMS goes by Gm reference point. All the SIP messages that
come from UE destined to IMS are transported by Gm. Similarly messages coming from
IMS destined to UE go through Gm.

1.3.2. Mw Reference Point
The Mw reference point links the CSCF servers in IMS. Mw reference point is
responsible for registration, session and transaction procedures.

1.3.3. Cx Reference Point
In order to fetch data from HSS or save data in HSS by CSCF servers is done through Cx

reference point. The protocol that runs here is Diameter. The procedures include location

management, user authentication and user data handling.
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1.4. Ildentification

This section explains the identifiers of the users of UE in IMS i.e. public user id (IMPU)
and private user id (IMPI).

1.4.1. Public User Identity

Public user identity (IMPU) is user’s identity used for requesting communication with
other nodes. It is used for initiating and receiving sessions from other networks. The

requirements imposed by IMS [18, 19] for IMPU are:

1. The IMPU will be in the form of SIP Uniform Resource Identifier (URI) or tel
URL i.e. telephone uniform Locator.

2. One of the IMPU must be stored in IP Multimedia Services Identity Module
(ISIM).

3. UE will not be able to modify IMPU in ISIM.

4. Before starting any session, IMPU must be registered in IMS.

5. Before terminating any session, IMPU must be registered in IMS.

1.4.2. Private User Identity

The private user identity (IMPI) is provided by the home network operator. It is a unique
identity used within the home network [18]. In fact it identifies the user’s subscription
rather than the user’s identity. That is why it is used for authentication of user.

Requirements imposed by IMS for IMPI are [18, 19]:

IMP1 will take the form of Network Access Identifier (NAI) [16].
IMPI1 will be included in all registration processes.

IMPI1 will be authenticated during registration of user.

1
2
3
4. S-CSCF must store IMPI on registration and termination.
5. IMPI will not be used for SIP messages’ routing.

6

. The IMPI will be stored in ISIM and allocated to user permanently. It will be

valid till the termination of user’s subscription in home network.
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7. UE will not be able to modify the IMP1 in ISIM.
8. The HSS must need to store the IMPI.
9. IMPI will optionally be the part if charging records.

AS

Figure 1.2: Mobility handover Scenario in IMS

When UE changes its point of attachment, it gets de-registered from its old P-CSCF. On
getting connected to new point of attachment it registers in P-CSCF again. This P-CSCF
may be the old one or may be the new one. Figure 1.2 shows the mobility handover
scenario in IMS along with its main servers where UE connects to new P-CSCF shown
by dotted line.

1.5. Problem Statement

New ubiquitous mobile devices have more than one option for the users to switch between
different access networks so that they can have a continuous flow of internet data. While
moving from one place to another, a user can switch to another available network by
performing either horizontal or vertical handover. It takes time for a mobile device to get
connected to new access network and then to get registered in IMS after a handover. If a
device is in a session with a Corresponding Node (CN) before handover then it may

experience poor QoS i.e. delay in media disruption and loss of packets.
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Due to handover, the User Equipment (UE) gains new IP address in new AN and
registers to a new P-CSCF in IMS. The main protocol of IMS is SIP that doesn’t give
solution to the “change of IP address” issue of UE after handover. In literature,
researchers gave solutions to integrate MIPv6 with IMS to solve the issue of new IP
address of UE after handover. MIPV6 is a protocol that gives the solution for mobility
issues on layer 3. Integration of MIPv6 in IMS is problematic that is explained in [22]. It
also causes more media disruption time and number of messages.. There is a need to
resolve the issue of “change in IP address” of UE within SIP so that the overhead of new
protocol integration in IMS can be avoided. In literature, delay of handover is proposed to
reduce by integrating other protocols in IMS e.g. FMIPv6 and MIH. FMIPv6 has same
integration issues and it is meant to reduce delay at layer 3. Similarly MIH gives a
mobility solution at layer 2. As IMS is a framework for different kinds of next generation
networks, there is a need to have solution for change of IP address of UE and handover
delay within IMS registration phase. Registration phase of IMS is coupled with
authentication and authorization of UE. We have realized that there is a strong need to
give solution for registration of UE with new IP address in IMS along with authentication
and authorization of UE in IMS after handover. There is a need to securely transfer IPSec
SAs to new P-CSCF after handover as well. This needs to be done with reduced media

disruption time, less number of commands and packet loss.

In every Registration UE and P-CSCF establish IPSec SAs (Security Associations) with
each other after negotiating security parameters. To our knowledge there is no method to
establish IPSec SAs between UE and new P-CSCF after handover by negotiation of
security parameters i.e. algorithms, mechanisms and supported ports between two
entities. In literature context transfer based solutions are proposed after handover. Such
solutions do not provide the facility to negotiate security parameters between UE and
new P-CSCF. There is a need to give solution for establishment of IPSec SAs between
UE and new P-CSCF after handover that reduces delay and number of messages within

SIP capabilities.
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1.6. Research Questions

Research questions of this thesis are as follows:

1. How to reduce no. of messages in registration, authentication, authorization
and SA establishment after handover?

How to handle new IP address of UE after handover?

How to handle if P-CSCF is changed after handover?

How to transfer of IPSec SAs to new P-CSCF

How to do IMS part efficiently in case of mobility?

How to establish IPSec SAs between UE and new P-CSCF after handover.

© o~ w D

1.7. Research Objectives

There is a need of a complete new framework for mobility scenarios that handles
registration, authentication, authorization and transfer of IPSec SAs from old P-CSCF to
new P-CSCF. The registration of UE in IMS must be done with the changed IP address of
UE that is obtained in new AN. After handover the P-CSCF could not be the old one so
this scheme must cater the registration with new P-CSCF also the IPSec SAs must be
transferred to new P-CSCF. Authentication and authorization phases along with
registration phase should be carried out. All of these phases need to be done with in IMS

i.e with already running SIP protocol.

Establishment of IPSec SAs between UE and new P-CSCF need to be done after
handover. Negotiation of security parameters and transfer of key to new P-CSCF need to
be done in a secure manner. This should be done within SIP capabilities.

All above issues are needed to be done in less number of messages and with improved

QoS.

Figure 1.3 shows the research scope of our thesis
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IPSec SA
Establishment

Registration,
ﬁuthentication,
Authorization
and IPsec SAs

Research Domain

Figure 1.3: Research Scope

1.8. Research Domain

Our thesis research domain is forked into two in terms of handover of UE. First one is the
registration, authentication and authorization of UE with new IP address in IMS. It also
includes the transfer of IPSec SAs to new P-CSCF after handover. It involves UE, P-
CSCFs, I-CSCF and S-CSCF. Second part is the establishment of IPSec SAs between
UE and new P-CSCF after handover. It involves UE and P-CSCFs. This can be shown in
figure 1.3. These two areas are more elaborated in figure 1.4.
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Figure 1.4: Proposed Framework for issues after handover

1.9. Thesis organization

Thesis includes five chapters. Chapter one gives the introduction that what the problem

is. What is the area of research and what are the objectives and goals of research. Chapter

two gives the related work of schemes proposed for similar problems. Chapter three

covers the scheme “FIM” proposed to deal with registration phase along with

authentication and authorization. It also gives the proposed methodology along with

results. Chapter four gives a scheme for establishing IPSec SAs, its evaluation and

results. Chapter five is about the conclusion and future work. Figure 1.5 shows the thesis

outline.
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CHAPTER 2

2. RELATED WORK

2.1. Background

This section deals with the background knowledge of IMS phases that involves with
handover. It explains that how UE gets de-registered from IMS and then re-registers in
IMS again. The authentication and authorization phases are also defined here. During de-
registration, IPSec SAs also drops between UE and old P-CSCF. Then on registering
again how IPSec SAs are established between UE and P-CSCF after handover in standard
IMS procedure.

2.1.1. De-Registration

UE can be de-registered from its home network in IMS. De-registration could be user
initiated or network initiated. In case of user initiated de-registration, UE sends
REGISTER request with expire value equals to zero in “Contact” header to P-CSCF. P-
CSCEF further sends it to I-CSCF. 1-CSCF asks the HSS for the S-CSCF address that was
assigned to the user by sending UAR (User Authorization Request). HSS gives I-CSCF
the address of S-CSCF by sending UAA (User Authorization Answer). And finally the
REGISTER request reaches to S-CSCF. Here UE gets de-registered. S-CSCF sends a 200
OK response back to UE with expire value equals to zero. Figure 2.1 shows the user
initiated de-registration process whereas figure 2.2 shows the network initiated de-

registration process.
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UE P-CSCFold I-CSCF HSS S-CSCF
REGISTER
> |
REGISTER ) UAR
3
UAA
k¢
REGISTER
[ ] N
| 1
OK
oK € '
F OK (

Figure 2.1 User Initiated De-Registration in IMS
In network initiated de-registration, S-CSCF sends a Notify to old P-CSCF and UE. It

notifies that due to any reason system is de-registering UE. Figure 2.2 shows the network
initiated de-registration phase. After handover to new AN, UE gains a new IP address by
GGSN. Then GGSN notifies the HSS with the new pair of MSISDN/IP address. HSS
initiates a de-registration phase here according to TR 33.878.
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UE P-CSCFold S-CSCF

NOTIFY

NOTIFY UE’s Registration state
“deactivated”

OK

) OK —

NOTIFY

k—

UE’s Registration state
“deactivated”

OK

5

Figure 2.2 Network Initiated De-Registration in IMS
2.1.2. Registration

When user gets registered to IMS, it enters in it through P-CSCF. In the registration
process shown in figure 2.3, a REGISTER [4] request is sent to the P-CSCF. This request
is processed by P-CSCF and then IP address of I-CSCF is resolved. I-CSCF contacts the
HSS for the selection of S-CSCF and gets its name by UAA and UAR messages. After
selecting it, the REGISTER request is sent to S-CSCF from I-CSCF. S-CSCF sends
MAR (Multimedia Authentication Requests) to HSS for authentication Vectors (AVs) of
this UE. HSS sends AVs by MAA (Media Authentication Answer) to S-CSCF. Then if
the S-CSCF doesn’t find out the authorization of user, it challenges the UE by sending
(401) Unauthorized response. The UE calculates a response and sends the REGISTER
request again. S-CSCF compares the RES with XRES. On the true match of RES with
XRES, UE is authenticated. S-CSCF sends Server Assignment Request (SAR) to HSS to
inform the allocation of S-CSCF. HSS sends Server Assignment Answer (SAA) to S-
CSCF. Registration is complete when (200) OK response is sent back to the UE from S-

CSCF. After handover to new AN, UE has to undergo this registration phase once again.
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UE P-CSCFnew I-CSCF HSS S-CSCF
REGISTER
REGISTER
UAA
UAR
REGISTER

1
MAR |
MAA

—

401
401 (
k—
401
REGISTER
REGISTER
REGISTER

[
SAR |
SAA

—

OK
OK 5
k————
F OK

Figure 2.3 Registration in IMS

2.1.3. Authentication

Registration and authentication processes are coupled in IMS. Figure 2.4 shows the
authentication phase. It is carried out by the help of a shared secret and a sequence
number (SQN). Shared secret and SQN is known by HSS and ISIM application on the
universal integrated circuit card (UICC) card in UE. When first REGISTER request is
sent from UE to S-CSCF, S-CSCF downloads the Authentication Vector (AV) from the
HSS for this UE. AV includes following vectors:

1. Arandom challenge (RAND)

2. The expected result (XRES)

3. The network authentication token (AUTN)
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4. The integrity key (IK)
5. The ciphering key (CK)

S-CSCF performs authentication by the help of these AV parameters without knowing
shared secret and SQN. S-CSCF sends (401) Unauthorized response back to UE along
with these AV parameters. UE calculates the result (RES) based on RAND and the
shared secret. Now UE sends second REGSITER request to S-CSCF along with
authentication challenge response (RES). S-CSCF compares this RES with XRES. If it is
verified then S-CSCF treats the UE authenticated. And the registration process completes
in this way. This registration phase along with authentication is carried out once again

when UE handovers to new AN.
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Figure 2.4 Authentication process inside registration
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2.1.4. Authorization

Authorization is assured between UE and P-CSCF. P-CSCF receives REGISTER request
from UE. But initially P-CSCF is not sure whether this request is coming from the UE or
not. UE and P-CSCF establishes IPSec SAs after initial REGISTER and( 401) response.
The second REGISTER request goes from this established IPSec tunnel. In this way P-
CSCEF is sure that the request is coming from authorized UE. The P-CSCF puts “yes” to
“integrity-protected” filed in Authorization header of REGISTER request as shown in

figure 2.5. After handover UE has to undergo this phase as well.

REGISTER sip:home1l.fr SIP/2.0 &
Authorization: Digest username = "userl@homel.ims,
realm = "homel.ims",
nonce=A34cm+vghfgfgh, algorithm = AKAv1-MDS5,
uri=sip:homel.ims",
response="76875675645645765fgdgfdgf8979878978789",
integrity-protected="yes"

Figure 2.5 REGISTER request with Authorization

2.1.5. Routing-related headers in REGISTER message

REGISTER message is sent from UE to S-CSCF through P-CSCF and I-CSCF. Some of
its headers needed for routing are described below.

Via header is used by each SIP entity that puts its IP address in it during routing of
requests.

Route header is used by each entity that puts the IP address of next hop during routing of
requests.

Path header is used by P-CSCF which adds its IP address in it during REGISTER request
that is sent to S-CSCF.

Service-Route header contains IP address of S-CSCF that is calculated during
REGISTER request routing for the routing of initial request.
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Figure 2.6 shows the REGISTER message. Once a UE is registered, it could send an
initial request such as INVITE to the corresponding node in order to establish a session
with it. The UE loads the IP address of its P-CSCF and S-CSCF in Route header of
INVITE request. It gets these addresses from path and service-route headers respectively

that were set during registration process [8].

REGISTER sip:homel.fr SIP/2.0

Via: SIP/2.0/UDP [5555::1:2:3:4];branch=0uetb
Route: sip:[5555::a:f:f:e];Ir

Max-Forwards: 70

From: <sip:user@homel.fr>;tag=pohja

To: <sip:user@homel.fr>

Contact: <sip:[5555::1:2:3:4]>;expires=600000
Call-ID:ahdkhskd4984jeij

CSeq: 20 REGISTER

Content-Length: 0

Figure 2.6 REGISTER message

2.2. IPSec Security Associations

Security Association (SA) is a relationship between two entities that describes the way in which
communication is going to be secure. It includes the authentication and encryption algorithms
they agree on. Two SAs are used for bidirectional flow of data, one is for receiving and other is

for sending purpose. Figure 2.7 shows the IPSec SAs establishment between two nodes.
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Figure 2.7 Establishment of IPSec SAs between 2 nodes

IPSec [40, 69] provides confidentiality and integrity at third layer with the help of two
protocols i.e. Authentication Header (AH) [41] and Encapsulating Security Payload
(ESP) [42] and through using a symmetric key. IPSec SAs (security associations) are
established between two nodes for secure exchange of data. SAs operate in transport
mode where only packet’s payload is encapsulated and tunnel mode where the entire
packet is encapsulated. Key exchange could be done by IKE [43] or without IKE i.e.
manual keying. IMS uses IPSec SAs on Gm interface between UE and P-CSCF. Security
mechanisms used in IMS is ipsec-3gpp [44] whereas there are number of security
mechanism used for VolP networks i.e. IPSec-ike, ipsec-man, digest and TLS [67].

Transfer of security associations during handover is a hot issue [68] found in survey.

During registration phase in IMS, IPSec SAs are established between UE and P-CSCF.
This IPSec SAs are used to protect integrity of two entities. There are 4 messages used
for registration and authentication phase. During this process, IPSec SAs are also
established between UE and new P-CSCF.

2.1.6. 1PSec SAs between UE and P-CSCF

The Security Associations are established by negotiating security parameters and

algorithms in Register request. It uses three headers namely security-client, security-
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server and security-verify. IPSec SAs are established after successful authentication of
UE. It shows that SAs between UE and P-CSCF are established when process of
registration and authentication completes.

One of the SAs is established between the UE’s client port and P-CSCF’s server port.
And second SA is established between the P-CSCEF’s client port and UE’s server port.
Traffic flows in both direction. The UE and P-CSCF use the same two REGISTER
requests for negotiations of IPSec parameters those used for registration and
authentication. The UE adds a Security-Client header field in REGISTER request. UE
adds security mechanism, authentication and encryption algorithm in this header those
supported by itself. UE also adds its client port from that it will send requests and server
ports on which it will receive responses. Figure 2.8 shows a REGISTER request with
security-client header. It shows that UE supports digest and IPsec-3gpp as security
mechanisms and HMAC SHA 1-96 [45] algorithms for IPSec encryption and protection.
Protected client port and protected server port used from its end for IPSec SAs and SPIs

related to these ports are also mentioned.

REGISTER sip:homel.fr SIP/2.0 N

Via: SIP/2.0/UDP [5555::1:2:3:4];branch=0uetb

Route: sip:[5555::a:f:f:e];lr

Security-Client: digest, IPsec-3gpp; alg=hmac-sha-1-96;
spi-c=23456789 ;spi-s=12345678
;port-c=2468; port-s=1357

Contact: <sip:[5555::1:2:3:4]:1357>;expires=600000

Figure 2.8 Register Request with security-client

Then the P-CSCF adds a Security-server header to the 401 response that is going to UE.
P-CSCF adds the security mechanisms, authentication and encryption algorithms that it
supports. P-CSCF adds g-value to each mechanism that shows the preference. Figure 5.2
shows 401 Response with security-server header. This 401 response is coming from S-
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CSCF that has Authentication Vectors (AVs). P-CSCF obtains and removes integrity and
encryption keys (IK and CK) from (401) response. IK is the key that is used for SAs
establishment. SAs are now ready to be used and the next REGISTER request goes over
these SAs. Figure 2.9 shows 401 response along with security-server and WWW-
Authenticate headers [2].

SIP/2.0 401 Unauthorized B
Security-Server: tls ;q=0.2, IPsec-3gpp; q=0.1;alg=hmac-sha-1-96
;SPi-c=98765432 ; spi-s=87654321
;port-c=8642 ; port-s 7531
WWW-Authenticate: Digest realm="homel.fr",
nonce=A#SGGRTREGFG, algorithm=AKAv1-MD5,
ik="0123456789poiuytewqasdfghjkjhgfvb"
ck="987654321aasdfghjjjjklkjhghjkjhghhh"

Figure 2.9 401 Response Message

This second REGISTER request from UE contains a header security-verify that contains
the parameters of security-client and security-server to P-CSCF i.e. the mechanisms, the
authentication algorithm, the encryption algorithm, SPIs and port numbers. The SAs’
establishment will be completed when UE is authenticated. It happens when UE gets a
200 response from S-CSCF. Lifetime of SAs is 4 minutes when the process of
registration and authentication is going on. After successful completion of authentication,
lifetime is set to the time of registration of UE plus 30 seconds. The time of registration
of UE is in contact header in (200) Ok response. Figure 2.10 shows the establishment of

SAs during IMS registration and authentication process.
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Figure 2.10 IMS Registration and SA establishment

2.1.7. De-Registration and SA drop

When UE changes it’s AN, it gets de-registered from IMS. Due to de-registration, the
IPSec SAs that were previously established between UE and old P-CSCF also dropped.
Figure 2.11 shows the phase of de-registration and drop of SAs.
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Figure 2.11 De-Registration and SA drop

2.1.8. Context Transfer Protocol based Approach

In CXTP [46] approaches, new P-CSCF request old P-CSCF to transfer context of SAs.
Old P-CSCF transfers the SAs context to new P-CSCF. New P-CSCF acknowledges to
old P-CSCF about the transfer of SAs. IMS registration phase is still done for the
registration of UE. Figure 2.12 shows CXTP in IMS scenario.

Most common methods in literature are using context transfer protocol to transfer the
SAs from old P-CSCF to new P-CSCF. We will explain the context transfer protocol
approach here firstly with IMS. In coming sections we will discuss the transmission

delay, processing delay and queuing delay.
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Figure 2.12 Context transfer between old P-CSCF and new P-CSCF
2.2. Related Schemes

In this section, we have reviewed the different schemes for handover scenarios and
related functionalities for IMS. Related schemes are discussed under different categories
including media disruption time (MDT) reducing schemes where the related schemes
target to reduce the disruption time during the handover process. It is further sub divided
into new protocol inclusion based schemes, context transfer, pre-processing and
simultaneous processing based schemes. After that change in IP address based schemes
are discussed. Moreover, packet loss improvement and reduction in commands based
schemes are also discussed. These schemes also target to minimize latency of handover
phase by integrating mobility protocols with IMS. Few techniques proposed to reduce
number of messages for registration and session establishment phase in order to reduce

latency caused by handover as discussed in following section.

Due to mobility, UE changes its P-CSCF that leads to drop of IPSec SAs between UE
and old P-CSCF. Researchers gave the solution for this problem as well that is discussed
in this chapter. Researchers suggested reducing message signaling for UE registration in
IMS that is also important to reduce latency.
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2.3.  Change of IP address of UE

Change of IP address of UE happens when it disconnects from current access network
and connects to new access network. As SIP doesn’t cater this issue, the schemes

proposed in [20-22] suggested integrating MIP in IMS.

MIPv6 [24] is a layer 3 protocol that hides the mobility of UE to upper layers. It assigns
and hides the care of address (CoA) and keeps the record in Home Agent (HA). it always
shows home address (HoA) of UE to the upper layers. Change of IP address of UE is
handled by this approach but there are integration issues mentioned in [23].

2.2.  MDT reducing schemes

MDT minimization is really important issue in mobility scenarios. It effects quality of
service (QoS) in any way. Many techniques proposed solution to reduce delay of
handover. FMIPv6 [25] is suggested to integrate in IMS instead of MIPv6 as it reduces
layer 3 delay already. The schemes proposed in [26][27] utilized FMIPv6 protocol to
reduce the media disruption delay at layer 3..

In literature we have found out that different solutions are proposed to reduce media

disruption time caused by handover in IMS.

2.2.1. Context Transfer based Schemes

K. Larsen et al. [28] proposed a technique to reuse the information and states of session
in old P-CSCF. This scheme transfers this context from old P-CSCF to new P-CSCF. In

this way handover delay is reduced.

The scheme introduced by T. Renier et al. [29] uses a novel type of Packet Data Protocol
(PDP) context which is a combination of primary and secondary PDP context. This new
PDP context is used for signaling as well as data flow. This scheme utilizes AuthToken
that comes from old Policy Decision Function (PDF) at which the user was attached

before mobility. AuthToken is added to the new type of PDP context request in order to
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transfer all resources allocation context. The request is sent to old PDF, it recognizes the
AuthToken and searches its database for the ongoing session’s states, user’s profile and
authorized QoS levels in the user’s old network. The authors suggested using MIPv6 to
quickly inform the corresponding node about the user’s new location. In this way packets
will not be lost. Number of messages is reduced thus reducing the latency. To secure the

transfer of AuthToken, encryption and timestamps are suggested by the authors.

There are two schemes presented to transfer context to support seamless handover and
two schemes to transfer context for QoS parameter negotiations by Farahbakhsh et al.
[26]. These schemes are either predictive or reactive for FMIPv6 handovers. In predictive
schemes, due to FMIPv6 and Neighbor Discovery (ND) [25], user knows in advance that
towards which router it will move, it anticipates the transfer to the new access router. The
mobile node sends a Move-notify message to its P-CSCF that contains the address of new
router, the id of context to be transferred for seamless handover. Now the tunnel is
established between new access router and old access router, new P-CSCF requests old P-
CSCF for QoS parameter negotiations. The context of QoS parameters are sent to new P-
CSCF and new access router. Here authors utilized movement anticipation, tunneling and
transfer of context for reducing handover latency as well as QoS parameters. Here
context transfer is running simultaneously with FMIPv6 handover procedure. Whereas in
reactive schemes both for seamless handover and QoS parameter negotiations, mobile
node handovers before requesting context transfer. After handover to the new router, the
procedure of context transfer is done. Results showed that predictive schemes are faster
than the reactive schemes. Equation (1) shows its predictive scheme where 4 messages
are exchanged between UE and old AR (4T yewaro). One message is sent to old P-CSCF
from UE (Tuewprod). TWO messages are exchanged between old AR and new AR
(2T Arotoarn). One message is sent from UE to new AR (Tugwarn). TWO messages are
exchanged between UE and HA (2Twa). Four messages are exchanged between UE and
CN (4Tuetocn). Two messages are exchanged between UE and new P-CSCF (2T uetopnew)-
Equation (2) shows MDTy,, for reactive mode where Tpogtos 1S the message between old
P-CSCF and S-CSCF.
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MDT =

4TyEtoarRo + TuEtoPold T 2TaRotoaRn T TuEtoarn + 2Tha + 4TugtocN + 2TuEtoPnew (1)

MDTRM = 2TUEtoARo + 3TUEtoPnew + TUEtoARn + ZTARotoARn + 3TPoldtoPnew + 2TPoldtoS +
2Tpoldtos + 2Tha + 4Tygtocn (2)

2.2.2. Simultaneous Switching based Schemes

Thanh et al. [30] proposed to integrate mSCTP with IMS. Authors of this technique
believed that MIPv4 and MIPv6 provide mobility but due to higher signaling cost and
handover delay, it lacks session continuity. mSCTP is an extension of SCTP, which has a
feature of multi-home. mSCTP has an added feature in it that can add, delete or modify
the IP address of UE while connection is active. mSCTP supports session continuity but
it lacks location awareness which is necessary for QoS parameters’ negotiations. IMS has
policy based QoS model that can handle this. This paper proposed a scheme to place an
mSCTP based proxy between mobile node and corresponding node. And the session is
not direct between them, instead it is divided into two TCP/UDP data sessions i.e. one
between UE and proxy and other one is between proxy and CN. UE should have mSCTP
support. The whole interaction between CN, proxy and UE is handled by IMS overlay.
IMS is responsible for call initiation, location management and QoS control. On UE
handover to another network, UE establishes a new mSCTP connection to the proxy over
IMS domain 2. While the old leg of connection with the previous network is still active.
UE changes the QoS parameters of new mSCTP connection according to the QoS level of
new network and request required codecs for this from the proxy. A new SWITCH SIP
method is proposed to switch fast back and forth between these two connections. This
reduced handover latency once the second leg of connection is established but takes time

to establish this second leg of connection.

2.2.3. Proactive Selection based Schemes
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The scheme proposed by Manabu Ito et al. [31] has a solution for QoS control for IMS
mobility scenario. A service centralization and continuity application server (SCC AS) is
standardized in 3GPP [20] for service continuity. When a UE registers itself with IMS,
the S-CSCF notifies the UE’s registration to SCC AS. For service continuity after
handover, an INVITE message is sent to SCC AS. In standard handover procedure [20]
communication between UE and CN doesn’t start until UE gets new IP address and
service continuity procedure is complete. This technique adds QoS control by reducing
media disruption time for a handover procedure that is based on standard [5]. Firstly, this
technique proactively obtains the new IP address for UE in new network and completes
the service continuity procedure before switching to the new network. Secondly it gives a
mechanism to select the best network that provides the required resources. UE establishes
a tunnel with the router of new network and starts its communication with CN through
this tunnel. If the new network does not provide the required resources then the SCC AS
may fail to re-establish the session with CN until best network is found. A policy and
charging rules function (PCRF) is helpful in giving the information of resources of access
networks. Before switching to new network, UE sends a request to the router of new
network to stop sending the packets and instead buffer them. After switching to new
network, the buffered media from the router is sent to UE. UE starts its communication
immediately with CN, so no packet loss is caused. This method needs to extend the
messages specified in FMIPv6 according to the requirements. Authors concluded that the
media disruption delay is approximately equal to handover delay by applying this

method.

2.2.4. Re-registration Avoidance based Schemes

Shun-Ren Yang et al. [32] proposes a QoS reservation model that reserves resources in
advance at neighboring IMS networks. This paper also gives a solution for IMS mobility
that is based on the concept of SIP multicast [33]. The leaves of the multicast tree are
locations for which reservation model proposed in this approach will reserve resources.
The authors preferred SIP multicast routing because it’s easy to be implemented rather
than MIP tunneling. Also it avoids re-registration and it is fast to switch the route. The

reservation model reserves bandwidth in the current network as well as in geographically
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adjacent neighboring IMS networks. It proposes three classes of reservation:
Conventional Reservation (CR) reserves resources in the current IMS network. The
packets are travelling actually on the CR link to the CN. Predictive Reservation (PR)
reserves resources on the neighboring leaves of multicast tree from the mobile node
(source). The data doesn’t flow on PR links. Temporary Reservation (TR) uses inactive
bandwidth which is reserved by other data flows. As soon as UE enters into the IMS
network, then it has the right to use PR links if it has reserved it. And any other
temporary usage of inactive bandwidth should be stopped. The advantage of this

technique is to avoid re-registration without using MIP tunneling.

Another approach by Nazari et al. [34] proposed a solution to minimize handover delay
by eliminating the delay of registration. There is a server HOS (Handover Server) in the
proposed PRIME architecture. With the help of MIH[35] protocol HOS enables the UE to
get mobility information and then it pre registers with the new network in IMS and gets a
new IP address. The HOS acts as a proxy and forwards the authentication messages
between the UE and the authentication server in the new network. On detecting a suitable
BS, UE pre-registers with the AN. Due to pre-registration delay is minimized when
handover happens.

2.2.5. Simultaneous Data Flow based Scheme

P. Bellavista et al. [37] proposes a framework where a module predicts the network on
which UE handovers its connection. It keeps the flow on old network also starts signaling
on new network. Another module is to handle QoS issue on new network.

In the framework for handover in IMS known as IHMAS (IMS-compliant Handoff
Management Application Server). IHMAS gives solution for session continuity and
adaptation of QoS parameters for new network where the mobile node handovers.
IHMAS consists of three components i.e. VHP (Vertical Handover predictor), ASSC
(Application server for service continuity) and AMG (Adaptation media gateway). VHP
is used for handover decision to best network and it is placed in mobile node. VHP
predicts the new network where the UE will handover and it starts signaling with this
new network while keeping the flow over old network. ASSC is deployed at home
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network of mobile node and AMG is an application layer media gateway that is
responsible for dynamic adaptation of QoS parameters on new network where UE will
handover. ASSC keeps the information of CN. That is why during handoff it receives all
the handoff related messages and after handoff on receiving INVITE message, it starts
QoS parameter adaptation process by contacting AMG. AMG has the knowledge of QoS
level of new network, it transfers the session from old network to new network after

modifying the QoS parameters according to target network.

2.2.6. New Protocol inclusion based schemes

The FMIPv6 is developed for reducing layer 3 delay [25] that is recommended to be
integrated with IMS to reduce handover delay [26][27]. In MIP based mobility solution
for IMS handover, two messages are exchanged between UE and AR-old for router
solicitation/advertisement. Two messages are exchanged between UE and Home Agent
(HA) for Binding Update (BU) and BU Acknowledgment (BU-Ack). Similarly two
messages are exchanged between UE and CN for BU and BU-Ack. Then standard
REGISTRATION phase is carried out via new P-CSCF.

A cross layer architecture has been proposed for handover from LTE to WiMAX by
integrating MIP and SIP protocols [51]. It uses EPC (Evolved Packet Core) as the core
network and IMS to provide multimedia services and manage sessions. The Delay (D) for
a handover from LTE to WiIMAX is given in equation (3). In this equation, a sub element
Dwmpp is calculated using equation (4) by calculating the delay time of agent
solicitation/advertisement for BS of WiMAX and registration request and reply with HA
to identify the new P-CSCF and S-CSCF. The time Ty gqocn IS calculated for BU and BU-

Ack messages that are exchanged between UE and CN.

D = Dyyp + Dsip + Dyss (3)
Dyip = 2Tygtops + 2Tygtona + 2Tygtocn (4)

Equation (5) explores the calculation of Dgp for non cross layer architecture that involves

the delay time taken for the registration request and response messages between UE and
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S-CSCF. It also involves delay time for 3 re-invite messages between UE and CN i.e.
REINVITE, OK and ACKNOWLEDGMENT. Equation (6) shows the Dsjp ¢, for cross

layer scenario.

Dg;p = 2Tygtos + 3Tygtocn (5)
Dg1p ¢ = 2Thatos + 3Tygtocn (6)

In this case, Dyss is the delay consumed by S-CSCF to update HSS about new location of
UE. In this scheme registration of UE with S-CSCF is shown in 2 messages but it does
not explain the authentication, establishment of SAs with new P-CSCF and integrity

protection issues.

2.3. IPSec SAs Establishment

In following techniques proposed in literature for IPSec SAs transfer or re-establishment

are discussed.

2.3.1. SA Context Transfer based Schemes

K. Larsen et al. [28] gives the solution to transfer IPSec SAs by transferring context from
old P-CSCF to new P-CSCF. After registration to new P-CSCF, old P-CSCF sends
context transfer request to new P-CSCF. Old P-CSCF transfers the key used for IPSec
SAs establishment. In this way SAs are migrated from old P-CSCF to new P-CSCF.

According to E. Prince et al. [38], when handover occurs, instead of re-registering new P-
CSCF get context information from old P-CSCF. Authors suggested transferring this
context in SIP body instead of using a whole new protocol. During Context transfer key
used for SAs is transferred to UE’s new IP address. UE sends a special message to new
P-CSCF in order to authorize the user, hence it reduces handoff delay n packet loss.

2.3.2. Early SA Establishment based Schemes
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Nazari et al. [34] and Nazari et al. [36] do pre-registration with IMS. UE uses MIH
protocol to get mobility information and gets registered in target network and IMS. As
UE gets new IP address, it establishes SAs with the new P-CSCF. Here delay to establish
SAs is reduced by pre-registering in new AN and IMS.

Bongkyo Moon [39] gives a method to establish SAs when UE is handing over from wifi
to 3G. UE sends its IP address in 3G network before actual handover through wifi link.

This IP address is used for SAs establishment in advance thus reducing delay.

Scheme proposed for pre-authorization (SCTM) by [52] for the handover between LTE
and WIMAX. It suggests transferring context of IPSec SAs from old P-CSCF to new P-
CSCF before moving to new AN. The mobility information is obtained with the help of
MIH protocol. This scheme reduces re-authorization messages from 22 to 10. It

calculated the handoff delay as equation (7):

Dims—auth = Dr—auth + Dp-auth + Do-auen (7)
Dr.auth IS transmission delay, Dp.auth is processing delay and Dg-auth is queuing delay.

[39] gives a method to establish SAs when UE is handing over from wifi to 3G. When UE
pre registers in 3G while still connected to WiFi, then the IP address sent to CN is the old
one i.e. UE’s IP address on WiFi. So the CN establishes SAs on this IP address. Rather it
must establish SAs on new IP address obtained at 3G. In order resolve this IP mismatch
problem [39] gives a method to SA establishment in such schemes where a handover
occurs from WiFi to 3G. It adds new SIP headers to resolve the IP address mismatch
problem for SAs by indicating the destination IP address of UE in its SIP messages.
Author considers the queuing delay and transmission delay to find delay of IMS.

2.4. Minimization of number of commands
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K.Larsen et al. [28] proposed a scheme in order to reduce number of SIP messages for
registration and invite (for session) in order to reduce handoff latency. It proposes to
reuse the information about user and session states in CSCF servers. This technique
claims to reduce number of messages from 15 to 4. Thus it reduces signaling cost of
messages. It transfers the context from old P-CSCF to new P-CSCF, which contains the
information of the user and state of session that was going on before user changed the

network.
2.5. Packet Loss Evaluation

Bagubali [53] analyzed and evaluated the IMS based integration architecture proposed in
[51] for WiMax/LTE handover. It is found out that the cross layer architecture is better
than the non cross layer architecture by evaluating packet losses and other parameters
[53]. Equation (8) is used by [54] to calculate packet loss where Tiy IS agent
advertisement signal, G is downlink packet transmission rate, D is handoff delay and Nm

is the number of handovers during a session.
Packet Loss = [(1/(2 * Tiaqy) + D] *G* Nm (8)

2.6. Chapter Summary

In this chapter IMS mobility schemes are discussed. Different researchers gave solutions
on different mobility areas those are summed up in this chapter. Different researchers
evaluated their schemes on a number of metrics. We categorized the areas as registration
with new of IP addresses, authentication, integrity Protection and establishment of IPSec
SA establishment. Evaluation metrics are categorized as media disruption time, number

of commands, packet loss, signaling delay and authorization delay.

Shireen Tahira 56-FBAS/PHDCS/F09 47



Chapter 3 Fast IMS Mobility Scheme

CHAPTER 3

3. FAST IMS MOBILITY SCHEME

In this chapter we introduced a framework for registration/authentication phase as well as
authorization of UE when it changes its AN and then contacts IMS. This phase covers
transfer of IPSec SAs to new P-CSCF as well in a secure manner. The scheme proposed

to carry out all these phases is discussed here along with the algorithms and protocol.

3.1. Introduction

A UE that handovers to different ANs and then contacts IMS, undergoes a process of
Registration. Registration phase is coupled with authentication. In this chapter we
discussed the two processes along with another process that is authorization.
Authorization is also a part of registration phase. These three processes took 6 messages
in standard IMS method when UE changes its AN. We reduced the number of commands
to carry out these three processes after handover. These reduced messages cover
registration, authentication and authorization. The proposed framework managed to
reduce media disruption time, number of messages/commands and packet loss. In this

chapter these three evaluation metrics are also discussed.

3.2.  Proposed Scheme

We have proposed a Fast IMS Mobility (FIM) scheme where a flag is maintained to
ensure that no de-registration in IMS occurs if it is enabled during handover. The value of
flag is set according to the state of UE, either it is having a session with a CN previously
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or not. The flag ensures that no de-registration in IMS occurs if it is enabled. This is
done due to the fact that UE has not intentionally terminated from AN because it is still in
a session with CN. So it shows that UE is terminated from AN for handover process only
and it is going to get registered in IMS again. We have recommended that after layer 3
handover and discovery of new P-CSCF, UE should transmit a new subsequent request
for handover to S-CSCF for replacing old IP address of UE with new one. Similarly, IP
address of old P-CSCF is also replaced. It also initiates to transfer IPSec SAs to new P-
CSCF in a secure manner using authentication. In this way four messages of REGISTER
request are reduced to 2 messages. Similarly it reduces number of commands by

eliminating the need of network initiated de-registration.

3.3.1 Phases of Proposed Scheme and Algorithms

In our scheme, the communication begins when UE transmits a proposed subsequent
HANDOVER request to old P-CSCF. After that, UE’s registration/authentication process
begins at S-CSCF to proceed with the connectivity of new P-CSCF along with
credentials. In next phase, IPSec SAs are forwarded by the S-CSCF to new P-CSCF that
exchanges the confirmation messages for the running call session. Finally the old P-

CSCF removes the IPSec SAs from itself as illustrated in four phases in figure 3.1.

Subsequent HANDOVER
Request

A 4
Registration/Authentication

and Authorization of UE

A

Transfer of IPSec SAs

Y

Removal of IPSec SAs

Figure 3.1 Phases of FIM Scheme during handover
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In first phase, UE transmits a subsequent HANDOVER request with its new IP address in
Contact and IP address of P-CSCF in discovered-CSCF parameter in header as shown
below. In this scenario, a new sessionContinued flag is introduced to keep status of
session between UE and CN. When a UE establishes a session with CN then
sessionContinued flag gets enabled. On cancellation of session, this flag gets disabled. In
this case, if the flag is not set then REGISTER request will be sent to old-CSCF as
illustrated in pseudoCode 1. UE’s disconnection from an AN leads to de-registration from
IMS. Our scheme protects against de-registration due to sessionContinued flag. In this
way all the related data of UE’s registration is not deleted from the IMS servers and UE.
After layer 3 mobility, UE discovers a P-CSCF that is either new one or the same one at
previous location. Here instead of starting registration phase our scheme sends
HANDOVER request to S-CSCF via old P-CSCF as described above. The HANDOVER
request utilizes a routing header i.e. service-route. In this way P-CSCF doesn’t need to
contact I-CSCF for S-CSCEF’s address. So the I-CSCF doesn’t contact HSS that results in

no Cx commands for our scheme.

Subsequent HANDOVER request

HANDOVER sip:homel.fr.S1P/2.0

Via: SIP/2.0/UDP
[5555::1:2:3:4];branch=0uetb
Route:sip:[5555::a:f:f:e];Ir

Max-Forwards: 70

From: sip:user@homel.fr;tag=pohja
To:sip:user@homel.f

Contact: sip:[5555::1:2:3:4};expire=600000
discovered-CSCF:sip[6666::d:e:e:f]

TIPSecSAs:
tls;0=0.2,IPSec3gpp;q=0.1;alg=hmac-sha-  1-
96;

spi-c=9865432;spi-s=8764321;port-
c=8642;port-s=7531

Authorization:

Digest username= “userl@homel.ims,
Response="083493483927jdhfjshfj”’
Call-ID:ahedew23398fk

CSeq: 20 HANDOVER
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Content-Length:0

pseudoCode 1: Session handling at UE

IF sessionContinued == true then
Construct method = HANDOVER
Route “HANDOVER” to old P-CSCF

ELSE
Route “REGISTER” to old P-CSCF

ENDIF

In second phase, UE connects to new AN and then verifies that if the status of
sessionContinued flag is enabled then instead of sending REGISTER request to IMS, UE
constructs HANDOVER request. UE integrates its new IP address in via and Contact
headers. UE places IP address of new P-CSCF in a new proposed header discovered-
CSCF in HANDOVER message. UE forwards this HANDOVER request to old P-CSCF
that forwards it to S-CSCF where new values from Contact and discovered-CSCF
headers are saved. IP address of new P-CSCF is copied to path. Now S-CSCF is able to
forward request destined for UE towards new P-CSCF. In this way, UE gets registered in
IMS. UE and HSS keep a shared secret and sequence number. In UE, it is saved in ISIM
application on universal integrated circuit card (UICC). In the initial register request of
standard IMS scheme, S-CSCF downloads Authentication vectors (AVs) for UE. AVs
contain random challenge (RAND) and expected response (XRES) along with integrity
key (IK), cipher key (CK) and authentication token (AUTN). S-CSCF sends these AVs to
UE in initial request’s response i.e. 401. UE calculates RES with the help of shared secret
and RAND. This RES is like a password [2] and used for authentication. In our proposed
scheme, due to no de-registration, RES and XRES are not lost and used for authentication
during HANDOVER phase. When S-CSCF receives HANDOVER it compares the
received RES with XRES and then save the new IP address of UE and IP address of P-
CSCF as illustrated in pseudoCode 2. In other scenario, when the method is not
HANDOVER then complete registration process is performed including user RES
verification in the reply of “Unauthorized” message. During registration UE and P-CSCF
establishes 1PSec SAs used for integrity protect/authorization. Our scheme sends
HANDOVER request through old P-CSCF where IPSec SAs are saved in a header. In this

way our scheme handles registration, authentication and authorization in two messages.
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pseudoCode 2: Authentication at S-CSCF

SCSCF receives request
IF method=="HANDOVER”
IF RES == XRES & integrity-protected ==
true then
IMPU_IPaddress = Contact;
P-CSCF_IPaddress = Path;
IF P-CSCFold !'= P-CSCFnew then
Route “HANDOVER” to P-CSCFnew
ENDIF
ELSEIF method == “REGISTER”
IF RES != XRES then
Create User-challenge( );
route(Service-Routes);
reply("401", "Unauthorized - Challenging
UE");
ELSEIF RES == XRES then
Set -status == "200"
Route “OK” to ICSCF
ENDIF
ENDIF
ENDIF

In third phase, the old P-CSCF receives message from UE and compares that if the
received request is HANDOVER then add IPSec SAs to HANDOVER message in
TIPSecSAs header. It adds the IP address of new P-CSCF to path header and set Integrity-
Protected to yes in HANDOVER request. Old P-CSCF doesn’t send IPSec SAs to new P-
CSCF directly because there is no IPSec SAs established between these two entities. In
our scheme IPSec SAs are transferred from old P-CSCF to S-CSCF. S-CSCF first
compares RES with XRES and then transfers the received IPSec SAs to new P-CSCF.
This is only done when the newly discovered P-CSCF is not the old one (before
handover). In this way no new protocol is used to transfer IPSec SAs. The transfer is done
within the handover phase proposed by our scheme. In fourth phase, S-CSCF transmits
“OK” message to old P-CSCF. As in our scheme there is no de-registration, the old P-
CSCF removes IPsec SAs from itself after sending “OK” message to UE as illustrated in
pseudoCode 3. It is only needed when newly discovered P-CSCF is the new one. The
registration after handover is presented in a visual manner in figure 3.2 by sequentially

exploring above four phases.
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pseudoCode 3: IPsec SAs handling at old
P-CSCF

PCSCFold receives request
IF method == "HANDOVER" then
Add IPSec SAs to T-1PSecSAs
Path = discoveredP-CSCF;
Integrity-Protected = “yes”;
Route to S-CSCF
ELSEIF method == "REGISTER”
route "REGISTER" to ICSCF
IF status == "401"
STATE Remove CK, IK
ELSE
STATE reply("500","P-CSCF Error on
Removing CK, IK");

ENDIF
ENDIF
IF status == ""200" then
Route “OK” to UE
ENDIF

IF P-CSCFold !'= P-CSCFnew
Delete IPSec SAs
ENDIF
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VE P-CSCFold S-CSCF P-CSCFnew

1.Generate HANDOVER
request
2.HO={IMPU||[IMPI||Contact||d
PCSCF||RES||securiy-verify}

3.HO

»
>

4. HOP={HO||TIPSecSA
|[IntPr=yes}

5. HOP

»
>

6.Verify P-CSCFnew!=?P-CSCFold
HOS={IMPU||TIPSecSA}

7.HOS

8.0K{IMPU}

a

9.0K{IMPU}

10.0K{IMPU}

11.Delete IPSec SAs

Figure 3.2 Proposed Flow for FIM Scheme
3.3.  Protocol of Fast IMS Mobility (FIM) Scheme

Protocol for FIM scheme is given below. It shows the steps of proposed registration
phase after handover to new AN in IMS. A proposed subsequent request HANDOVER is

used here.

1.If sessionContinued == true

2.UE - PCSCFold : Handover{IMPU||Contact||dPCSCF||RES}
3.PCSCFold — SCSCF : Handover {IMPU||Contact||Path||RES]|
IntPr = yes}

4.SCSCF — PCSCFold : 200 {IMPU}

5.if PCSCFnew ! = PCSCFold

6.SCSCF — PCSCFnew : Handover{IMPU||TIPSecSA}
7.PCSCFnew — SCSCF: OK{IMPU}
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8.PCSCFold — UE : 200{IMPU}

9.else if sessionContinued == false

10.UE = PCSCFold : Notify {IMPU||State}

11.PCSCFold — UE : Notify {IMPU||State}

12.UE - PCSCFold : OK{IMPU}

13.PCSCFold — SCSCF : OK {IMPU}

14.SCSCF — PCSCFold : Notify{IMPU||State}
15.PCSCFold - SCSCF : 200{IMPU}

16.UE —» PCSCFnew : Register{IMPU||Contact}
17.PCSCFnew — ICSCF : Register{IMPU||Contact}
18.ICSCF — HSS : UAR{IMPU}

19.HSS — ICSCF : UAA{SCSCF name}

20.ICSCF — SCSCF : Register {IMPU}

21.SCSCF — HSS : MAR{IMPU}

22.HSS = SCSCF : MAR{AVs:RAND, IK,CK,XRES,AUTN}
23.SCSCF — ICSCF : 401 {AVs: RAND, IK,CK,XRES, AUTN}
24.ICSCF — PCSCFnew : 401 {AVs: RAND,IK,CK,X RES,AUTN}
25.PCSCFnew — UE : 401 {AVs: RAND,XRES,AUTN}
26.UE — PCSCFnew : Register {IMPU||RES||IntPr = yes}
27.PCSCFnew — ICSCF : Register {IMPU||RES}

28.ICSCF — SCSCF : Register {IMPU||RES}

29.SCSCF — HSS : SAR {IMPU}

30.HSS — SCSCF : SAA {Assigned SCSCF name}
31.SCSCF — ICSCF : 200 {IMPU}

32.ICSCF — PCSCFnew : 200 {IMPU}

33.PCSCFnew - UE : 200 {IMPU}

34.End if

Steps 1 — 8: If UE finds the status of sessionContinued flag enabled then instead of initiating
registration phase it starts handover phase. UE sends handover request to old P-CSCF with
its new IP address in Contact header and IP address of P-CSCF in discovered-CSCF header.
Old P-CSCF copies the IP address of new P-CSCF in path header and forwards the handover
request to S-CSCF after setting Integrity-Protected field as “yes”. For authentication RES is
coming from UE to S-CSCF. On successful match of RES with XRES, S-CSCF replaces
UE’s old IP address with new IP address from Contact header. S-CSCF sends IPSec SAs to

new P-CSCF in handover request when RES successfully matches with XRES.

Steps: 9-16: If the sessionContinued flag is disabled then usual network initiated de-

registration takes place S-CSCF sends a Notify for de-registration to UE through old P-
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CSCF. UE sends OK response to S-CSCF through old P-CSCF. S-CSCF sends a Notify of
de-registration to old P-CSCF and old P-CSCF sends OK response to S-CSCF.

Steps 17-24: After de-registration, UE sends the REGISTER request to newly discovered P-
CSCF. That forwards it to I-CSCF. 1-CSCF finds a suitable S-CSCF for this UE. The S-
CSCF finds this request form unauthorized UE. It generates Authentication Vectors and
challenges the UE.

Steps 25-34: UE calculates RES from a shared secret and RAND received in 401 response.
Till now IPSec SAs are also established between UE and P-CSCF_new. Integrity protected
is set as “yes” in this message. Request is forwarded to I-CSCF that finds assigned S-CSCF.
S-CSCF compares RES with XRES. If both are equal then UE is authenticated and get
registered in IMS.

3.4. MEDIADISRUPTION TIME AND PACKET LOSS

Fast schemes are needed for handover scenarios in IMS. In this section we will discuss the
evaluation metrics for our scheme of registration, authentication, authorization and transfer
of IPSec SAs to new P-CSCF proposed in previous section. Here we show that our scheme
is better than standard method of registration in IMS and other methods proposed in
literature. Proposed method enables IMS to reduce media disruption time, number of
commands and packet loss.

We have reduced MDT between two entities after handover from one AN to another AN.
MDT is confined by reducing delay and cost of the registration phase in IMS in a case where
the two entities are already in a session with each other. Similarly we proposed to reduce
number of Gm, Mw and Cx commands. Our proposed scheme handles authorization of UE
and transfers IPSec SAs during registration phase. It handles all this with low latency in
media disruption time as given in equation Q) where
E = {UE,PCSCF,ICSCF,HSS,SCSCF} is the set of entities, x is the number of messages
between two entities, T (E;, E;) is delay time taken by the message between entities E; to E;

wherei = {1,2,3,4}andj =i+ 1.
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minimize MDT = Z x.T(E, E;) (1)
Schemes [51], [38] and [55] use re-INVITE request after handover where 3 messages are
exchanged between UE and CN. In MIP based schemes and FIM scheme, re-INVITE

method is considered for correct comparison. In standard IMS method, there is no scheme
for handover so INVITE method is used.

For minimizing number of commands, if we consider S = {PCSCF,ICSCF,SCSCF} is the
set of IMS servers and H = {HSS} is the set of database. y is the number of Mw commands,
i = {1,2}. Then number of Mw commands is needed to be minimized as given in equation
(2). It calculates sum of Mw commands needed from P-CSCF to I-CSCF and from P-CSCF
to S-CSCF. Equation (3) calculates sum of Cx commands needed from I-CSCF to HSS and
from 1-CSCF to HSS where z is the number of Cx commands, then minimization of Cx

commands.

minimize Mw signaling cost = z y.(Si, Siv1) (2)

minimize Cx signaling cost = Z z.(Siz ,H) (3)

U = {UE} and k is the number of Gm commands, then the minimization of Gm commands is
given in Eq. 4 that calculates the sum of Gm commands needed from P-CSCF to UE.

minimize Gm commands = Y k.(S;,U) (4)

In handover scenarios, there is no method for change of IP address in IMS. In literature,
researchers proposed methods for change of IP address by proposing MIPv6 integration with
IMS. Researchers suggested using a fast protocol i.e. FMIPv6 instead of MIPv6. FMIPv6
does Address Configuration (AC) before handover to reduce layer 3 handoff delay of
MIPV6. Instead of comparing results of our technique with MIPv6 and FMIPVv6 separately,
we will consider a standard MIP-IMS technique for the comparison. In this way researchers

can have an idea from the results that our proposed method is better than both.

3.5.  MIP-IMS Technique Evaluation

Basic MIP-IMS technique can be taken from Farahbakhsh et al. [26]. This approach can be

explained in the figure 3.3. UE gets disconnected from its old AN and connects to new AN
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then P-CSCF de-registers UE from IMS. After connecting to new AN and obtaining new IP
address i.e. known as Care of Address (CoA), UE registers in IMS again. An entity called
Home Agent (HA) is involved in this scheme that binds CoA with Home Address (HoA) of
UE with it. Binding Update is also sent to CN for direct communication. MIP based
handover in IMS gives solution for change of IP address in IMS, however it causes delay in

media disruption time.

UE AR-old AR-new P-CSCFold HA P-CSCFnew CN
RtSol
RtAdv
BU-HA
! n |
) BU-Ack
BU-CN
i —
BU-Ack
REGISTER
Unauth
—
REGISTER
—
Ok
“7

Figure 3.3: MIP-IMS handover scenario

3.5.1. Media Disruption Time

MDT for this scheme is calculated using equation (5) taken from scheme [28] and [51]. In
this equation, Tua+Tuewcen represents the time taken for sending binding update to CN and
HA.

MDTyp = 2Tygtoarn + 2Tua + 5Tuetocn + 4Tuetor + 4Tptos + 6Tcscrtonss (5)

The time for sending binding update to CN and HA is Ty 4 + Tygrocn [26].

3.5.2.  Number of Commands

Number of SIP commands in case of MIP-IMS based handovers is shown in table 3.1
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calculated according to Eq. 2, Eq. 3 and Eq. 4. As the number of handovers increase, SIP
commands i.e. Mw, Gm and Cx increase in effect. UE has to undergo de-registration and
then registration again in IMS. So the total number of commands are counted including de-
registration and registration phases.

Table 3.1: Number of Commands of MIP-IMS handovers

No. of Mw Cx Commands Gm
Handovers Commands Commands
1 6 6 6
5 30 30 30
10 60 60 60
500 3000 3000 3000
1000 6000 6000 6000

3.6. Standard IMS handover Evaluation

In standard IMS handover scenario, UE undergoes de-registration when it disconnects from
ANgg. On connecting to ANpew, it gets registered again in IMS. Media disruption time and

number of commands are shown below for standard IMS handover scheme.

3.6.1. Media Disruption Time
De-registration from IMS and disconnection from ARqq go parallel. So de-registration time
will not affect media disruption time. Following expression shows the media disruption time

for IMS handover scenario.

MDT = 2Tygtoar + 4Tygtop + 4Tptos + 6Tcscrionss + 8Tugtocn (5)

3.6.2. Number of Commands

Signaling cost is shown in table 3.2 according to Eq. 2, Eq. 3 and Eq. 4 for standard IMS
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handover scenarios. Mw, Cx and Gm commands are calculated and shown in table below.

Table 3.2: Number of Commands for IMS based handover

No. of Mw Cx Commands Gm
Handovers Commands Commands
1 6 6 6
5 30 30 30
10 60 60 60
500 3000 3000 3000
1000 6000 6000 6000

3.7. Proposed Scheme Evaluation

Our proposed scheme (FIM) needs no de-registration. FIM does registration in 2 messages
instead of 4. Following subsections show media disruption time and signaling cost for FIM

scheme.

3.7.1. Media Disruption Time

We have evaluated our results by creating three handover scenarios in order to get accurate
results. First scenario is SP (Same P-CSCF), second scenario is OFP (Other Far P-CSCF)
and third scenario is ONP (Other Near P-CSCF). The handover scenarios are explained as

follows.

) SP: A handover scenario where a UE disconnects from AN and then connects to a new AN
but it gets attached to IMS with the same P-CSCF after handover. MDT for SP scenario is

shown in equation 6.

) OFP: After handover to new AN, UE connects to a P-CSCF that is not the P-CSCF to
which it was connected before handover. The new P-CSCF is physically located far
than old P-CSCF. Such a scenario is called OFP. MDT calculated for OFP scenario is

shown in equation 7.
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C) ONP: A scenario where UE connects to new P-CSCF that is different than the old P-
CSCF (before handover). And the distance of new P-CSCF is physically less than the
old P-CSCF from UE. MDT calculated for ONP is shown in equation 7.

The MDT for proposed scheme FIM is calculated using equation (6) for SP scenario and in

equation (7) for OFP and ONP handover scenarios.

MDTsp = 2Tygtoarn + Tustorota + Trotatos + 3Tustocn + Tppewrous (6)
MDTorp onp =

2Tygtoarn + Tugtoroia + Trotdtos + 2Tstornew + 3Tuetocn + Toneweove (7)

Where Tyewar IS the time taken for the exchange of messages between UE and ARpew. Tuetop

is the time for messages’ exchange between UE and P-CSCF. Tpys is the time for exchange
of messages between P-CSCF and S-CSCF. Time taken by CSCF servers and HSS database

is denoted by Tcscrionss. Whereas Tyewoen 1S the time taken by UE and CN for exchange of

messages.

3.7.2.

Number of Commands

Number of commands are significantly reduced in FIM for Mw, Cx and Gm commands

calculated according to Eq. 2, Eq. 3 and Eq.4. Table 3.3 shows the signaling cost for FIM

scheme.

Table 3.3: Number of Commands of FIM scheme

No. of Mw Commands | Cx Commands | Gm Commands
Handovers
1 2 0 2
5 10 0 10
10 20 0 20
500 1000 0 1000
1000 2000 0 2000
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3.8.  Numerical and Test bed Results

To evaluate MDT, we set Tygwran = 10ms as in [56] and [57] and Tugtoaro = 11MS, Tarotoarn
= 5ms, Tuetopold = 15MS, Tpoldiopnew = 7MS, Tpoldios = 10ms as in [26]. We considered internet
delay as 100ms and Tya = 116ms, Tyugwen = 128ms and Tuawen = 114ms as in [26]. We
assumed Tuygtoarn = 10MS, Tenewtoue = 16mMSs and Tsiopnew = 12Ms. MDT versus delay between
UE and new AR is obtained for three handover scenarios including SP, OFP and ONP. It can
be seen that for IMS standard scheme, MDT is increasing with a high rate. In figure 3.4 for
SP scenario, for a delay of 30ms the MDT values are 338ms, 408ms and 80ms for IMS,
MIP-IMS and FIM respectively where FIM requires the lowest MDT. It is also observed that
when delay is increased three times i.e. 90ms then MDT values are 458ms, 528ms and
122ms for IMS, MIP-IMS and FIM respectively that shows that the FIM scheme is better
than both other schemes. In figure 3.5 for OFP scenario, for a delay of 30ms the MDT
values are 338ms, 440ms and 169ms for IMS, MIP-IMS and FIM respectively where FIM
outperforms by consuming the lowest MDT. It is also observed that when the delay is
increased three times i.e. 90ms then MDT is 458ms, 596ms and 229ms for IMS, MIP-IMS
and FIM respectively that proves the dominance of FIM over preliminaries.
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Figure 3.4. MDT versus delay between UE and AR for SP
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Figure 3.5. MDT versus delay between UE and AR for OFP

In figure 3.6 for ONP scenario, for a delay of 30ms the MDT values are 338ms, 408ms and

100ms for IMS, MIP-IMS and FIM respectively where FIM outperforms by consuming the

lowest disruption time. It is also observed that when the delay is increased three times i.e.
90ms then MDT is 458ms, 528ms and 135ms for IMS, MIP-IMS and FIM respectively that

proves the dominance of FIM over preliminaries.
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Figure 3.6 Media Disruption Time Versus delay between UE and ARn in ONP

Figure 3.7 elucidates that in SP, for a delay=40ms, MDT values are 468ms, 578ms and
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110ms for MIP-IMS, IMS and FIM respectively. Results prove the dominance of our
proposed FIM scheme over preliminaries. For a 4 times increase in delay i.e. 160ms due to
some congestion scenarios the MDT values are 1428, 1778ms and 300ms for MIP-IMS, IMS
and FIM respectively. It explores that existing schemes endure an abrupt change in MDT
values as compared to a steady increase in proposed FIM scheme. In SP case, proposed
scheme FIM reduces 71% than IMS scheme and it reduces 83% MDT than MIP-IMS
scheme. Figure 3.8 elucidates that in case of OFP, the MDT values at 40ms delay are 468,
609 and 234 for IMS, MIP-IMS and FIM methods respectively. It is evident that our
proposed scheme is better than other two schemes in reducing MDT. It is also observed that
when the delay is 4 times i.e. 160ms the MDT values are 1428ms, 1831ms and 704ms for
IMS, MIP-IMS and FIM schemes respectively. It explores that our proposed scheme is
faster than the other two schemes. In case of OFP, FIM reduces 50% as compared to IMS

scheme and it reduces 61% than MIP-IMS scheme.
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Figure 3.7 MDT versus delay between UE and CN for SP
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Figure 3.8 MDT versus delay between UE and CN in OFP

Figure 3.9 elucidates that in case of ONP, for a delay of 40 milli seconds (ms) the MDT

values are 468ms, 578ms and 140ms for MIP-IMS, IMS and FIM scheme respectively.

Results are evident to elaborate the dominance of our proposed FIM scheme over

preliminaries. It has been observed that for a 4 times increase in delay i.e. 160ms due to

some congestion scenarios the MDT values are 1428, 1778ms and 400ms for MIP-IMS, IMS

and FIM scheme respectively. It explores that existing schemes endure an abrupt change in

MDT values as compared to a steady increase in proposed FIM scheme. In ONP case,
proposed scheme FIM reduces 71% MDT than IMS scheme and it reduces 77% MDT than
MIP-IMS scheme.
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Figure 3.9 MDT versus delay between UE and CN ONP
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Figure 3.10 shows the MDT versus delay between UE and new P-CSCF. It elucidates for a
delay of 24 milli seconds (ms) the MDT values are 356ms, 463ms and 178ms for MIP-IMS,
IMS and FIM respectively. Results are evident to prove dominance of FIM scheme over
preliminaries. It has been observed that for a 3 times increase in delay i.e. 96ms due the
MDT values are 644, 838ms and 322ms for MIP-IMS, IMS and FIM scheme respectively. In
this case, proposed scheme FIM reduces 50% MDT than IMS scheme and it reduces 61%
MDT than MIP-IMS scheme.
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Figure 3.10 MDT versus delay between UE and new P-CSCF

The proposed FIM scheme is analyzed by performing several experiments on a test bed
setup as illustrated in figure 3.11. The IMS entities HSS, P-CSCFs, I-CSCF and S-CSCF are
developed on a workstations i.e. Intel core i3 with 1.7 GHz and 4 GB RAM. Open IMS core
[58] is used for the implementation of these entities. It is connected through IP network
with four ANs where each one has a router and 802.11g WLAN Access Point (AP). UE and
CN are android phones, with 1 GB RAM and 1.2 GHz, connect to AN through WLAN AP.
For MIP-IMS scheme a router is deployed that maps the HoA with CoA i.e. it acts as HA.
The four simulated ANs has SSID 1, SSID 2, SSID 3 and SSID 4 respectively. We have taken
a number of handovers to get the results that show how the MDT is reduced by our scheme.
While UE is in session with CN, it disconnects from SSID 1 and connects to SSID 2. UE
then registers in IMS and sends INVITE to CN for session establishment. MDT of FIM is
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compared with MIP-IMS [28],[51] and standard IMS [1] schemes and it is found out that

FIM scheme reduces more MDT than other two schemes.

@

WLAN AP1 WLAN AP2 WLAN AP3 WLAN AP4
Handover n
I
CN

UE

Figure 3.11 Experimental model setup for Test bed using IMS

Table 3.4 shows the evaluation parameters for our test bed.
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Table 3.4 Evaluation parameters for Test bed

Test bed Setup

Parameters Values

Network Servers P-CSCF, I-CSCF, S-CSCF,
HSS
Servers’ Physical Type | Wired Physical
UEs’ Physical Type Wireless Physical
Antenna Type Omni Antenna
Parameter Variations

Delay 0 — 90 milliseconds
Number of Hops 1-5

Number of Handovers 1-10

In test bed shown in figure 3.11, the UE detects that signals of AP1 are weak and it connects
to AP2 that has strong signals. Both entities are in a VoIP session and exchanging RTP (real-
time transport protocol) packets encoded with G.711 codec at 20ms interval from each other.
UE monitors the signaling strength of APs for handover. When the exponential smoothing
value of the strength (S; = aS;_1 + (1 —a)a;, 0 < a < 1) goes below the threshold value
then UE connects to AP with strong signal strength. Where a, is signaling strength of AP at
time t and S, is the result at time t and a = 0.5 in the experiment as in [27]. In a number of
experiments we altered the number of routers between ANs, UE and CN in order to vary
number of hops. We considered the SP, OFP and ONP cases for our experiments. Figures
3.12 and 3.13 show the MDT vs. the number of hops between UE and new AR in case of SP
and OFP. Figure 3.12 shows MDT for IMS, MIP-IMS and FIM for SP handover scenario.
For 3 hops, MDT is 364ms, 438ms and 119ms for IMS, MIP-IMS and FIM schemes
respectively. It can be seen in figure 3.13 that our proposed scheme reduces more MDT than
IMS and MP-IMS schemes for OFP case . For 3 hops between UE and new AR, our scheme
gives 189ms of MDT whereas MDT for IMS is 378ms and for MIP-IMS, MDT is 540ms.
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Figure 3.12 MDT Vs No. of Hops between UE and New AR are presented for SP
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Figure 3.13 MDT Vs No. of Hops between UE and New AR are presented for OFP

In figure 3.14 for ONP scenario, for 3 hops, the MDT values are 357ms, 432ms and 122ms
for IMS, MIP-IMS and FIM respectively where FIM consumes the lowest disruption time. It
is also observed that when number of hops are increased to 5 then MDT is 476ms, 567ms
and 155ms for IMS, MIP-IMS and FIM respectively that proves the dominance of FIM over
preliminaries. Figure 3.15 elucidates that in SP, for 3 hops between UE and CN, MDT
values are 497ms, 598ms and 140ms for MIP-IMS, IMS and FIM respectively. Results

prove the dominance of our proposed FIM scheme over preliminaries.
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Figure 3.14 MDT Vs No. of Hops between UE and New AR for ONP
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Figure 3.15 MDT Vs No. of Hops between UE and CN for SP

Figure 3.16 elucidates that in case of OFP, the MDT values at 3 number of hops are 501ms,
678ms and 287ms for IMS, MIP-IMS and FIM methods respectively. It is evident that our
proposed scheme is better than other two schemes in reducing MDT. Figure 3.17 elucidates
that in case of ONP, for 3 hops between UE and CN, the MDT values are 418ms, 544ms and
121ms for MIP-IMS, IMS and FIM scheme respectively. Results are evident to elaborate the

dominance of our proposed FIM scheme over preliminaries.
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Figure 3.16 MDT Vs No. of Hops between UE and CN in OFP
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Figure 3.17 MDT Vs No. of Hops between UE and CN in ONP scenarios

3.9. Analysis of Results

Table 3.5 shows the results of the dominance of proposed scheme over IMS and MIP-IMS
schemes in terms of percentage. It shows the results of numerical analysis and testbed
experiments. It proves that our scheme is better in reducing MDT time than other two
schemes when delay and number of hops are altered between UE and new AR as well as
between UE and CN. It is observed that in case of ONP, MDT is lesser than OFP. MDT is

even lesser in case of SP.
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Table 3.5 Improvement of FIM scheme over other schemes

Delay & | Scenarios SP OFP ONP
Hops Schemes | Numerica | Testbe | Numerica | Testbed | Numerica | Testbed
b/w I d I I

UE to IMS 76% 67% 50% 50% 71% 65%

ARN MIP-IMS 81% 72% 61% 65% 77% 71%

UE to IMS 71% 71% 50% 42% 71% 71%

CN MIP-IMS 83% 76% 61% 57% 7% 7%

Figure 3.18 elucidates the values of Gm, Mw and Cx are 60, 60, 60 respectively for 10
handovers in case of IMS and MIP-IMS methods. In comparison, values for our proposed
scheme are significantly low i.e. 20, 20 and O respectively. Our scheme completely removes

the need for Cx commands.

ﬁ##ﬁi??\'\\
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o
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Number of commands

IMS MIP-IMS FIM
Figure 3.18 Number of Cx, Mw and Gm commands

3.10. Packet Loss

We have set G = 50 pkts/sec as used by [59]. On a constant handover delay, we have
measured loss of packets for IMS, MIP-IMS and FIM. Packet loss is directly proportional to
delay of handover [54] and it can be observed from the figure 3.19. For a handover loss of
packets are 44400 bytes, 57600bytes and 22200bytes for IMS, MIP-IMS and FIM schemes
respectively. It is observed that proposed scheme FIM decreases the packet loss 50% than
IMS scheme and 61% than MIP-IMS scheme.
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Figure 3.19 Number of handovers vs and Packet Loss

SIP Session Delay

To test the delay of our proposed scheme (FIM) for SIP messages, an experiment is run after

handover. The delay time of SIP session is captured by using Wireshark [70]. Figure 3.20

shows the time of SIP session that confirms the reduction of delay.

No. Time Source Destination Protocol Length Info

| 424 292.429137 192.168.1.16 192.168.1.20 SIP/SDP 849 Request: INVITE sip:222@office5ip.local [

| 428 292.787257 192.168.1.16 192.168.1.20 SIP/SDP 1114 Request: INVITE sip:222@officesip.local

' 439 292.788899 192.168.1.20 192.168.1.12 SIP/SDP 966 Request: INVITE sip:222@192.168.1.12:39308;transport=udp
E 431 292.789228 192.168.1.20 192.168.1.12 SIP/SDP 966 Request: INVITE sip:222@192.168.1.12:35977;transport=udp
E 435 293.028567 192.168.1.12 192.168.1.20 SIP/SDP 735 Status: 1808 Ringing

| 436 293.029292 192.168.1.20 192.168.1.16 SIP/SDP 676 Status: 188 Ringing

<

4 Frame 424: 849 bytes on wire (6792 bits), 849 bytes captured (6792 bits) on interface 4

Interface id: 4 (\Device\NPF_{CC92F(CB7-7446-493E-9E8F-AFOBBA672FE6})
Encapsulation type: Ethernet (1)
Arrival Time: Mar 13, 2017 22:48:27.32471960@ Arab Standard Time

[Time
Epoch
[Time
[Time
[Time
Frame
Frame

shift for this packet: ©.000000008 seconds]

Time: 1489434507.32471900@ seconds

delta from previous captured frame: ©.080129000 seconds]
delta from previous displayed frame: @.00012900@ seconds]
since reference or first frame: 292.429137000 seconds]
Number: 424

Length: 849 bytes (6792 bits)

Capture Length: 849 bytes (6792 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:udp:sip:sdp]
[Coloring Rule Name: UDP]

[Coloring Rule String: udp]

b Internet Protocol Version 4, Src: 192.168.1.16, Dst: 192.168.1.20
> User Datagram Protocol, Src Port: 52773, Dst Port: 5060
 Session Initiation Protocol (INVITE)

b Ethernet II, Src: Microsof 7b:16:78 (10:2f:6b:7b:16:78), Dst: IntelCor_ca:9a:f9 (80:86:f2:ca:%a:f9)

Figure 3.20 Analysis of FIM using Wireshark
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3.12. Chapter Summary

In this chapter we have offered a complete method for registration with its sub phases
(authentication, authorization and transfer of IPSec SAs) in IMS in case of handover. Our
method reduces media disruption delay, number of commands of Cx, Gm and Mw. It also
reduces number of packet loss thus making it efficient and secure. Our proposed method
proposed a subsequent request HANDOVER and enables a flag when UE was in session
with a CN before handover. With the help of this special flag, de-registration is eliminated
because system considers that UE may get registered again in IMS. So the process must be
fast because UE is in session with a CN and delay should be minimized. Due to no de-
registration, parameters for authentication and authorization are stored in system. So

registration process is also reduced to 2 messages.

We showed the results for our proposed scheme used for handover scenarios in IMS. We
evaluated results of our scheme based on 3 parameters.

Schemes compared are as follows:

1. Standard IMS

2. MIP-IMS Schemes

3. FIM Schemes

Evaluation metrics:

1. Media disruption time

2. Number of Commands.

3. Packet loss

In next chapter we will discuss the second phase of our research i.e. establishment of IPSec
SAs between UE and new P-CSCF after handover. Signaling delay of proposed scheme and

comparison of results with other schemes will also be explained.
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CHAPTER 4

4. EFFICIENT MECHANISM FOR SECURITY
ASSOCIATIONS

4.1. Introduction

Security architecture of IMS is driven by 3GPP and 3GPP2 security standards. SIP [3] is an
application protocol that is also used for IPSec SAs establishment between UE and IMS
during registration. IMS security is necessary in terms of confidentiality, integrity and
authentication. UE should be the authorized one because IMS is responsible for the charging
as well. UE’s identity fraud can be protected if UE is authorized in IMS. IPSec SAs are
established between UE and IMS in order to ensure that the interface between these two
entities (Gm interface) is secured. Otherwise the attacks by some methods are possible [60]
e.g. attack by the BYE method, CANCEL method and REGISTER method.

In this chapter, the proposed scheme for the establishment of IPSec SAs between UE
and new P-CSCF is discussed. We will explain the signaling delay caused by the
process of SA establishment during handover. We will discuss the transmission delay,
processing delay and queuing delay separately. The common methods used for handling
SAs incase of mobility will be defined and their results for signaling delays will be
compared with standard IMS method and with our proposed method. In this chapter we
will evaluate signaling delay caused by Context transfer protocol based approaches, the
standard IMS handoff and our proposed scheme for giving solution to IPSec SAs

establishment when UE is in mobility.

4.2.  Proposed Method

The main problem during re-authorization after handover is that SA establishment is

dependent on registration process in IMS. After handover, it causes delay because whole
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procedure of registration and SA establishment is repeated along with authentication.
Schemes proposed to reduce this delay by transferring context of 1PSec SAs from old P-CSCF
to new P-CSCF so that process of SA establishment can be reduced. But it is not always valid
as the SAs are established between UE and P-CSCF after negotiating security parameters.
There is a need for a scheme where SAs must be negotiated between UE and new P-CSCF
after handover instead of transferring the context from old P-CSCF to new P-CSCF. In
SCTM [52], context is transferred from old P-CSCF to new P-CSCF before actual handover
in order to save time. However, there is no negotiation of SA establishment between UE and
new P-CSCF.

We present “Efficient Mechanism for Security Association” (EMSA) during re-authorization
where IPSec SAs are established between UE and new P-CSCF. It introduces a flag
“sessionContinued” to prevent network initiated de-registration phase. If a UE is already in a
session with the Corresponding Node (CN) before the switch over to new network, then this
flag turns on. Otherwise it is turned off. It reduces latency of re-authorization phase after
mobility by avoiding the “de-registration” in case the flag is enabled. A subsequent request
EMSA-R along with a response message EMSA-OK is proposed in our scheme. In the re-
authorization phase it establishes IPSec SAs between UE and new P-CSCF in less number of
messages that reduces signaling delay, VHO delay and packet loss. There is no context
transfer and no new mobility protocol is needed in our scheme. Within the SIP capabilities it
reduces signaling delay and latency of handover caused by IPSec SA establishment. Our
scheme is compared with other schemes by a test bed and numerical analysis as well that

yields the efficiency of our scheme over existing solutions.

We have explored that as per our study there is no specific solution given for the efficient and
secure establishment of IPSec SAs between UE and new P-CSCF with the help of SIP solely.
During handover scenarios, UE has to be transferred from one AN to the another with less
delay to have a good QoS. Our scheme gives a mechanism to establish IPSec SAs after

handover in a secure manner.
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In EMSA, EMSA-R and EMSA-OK messages in SIP are proposed for the negotiation of
parameters and transferring key with less number of messages to reduce delay. EMSA-R and
EMSA-OK are shown in table 4.1. EMSA-R is a subsequent request that is why it doesn’t
traverse 1-CSCF to know S-CSCF. Thus it reduces number of messages as well.

Table 4.1 SIP message format for EMSA

EMSA-R

EMSA-R sip:homel.fr.SIP/2.0

Via: SIP/2.0/UDP
[5555::1:2:3:4];branch=0uetb
Route:sip:[5555::a:f:f:e];Ir

Max-Forwards: 70

From: sip:user@homel.fr;tag=pohja
To:sip:user@homel.f

Contact: sip:[5555::1:2:3:4};expire=600000
dPCSCF:sip[6666::d:e:e:f]

sec-
client:tls;q=0.2,1PSec3gpp;q=0.1;alg=hmac-
sha-1-96;
Spi-c=9865432;spi-s=8764321;port-
c=8642;port-s=7531

Authorization:

Digest username= “userl@homel .ims,
Response="083493483927jdhfjshfj”
Call-1D:ahedew23398fk

CSeq: 22 EMSA-R

Content-Length:0

EMSA-OK

EMSA-OK sip:homel.fr.SIP/2.0

Via: SIP/2.0/UDP
[5555::5:6:7:8] ;branch=0uetb
From:sip:user@homel.f

To: sip:user@homel.fr;tag=pohja

Sec-
verify:tls;q=0.2,1PSec3gpp;q=0.1;alg=hmac-
sha-1-96;
Spi-c=9865432;spi-s=8764321;port-
c=8642;port-s=7531

WWW-
Authenticate:ik="1232dskfdjfhfj4545kjvk”;
ck="jdshfsdjfh4535345kdfdkgjf”
Call-1D:ahedew23398fk

CSeq: 22 EMSA-OK
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Content-Length:0

4.2.1. Phases of Proposed Scheme and Algorithms

Our solution reduces delay for the establishment of IPSec SAs after handover by reducing the
steps to transfer keys and negotiation of security mechanisms, algorithms and ports. Figure
4.1 elucidates the phases for EMSA.

Subsequent EMSA-R Request

|

Negotiation of Parameters &
Athentication

v

Transfer of Keys

|

IPSec SAs Establishment

Figure 4.1 Phases of EMSA during handover

In first phase, UE generates EMSA-R subsequent request due to the status of
sessionContinued flag i.e. “enabled”. The sessionContinued flag is introduced to prevent de-
registration of UE from IMS when it handovers to new AN. It gets disabled when UE
cancelled a session with CN otherwise it is enabled to show that UE is still in a session and
disconnected from AN for handover purpose only. In this way network initiated de-
registration is avoided and states of UE registration is maintained in UE and IMS servers i.e.
RES (response), keys and IPSec SAs between UE and old P-CSCF. UE sends EMSA-R
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request to old P-CSCF along with the RES and IP address of new P-CSCF. This request is
encapsulated in already established IPSec SAs between UE and old P-CSCF.

EMSA-R At UE

IF sessionContinued == true then
Construct method == EMSA-R
Route “EMSAM-R” to old P-CSCF

Route “EMSA-R” to newP-CSCF

ELSE
Route “REGISTER” to old P-CSCF

ENDIF

EMSA-R at old P-CSCF
PCSCFold receives request
IF method == "EMSA-R"  THEN
Via = discoveredP-CSCF;
Integrity-Protected = “yes”’;
Route “EMSA-R” to S-CSCF
ELSE IF method == “REGISTER”
THEN
Via = P-CSCFold;
Integrity-Protected = “no’’;
route "REGISTER" to ICSCF
ENDIF
IF status == "401" THEN
STATE Remove CK, IK
ELSE
reply(*500","P-CSCF Error Rem CK,

IK");
ENDIF
IF status == "200" THEN

Route “OK” to UE

Savelocation()
ELSE

reply("500","P-CSCF Error on
location™);
ENDIF
IF status == "408" THEN

reply(""504","Server Time-Out");
ENDIF
ENDIF

In second phase, negotiation of security parameters and algorithms starts UE sends
EMSA-R to new P-CSCF along with RES and security-client headers. Security-client header
contains security parameters like algorithms, server and client ports at UE. This negotiation
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completes when new P-CSCF sends its security parameters in security-verify header to UE in
EMSA-OK response.

EMSA-R at new P-CSCF
PCSCFnew Receives Request
IF method == "EMSA-R" THEN
Save IPSec Parameters
ELSEIF method == REGISTER THEN
Route “REGISTER” to I-CSCF
IF status == "401" THEN
STATE Remove CK, IK
ELSE
reply("500","P-CSCF Error Rem CK,
IK");
ENDIF

In third phase, S-CSCF receives EMSA-R request from old P-CSCF. Due to RES, S-
CSCF knows the authenticity of UE. EMSA-R contains the information of new P-CSCF that
is sent to S-CSCF. Old P-CSCF doesn’t put its own IP address in Via header rather it adds the
IP address of newly discovered P-CSCF. In this way the response comes back to new P-
CSCF instead of old P-CSCF. UE has the keys already before any handover. S-CSCF sends
the response EMSA-OK with keys in WWW-Authenticate header to new P-CSCF. New P-
CSCF saves the keys before sending response EMSA-OK to UE.

EMSA-R at S-CSCF
SCSCF receives request
IF method=="EMSA-R”
IF RES == XRES & integrity-protected
== true then
Route “EMSA-OK” to new P-CSCF

ELSEIF method == “REGISTER”
IF RES = XRES then
Create User-challenge();
route(Service-Routes);
reply(*401", "Unauthorized -
Challenging UE");
ELSEIF RES == XRES then
Set -status == "200"
Route “OK” to ICSCF
ENDIF
ENDIF
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ENDIF

In forth phase, new P-CSCF saves the keys from S-CSCF and forwards the EMSA-OK
response to UE after adding security mechanism, algorithms and ports in security-
server header. IPSec SAs are established between UE and new P-CSCF now. After
that security-verify will be used to encapsulate every message sent between UE and
new P-CSCF. Lifetime is sent to UE in EMSA-OK response by adding 30 seconds in

UE’s Registration lifetime taken from contact header.

EMSA-OK at new P-CSCF

IF status == "EMSA-OK"

STATE Remove CK,IK

STATE Put security-verify

Route “EMSA-OK” to UE

ELSE

reply(*500","P-CSCF Error on saving
location™);

ENDIF

Figure 4.2 explores the establishment of IPSec SAs after handover in a visual manner where

step are explained as follows.

Steps (1) — (5): UE prepares EMSA-R request, add public and private ids of UE along with
RES and sends it to old P-CSCF. UE adds security-client header to EMSA-R and sends this

request to new P-CSCF for negotiation of security parameters.

Step (6) — (11): Old P-CSCF forwards EMSA-R to S-CSCF that prepares EMSA-OK response,
adds keys after authentication and sends the response to new P-CSCF due to address in Via
header. New P-CSCF saves the keys that came from S-CSCF. It forwards EMSA-OK to UE
along with security-server header that contains security parameters. In this way SAs are
established between UE and new P-CSCF.
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Figure 4.2 Proposed Scheme for SA Establishment

4.3. Signaling Delay

In this section we analyze the signaling delay in the establishment of IPSec SAs during
mobility. We have considered transmission, processing and queuing delay for the
analysis. We have focused on the delay caused by IMS/SIP IPSec SAs establishment
when UE switches from one network to another. This will enable researchers to
implement IMS with NGMN real time environment. We have compared the results of

standard IMS scheme for re-authorization, SCTM [52] and our proposed scheme in this
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chapter. It shows that our scheme is better than in reducing transmission delay,
processing delay and queuing delay. Our scheme is better in reducing number of

messages and packet loss as well.
Delay in IMS signaling for SA establishment is calculated according to (1):

DIMS = DTransm + DProcess + DQueue (1)

4.3.1. Transmission Delay

Transmission delay of SIP messages can be found with the help of following expression
[47].

_ _ N
T, =D+ (k— 1)1+ Tr(1) x <(1 P — (2p) 1) ©)

A-p¥m)A-2p)

here D denotes the end-to-end propagation delay, k denotes the number of frames in
UDP datagram, 1 is the inter frame time, pr is probability of retransmission of packet,
maximum number of transmissions in SIP is denoted by Nm. (that is 7), and initial
value of retransmission timer is denoted by Tr (1) that gets doubled, according to SIP
protocol, after each retransmission.

In case of IMS total transmission delay without RLP is as follow.

DT=4X Tt (3)

In case of SCTM total transmission delay in IMS without RLP is given as,
DT = 4 X Tt (4)
In our proposed approach (EMSA) total transmission delay in IMS without RLP is,

D =3x T, (5)

4.3.2. Processing Delay
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The number of messages a node receives is the node’s processing delay. Equation 6
shows the total processing delay in IMS when UE undergoes the handover and
establishes IPSec SAs again. Equation 7 shows the total processing delay in SCTM
scheme. Equation 8 shows the total processing delay on IMS entities for SA

establishment proposed by our scheme (EMSA).

For standard IMS
Dp,s = 2dyg + 4dpp + 4d;_cscr + 4ds—cscr + 6duss (6)

For SCTM
Dpgery = dug + 2(dp,,,, + dp,,; + di—cscr + ds—cscr) + duss  (7)

For our Proposed Scheme (ESA)

Dpppsa = Que + 2dppew + dpoia + ds_cscr (8)

Figure 4.4 elucidates that for 1000 number of users that handovers to new AN, the
processing delay in milliseconds is 28000ms for IMS re-authorization and 16000ms for SCTM
scheme whereas it is 5000ms for our proposed EMSA. Proposed solution EMSA shows that
processing delay is significantly less than other approaches as number of users increase. One
of the reasons is that EMSA prevents the processing delay of de-registration phase on entities.
Similarly for 1700 number of users that handovers to new AN, the processing delay is
47600ms, 27200 and 8500ms for IMS, SCTM and EMSA schemes respectively. EMSA shows
82% improvement than conventional IMS re-authorization and 68% improvement than SCTM

in case of decreasing processing delay when number of users increase.
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Figure 4.3: Processing Delay Vs No. of Users

4.3.3. Queuing Delay

We compute the queuing delay on IMS entities during SA establishment. This delay is
due to queuing of packets at the nodes. Total queuing delay is the sum of queuing delay
on UE, P-CSCF, I-CSCF and S-CSCF based on waiting time formulae. M/M/1 queuing
model is used for calculating the delay on UE and CSCF servers because they do
dedicated jobs. Figure 4.5 shows the queuing model for analyzing queuing delay in our
scheme ESA.

According to M/M/1 queuing model for UE and CSCF servers, the queuing delay

estimates at UE and CSCF servers [48] are given as,

1
Dyg=——m" (9
=g ©

Ps
Dp_cscr = Dg_cgcp = Di-cscr = Ml——IDS) (10)
In the analysis, the arrival rate of SIP message at CSCF (1) is considered as A< p [49]
and the service rate () is 4x10™. The server load on CSCF (ps) is given as A/ p [49].
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P
Dasn-ew = Dsgsn = Ml——sp) (11)
S

Queuing delay at gateway to WIMAX (Dasn—gw ) and queuing delay at gateway to
LTE (Dgggy) I given in equation (11).
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M/M/1 M/M/1 M/M/1 M/M/1

Figure 4.4: Queuing model for analyzing the IMS queuing delay for SA
establishment in proposed scheme

For standard IMS, total queuing delay is as follows.

Dous = 2Dye +4(Dp,.,, + Di—cscr + Ds—cscr) + 6Duss  (12)

For SCTM, queuing delay can be found as,

Dogerm = Due + 2(Dpnew + Dpold + Duss + Di—cscr + Ds—cscr (13)

For Proposed Scheme EMSA, queuing delay can be calculates as,

Dogmsa = 1Due + 2Dppew + 1Dpoig + 1Ds_cscr (14)
Figure 4.6 elucidates the queuing delay at old P-CSCF versus SIP messages arrival rate at old
P-CSCF. For the SIP messages arrival rate of 0.00025ms at old P-CSCF, the queuing delay is
13332ms, 26664ms and 6666ms for IMS, SCTM and EMSA schemes respectively. The
queuing delay at old P-CSCF in conventional IMS re-authorization scheme is less than SCTM
scheme due to de-registration. Whereas our proposed scheme avoids de-registration at all and
it also establishes IPSec SAs in lesser number of messages so it shows less queuing delay at

old P-CSCF than conventional IMS and SCTM schemes. In this case our scheme shows 50%
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improvement than conventional IMS re-authorization scheme and 75% improvement than
SCTM scheme. Figure 4.7 elucidates the queuing delay at new P-CSCF versus arrival rate of
SIP messages at new P-CSCF. For SIP messages arrival rate of 0.00025ms at new P-CSCF,
the queuing delay is 26664ms for IMS scheme and 13332ms for both SCTM and EMSA

schemes. In this case our scheme shows 50% improvement than IMS scheme.
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Figure 4.5 Queuing Delay vs Arrival Rate at old P-CSCF
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Figure 4.6 Queuing Delay vs Arrival Rate at new P-CSCF
Figure 4.8 elucidate queuing delay on S-CSCF when SIP messages arrival rate increases for
IMS, SCTM and EMSA schemes. It illustrates that for the arrival rate of 0.0003ms on S-

CSCF, the queuing delay is 80000ms ,60000ms and 10000ms for IMS, SCTM and EMSA
schemes respectively. The queuing delay doubles on S-CSCF i.e. 160000ms, 120000ms and
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20000ms for IMS, SCTM and EMSA schemes respectively when arrival rate of SIP messages
is 0.00035ms. EMSA scheme shows improvement of 87% than IMS scheme and 83%
improvememnt than SCTM scheme. Our scheme EMSA shows such good results because it
also reduces the queuing delay at S-CSCF caused by de-registration. Figure 4.9 shows the
results of queuing delay at I-CSCF versus arrival rate of SIP messages at I-CSCF. Our scheme
shows no queuing delay at I1-CSCF because of proposed subsequent request EMSA-R, UE
doesn’t need to traverse I-CSCF. Whereas for arrival rate of 0.0002ms at I-CSCF the queing
delay is 20000ms and 10000ms for IMS and SCTM schemes. Our scheme EMSA reduces this
delay 100%.

180000
160000
140000
120000
100000
80000
60000
40000
20000

CSCF

Queuing Delayat S

0.0001 0.00015 0.0002 0.00025 0.0003 0.00035
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Figure 4.7 Queuing Delay Vs Arrival Rate at S-CSCF
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Figure 4.8 Queuing Delay Vs Arrival Rate at I-CSCF

4.4. Results and Analysis

We have setup a test bed for IMS by implementing related servers as illustrated in figure 4.10
and a number of experiments are performed. [58] is used to implement IMS entities on
workstations Intel core i 3 1.7 GHz with RAM is 4 GB connected with four ANs through IP
network. UE is an android phone with one GB RAM that connects to AN via WLAN AP and is
in session with another android phone. During experiments, UE is first connected to AR; and
on getting weak signals from AR,, it disconnects from AR; and connects to AR, and then it re-
authenticates with IMS. We have measured the delay for IMS [2] and our EMSA. UE and CN
were in a VolP session and exchanging RTP (real-time transport protocol) packets encoded
with G.711 codec at 20ms interval from each other. UE observes the signaling strength of APs
for handover. When the exponential smoothing value of the strength (E; = gE;_; +
(1-9)g:0 < g < 1) goes below the threshold value then it connects to AP that has strong
signal strength. Where a; is AP’s signaling strength at time t and E; is the result at time t and
g = 0.5 in the experiment as in [27]. In a number of experiments we altered the number of
routers to vary delay between UE and CN to get the results of the schemes. Table 4.1 shows
the evaluation parameters for test bed.
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Table 4.2 Evaluation parameters for Test bed

Parameters Values
P-CSCF, I-
Network Servers ~ CSCF, S-
CSCF, HSS
Servers’ Physical Wired
Type Physical
UEs’ Physical Wireless
Type Physical
Antenna Type Omni Antenna
Delay 0-90
milliseconds
Number of Hops 1-10
Number of 1-10
Handovers

g
5
z
>
b

WLAN AP1 WL, AP2 WLAN AP4
1 ////

Handover

UE CN

Figure 4.9 Testbed Setup for EMSA Evaluation

We have analyzed signaling delay for establishment of IPSec SAs during handover by
considering transmission, processing and queuing delay. Signaling delay is measured for IMS
[2], SCTM [52] and EMSA scheme. Delay in IMS signaling is sum of transmission delay

Dryansm, Processing delay Dpyqcess and queuing delay Doy eye-
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4.5. Total IMS Authorization Delay

The authorization delay for IMS is a total of transmission delay, processing delay and
queuing delay as given in equation (15). In [2], the number of messages exchanged for the
establishment of IPSec SAs between UE and new P-CSCF is 22. In SCTM [52], number of
messages exchanged for the IMS authorization procedure is 10. In our proposed scheme
the number of messages to establish IPSec SAs between UE and new P-CSCF is 5. Figure
4.11 elucidates the number of messages for IMS, SCTM and EMSA scheme.

Dims—auth = Dr—auth + Dp—auth + Do—auth  (15)

No. of Messages

o
1

IMS SCTM EMSA

Figure 4.10 Number of messages for re-authorization

4.6. Handover Latency and Packet Loss

Figure 4.12 elucidates the authorization delay versus number of handovers. Plenty of were
carried out in order to test the authorization delay for conventional IMS scheme and proposed
EMSA scheme. It shows an authorization of 8800ms for IMS scheme whereas 3600ms
authorization delay for EMSA scheme for a handover. Approximately on average our
proposed scheme shows an improvement of 59% in reducing this delay than IMS scheme.
Figure 4.13 elucidates the packet loss for IMS and EMSA schemes. For a number of
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handovers packet loss was observed and it shows an improvement of 50% by EMSA scheme
in reducing packet loss than conventional IMS scheme. For example when for a handover

packet loss was 51800 bytes in IMS scheme then it was 25900 bytes for EMSA scheme.
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Figure 4.11 Number of handovers vs Delay time
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Figure 4.12 Number of handovers vs Packet Loss
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4.7.  Chapter Summary

In this chapter we defined a mechanism to establish IPSec SAs between UE and P-
CSCF when UE handovers to new AN. This method ensures authorization and
authentication of UE as well. In this chapter it is explained that how the key is

transferred and security parameters are negotiated for SA establishment.

Our proposed method reduces the signaling delay as well as it reduces number of
messages. Authorization delay, packet loss, transmission delay, processing delay and

queuing delay are calculated for following schemes:

1. Standard IMS scheme
2. SCTM
3. Our proposed scheme (EMSA)

Also a test bed implementation is described to find out the results. Comparisons of

schemes are also done in this chapter.
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CHAPTER 5

5. Conclusion and Future Work

5.1. Contributions

In our research we have proposed a complete framework for mobility scenario in IMS
for registration that covers authentication, authorization, authorization, transfer of IPSec
SAs to new P-CSCF and establishment of IPSec SAs with new P-CSCF. These issues

are addressed by our two proposed schemes namely FIM and EMSA.

For a UE to be connected to any Access Network, it is a must to be registered in IMS.
In case of mobility, UE changes its Access Network and gets de-registered from IMS.
On connecting to new Access Network UE gets registered again in IMS. The process of
de-registration and registration in IMS causes higher delay, more number of commands

and packet loss.

In IMS after handover there is no solution when the UE changes its IP address. In
literature survey we found out that for this problem researchers have proposed MIPv6
and one of its versions i.e. FMIPv6 to be a part of mobility in IMS scenarios. We have
found out in our research that there are integration issues of MIPv6 with IMS. In our
research we found out that no one gave the solution to change of IP address of P-CSCF.
In our proposed scheme we gave solution to both the changes in IP addresses i.e.
change of IP address of UE and change of IP address of P-CSCF. We have not proposed
to integrate any new protocol instead we suggested to do it within SIP capabilities. For
registration of new IP addresses, authentication, integrity protection and transfer of
IPSec SAs to new P-CSCF, we proposed a subsequent request HANOVER. Our
solution is not only secure but it also reduces VHO delay in order to achieve minimum
MDT and packet loss. Our solution also reduces number of commands in between the

IMS servers.
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We observed that after handover, there is a need for re-negotiation of IPSec SAs
between UE and new P-CSCF. For this purpose we introduced subsequent
request/response i.e. EMSA-R and EMSA-OK. This not only reduces number of
commands but it also manages to establish SAs with less transmission delay, processing

delay, queuing delay, authorization delay and packet loss.

In literature survey we have found out that delay is reduced by transferring context from
old P-CSCF to new P-CSCF. This is used to transfer IPSec SAs as well. For this
purpose mostly CXTP (Context Transfer Protocol) is proposed in literature. This is an
overhead to integrate a new protocol. Our solution used no new protocol for reducing
delay and IPSec SAs establishment problem.

For reducing signaling cost or number of messages, researchers proposed to do context
transfer. Our solution reduces number of messages by not doing any context transfer

from old P-CSCF to new P-CSCF or by integrating any new protocol.

Our solution compared our results with MIP based solution and context transfer based
solutions. We have also compared our results with standard methods of IMS. We have
found out that our results are better than all of them. We have concluded that MIP and
CXTP base methods give overhead of adding or taking help from new protocols.
Because integrating MIP and CXTP doesn’t avoid standard registration phase. Our

scheme addressed these problems in general:

Change of IP address of UE

Change of IP address of P-CSCF
Re-establishment of SAs with new P-CSCF
Number of commands

Vertical Handover Delay

Signaling delay

N o a ~ wbh e

Packet loss

Hence it is analyzed that handover is an important issue and it needs to be handled

within IMS phases instead of integrating new protocols. New protocols come with an
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overhead of integration as well as complexity of the process. Our scheme gives a

complete solution for mobility by slight changes within the process of registration.

5.2. Future Work

In order to achieve good quality of service (QoS) between UE and CN, there should be
less delay and less packet loss. We have given solutions to registration phase and its sub
phases of IMS along with establishment of IPSec SAs after handover. In future it is a
need to work on session establishment phase between UE and CN after handover.
Number of messages should be reduced for INVITE message for mobility scenario.
Session establishment phase must be proposed that reduces signaling delay and packet

loss as well.
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