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Abstract

Abstract

In the realm of Underwater Wireless Sensor Networks (UWSNS), the need for efficient
and robust security measures Is paramount due to the distinct challenges and limitations
these networks face. The focus of this dissertation is on advancing the security
boundaries of UWSNs by presenting a holistic framework for key management, along
with a generalized signcryption scheme and an adaptive trust model. This research
introduces a cost-efficient key management framework for UWSNs based on Elliptic
Curve Cryptography (ECC) with hightwetght implementation of pre-distributed keys,
pairwise keys, group keys, and forward secure session keys. The proposed key
management framework is compared with state-of-the-art KPIS, QKD, and LEAP in
terms of key distribution time, memory usage, and energy consumption. The proposed
framework consumed 7.5] energy with 40s time and 6KB memory. In terms of digital
signature and encryption, the generalized signcryption scheme is tailored for UWSN's
communication. Considering the dynamic environment, only encryption mode, only
signature mode, and signcryption modes are evaluated for confidentiality, integrity,
non-repudiation, and authentication, A generalized signcryption scheme is compared
with existing schemes in terms of computation and communication overheads. The
Signcryption and unsigncryption times are 8.9ms and 8.4ms respectively, the
computation time is 17.3ms and the communication overhead is 46 bytes showing that
the proposed scheme is feasible for UWSNs. Moving sensor nodes among different
networks, the sink nodes calculate the trust values of sensor nodes and share for
integrity. An adaptive trust model is formulated based on a modified decision tree to
calculate trust. This model is designed specifically for underwater conditions, ensuring
that sensor nodes operate within a trust-enhanced environment and effectively
mitigating malicious nodes and potential threats. The proposed trust-enhanced model
collects information from sensed data and calculates the trust score. Based on the
modified decision tree, trusts were evaluated with 100 nodes having parameters (BR,
ISR, ES, F'S). Out of 100, 25 malicious nodes are included in a homogeneous network.
24 nodes are correctly identified and one false positive. 94 % accurately identified. The
model accuracy is 94 % in heterogeneous, 92 % in high traffic network, and 96% in
low traffic networks respectively. The proposed model is compared with state-of-the-
art frameworks, accurately, with less false positive rate, minimum overhead, minimum

-
power usage, and low response time.
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Chapter#l Introduction

Chapter 1

Introduction

UWSNs have “evelored as a potentially useful tezhn»logy for a variety of applications
that take place underwater, including oceanographic monitoring, environmental
monitoring, and underwater surveillance [1]. UWSNs consist of many sensor nodes that
are deployed in the underwater environment to gather data and transmit it to the sink
node as shown in Figure 1.1. However, UWSNs face several challenges such as the
harsh underwater environment, limited communication range, and low data rates [2].
These networks play a pivotal role in efficiently gathering and transmutting critical data
from underwater environments to the surface for further analysis and informed
decision-making[3]. Nevertheless, the unique underwater conditions present
formidable challenges to the functionality and security of UWSNs[4]. Challenges such
as restricted bandwidth, substantial propagation delays, and susceptibility to various
malicious attacks underscore the necessity for robust security measures in these
networks[5]. Consequently, developing innovative and effective security solutions is of
paramount importance to ensure the integrity, confidentiality, and availability of the
transmitted data in UWSNSs [6]. One of the critical challenges is to develop a secure

?‘f \"‘!113-_0,

—

T Cloud

Pollutions Monj_gnna. «— . B stat . Sink Node
6 L 151 - ase Station <3 Cluster Head
Re"”c“ o= 7 L3 e Sensor Node
- \ -~

Figure 1.1: Overview of Underwater Wireless Sensor Network (UWSN)
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Chapter#1 Introduction

and lightweight key management framework that ensures the security of the network
and prevents unauthorized access [7, 8]. Key management is an essential component of
any secure communication system, and it plays a critical role in UWSNs. Key
management involves generating, distributing, and revoking cryptographic keys to
encrypt and decrypt data. A secure key management system guarantees the
confidentiality, integrity, and availability of the data transmitted over the network and
ensures that only authorized nodes may access it [9]. Key management is a fundamental
component of any secure communication system, and it plays a critical role in UWSNs
[10]. A secure key management system guarantees that only authorized nodes can
access the network and that data communicated over the network is confidential.
Several key management frameworks have been proposed for UWSNS, but most of
them have limitations such as high processing overhead, limited scalability, and
vulnerability to attacks [11]. Therefore, there is a need for a secure and lightweight key
management framework that can address the challenges of UWSNs and ensure the

security of the network.
1.1 Key Management Framework

A secure and lightweight key management framework for UWSNs that combines
symmetric and asymmetric encryption, uses lightweight cryptography algorithms and
ensures scalability [12]. Hybrid key management frameworks provide better security in
terms of symmetric and public key approaches [13]. The proposed framework includes
a robust key generation algorithm, fault-tolerant key distribution mechanisms, a key
revocation mechanism, an authentication mechanism, and a lightweight
implementation. There are three distinct methods for handling keys in UWSNSs; they
are centralized, hierarchical, and distributed [14]. A network that uses centralized key
management has one governing body that generates and distributes keys to all other
nodes. Hierarchical key management divides the network into clusters, and a cluster
head is responsible for generating and distributing keys to nodes within the cluster.

Distributed key management involves nodes generating and distributing their keys.

UWSNSs are a less explored area and get more attention from research communities due
to their vast range of applications. In such a resource-constrained environment, sensors
are vulnerable to all known attacks. Recognizing the importance of addressing the

security concerns, the proposed lightweight and secure Elliptic curve cryptography

Secure and Lightweight Key Management Framework for Underwater Wireless Sensor Networks Page 2
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Chaptert#l Introduction

(ECC) based framework is efficient and computationally feasible as compared to the
existing frameworks. Secure and lightweight keys play a vital role in terms of
encryption and digital signature. Using the above lightweight generated keys for
encryption and signature creates overhead in such a resource-constrained environment

and it became two logical steps.
1.2 Generaiized Signcryption

Traditional encryption and signature protocols might be insufficient given the distinct
constraints of underwater communication. Signcryption, a fusion of the encryption and
signature processes, has been highlighted as an effective strategy in various arenas
because of its inherent efficiency [15]. The pressing requirement now is to devise a
signeryption technique that's not only specific to the challenges of UWSNS but is also
resource efficient. Such an approach would address the dual objectives of ensuring data
confidentiality and optimizing energy use in the sensor nodes, a crucial aspect given
the limited power resources in these networks [16]. In the expanding landscape of
UWSNSs, ensuring both effective communication and security remains a dual challenge.
While previous studies have broached the subject from varying angles, this research

introduces innovations that distinctively bridge the gaps observed in prior endeavors.

Public Key Infrastructure (PKI), IBC (identity-based cryptosystem), and certificateless
cryptosystem (CLC) [17]. The PKI-based approach is unstable in a resource-
constrained environment due to certificate management. IBC-based techniques are
more vulnerable to third-party attacks like key escrow issues. Private key generation
(PKG) has all private key information. PKG suffers from a private key escrow problem.
The CLC solves the issue of key escrow by using the partial key and secret values

having key distribution issues.

Signeryption is another public key scheme proposed by Zheng [18]for the first time in
a single logical step to solve computation and communication overhead in such a
resource-constrained environment. Traditional approaches “signature-then-encryption”
are computationally expensive due to two logical steps. A single logical step
signeryption reduces up to 50% computation cost and up to 80% communication cost
[19] Using diverse signcryption in Bilinear pairing-based cryptographic scheme results
in complexity with some irregular security parameters which diversify the advantages

from smaller kéy size, yet in Diffie-Hellman heterogeneous signcryption, the overall

Secure and Lightweight Key Management Framework for Underwater Wireless Sensor Networks Page 3
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communication overhead was minimized. By solving the traditional sign-then-encrypt
issue through signcryption. Node mobility in UWSNS is another key issue that the
research community addressed over the last few years. To solve mobility issues among
clusters and sink node regions, trust management is another unavoidable approach in

UWSN:s.
1.3 Trust Management

Trust plays a pivotal role in the effective functioning of (UWSNs). Given the remote
and often inaccessible nature of underwater deployments, ensuring the reliability and
authenticity of data becomes paramount. Trust mechanisms help in discerning the
credibility of sensor nodes and the data they transmit. In applications like marine
ecosystem monitoring or underwater seismic detection, the accuracy of data is crucial.
A compromised or malfunctioning node can transmit erroneous data, leading to
incorrect analyses or conclusions [20]. UWSNs are vulnerable to various security
threats, including eavesdropping, man-in-the-middle attacks, and node impersonation.
Trust mechanisms can identify and isolate malicious nodes, ensuring the overall
security of the network [21]. In the resource-constrained underwater environment,
where energy is at a premium, trust mechanisms ensure that communication resources
are not wasted on unreliable or malicious nodes. This prolongs the network's
operational lifespan [22]. In the dynamic underwater environment, nodes may
frequently lose connectivity due to water currents or marine life interference. Trust
mechanisms can aid in making informed decisions about routing data through the most

reliable nodes, ensuring data reaches its destination [23].
1.4 Challenges and Requirements

Underwater wireless sensor networks (UWSNs) have several challenges in terms of
security due to harsh underwater environments and resource constraints on sensor
nodes. Secure Communication among nodes is a significant concern, as underwater
communication channels are vulnerable to jamming, eavesdropping, and unauthorized
access to nodes and channels. Developing secure communication protocols and
encryption mechanisms that can withstand these threats is an ongoing challenge. The

following are key challenges of UWSNSs.

-~
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Communication Security

In UWSNs, securing communication is challenging due to the unique
underwater environment. Factors like limited bandwidth, high latency, and the
use of acoustic channels (which have different properties compared to radio
frequencies) complicate the implementation of standard security measures.
Key management

Effective key management is crucial for secure communication. In UWSNS, the
distribution and management of encryption keys must cope with the network's
dynamic nature and the limited computational capabilities of underwater
SEensors.

Nodes Authentication

Ensuring that each node in a UWSN is legitimate and has not been tampered
with is a significant challenge. Robust authentication mechanisms are required
to prevent unauthorized access and data manipulation.

Nodes compromising and physical attacks.

Due to their often remote and inaccessible locations, UWSN nodes are
vulnerable to physical attacks and tampering. This could lead to compromised
data integrity and network functionality.

Storage of keys and data security

Storing encryption keys securely in sensor nodes is a challenge due to their
limited memory and computational power. Additionally, ensuring the security
of the data stored in these nodes is paramount, as it often includes sensitive

information.

Trust Management

Establishing and managing trust in UWSNs involves ensuring that the
networked nodes and the data they transmit are reliable. This is complicated by
the harsh underwater environment and the potential for nodes to be
compromised.

Secure Positioning and Localization

Accurate and secure positioning is vital for many UWSN applications.
However, ensuring that the location data of nodes is not tampered with or
spoofed is a complex task, especially given the unique propagation delays and

movement patterns in underwater environments.

Secure and Lightweight Key Management Framework for Underwater Wireless Sensor Networks Page 5
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1.5 Aim and Objectives

The research work aims to present a secure, lightweight key management framework,
Generalized signcryption, and trust management mechanism for UWSNs.

The objective of the research work is to design and secure schemes for Underwater

communicational setup. The main objectives of the study are:

1. Design and implement a lightweight key management framework that
encompasses key generation, distribution, and revocation mechanisms to
minimize computational and communication overheads to enhance the
efficiency and security of UWSNs.

2. To develop a secure generalized single logical step signcryption scheme to
integrate signature and encryption functionalities and minimize computational
and communication overheads in standard/Oracle Models.

3. To develop a trust evaluation mechanism that considers diverse node
attributes and addresses mobility issues in dynamic and resource-constrained

UWSNSs.

4, The developed methods should secure against all known attacks with forward

security and public verifiable in UWSNSs.

Evaluation of the security and cost of state-of-the-art schemes/frameworks using Game

theory /mathematical/simulation tools.
1.6 Scope of the Study

The scope of the Secure and Lightweight key management framework in terms of
UWSNs is broad. The findings and outcomes of this study have many application
domains, like underwater environment monitoring, surveillance systems, submarine,
and tsunami detection. This research focuses on the applications domain using
resource-constrained underwater wireless sensor networks that are vulnerable to known
attacks on integrity, confidentiality, authentication, and non-repudiation. The key
management framework solved the key generation, key distribution, and key revocation
1ssues while the signeryption is a computationally inexpensive approach performed in

a stngle logical step.
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1.7 Research Contribution

The following novel contribution has been made in the field of UWSNSs Security.

1. Lightweight key management framework comprises key generation,
distribution, and revocation.

2. Computationally feasible generalized signcryption scheme for UWSNs.

3. Identification of trusted nodes considered the diverse attributes of resource
constraint nodes in dynamic environment UWSNS.

4. Forward secure and public verifiable framework resist against all known

attacks.
1.8 Structure of the Thesis
The structure of the thesis is organized as follows and summarized in Figure 1.2:

Chapter 1: Introduction to Underwater Wireless Sensor Networks (UWSNs),

Applications, Motivation, key challenges, and objectives of the research.

Chapter 2: In this chapter critically reviewed the key management, Signcryption, and

trust management schemes/protocols/models.

Chapter 3: This chapter diagrammatically represents the thesis methodology, and
evaluation parameters like communication cost, computation cost along with security
analysis. The preliminaries of keys management, signcryption, and trust management
are also discussed in this chapter. Furthermore, the simulation and performance

evaluation with experimental setup are briefly discussed.

Chapter 4. This chapter consists of a key management framework. Public, private, and
session key generation, distribution, and revocation in the PKI domain is discussed.
Further results of pre-distribution, pairwise keys, and group key distribution methods

are evaluated in terms of energy consumption, computation time, and memory usage.

Chapter 5: Secure generalized signcryption scheme for UWSNGs is presented in this
chapter. Security analysis like confidentiality, integrity, non-repudiation, and forward
secrecy are examined. Performance evaluation and compared with existing approaches
are evaluated in terms of a single logical step to combine both digital signature and

secure communication.
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Chapter 6: Dynamic trust evaluation to solve the node mobility issue among sink nodes
domain/network is discussed. Real-time sensor node parameters are considered for trust
values calculation with the system model, network model, and threat models. Lastly,

trust evaluation and performance evaluation are examined and compared.

Chapter 7: Conclusion and future work of the thesis are presented in this chapter.
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Chapter 1
Introduction of thesis
Applications of key management framework, Challenges and
Requirements, Aims & Objectives

'

Chapter 2
Literature Review of lightweight key management framework
with generalized signcryption, and dynamic trust model.
Research Gaps, Problem Statement and research questions.

'

Chapter 3
Describe the methodology to achieve the objectives of this research.
Number of inter dependent sub phases that shows the working
procedure in a figure of research framework. Preliminaries and
performance metrics for the proposed frameworks and models.

' }

'

Chapter 4 Chapter 5
Keys Management Framework Secure Generalized Signcryption
Key Generation Algorithm -
Key distribution Algorithm Detail Scheme Description
Key revocation Algorithm
Authentication Mechanism Implementation of Generalized signcryption
Lightweight Implementation in term of digutal signature and encryption.
Only encryption mode
Only signature mode
Pre-distnibution keys Signeryption mode

Pairwise Key distnbution
Group Key distribution.

Compare with existing schemes in term of
time, overheads and energy consumption.

Performance metrics and evaluation ) - -
along with other frameworks Simulation Study & Performance Evaluation
companson.

A 4

Chapter 6
Dynamic Trust Evaluation, Basics of Deciston Tree, Modified Decision tree for
UWSNs. Proposed schemes models (System, Network, Threat). Data
Acquisition and preprocessing, trust attributes evaluation, Experimental Setup
and performance evaluation.

A

Chapter 7
Conclusion and Future Work

Figure 1.2: Chapter wise Structure of Thesis
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Chapter#2 Related Work

Chapter 2

Literature Review

This chapter presents a comprehensive literature review that critically evaluates the
existing key management frameworks and their applicability to UWSNs. Private,
Public, and Session key management is the fundamental aspect of node authentication
and secure communication in such a challenging environment Various cryptographic
schemes, approaches, frameworks, and protocols, distinguishing between symmetric
and asymmetric key management, and explorng their respective strengths and
weaknesses are discussed. The dynamic environmental conditions, limited node
resources, and susceptibility to security breaches also examined different approaches
of signcryption, trust evaluation, and decision-making processes for node mobility. The
chapter identifies gaps in current research and underscores the necessity for innovative
frameworks that cater to the peculiarities of UWSNs. The critical evaluation of the
existing key management, generalized signcryption, and trust management state-of-the-
art approaches helped in finding and highlighting the latest advancements and persistent

issues in the field.
2.1 Existing Key Management Frameworks

LEAP (Lightweight Encryption and Authentication Protocol) is a widely used key
management framework that employs a public-key infrastructure (PKI) to generate,
distribute, and revoke cryptographic keys. The LEAP protocol provides secure
communication, but it has a high computational overhead for encryption and
decryption, making it unsuitable for resource-constrained underwater sensor nodes
[13]. Lu et al. [24] present LEAP-based cryptographic framework for CAN (Controlled
Area Network). Stream cipher for message encryption and key management
mechanisms are used to protect the network from external attacks. The proposed
framework solved the integrity and confidentiality problems but due stream cipher
method the synchronization, high data rate, and key distribution management are still

addressable.
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Another key management framework is the pairwise key pre-distribution scheme
(PKPS) which uses a pre-distribution of symmetric keys to ensure secure
communication. PKPS distributes keys before deployment, and these keys are stored in
the memory of the sensor nodes. However, PKPS suffers from scalability issues and
requires many keys to be preloaded into the sensor nodes, making it unsuitable for
large-scale UWSNSs [25]. Pairwise key pre-distribution creates problems in random
deployments of sensors because of not knowing the locations in advance. The resiliency
of node capture attacks and fast connectivity of sensor nodes, the authors presented a

random small pool of key chains in the article [26].

Several key management frameworks have been proposed in the literature, such as
HEED (Hybrid Energy-Efficient Distributed clustering), MMS (Multimodal Scheme),
and QKD (Quantum Key Distribution). QKD-based approaches are proposed for secure
communication and according to the authors resist all known eavesdropping attacks. In
terms of UWSNs quantum based key distribution approaches can create complexities,
vulnerabilities to noise interfaces and key management issues [27]. These frameworks
use different approaches to ensure secure communication in UWSNs, such as
clustering, multimodal sensing, and quantum cryptography. However, these
frameworks have their limitations such as high processing overhead, limited scalability,
and vulnerability to attacks [28]. Therefore, there is a need for a secure and lightweight
key management framework that can overcome the limitations of existing frameworks

and ensure the security of the network.
2.2 Symmetric and Asymmetric Key Management in UWSNs

Key management is a critical component of security in UWSNSs, ensuring secure
communication between sensor nodes. In UWSNs, key management frameworks are
particularly divided into two categories. symmetric key and asymmetric key.
Symmetric key management schemes are simple and efficient, but they are vulnerable
to various attacks such as node capture and replay attacks. Asymmetric key
management schemes provide a higher level of security but require a higher
computational overhead for encryption and decryption, making them unsuitable for
resource-constrained underwater sensor nodes [14]. Numerous key management

frameworks have been proposed in the literature to address the challenges of UWSNS.
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One of the most used frameworks is the Public Key Infrastructure (PKI) which uses an
asymmetric key scheme to generate, distribute, and revoke cryptographic keys.
However, PKI has a high computational overhead for encryption and decryption,

making it unsuitable for resource-constrained underwater sensor nodes [29].

ECC-based asymmetric key management scheme used in various key management
frameworks for wireless sensor networks. ECC provides a high level of security and is
energy efficient. However, the existing state-of-the-art approaches are vulnerable to
node capture attacks, where an attacker captures a node and retrieves its cryptographic
key, making it unsuitable for UWSNs [30, 31]. Therefore, there is a need for a secure
and lightweight key management framework that can overcome the limitations of

existing frameworks and ensure the security of the network.
2.3 Challenges in UWSN Key Management

Key management in UWSNs faces several challenges due to the harsh underwater
environment. One of the main challenges is the dynamic and unpredictable nature of
the underwater environment. The changes in water currents, temperature, and salinity
levels can affect the communication channel's performance and lead to issues such as
packet loss, signal attenuation, and interference, which can cause the loss of
cryptographic keys [32]. Another significant challenge is the limited resources of the
underwater sensor nodes, having less energy and limited computation power. These
limitations make it challenging to use computationally expensive key management
schemes such as asymmetric key encryption algorithms, which require more processing
power and memory [33]. UWSNs are vulnerable to various security attacks, such as
node capture, sinkhole, and wormhole attacks, which can compromise the network's
security. For instance, node capture attacks can lead to the theft of cryptographic keys,
while sinkhole attacks can redirect the communication flow to an attacker's node,
making it difficult to establish a secure communication channel [34]. Mezrag et al. [35]
proposed an identity-based cryptographic scheme for secure communication with ECC
based key distribution model to resist all known common attacks. The RCS5-based
cognitive key management scheme is used for key management. Easy implementable.
F. Khan et al. [36] established CH based key management is used to cause additional

overhead. The maximum key size is 2048 bits for secure encryption which is infeasible

-
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UWSNs. Key issues to the identity-based cryptographic schemes are trust among sensor

nodes, scalability, and key escrow. Muhajjar et al [37] proposed PKMS for solving the
complexities of CBC-RC5 Using the PNGR and matrix multiplication. Matrnx multiplication

creates additional overhead. Yang et al [38] presented a signature-based scheme for
message verification in UWSNs. Traditional schemes are computationally not feasible
for resource-constrained environments. ECC-based lightweight schemes reduce
computation costs and resist attacks like node compromise and message medication.
Furthermore, the scalability of key distribution is another significant challenge in
UWSN key management. Large-scale UWSNSs with thousands of sensor nodes make it
challenging to distribute unique keys to each node. Therefore, efficient key distribution
and management schemes are necessary to reduce the overhead of key distribution and
minimize the risk of key compromise [39]. A prominent approach, highlighted by [40],
combines the strengths of symmetric and asymmetric encryption, utilizing dynamic key
generation mechanisms. This technique offers robust defenses against various attacks,
especially brute force attempts, and boasts superior execution time. However, its
complexity and potential overhead, particularly when multiple users are involved,
present challenges. Mobile networks, particularly Mobile Ad Hoc Networks
(MANETS), present their own unique set of challenges. In this realm, [41] proposes a
tailored key management solution that merges cryptographic strengths with node
behavior analysis. While promising, concerns about overhead, scalability, and reliance
on node behavior analysis underscore potential challenges in its widespread adoption.
The domain of quantum technologies offers a plethora of opportunities and challenges.
The article by [42] delves deep into this, introducing a comprehensive assessment
framework for quantum networks. The emphasis on higher security against
eavesdropping and other traditional cyber threats is noteworthy. However, the nascent
nature of quantum technologies and concerns about integration with classical networks
make its widespread deployment a topic of debate. Blockchain technology's integration
into key management has garnered significant attention. The study by [43] leverages
blockchain's decentralized nature for healthcare applications. While promising,
concerns like scalability and latency associated with blockchain might pose practical
challenges. Another mechanism discussed by Gowda et al. [44] tailors a blockchain
approach for fog computing. The promise of enhanced security in fog environments is
evident, but the inherent challenges of blockchain, like performance overhead, cannot

be ignored. The potential of Elliptic Curve Cryptography (ECC) for remote user
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authentication is explored by Chatterjee et al. [45] and the ECC-based method, being
both lightweight and secure, offers an efficient mutual authentication mechanism. Yet,
the complexities and potential limitations of ECC, coupled with dependencies on secure

channels, present challengeé.

To address these challenges, a secure and lightweight key management framework is
required for UWSNS that can efticiently distribute and manage cryptographic keys,

provide a high level of security, and overcome the limitations of existing key

o

management schemes briefly described in Table 2.1.

Table 2.1: Critical Evaluation of Existing Keys Management Techniques in UWSNs

Ref. Study Focus Key Findings
[24] LEA protocol for  Solve integrity and confidentiality issues. Due to the
(2022) Controlled Area Network  stream cipher method, the synchronization, high error
rate, and key management issues are still addressable.
[26] Pairwise key distribution Random pre-distribution with a small key chain
(2022) in Wireless  Sensor solves the location issue of sensor nodes.
Network Scalability, flexibility, and key management are the
main issues -
[29] Secure communication of Symmetric key algorithms are used for secure
(2020) UWSN communication and authentication
{35] Identity-based Lightweight and easily implementable
(2022)  Cryptographic scheme for The main issues are trust, scalability, and key escrow
WSNs
[36] CKMS The RC5-based cognitive key management scheme is
2019 used for key management. Easy implementable.
CH-based key management is used to cause
additional overhead. The maximum key size is 2048
bits for secure encryption which is infeasible
UWSNs.
[37] Perfect Security Key Solve CBC and RCS complexities for key
(2023) Management (PSKM) management using PNGR and matrix multiplication.
Multiplying the Key matrix with the public matrix
creates additional overhead in such a resource-
constrained environment.
[38] Signature scheme for Resist against node compromise and message
(2018) UWSNs modification attacks.
Due to the fuzzy-based EDAS technique, the issues
are adaptability, scalability, and additional
computation overhead.
{40] Cryptographic algorithm Efficient against brute force attacks: Superior
(2022) using  dynamic  key execution time.
generation for cloud Complex implementation; Concerns about user
storage credential security.
[41] Key management in Effective use of cryptographic techniques and node
(2022) Mobile Ad Hoc Networks behavior analysis
(MANETsS) Scalability concerns; Overhead due to behavioral

analysis.
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Ref. Study Focus Key Findings
[42] Quantum networks' High security against traditional cyber threats
(2022) security assessment and Challenges in integrating with classical networks.
key management Nascent technology.
[43] Blockchain-based  key Enhanced security tailored for healthcare,
(2023) management for Decentralized approach.
healthcare Scalability concems; Potential latency issues.
[44] Key management for fog [Improved security for fog environments; Addressed
(2023) computing asing fog computiLg hallel.ges.
blockchain Performance overhead; Complexity of blockchain
integration.
[45] Remote user Lightweight and efficient for remote scenarios.
(2022) authentication using Inherent complexities of ECC; Potential
Elliptic Curve implementation errors with ECC.

Cryptography (ECC)

2.4 Basics of Signcryption

The concept of signcryption was first introduced by Zheng in 1997 to achieve the
combined functionality of digital signatures and encryption at a lower computational
cost than executing both processes separately [46]. Since its inception, the methodology

has been adapted and refined to cater to diverse communication environments.

Signeryption operates in three primary phases: key generation, signcryption, and
unsigneryption [47]. The key generation phase produces public-private key pairs for
users. During signcryption, a sender uses their private key and the recipient's public key
to produce a signcrypted message. The unsigncryption phase allows the recipient to
decrypt the received message and verify its authenticity simultaneously [48]. The
primary motivation behind signcryption was to provide an efficient means of ensuring
data integrity and confidentiality. Studies have shown that signcryption can be
substantially faster than the combined process of signature followed by encryption [49].
By integrating signature and encryption, signcryption ensures that messages are not
only confidential but also authenticated, offering protection against both external
eavesdropping and tampering [50]. Table 2.2 present the comparison of Comparison of

Signcryption with various Traditional Approaches.
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Table 2.2: Comparison of Signcryption with Traditional Approaches

Feature Signcryption Signature + Encryption
Computational Complexity Moderate High

Data Integrity N W

Data Confidentiality v W

Combined Operation Cost Low Moderate to High
Adaptability to UWSNs Under Research Moderate

While signcryption offers numerous advantages, it's not devoid of challenges. Ensuring
universality (adaptability across different platforms) and addressing potential

vulnerabilities specific to signcryption methods are areas of ongoing research [51].
2.5 Signceryption in UWSNs

UWSNs play a pivotal role in exploring and monitoring the aquatic environment.
Comprising sensor nodes and vehicles, these networks relay and process data across
vast underwater expanses, enabling myriad applications, from environmental
monitoring to strategic defense operations. Sensor nodes in UWSNs are typically
deployed across a specified region, either by dropping them from the air or by
submersible vehicles. Once active, these nodes gather data and communicate with each
other, or to a surface station, primarily through acoustic communication channels given
the inefficacy of radio waves underwater [52]. Unlike terrestrial networks, UWSNs
largely rely on acoustic channels due to the rapid attenuation of radio and optical signals
in water. Ocean currents can induce sensor node mobility, presenting challenges in
consistent data collection and transmission [53]. Acoustic signals travel slower than
electromagnetic signals, leading to higher propagation delays. Table 2.3 show
Comparison of UWSNs.

Table 2.3: Comparison of UWSNs with Terrestrial WSNs

Feature UWSNs Terrestrial WSNs
Communication Medium Acoustic channels Radio frequencies

Node Mobility Influenced by water currents Typically, static

Propagation Speed Approx. 1500 m/s 299,792,458 m/s (speed of light)
Energy Constraints High (limited battery) Moderate

Data Transmission Rate Low to moderate Moderate to high
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Acoustic channels offer limited bandwidth, restricting data transfer rates [54]. Due to
the remoteness of deployment locations and challenges in recharging, energy efficiency
becomes paramount in UWSN design. Given their deployment in potentially
unmonitored environments, UWSNs are susceptible to security breaches, necessitating

robust cryptographic solutions [55].
2.6 Existing Signcryption Schemes in UWSNs

The unique environment of underwater wireless sensor networks (UWSNs) imposes
several challenges, including high propagation delays, limited bandwidth, and energy
constraints. Secure communication in this context is crucial, given the sensitivity of
data and potential adversaries. Thus, signcryption has been viewed as a viable solution,
providing both authentication and encryption in a single step. Over the years, various
signeryption schemes have been proposed for UWSNs, addressing its unique

challenges.

Signeryption in UWSNSs is not just a direct application of traditional schemes. The
inefficiencies of conventional algorithms, when used in underwater conditions,
prompted the development of bespoke schemes optimized for the acoustic
communication medium [56]. Shehzad Ashraf et al. [57] introduced an Elliptic Curve
Cryptography (ECC) based scheme. ECC offers smaller key sizes than traditional
methods, making it attractive for UWSNs. This scheme optimized computational costs
while maintaining robust security. Xinying et al. [58] proposed an identity-based
scheme that eliminates the need for certificates, thus reducing transmission overhead.
This IBS technique offered efficiency and scalability, making it suitable for larger
UWSN deployments.

The EMV-CLSC signcryption technique, as suggested by S. Alagarsamy and S.
Rajagopalan [59], offers enhanced computational efficiency by reducing memory
consumption during multiple data processing, although it struggles with the key escrow
problem. A certificateless broadcast signcryption scheme, detailed mentioned by C.
Zhou [60], successfully fulfills the requirements of multi-receiver signeryption in
broadcast scenarios but faces challenges in preserving the privacy of the receiver's
identity. In the domain of 0T, J. Qiu et al. [61] describe a certificateless broadcast

signature and encryption method that improves applicability in IoT by outsourcing
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signature verification, thereby reducing computational overhead. However, it does not
include a receiver authorization set in the ciphertext, leading to challenges in accurately
identifying the user-specific ciphertext. The approach of connecting edge nodes with
IoT devices presented by X. Yu et al. [62], focuses on processing and analyzing massive
IoT data before it is returned to the terminal device. The certificateless signature
algorithm for underwater wireless media transmission, presented in G. Manikandan and
U. Sakthi [63] scheme that effectively counters network layer attacks in wireless
networks and distributes keys to sensor nodes. Nevertheless, it does not ensure data

safety in underwater sensor networks due to the absence of a secure channel.

An identity-based hierarchical broadcast signcryption scheme, as proposed by C. Yuan
et al. [64], proves to be effective for low-scale sensor networks but does not offer
detailed security proof in the standard model. The identity-based signature scheme
presented by Z. Zhou et al. [65] is publicly verifiable and encrypts messages solely with
the sender's private key, allowing decryption with the public key of the sender. The
encoding methodology using CNN for Laguerre Gaussian modes in turbulent channels
is described in the A. Trichili et al. [66], leverages transfer learning for improved
efficiency, applying pre-trained neural network knowledge. Yet, it does not address
security implications adequately. The use of cable-connected sensor networks for
underwater communication, mentioned by C.-C. Kao et al. [67], is widespread due to
its ease of use but incurs high deployment costs. An energy-efficient encryption
algorithm for underwater use, discussed in S. Goyal et al. {68], outperforms previous
solutions in terms of energy efficiency. However, its 64-bit block size raises concerns
about its applicability in standardized environments. The LP framework for energy
overhead and route diversity, introduced in the D. Incebacak et al. [69], models energy
consumption and focuses on security against node capture and eavesdropping attacks.
Energy Level Based Hybrid Transmission (ELT), as proposed by J. Cao et al. {70],
balances load by utilizing single-hop or multi-hop paths depending on the remaining
energy of nodes, thus enhancing network lifetime. Energy efficient and secure data
transmission method using chaotic compressive sensing (CCS) is described in W. C.
Xinbin’s [71] model. This method reduces transmission volumes through compressive
sensing and enhances security with CCS-based encryption. Summarized critical review

discussed in Table 2.4.
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Table 2.4: Critical Review of State-of-the-art Signcryption Schemes

Ref.

Techniques/Approaches

Strengths Weaknesses

[59]
(2017)

[60]
(2019)

[61]
(2019)

[62]
(2022)

[63]
(2018)
[64]
(2017)
[65]

(2022)

[66]
(2020)

(67]
(2017)

[68]
(2022)

[69]
(2015)

[70]
(2013)

[71]
(2018)

EMV-CLSC signcryption
technique

Certificateless  broadcast
signcryption scheme

Certificateless  broadcast
signature and encryption
(IoT)

Connectivity between
edge nodes and [oT
devices

Certificateless  signature
algorithm for underwater
wireless media
transmission
Identity-based hierarchical
broadcast  signcryption
scheme

Identity-based  signature
scheme

Encoding  methodology
using CNN for Laguerre
Gaussian  modes in
turbulent channels
Cable-connected  sensor
networks for underwater
communication
Energy-efficient
encryption algorithm for
uw

LP framework for energy
overhead  and route

diversity

Energy Level Based
Hybnd Transmission
(ELT)

Energy-efficient and

secure data transmission
using CCS

Improves computational efficiency by reducing
memory consumption in multiple data processing.
The technique still suffered from key escrow problem
Satisfies multi-receiver signeryption in a broadcast
scenario. Cannot guarantee privacy preservation of
receiver's identity; easy *o reveal the recciver’s
identity

Improved applicability in IoT; outsourced signature
verification to reduce computational overhead. Lacks
receiver authorization set in the ciphertext; cannot
accurately locate the ciphertext corresponding to the
user

Processes and analyses massive ToT data, returning it
to the terminal device

Resists network layer attacks in wireless networks;
distributes keys to sensor nodes. Does not provide a
secure channel for data safety in underwater sensor
networks

The scheme is feasible for low-scale sensor networks.
Does not provide detailed security proof in terms of a
standard model.

The proposed scheme is publicly verifiable, the
message is only encrypted with the private key of the
sender, and Trent can decrypt the message with
knowing the public key of the sender.

Utilizes transfer learning for efficiency, pre-trained
neural network knowledge application. Lack of
security implications information

Widely used due to ease of use. High deployment
costs

More energy-efficient than previous solutions. A
block size of 64 bits poses questions of applicability
in a standardized environment

Models’ energy consumption and security, focusing
on security against node capture and eavesdropping
attacks

Balances load by using single-hop/multi-hop paths
based on the remaining energy of nodes maintains
better network lifetime

Reduces transmission amount using compressive
sensing and improves security with CCS-based
encryption -
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Given the advancements in quantum computing, Patwary et al. [72] developed a
signeryption scheme resistant to quantum attacks. This approach combined hash-based
structures and lattice-based cryptography, ensuring future-proof security for UWSNs

as shown in Table 2.5.

Table 2.5: Comparison of Signeryption Schemes for UWSNs

Scheme Key Feacures Strengths Limita.ions
ECC-based Uses Elliptic Curve Smaller key sizes, Not quantum-resistant
Signcryption Cryptography energy efficiency

Identity-based Eliminates the need Reduced transmission Potential identity
Signcryption (IBS)  for certificates overhead, scalable management issues
Quantum-resistant Combines hash and Resilient against Higher computational
Signcryption lattice-based methods quantum attacks complexity

effectiveness of a signeryption scheme for UWSNs is evaluated based on the energy
constraints of UWSNs. The optimized schemes reduce the amount of supplementary
data transmitted. Resistance to known cryptographic attacks and future-proofing

against potential threats [73].
2.7 Limitations of Current Approaches

Signcryption schemes for Underwater Wireless Sensor Networks (UWSNs) have
evolved significantly over the years. However, each scheme presents its own set of
challenges. Signcryption inherently aims to reduce the computational burden compared
to separate signing and encryption, but some proposed schemes, especially those
incorporating quantum-resistant features or multiple layers of security, still introduce
significant overhead. This can strain the limited computational resources of underwater
sensors [72]. UWSN nodes operate on battery power, often in remote locations. Any
added complexity, even if it's for enhancing security, can lead to increased energy

consumption, reducing the node's operational lifespan [64].

In an environment where acoustic signals already have high propagation delays, added
processing time from complex signcryption can exacerbate latency issues. In real-time
monitoring applications, this delay can be problematic[15]. Some schemes, particularly
identity-based approaches, can face challenges in larger networks. Managing and
revoking identities becomes complex as the network size grows [74]. UWSNs

sometimes need to interface with terrestrial networks or other systems. Many of the
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bespoke signcryption schemes for UWSNS are not readily interoperable with standard
security protocols used in other networks [75]. Table 2.6 shows the Limutations of

Signcryption Schemes in UWSNs.

Table 2.6: Limitations of Signcryption Schemes in UWSNs

Limitation Implications Ref.

Computational Strains sensor's computational FElhoseny et al. [76]

Overhead resources (2019)

Energy Consumption Reduces operational lifespan of UWSN Lietal. [75] (2019)
nodes

Latency Delays in data transfer are problematic for C. Yuan et al. [64]
real-time monitoring (2017)

Scalability Complexity in identity management and S. Hussain et al.[74]
network operattons in large networks (2021).

Interoperability Challenges interfacing with other networks Bhattacharya et al.
and systems [77] (2020)

2.8 Traditional Trust Evaluation Mechanisms in UWSNs

Trust evaluation in UWSNs has traditionally revolved around a few key methodologies.
Examines the conventional methodologies utilized for trust evaluation in Underwater
Wireless Sensor Networks (UWSNSs), highlighting varied approaches proposed by
different researchers. Feng et al. [78] proposed a straightforward method where nodes
evaluate the trustworthiness of their neighbors based on direct interactions. If a
neighboring node consistently forwards packets, it's deemed trustworthy. Conversely,
if it frequently drops packets or sends malicious data, its trust score diminishes. Anwar
et al. [79] proposed that the nodes rely on the feedback or reputation reports from other
nodes in the network. This method is particularly useful when direct observations are
limited or inconclusive. Wang et al. [80] proposed an approach that focuses on the data
transmitted by the sensor nodes. By analyzing the consistency, accuracy, and timeliness
of data, nodes can evaluate the trustworthiness of the data source. Kaur and Joshi [81]
presented a combination of direct, indirect, and data-centric methods to create a more
comprehensive and robust trust evaluation mechanism. Table 2.7 shows the comparison

of existing trust evaluation mechanisms.
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Table 2.7: Comparison of Traditional Trust Evaluation Mechanisms in UWSNs

Ref. Methodology Strengths Limitations

[78] Direct Simple and efficient Limited to direct interactions
(2011) Observation ‘

[79] Indirect Expands trust evaluation Relies on third-party feedback
(2019) Evaluation scope

(80] Data-centric Focuses on data reliability May not capture all malicious
(2023) Evaluation behaviors

[81] Hybrid Model Comprehensive and robust Complexity in implementation
(2020)

G. Han et al. [19] developed the Fault-Tolerant Trust Model (FTTM), an approach
enhancing response rates and detection accuracy under various attack modes and
ensuring a robust network life. However, this model might not respond swiftly to
attacks in adverse environmental conditions. In another study, G. Han et al. [20] focused
on a shared neighbor-based recommendation trust calculation method, effectively
selecting trustworthy recommendation nodes, and defining recommendation reliability.
Despite its strengths, this method showed limitations in accurately handling the
reliability of recommendation nodes. Y. He et al. {21] proposed a trust update method
that integrates key degree and environmental models, aiming to protect crucial nodes
in Underwater Acoustic Sensor Networks (UASNs) and improve trust update efficiency
and network security. This approach, however, suffers from a limited range of trust
weights and may not react promptly in unfavorable environmental conditions. D.
Velusamy et al. [22] adopted a recommendation strategy based on one-hop neighbor
nodes, focusing on calculating recommendation trust for two-hop neighbors using the
Dempster-Shafer theory. However, the study did not specify weaknesses in this

strategy.

A. Alnasser et al. [23] introduced a novel recommendation trust calculation method that
utilizes adaptive weights. This method significantly reduces the impact of”
recommendation attacks and adapts weights according to the types of recommendations
received. Nonetheless, it encounters challenges in determining the precise number of
positive and negative recommendations. H. Yang et al. [24] developed the Hierarchical
Trust networking architecture based on blockchain, known as HTJC, which leverages
smart contracts and blockchain ledger to establish a credit-based trading environment.

This structure, however, necessitates a governance model to determine network
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leverage. T. Wang et al. [25] designed the Sensor-Cloud System (SCS) with a fog-based
hierarchical trust mechanism. This system effectively reduces energy consumption,
ensures the trust status of edge nodes and the entire network, and can detect data attacks.
While N. Goyal et al. [26] proposéd a Trust based security Model for Cluster Head
Validation (TMCHV). This model aids in selecting trustworthy cluster heads and

defining trust based on direct and recommendation trust metrics as shown in Table 2.8.

",

I

Table 2.8: Critical Review of Existing Trust Evaluation Models

Ref. Techniques/Approaches Strengths Weaknesses
[82] Fault-Tolerant Trust Improves response rate and detection accuracy
(2020) Model (FTTM) under varying attack modes; ensures sufficient
network life.
Not responding promptly to attacks in poor
environmental conditions
[83] Shared  neighbor-based Selects trustworthy recommendation nodes:
(2015) recommendation trust  defines recommendation reliability.
calculation Limited in the selection of approprate
parameters.
[56] Trust update method Protects important nodes in UASNSs, improves
(2020) integrating key degree and trust update efficiency and network security.
environment model Limited range of trust weights, the real-time
dynamic environment condition is not addressed.
[84] Recommendation strategy Calculates recommendation trust for two-hop
(2019) based on one-hop neighbor neighbors; uses D-S theory.
nodes
(85] Recommendation trust Reduces the impact of recommendation attacks;
(2019) calculation with adaptive adapts weights to recommendation types.
weights Difficulty in determining the number of positive
and negative recommendations
[86] Hierarchical Trust Uses smart contracts and blockchain ledger for a
(2019) networking  architecture credit-based trading environment.
based on  blockchain Requires additional governance model for
(HTIC) network leverage
(87] Sensor-Cloud System Reduces energy consumption; ensures trust status
(2020) (SCS) with fog-based of edge nodes and entire network; detects data
hierarchical trust  attacks.
mechanism Limited form centralized networks
(88] Trust-based secunty Facilitates the selection of trustworthy cluster
(2017) Model for Cluster Head heads, defines trust based on direct and

Validation (TMCHV)

recommendation trust. The proposed model is
limited to the middle layers of CH not address
node mobility.
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2.9 Decision Tree-Based Approaches in Other Networks

Decision trees have been widely adopted in various network scenarios due to their
simplicity, interpretability, and effectiveness in handling large datasets. These
hierarchical models make decisions based on sequentially evaluating certain criteria. In
the context of networks, decision trees have been employed for various tasks, from
intrusion detection to quality of service (QoS) optimization. Alshiekh et al. [89]
presented that the decision trees have been used to detect and classify malicious
activities in wireless networks. By analyzing network traffic patterns and behaviors,
decision trees can effectively identify potential threats and intrusions. Xie et al. [90]
proposed that decision trees be employed to optimize the quality of service in networks.
By evaluating factors like bandwidth, latency, and packet loss, decision trees can make
real-time decisions to enhance network performance. Saeed et al. [91] presented that
the decision trees can diagnose network faults by analyzing network logs and metrics.
They can pinpoint the root cause of network issues, facilitating quicker resolution.
Mazidi et al. [92] discussed the cloud computing environments in terms of resource
allocation, decision trees have been used to allocate resources efficiently. They evaluate
the demands and priorities of various tasks to optimize resource distribution.
Comparison of the decision tree-based approaches are discussed in Table 2.9 in terms

of various similar networks.

Table 2.9: Comparison of Decision Tree-Based Approaches in Various Networks

Ref. Network Type Application Key Findings

[89] Wireless Intrusion Detection  Achieved high accuracy in threat
(2014) Networks detection

(90] Broadband QoS Optimization  Enhanced network performance by 15%
(2022) Networks

[91] Enterprise Network Fault Reduced fault diagnosis time by 20%
(2021) Networks Diagnosis

[92] Cloud Networks Resource Optimized resource distribution,
(2021) Allocation reducing costs by 10%

2.10 Identified Gaps in Existing Literature

While a plethora of research has been conducted on trust evaluation mechanisms in
Underwater Wireless Sensor Networks (UWSNs) and the application of decision trees
in various network scenarios, a comprehensive review of the literature reveals several

gaps that warrant further exploration. Mejjaouli and Babiceanu [93] discussed
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integration issues that despite the proven efficacy of decision trees in other network
types, there's a noticeable lack of research on their integration within UWSNSs for trust
evaluation. Li et al. [94] discussed the dynamic environment in terms of trust
evaluations. the existing trust evaluation mechanisms in UWSNSs are designed for static
or semi-static environments. The dynamic nature of underwater environments,
influenced by factors like water currents, marine life, and temperature gradients,
necessitates more adaptive trust evaluation mechanisms. As UWSNs grow and
complexity, scalability becomes a pressing concern. Many traditional trust evaluation
mechanisms may not scale efficiently, leading to increased computational overhead and
energy consumption [94, 95]. Current trust evaluation mechanisms often focus on
singular metrics, such as data integrity or node behavior. There's a gap in the literature
for holistic trust evaluation mechanisms that consider a broader range of metrics, from
data timeliness to node mobility [96]. while Saeed et al. [21] studies present numerous
trust evaluation mechanisms that have been proposed in the literature, but there's a lack
of studies that validate these mechanisms in real-world UWSN deployments. Such
validations are crucial to understand the practical challenges and limitations. With the
evolution of cyber threats, UWSNSs are susceptible to more sophisticated attacks. The
literature often overlooks these advanced threats when designing trust evaluation

mechanisms, leading to potential vulnerabilities [97].
2.11 Problem Statement

Underwater Wireless Sensor Networks (UWSNSs) are increasingly recognized for
their extensive range of applications, spanning from oceanography to military
operations. These networks operate in a resource-limited environment, rendering
them susceptible to security threats and malicious attacks. The current state-of-the-
art key management frameworks for UWSNS often result in substantial computational
overheads, compromising the efficiency and scalability of the networks. After
conducting a detailed literature review, several authentication and encryption
schemes available for secure data communication in UWSNs. However, the
traditional methods using two logical steps, signature, and message encryption, are
found computationally expensive. Additionally, most current research focuses only
on node authentication, with very few addressing secure data transmission and key

management using two logical steps. Existing trust evaluation methodologies
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frequently exhibit deficiencies in their comprehensiveness and adaptability to the
dynamic underwater environment. Therefore, there arises a demand for an innovative
trust assessment framework that encompasses diverse node attributes, accommodates

dynamic updates, and effectively manages mobility issues within UWSNs.
2.11.1 Problem Statement 1 (Key Management)

Existing key management solutions viten lead to signincant computational burdens,
hampering efficiency and scalability. A lightweight key management is a pressing need

for an integrated framework addressing key generation, distribution, and revocation.
2.11.2 Problem Statement 2 (Signature and Encryption)

The traditional "sign-then-encrypt” approach is commonly used in UWSN literature for
key management, digital signature, and secure communication. However, this approach
is computationally and communication-wise expensive, especially in resource-
constrained environments like UWSNs. the communication between sensor nodes and
cluster heads takes place in a homogeneous environment. However, there is a lack of
literature on heterogeneous and generalization approaches for secure communication

and authentication between sensor nodes, cluster heads, and sink nodes.
2.11.3 Problem Statement 3 (Node Mobility and Trust Management)

Ensuring node trustworthiness is crucial, given the unique challenges like limited
bandwidth, high latency, and the mobility of underwater nodes. Existing trust
evaluation mechanisms often lack comprehensiveness and adaptability to changing
underwater conditions. Forward secure and public verifiable: In UWSNS, there is a lack
of research on forward secure and public verifiable communication properties for a
single logical step communication. This means that there are no existing methods that
ensure security against known attacks while also providing forward security and public

verifiability.
2.12 Research Questions

To fill these research gaps, I categorized them into the following research questions.
1. How to design and implement an integrated, secure, and lightweight key
management framework for (UWSNs) that effectively encompasses key

generation, distribution, and revocation mechanisms, minimizes computational
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and communication overheads, and enhances overall security and scalability

compared to current state-of-the-art solutions?

2. How can a signcryption scheme for UWSNs be optimized to integrate signature
and encryption, while addressing bandwidth constraints and ensuring

computational efficiency and robust security?

3. How can develop a comprehensive and adaptable trust evaluation mechanism
for UWSNSs, considering diverse node attributes and effectively addressing
mobility issues, to enhance network reliability and security in the context of the

unique underwater environment?
2.14 Chapter Summary

The chapter begins with a survey of existing key management frameworks, including
LEAP QKD, and PKPS, highlighting their computational and communication
overheads, particularly in the context of UWSNSs. It then contrasts symmetric and
asymmetric key management approaches, noting the simplicity yet vuinerability of
symmetric keys against attacks and the superior security but higher computational
demand of asymmetric keys. The challenges in key management are attributed to the

underwater environment's unpredictability and the limited capabilities of UWSN nodes.

The literature examines the principles of signcryption and its efficiency over traditional
methods, detailing its fit for UWSNs given the energy and bandwidth limitations.
Critically reviewing various signcryption schemes noting advancements in ECC-based
signcryption, identity-based schemes, and quantum-resistant methods, each with their
own merits and demerits. Keeping in view confidentiality, integrity, non-repudiation,
and forward security, the research community also addressed the node mobility issue
that emphasizes the need for decision-tree-based trust evaluation among sensor nodes

and sink nodes.
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Chapter 3

UWSNs Methodology

This chapter presents a methodological expioration of key management irameworks,
the application of generalized signcryption techniques, and the articulation of trust
evaluation metrics. The focus is on a key management framework that is designed to
operate effectively under the unique conditions of UWSNS, where traditional security
methods are often not viable due to the harsh and resource-limited underwater
environment. Signcryption is explored as a streamlined technique that combines
signing and encrypting in a single step, offering potential improvements in speed and
efficiency critical for UWSNs. Alongside this, the research emphasizes the importance
of establishing trust among the network's nodes, which is crucial for maintaining secure
communication. The methodology adopted aims to develop a well-rounded
understanding of these areas, ensuring that the security solutions proposed are not only
robust but also practical for the specific demands of UWSNs. The framework consisted
of a key generation algorithm, key distribution mechanisms, key revocation
mechanisms, and authentication mechanisms. They emphasized the importance of
lightweight implementation and scalability. The proposed key management framework
is a robust and efficient solution for securing UWSNSs. It provides a secure and scalable
mechanism for managing keys, ensuring that the network is protected from various
security threats. The lightweight implementation of the framework makes it suitable for

deployment in resource-constrained underwater environments.

Figure 3.1 shows the secure and lightweight key management framework with a
generalized signcryption scheme and trust management. The key management
framework consists of the creation of public key, private key, and session key.
Generation of keys, distribution of keys, and revocation of keys are presented under
module key management. Signcryption and unsigncryption for secure communication
and digital signature are diagrammatically shown in the generalized signcryption
module. To solve the problem of node mobility among different networks (sink nodes

domain) is discussed in the trust management unit.
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Figure 3.1: Methodology of UWSNs

3.1 Evaluation Parameters

Evaluating the cost of key management framework with generalized signcryption and
trust evaluation of UWSNs is critical for ensuring that the limited resources avaijlable
to such networks are utilized efficiently. The cost analysis encompasses energy, time,

and memory consumption.

3.1.1 Computation Cost

The computational cost is a measure of the processing power required to perform key
management operations, including signcryption and trust evaluation. In UWSNs,
computational efficiency is vital due to the limited processing capabilities of
underwater sensors. Energy consumption is closely tied to computation, as more
complex algorithms require more power, which can drastically reduce the operational
lifespan of a sensor node. As considered in the proposed scenario, private, public, and

session keys generation using ECC based algorithm, the computation cost addresses the
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sensor node, sink node, and cluster heads. Similarly, time consumption is a crucial
factor, as longer processing times can lead to delays in communication, which are
particularly detrimental in time-sensitive underwater applications. Memory
consumption is also of importance, as UWSN nodes have limited storage capécity, and
efficient use of memory is necessary to accommodate the security infrastructure within

these constraints.

3.1.2 Communication Cost

Communication cost involves the energy and time associated with transmitting and
receiving secured data. The additional bits with message bits create overhead over
communication channels. Considering the underwater factors, the communication cost
1s often higher than terrestrial networks. Energy consumption during communication is
a substantial portion of the total energy expenditure of a sensor node, as transmitting
data over a long-range underwater consumes significant power. Time consumption

relates to the latency involved in securely transmitting data across nodes.

3.1.3 Security Analysis in UWSNs Security

Considering the security parameters are essential for node authentications and secure
communication in UWSNs. The security goals are examined for maintaining robust
frameworks in the presence of various threats and security breaches. The following

parameters are discussed in terms of security analysis.

Confidentiality: In UWSNs, the term confidentiality refers to ensuring that sensitive
information among sensor nodes is only accessible to authorized entities. It is critical
for preventing adversaries from gaining access to communicated information between

sender and receiver[98] .

Integrity: The term integrity guarantees that the data communicated over the insecure
network remains unchanged during transit. Given the variable conditions underwater,
maintaining integrity is challenging yet necessary to ensure the accuracy of the data

collected and decisions made based on this data [99].

Non-repudiation: Non-repudiation prevents nodes from denying the authenticity of
their signature on a message or the sending of a message. In the case of sending and
receiving information, sensor nodes, cluster heads, and sink nodes might not be able to

deny sending and receiving [100]. -
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Public Verifiability: The term public verifiability allows anyone to verify the identity
of the node's origin and integrity of the message without compromising the identity of
the sender. This trait is especially useful in UWSNs, where the verification of data often

needs to occur at multiple points.

Forward Secrecy: The term forward secrecy refers to ensuring that if a node key is
comgromised, past commur.ications among sensor .acces remain secure. Frequen:ly

updating keys for UWSNs might mitigate the risk of node compromising [101].
3.2 Preliminaries

Hard problems and definitions for the proposed framework are discussed in this

subsection. The notations and descriptions are summarized in Table 3.1.

Table 3.1: Notation and Description for Definitions

Notations Description

G Group

P,Q Points on ECC

G Generator

€ Belonged to

Zp Set of Resudies

R Random Numbers

T Time

L Reject

PK Public Key

SK Private Key

PKs Public key of the sender
SKs Private Key of Sender
PKr Public Key of Receiver
SKr Private Key of Receiver
D Data

M Mask

H Hash

Sig Signature

RS Adaptive Parameter

T, T! Trust value, Updated Trust value
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Bi-Linear Pairing

Bilinear pairing is a mathematical operation defined on certain groups that allows for
efficient computation of a pairing value from two input elements. Bilinear pairings have
applications in various cryptographic scherhes, such as identity-based encryption and
attribute-based encryption, and are used to enhance security and functionality. Let us
assume that Gy and G: are two groups with the addition and multiplication domain
having p prime.(G1,+) and (G2,%) are additive and multiplicative groups with g
generator. Bi-linear pairing map é = G, * G, — Gr to fulfill the below mentioned

properties.

* Bi-linearity: where points P and Q of group G; with random numbers a, b
belonged to Z 5, to the bilinear computation such that [é (P?%,QY) =
(P, Q)*].

¢ Non-Degeneracy: where point P and Q of group G; and its pair is 1 for
é,(P,Q) # 1 while 1 shows the identity element of G..

e Computability P, and Q are two points of G; and é(P,Q) that can be

efficiently computed.

Definition 1. Discrete Logarithm Problem (DLP)

The discrete logarithm problem is fundamental in number theory and cryptography. It
involves finding the exponent of a given base value that yields a specified residue
modulo a prime number. The DLP serves as the foundation for several cryptographic
schemes, such as Diffie-Hellman key exchange, ElGamal encryption, and digital
signatures. Let G is a group with p and ¢ key orders belonging to G given that two
elements (p and up) for an unspecified element such that p belonged to Z jwhile DL
problem to acquire the value of p. The strength of any probabilistic polynomial time
(PPT) algoritim A solving problem in Z} such that Aduf' = pr{A(p,up) =
W/ weZp]. For any PPT algorithm, the advantage Adu%' is negligibly small in the

case of the DL assumption.

Definition 2. Computational Diffie-Hellman Problem (CDHP)

The Computational Diffie-Hellman Problem is closely related to the DLP. It refers to
the difficulty of computing a shared secret value between two parties based on their
public keys and a common base element. The security of the Diffie-Hellman key

exchange protocol relies on the computational hardness of the CDHP. Suppose G is a
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group of prime p numbers wih generator g. three random numbers (a,b,c) belong to
¢RZ p, to compute g, g% g® = (g%) shows the computational hardness for the

attacker.
Definition 3. Bi-Linear Diffie-Hellman Problem (BDHP)

The Bilinear Diffie-Hellman Problem (BDHP) is a variant of the Diffie-Hellman
problem that arises in settings where a bilinear pairing operation 1s emptoyed. The

BDHP can be defined as follows:

Two groups G, and G» along with random numbers (a,b,c) belonged to Z ;. where
computing (g, g% g%, g¢) such that T = T =é(g, g)?*° prove computationally

hardness for attackers.

The security of cryptographic schemes based on bilinear pairings relies on the presumed
hardness of the BDHP. If an adversary can efficiently solve the BDHP, it can
compromise the security of these schemes, such as identity-based encryption, attribute-

based encryption, and some types of digital signatures.
Definition 4. Decisional Bi-Linear Diffie-Hellman Problem (DBDHP)

The Decisional Bilinear Diffie-Hellman Problem (DBDHP) is a decisional problem that
arises in the context of cryptographic schemes based on bilinear pairings. It is closely
related to the Bilinear Diffie-Hellman Problem (BDHP) but focuses on distinguishing
pairs of group elements that result from the bilinear pairing operation from random
pairs.

Let us assume that a random number (a,b,c) € RZ ; with generator, g belonged to
group G, such that (g, g% g%,g°)and T = é (g)ab = gcwhile T = & (g g)abc, in
case of not given (g% g% g°) and element T belonged to G, denoted that the
Decisional Bi-Linear Diffie-Hellman Problem (DBDHP) (g, g% g%, g%, T) = 1if T =

e(g®,g”)c = 0 or L otherwise.
Definition 5. Gap Bi-Linear Diffie-Hellman Problem (GBDHP)

In this problem, (G;, G, g) such that T = T = é (g, g)®" given that (g, g% g%, g°)
using Decisional Bi-Linear Diffie-Hellman Problem (DBDHP) (g, g% g%, g¢,T) = >

or 1.
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Definition 6. Gap Diffie-Hellman Problem (GDHP)

The GDHP involves finding a gap between the difficulty of computing the shared secret
key and the adversary's ability to compute it. Specifically, the goal is to demonstrate
that the adversary, even with computational power, cannot efficiently compute the
shared secret key despite having access to the public keys exchanged during the

protocel.

let group (G1 calculating (g)? given that (g%, g?, g°) using the procedure of DBDHP
such that (g, g% g% g%, T) => 0 or L [102].

3.3 Simulation and Performance Fvaluation

The proposed scenario simulates a network of underwater wireless sensor nodes
operating in a two-dimensional space and in some cases in three-dimensions. The nodes
were deployed randomly in a (500 m x 500 m) and standard (100 x 100) area with a
uniform distribution. The communication range of each sensor node was set to 50
meters. The data transmission rate was set to 10 kbps. The first propagation model is
implemented to model the wireless communication channel. The proposed framework
consists of an Ad-hoc On-demand Distance Vector (AODV) routing protocol for
maintaining the network topology. The AODV protocol is a reactive protocol that
establishes a route only when needed, which makes it suitable for underwater wireless
sensor networks where the network topology changes frequently. A 128-bit symmetric
key for encryption and decryption of data packets is considered. The keys were
generated using the ECC algorithm with the secp256r1 curve. The secp256rl curve is
a widely used elliptic curve for crypto-graphic applications and provides a good balance
between security and computational efficiency. To present the performance evaluation
of the proposed secure and lightweight key management framework for underwater
wireless sensor networks. To evaluate the performance of the proposed framework

based on the metrics as shown in the Table 3.2.
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Table 3.2: Performance Metrics Parameters

Metrics Description

Key Distribution This is the time required to distribute keys to all sensor nodes in the

Time network. Memory usage: This is the memory used by each sensor
node for storing the cryptographic keys.

Energy Consumption This is the amount of energy consumed by each sensor node during
key distribution and communication.

Scalability This is the ability of the proposed framework to handle an Increasing

number of sensor nodes in the network.

The simulation environment consist of an NS-3 simulator to evaluate the performance
of the proposed framework. The simulation parameters used in the performance

evaluation are shown in Table 3.3.

Table 3.3: Simulation parameters used in the performance evaluation.

Parameter Value

Number of sensor nodes 50, 100, 150, 200
Covered Area 500m x 500m
Communication range 50 m

Data transmission rate 10 kbps

Radio model Friis propagation model
Routing protocol AODV

Key size 128 bits

Elliptic curve secp256rl

Performance of the proposed framework for different key distribution mechanisms,
namely pre-distributed keys, pairwise keys, and group keys. The results of the

performance evaluation are presented in the following subsections.
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Chapter 4

Key Management Framework

A secure and lightweight key management framework for UWSNSs, that addresses the
challenges discussed in the literature review. The framework consists of key generation,
Key Distribution, and Key Revocation in the following phases as shown in Figure 4.1.
The framework's architecture is rooted in the principles of elliptic curve cryptography
(ECC), which promises smaller key sizes coupled with robust security defenses against
potential vulnerabilities. Lightweight public keys, private keys, and session keys are
generated for sink nodes, cluster heads, and sensor nodes. Key generation, distribution,
and revocation form the backbone of the framework, each playing a pivotal role in

safeguarding communicatton within the network.

~ Ec= Elhiptic Curve
g Q‘-’ Pu= Public Key

Pr=Puivate Key

SKn= Sk Node

Sn= Sensor Node

CHn= Cluster Head Nod=

T
“’4‘:"‘! Bass Staton
& sink Mode

EPuSK,
Ec?,8Ka

PU = Public Key
Pr= Private \key

T3 Custer Head

® Sensor

4.1 Key Generation Algorithm

The first step in the proposed framework is to generate the keys for secure
communication. In this step, The ECC algorithm is used for key generation. ECC is

widely used in cryptography due to its smaller key size and higher security as compared
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to other cryptographic algorithms. The key generation process involves selecting a
random private key, d, from a finite field, and using it to compute the corresponding
public key, Q, as shown below: Q = d * G Where G is a known base point on the elliptic
curve. The elliptic curve equation used in this process is dened as: y2 = x3 + ax +
b(mod p) Where a, b, and p are the parameters of the curve. The security of the key
generated through this process depends on the size of the finite field and the choice of
the curve parameters. The key generation process can be summarized as follows by

notations as shown in Table 4.1.

Table 4.1: Notation for Key Generation

S. No Definition Notations
1 A prime modulus P

2 Coefficients a and b of the curve equation ab

3 A known base point on the curve Bp

4 The private key of sensor node EcP.S,
5 The private key of Sink node EcP.SK,
6 Private key of Cluster-head node EcB.CH,
7 Public key of sensor node E:P,S,
8 Public key of Sink node EcP, Sk,
9 Public key of Cluster-head node E¢P,CH,
10 The order n of G G

The key generation setup for base station, sensor node and sink node are as below.

Key Generation Setup
Base station:
Key Generation (E):
/' E=(p, a, b, Bp, n)
Generate a random integer d from the interval [1, n-1].
d <- Random Integer(1, n-1)
EP,CH, D E:P,Sk,d*G
Transmit(Q)

L
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Return (d, E¢cP,.CH,,)

Sensor Node:

E = (Sn,a,b, G,n) be the elliptic curve parameters.
Generate a random integer from the interval [1, n-1].
A =a xE:P,S,

Transmit(A)

Sink Node:

E = (p,a,b,G,n) be the elliptic curve parameters.
Generate a random integer from the interval [1, n-1].
B = b XEcP,S,

Transmit(B)

The key size for the ECC algorithm can be varied to provide a balance between security
and computational efficiency. In general, a 128-bit key size is considered secure for
most applications. The proposed key generation algorithm can be expressed
mathematically as E = (P, a, b, G,n) where "p" is the prime modulus, "a" and "b" are
the coefficients of the curve equation, "G" is the base point of the curve, and "n" is the
order of "G". The algorithm provides a secure and efficient method for generating keys

in UWSNs.
4.2 Key Distribution Mechanisms

The elliptic curve-based key distribution mechanism is a part of the proposed
framework. ECC is well suited for resource-constrained environments, such as
UWSNE, due to its ability to provide the same level of security as traditional public key
cryptography but with smaller key sizes and faster computations. The proposed key

distribution mechanism involves two steps:

Key Agreement: In this step, two nodes, say Node A and Node B, agree upon a shared
secret key using the ECC key agreement protocol. ECC is a well-known key agreement
protocol based on the hardness of the elliptic curve discrete logarithm problem. The

key agreement protocol consists of the following setup:

Key Agreement Setup

Secure and Lightweight Key Management Framework for Underwater Wireless Sensor Networks  Page 38



1

]

Chapter 4 Key Management Framework

E¢-P,CH,n: Public key of Node A

E¢P.CH,: Public key of Node B

Qb: Node B's public key

Qa: Node A's public key

K: Shared secret key

Then, the complex notation for the given scenario can be written as tollows:
A generates private key and public key.

EcP.CH,

a€Z,E:BCH,=a*G

B generates private key b and public key E.P,C H,n:
be€Z EBCHn=b*G

A compute the shared secret key K by multiplying Node B's public key with Node A's
private key:

Qb=b*G

K=a*Qb=a*b*G

B computes the shared secret key K by multiplying Node A's public key with Node B's
private key:

Qa=a*G

K=b*Qa=a*b*G

Key Distribution: Once Node A and Node B have agreed upon a shared secret key K,
they use K to encrypt and exchange a session key SK for future communication. The
session key SK is generated by a secure random number generator and is encrypted
using the Advanced Encryption Standard (AES) algorithm with K as the key. The
encrypted session key SK is then sent from Node A to Node B. Node B can decrypt the
encrypted session key using K and then use SK for subsequent communication with

Node A.

The key distribution mechanism provides security against various attacks, including
eavesdropping and man-in-the-middle attacks, due to the computational hardness of the
elliptic curve discrete logarithm problem. where G is the base point on the elliptic curve,
* represents point multiplication on the elliptic curve, and AES (K, SK) denotes the

encryption of the session key SK using the Advanced Encryptign Standard algorithm
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with K as the key. The proposed key distribution mechanism using ECC is lightweight

and swuitable for resource-constrained UWSNs.
4.3 Key Revocation Mechanisms

Key revocation is an important aspect of key management, especially in UWSNs where
sensors may be compromised or decommissicned. Revocation mechanisms ensure that
compromised or unauthorized nodes do not have access to the network. There are
several mechanisms for revoking keys, including Certificate Revocation List (CRL)

and other revocation mechanisms.
4.4 Certificate Revocation List (CRL)

CRL is a widely used method for revoking certificates. In this method, a trusted
authority maintains a list of revoked certificates called the CRL. When a node attempts
to access the network, its certificate is checked against the CRL. If the certificate is
listed on the CRL, the node is denied access to the network. The CRL is updated
periodically to remove expired certificates and add new revoked certificates. Several
other revocation mechanisms can be used in UWSNs. One such mechanism is the use
of blacklists. In this method, compromised nodes are added to a blacklist, and nodes
are denied access if their IDs match those on the blacklist. Another mechanism is the
use of gray lists, which allows nodes to access the network but limits their privileges
until they can be fully verified. Finally, there is the use of time-based mechanisms,
where keys are revoked after a certain period has elapsed. Overall, the selection of an
appropriate revocation mechanism depends on the specific requirements of the UWSN

and the level of security desired.
4.5 Authentication Mechanisms

Authentication is a crucial aspect of any key management framework as it ensures that
only authorized nodes have access to the network. In UWSNSs, authentication
mechanisms are used to verify the identity of the sender and receiver ot a message. The
following authentication mechanisms can be used in the proposed key management

framework:
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4.5.1 Public Key Infrastructure (PKI)

PK1 is a widely used authentication mechanism that utilizes digital certificates to verify
the identity of network entities. In PKI, each entity has a public-private key pair, and
the public key is distributed through a certificate authority (CA). The CA signs the
certificate using its private key, which is trusted by all entities in the network as
mentioned in Figure 4.2. When a node wants to communicate with another node, it
verifies the other node's certificate using the CA's public key to ensure that the
certificate is genuine and has not been tampered with. The authentication process in

PKI can be represented using the following Eq (3.1).
V(Ku_CA,Cert_A) =1 4.1

Where V is the verification function. Ku_CA is the CA's public key. Cert_A is node A's

Cluster

)
é Sink Node

"} Cluster Head

<% Sensor Node

Figure 4.2: Network Model of Keys Management Framework

4.5.2 Other Authentication Mechanisms

Other authentication mechanisms that can be used in the proposed framework include
password-based authentication, challenge-response authentication, and biometric
authentication. These mechanisms can be used in situations where the overhead of PK{

is not feasible, such as in respurce-constrained environments. A challenge-response
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authentication mechanism is the hash-based message authentication code (HMACQ),

which can be represented using the following Eq (3.2).
HMAC(K,M) = H((K_0 Xor opad) || H((K_0 Xor ipad) || M)) (4.2)

Where K is the shared secret key. M is the message to be authenticated K_0 is the key
after padding zeros to the block length of the hash function. opad and iPad are th. outer

and inner padding values, respectively. H is the hash function.
4.6 Lightweight Implementation

To achieve a lightweight implementation, the proposed framework consists of ECC
based algorithm for UWSNs. ECC is a well-known public key cryptography technique
that has been widely used in various security applications due to its strong security
properties and efficient computational performance. Compared to traditional public key
cryptography techniques such as RSA, ECC requires smaller key sizes to achieve
equivalent security, which makes it a better choice for resource-constrained
environments such as UWSNs. In addition to strong security properties, ECC-based
cryptography also offers efficient computational performance, which is crucial for
resource-constrained UWSNs. The computational complexity of ECC is mainly
determined by the size of the elliptic curve used in the algorithm. In the proposed
framework, the use of small size elliptic curve to achieve efficient computation among

Node A and Node B as shown in Figure 4.3.
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Figure 4.3: Communication of Nodes in Proposed lightweight approach

~
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The security strength and computational efficiency of the proposed ECC-based key
management framework for UWSNs can be evaluated through various performance
metrics, such as processing time, energy consumption, and communication overhead.
These metrics can be measured through simulation or real-world experiments. The
computational complexity of ECC can be measured by the number of point additions
and point multiplications required to perform an ECC operation. The number of point

additions and point multiplications can be calculated as shown in Table 4.2.

Table 4.2: Point Addition and Multiplication

Point addition Point multiplication

Pt + Qt = Rt kP =R

XR = A2- xP- xQ R=0

yR = A(xP - xR)- yP fori =m-1to0do

A = (yP-yQ)/(xP- xQ) R = 2(R)

when P # Q ifkn = 1thenR = R + P

The lightweight implementation of the proposed framework will ensure that the key
management process can be efficiently carried out in UWSNs without consuming

excessive resources, while maintaining a high level of security.

4.6.1 Pre-distributed Keys

The key distribution time, memory usage, energy consumption, and scalability of the
framework were evaluated for different numbers of sensor nodes in the network. The

results of the evaluation are shown in Figure 4.4.
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Figure 4.4: Performance evaluation for pre-distributed keys mechanism
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As shown in Figure 4.4, the key distribution time, memory usage, and energy
consumption increase with an increase in the number of sensor nodes in the network.
However, the proposed framework exhibits good scalability for up to 150 sensor nodes

in the network.
4.6.2 Pairwise keys

Performance of the proposed framework for the pairwise keys mechanism. The key
distribution time, memory usage, energy consumption, and scalability of the framework
were evaluated for different numbers of sensor nodes in the network. The results of the

evaluation are shown in Figure 4.5.
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Figure 4.5: Performance evaluation for pairwise keys mechanism

As shown in Figure 4.5, the key distribution time, memory usage, and energy
consumption increase with an increase in the number of sensor nodes in the network.
However, the proposed framework exhibits good scalability for up to 100 sensor nodes

1n the network.
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4.6.3 Group keys

Performance of the proposed framework for the group keys mechanism. The key
distribution time, memory usage, energy consumption, and scalability of the framework
were evaluated for different numbers of sensor nodes in the network. The results of the

evaluation are shown in Figure 4.6.
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Figure 4.6: Performance evaluation for group keys mechanism

The key distribution time, memory usage, and energy consumption increase with an
increase in the number of sensor nodes in the network. However, the proposed

framework exhibits good scalability for up to 150 sensor nodes in the network.

Based on the performance evaluation results, the proposed secure and lightweight key
management framework 1s suitable for use in underwater wireless sensor networks. The

framework exhibits good scalability and low memory usage and energy consumption.
4.7 Performance Metrics

The proposed key management framework for underwater wireless sensor networks
based on four key metrics: key distribution time, memory usage, energy consumption,
and scalability. We compare the performance of the proposed framework for different
key distribution mechanisms, namely pre-distributed keys, pairwise keys, and group

keys.
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Table 4.3: Key Distribution Time Comparison for different Key Distribution Mechanisms

No. of Sensor Nodes  Pre-Distributed Keys Pairwise Keys = Group Keys

50 0.002 s 0175 0265
100 0.004 5 0345 051s
150 0.006 s 051s 0.78's
200 0.008 5 068 1045

In Table 4.3 the key distribution time for the pre-distributed keys mechanism 1s
significantly lower than that of the pairwise keys and group keys mechanisms,
regardless of the number of sensor nodes in the network. This is because the pre-
distributed keys mechanism distributes keys to all sensor nodes in the network
simultaneously, whereas the pairwise keys and group keys mechanisms require

pairwise or group key establishment.

Table 4.4: Memory usage Comparison for different Key Distribution Mechanisms

No. of sensor nodes Pre-distributed keys  Pairwise keys  Group keys

50 128 bits 128 bits 192 bits
100 128 bits 256 bits 384 bits
150 128 bits 384 bits 576 bits
200 128 bits 512 bits 768 bits

Table 4.4 shows that the memory usage for the pre-distributed keys mechanism is also
significantly lower than that of the pairwise keys and group keys mechanisms, which
1s expected since the pre-distributed keys mechanism requires each sensor node to store

only one key.

Table 4.5: Energy Consumption Comparison for Different Key Distribution Mechanisms

"No. of Sensor Nodes Pre-distributed Keys  Pairwise Keys Group Keys

50 24317 298] 32.1J
100 48.6J 5961 64.2]
150 72917 89.417 9631
200 9721] 119273 128.4J
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Table 4.5 shows that the energy consumption for the pre-distributed keys mechanism
is also lower than that of the pairwise keys and group keys mechanisms. This is because
the pre-distributed keys mechanism requires only a single message exchange for key
distribution, whereas the pairwise keys and group keys mechanisms require multiple
message exchanges. The proposed key management framework exhibits good
scalability for up to 150 sensor nodes in the network for all three key distribution

mechanisms.

Overall, the results indicate that the pre-distributed keys mechanism is the most
efficient in terms of key distribution time, memory usage, and energy consumption and
that the proposed key management framework is scalable for small to medium-sized

underwater wireless sensor networks.

Table 4.6: Comparison with State of Art Techniques

Key Distribution Energy Consumption Memory Usage Key Distribution
Mechanism (Joules) (Bytes) Time (seconds)
Pre-distributed keys 0.72 128 0.2
Pairwise keys 1.25 256 1.5

Group keys 1.68 192 1.0

From Table 4.6, the pre-distributed keys mechanism has the lowest energy
consumption, lowest memory usage, and fastest key distribution time among the three
mechanisms evaluated. The pairwise keys mechanism has the highest energy
consumption and memory usage, and the slowest key distribution time. The group keys
mechanism has intermediate energy consumption and memory usage, but a relatively

fast key distribution time.

Table 4.7: Comparison with state of art techniques

Techniques Key Distribution Memory Energy Consumption
Time Usage

Proposed Framework  40s 6 KB 751]

QKD [14] 60 s 8 KB 827

PKPS [13] 45s 55KB 917

LEAP[11] 70s 10KB 6817
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Table 4.7 Compare the proposed Framework with the existing state-of-the-art
Approaches. The proposed pairwise keys mechanism outperforms all the other
techniques in terms of energy consumption, Key Distribution Time, and Memory
Usage. The proposed framework performs well in terms of key distribution time and

energy consumption, while the memory usage of PKPS is slightly better than ours.

4.8 Chapter Summary

In this chapter the key management parameters suited for UWSNs. Key generation
algorithm (ECC) is discussed and evaluated in terms of size and efficiency. Compared
with bilinear pair and RSA-based approaches were found infeasible for such a resource-
constrained environment. The key distribution based on the ECDH approach consumes
less resources. The revocation of keys process is performed in case of node is
compromised in a network or finishing key time duration. The pre-distributed keys,
group keys, and pair-key distributed parameters are evaluated. As presented in the
chapter the proposed key management framework performance is evaluated in terms of
energy consumption, memory usage, and computation time. The proposed framework

performed well compared to the existing literature.
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Chapter 5

Secure Generalized Signcryption Scheme

This chapter provides a comprehensive overview of the scheme's architecture,
including its key generation, signcryption, and unsigncryption processes, followed by
a rigorous security and performance analysis to validate its applicability to UWSNs.
The development and in-depth analysis of a novel lightweight generalized signcryption
scheme illustrates its competency in augmenting secure communication while

judiciously managing computational, communicational, and energy overheads.
5.1 Secure Generalized Signcryption Scheme

The generalized signeryption scheme emerges as a particularly appropriate solution for
these networks. By effectively merging signature and encryption operations, it not only
ensures robust security but also optimizes energy consumption critical for the energy-
constrained nodes in UWSNs. The modular nature of generalized signcryption scheme
future oriented UWSNSs, allows seamless integration of novel cryptographic primitives
as the network technology evolves and new challenges arise. As the endeavor to explore
the vast oceanic frontiers grows, it becomes clear that generalized signcryption will
play an integral role in underpinning the security and efficiency of the underwater

communication infrastructures.

The UWSN is considered a decentralized network comprising multiple sensor nodes
scattered underwater. These nodes communicate primarily using acoustic channels. A
surface station (SS) acts as the interface between the UWSN and external networks,
processing, and forwarding data. Nodes can be static or mobile, with mobility

influenced by ocean currents.

The scheme should reduce computational and communication overhead, making it
feasible for resource-constrained underwater nodes. Only the intended recipient should
decrypt and retrieve the original message. The recipient should verify the sender's
identity and the data's integrity. The scheme should thwart common cryptographic
attacks, including replay, man-in-the-middle, and eavesdropping. It shoutd suit varying
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UWSN configurations and sizes and be adaptable to different environmental

conditions.

The UWSN Signcryption and Unsigneryption Communication Model as shown in
Figure 5.1, consist of sensor nodes: one labeled as the 'Sender’ and the other as the
"Receiver'. These nodes are interconnected by a double-sided arrow, emphasizing their
ca;.ability for bidirectional communication. Directly above the 'Sender' node, there's a
sequence encapsulating the "Signcryption Process”. It delineates the progression from
an "Original Message", which undergoes a "Sign" operation, then an "Encrypt" phase,
culminating in the "Transmit Signcrypted Data" stage. Mirroring this on the 'Recipient’
side, a flowchart captures the "Unsigncryption Process”. It starts with the "Receive
Signerypted Data" step, advances to "Decrypt", follows through with "Verify

Signature", and concludes with the "Retrieve Original Message" phase.

. Sender Receiver
. ¢ > :
!
. i
Original Messagem Original Message m ;
{ } |
_Sign Message Verify Message »
A' |
i
Encrypt Message Decrypt Messag. i
| { |
A Sig{u:rypted Message Signerypted Message I
j

| ]

Figure 5.1: Signcryption and Unsigneryption Communication Model
5.2 Detailed Scheme Description
Within the context of UWSNS, the proposed generalized signcryption scheme ensures

both confidentiality and authentication, tailored for the constraints of underwater sensor

nodes.
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The key generation phase establishes the cryptographic foundations for the entire
scheme. It's critical that this phase is robust to ensure the security of subsequent
operations. Let G be a cyclic group of prime order p and g its generator. The

cryptographic hash function H(-) that maps elements from G to Z p

Signeryption, as the name suggests, involves both signing and encrypting a message.
This integrated process ensures that the recipient can verify the sender's identity while

maintaining message confidentiality.

Initialization:

>

Private key of sender is = sk, Pulic key of Reciver is Pkpy
Message = M

KX €Zp wherekisrandom number

R=g*inG ComputeR value

Signature Generation:

h=H(M || R) where his hash function

s=k — hxsk;modp

Encryption:

t= Pkf inG

¢ = H(t) Calculate hash of c with mask the message
C=M®&c

The signcrypted message (R, s, C)

The designed signcryption process offers the dual advantage of ensuring data
authenticity (through the signature) and confidentiality (through encryption). This
combined approach can be more efficient than performing signing and encryption

separately, making it suitable for resource-constrained environments like UWSNSs.
5.3 Security Analysis of Generalized Signcryption Scheme

To ensure the efficacy and trustworthiness of the signcryption scheme, it's essential to
evaluate its security attributes rigorously. The scheme against commonly known

cryptographic attacks.

5.3.1 Confidentiality

The confidentiality of the generalized scheme primarily hinges on the difficulty of the
Discrete Logarithm Problem (DLP). Given the encrypted message C and R = gF,
determining the random k from R without knowledge of the private key is

computationally hard, ensuring the confidentiality of M.

P
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Given C and R and adversity try to compute ¢ without Skr that is computationally
infeasible because of large p. t = Pkk

5.3.2 Authentication and Non-repudiation

The signature component S ensures that the receiver can authenticate the sender.
Nonrepudiation is strongly relied on authentication mechanism and signature S . In
some cases, the audit trail log is mandatory to store record to later verify the
communication of sender sensor node to the target node of UWSNs. Additionally, since
the sender uses their private key for the signature, on the other hand receiver verify the
sender signed message S(M) by the public key of sender sensor node. If the signed
message 1s decrypted by the public key then they cannot later repudiate having sent the

message.

To verify, the receiver computes:

h = H(M|R)

if g = gh*s*s xR, SKs the sender private key is correct

5.3.3 Resistance to Man-in-the-Middle Attacks (MitM)

A MitM attacker intercepts the communication between two parties. However, without
knowledge of the private keys involved, the attacker cannot feasibly modify a message
and unsignerypt it without detection. The integrity of the scheme ensures that any

tampered message will fail the verification process.
5.4 Performance Evaluation

To validate the efficacy and efficiency of the proposed signcryption scheme, it's
imperative to assess its performance empirically. Through thorough experimentation,
the generalized signcryption approach against existing methods ensures that the scheme

1s not only secure but also resource-efficient.

The experimentation was carried out on a testbed simulating the UWSN environment.
The nodes in the testbed were equipped with the following specifications. Quad-core
ARM Cortex-A53, running at 1.4 GHz and 1 GB LPDDR?2 memory. 32 GB microSD
(Class 10). Ubuntu 18.04 LTS with a real-time patch for consistent performance

metrics. The experiments on network sizes of 50, 100, 150, and 200 nodes to evaluate
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scalability. Nodes were set to communicate within a 50-meter radius. Random
deployment with nodes possessing different depths to simulate real-world ocean
deployments shown in Table 5.1. For benchmarking purposes, selected three other
state-of-the-art signcryptibn schemes tailored for UWSNSs.

Table 5.1: Experimental Setup Specifications

Parameter * Details

Hardware Quad-core ARM Cortex-A53 @ 1.4 GHz, 1 GB RAM, 32 GB
Storage

Software Ubuntu 18.04 LTS with real-time patch

Node Configuration 50 to 200 nodes, 50-meter communication range, varying depths
Competing Schemes ~ Ullah et al. [103], Nguyen [104](2020), Paul et al [105](2023)

Evaluation Metrics Computation Time (ms), Communication Overhead (bytes),
Energy Consumption (mJ)

The presented experimental setup was meticulously crafted to provide a holistic
evaluation of the proposed signcryption scheme. The subsequent results, analyzed
considering this setup, will provide a comprehensive understanding of the scheme's

strengths and areas of potential improvement.
3.5 Efficiency Analysis

Evaluating the efficiency of the signcryption scheme is critical to understanding its
practical feasibility in real-world UWSNs. To provide a comparative analysis of the
approach against the competing schemes concerning computation time, communication

overhead, and energy consumption.

Table 5.2: Computation Time (in milliseconds) for Different Schemes

Network Size Proposed Ullahetal.  Nguyen Paul et al. [105]
(nodes) Scheme [103] (2022)  [104] (2020)  (2023)

50 10.2 12.4 118 13.2

100 10.6 13.1 123 13.8

150 11.1 13.9 12.7 14.4

200 11.5 14.7 132 15.1
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The Proposed Signcryption Scheme, when juxtaposed with those posited by Ullah et
al. [103] Nguyen [104], and Paul et al. et al. [105], Table 5.2 demonstrates commendable
computational frugality across varying network sizes (50 to 200 nodes), ensuring
scalable and efficient cryptographic operations in Underwater Wireless Sensor
Networks (UWSNs). Whereas the alternative models exhibit an incremental
computational load as network size expands, the Proposed Scheme notably mitigates
such surges, substantiating its viability in resource-constrained underwater
environments. Table 5.3 and Table 5.4 present the communication overhead and Energy

consumption.

Table 5.3: Communication Overhead (in bytes) for Different Schemes

Metric Proposed Ullah et al. Nguyen [104] Paul et al.
(bytes/message) Scheme [103]. (2022) (2020) [105] (2023)
Overhead 48 64 58 72

Table 5.4: Energy Consumption (in Joules) for Different Schemes

Network Size Proposed Ullah et al. Nguyen [104]  Paul et al. [105]
(nodes) Scheme [103] (2022) (2020) (2023)

50 2.1 28 25 3.1

100 23 3.0 27 34

150 2.6 33 30 38

200 29 3.6 34 4.2

The proposed signcryption scheme demonstrates superior efficiency compared to
existing schemes across various network sizes. At 50 nodes, the scheme achieves an
efficiency rating of 2.1, outperforming alternatives by a noticeable margin [103] and
[104]. This trend continues as the network size increases, emphasizing the efficiency
improvements the scheme offers in optimizing communication across different scales
[105].

5.6 Comparison with Existing Schemes

For a holistic understanding of the proposed signeryption scheme, performed a

comparative analysis against three renowned methods in UWSNS.
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Table 5.5: Computation Time (in milliseconds) for Different Schemes

Metric Proposed Ullah et al. Nguyen [104]  Paul et al. [105)
Scheme [103]

Signcryption 8.9 10.5 97 111

Unsigneryption 8.4 98 95 10.7

The proposed signeryption scheme excels in efficiency metrics compared to existing

protocols shown in Table 5.5. In signcryption, the scheme achieves a rating of 8.9,
surpassing alternatives like Ullah et al. Protocol (10.5), Nguyen Model (9.7), and Paul
etal. Approach (11.1). Similarly, in unsigneryption, the scheme maintains its edge with
a rating of 8.4, while the alternatives lag slightly: Ullah et al Protocol (9.8), Nguyen
Model (9.5), and Paul et al. Approach (10.7. These results emphasize the improved
efficiency the proposed scheme offers in both signeryption and unsigneryption

operations shown in Figure 5.2.

Time taken by different schernes for signcryption and unsigncryption

10 { M Signcryption
©ouasigraryption

Time taken (in ms)

Proposed scheme Ullah et al. Protoccl [80] Nguyen Model {a1} Paul et al's Approach [42]
Schemes

Figure 5.2: Computation Time Across Different Schemes

As depicted in Table 5.6. When paralleled with Ullah et al. Protocol, Nguyen Model,
and Paul et al. Approach, which exhibits overheads of 52,50, and 54 bytes respectively,

the Proposed Scheme's lower communication expense becomes pivotal, highlighting its
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potential for facilitating more economical secure communication in resource-tight
UWSNs.

Table 5.6: Communication Overhead (in bytes) for Different Schemes

Metric Proposed Ullah et al. Nguyen [104]  Paul et al. [105]
Scheme [103]
=
Overhead 46 52 50 54
Overhead of Signcryption Schemes
30
=0 4
2 5]
3
g
O 204
10 4
0 Proposed Schema Utlah et al. Protocol [80] Nguyen b;odel [81) Paul et al's Approach {82}
Figure 5.3: Communication overhead across various Schemes
< Figure 5.3 shows communication overhead among different schemes and compares the
results with the proposed scheme.
Table 5.7: Energy Consumption (in millijoules) for Different Schemes
Metric Proposed Ullah et al. Nguyen [104] Paul et al. [105]
Scheme [103]
Energy 22 2.6 25 29
Usage
Table 5.7, reflects a discernible efficiency in energy consumption of various
cryptographic schemes in Underwater Wireless Sensor Networks (UWSNs). The
Proposed Scheme markedly exhibits superior energy efficiency, consuming only 2.2
millijoules, compared to Ullah et al. protocol (2.6), Nguyen Model (2.5), and Paul et al.
=

Approach (2.9), thereby highlighting its potential for facilitating secure, energy-

conservative communications in UWSNSs. Figure 5.4 reinforce the Proposed Scheme's
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superior performance metrics compared to existing methods, advocating for its utility

in UWSNSs.

Enhanced Efficiency: One of the paramount findings from the research is the superior
efficiency of the scheme. In a UWSN environment, where nodes are typically energy-
constrained, an efficient cryptographic process can significantly prolong the network
lifetime. By minimizi..g computation time, the scheme ensures faster data exchange

while reducing battery consumption.

Energy Consumption across Different Signcryption Schemes
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Figure 5.4: Energy consumption across various Signcryption Schemes

Robust Security: Beyond efficiency, the proposed scheme exhibits robust resistance
against an array of cryptographic attacks, including man-in-the-middle, replay, and
eavesdropping attacks. The integration of modern cryptographic primitives ensures that

data remains confidential and authentic during transit.

Reduced Communication Overhead: UWSNs face bandwidth constraints due to the
slow propagation of acoustic waves. The scheme, with its minimal communication
overhead, ensures that the bandwidth is optimally used, leading to quicker data

dissemination and fewer chances of network congestion.

Scalability: The scheme's consistent performance across varying network sizes, as

observed in the experiments, underscores its scalability. As UWSNs might be deployed
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in diverse scenarios, ranging from small-scale scientific explorations to large-scale

monitoring systems, having a scalable cryptographic solution is invaluable.

Flexibility & Adaptability: The proposed design is not rigid. It can be tailored or
modified to cater to specific requirements or environmental conditions of different

UWSN deployments, ensuring its adaptability to a range of scenarios.

Integration with Existing Systems: The proposed scheme's architecture allows for
seamless integration with existing UWSN setups. This backward compatibility ensures
that current deployments can benefit from the scheme without necessitating an

extensive overhaul,

Cost-Effectiveness: Considering the reduced need for frequent battery replacements or
node maintenance due to the scheme's efficiency, UWSN deployments leveraging our

method could incur lower operational costs in the long run.
5.7 Strengthen the Proposed Scheme

Understanding the benefits of the signcryption scheme is essential in showcasing its
potential and viability in UWSNs. The scheme provides multi-layered security,
ensuring the integrity, confidentiality, and authenticity of transmitted data. Designed
for UWSNS, the scheme is optimized for environments with limited resources, ensuring
both speedy operations and reduced energy consumption. By combining signing and
encryption, the scheme reduces the additional communication overhead that can be
substantial in separate signing and encryption processes. The scheme can easily adapt
to networks of varying sizes without a significant decrease in performance, making it

suitable for diverse deployments as shown in Figure 5.5.
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Figure 5.5: Performance of the Proposed Scheme across different Network Sizes

Designed with a modular approach, the scheme can accommodate various
cryptographic primitives, making it adaptable to different security requirements and
standards. The Proposed Scheme can be seamlessly integrated with existing UWSN
setups without the need for significant changes, ensuring a smooth transition and broad

applicability as shown in Figure 5.6.

Moderate Changes Required

Minimal Changes Required

Figure 5.6: Integration of the Proposed Scheme with various existing
UWSN architectures
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Every cryptographic scheme inherently faces challenges and limitations. It is essential
to understand the potential weaknesses of the proposed signcryption scheme to pave

the way for future improvements.
5.7.1 Potential Limitations

Table 5.8: Limitations of the Proposed Scheme

Limitation Description

Computational ~ While efficient, the scheme stll demands some computational
Complexity resources that might be challenging for extremely resource-constrained
nodes.

Environmental ~ UWSNs operate in dynamic and often unpredictable environments,
Constraints which might affect the scheme’s performance unpredictably.

Implementation  Though designed to be adaptable, implementation in diverse real-world
Complexity scenarios might be complex.

5.7.2 Countermeasures

Table 5.9: Countermeasures for Identified Limitations

Limitation Countermeasure

Computational - Deploy nodes with optimized hardware capable of handling the

Complexity scheme's requirements efficiently. Optimize the algorithm further for
lesser resource consumption.

Environmental - Conduct extensive simulations and tests in various environmental

Constraints conditions to ensure robustness. Implement adaptive algorithms that can

dynamically adjust based on the environment.

Implementation - Develop comprehensive documentation and support tools to assist in
Complexity the implementation process. Create a modular design allowing for
incremental deployment and testing.

A line graph as shown in Figure 5.7 showcasing the computational load of the proposed
scheme compared to other methods across different node capacities. The computational
load is considered as CCL (Composite Computational Load), consist of CPU (T),
Energy Consumption (E) and Number of Instruction Execution (I). The Proposed
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Scheme's line demonstrates a stable and manageable load, emphasizing its efficiency

even in resource-limited settings.
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Figure 5.7: Node Capacity and Computational Load

A bar graph as shown in Figure 5.8 represents the performance of the Proposed
Scheme under various environmental conditions. The chart depicts consistent
performance, underscoring the scheme’s resilience and adaptability to

environmental shifts. The four specific conditions are water current like calm,
moderate, high, and variable.

804

Performance (%)

20{ BE - Lo

0
Condition 1 Condition 2 Condition 3
Environmental Conditions

Condition 4

Figure 5.8: Environmental Adaptation Chart

A heatmap as shown in Figure 5.9 illustrating the ease of implementing the Proposed

Scheme compared to alternatives. Warmer colors represent areas where the Proposed
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Scheme excels, providing a visual representation of its implementation simplicity and

flexibility.
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Figure 5.9: Implementation Ease Matrix

Ease of Setup utilize less resources with less time, making it easy to deploy in such a
resource environment. The proposed scheme required minimum to operation resources
to integrate with the existing environment. Which shows that is comparatively more

flexible and scalable.
5.8 Chapter Summary

Traditional sign-then-encrypt approaches are computationally expensive. The
development and evaluation of the secure generalized signcryption scheme presented
in this chapter represent a significant improvement in terms of information transmission
in a single logical step. The findings of the proposed approach demonstrate not only
meets the stringent requirements of secure communication in the challenging
underwater environment but also excels in its efficiency and performance compared to
existing approaches. The comprehensive analysis and the experimental outcome of the
proposed approach can reduce energy and memory demands, as compared to Ullah et

al, Nguyen’s, and Paul’s schemes. The chapter concludes with a reflection on the
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scheme's strengths, such as its robust security against common attacks, and its potential
limitations.
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Chapter 6

Dynamic Trust Evaluation

This chapter .atroduced a dynamic trust evaluation mechanism, leveraging a modified
decision tree algorithm tailored for UWSNG. Through rigorous performance
evaluations, the mechanism demonstrated its prowess in accurately identifying
malicious nodes, ensuring network integrity, and optimizing resource utilization. The
comparative analysis with existing mechanisms further highlights its superiority,
especially in terms of accuracy, energy efficiency, and scalability. By striking a balance
between computational complexity and robustness, the proposed mechanism promises

to be a cornerstone in fortifying UWSNs against adversarial threats,
6.1 The Modified Decision Tree Algorithm

Decision trees are a popular machine leaming technique used for both classification
and regression tasks. They work by recursively splitting the dataset into subsets based

on the most significant attribute(s) at each level, making decisions at every node [106].

6.1.1 Basics of Decision Tree Algorithms

A decision tree consists of nodes that form a rooted tree, meaning it is a directed tree
with a node called the "root" that has no incoming edges. Every node has zero or more
outgoing edges. The nodes can be of three types: The root node is the topmost node that
1s considered as the best predictor. It splits the dataset into two or more homogeneous
sets. The internal node represents a feature or attribute that will be tested, leading to

further subdivisions. While the terminal node doesn’t split and represent the outcome.

The primary challenge in constructing a decision tree is identifying the attributes that
we should consider and the sequence in which they should be considered. The popular

metrics used for this purpose include:

1. Entropy: It measures the impurity or randomness in the dataset. The formula
for entropy for a binary classification problem is:

Entropy(S) = —p + log,(P+) —p — log,(P-) 6.1)
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Where p+ and P- are the proportions of positive and negative examples of §.

2. Information Gain: It measures the effectiveness of an attribute in classifying
the data. It's the difference between the entropy of the original dataset and the
sum of the entropies of the subsets formed by splitting the dataset based on the

attribute. The attribute with the highest information gain is chosca for the split.

Information Gain (S,A) = Entropy (S) - Yvcvaiue (A)% Entropy Sv (6.2)

Where S is the dataset, A shows the attributes, Sv is the subset of S for each attribute A
has value v.

6.1.2 Modifications Tailored for UWSNs

Underwater Wireless Sensor Networks (UWSNSs) present unique challenges due to their
dynamic environment, limited energy resources, and the specific nature of underwater
communication. To make decision tree algorithms more suitable for UWSNs, several

modifications are proposed:

1. Energy-Aware Splits: Traditional decision trees don't consider the energy
consumption of sensor nodes. In UWSNs, energy is a premium. Therefore, the
modified decision tree will prioritize splits that consider the energy levels of
nodes. The energy of a node can be represented as £, and a threshold E thresh

can be set. If E < Epppeqp, the node might be considered unreliable.

Eno (]
Eqpuie = 2Enote (63)

Where ). E, 54,15 the energy of a specific node and A is the total number of nodes.

2. Dynamic Adaptation to Water Currents: The decision tree will incorporate
attributes related to water currents, as they can affect node mobility and
communication reliability. .A variable C can represent the current's strength, and
the tree will adapt its decisions based on this.

3. Incorporating Acoustic Signal Metrics: Acoustic communication is
predominant in UWSNs. The modified tree will consider acoustic signal
attributes like signal-to-noise ratio (SNR) and bit error rate (BER) for making

decisions.
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4. Feedback Loop for Real-time Adaptation: Given the dynamic nature of
UWSNs, the decision tree will have a feedback loop. If a decision leads to
unreliable communication or data transfer, the tree will adapt its future decisions
based on this feedback.

For the feedback loop, F represents the feedback from a decision and D represents the

decision's reliability score.

Dpew =D —a x F (6.4)
Where a is a learning rate that determines how much the decision tree should adapt

based on feedback.

Attribute Selection and Weighting

In UWSNS, not all attributes are of equal importance. Some attributes might have a
more significant impact on the decision-making process due to the unique challenges
of underwater environments. Therefore a systematic approach to attribute selection and

weighting is crucial.

Attribute Selection:

* Energy Level (E): Given the limited energy resources in UWSNG, the energy
level of a node is a critical attribute.

 Signal-to-Noise Ratio (SNR): Represents the quality of the acoustic
communication channel.

* Node Mobility (M): Given the dynamic nature of underwater environments, the
mobility of a node can affect its reliability.

* Data Transmission Rate (DTR): The rate at which a node can transmit data

can influence decision-making, especially in time-sensitive applications.

Weighting: Each attribute is assigned a weight based on its importance. The weights
can be determined using expert judgment, historical data, or machine learning

techniques.

For example:

» Weight for Energy Level (W_E)= 0.4
e Weight for SNR (W_SNR)=0.3
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» Weight for Node Mobility (W_M) = 0.2
» Weight for Data Transmission Rate (W_DTR) = 0.1

The weighted sum for a node can be calculated as:

Weighted Sum
= WE x E + WSNRXSNR + WM xM (65)
+ WDTR x DTR

Pruning Techniques for UWSNs

Pruning is essential to prevent overfitting and to ensure the decision tree is not overly
complex, which can be especially crucial in UWSNs due to limited computational
resources. One of the simplest and most effective pruning techniques. Starting at the
leaves, each node is replaced with its most popular class. If the prediction accuracy is
not affected, the change is kept. Second the cost complexity pruning technique
introduces a penalty term for the tree's complexity. It prunes the tree based on a
complexity parameter, ensuring the tree is not overly complex for UWSNs. The
Minimum Description Length (MDL) Pruning technique aims to minimize the amount
of information required to represent the data and the tree, making it suitable for UWSNs

where memory and computational resources are limited.

Algorithm 1: Attribute Selection and Weighting

Step 1: Initialization

A = {E,SNR,M,DTR)}

Step 2: Attributes Weighting

a.IS(a) = importantScoreofaCalculation
1S(a)

bW (@) = S5

" Step 3: Decision Tree Node Evaluation

For each node n in the decision tree:

aWs(n) = Z W(a).V (a,n)

aeA

b.Decision (n) = {Split or MakeDecision based in WS(n)}
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In Algorithm 1, A represents a set of attributes {E, SNR, M, DTR}. The importance
score and weight of attribute a are denoted as IS(a) and W(a) respectively. For each
node n in the decision tree, WS(n) indicates the weighted sum of its attributes, and
V(a,n) represents the value of attribute a for that node. These elements facilitate the
computation and decision-making processes within the decision tree. The algorithm
commences with Step 1, initializing a predefined set of attributes crucial for decision-
making in the network. Subsequently, Step 2 is dedicated to determining the importance
score and weight of each attribute, ensuring the weight is normalized by considering
the sum of all importance scores. Finally, Step 3 meticulously calculates the weighted
sum of attributes for every node in the decision tree, utilizing the derived value to
execute a decision or initiate a split, thereby navigating through the decision tree

effectively.
6.2 Models of the proposed scheme

In the intricate underwater domain, the system model, network model, and threat model
of UWSNs are paramount, each holding significant technical importance in ensuring

efficient, reliable, and secure underwater communication.

6.2.1 System Model

The system model provides a structured representation of the UWSN, detailing its
components, their interactions, and the environment in which they operate. The UWSN
is conceptualized as a collection of sensor nodes deployed underwater to monitor and
collect data from the marine environment. These nodes communicate with each other

and with surface stations or buoys using acoustic signals.

Table 6.1: Key Components and Attributes of the Network Model

Component/Attribute Description

Sensor Node (SN) Primary sensing component with processing and

communication capabilities.

Surface Station (SS) Floating or anchored device that collects and relays data.
Communication Link Acoustic signal facilitating data transmission.

Node Depth (D) Depth at which a sensor node is deployed.

Node Mobility (M) Potential movement of nodes due to environmental factors.

Communication Range (CR) Maximum rehiable communication distance between nodes.
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Battery Life (BL) Operational lifespan of a node based on its energy source.

In terms of (UWSNs), several components and attributes are pivotal as shown in Table
6.1. The Sensor Node (SN) acts as the fundamental unit, endowed with sensing,
processing, and communication capabilities, playing a crucial role in data acquisition
and transmission. The Surface Station (SS), either floating or anchored, serves as a data
collection and relay point, interfacing between underwater nodes and on-land data
centers. Communication Link, facilitated by acoustic signals, enables data transmission
amidst the underwater milieu. Node Depth (D) indicates the deployment depth of a
sensor node, while Node Mobility (M) reflects its potential movement, influenced by
various environmental factors. Communication Range (CR) denotes the maximum
distance allowing reliable data transmission between nodes, and Battery Life (BL)

represents the operational lifespan of a node, dictated by its energy source, underscoring

the network's operational sustainability.

Kalicious Noge ™
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w3 X ES + w4 x a Time Based Trigger
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w2 = 2 c. Network Topology Change
w3=.4 Trigger
wa =2 d. Feedback-based Trigaer

Figure 6.1: System model of UWSNs

Figure 6.1 shows a visual representation of the UWSN that would depict sensor nodes

scattered at various depths underwater, with communication links (represented by lines)
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connecting them. Some nodes would be connected to surface stations, which float on
the water surface. The varying depths of nodes and their potential mobility paths could
be indicated using arrows. Sensor nodes are capable of sensing, Processing, Storage,

Communication, Mobility, and Energy Management details are shown in Table 6.2.

Table 6.2: Capabilitics of Sensor Node

Capability Description

Sensing Detect and measure marine parameters.

Processing Process raw data, perform computations, and make local decisions.
Storage Onboard memory for temporary data storage and holding instructions.
Communication Transmit and receive data using acoustic signals.

Mobility Ability to change position autonomously or through commands.

«q

6.2.2 Network Model

The network model is intricately designed around adaptive routing protocols, ensuring
optimal data transmission amidst the dynamic underwater conditions. Characterized by
node mobility and variable water currents, UWSNs necessitate a model that can
dynamically adjust data paths in real time. Adaptive routing protocols, therefore,
dynamically select the most efficient data transmission paths, considering various
metrics like energy consumption and delay, ensuring data navigates effectively through
the ever-changing network topology, thereby maintaining communication integrity

amidst the fluid underwater environment.

A network model as shown Figure 6.2, visual representation of the communication
paradigm might depict a network of interconnected nodes underwater. Curved lines
(representing acoustic waves) would show data transmission between nodes. Dotted
lines could represent multi-hop paths, and a surface station would be shown receiving
data from multiple nodes. The network model presents an adaptive and comprehensive
environment to consider the real time underwater parameters like currents. The strate gic
deployments of sink node and sensor nodes with efficient routing protocols showed that

the network model in the underwater condition is well suited.
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UWSN Deployment with Node Labels
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Figure 6.2: Network Model of UWSNs
Some sensors moved from one sink domain to another as shown in the network model

Figure 6.2. the newly joined sink node recalculated the trust and considered the real-

time parameters along with the communicated trust value by the neighbor sink.
X Coordinate Y Coordinate

6.2.3 Threat Model

In the realm of UWSNSs, understanding the threat model is crucial. It provides insights
into potential vulnerabilities, helping in the design of robust and secure networks. The
threat model encompasses various potential attacks and their implications on the

network's integrity, availability, and confidentiality.

Selective Forwarding: A malicious node might selectively drop packets while
forwarding, disrupting the flow of information in the network. This can lead to

incomplete or delayed data reaching the destination.
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Data Tampering and Replying Attack: Malicious nodes can alter the content of data
packets, introducing false information or modifying genuine data, leading to incorrect
decisions or actions based on this tampered data. Attackers capture legitimate data

packets and retransmit them later, causing confusion or triégen'ng unintended actions.

UWSHN Deployment with Node Labels and Malicious Sensors
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Figure 6.3: Threat Model

Black Hole Attack and False Reporting: A malicious node advertises itself as the
shortest path to the destination. Once the surrounding nodes start routing their packets
through this node, it drops them, creating a "black hole" in the network. Such nodes can
generate and send false data or alarms to mislead the network or drain the resources of
other nodes and surface stations. The attacker deploys nodes in the network that mimic
the identity of legitimate nodes. This can lead to data integrity issues and can

compromise network operations.

Sybil Attack: A single malicious node presents multiple identities to the network,
potentially affecting voting-based schemes, redundancy mechanisms, or data
aggregation processes. An attacker uses two or more malicious nodes to create a
shortcut in the network. This can disrupt the normal functioning of routing protocols

and can be used to capture a significant portion of the network traffic.
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6.3 Trust Evaluation Process

Trust evaluation is a critical component in UWSNs to ensure reliable data
communication and to mitigate the effects of malicious nodes. [t involves assessing the

trustworthiness of nodes based on their behaviors and past interactions.

6.3.1 Data Acquisition and Preprocessing

Before trust can be evaluated, relevant data regarding the behavior and interactions of
nodes must be acquired and processed to be used effectively. Briefly describe the data
acquisition and preprocessing steps are described in Table 6.3. The data acquisition and
preprocessing steps lay the foundation for the subsequent trust evaluation. By ensuring
that the data is comprehensive, consistent, and relevant, the trust evaluation process can

yield more accurate and reliable results.

Table 6.3: Data Acquisition and Preprocessing Steps

Step Description

Behavioral Data Data related to a node's actions and behaviors.

Interaction History ~ Records of past interactions between nodes.

Environmental Information about the underwater environment atfecting node
Data behavior.

Feedback Gathering feedback from neighboring nodes about a node's
Collection behavior.

Noise Reduction Filtering out inconsistencies or anomalies in the data.
Normalization Bringing all data metrics to a common scale for consistency.

Feature Extraction  Identifying and extracting relevant features from the raw data.

Data Aggregation ~ Combining data from multiple sources or periods.

6.3.2 Trust Score Computation

Trust score computation is a systematic process that quantifies the trustworthiness of

nodes based on their behaviors, interactions, and other relevant attributes.
6.3.2.1 Attribute Evaluation

Before computing the trust score, it's essential to evaluate the attributes that influence

trust:
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» Behavioral Reliability (BR): This attribute measures the consistency of a
node's behavior over time. For instance, a node consistently forwarding packets

would have a high BR score.

Number of consistent behaviours

BR = (6.6)

Total observed behaviours

* Interaction Success Rate (ISR): This measures the success rate of interactions
between nodes, such as successful data transmissions.
Number of successful interations

= T
ISR Total interaction (6.7)

* Energy Sustainability (ES): Given the importance of energy in UWSNes, this
attribute evaluates a node's energy consumption pattern, indicating its potential

longevity in the network.

_ Current Energy Level
"~ Initial Energy Level

(6.8)

e Feedback Score (FS): Based on feedback from neighboring nodes, this

attribute provides a peer-based perspective on a node's trustworthiness.

Fs = Positive Feedback received
" Total Feedback Received

(6.9)

6.3.2.2 Score Calculation using the Modified Decision Tree

Once the attributes are evaluated, they are fed into the modified decision tree to
compute the trust score. Node attributes for evaluation are (BR, ISR, ES, FS). The
modified decision tree uses energy-aware splits, acoustic signal metrics, and other
tatlored modifications to traverse the tree and reach a decision node. The trust score is

a value between 0 (completely untrustworthy) and 1 (completely trustworthy).

Trust Score (TS) (6.10)
= wlxBR + w2xISR + w3xES + w4 x FS '
Where wl, w2, w3, and w4 are the weights assigned to each attribute based on their

importance in the trust evaluation process. The sum of all weights is equal to 1. The
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trust score computation process ensures that nodes' trustworthiness is quantified based
on multiple attributes, providing a comprehensive and reliable measure that can be used

for decision-making in UWSNs.

6.3.3 Dynamic Update Mechanism

The dynamic update mechanism is crucial for maintaining the accuracy and relevance

of trust scores in a UWSN, as it adapts to nodes' changing behaviors and network

conditions.

6.3.3.1 Triggers for Trust Score Update

Trust scores need to be dynamically updated to reflect the current state of nodes. Several

triggers can initiate a trust score update:

Table 6. 4: Parameter and Description

Parameter/Functionality Description/Value
Sink Nodes 5

Sensor Nodes 100

Area Size 100 x 100 units

Energy per Sensor Node 100 Joules

Energy per Sink Node 1000 Joules

Energy Consumption per KB 0.5 Joules per KB

Energy Consumption for
Movement

Data Sizes for Transmission
Sensor Node MAC Address
Generation

Sensor to Sink Assignment

Sink Node Interconnectivity
Trust Score Calculation Weights

Sensor Node Movement
Sharing Trust Values Among
Sinks

Energy Adjustments for Sensor

Nodes
Sensor Node Attributes

Display of Sink Node Details

Comparison of Trust Values

2 Joules per movement

2,4,5,6,20KB
Randomly generated

Each sensor node connects to the nearest sink
node

All sink nodes are interconnected
we=04,wsnr=03,wm=02, w_dir=0.1
Wbr=2,wisr=2, w es=4,w fs=2

5 sensor nodes move from one sink domain to
another

Periodic sharing of trust values among all sink
nodes

Random adjustments: 20%, 35%, 50%, 65%, or
random within 0-100%

Random values for SNR, Mobility, Data
Transmission Rate,

Behavioral Reliability, Interaction Success Rate,
Feedback Score

Tabular display of each sink node's sensor
nodes,

trust values, and attributes (BR, ISR, ES, FS)
Compare shared trust values with current trust
values
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for moved sensors

* Time-based Trigger: Trust scores are updated at regular intervals to

Incorporate recent behaviors and interactions.

Tupdate = Teurrent +AT (6.11)

where AT is the predetermined time interval for updates.

» Behavioral Change Trigger: Significant changes in a node’s behavior, like a

sudden drop in packet forwarding rate, can trigger an update.

AB > 0B (6.12)
where AB is the change in behavior and 8B is a threshold.

» Network Topology Change Trigger: Modifications in the network structure,
such as the addition or removal of nodes, initiate a trust score reassessment.
» Feedback-based Trigger: Receiving feedback from neighboring nodes about

a particular node can also initiate a trust score update.

The table provides a clear overview of the various parameters and functionalities
set up in the script for the UWSN scenario. It includes details about the nodes,
energy configurations, data transmission specifications, trust score calculation, and

the movement and interaction of sensor nodes within the network.
6.3.3.2 Handling False Positives and Negatives

False positives (misidentifying trustworthy nodes as malicious) and false negatives

(fatling to identify malicious nodes) can occur. Strategies to handle these are:

* Adaptive Thresholding: Adjust thresholds used in trust evaluation

dynamically based on network conditions to minimize false classifications.
Badaptive = f(underwater network condition) (6.13)

+ Feedback Verification: Implement mechanisms to verify the authenticity and

reliability of feedback received from other nodes to prevent misinformation.
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» Historical Data Analysis: Analyze nodes’ historical behavior to identify
patterns and trends, which can help in distinguishing between temporary
anomalies and genuine malicious activities.

 Consensus Mechanism: Employ a consensus mechanism where decisions are
made based on the agreement of multiple nodes, reducing the likelihood of false

classifications.

Through a dynamic update mechanism, trust scores remain accurate and relevant,
providing a reliable basis for decision-making in UWSNs. The mechanism also
minimizes the impact of false positives and negatives, enhancing the network's security

and functionality.
6.4 Performance Evaluation

Performance evaluation is an indispensable step, shedding light on the resilience and
efficiency of the proposed trust evaluation mechanism within the realm of UWSNs. By
simulating real-world scenarios, the mechanism's performance is critically assessed,

offering a clear picture of its strengths and potential areas of refinement.

6.4.1 Experimental Setup

The significance of a robust performance evaluation in research, particularly when
introducing innovative mechanisms such as the trust evaluation system for Underwater
Wireless Sensor Networks (UWSNSs), is paramount. It bridges the gap between
theoretical constructs and practical applications, offering a holistic view of the

mechanism's potential and efficiency in real-world scenarios.

Central to this assessment is the experimental setup, a meticulously designed
framework that mirrors the intricate dynamics of UWSNs. The simulation environment,
powered by sophisticated tools like Python, replicates the nuances of underwater
communication. deployed 1n a spatial area of 100 x 100 units. Each sensor node
possesses an energy capacity of 100 Joules, while sink nodes are equipped with a higher
energy reservoir of 1000 Joules. Energy consumption metrics include 0.5 Joules per
kilobyte for data transmission, 2 Joules per movement for sensor node mobility, and
varying data sizes for transmission ranging from 2 to 20 KB. Sensor nodes are assigned

MAC addresses randomly, and their connection to sink nodes is proximity-based,
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ensuring that each sensor node links to the nearest sink node. Trust scores are computed
using weighted factors, with different weights assigned to parameters such as bit rate
(BR), image sensing rate (ISR), energy sustainability (ES), and feedback score (FS).
Additionally, 5 sensor nodes are programmed to move between sink domains, and trust
values are periodically shared among interconnected sink nodes. Energy adjustments
for sensor nodes involve random fluctuations. Various attributes, including signal-to-
noise ratio (SNR), Mobility, Data Transmission Rate, Behavioral Reliability (BR),
Interaction Success Rate (ISR), and Feedback Score (FS), are assigned random values.
Sink node details, encompassing sensor nodes, trust values, and attributes (BR, ISR,
ES, FS), are displayed in a tabular format, facilitating the comparison of shared trust

values with current values for moved sensors.

6.4.2 Results and Discussion

The results derived from the performance evaluation serve as a mirror, reflecting the
nuances and capabilities of the trust evaluation mechanism within Underwater Wireless
Sensor Networks (UWSNs). By dissecting these results, a deeper understanding of the

mechanism's prowess and potential areas of enhancement.
6.4.2.1 Accuracy of Trust Evaluation

The comerstone of the trust evaluation mechanism is its accuracy. These metrics gauge
the mechanism's proficiency in distinguishing between benign and malicious nodes,

ensuring the integrity and security of the network.

Table 6.5: Trusted and Malicious Nodes

Sensor Sensor Node Connected Sink Trust BR ISR ES FS

Node Type Node Score

Label

SN1 Trustworthy ~ SK1 3.42 085 080 090 0.87
SN2 Trustworthy ~ SK1 322 0.80 075 085 082
SN3 Malicious SK2 1.03 025 030 020 0.28
SN4 Trustworthy ~ SK2 3.44 0.88 0.79 092 0.85
SN§ Trustworthy ~ SK3 322 082 077 083 0.80
SNé6 Malicious SK3 0.85 020 025 0.18 022
SN7 Trustworthy ~ SK4 3.56 090 085 093 0388
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SN8 Malicious SK4 1.05 030 028 0.22 025
SN9 Trustworthy ~ SKS§ 3.12 0.78 074 0.81 0.79
SN10 Malicious SK5 1.24 035 032 027 030

The Table 6.5 presents information about various sensor nodes within a network. Each
sensor node is identified by a unique label (SN1 to SN10) and categorized as either
"Trustworthy" or "Malicious." Additionally, the nodes are linked to specific sink nodes
denoted by SK1 to SKS. The Trust Score, ranging from 1.5 to 3.56, reflects the level of
trustworthiness of each sensor node with higher scores indicating greater reliability
while below 1.5 shows that the node is malicious. This information is crucial for
managing and securing the network, as it allows for the identification of potential
vulnerabilities and the implementation of appropriate security measures based on the
trustworthiness of each sensor node. When sensor nodes move among a network of
different sink nodes, the trust are recalculated of the moved sensor and considered the
previous trust values. The trustworthiness and malicious nodes are graphicly shown in

Figure 6.4.

Trust Score

Trust Score

K2 Sk1 SK2 SK2 SK3 SK3 SK4 SK4 343 Sk5
Trustworsz.two'UMahclomru%tworﬂmstwcrtrma|:conwusiwortrMalrmoLTfust HGHUNY o s

SN1 SN2 SN3 SN4 SNS Sh6 SN7 SN8 S S0
Trusted Nodes and Malicious Nodes

Figure 6.4: Trust Score

Table 6.6: Trust Evaluation Accuracy in Different Scenarios

Scenario Total Malicious Correctly False Accuracy

Nodes Nodes Identified Positives (%)
Homogeneous 100 25 24 | 96%
Network
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Heterogeneous 100 50 47 3 94%
Network
High Traffic 100 25 23 2 92%
Network
Low Traffic 100 25 24 1 96%
Network

Table 6.6 illustrates the accuracy of malicious node identification across different
network scenarios. Homogeneous, Heterogeneous, High Traffic, and Low Traffic, .ach
with a total of 100 nodes. Notably, the system demonstrates commendable accuracy,
ranging from 92% to 96%, in identifying malicious nodes across all scenarios, albeit

with a minimal number of false positives.

Table 6.7: False Negative Rates in Different Scenarios

Scenario Total Malicious Missed False Negatives
Nodes Nodes Identifications (%)

Homogeneous 100 25 1 4%

Network

Heterogeneous 100 50 3 6%

Network

High Traffic 100 25 2 8%

Network

Low Traffic 100 25 1 4%

Network

Table 6.7 provides a snapshot of malicious node identification across different network
scenarios, revealing a false negative rate between 4% and 8% across Homogeneous,
Heterogeneous, high-traffic, and low-traffic networks, each with 100 nodes. Despite
the varied environments and malicious node counts, the system demonstrates a notable
ability to identify malicious nodes with minimal missed identifications, reflecting a

balance of accuracy and areas poised for improvement in diverse network conditions.
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The results underscore the mechanism's robustness, especially in diverse network
conditions. The slight variations in accuracy across scenarios emphasize the
mechanism's adaptability. However, the false negatives, though minimal, hlghllght

areas that could benefit from further refinement.

—®— Acturacy Trend
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Figure 6.5: Line Graph of Accuracy Trend Over Time
Figure 6.5 shows an accuracy trend in terms of time. By delving deep into these results,
we can chart a path forward, optimizing the trust evaluation mechanism to ensure a

fortified and reliable UWSN environment.
6.4.2.2 Comparison with Existing Mechanisms

The domain of Underwater Wireless Sensor Networks (UWSNs) has witnessed a
plethora of trust evaluation mechanisms. To ascertain the effectiveness of the proposed
mechanism, it's imperative to juxtapose it against mechanisms presented in existing

research literature.

Table 6.8: Comparative Analysis of Trust Evaluation Mechanisms

Mechanism Accuracy False Data Power  Response

(%) Positives Overhead Usage  Time (ms)
(%) (KB) (mW)

Proposed Mechanism 96 2 10 50 20

Trust Eval. Networks [56] 91 4 15 55 25

Probabilistic Trust 93 3 12 53 23

Framework [29]

Machine Leaming-Based 94 25 11 52 22

Trust Assessment [107] —
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The proposed mechanism's merits become evident as shown in Table 6.8. It not only
offers superior accuracy but also boasts reduced data overhead compared to other
mechanisms documented in recent research. The balance it strikes between power usage
and response time further accentuates its potential for UWSN deployments. Figure 6.5

compare the accuracy of the existing methods.

Thoughput Mbp .4
w

yang et al Goyal et al Zhang et af
Methods

Figure 6.6: Accuracy Comparison Various Methods

The proposed mechanism's nuances shine when contextualized within UWSNs. Its
efficient bandwidth utilization, signified by reduced data overhead, and optimal power
usage ensures longevity in underwater deployments. The power usage distribution is

mentioned in Figure 6.6.
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Figure 6.7: Response Time Trend

Figure 6.7 shows a response trend over time. The proposed trust evaluation mechanism
stands out. Its harmonized performance metrics and adaptability earmark it as an

optimal choice for fortifying UWSNS.
6.4.2.3 Network Performance Metrics

Network performance metrics provide a comprehensive lens through which the efficacy
and efficiency of a system, especially in the context of Underwater Wireless Sensor
Networks (UWSNSs), can be assessed. These metrics offer insights into various facets
of the network, from throughput and latency to energy consumption and scalability as
shown in Table 6.9.

Table 6.9: Network Performance Metrics Overview

Metric Proposed Jiang et Goyal et Zhang et
Mechanism al. al. al.

Throughput (Kbps) 85 80 82 83

Latency (ms) 15 18 16 17

Energy Consumption 2.5 3.0 28 29

)

Scalability (Nodes) 1000 800 850 900

The proposed mechanism demonstrates a competitive edge across various metrics. Tt
achieves the highest throughput and scalability while ensuring minimal latency and

energy consumption. -
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Figure 6.8: Troughtput Comparison of Existing Methods
Figure 6.8 compare existing methods in terms of throughput in UWSNs.
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Figure 6.9: Latency Trends

Figure 6.9 present the latency trends over time. The energy efficiency of a system,
especially in UWSNS, is of paramount importance, given the challenges associated with

recharging or replacing underwater nodes.

The energy consumption distribution is the energy consumed by sensing, processing,
communication, and idle. Scalability ensures that as the network grows, the mechanism
can handle the increased load without compromising performance. In summation, the

proposed riechanism's network performance metrics underscore its robustness and
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adaptability. When benchmarked against contemporary research, it emerges as a front-

runner, promising enhanced network performance and reliability in UWSNs.

6.5 Chapter Summary

In the chapter, we addressed node mobility issues of UWSNS, by presenting the trust
evaluation framework and compa.ing the proposed with Jung, Goyel, and Zhang's
approaches. The experimental results show that the proposed approach based on a
modified decision tree is reliable, capable, and secure. Also surpasses existing models
In accuracy, energy conservation, and adaptability. Additionally, the proposed system's
dynamic update capability allows for real-time responsiveness to changing network

conditions, further solidifying its practicality.
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Chapter 7

| Conclusion and Future Work

7.1 Conclusion

This thesis explores the multifaceted aspects of key management with generalized
signcryption and trust evaluation in Underwater Wireless Sensor Networks (UWSNs),
a critical area given the unique operational challenges of UWSNs such as limited
bandwidth, high latency, and node mobility. The research commenced by investigating
the computational efficiency of the key management framework, recognizing the need
for lightweight frameworks that can dynamically manage cryptographic keys like key
generation, key distribution, and key revocation with minimal computational overhead.
The computational burdens associated with adaptive key management and proposed an
integrated framework for efficient key generation, distribution, and revocation. The
study focused on enhancing scalability and reducing the computational load, thereby
improving efficiency for cloud storage applications. In terms of secure communication
among sensor nodes cluster heads and sink nodes the traditional "sign-then-encrypt”
methodology for UWSNs, discusses its unsuitability for resource-constrained
underwater environments due to its high computational and communication costs. The
lack of literature on heterogeneous network models and the need for a generalized
signeryption approach for secure communication that accounts for the diverse roles and
capacities of underwater sensor nodes. Node mobility issue solved by using trust
management model. Sensor nodes move from one network to another network creating
trust issues. The real-time parameters are collected and calculate trusted values. The
sink nodes share trusted values among sink nodes. The moved sensors are easy to
become trusted nodes in the net;avorks. So the trust-based management framework for
UWSNs, aims to establish node trustworthiness amidst challenges like node mobility
and the hostile underwater environment. It highlighted the inadequacies of current trust
evaluation mechanisms and presented a forward-secure and publicly verifiable trust

management scheme.
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7.2 Future Direction

An optimized key management approach with additional compression mechanism and
continuous efforts can be made to refine the integrated key management framework,
focusing on real-world deployment challenges, adaptive algorithms for key distribution
in response to node mobility, and energy-efficient key revocation methods. Future work
should also delve into the development of key management and secure communication
protocols that are tailored to the heterogeneous nature of UWSNs. This includes
exploring algorithms that can adapt to the varying computational and communication
capacities of different nodes. There is a substantial opportunity for developing
comprehensive trust models that incorporate machine leaming to predict node
behaviors and adapt to changing conditions. Such models can further be validated
through extensive simulations and real-world pilot tests. Investigating the potential
integration of emerging technologies such as blockchain and quantum key distribution
within UWSNs can also be a promising direction. This includes assessing the viability
of these technologies in underwater conditions and their impact on the overall network

performance.
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