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ABSTRACT

To communicate data in a reliable and secure way has been the area for quite sometime
and various solutions have been proposed. Two techniques namely Cryptography and
Steganography are generally used for this purpose. The image steganographic techniques
are evaluated on the basis of their information hiding capacity, perceptibility and
robustness against attacks. The proposed system has added flexibility to the system with
an additional layer of security by using the splitter, which makes the system impregnable
and the additional embedding of pseudo data helps in recognizing attacks and in recovery
of data after attacks. The system can detect common image processing attacks like

resizing, rotation, cropping and compression.
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1 Introduction

Information is the life blood of modern business environment. Information and
Communications Technologies play an ever increasing role in delivering timely
information when and where required. Data communications is basically how computers
communicate with other computers across a network, using the internet TCP/IP protocols
and key data communications applications. Data communication is an exchange of data
between two parties and it focuses on transmission in a reliabie and efficient manner. To
achieve reliability secure data communication over the network has been an area of
research for quite sometime and various solutions have been proposed. Four Basic

Services of secure data communication are [1]:

» Confidentiality (Secrecy): The intruder cannot read the encrypted message from
cipher text. The confidentiality can be achieved by digital signatures also.

> Authentication/ Digital Signature: It should be possible for the receiver of a
message to ascertain its origin; an intruder should not be allowed to masquerade
as someone else.

> Integrity: It should be possible for the receiver of a message to verify that
message has not been modified in transit, an intruder cannot substitute a false
message for a legitimate one.

» Non repudiation: A sender should not be able to falsely deny later that he sent a

message.

Authentication systems typically involve parties who play three roles in the
authentication process. A "presenter" presents credentials issued by a third-party "issuer"
to a "verifier" who wishes to determine the veracity of those credentials. In some cases,
one party may play two roles. For example, the verifier and issuer roles are often
combined. The issuer usually uses a separate system to perform an initial authentication

of prospective credential holders prior tc issuing credentials, to ensure that they are
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issued only to legitimate parties. Here are examples of authentication/ digital signature

systems.

e SHA-1 (Secure Hash Algorithm version 1) was developed by NIST in 1993. It is
based on algorithms developed by Ronald Rivest (MD4 (message digest) and
MDS5).

e DSA (The Digital Signature Algorithm) was proposed by the NIST in 1991 and
became a standard in 1993. It is the first digital signature to be accepted by the
U.S. government.

o FECDSA (Elliptic Curve DSA) is an elliptic curve analogy of DSA.

e Kerberos was developed at MIT in the 1980s as a user identification,
authentication and authorization system.

e OPS (Open Profiling Standard) is backed by a few prominent Internet companies
such as VeriSign and Netscape as well as privacy activists such as the Electronic
Frontier Foundation

Access control governs a user’s ability to make a connection to a particular network,
computer or application, or to a specific kind of data traffic. Access from external
systems is generally implemented using network firewalls. A firewall is a group of
systems or a mechanism that enforces a security policy to protect an internal (trusted)
network from an external (entrusted) one. The firewall determines which inside services
can be accessed from the outside, which outsiders are permitted access to the permitted
inside services, and which outside services can be accessed by insiders. For a firewall to
be effective, all traffic to and from the Internet must pass through the firewall, where it
can be inspected. The firewall must permit only authorized traffic to pass, and the
firewall itself must be immune to penetration. A firewall system cannot offer any

protection once an attacker has gotten through or around it.

Threats: - A computer network can be attacked in a number of ways with different

degrees of damage. These attacks can take several forms:
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= Denial of service. The attacker disrupts the smooth flow of information by
crashing or overloading a critical device such as a server, router or firewall. This
is an attack on the availability of information.

= Theft of information. The attacker acquires information that is proprietary to the
organization. This can be done by eavesdropping,sniffing, by masquerading as an
authorized entity, or by a brute-force attack such as the use of a computer
program that guesses passwords. This is an attack on the ownership of
information and intellectual property.

» Corruption of data. The attacker either destroys or corrupts data stored on disk
or corrupts data as it is transmitted across the network. This is an attack on the

integrity of information.

Even if both access control and authentication security systems are completely effective
but any enterprise can still be at risk when data communications travel over a third-party
network such as the Internet. So cryptography is used to protect against eavesdropping. It
is the study of methods of sending messages in disguised form so that only the intended

recipients can remove the disguise and read the message.

Cryptography is used for communicating secrets over non secure channels where sender
maintains the secrecy by transferring data (plaintext) into an unintelligible form (cipher
text) through a process of encryption and the receiver recovers the original plaintext data
by using the process of decryption. Cryptography controls both the encryption and

decryption processes.

Digital cryptography is a set of protocols, algorithms, and techniques providing security

for digital information by encoding and decoding the information using a specific key.
1.1 Two Main Frameworks of Cryptography

Encryption techniques use complicated algorithms to transform digital information
(messages, images, or signals) from plaintext to cipher text. Every time the encryption

key is changed, the cipher text will be different, although the algorithm stays the same.
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The relationship between the encryption and decryption keys classifies the encryption
methods in one of two distinct categories: symmetric and asymmetric encryption.
Symmetric encryption is a traditional way of encrypting (also called Private Key
Encryption), where the encryption and decryption keys are the same. This method is
faster and easier to implement than asymmetric encryption, since the sender and the
receiver use the same key to transmit and receive information. Also, the key sizes are
smaller in symmetric encryption compared to asymmetric algorithms. However, the
private exchanging of the key between the sender and receiver is challenging. Both
parties have to agree and trust on’ a communication medium. Examples of some common

Private Key Encryption algorithms are:

o IDEA (International Data Encryption Algorithm)
o FEAL (Fast Data Encipherment Algorithm)

e DES (Data Encryption Standard)

e Triple DES

o AES
e RC5
e RC6
o LOKI

Symmetric encryption is also divided into two groups: block and stream ciphers. Block
ciphers work on blocks of data and are commonly used to encrypt the documents.
Asymmetric encryption is a method where the encryption and decryption keys are
different. These systems are also called Public Key Encryption Systems, since the
encryption key does not have to be a secret. The sender can publish the encryption key
and anyone can encrypt messages going to the specific user. However, only the receiver
can decrypt the message, since the decryption key cannot be generated with the
knowledge of the encryption key. This method is slower and requires more computational
power than symmetric encryption. Examples of some common Public Key Encryption
algorithms are [2]:

¢ RSA (Rivest-Shamir-Adelman)

Secure Data Communication using Cryptography and Steganography 4
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¢ Diffie-Hellman

1.2 Comparison of Symmetric and Asymmetric Algorithm

Symmetric encryption enables mutual authentication at no extra cost or overhead.
Asymmetric encryption requires the user to have the public verification key of the server.
In a mutual authentication protocol, both the server and user verify the identity of the

other.

Security and Efficiency: - Both symmetric and asymmetric protocols provide equal
security. Both protocols provide a high level of security that is as strong as the algorithm
and keys used. Symmetric key algorithms are far more efficient than asymmetric.
However, since symmetric protocols involve computing only a single key signature, the
differences in efficiency are less significant. Secure authentication requires secure
hardware, and it is in this context that we find the main advantage of symmetric over
asymmetric protocols. Since symmetric key algorithms are much simpler than

asymmetric, the hardware required is significantly less expensive [2].

Secure Data Communication using Cryptography and Steganography 5
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2 Literature Review

2.1 Study of Cryptographic Algorithm

“Gigabits per Second Implementation of the IDEA Cryptographic Algorithm” by Antti
Hamalainen, Matti Tommiska and Jorna Skytta, 760-769, EPL 2002,describes the
algorithm as IDEA (International Data Encryption Algorithm) that it is one of
the strongest secret-key block ciphers. The algorithm consists of three arithmetic
operations: XOR, Addition modulc 216 and Multiplication modulo 2*16 + 1. The
algorithm processes data in 16-bit sub blocks and can be fully pipelined. IDEA encrypts
64-bit plaintext blocks into 64-bit cipher text blocks using a 128-bit input key K. The
algorithm consists of eight identical rounds followed by an output transformation. Each
round uses six 16-bit sub keys to transform a 64-bit input into an output of four 16-bit
blocks, which are then input to the next round IDEA is considered highly secure, and it
has resisted all forms of attack. The security of IDEA appears bounded only by the

weaknesses arising from the relatively small (compared to its key length) block length of
64 bits [3].

Advantages of IDEA
The following are the advantages

» Minimal key setup time.

» Many of the round operations can be combined into the same cycle to help
minimize a pipelined implementation.

> All the operations are extremely fast in hardware.

» The entire algorithm is fast as far as encryption goes.

» The same encryption hardware can be mostly reused for the decryption.

Secure Data Communication using Cryptography and Steganography 6
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Disadvantages of IDEA
The following are the disadvantages
» Fixed block size smaller than a cache block
» Requires many registers to store intermediates between a rounds stages.

» The IDEA algorithm is patented and must be licensed for commercial use. [3].

“Data Encryption Standard”, a technical report from wikipidia on encyclopedia describes
The Fast Data Encipherment Algorithm (FEAL) as an alternative to DES. The
original cipher (called FEAL-4) was a four-round cryptosystem with a 64-bit block size
and a 64-bit key size and it was designed to give high performance in software. A number
of attacks have been developed against it, which has led to revised versions with more

rounds and larger keys. In the wake of these numerous attacks, FEAL and its derivatives

should be considered insecure.

“Data Encryption Standard”, a technical report from wikipidia on encyclopedia describes
the The DES (Data Encryption Standard) algorithm as the most widely used
encryption algorithm in the world. For many years, and among many people, "secret code
making" and DES have been synonymous. DES operates on 64-bit blocks of data, using a

56-bit key. DES has two steps to process, first it process the key and secondly it
processes a 64-bit data block

DES is now considered to be insecure for many applications. This is chiefly due to the
56-bit key size being too small; DES keys have been broken in less than 24 hours. There
are also some analytical results which demonstrate theoretical weaknesses in the cipher,
although they are infeasible to mount in practice. The algorithm is believed to be
practically secure in the form of Triple DES although there are theoretical attacks. In
recent years, the cipher has been superseded by the Advances Encryption Standard (AES)

[4].

Security of DES:

Secure Data Communication using Crypiography and Steganography 7
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Unfortunately, with advances in the field of cryptanalysis and the huge increase in
available computing power, DES is no longer considered to be very secure. There are
algorithms that can be used to reduce the number of keys that need to be checked, but
even using a straightforward brute-force attack and just trying every single possible key

there are computers that can crack DES in a matter of minutes.

If a time limit of 2 hours to crack a DES encrypted file is set, then we have to check all
possible keys (2*56) in two hours, which is roughly 5 trillion keys per second. Whilst this
may seem like a huge number, consider that a $10 Application-Specific Integrated
Circuits (ASICs) chip can test 200 million keys per second, and many of these can be
paralleled together [2]. It is suggested that a $10 million investment in ASICs would
allow a computer to be built that would be capable of breaking a DES encrypted message

in 6 minutes [2].

It is the conclusion of this author that DES can no longer be considered a sufficiently
secure algorithm. If a DES-encrypted message can be broken in minutes by
supercomputers today, then the rapidly increasing power of computers means that it will
be a trivial matter to break DES encryption in the future (when a message encrypted

today may still need to be secure).

“An Introduction to modern Cryptography”, Oli Cooper, 22nd February 2001describes
LOKI as a cipher designed as a result of the detailed analysis of existing block ciphers,
particularly of the DES. Overall design is based on design principles developed from a
detailed analysis of the DES which includes permutation P and its role in growth of
dependence of cipher bits on input bits and permutation PC2 and key rotation schedule
and its role in growth of dependence of cipher bits on key bits. Aim was for structure to
be as simple as possible without compromising security

“An Introduction to modern Cryptography”, Oli Cooper, 22nd February 2001describes
RSA as a public-key cryptosystem meaning that different keys are used to encode and
decode message. Since the encoding key is of no help in decoding, it can be made public

at no risk to security. The security of RSA is based on the difference in the computational
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complexity of primly testing. Encoding is fast because it relies on primly testing to

construct the keys, while the hardness of decryption, follows from that of factorizing.
Security of RSA

“An Introduction to modern Cryptography”, Oli Cooper, 22nd February 2001 describes
RSA as for encrypting or decrypting, signing or verifying, is essentially a modular
exponentiation, which can be performed by a series of modular multiplications. In
practical applications, it is common to choose a small public exponent for the public key.
There are some restrictions on the prime factors of the modulus when the public exponent
is fixed. This makes encryption faster than decryption and verification faster than signing.
"Fast multiplication”" techniques, such as FFT-based methods, require asymptotically
fewer steps, though in practice they are not as common due to their great software

complexity and the fact that they may actually be slower for typical key sizes [5].

“RC6 and the AES” by M. J. B. Robshaw, 16d Stowe Rd, London, W12 8BN, UK January
9, 2001 describes RCS as a fast block cipher designed by Ronald Rivest for RSA Data
Security in 1994. It is a parameterized algorithm with a variable block size, a variable key
size, and a variable number of rounds. Allowable choices for the block size are 32 bits
(for experimentation and evaluation purposes only), 64 bits (for use a drop-in
replacement for DES), and 128 bits. The number of rounds can range from 0 to 255,
while the key can range from 0 bits to 2040 bits in size. Such built-in variability provides

flexibility at all levels of security and efficiency.

There are three routines in RC5: key expansion, encryption, and decryption. In the key-
expansion routine, the user-provided secret key is expanded to fill a key table whose size
depends on the number of rounds. The key table is then used in both encryption and
decryption. The encryption routine consists of three primitive operations: integer
addition, bitwise XOR, and variable rotation. The exceptional simplicity of RC5 makes it
easy to implement and analyze. Indeed, like the RSA system, the encryption steps of RC5

can be written on the "back of an envelope".
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The heavy use of data-dependent rotations and the mixture of different operations provide
the security of RC5. In particular, the use of data-dependent rotations helps defeat
differential and linear cryptanalysis .

RCG6 is a block cipher based on RC5 and designed by Rivest, Sidney, and Yin for RSA
Security. Like RC5, RC6 is a parameterized algorithm where the block size, the key size,
and the number of rounds are variable; again, the upper limit on the key size is 2040 bits.

The main goal for the inventors has been to meet the requirements of the AES.

There are two main new features in RC6 compared with RCS: the inclusion of integer
multiplication and the use of four b/4-bit working registers instead of two b/2-bit registers
as in RCS (b is the block size). Integer multiplication is used to increase the diffusion
achieved per round so that fewer rounds are needed and the speed of the cipher can be
increased. The reason for using four working registers instead of two is technical rather
than theoretical. Namely, the default block size of the AES is 128 bits; while RC5 deals
with 64-bit operations when using this block size, 32-bit operations are preferable given
the intended architecture of the AES [6].

“Provably Authenticated Group Diffie-HGellman Key Exchange” by Emmanuel Bresson,
Olovier Chevassul, David Pointcheval, Jean Jacques Quisquater, CCS 01, USA, 2001
describes Group Diffie-Hellman schemes as Authenticated Key Exchange are
designed to provide a pool of players communicating over an open network with a shared
secret key which may later be used to achieve some cryptographic goals like multicast
message confidentiality or multicast data integrity. Secure virtual conferencing involving
up to a hundred participants is an example of such a multicast scenario. In this scenario
the group membership is static and known in advance: at startup the participants would
like to engage in a conversation at the end of which they have established a session key.
For this scenario group Diffie-Hellman schemes are attractive alternatives to methods
that establish a session key between every pair of players in the multicast group or rely on

a centralized key distribution center [7].
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“AES Algorithm (FIPS 197) Advanced Encryption Standard” by ADI-AMD, vocal
technologies 2003 describes The Advanced Encryption Standard (AES Algorithm) as a
computer security standard that became effective on May 26, 2002 by NIST to replace
DES. The cryptography scheme is a symmetric block cipher that encrypts and decrypts
128-bit blocks of data. Lengths of 128, 192, and 256 bits are standard key lengths used by
AES Algorithm.

The algorithm consists of four stages that make up a round which is iterated 10 times for
a 128-bit length key, 12 times for a 192-bit key, and 14 times for a 256-bit key. The first
stage "SubBytes" transformation is a non-linear byte substitution for each byte of the
block. The second stage "ShiftRows" transformation cyclically shifts (permutes) the
bytes within the block. The third stage "MixColumns” transformation groups 4-bytes
together forming 4-term polynomials and multiplies the polynomials with a fixed
polynomial mod (x*4+1). The fourth stage "AddRoundKey" transformation adds the
round key with the block of data [8].

2.2 Comparison between RSA and DES

“AES Algorithm (FIPS 197) Advanced Encryption Standard” by ADI-AMD, vocal
technologies 2003 describes the comparison that on a 90 MHz Pentium, RSA Data
Security's cryptographic toolkit BSAFE 3.0 has a throughput for private-key operations
of 21.6 K bits per second with a 512-bit modulus and 7.4 K bits per second with a 1024-
bit modulus. The fastest RSA hardware has a throughput greater than 300 K bits per
second with a 512-bit modulus, implying that it performs over 500 RSA private-key
operations per second. In pure algorithmic terms, RSA is a strong. It has the ability to

support much longer key lengths than DES etc

By comparison, DES is much faster than RSA. In software, DES is generally at least 100
times as fast as RSA. In hardware, DES is between 1,000 and 10,000 times as fast,
depending on the implementation. lmplementations of RSA will probably narrow the gap

a bit in coming years, as there are growing commercial markets, but DES will get faster

as well.
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There are a few possible interpretations of "breaking RSA." The most damaging would
be for an attacker to discover the private key corresponding to a given public key; this
would enable the attacker both to read all messages encrypted with the public key and to
forge signatures. The obvious way to do this attack is to factor the public modulus, n, into
its two prime factors, p and q. From p, g, and e, the public exponent, the attacker can
easily get d, the private exponent. The hard part is factoring n; the security of RSA
depends on factoring being difficult. In fact, the task of recovering the private key is
equivalent to the task of factoring the modulus: use d to factor n, as well as use the
factorization of n to find d. It should be noted that hardware improvements alone will not
weaken RSA, as long as appropriate key lengths are used; in fact, hardware

improvements should increase the security of RSA [8].

2.3 Comparison OF AES and XOR Algorithm

“A Light-Weight Encrypting For Real Time Video Transmission”, Salah Aly, February 35,
2003 describes the comparisons that nowadays in the digital world, multimedia security
is becoming more important with the continuous increase in the use of digital
communications on the Internet. In addition, special and reliable security in storage and
transmission of digital images and videos is needed in many digital applications, such as
video conferencing and medical imaging systems, etc. So in the paper presented by Salah
Aly in 2003 AES algorithm is used for securing real time video transmission with little
processing overhead over the Internet. They adapt AES and XOR algorithms to be used
with JPEG, H261, CellB, and MPEG video encoders and decoders. The performance of
AES encryption frames is to display the received frames on time. The encryption delays
overhead using AES is less than the overhead using XOR algorithm. In addition, AES
can achieve satisfactory encryption results with little overhead. So they conclude that
using AES is a feasible solution to secure real time video transmissions. So partial or full
AES encryption algorithm can be used to secure real time video applications including
Video On-Demand (VOD), pay-TV, and video conferencing. This usage depends also on

how much security is needed [9].
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Performance comparison of AES Candidates

In the paper “Performance comparison of AES Candidates” by Bruce Schneier in
Feburary 1, 1999, the performances of the leading AES candidates are compared on a
variety of common platforms: 32-bit CPUs, 64-bit CPUs, cheap 8-bit smart-card CPUs,
and dedicated hardware. First some general observations are made on the performance
issues for each of the platforms, and then compared the various AES candidates, and
finally look at the specific issues for each of the candidates. Nine algorithms CAST-256,
Crypton, DFC, E2, Frog, HPC, Mars, RC6, and Serpent are completely independent of
key length. Two algorithms Loki97 and Twofish- encrypt and decrypt independent of key
length, but take different times to set up different size keys. Twofish takes longer to set
up a longer key, while Loki97 actually takes less time to set up a longer key than it does
to set up a shorter key. Four algorithms DEAL, Magenta, Rijndael, and SAFER - encrypt
and decrypt at different speeds, depending on key length. This paper concentrated on key
setup and encryption for 128-bit keys. As encryption speed is more important than key
setup speed. The DEAL and Magenta encrypt 33% slower using 256-bit keys. Rijndael
encrypts 20% slower for 192-bit keys and 40% slower for 256-bit keys. SAFER has the
largest performance degradation for large keys; it is 50% slower for 192-bit keys and
100% slower for 256-bit keys. The conclusion that is extracted in this paper is that it is
very difficult to compare cipher designs for efficiency, and even more difficult to design
ciphers that is efficient across all platforms and all uses. It's far easier to design a cipher

to be efficient on one platform, and then let the other platforms come out as they may
[101.

2.4 Why Steganography

The use of images is becoming more persistent in modern culture. Visual communication
through an image helps to make a subject clear and attractive. Digital images, audio and
video files are composed of collections of bits that are translated by their related software
into images, sounds or videos. These files contain unused areas or data that is
insignificant and can be overwritten. By using steganographic techquies, we can hide our
text in an image. Steganography literally means covered writing. Its goal is to hide the

fact that communication is taking place. This is often achieved by using a (rather large)
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cover file and embedding the (rather short) secret message into this file. The result is an
innocuous looking file (the stego file) that contains the secret message. There are three
different aspects in information-hiding systems contend with each other: capacity,
security and robustness. Capacity refers to the amount of information that can be hidden
in the cover medium, security to an eavesdropper’s inability to detect hidden information
and robustness to the amount of modification the stego medium can withstand before an

adversary can destroy the hidden information.
Steganography Principles

» The difference of the cover image and stego-image should be visually un-
noticeable. The embedding itself should draw no extra attention to the stego-
image so that no hackers would try to extract the hidden message.

» The message hiding method should be reliable. It is impossible for someone to
extract the hidden message if does not have a special extracting method and a
proper secret key.

» The maximum length of the secret message that can be hidden should be as long
as possible.

> An IS scheme should be able to live up to some lossy image compression and
image processing done to the stego image. The message recovery rate should be

high after these image manipulations.
How to Design IS
LSB Image Steganography

» Message is hidden in the least significant bits(LSB) of the pixels of the cover
image.

» The image quality of the stego image of LSB scheme is very close to the original

» It cannot survive under some image processing, such as the JPEG lossy

compression [11].

Wavelet Transformation bases IS
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» This Scheme embeds the secrets message by modifying the wavelet coefficients
of the original cover image.

» The modification is based on the patterns of the wavelet coefficients

» The experimental results show that the difference between the original image and
the embedding image is visually unnoticeable

» The Scheme can still work well under JPEG compression [12].

2.5 Comparison of Cryptography & Steganography

Steganography and encryption are both used to ensure data confidentiality. However the
main difference between them is that with encryption anybody can see that both parties
are communicating in secret. Steganography hides the existence of a secret message and

in the best case nobody can see that both parties are communicating in secret.

So it is true that cryptography is about protecting the content of messages (their meaning)
whereas steganography is about concealing their very existence. But it is a fact that
Steganography has its place in security and it can not replace cryptography but
supplement it. Hiding a message with steganography methods reduces the chance of a
message being detected. However, if that message is also encrypted, if discovered, it

must also be cracked.

It is often thought that communications may be secured by encrypting the traffic, but this
has rarely been adequate in practice. Some writers concentrated on methods for hiding
messages rather than for enciphering them; and although modern cryptographic
techniques are still preferred hiding over ciphering because it arouses less suspicion. A
message in cipher text may arouse suspicion while an invisible message will not. In
conirast to cryptography, where the "enemy" is allowed to detect, intercept and modify
messages without being able to violate certain security premises guaranteed by a
cryptosystem, the goal of steganography is to hide messages inside other "harmless"
messages in a way that does not allow any "enemy" to even detect that there is a second
secret message present. Steganography, on the other hand, strives for high security and

capacity, which often entails that the hidden information is fragile.

Advantages of Steganography
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» The existence of hidden message is imperceptible, there is no effort to decode/
extract the message.

» Specially useful in passing secret messages over the internet

» All forms of digital data (Still image, Audio, Vide, Text document, multimedia

documents) can be used information hiding.

2.6 Comparison of Different Steganographic Types
In the paper “Disguising Text Cryptography using Image Cryptography” by Potdar
Vidyasagar Image Steganography, Audio steganography and Video Steganography are
discussed. There are a variety of methods for image steganography. These are
1. Replacing Least Significant Bit
2. Replacing Moderate Significant Bit
3. Transformation Domain Techniques
a. Discrete cosine Transformation [13].
b. Discrete Wavelet Transformation
Replacing Least Significant Bit: - A simple scheme proposed by Chang (2002), is to
place the embedding data at the least significant bit (LSB) of each pixel in the cover
image. Altering LSB doesn’t change the quality of image to human perception but this

scheme is sensitive a variety of image processing attacks like compression, cropping etc.

Replacing Moderate Significant Bit: Chan and Chang (2001) showed how to use the
moderate significant bits of each pixel in the cover image to embed the secret message.
This method improves sensitivity to modification, but it degrades the quality of stego-

image.

Transformation Domain Techniques: Other familiar data hiding techniques use the
transformation domain of digital media to hide information. Functions such as the
discrete cosine transform (DCT) and the discrete wavelet transform (DWT) are widely
applied. These methods hide the messages in the significant areas of the cover image
which makes them robust against compression, cropping and other image processing
attacks. Although image steganographic techniques can be used to disguise the existence
of cryptography, these techniques themselves are vulnerable to detection, hence the

existence of cryptographic communication can be re-veiled.
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Audio Steganography

Embedding external data in an audio signal can be done in the time-domain as well as in
the spectral-domain. Palet.al (2002) compares these different audio steganographic

methods based on the method’s embedding capacity and robustness.

1. Low Bit Encoding: This method has high embedding capacity (41,000 bps), but
it is least robust. This method replaces the less significant bits (LSB) of an audio
signal. It exploits the absolute threshold of hearing but is sus-ceptible to attacks.

2. Spread Spectrum: This method is highly robust but has a negligible embedding
capacity (4 bps). This method encodes data in a “wider than required” frequency
band to reduce perceptual distortions and improve upon ro-bustness but lacks

sufficient embedding capacity.

3. Perceptual Masking: This technique has the highest embedding capacity
(450,000 bps) but again it’s least ro-bust. This method stores data in perceptually
insignificant regions of the spectrum. Other techniques like echo hiding, phase
coding, and cepstral hiding have medium embedding capacity and robustness.
Even audio steganographic techniques are susceptible to detection and cannot

disguise cryptographic communication [14].
Video Steganography

Video steganography is not much different from image steganography. Actually we can
say video steganogra-phy is a derivative of image steganography, this is because video is
made up of a series of images that are transmitted. So whatever techniques (and attacks)

that can be applied to images very well apply for videos.

1. Discrete Cosine Transformation: Many digital video conferencing systems are
mainly based on two-dimensional discrete cosine transformation [14]. Although
DCT video encoding is efficient it iniroduces undesirable blocking artifact at low

bit rates .
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2. Wavelet Coding: Other approaches like wavelet [15], introduce ringing or
rippling artifacts, which become more troublesome in the surrounding area of the

image edges.

2.7 Comparison of DCT and DWT

In the paper “Comparison of Wavelet and Cosine Basis for Representation of Arbitrarily
Shaped Image Segments” by Surendra Ranganath in 1998 describes an algorithm by
which the given image segment is successively approximated using 2-D shape-
independent basis functions defined on a rectangle circumscribing the image segment.
Discrete cosine and discrete wavelet basis were used in the system respectively, and
performance comparison between them was made. Simulation results showed that MP-
DWT exhibits high energy compactness, and provides better approximation of the given
image segment than MP-DCT for non-homogeneous segments. The disadvantage of MP-
DWT is that unusual blocks appear in the extrapolation outside the segment due to the
selection of basis with small overlap with the image segment. To overcome this CSMask
is defined to select only those basis functions having larger overlap with the image
segment, thereby greatly improving the extrapolation result. It is also found in this papers
that with CSMask, there is almost no change in the approximation results. The
improvement brought about by the use of CSMask has significant beneficial implication

for coding the segment [16].

2.8 Combination of Setganography and Cryptography Method

In the paper ‘“Security Through Obscurity”, Dr.K Duraiswamy proposed a scheme to
enhance the data security is the combination of cryptography and steganography. This

Scheme has following steps

1. Apply encryption algorithm. This algorithm encrypts the text with a strong block
cipher mechanism by applying the cipher block-chaining mode. It also provides

the password protection.

2. The cipher text file is embedded into the stego medium. The stego medium may

be any image file compressed with lossless compression. The message is hidden
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into the LSBs of the image file. The proposed algorithm handles the carrier file in
a much careful way, since a very small change in the stego file, which is

noticeable, will reveal the fact that it contains some data.

This scheme provides an extra layer of protection. To get the original message, the junk
file has to be decrypted with the encryption algorithm with the correct password. There is
also an extra layer of protection. If the algorithm is found out, intruder must supply the
correct password to get the correct message. Even if one character is altered in the

password the original message can’t be obtained [17].

Steganography and encryption are both used to ensure data confidentiality. However the
main difference between them is that with encryption anybody can see that both parties
are communicating in secret. Steganography hides the existence of a secret message and

in the best case nobody can see that both parties are communicating in secret.

2.9 Problem Definition

Cryptography is a secrete way for communicating secret messages over non secure
channels where sender maintains the secrecy by transferring data into unintelligible form
through a process of encryption. This encrypted message can be intercepted by a
cryptanalyst who forced the sender to reveal the keys that generated the cipher text so that
the original message could be known to him. This Scenario highlights few key issues
namely: how to maintain the privacy of a sender and how to provide more confidentiality.
Another technique for secure communication is steganography whose purpose is to hide
both information and the existence of information in an image. Its purpose is not only to
communicate in a hidden manner but also to keep aggressive elements away from being

aware of this communication..

* Technique for secure communication is steganography whose purpose is to hide
both information and the existence of information in an image

* Its purpose is not only to communicate in a hidden manner but also to keep
aggressive elements away from being aware of this communication

* In the paper “Security Through Obscurity” by Dr.K.Duraiswamy proposed scheme
is the combination of cryptography and steganography to enhance the security
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+ Even by the combination of Cryptography and Steganography the message can be
hacked
» So there is an open end for the research for adding more security layers or can

make it robust.

2.10 Proposed Solution
Encrypto Split Image steganography (ESIS) is to produce an efficient and stable platform

for communication. The main constraint taken into consideration was the error free

secure communication.

» We proposed a scheme of combination of cryptography and steganography with

one more security layer which is less susceptible to cryptanalyst and steganalyst

* Encrypto Split Image steganography (ESIS) is to produce an efficient and stable

platform for communication.

» The main constraint taken into consideration was the error free secure

communication.

» The goal of project is to provide a secure communication by introducing the third

security level and detecting the almost all possible image processing attacks

First the sender sends send the plain text message to the Encryption Phase which
converts it into an encrypted secret message by using Advanced Encryption Standard

(AES) and then the Splitter Algorithm splits the message into two halves on the basis of
bits.

Two cover images are taken in the Stegosystem Encoder and then by using one of the
transformations (DCT, DWT or DFT) these images are transformed. these different/same
images are embedded to generate the stego-images, which are named as stego-imagel

and stego-image? and then are transferred on the network.

At the receiving end the inverse procedure is applied to get the original message that first
we estimate both stego-images that if there is any attack or not and if find any attack we

could recover it. After this the stegosyvstem Decoder decodes the images into encrypted
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splitted data. This splitted data is combined back and then passed to Decryption Phase

which performs AES Decryption and the receiver gets the original text message .
Advantages of our System

We proposed one more security level by developing a splitting algorithm and detection
algorithm. This solution has following advantages first, encrypted text can be easily
identified because the data is scrambled but encrypted (or scrambled) image would not

look anomalous (if the image is not very distinct).

Second, the existence of splitting encrypted text into two portions and embedding them
into two different images won’t be detected because meaningful text cannot be recovered

from the one stego image.

Third, no one would look for textual information hidden (not embedded) in an image.
rather everyone might sense steganography and try to steganalyse it, as image is normally

used in the context of steganography.

Fourth, the detection algorithm can detect the image processing attacks like resizing,
rotation, cropping and compression. This also serves for security purpose. The proposed

solution inherits the strong features of cryptography and steganography while omitting

their weaknesses.

2.11 GOALS AND OBJECTIVES

e How far the data is resistant to possible attacks like image transformation?
¢ To introduce the third level of security in our proposed Model

e Images when they are distributed, there may be an unintentional or intentional
transformation caused due to file operations like compressions, changing formats
etc... Also the watermarked image may be edited due to the user needs like it may

be cropped, rotated (geometrical attacks).

e Existing techniques for watermarking are sensitive to several transformations of

the image thus lacking robustness.
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e Imperceptibility: After embedding data, there should not be any perceptible
difference found in the quality of image that is being water marked. The
watermark should not be easily noticed by simple visual inspection. There should

not be noticeable change betvicen the original and watermarked image.

e Robustness: Images are often attacked by strangers knowingly or unknowingly.
Such a technique should be chosen that is robust to attacks caused by image

processing software. Attacks to deal with in this thesis are

e Data loss caused by rotation of the illustration image, order of all the pixels is

going to change.

e Losing pixel information due to editing of image like removing certain area, over

writing certain areas with different information
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Chapter 3 Transformation and Algorithm Specification

3 Transformations and Algorithm Specification

3.1 Transformations
The transformations used in this project are Discrete Cosine transformation (DCT),

Discrete Wavelet Transformation (DWT) and discrete Fourier transformation (DFT). The
algorithm being used is AES.

3.1.1 Discrete Cosine Transformation (DCT)
The discrete cosine transform (DCT) helps separate the image into parts (or spectral sub-

bands) of differing importance (with respect to the image's visual quality). The DCT is
similar to the discrete Fourier transform: it transforms a signal or image from the spatial

domain to the frequency domain.

fli.j) Fluv)

. D' o’

DCT Encoding

The general equation for a 1D (V data items) DCT is defined by the following equation:

L2V R " _
Flu) = (-—1{;-) Z Aft).cos {%(?i + I)] fi}

pim
and the corresponding inverse 1D DCT transform is simple F(x), i.e.:

where
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L forf =0
Aliy=1{ V2
) { 1 otherwise

The general equation for a 2D (N by M image) DCT is defined by the following equation:

¥ EN-1M-1
Fluv) = (“i,;) ( ) Z Z A{i}.A{j)cos [2 N(?li—i)] {2 ] (27 + 1)] S g

=0 =0
and the corresponding inverse 2D DCT transform is simple F Yuw, 1e.:

where

Alg) = { «55 for£ =0

otherwise
Basic Operation of DCT

The basic operation of the DCT is as follows:

e The input image is N by M;

e F (4i,]) is the intensity of the pixel in row i and column j;

e F(u, v)is the DCT coefficient in row k1 and column k2 of the DCT matrix.

o For most images, much of the signal energy lies at low frequencies; these appear
in the upper left corner of the DCT.

e Compression is achieved since the lower right values represent higher
frequencies, and are often small - small enough to be neglected with little visible
distortion.

o The DCT input is an 8 by 8 array of integers. This array contains each pixel's gray
scale level; 8 bit pixels have levels from 0 to 255. The output array of DCT

coefficients contains integers; these can range from -1024 to 1023.
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3.1.2 Discrete Wavelet Transformation (DWT)

The fundamental idea behind wavelets is to analyze according to scale. Indeed, some
researchers in the wavelet field feel that, by using wavelets, one is adopting a whole new
mindset or perspective in processing data. Wavelets are functions that satisfy certain

mathematical requirements and are used in representing data or other functions.

Dilations and translations of the "Mother function," or "analyzing wavelet" ¥*} define an

orthogonal basis, our wavelet basis:

G =27 x-t) @)

The variables s and [ are integers that scale and dilate the mother function ™*to generate
wavelets, such as a Daubechies wavelet family. The scale index s indicates the wavelet's
width, and the location index / gives its position. Notice that the mother functions are
rescaled, or "dilated" by powers of two, and translated by integers. What makes wavelet
bases especially interesting is the self-similarity caused by the scales and dilations. Once

we know about the mother functions, we know everything about the basis.

To span our data domain at different resolutions, the analyzing wavelet is used in a

scaling equation:
-2
W(x)=;_;x(_1j‘cm¢(2x+k3 (4)
where W(x) is the scaling function for the mother function ®* and ¢+are the wavelet

coefficients. The wavelet coefficients must satisfy linear and quadratic constraints of the

form

§oz2 & 28
ébck” 5 goﬁfzm =%

where fis the delta function and / is the location index.
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One of the most useful features of wavelets is the ease with which a scientist can choose
the defining coefficients for a given wavelet system to be adapted for a given problem. In
Daubechies' original paper [6], she developed specific families of wavelet systems that
were very good for representing poiynomial behavior. The Haar wavelet is even simpler,

and it is often used for educational purposes.

It is helpful to think of the coefficients {6a -t as a filter. The filter or coefficients are
placed in a transformation matrix, which is applied to a raw data vector. The coefficients
are ordered using two dominant patterns, one that works as a smoothing filter (like a
moving average), and one pattern that works to bring out the data's "detail" information.
These two orderings of the coefficients are called a quadrature mirror filter pair in signal
processing parlance. A more detailed description of the transformation matrix can be

found elsewhere.

The wavelet transform is actually a subset of a far more versatile transform, the wavelet

packet transform.

Wavelet packets are particular linear combinations of wavelets. They form bases which
retain many of the orthogonality, smoothness, and localization properties of their parent
wavelets. The coefficients in the linear combinations are computed by a recursive
algorithm making each newly computed wavelet packet coefficient sequence the root of

its own analysis tree.
Wavelet Applications

Computer and human Vision

FBI Fingerprint Compression

1

2

3. Denoising Noisy Data

4. Detecting Self-Similarity in a Time Series
5

Musical Tones
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3.1.3 Fourier Transformation
Fourier's representation of functions as a superposition of sines and cosines has become

ubiquitous for both the analytic and numerical solution of differential equations and for
the analysis and treatment of communication signals. Fourier and wavelet analysis have
some very strong links.

The Fourier transform's utility lies in its ability to analyze a signal in the time domain for
its frequency content. The transform works by first translating a function in the time
domain into a function in the frequency domain. The signal can then be analyzed for its
frequency content because the Fourier coefficients of the transformed function represent
the contribution of each sine and cosine function at each frequency. An inverse Fourier
transform does just what you'd expect, transform data from the frequency domain into the
time domain.

Discrete Fourier Transforms
The discrete Fourier transform (DFT) estimates the Fourier transform of a function from

a finite number of its sampled points. The sampled points are supposed to be typical of

what the signal looks like at all other times.

The DFT has symmetry properties almost exactly the same as the continuous Fourier
transform. In addition, the formula for the inverse discrete Fourier transform is easily
calculated using the one for the discrete Fourier transform because the two formulas are

almost identical.

A discrete transform is a transform whose input and output values are discrete samples,

making it convenient for computer manipulation. There are two principal reasons for

using this form of the transform:

The input and output of the DFT are both discrete, which makes it convenient for

computer manipulations.

There is a fast algorithm for computing the DFT known as the fast Fourier transform
(FFT).
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The DFT is usually defined for a discrete function f(m,n )that is nonzero only over the

finite region Osms=M-1 and 0<nsN-1 . The two-dimensional M-by-N DFT
and inverse M-by-N DFT relationships are given by

M-1 N-1 /M) 22/N) p=01..,M-1
| . ’ _‘: T gn = \ y sy -
F(p,q) = fm,nye /ST 0P
m§=:0 n§0 q=01.,N-1
M-1 N-1
_ 1 j@rsMpm j2x/Nygn  m =0,1,...M-1
f(mun) —MNP 0 ZOF(,U,Q)E € n = 0, 1,....N—1

The values Fp, ?)are the DFT coefficients of f(m, n) The zero-frequency
F(0,0)

coefficient, , is often called the "DC component." DC is an electrical
engineering term that stands for direct current. (Note that matrix indices in MATLAB

always start at 1 rather than 0; therefore, the matrix elements f(1,1) and F(1,1) correspond

to the mathematical quantities f(0,0) and F(0,0) , respectively.)

3.1.4 Similarities between Fourier and Wavelet Transforms
The fast Fourier transform (FFT) and the discrete wavelet transform (DWT) are both

linear operations that generate a data structure that contains P£:%segments of various

lengths, usually filling and transforming it into a different data vector of length 2°.

The mathematical properties of the matrices involved in the transforms are similar as
well. The inverse transform matrix for both the FFT and the DWT is the transpose of the
original. As a result, both transforms can be viewed as a rotation in function space to a
different domain. For the FFT, this new domain contains basis functions that are sines
and cosines. For the wavelet transform, this new domain contains more complicated basis

functions called wavelets, mother wavelets, or analyzing wavelets.
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Both transforms have another similarity. The basis functions are localized in frequency,
making mathematical tools such as power spectra (how much power is contained in a
frequency interval) and scalegrams (to be defined later) useful at picking out frequencies

and calculating power distributions.

3.1.4 Dissimilarities between Fourier and Wavelet Transforms
The most interesting dissimilarity between these two kinds of transforms is that

individual wavelet functions are localized in space. Fourier sine and cosine functions are
not. This localization feature, along with wavelets' localization of frequency, makes many
functions and operators using wavelets "sparse" when transformed into the wavelet
domain. This sparseness, in turn, results in a number of useful applications such as data

compression, detecting features in images, and removing noise from time series.

One way to see the time-frequency resolution differences between the Fourier transform
and the wavelet transform is to look at the basis function coverage of the time-frequency
plane. Figure 1 shows a windowed Fourier transform, where the window is simply a
square wave. The square wave window truncates the sine or cosine function to fit a
window of a particular width. Because a single window is used for all frequencies in the
WFT, the resolution of the analysis is the same at all locations in the time-frequency

plane.

‘ R

g -

Time

Fig. 1. Fourier basis functions, time-frequency tiles, and coverage of the time-

frequency plane.
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An advantage of wavelet transforms is that the windows vary. In order to isolate signal
discontinuities, one would like to have some very short basis functions. At the same time,
in order to obtain detailed frequency analysis, one would like to have some very long
basis functions. A way to achieve this is to have short high-frequency basis functions and
long low-frequency ones. This happy medium is exactly what you get with wavelet
transforms. Figure 2 shows the coverage in the time-frequency plane with one wavelet

function, the Daubechies wavelet.

Ao A A
‘

Frequency

Time

Fig. 2. Daubechies wavelet basis functions, time-frequency tiles, and coverage of the

time-frequency plane.

One thing to remember is that wavelet transforms do not have a single set of basis
functions like the Fourier transform, which utilizes just the sine and cosine functions.
Instead, wavelet transforms have an infinite set of possible basis functions. Thus wavelet
analysis provides immediate access to information that can be obscured by other time-

frequency methods such as Fourier analysis.

3.2 Algorithm

In our implementation the security consideration we are using the symmetric key

cryptography algorithm, Advanced Encryption Standard (AES).

3.2.1 Advanced Encryption Standard (AES)
The AES is the Advanced Encryption Standard. The AES was issued as FIPS PUB

197 by NIST, successor to DES. In January 1997 the AES initiative was announced
and in September 1997 public was invited to propose suitable block ciphers as

candidates for the AES. The AES algorithm was selected in October 2001 and the
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standard was published in November 2002. NIST's intent was to have a cipher that
will remain secure well into the next century.
For our project we have implemented this algorithm, and we are specifying its

specification here.

3.2.2 Algorithm Specification
AES supports key sizes of 128 bits, 192 bits, and 256 bits, in contrast to the 56-bit keys

offered by DES. The AES algorithm resulted from a multi-year evaluation process led by
NIST with submissions and review by an international community of cryptography
experts. The Rijndael algorithm, invented by Joan Daemen and Vincent Rijmen, was
selected as the standard.

Over time, many implementations are expected to upgrade to AES, both because it offers
a 128-bit key size, and because it is a federal standard.

An overview of phases of the AES algorithm is given in the figure 2.1. The figure shows
different phases of the AES algorithm. It starts with an initial round followed by a number
of standard rounds and ends with the final round. Four different operations are necessary

to compute these rounds and a key schedule.

3.2.3 Encryption Rounds
The AES algorithm is such that each bit is dependent on all bits from two rounds, e.g. full

diffusion is provided. The number of rounds that must be run is dependent on the key
length.
In the description of the AES cipher the intermediate cipher result will be called the State.

Matrix notations can be used to represent the state.
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N Flain ‘l‘gxt
Initial Rouad
K AddRouniKey

[ Standard Round ] ‘z
SubBlytes -1
ShiftRows rounds
MixColumns {
Kot AddRouaKey | i
Final Round
Subdytes
ShiftRows
Kioed Adtaftoungkey |
' Cipher Text

Fig 2.1 - Encryption Rounds

AddRoundKey() Transformation

The Add Round Key operation is a simple EXOR operation between the State and the
Round Key. The Round Key is derived from the Cipher key by means of the key
schedule. The State and Round Key are of the same size and to obtain the next State an

EXOR operation is done per element:

s, f) = (i, j) e wii. ).

Where s is the current State, s’ is the next State and w is the round key.

SubBytes() Transformation

In the SubBytes step, each byte in the array is updated using an 8-bit S-box. This operation
provides the non-linearity in the cipher. The S-box used is derived from the inverse
function over GF(2%), having good non-linearity properties. To avoid attacks based on

simple algebraic properties, the S-box is constructed by combining the inverse function
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with an invertible affine transformation. The S-box is also chosen to avoid any fixed

points (and so is a derangement), and also any opposite fixed points.

ShiftRows() Transformation
In Shift Rows, the rows of State are cyclically shifted with different offsets. In the table of
figure 3.2, Row 1 is shifted over cl bytes, row 2 over c2 bytes, and row 3 over c3 bytes.

The values of c1, ¢2, and ¢3 depend on the block length Nb.

Nhlel ic2!ce3
4 1 >3
61112113
8 1 13| 4

Fig 2.2 - ShiftRows Table

MixColumns() Transformation

The MixColumn transformation is an operation on different columns. To calculate the
MixColumn transformation the columns of the current state are considered as
polynomials over GF(2"8), e.g. the coefficients of the polynomial are elements of F(28).

Each column (each polynomial) is multiplied by the polynomial

a(x) mod (x*+1)

a(x) = 03 + 01x* +01x+ 02.

Decryption Rounds

Each operation that is used for encryption must be inverted to make it possible to decrypt

a message. In figure 3.3, the order of these operations is shown:
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Fig 3 - Decryption Rounds

Inverse of the AddRoundKey() Transformation

AddRoundKey() is its own inverse, since it only involves an application of the XOR

operation.

InvSubBytes() Transformation

InvSubBytes() is the inverse of the byte substitution transformation, in which the
inverse Sbox is applied to each byte of the State. This is obtained by applying the
inverse of the affine transformation followed by taking the multiplicative inverse in
GF(28).

InvShiftRows() Transformation
InvShiftRows() is the inverse of the ShiftRows() transformation. The bytes in the last

three rows of the State are cyclically shifted over different numbers of bytes (offsets).

The first row, r = 0, is not shifted. The bottom three rows are cyclically shifted by Nb
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), ( Nb r shift bytes, where the shift value shifi(r,Nb) depends on the row number.
Specifically, the InvShiftRows() transformation proceeds as follows:
for r<4and ¢c<Nb

InvMixColumns() Transformation

InvMixColumns() is the inverse of the MixColumns() transformation.
InvMixColumns() operates on the State column-by-column, treating each column as a
fourterm polynomial as described in Sec. 4.3. The columns are considered as
polynomials over GF(28) and multiplied modulo x4 + 1 with a fixed polynomial a-
1(x), given by

a-1(x) = {0b}x3 + {0d}x2 + {09}x + {Oe}.
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4 Proposed Model

System design and architecture basically represents an abstraction of the implementation
of the system. It is used to conceive as well as document the design of the software
system. It is a comprehensive, composite artefact encompassing all subsystems, packages,
and the relationships between them. The software design serves as a communication
medium between the architect and other project team members regarding architecturally
significant decisions. Therefore it should be kept consistent.

4.1 Proposed System

The Software system provides a comprehensive overview of the system, using different
views to depict different aspects of the system. It reflects early decisions and working
assumptions on implementing the Vision, as well as decisions concerning the physical and

logical architecture and non-functional requirements of the system.

4.1.2 Architecture Design

The software system diagram or block diagram shown below summarize the important
physical groupings of our code that make up the Encrypt Split Image Steganography.
(ESIS).
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4.1.3 ESIS Block Diagram

Stegoimage

Stegoimage

l

Estimate of
stegeimage

Estimate of
stegeimage

Secure Data Communication using Cryptography and Steganography

38



Chapter 4 Proposed Model

4.2 ESIS WORKING

Encrypt Split Image Steganography comprises of many individual processes. The
fundamental concept is the embedding of Splited encrypted text in the cover images. To
successfully decode the message and image, attack detection algorithm and combination

Algorithm is employed. On sender side the following steps are performed.

1. Message is encrypted first, and the encryption key is generated for Encryption
Algorithm AES. For example the encrypted secrete message in binary form .

2. Then encrypted message is taken as input of Splitting Algorithm for splitting the
message in two parts

3. In this step transformations are applied on the selected cover images.

4. These transformed cover images and the encrypted parts of messages are taken as

input of Embedding Algorithm. The output of this step is the stego-image.
On receiving end the following steps are performed:

1. In this step transformations are applied on the Stego images

2. These transformed images are taken as input of Detection Process. During this
process the image processing attacks are detected. If the attacks are detected then
those attacks are removed.

3. The encrypted text parts are taken from the stego images and combine them to
form an original encrypted message

4. The full encrypted message is then decrypted to find out the original message.
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4.3

Embedding Algorithm

Input one array of image and one array of encrypted text for embedding secrete
message in the image.

Apply the Discrete cosine fransfdnn ( DCT) or Discrete wavelet transforms
(DWT) or Fast Fourier [ransform (FFT) on the image.

Find the Central point/middie point of the image.

Select the pixels for embedding.

Embed the text in the selected pixels around the central point.

Also embed the specific some values at the corners of an image which makes a
pattern

Replace the least significant bit of each selected pixel.

Apply the respected inverse transform.

Detection Algorithm
Input stego- image
Apply the DCT or DWT or FFT on the stego-image
Locate and extract the pattern from that specific location.
Match the extracted pattern with the embedded one.
Detect the Attacks(Rotation, Resizing, Cropping, Noise)
o If the extracted and embedded patterns are same the there is no attack
o If the extracted pattern is the transpose of embedded pattern then there will
be the attack of rotation(which 1nay be 90,180.270,360)
o If the values of the pattern are double, triple or quarter of the original ones
then it is Resizing attack
o If one of the value of the pattern is not extracted then it is the attack of
cropping.
After Detection of attacks, the attacks are removed/recovered
Then stego image is passed on to extracting Algorithm for extracting of original
data.
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4.4.1 Example of ESIS Encoding

If we have 40 bits of information which we want to send to other party, bits are placed in
some m*n matrix (m row, n Columns).Actual Data is: H: 00010010’, E: ‘10100010’ L:
‘00110010°,L.: ‘00110010, O: ‘11110010°. . ..

Data Transformed in matrix (5, 8)

Tablel

To obtain Stego-image we have to embed these bits in image. Before embedding one of
the transformation (DCT, DWT, FFT) is applied on the selected cover image to obtained
the coefficients. If we apply DCT on image, the DCT coefficients of image (256 * 256)

before embedding are

907 | X8k 2309 B4 13

034697 31824 1603 210651 17.472 34434 30480
010N 18452 87236 19547 60022 w0157 08998
L.-832  .9s3 1577 19782 020199 33834 20734

Figure 3.2: The Values of DCT coefficients before embedding (selected coefficients
will be modified)

In embedding Procedure the middle of the image is found. Message is embedded by
modifying values of the DCT coefficients. LSB technique is used in our embedding
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Algorithm. The Modified Values of DCT coefficients of the cover image are

i

46505 034697
47112 p1e0r1 15452
1663 1832 16.753

-21.051 Ar2 A34 - -30.486
11547 GOM2 10157 D@
19782 0.26199 33834 20734

Figure3.3: The Modified DCT Coefficients (Selected Coefficients are
modified)
In next step the inverse of the transform is applied on the image and send this stego
image to the receiving party. On receiving end same transformation is applied again and
the middle of the image is also found. Then the required information is retrieved and we

Found that the Bit Error Rate (BER) is zero. Table2 shows

0 0 0 0
0 0 0 0
0 0 i 1 0 0 1 0
0 0 i 1 0 0 1 0
1 1 i i 0 0 i 0
Table2

Similarly if we apply Discrete Wavelet Transform (DWT) or Fast Fourier Transform
(FFT) we found that bit error rate in these cases are also zero, means embedded

information is retrieved fully.
DWT

In DWT the embedding could be possible from levell to level 4. Each level has four
components that are approximated, Horizontal, Vertical and Diagonal. If the information
is embedded by modifying the horizontal coefficients of the wavelet level 4 then the

values of coefficients before embedding are
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5

-136 68] 85| 37683

£

53438 _..o78.083 , :
Figure 4: DWT Horizontal Coefficients Values at Level 4 before
embedding

The Values of Horizontal Components after embedding are

%

53438 6025 79063 19688

Figure 4.1: DWT Horizontal Coefficients Values after embedding

DFT

In Fast Fourier Transform (FFT) the information must be essential to embed at the center
of the image because the strongest components of FFT are in the center and we observe
that if the components above or below the center of the FFT are modified then the quality
of image changed dramatically.

So the coefficients of FFT before embedding are given below

ST A IS Y RN D~ PRSI T a e P P

Figure S: FFT Coefficients before embedding

And the values of coefficients after modification are
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Figure 5.1: FFT Coefficients after embedding

Resistance of data to image processing attacks

One of our goals is to check the robustness of image when watermarks are used in
an image. Another key issue is that how far the data is resistant to the possible image
processing attacks like image resizing, rotation, cropping, noise and compression.

DCT

If the attack on the stego-Image is resizing of an image by 2 times then the values of DCT

coefficients after this attack are

433148 7912 05892% 53978 2716 -3B614 29519 SBI01 51 375

134128 BOODS 03236 26174 BEES 1.9508 10128 17115 5142
135503 %518 3103 28341 19.559 3377 04047 56937 34846

Figure 6: DCT Coefficients after Resizing (View Selected Portion)

After resizing attack the information bit matrix (5*8) shown in Table3 is found which

indicates that information is not fully recovered.

Table 3
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The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
=25/40
=0.625 ¥»

If the attack on the stego image is rotation of an image by 90 degree then the values of

DCT coefficients after this attack are

135285 19105 19687 13673 24007 13564 4B D€MW 0734
Figure 6.1: DCT Coefficients after Rotation (View Selected Portion)
So after rotation we found this information bit matrix (5*8) shown in table 4 which is not

fully recovered information.

o o o ol v

Wy o] W R e

Table 4

The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
=17/40
=0.425

If the attack on the stego image is cropping of an image the information bit matrix (5*8)

is found, which is not fully recovered information. This matrix is shown in table 5.
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| O O w=lim] o0

Table 5§

The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
=23/40
=0.575
If the attack on the stego image is compression of an image the information bit matrix

(5*8) is found, which is not fully recovered information. This matrix is shown in table 6.

ol wl wmtis| of oo

Al sl W] N

Table 6

The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
= 18/40
=0.45

4.5 Discrete Wavelet Transformation ( DWT)
If the attack on the stego-Image is resizing of an image by 2 times then the values of

DWT coefficients after this attack are
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Figure 7: DWT Coefficients after resizing (View Selected Portion)

So after resizing we found this information bit matrix (5*8) shown in table 7 which is not

fully recovered information

1 2 F 8
- . - -
2 1 0
3 0 0
4 1 o E
5 0 0
Table 7
The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
=19/40
=0.475

If the attack on the stego image is rotation of an image by 90 degree then the values of

DWT coefficients after this attack are
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Figure 7.1: DWT Coefficients after rotation (View Selected Portion)

So after rotation we found this information bit matrix (5*8) shown in table 8 which is not

fully recovered information

1
3
3
i
5 11
'fable 8
The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
=21/40
=0.525

If the attack on the stego image is cropping of an image the information bit matrix (5*8)

is found, which is not fully recovered information. This matrix is shown in table 9

6 | 7 8

B W N e

Téble 9 ‘
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The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
= 24/40
=0.6

If the attack on the stego image is compression of an image the information bit matrix

(5*8) is found, which is not fully recovered information. This matrix is shown in table 10

: 1‘.’ : 2 3 i 4 ; o ’5’ :6‘ E 7’ 8
1 0 0 0 1 0 0 1 0
2 0 0 0 0
3 0 0 0 0

4 0 0 0
5 0

| Tab]el()

The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
= 9/40
=0.225

4.6 Discrete Fourier Transformation (DFT)
If the attack on the stego-Image is resizing of an image by 2 times then the values of DFT

coefficients after this attack are

2027.2- .. 2075+ .|
14727 - 133699 +
11417- ..-1093 + ..

14765 + .
...-bB8.26 + ..
446804

36093 + ..
....\899.66 -

Figure8: FFT Coefficients after resizing

So after resizing we found this information bit matrix (5*8) shown in table 11 which is

not fully recovered information.
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=

Table 11

The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
= 24/40
=0.6
If the attack on the stego-Image is rotation of an image by 2 times then the values of DFT

coefficients after this attack are

Figure 8.1: DFT Coefficients values after rotation

So after rotation we found this information bit matrix (5*8) shown in table 8 which is not

fully recovered information

1

GrloB W N e

Table 8
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The bit error rate (BER) = no. of corrupted bits/ Total no. of bits sent
=19/40
=0.475
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S Experimental Results

We have tested our system based on the test images “Cameraman”, “Wbarb” and
“Peppers” of size 256*256. If the length of the secret message is 2000 bits and only one
bit is changed per pixel then the BER after attacks are shown in table 9 and 10:

DCT DWT FFT
No Attack 0.000 0.000 0.000
Rotation ( 90 intervals) 0.425 0.525 0.475
Resizing 0.625 0.475 0.6
Cropping 0.575 0.6 0.45
JPEGCompression 0.6 0.5 0.55
S/N Ratio 40.2669db 50.8540db 6.2991db

Table 9: Average Bit Error Rate
We also check the bit error rate of plain images including White and black against image

processing attacks. The results are shown in table 10.

Rotation Resizing Cropping No Attack
White image 0.15 0.000 0.000 0.00
Balck Image 0.15 0.000 0.000 0.00

Table 10: Average Bit Error Rate of Plain Images against Attack

We calculate the capacity of our system considering the 1-bit/pixel, 2-bit/pixel, and 3-

bit/pixel embedding schemes. The results are shown in table 11.

Size of image

1-bit/pixel embedding

2-bit/pixel embedding

3-bit /pixel embedding

256%256

32768 bits

65536bits

98304 bits

512*512

131072 bits

262144 bits

393216 bits

Table 11: Data Embedding Capacity of System
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5.1 Robustness of an Image with DCT Applied

In the DCT we embed the data of length of the 128 bit(64 bytes) and of the 2040 bits
(255 bytes) by using 2-bit/pixel, 3-bit/pixel and 4-bit/pixel embedding scheme. The

experimental results are shown in figures 9 to 12.

Figure 9: original Image Figure 10: Stego-image (one bit per pixel)

Figure 12: 4 bits changed per pixel

5.2 Robustness of an Image with DWT Applied

In DWT we embed the data at different levels e.g. at level 1, 2, 3 and 4. We noticed the
quality of an image changed if the embedding is done by changing the 2,3 and 4 bits per
pixel respectively. The length of the secret message considered is 1Kb (1024 bits) and the

experimental results are given in figures 13 to 16.
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4 bits/ pixel)

Figure 15: Embedding At Level 2 (4 bits/Pixel) Figure 16: Embedding At Level 4(5 bits/ pixel)

Robustness of Image Against Resizing Attack

The size of the stego image have been multiple of the original size after the attack of
resizing For example if we resize the image 2- times and it’s original size is 256 * 256
then the resulting sizing will be 512 * 512. We analyze the quality of images and the
recovery of data after introducing the attack of resizing. The quality of stego images are

shown in the figures 17 to19
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Figure 17: Resized Stego-Image ( DCT is applied)

Figure 18: Resized Stego-Image (DWT applied)

Figure 19: Resized Stego-Image (DFT applied)
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Robustness of Image against Rotation Attack
We analyze the quality of images and the recovery of data after introducing the attack of

rotation. After attack of rotation the data cannot be recovered fully. The quality of atego

images are shown in figures 20 to 22

Figure 20: Rotated at 90 degree (DCT applied) Figure 21: Rotated at 90 degree (DWT)

Figure22: Rotated at 90 degree (DFT applied)
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5.3 JPEG Compression Attack

The signal to noise ratio introduced after a JPEG compression attack on the stago image

is given in the figure 23 and 24graphs for the DCT and DFT.

g 0 i o U

Figure 24: SNR Graph for FFT
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6 Implementation

Tool for the implementation for the Proposed System MATLAB is used, the System is
divided in to different modules aé Encryption, Splitting, Embedding, Attack Detection,
Recovery and Decryption of the original message.

The First screen shot describes the Encryption Module that a Secret Text Message of 16
bytes is taken as an input which is Encrypted by AES(Advanced Encryption Standard),

which changed the plain text message into Cipher Text Message.

¢ SecureDataCommunicationUsingCryptography

s e e et oo g T ;m'*;m S

Eiter Secret Messaye Decrypted Text Se Ciover tmage 1 Solect Cover Image 2 © tirst Haif Second Halt

BTN SN

182 18 209 83 200 161 160 66 210 206 206 193 204 97 97 60

Liothdx Listhow

Encrypted lext

Image Resizing
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This Screen shot describes the Splitting Module that the Cipher Text Message is
devided/splitted on the basis of Bits into two halves named as First half and Second Half

shown in two list boxes.

! SecurebDataCommunicationtsingCryplopraphy

o

Becrypted fext Sefect Cover niage 1

:
t
LTI I

Select Laver inage 2 First Halt Serent Half

b-—~0o0cofd
b o2 a0 2 of N

Encrypted Text 1682 18 209 B3 200 161 160 66 210 206 206 193 204 97 97 60

bocooools
NN

Rutatin
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Then two cover images are selected to hide the encrypted , splitted message, for that we
chose three Transformation Techniques named DCT,DWT and DFT.

SecureDataCommunication!

: Enter Secret Message Decrypted Text Select Coven inage \ sedect Cover inane 2 i st Hall Second Half

i
'

Encrypled [ext 182 16 209 83 200 161 160 66 210 206 206 193 204 97 97 &0

bx-soooold
P

'DCTkApplit‘ad: ‘

Ratatian mage Resiang

Qriginal image 2
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Now in this screen shot the message is embedded into Transformed Image and result is

in the form of two Stego Images.

Enter Secret Message Decrypted Text Seleet Conper linage 1 Selert Cover mage 2 First Hait Secomd Half

BT . [

Eneiyptig Text 162 18 209 B3 200 161 160 66 210 206 206 193 204 97 97 60

bssocooogd
YTy

Original fmage 1 Recmmctud image

: Ruotation mage Resizimg

@ Inage Lropping

Original image 2 " 'Reconstructed Image
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After embedding there is a possibility of any attack on the system or Stego Images

here one of the possible Attacks (Rotation) is introduced on the selected Stego Images.

SecureDatalomn ionUsingCryptography

L Inter SSaye Deciypted Text Sedert Coed Intage 1

IS S R

Setert Cove dinage ! Fu st Half Second Hatt

Encrypted Text 162 18 209 83 200 1561 160 86 210 206 206 193 204 97 97 &0

boo~ocoold
b~<caoacold
IO

X
L]
01
o1
op
co
op
on

Rotation Irnaye Resicing

| I
|

Qriginal Image 1 L Rotated tmage‘ g

: & Image Crapping

| S

Origingl image 2
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Detection Algorithm detected the Rotational Attack and also Recovered it, and after
recovery the original Secret Message is achieved by the Decryption and Recombining

Algorithm, for Decryption the reverse of AES is used.

Tl Secret Mussdge Decryited lext Setect Covey rnane 1 otect Coves mage 2 Fiosst Halt Secomd Hall

Encrygited Jext 90 degres roisted

Original bmige 1

Ratatimn hage Resiznug

|
LB lnage Copipig
Fragent Adaok

Original Image 2

6.1 AES (Advanced Encryption Standard)

function [s_box, inv_s_box, w, poly_mat, inv_poly mat] = aes_init
cle '
[s_box, inv_s box]=s box gen(1);
rcon =rcon_gen (1);
key hex = {'00''01''02' '03' '04' '05' '06' '07" ..."
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'08' '09' '0a' '0b' '0c' '0d' '0e’ '0f'};
key = hex2dec(key hex);
w =key_expansion (key, s_box, rcon, 1);
[poly_mat, inv_poly mat] = poly mat gen(1);

function ciphertext = cipher (plaintext, w, s_box, poly_mat, vargin)
if nargin > 4

verbose_mode = 1;
else

verbose_mode = 0;
end

if iscell (plaintext) | prod (size (plaintext)) ~= 1
error ('Plaintext has to be a vector (not a cell array) with 16 elements.")
end
if any (plaintext < 0 | plaintext > 255
error ('Elements of plaintext vector have to be bytes (0 <= plaintext(i) <= 255).'
end
if iscell (w) | any (size (w) ~= [44, 4])
error ('w has to be an array (not a cell array) with [44 x 4] elements.")
end
if any (w < 0| w>255)
error (‘'Elements of key array w have to be bytes (0 <= w(i,j) <= 255).")
end
state = reshape (plaintext, 4, 4);
if verbose_mode
disp_hex ('Initial state : ', state)
end
round key = (w(1:4, :))’;
if verbose _mode
disp_hex ('Initial round key : ', round_key)
end
state = add_round_key (state, round key);
fori round=1:9
if verbose_mode
disp_hex (['State at start of round ', num2str(i_round),' : '], state)
end
state = sub_bytes (state, s_box);
if verbose _mode
disp_hex ('After sub_bytes : ', state)
end ’
state = shift rows (state);
if verbose_mode
disp_hex ('After shift rows : ', state)
end
state = mix_columns (state, poly_mat);
if verbose_mode
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disp_hex (‘After mix_columns : ', state)
end
round_key = (w((1:4) + 4*i_round, 3));
if verbose_mode

disp_hex ('Round key : ', round_key)
end

state = add _round key (state, round key);
end

if verbose_mode

disp_hex ('State at start of final round : ', state)
end
state = sub_bytes (state, s_box);
if verbose_mode

disp_hex ('After sub_bytes : ', state)
end
state = shift rows (state);

if verbose_mode

disp_hex ('After shift rows : ', state)
end
round_key = (w(41:44, 2))';
if verbose _mode

disp_hex ('Round key : ', round key)
end
state = add_round_key (state, round_key);

if verbose_mode

disp_hex (‘Final state : ', state)
end

ciphertext = reshape (state, 1, 16);

6.2 Splitter

function Spliting_Callback(hObject, eventdata, handles)
global R1; global R2;global ciphertext;global c;
1=1;t=1:k=1;
fori=1:16
while j<=7 & t<=4
Ptt1(i,t)=c(i,j);
Ptt2(i,t)=c(ij+1);
=2
t=t+1;
end :
RR1=num2str(Ptt1);
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RR2=num?2str(Ptt2),

=L

t=1;

k=k+1;
end
Ptt1;Ptt2;
R1=Ptt1;R2=Ptt2;
set(handles.Splitl,'String',RR1);
set(handles.Split2,'String',RR2);
set(handles.Spliting,'Enable','off");
set(handles.PopimageSelection, Enable','on");
guidata(hObject,handles);

6.3 Embedding Algorithm

function Embedding_Callback(hObject, eventdata, handles)
global I;global 12;global K;global K2;global R1;global Rtt;global Rtt2;

global wt;global trans;global trr;global R2;global arr;global arr2;
szl=size(1)/2;
sz2=size(12)/2;
m=1;n=1;
fori=1:2
for j=1:2

no=real(I(m,n));

I(m,n)=no+1;

Rtt(i,j)=1(m,n);

n=256;

end

m=1;n=1;
fori=1:2
for j=1:2
no=real(12(m,n));

I2(m,n)=no+1;
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Rtt2(1,j)=I2(m,n);
n=256;
end
m=n;
n=1;
end
% Ritt
switch trans;
case 'DCT'
k=1;I=1;
for i=128:144
for j=128:131
% md= mod(I(i.j),2)
%  fl=floor(mod(I(i,j),2))
if((I<=4)&(k<=16))
Ir(k,)=floor(I(i,)));
if(R1(k,})==1)
if(floor(mod(Ir(k,1),2))==0)
1(,j)=Ir(k,D+1;
else
1(1,))=Ir(k,1);
end
else
if(floor(mod(Ir(k,1),2))==0)
1Gj)=Ir(k,D;
else
I(i,j)= Ir(k,1)-1;

end

end

I=1+1;
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end

end

Ir
k=1;l1=1;
for i=128:144
for j=128:131
%  md= mod(I(i,j),2)
% fl=floor(mod(I(i,j),2))
ifl(1<=4)&(k<=16))
Ir2(k,1)=floor(I12(i,j));
if(R2(k,1)==1)
if(mod(Ir2(k,1),2)==0)
123i,j)=Ir2(k,H)+1;
else
12(1,)=Ir2(k,l);
end
else
if(floor(mod(Ir2(k,1),2))==0)
12(i,))=Ir2(k,));
else
12(i,)= Ir2(k,})-1;

end

end
I=1+1;
end
end

=k+1;
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1=1;
end
Ir2
K= idct2(]);
axes(handles.axes6);
imshow(K,[0 255));
set(handles.axes®, ...
'Visible', 'off, ...
"Units', 'pixels, ...
'Position’, [270 265 240 2401]);
title('Reconstructed Image');
K2=idct2(12);
axes(handles.axes10);
imshow(K2,[0 255]);
set(handles.axes10, ...
'Visible', 'off, ...
'Units', 'pixels), ...
'Position’, [270 1 240 240]);
title('Reconstructed Image');
case 'DFT'
k=1;1=1;
fori=128:144
for j=128:131
if((I<=4)&(k<=16))
arl=real(1(i,}));
ar2=abs(floor(arl));
I(i,j)=ar2;
Ir(k,)=ar2;
md=mod(ar2,2);
fl=floor(md);
% Ir(k,)=real(I(i,j));
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if(R1(k,1)==0)
if(fI==0)
1G,)=1G.);
arr(k,D=I(1,j);
else
IG)=1))-1;
arr(k,D)=I(1,j);
end
else
if(fl==0)
@)=+
arr(k,)=1(14);
else
IG.))= 1G.);
arr(k,)=1(1,j);

end

end
1=1+1;
end
end
k=k+1;
I=1;
end
arr
Ir
K=iffi2(I);
axes(handles.axes6);
imshow(K,[0 255]);
set(handles.axeso, ...
'"Visible', 'off, ...
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"Units', 'pixels', ...
"Position’, [270 265 240 240));

title('Reconstructed Image');
k=1;1=1;

for i=128:144

for j=128:131

%

if((I<=4)&(k<=16))
arl=real(12(i,));
ar2=abs(floor(arl));
12(i,j)=ar2;
Ir2(k,l)=ar2;
md=mod(ar2,2);
fl=floor(md);
Ir(k,1)=real(1(1,)));
if(R2(k,1)==0)
if(fl==0)
12(1)=12(i.j);
arr2(k,1)=12(i,j);
else
12(i,))=12(i,))-1;
arr2(k,1)=12(iyj);
end
else
if(fl==0)
12(i,)F12(1,j)+1;
arr2(k,1)=12(1,));
else
12(i,)= 12(ij);
arr2(k,)=12(i,j);

end
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end
I=1+1;
end
end
k=k+1;
=1;
end
Ir2
arr2
K2=ifft2(12);
axes(handles.axes10);
imshow(K2,[0 255]);
set(handles.axes10, ...
"Visible', 'off, ...
"Units', 'pixels’, ...
"Position’, [270 1 240 240]);
end
title('Reconstructed Image');
set(handles.Embedding, Enable’,'off');
set(handles.PopimageSelection,'Enable’,'on");
set(handles.PopimageSelection2,'Enable','oft");
set(handles.popRotationSelection, 'Enable’,'on’);
set(handles.EdTxtImgReszz, 'Enable’,'on");
set(handles.radiobutton2, 'Enable','on");
guidata(hObject,handles); |

6.4 Detection Algorithm
function AttDetect Callback(hObject, eventdata, handles)

global J;global J2;global Rtt; global Rtt2;global trans; global cH4;
global cV4;global cD4; global cA4;global cH2; global cV2;global cD2;
global cA2;global cH3;global cV3;global cD3;global cA3; global cH1;
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global cV1;global cD1;global cAl;global c; global s; global ass;

global ass2;global ass1;global K; global K2;
SZ=size(J)/2; SZ2=size(12)/2,
switch trans
case 'DCT’
RT=dct2(]);
RT2=dct2(J2);
m=1;n=1;
fori=1:2
for j=1:2
try
ass(i,j)=real(RT(m,n));
n=256;
catch
msgbox('Image is Cropped','Attack');
K=J;
K2=J2
set(handles.Recovery, Enable’,'on’);

end

end

m=n;
n=1;

end

m=1;n=1;

for i=1:2

for j=1:2

ass2(i,j)=real(RT2(m,n));
n=256;

end
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m=n;
n=1;
end
case 'DFT'
RT=f1t2(J);
m=1;n=1;
fori=1:2
forj=1:2
try
ass(i,j )=real(RT(m,n));
n=256;

catch

msgbox('Image is Cropped’, Detecting Attack');

K=I;
K2=]2,
set(handles.Recovery,'Enable’,'on");

end

end

m=n;

n=1;
end

RT2=f{t2(J2);

m=1;n=1;
for i=1:2

for j=1:2

ass2(i,j)=real(RT2(m,n));
n=256;
end
m=n;

n=1;
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end
case DWT'
[c,s] = wavedec2(] 4,'dbl");
cAd=appcoef(c,s,'dbl",4);
cA3 = appcoef2(c,s,'dbl',3);
cA2 = appcoef2(c,s,'dbl",2);
cAl = appcoef2(c,s,'dbl',1);
[cH2,cV2,cD2]=detcoef2('all',c,s,2);
[cH3,cV3,cD3]=detcoef2('all',c,s,3);
[cH4,cV4,cD4]=detcoet2('all'c,s5,4);
[cH1,cV1,cD1]=detcoef2('all',c,s,1);
m=1:n=1;
fori=1:2
for j=1:2
try
ass1(i,j)=real(cD4(m,n));
n=16;
catch
msgbox('Image is Cropped',' Detecting Attack');
set(handles.Recovery,'Enable’,'on');
K=J;

end
break;
end

m=n;

end
[c,s] = wavedec2(J2,4,'dbl");
cA4=appcoef2(c,s,'dbl',4);
cA3 = appcoef2(c,s,'dbl',3);
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cA2 = appcoef2(c,s,'dbl’,2);
cAl = appcoef2(c,s,'dbl’,1);
[cH2,cV2,cD2]=detcoef2('all',c,s,2);
[c¢H3,cV3,cD3J=detcoef2('all',c,s,3);
[cH4,cV4,cD4]=detcoef2(‘all',c,s,4);
[cH1,cV1,cD1]=detcoef2(‘all',c,s,1);
m=1;n=1;
fori=1:2
for j=1:2
ass2(1,jy=real(cD4(m,n));
n=16;
end
m=n;
=1;
end
end
switch trans
case 'DCT'
ass=real(ass);
Rtt=real(Rtt);
Rtt=floor(Rtt)
ass=floor(ass)
if(ass==Rit)
set(handles.edit7,'String','’360 degree rotated");
elseif(Rtt(2,1)==ass(1,2))
set(handles.edit7,'String','90 degree rotated');
set(handles.Recovery, Enable','on');
set(handles. AttDetect,'Enable’,'off');
K=imrotate(J,270);
elseif(Rtt(1,2)==ass(2,1))
set(handles.edit7,'String','270 degree rotated");
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K=imrotate(J,90);
set(handles.Recovery,'Enable’,'on');
set(handles.AttDetect,'Enable’,'off');

elseif(Rtt(1,1)==ass(1,1))
set(handles.edit7,'String','180 degree rotated');
K=imrotate(J,360);
set(handles.Recovery, Enable','on");
set(handles.AttDetect,'Enable’,'off');

end

ass2=real(ass2);

Rtt2=real(Rtt2);

Rtt2=floor(Rtt2)

ass2=floor(ass2);

if(ass2==Rtt2)

set(handles.edit7,'String','360 degree rotated');

elseif(Rtt2(2,1)==ass2(1,2))
set(handles.edit7,'String','90 degree rotated');
set(handles.Recovery,'Enable’,'on");
set(handles.AttDetect,'Enable’,'off");
K2=imrotate(J2,270);

elseif(Rtt2(1,2)==ass2(2,1))
set(handles.edit7,'String','270 degree rotated');
K2=imrotate(J2,90);
set(handles.Recovery,'Enable','on");
set(handles.AttDetect,'Enable’,'off");

elseif(Rtt2(2,2)==ass2(2,2))
set(handles.edit7,'String','180 degree rotated');
K2=imrotate(J2,360);
set(handles.Recovery,'Enable’,'on’);
set(handles.AttDetect,'Enable','off');

end
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sg=0;

rtt=Rtt(1,1);

Ass=ass(1,1);

if((rtt==((Ass)/2))&(sg==0))
set(handles.edit7,'String',”2 Times Resized");

set(handles.Recovery,'Enable’,'on');
set(handles.AttDetect,'Enable’,'off");
aa=S7/2;
=imresize(J,aa);
elseif((rtt==floor((Ass)/4))&(sg==0))
set(handles.edit7,'String','4 Times Resized');

set(handles.Recovery,'Enable','on";
set(handles.AttDetect,'Enable’,'off");
aa=SZ/4;
=imresize(J,aa);
end
rtt=Rtt2(1,1);
Ass=ass2(1,1);
if{(rit==((Ass)/2))&(sg==0))

set(handles.edit7,'String',”2 Times Resized');

set(handles.Recovery,'Enable','on’);
set(handles. AttDetect,'Enable’,'off');
ab=S872/2;

K2=imresize(J2,ab);

elseif((rtt==floor((Ass)/4))&(sg==0))
set(handles.edit7,'String’,'4 Times Resized');
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set(handles.Recovery,'Enable’,'on’);
set(handles.AttDetect,'Enable’, off");
ab=S72/4;
K2=imresize(J2,ab);
end
case 'DFT'
ass=real(ass);
Rtt=real(Rtt);
Rtt=floor(Rtt)
ass=floor(ass);
if(ass==Rtt)
set(handles.edit7,'String','360 degree rotated');
elseif(Rtt(2,1)==ass(1,2))
set(handles.edit7,'String','90 degree rotated');
=imrotate(J,270);
set(handles.Recovery, Enable','on');
set(handles. AttDetect,'Enable’,'off');
elseif(Rtt(1,2)==ass(2,1))
set(handles.edit7,'String',"270 degree rotated');
K=imrotate(J,90);
set(handles.Recovery,'Enable','on");
set(handles.AttDetect,'Enable’,'off');
elseif(Rtt(1,1)==ass(1,1))
set(handles.edit7,'String','180 degree rotated');
K=imrotate(J,360);
set(handles.Recovery, Enable','on');
set(handles.AttDetéct,‘Enable','off‘);
end
ass2=real(ass2);
Rtt2=real(Rtt2),
Rtt2=floor(Rtt2)
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ass2=floor(ass2)

if(ass2==Rtt2)
set(handles.edit7,'String','360 degree rotated’);

elseif(Rtt2(2,1)==ass2(1,2))
set(handles.edit7,'String','90 degree rotated');
K2=imrotate(J2,270);
set(handles.Recovery, Enable','on’);
set(handles.AttDetect,'Enable’,'off");

elseif(Rtt2(1,2)==ass2(2,1))
set(handles.edit7,'String',"270 degree rotated');
K2=imrotate(J2,90);
set(handles.Recovery, Enable','on’);
set(handles.AttDetect,'Enable’,'off");

elseif(Rtt2(1,1)==ass2(1,1))
set(handles.edit7,'String','180 degree rotated');
K2=imrotate(J2,360);
set(handles.Recovery,'Enable','on');
set(handles.AttDetect,'Enable','off");

end

sg=0;

rtt=Rtt(1,1);

Ass=ass(1,1);

if((rtt==((Ass)/4))&(sg==0))
set(handles.edit7,'String',"2 Times Resized');

set(handles.Recovery, Enable','on");
set(handles.AttDetect,'Enable’,'off");
aa=512/4,

K=imresize(J,aa);

elseif((rtt==floor((Ass)/6))&(sg==0))
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set(handles.edit7,'String','4 Times Resized');
aa—1024/6;
K=imresize(J,aa);
set(handles.Recovery,' Enable','on");
set(handles.AttDetect,'Enable’,'off");
end
rtit=Rtt2(1,1);
Ass=ass2(1,1);
if((rtt==((Ass)/4))&(sg==0))
set(handles.edit7,'String',"2 Times Resized");
set(handles.Recovery,'Enable’,'on');
set(handles.AttDetect,'Enable','off");
ab=512/4;
K2=imresize(J2,ab);
elseif((rtt==floor((Ass)/6))&(sg==0))
set(handles.edit7,'String','4 Times Resized');
set(handles.Recovery, Enable','on");
set(handles.AttDetect,'Enable’,'off");
ab=1024/6;
K2=imresize(J2,ab);
end
case DWT'
assl=real(assl);
ass1=floor(assl)
Rtt=real(Rtt);
Rtt=floor(Rtt)
if(ass1==Rtt)
set(handles.edit7,'String','360 degree rotated');
elseif(Rtt(2,1)==ass1(1,2)) % for DWT
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set(handies.edit7,'String’,'180 degree rotated');
=imrotate(J,360);

set(handles.Recovery,'Enable’,'on");
set(handles.AttDetect,'Enable’,'off');

elseif(Rtt(2,2)==ass1(2,1)) %for DWT

set(handles.edit7,'String','90 degree rotated');

K=imrotate(J,180);,

set(handles.Recovery, Enabie’,'on’);
set(handles.AttDetect,'Enable’,'off");

elseif(Rtt(1,1)==ass1(2,1)) % for DWT

set(handles.edit7,'String',"”270 degree rotated');

K=imrotate(J,90);

set(handles.Recovery,'Enable’,'on');
set(handles.AttDetect,'Enable’,'off');

end

ass2=real(ass2);

Rtt2=real(Rtt2);

Rtt2=floor(Rtt2)

ass2=floor(ass2)

if(ass1==Rtt)

set(handles.edit7,'String’,'360 degree rotated');

elseif(Rtt(2,1)==ass1(1,2)) % for DWT

set(handles.edit7,'String','180 degree rotated');

K2=imrotate(J2,90);

set(handles.Recovery,'Enable’,'on');
set(handles.AttDetect,'Enable','off);

elseif(Rtt(2,2)==ass1(2,1)) %for DWT

set(handles.edit7,'String','90 degree rotated’);

K2=imrotate(J2,180);

set(handles.Recovery,'Enable’,'on');

set(handles.AttDetect,'Enable’,'off");
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elseif(Rtt(1,1)==ass1(2,1)) % for DWT
set(handles.edit7,'String',"270 degree rotated');
K2=imrotate(J2,360);
set(handles.Recovery,'Enable','on");
set(handles.AttDetect, Enable’,'off');
end
sg=0;
rtt=Rtt(2,2)
Ass=assl(1,1)
if{((Ass==((rtt)/3))&(sg==0))
set(handles.edit7,'String’,"”2 Times Resized");
sz=SZ7/2;
K=imresize(J,sz);
set(handles.Recovery, Enable','on");
set(handles. AttDetect,'Enable’,'off');
elseif((rtt==floor((Ass)/4))&(sg==0))
set(handles.edit7,'String','4 Times Resized");
sz=SZ2/2;
K2=imresize(J2,sz);
set(handles.Recovery,'Enable’,'on");
set(handles.AttDetect,'Enable','off');
end
end

guidata(hObject,handles);
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Abstraet

To communicate data in a reliable and secure way has
been the area for quite sometime and various solutions
have been proposed. Two techniques namely
Cryptography and Steganography are generally used
for this purpose. The image steganographic techniques
are evaluated on the basis of their information hiding
capacity, perceptibility and robustness against attacks.
The proposed system has added flexibility to the system
with an additional layer of security by using the splitter,
which makes the system impregnable and the additional
embedding of pseudo data helps in recognizing attacks
and in recovery of data after attacks. The system can
detect common image processing attacks like resizing,
rotation, cropping and compression.

Key Words:  Steganography,  Watermarking,
encryption, AES, Digital Fourier Transformation,
Wavelet Transformation. '

1. Introduction

Data communication is the exchange of
information between computers/parties across a
network using different protocols. Communication
applications focus on transmission in an efficient
and reliable manner. To communicate data in a
reliable and secure way has been the area of
research for quite sometime and various solutions
have been proposed. Two techniques are generally
used for secure data communication, namely,
Cryptography and Steganography.

1.1 Cryptography

It is the science of keeping secrets and is used for
communicating secret data over non-secure channel
objectives of cryptography for secure data where sender
maintains message secrecy by converting data (Plain-
text) into an unintelligible form (Cipher-text) by the
process of encryption. The receiver recovers the original
plain-text data by the process of decryption. Basic

concerns for communication are Confidentiality,
Authentication and Integrity [1].

Main frameworks for achieving the goals of

cryptography are Symmetric and Asymmetric

encryption. Symmetric Encryption is based on private

key encryption in which the same key is used for both

encryption and decryption where as Asymmetric

Encryption involves a public key for decryption and a

private key for encryption. Different Cryptographic

algorithms have been proposed including the well

known AES (Advanced Encryption Standard) which is

based on Symmetric encryption [2].

1.2 Steganography

It aims at hiding data (text, image, audio, video etc.) in

such a way that there is no indication of the hidden

message. This is achieved by using a cover file and an

embedding file. The term “cover” is used to describe the

original data and the information to be hidden in the

cover data is called “embedded” data. The “stego”

contains both cover and embedded data.

There are three characteristics of information hiding

system, capacity, security and robustness [3]. A lot of

research has recently focused on using images as a cover

for transferring covert messages [5, 6, 7].

1.3 Image Steganography principles:

1 The difference of the cover image and the stego
image should be visually un-noticeable.

2 The message hiding method should be reliable.

3 Length of the message should be unlimited

4  The message recovery rate should be high after these
image manipulations [4]

2. Previous work

There are a variety of methods suggested for image
steganography. In 2000, Lee & Chen described a method
to place the embedding data at the least significant bit
(LSB) of each pixel of the cover image [5]. Altering
LSB doesn’t change the quality of image to human
perception but this scheme is sensitive to a variety of
image processing attacks like compression, cropping etc.
Lee & Chen also presented a method to use the most
significant bit of each pixel in the cover image to embed



the secret message [5]. This method improves sensitivity
to modification, but it degrades the quality of stego-
image.

A number of researches have used image transformation
techniques before hiding data in the images. Functions
such as the Discrete Cosine Transform (DCT), Discrete
Fourier Transformation (DFT) and Discrete Wavelet
Transform (DWT) are widely applied (6], [7], (8], [9],
and [10]. These methods hide the messages in the
significant areas of the cover image which makes them
robust against compression, cropping and some other
image processing attacks.

3. Problem Identification

An encrypted message can be intercepted by a
cryptanalyst who may force the sender to reveal the keys
that generated the cipher text or use other methods to
break/guess the key to uncover the message. This
method also has the drawback that the sender and
receiver’s identity can be known by the analyst. In
Image Steganography, the existence of hidden
information in an image is usually imperceptible and
therefore does not cause an alarm.

In the paper “Security Through Obscurity”, Dr. K.
Duraiswamy proposed a scheme to combine cryptography
and steganography to enhance the security while
maintaining it impervious. [l11]. Even with the
combination of Cryptography and Steganography, the
message can be hacked [12] or attacked to make the
message useless for the receiver [13].

4. Proposed Solution (ESIS):

An Encrypto-Split Image Steganography (ESIS) System
is suggested here to produce an efficient and stable
platform for secret communication. This proposed
scheme adds an additional layer of splitting the
encrypted message into two parts, each of which is
hidden in a different cover image.

First the sender sends the plain text message to the
Encryption Phase which converts it into an encrypted
secret message by using Advanced Encryption Standard
(AES) and then the Splitter Algorithm splits the message
into two halves on the basis of bits. Two cover images
are taken by the Stego-Encoder for hiding each
encrypted message part. The cover image is transformed
by using one of the three given transformations (DCT,
DWT or DFT). Each of these two cover images are

converted into stego images by hiding respective
message part into their coefficients.

At the receiving end, the inverse procedure is applied to
get the original message. First we analyzed both stego-
images for any attack. In case of an attack, the stego-
image is recovered by applying the inverse of attack.
Then the stego Decoder extracts the message which is in
encrypted form. This data received from both images is
combined back and passed to Decryption Phase which
performs Decryption to give the original text message.

Proposed methodology for Attack detection:

For attack detection an image is changed in such a way
that some special data is hidden at four corners of any
selected image. Basically the coefficient of the image is
modified by changing with least significant bits of the
coefficients. When the stego image is analyzed for the
attack the actual values of stego image are compared
with the received stego image. If any attack is detected
first it is reversed by recovering the actual data and then
embedded data is extracted.

4. System Design

The system block diagram shown in Figure | summarizes
the important physical modules and functionality that
make up the Encrypt Split Image Steganography (ESIS)
System.

Estimate
stegeimage

Fig.1 ESIS Block Diagram
5. Experimental Results



We have tested our system based on the test images
“Cameraman”, “Wharf” and “Peppers” of size
256*256. If the length of the secret message is 2000
bits and only one bit is changed per pixel then the

BER after attacks are:

DCT DWT FFT
No Attack 0.000 0.000 0.000
Rotation (90 | 0.425 0.525 0475
intervals)
Resizing 0.625 0.475 0.6
Cropping 0.575 0.6 0.45
JPEGCompression | 0.6 0.5 0.55
S/N Ratio 40.2669db | 50.8540db | 6.2991db

Table 1 Average Bit Error Rate

Rotation | Resizing Croppi | No
ng Attack
White | 0.15 0.000 0.000 0.00
image
Black | 0.15 0.000 0.000 0.00
Image

Table 2 Bit Error Rate of Plain Images against Attack

Size of | 1-bit/pixel 2-bit/pixel

3-bit /pixel

image embedding embedding embedding
256*256 | 32768 bits 65536bits 98304 bits
512*512 | 131072 bits 262144 bits 393216 bits

Table 3 Data Embedding Capacity of System

4.1 Robustness of an Image when DCT Applied

In the DCT we embed the data of length of the 128
bit(64 bytes) and of the 2040 bits (255 bytes) by
using  2-bit/pixel, 3-bit/pixel
embedding scheme. The experimental results are

shown in figures 2 to 5.

Figure 2: original Image

and 4-bit/pixel

Figure 3: Stego-image (one bit per pixel)

Figure4:3-bits changed per pixel (64 bytes data embedded)

Figure 5:4 bits céhéd per pixel (64 bytes data embedded)

4.2 Robustness of an Image with DWT Applied

In DWT we embed the data at different levels e.g.
at level 1, 2, 3 and 4. We noticed the quality of an
image changed if the embedding is done by
changing the 2, 3 and 4 bits per pixel respectively.
The length of the secret message considered is 1Kb
(1024 bits) and the experimental results are given in
figures 6 to 9.



Figure 8: Embedding At Level 2 (4 bits changed)

Figure 9: Embedding At Level 4(5 bits er pixel Changed)

4.3 JPEG Compression Attack

The signal to noise ratio introduced after a JPEG
compression attack on the stego image is given in
the figure 10 and 11graphs for the DCT and DFT.

Figure 11: SNR Graph for FFT



Conclusion

Our proposed model provides one additional
security level by developing a splitting algorithm
and detection algorithm. This solution has the
following advantages.

First, encrypted text can be easily identified
because the data is scrambled but encrypted (or
scrambled) image would not look anomalous (if the
image is not very distinct).

Second, the existence of splitting encrypted text
into two portions and embedding them into two
different images won't be detected because
meaningful text cannot be recovered from any one
stego image.

Third, no one would look for textual information
hidden (not embedded) in an image. Rather one
might sense steganography and try to steg-analyse
it, as image is normally used in the context of
steganography.

Fourth, the detection algorithm can detect the
image processing attacks like resizing, rotation,
cropping. This also serves for security purpose. The
proposed solution inherits the strong features of
cryptography and steganography while omitting
their weaknesses.

Future Goals
e Making it more robust
e Treating on  network,
fransmission noise
e Detecting the attack of Compression.

introducing
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