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Abstract

Abstract

Traditionally separate networks are used to carry out voice and data e.g. circuit switched

networks have been employed for voice transmission whereas packet switched networks are

used for data transmission. Network convergence has come up with a benefit that it has

merged the data and voice network to single shared infiastructure. This network convergence

helps us in terms of cost and effrciency.

Voice over intemet protocol (VolP) is a protocol which allows multimedia communication on

packet switched infrastructure of intemet protocol. Session initiation protocol (SP) is the

standard signaling protocol for real time communication on VolP. SIP is application layer

protocol. It is text based protocol like http and has request/response architecture. SIP protocol

is lulnerable to many security threats like Denial-of-service (Dos), social threats etc.

A lot of work has been done for the intrusion detection of SIP-VoIP network. Most of the

work done so far uses signature based intrusion detection or anomaly based intrusion

detection strategy. In our work we are going to describe Hybrid intrusion detection system

which makes use of two types of modules. These two modules are signature based IDS and

fi:zzy ruJe based IDS. The first module which is signature based IDS will perform intrusion

detection on SIP traffic based on various predefined intrusion signatures, the SIP traIfic

which is declared non-intrusive from signature based IDS module is further analyzed by

Fuzzy rule based module. Thus with the help of two phases of intrusion detection false alarm

ratio is decreased considerably which is the main characteristic of any intrusion detection

system.

xiii



Chapter I

1. Introduction
This chapter can be divided into t\Io major parts. The first part will provide an overview

about intrusion detection system, its types and characteristics, importance of intrusion

detection.

In the second part Voice over Intemet Protocol is discussed in detail. As VolP is the

technology used for the transmission of voice and multimedia sessions over intemet, it

consists of set of protocols for session establishment, data transfer and support protocol. C)ur

research thesis mainly focuses on session initiation protocol. SIP has been established as a

de-facto standard for session establishment over intemet. Some details regarding SIP,

vulnerabilities associated with SIP and attack scenarios are discussed in this part of the

chapter. Some brief descriptions about other protocols involved in volP network is also

discussed briefly.

1.1 Intrusion detection

An intrusion is an action which aims to compromise the integrity, confidentiality, or

availability of any network resource. An Intrusion Detection System (lDS) is a second line of

defense behind protection systems like authentication. access control and cryptography [l]'
Anderson [2] was the first who introduced the concept of intrusion detection, he define

intrusion as the risk of illegal attempt to Access information, Manipulate information or

Render a system unreliable. The goat of Intrusion detection system is to provide a mechanism

for monitoring a host or whole computer netrvork against these security threats or intrusions.

1.1.1 Types of Attacks

Attacks caa be classified into two major groups based on the effect which they made on

victim host or network; these are active attack and passive attack. Active attacks penetrate

through system protection. They try to steal or modify information or data present on the

network. Active attacks may result in the release of some important information. Some

common example ofactive attack includes Denial of Sen'ice, masquerade attack etc.

White on the other hand passive attacks try to get information about system resources without

making any effect on the system but these attacks affect confidentiality of the system. Once
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this attack is launched it gets information about system which attacker may use to launch

some other attack. Example ofpassive attack includes eavesdropping attack.

1.2 Classification of intrusion detection system

Detection
stratcgy

Data source

Figure l-l lntrusion dctection chssification

1.2.1 Intrusion detection methodologr

On the basis of detection principle IDS can be classified into Signatwe based IDS and

Anomaly based IDS.

Anomaty ba${
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Anomaly based intrusion detection

This method tries to find normal system behavior, the system usually identifies pattems of

behavior that deviate from normal system behavior. Anomaly based IDS can detect new

attacks but it produces a high number of false alarms. Accuracy of anomaly based approach

depends on feature selection and threshold values upon which deviation from normal profile

is measured [4].

Signature based intntsion detection

In signature-based detection various previously known intrusion pattems are stored in the

signature database, if the network activity matches with the pattem or signature present in the

database alarm is triggered [3]. Signature for intrusion detection models intrusive behavior of

the network. Signature based IDS can detect only previously known attacks and couldn't

detect new attacks, for new or unknown attacks it may trigger false alarms. Detection

accuracy of signatue depends greatly upon conect setting of tkeshold values. For example

in port scan attack an attacker may try to send large number ofTCP connection request to the

target host machine, possible signature for this kind of attack is to count number of

connection request to the host, alarm is triggered when number of connection request

increases certain threshold.

1.2.2 Monitored resource of Intrusion detection system

Placement of intrusion detection system defends on the resource which it is going to monitor

on the network. The two major categories include host based intrusion detection system

(HIDS) and network based intrusion detection system (NIDS).

Host based Intrusion Deteaion (HIDS)

The host based IDS monitor's activities and access on an individual host machine of the

network. HIDS is deployed on business critical hosts like proxy servers, web server, database

server etc.it only protects the system where it is placed and has nothing to do with other

network entities. Therefore it increases the load on the system where it is placed. HIDS

utilizes operating system related information for intrusion detection.

Network based Intrusion Detection (NIDS)

NIDS monitors traffic from multiple hosts within a netu,ork. It utilizes network traffic to

monitor any suspicious activity in the network. NIDS is placed at any strategic point in the



network, where it monitors all the traffic coming inside or going outside from that point.

NIDS doesn't create any overload on the network.

1.2.3 Characteristics of an Intrusion Detection System

The author in [4] has mentioned some of the characteristics of intrusion detection system

1. Coverage: Determines which types ofattacks the IDS can detect under ideal conditions.

2. False alarm rate: Decides the rate offalse alarms produced by IDS.

3. Hit rate: it determines attacks correctly detected in some particular time period.

4. High bandwidth traffic handling: Demonstrates how well IDS can perform under heavy

traffrc.

5. Novel attack detection: It shows the ability ofsystem to detect new attacks [5].

1.3 voIP
Voice over intemet protocol also known as intemet telephony or IP telephony is the

technology used for transmitting voice or multimedia sessions over intemet rather than public

switched telephone network. After signaling and media channel establishment VoIP converts

analog voice data into digital signals, u'hich are further encoded and encapsulated into

packets and send over packet-switched network. On reception, similar tasks are performed (in

reverse order).

1.3.1 VoIP Advantages and Limitations

VoIP benefits in terms of cost. It provides features that are usually expansive in traditional

PSTN like call forwarding, voicemail, CLI and three-way calling are some of the many

services offered by Intemet telephone with no additional charges .Through VoIP PC-to-PC

calls are free, whereas PC-to-phone calls charge a little cost which is still cheaper than PSTN.

Another advantage VoIP offers is portability; one can connect to the network anywhere

through high broadband intemet connection. This makes VoIP as simple as e-mail.

Despite the benefits which VoIP offers there are lots of wlnerabilities associated with this

protocol which it inherits from IP and also have some of its own security concems. Due to

simplicity and openness of VoIP network it becomes easy target for attackers.

4
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1.4 VoIP Protocols

VoIP utilizes various other protocols in order to perform multimedia transmission over IP.

These protocols involve signaling protocol like SIP or H.32f , Media transport protocol like

RTP or RTCP and support protocol. These protocols are discussed later in this session.

callsetup, tear

modificetion

Figure l-2 VolP protocol types

1.4.1 SIP

Session Initiation Protocol SIP is developed be IETF. After 3GPP (The 3'd Generation

Partnership Project) had selected SIP as the signaling protocol for IMS (Ip Multimedia core

Network Subsystem), many other standards evolved to align with the 3Gpp's IMS [8]. SIp is

an application-layer control (signaling) protocol. It is used for creating, modifiing, and

terminating multimedia sessions over intemet [6]. It can work independently of underlying

transport protocols (Transport Layer protocol (TCP) or user Datagram protocol (uDp)) and

does not depend on the tlpe of session that is being established.

7.4.1,7 SIP Network entities

A SIP session utilizes four major entities which are SIp User Agents, SIp Registrar Servers,

SIP Proxy servers and SIP Redirect Servers. Role ofeach entitv is discussed below-

SIP User Agents

These are end user devices like PDAs, cell phones etc. There are basically two types of slp
User Agents namely SIP User Agent client (UAC) and SIp User Agent Server (uAS). uAc
has the ability to initiate call whereas UAS manages to receive calls.

Medla Transport
protocol

End to End
transpo( of vorce
and muttimedia

5
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SIP Registrar Servers

SIP register server contains databases in which information about the location of all user

agents in a given domain is maintained. While establishing SIP session registrar servers

provide participants' location information and other related information to the SIP Proxy

Server [7].

SIP Proxy Servers

Routing of SIP messages is performed by proxy server. They accept session establishment

requests made by a SIP UA and then it query to the SIP Registrar Server to get the recipient

UA's location infomntion. After getting location address it sends session establishment

request to uA if it is located in the same domain otherwise request is forwarded to the proxy

Server of requested domain, if the UA lies in some other domain. There are two types of
proxy server, namely stateless proxy server and state full proxy servers. Stateless proxy

servers don't maintain any state for the transactions while on the other hand state full proxy

server maintains call context or transaction state of all requesVresponse made by user agents.

SIP Redirect Servers

SIP Redirect Server helps SIP Proxy Servers to redirect SIP messages to some extemal

domains.

7,4.7.2 SI P Architecture

sIP is a request-response transaction-based protocol. In MC3261 two categories of slp
messages are request and response are defined. There are six different qpes of request

messages (according to RFC 3261), and six categories ofresponses are mentioned.

delined in RFC326l
Request method Description

REGISTER Registering contact information

INVITE Setting up session

ACK Facilitates reliable message exchange for INVITEs

BYE Terminates established session

OPTIONS Querying server capabilities

CANCEL Terminates pending request

SIP response is a three digit status .od.. Th"@l*r,
Informational, 2xx successful, 3xx Redirection,4xx request Failure,5xx Server Failure and

6xx Global Failure.

Table l-l SIP m€thods

6



SIP message consist of two parts message header and message body. The message header

includes information like as URI (Uniform Resource ldentifiers), method and Call-ID A

message body is described as SDP (Session Description Protocol) [9]'

1.4.7.3 SIP Message

SIP message consists of message header and message body. Message header comprises of

various fields, Via field indicates the transport used for the routing of SIP message and tells

the location where the response is to be sent Io header field specifies address of record of

recipient of the request, From header fietds specifies the Address of Record ofthe sender of

the request, Call-id header field is an exclusive identifier to gather a sequence of request and

response send in a dialog, CSeq header field serves as a way to identify and order

transactions, Ma*Forward tells the maximum number of nodes a request can transfer on the

way to its destination[6].

Simple example of NVITE message is shown below in this figure

-ERequest-Line:rilvrrEsip:BotTTohomer:sl17srP'2.

L:l Hessage Header
a yiai sLP/2,o/uDP 192.168.1.14 :5060; br an(h=zghc'lbK3l626bao; rPort

i{ax-ForHlrds: 70
g Froo: "8ot9" <i p: Botg@192. 168. 1. 14>; ta9=as6eel4 bc l
e To: <sip:8gt77ehonter ; 514:>
E contact: <sip:Bot9iG192. 168. 1. 14>

cal l-rD: 345:11e9b4506275d06cd6rb8114a7c6o6192. 168. 1. 14

E CSeq: 102 INvI:fE
user-Agem: asterisk PBX 1.6.2- 0--{ c2-oubuntu1' 2

Date: Hon, 01 Feb 2010 15:11:4I GJT
Allo: rNwrE, !aR, cAl.EEL, oPTroNS, BYE' REFER, suBscRrBE, NorrFY, rNFo

supported: rep] aces , timer
contem-Type: aPPl I cati on..'sdP
comem-Length:222

o xessage aody

Figure l-3 SIP INVITE message

SIP message body is describes by Session description protocol, which is discussed later in

this chapter.

7,4.7.4 SIP Registration example

Register server requires Address of record of user agents so that it can send request to it. UA

registers themselves with the register server of their VolP domain. This is a process which

binds SIP URI with contact URIs [0]. For example Bob needs register himself with VolP

register server; he will first send REGISTER message to the Register server of his VolP

domain. In REGISTER request fo header field will contain Address of Record (AoR), IP



address of Bob can be found in Contact header field. Register server accepts these

REGISTER request and places the information which it receives from these requests into the

location service for the domain it handles.

In most cases register server use some authentication scheme in order to veriff user

authentication. In RFC3261, authentication was introduced originally through using HTTP

digest mechanism, tftmsport layer mechanism or Secure Multipart Intemet Mail Extensions

(s/MrME).

In figure l-4 User agent sends REGISTER request to the Register server, Register server

replies with "401 unauthorized". For the user agent point of view it means that REGISTER

request has to be send once more. In the "401 Unauthorized" response, the important header

is lYWW-Authenticate: lhis header instructs the user agent to authenticate using the digest

authentication. This header contains challenge of a shared secret. UAC will combine the

challenge string with the user's password and compute the MD5 hash value. Register server

will also compute its MD5 hash value using the same procedwe and then compare this value

with the one received from the UAC.

Retister Server

REGISTER (authorization)

-i

Figure l-4 SIP registr{tion erample

7.4.7,5 SIP Call example

Figure 1-5 shows an example of SIP Call setup and teardown. In order to establish a call

session, UAC sends an INVITE request to UAS. Proxy server sends 100 Trying responses to

UAC after forwarding INVITE request to the requested UAS. UAS responds with 180

User atent

re{€lEI=Etr

G
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funging and 200 OK responses subsequently. Lastly rhe UAC receives OK response, sends

ACK request and the connection is established [9].

uAc Ito::v Sdver ProxY Servtr

rl--tt
- 

IIIITIE F: ----'1it-
!- l00rr1rns F5 --

Mc&a Sesron (RT?)

UAS

- 

INVTIE I1

10trtrlrn8 F3

I

---1
| 

- 

nrvTlE 11

-
| :8oRosq F6

-l_,o., 
o* .,.l

l.- '**."," r,'-

I soRrag,ns 18 ---']l._
l.- ..llru !ir\ i rU

t00.]KFll -----.1

rYE F]]
200 0f I14

Figurc l-5 SIP Crll flow exampl€ l9l

1.4.2 Session Description Protocol SDP

SDP was proposed by IETF in April 1998 as RFC2327. its revised addition was brought in

2006 as RFC4566. SDP is used for describing multimedia sessions for the purposes of

multimedia session initiation I l]. SDP doesn't serves for end to end media delivery rather it

is used for session initiation. SDP is designed to be extensible to support new media types

and formats, and due to its extensible nature it is used in conjunction with various other

protocols like SIP.

Figure 1-6 shows example of SDP body. It includes various fields r'unely, Version: it tells

about the current version of SDP, Ou,ner/Creator, Session ID (o) uniquely identifies the

session, ,Session Name (s) tells the name of the session .conneclion Information (c/ tells the

connection t)?€ and address. 7'irne description (t) tells describes start time and the stop time

of the session. Media Attribute (a) describes media session type, port, protocol and the

formarlist.

9



E UesSage
E Sessi oa lEs(rlptlm Proto<ol

sessJon O€s(rJption Protocol version (v); 0

o o{n€r,/creator, s€ssion rd (o): root 15064i8595 1506478595 rN rP4 192.168.1.14
session NarG (s): aste.isk PBx 1.6.2.0-rc2-oubuntul.2

o conne(tiofl Infor ation (c): rN rP.l 192.168.1.14
g Tire oescriptlon, actiYe time (t): o 0
E Media oescriptlon, nane and address (m): audio 12158 RTP/AVP 0
E Hedla Attribute (a)
o Media Attribute (a)
ii Hedia Attribute (a)

Hedia Attribut€ (a)

rtpmap:0 PCMU//8000
silencesupp:off----
ptime:20
sendrecv
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Figur€ l5 SDP Message body

1.4.3 Real-Time Transport Protocol RTP

RTP was originally designed by IETF in I 996 as RFC I 889 [ l2], which was further

superseded in 2003 by RFC 3550 [ 3]. RTP facilitates end-to-end transport of real-time data.

RTP doesn't give any assuance about Quality of service for real-time services. RTP works

independent of underlying transport protocol. For QoS assurance Real time control protocol

RTCP has been employed which guarantee QoS and convey information about the

participants in an on-going session. RTCP also provide mechanism to arrange received

packets in correct order.

Figure I-7 RTP header
RTP message header comprises of various field,s. L'ersion tells currents version of RTP.

padding bit is set true in case of padding octets, Extensior bit is set if the RTP header is

extended, contributing source idenlifier count the number of contributing sowces, Marker

Indicates the start of a new frame, Payload type tells codec in use, Sequence number is

incremented after each sent RTP packet, synchronizalion source identifier payload tells about

the sender of the RTP packet

Real -TiEe TransPoft Proto(o
fri [strean setup by sDp (frame 69)]

10.. .... - version: RFc 1889 version (2)
-.O. .... - Padding: ralse
...O .... - Extens'ion: Fa]se
.... OOOO - ContrJbuting source identiflers count: O
O... .... : Harker: Fa'lse
Payl oad type: rru-T G. 711 pcr.{u (O)
sequerrce nur$er : 41170
[extended sequence number : 41170]
T'lm€starp: 43ZO
s5zrrchroni zati on source identifier: OxEa2g7gej (ZZl79Z 39A9)
eayl oad : 5ddf cdc4c4 <Ec 7 cf dae6df e<f 8db764d404 3 505 3 5f 6af cZ 7 . - -

10



1.5 Thesis Outline

In this chapter we have tried to give an oveniew about what is an intrusion and types of

attacks. Classification of intrusion detection systems on the basis of detection method and

monitoring resources is discussed briefly in this chapter. Later in the chapter we gave

introduction about VolP protocol and then discussed various other protocols which are

involved in VolP like SIP, SDP. RTP and RTCP. Our main focus is on SIP protocol so it is

discussed with more detail.

Rest of dissertation focuses on detailed discussion of intrusion detection methodologies. VolP

is emerging technology; it is offering lot of benefits to the user but along with this various

security risks are associated. In the next chapter we will discuss these issues and also SIP

specific security breaches. We wilt also discuss literature survey which will cover research

work done already in the field of VolP intrusion detection. In chapter 3 we will present

requirement analysis of the system and also define our problem domain in chapter 4 we will

demonstrate our proposed system design. Chapter 5 will focus on the result achieved through

our proposed system design. Then we will conclude our work in the last chapter.

tL



Chapter 2

2. Intrusion detection methodologies

There are two major categories of intrusion detection systems misuse detection systems and

Anomaly detection systems which were discussed briefly in the section 1.2.1 of chapter 1.

Most IDS technotogy uses one of these methods while some focus on the integration of both

techniques in order to achieve more detection accuracy and to reduce false alarm generated

by the system. Here we are going to discuss these methods in more detail'

2.1 Misuse Detection

Misuse detection system compares the system activity against set of signature or rules. Alarm

is triggered when system activity matches some signature present in signature repository.

Signatures are created using pattem of knou,n attacks. Previously known attacks to the

system are detected accurately by the system but ineffective against new attacks.

In this section we are going to discuss different ways to represent attack signatues

2.1.1 Rule Based Langurges

Utilizing rule based languages to create rule of krown attacks is most commonly used

technique for misuse based intrusion detection. Known attack scenarios are specified as rule

sets, and a forward chaining algorithm is used to find intrusion [14]. Common examples of

rule based languages are rule-based sequence evaluation language RUSSEL [15] and

production based system tool set (P-Best) [16].

2.1.2 State Transition Analysis Tool Kit

Though rule based languages as discussed previously provides flexibility but in general they

are difficult to use. It has been utilized for attack detection in networks, distributed systems

and TINIX systems. Unlike rule based languages it is a high level tool for misuse detection.

Attack description in STAT is much easier and simpler as compared to rule based language.

2.1.3 Automatically Build Misuse Detection Models

Data mining techniques are used to automatically construct misuse detection module.

Frequent episodes and Association rules are used to find hidden relationships among data

which is used to represent a system's behavior, and the Meta classification is used to combine

the results of different classifiers to get better classification results.

t2



2.1.4 Abstraction-Based Intrusion Detection

Misuse detection technique has one common drawback, system is able to cater the

requirements of a single system for which it has been designed and couldn't be used in any

other environment even though they have some security concems. Abstmction-based systems

aim to addresses these issues.

2.1.5 Limitations of misuse detection systems

These systems perform better than anomaly based intrusion detection systems for known

threats and produce fewer false alarms because they use obvious knowledge about security

theats. The major limitation of misuse detection system is that it is unable to detect novel

attacks and as the system requires explicit knowledge of attacks so, attack pattems should be

precisely defined.

2.2 Anomaly Detection

2.2.1 Statistical methods

According to this approach intruder behavior is different from that of normal user. Statistical

methods used to construct normal user profile and try to find out difference between normal

user profile and attackers profile.

2.2.2 Machine Learning and Data Mining Techniques

Various techniques like Time based Inductive Machine. Instance based Leaming, Neural

Network, and Audit Data Analysis and Mining can be used for anomaly detection

2.2.3 Specification-Based Methods

Specification-based systems are based on manually developed specifications that captue

valid operation sequence rather than previously seen. They are capable of detecting new

attacks avoiding the high rate offalse alarms caused by tegitimate but unseen behavior in the

anomaly detection approach.

2.2.4 Limitations of anomaly detection method

Although anomaly detection has the ability to detect new attack but same flaws are also

associated with this technique. A common problem is normal user profile is created from

audit data collected during normal operation of the system. if same attack data is found

during this period it will considered as normal. Anomaly detection approaches also suffer

from high rate of false alarms.
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2.3 Related work

In this section we are going to discuss previous work done in the field intrusion detection.

2.3.1Fuzry network profiling for intrusion detection

Dickerson et al. [8] propose a fuzzy intrusion recognition engine (FIRE). It is anomaly base

Intrusion detection system based on fuzzy logic concepts. Data mining techniques have been

employed by the system to process the incoming network traffic. FIRE can detect wide range

of common attacks.

The proposed system consists of tkee types of modules. The Network Data Collector (NDC)

which acts zls network data sniffer, it captures network packets l5min fixed time interval and

give input to Network Data Processor (NDP). NDP places raw packet data in proper

categories by applying some data mining technique and then it uses fuzzy logic to create

fuzzy sets. These fuzzy sets are further given as input to fuzzy Threat Analyzer (FTA). Final

output from FTA leads to alerts which are sent to security administrator for response.

After the data mining process NDP produces fuzzy sets. Input data is evaluated against three

characteristics, UNIQUENESS, VARIANCE and COLINT. The author has used five fvzy
sets. Fuzzy rules are specified by the security administrator of the system. The system is

tested against data gathered form local area network of College of Engineering at lowa State

University.

The reported results are descriptive rather numerical that's why it is difficult to evaluate the

performance of the proposed system. This system is not able to fulfill the requirements of a

real-time detection of intmsion. Attacks with shorter duration are likely to be diluted during

the long period flow ofpacket information and thus went undetected.

2.3.2 Fttzzy Based Snort (FB-Snort)

wassim El-Hajj et al. [19] propose a NIDS. The proposed system is capable of detecting port

scanning attacks. It integrates snort, a famous NIDS with fuzzy togic controller for detecting

port scanning attacks and they called resulting system as fuzzy based snort (FB-SNORT).

The proposed system is aimed to increase the detection rate and to decrease false alarm rate

for port scanning attack. The choice ofusing fuzzy logic is based on two major reasons a) no

clear boundaries exist between normality and anomaly b) fizzy logic helps to smooth abrupt

separation between normality and abnormatity [19].
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FB-Snort works as a part of snon system; it improves Snort by adding ranks to alarms

triggered by Snort and also benefits in decreasing false positive as well as false negative

alarms generated by the Snort and also improve the accuracy ofthe system.

The designed system can only work for detecting some types of port scanning attack. It can't

detect all variations of port scanning attack with no false positives and negatives and no

experimental results are concluded for any type ofattack like DoS etc.

2.3.3 Fnzzy Based IDS on Application Layer

S.Sangeetha and Dr.V.Vaidehi [20] present a host based intrusion detection which works at

application layer of the network stack. The proposed IDS consist of two modules semantic

IDS and Fuzzy based IDS which work in hybrid way. Semantic/Rule based IDS looks for the

specific pattem which are defined as malicious. AIen is generated if attack pattem matches

the rule present in the rule base. A non-intrusive pattem could be malicious if it occurs

frequently in short time interval. To detect such pattems FASIDS uses fuzzy intrusion

detection system (FIDS). The proposed system is intended to work for HTTP traffic. This

system analyzes both header and payload for intrusion detection.

During first module, the semantic intrusion detection is performed on the basis of rules

present in the rule base. An event that doesn't match any of the rules present in the n:le is

forwarded to FIDS for further investigation. FIDS normalize these non-intrusive pattems and

then convert them into linguistic variable in fuz4 sets. These fuzzy sets are further analyzed

with the help of Fuzzy Cognitive Mapping (FCM). It fires an alarm to the clienVserver if
some intrusion is detected. Results achieved through FASIDS show better performance in

case of the detection rate and time taken to identify intrusions. False positive rate is also

decreased for a specific attack.

The system is designed just for single application layer protocol HTTp (Hyper-Text Transfer

Protocol).

2.3.4 A Signature Database for Intrusion detection Targeting VoIp

Bazara Barry and H. Anthony chan [21] present an Intrusion detection system that consists

ofa signature database that works in conjunction with a specification-based detection module

specifically designed for VolP. As a detection base line, specification-based module takes the

specifications of volP applications and protocols. Any deviation from the protocol's normal

behavior as described by its specifications is treated as intrusion.
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Proposed system is hybrid hosed based IDS for signaling protocol (SIP) and media protocol

(RTP). Both header and payload parts are analyzed by the system to find any sign of
intrusion. The proposed system uses an Extended Finite State Machine (EFSM) for each of the

protocols involved in a session to find any deviation from proper protocol behavior according

to specifications. A state table is maintained to perform further checks on semantics

violations. Thus the desigted system supports the use of semantics aware signatues together

with s),ntax-aware ones.

They have four types of attacks related with SIP and RTP to demonstrate the functionality of
their proposed system. The attacks include BYE attack, Re-INVITE attack, voice injection

attack, and REGISTER flooding attack.

The proposed system doesn't consider abnormaVdynamic network condition into account.

False alarms are raised by the system in the case of attacks launched by delaying RTp packets.

The IDS designed here relies on strict specifications that do not consider implementation

differences. Some flexibility in specification based module is required.

2.3.5 A Rule based Approach for detecting port scanning attack

Urupoj Kanlayasiri et al. [22] proposed an intrusion detection system for detecting port

scanning attacks. The proposed system was a Host based IDS and it utilizes rule-based state

diagram technique for detecting intrusion activities in the system. Proposed system consists

of two main modules a) Feature selector FS b) Decision engine (DE).System uses a set of
featues extracted fiom network packet like source Ip address, TCp flags etc. Decision engine

perform analysis on the basis of these extracted features. It analyzes features with a set of
detection rules. Proposed system is tested against various scanning tools such as portScanner

aad exscan.

Major limitation ofthe proposed system is that it depends on threshold values. The Threshold

values used by the system are static. In this case intrusion detection depends on correct
setting of threshold values, as the network traffic varies in real time communication, sudden

increase in traffrc cal happen which is not necessarily DoS attack. In this case false alarms
are raised by the system

2.3.6 Framework for detecting anomalies in VoIp
Yacine Bouzida and christophe Mangin [23] proposed a system to secure overray networks
by detecting anomalies in voice over Ip networks. It is Netr+,ork based IDS designed
especially for SIP protocol.
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The designed system consists of three stages. The first collect network traffrc. In the second

stage features are extracted from captured traffic is either normal or attack. In the last stage

classification process is performed that is based on a model able to differentiate between

normality and anomaly. This model is constructed using a set of features on the bases of

different statistical meastues between current network flow and past flows.

Proposed system monitor network traffic state fully and extract useful attributes from it.

These attributes are based on known VolP attacks. Gathered attributes are message header

fields and their values (To, From, Via etc.). or message reply codes (lxx, 2xx etc.) or

collected statistical data e.g. the number of INVITE requests in certain time of interval. Once

the profiles are completed, the detection process starts. In the detection stage these attributes

are classified into one of three classes Normal, known Attack, new condition which could

possibly be some new aftack situation. Given feature can belong to one of the three possible

classes. During the teaming phase feedback method is employed to improve the detection

accuacy. Decision trees induction algorithm is used for leaming.

The desigrred system is tested against tcp dump data gathered from an operational test bed of

2 hours duration. Leaming is done on data collected in the first hour while Testing is

performed on the data captued in the second collection hour. They have achieved 99%o

detection accuracy.

In the proposed system features based on different statistical measures between current

network flow and past flows. This implies that past network flow is also involved in the

intrusion detection process. One important issue related to propose system is that it doesn't

address poison traffic attack i-e attackcr can slowly increase the tmffrc which serves as input

to the system and thus manages to escape from the detection.

2.3.7 A Swarm-Intelligence-Based Intrusion Detection Technique

Zhou Lianying and Liu Fengyu [24] proposed Swarm-intelligence-based IDS which aims to

decrease the misjudgment & misdetection and while at the same time increase the real-time

response in the present IDS. The system is inspired from biology's swarm intelligence

concept such that insects like bees and aunts have less intelligence and power when working

as an individual but when they are in colony then they can solve their issues and show high

swarm inlelligence.

IDS proposed in this work is based on four properties l) Simplifying system witl help in

improving efficiency 2) IDS should maintain server detection sysrem it will help to improve

ry""hr"r""aly 
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processing of data 4) information exchange among function units should be enhanced, it will

help in detecting more complex attacks.

Two models of swarm intelligence are introduced in their work, Host based model and

network based model. Both models use separate detection units e.g in network model there is

detection unit of ftp services, detection unit for telnet services, detection unit for e-mail

services etc. where as in host based models there are detection unit for password file,

detection unit for audit and log file etc. Detection Units of both models have common

structure but each element's data resource and processing logic is different [24j. A signature

selecting module is used to extract variables aad filter data sources according to the required

detection unit. The abnormal event-processing in the system is used to detect abnormal

events. With the help of uniqueness of detection unit's functionality the detection results are

clear and there is no need of central controller. Due to independence and less interaction may

apparently improve real time response of system.

The system discussed in this paper is not implemented for set of attacks or tested against

attacks. Effectiveness of system against set of attacks is not known. Real time performance of
the system can't be judged.

2.3.8 An EFSM-Based IDS for Ad Hoc Networks

Jean Marie orset et al. [25] Propose an IDS based on extended finite state machines (EFSM).

It is a specification based IDS designed to address security issues related to routing protocols

of Mobile ad hoc networks (MANET). oLSR routing protocol has been chosen as a case

study. Specifications of OLSR are extracted manually according to RFC 3626. As it is known

that OLSR is link state routing protocol, the authors in this paper have decided to model the

behavior of each routing node in accordance with its state and its connectivity with the

neighbor nodes.

In designed system use of EFSM has facilitated to examine the message exchange among

various nodes of the network. They have used a backward checking atgorithm to identifi any

violations to specifications ofprotocol. Thus the technique benefits in terms of time taken for
verification.

There proposed architectwe is specification based and not supported with signature based

module, which made it difficult to detect DoS attacks.
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2.3.9 Progressive Multi Gray-Leveling

Dongwook Shin and Choon Shim [26] proposed a progressive multi Gray-leveling algorithm

(PMG) for protecting VoIP infrastructure against Spam attacks. The proposed algorithm finds

the grey level of the caller. Grey level determines whether caller is SPAM or not. The

analysis is based on former call patterns.

A Spam caller tries to put large number of calls in short time interval hence the gray level of

the caller increases. With the increase of grey level the chance of becoming a Spam caller

increases. According to PMG algorithm. if grey level increases certain threshold value then

caller is no more allowed to make calls. The status of the caller will change if the spam call is

not initiated in the next time period, the grey level decreases below certain threshold caller is

again allowed to make calls.

The algorithm has been implemented in Vovida Open Communication Application Library

(VOCAL) and Cisco call manager. Various tests have been performed to check system

accuracy. According to the test results PMG works well in spam voice protection and

depends on correct setting ofparameters.

The major limitation of the proposed system is that it cannot treat calls carrying new

identities.

2.3.10 Monitoring SIP Traflic Using SVM

Nassar et al. [37] has presented Intrusion detection system for monitoring SIP-VoIP network,

the system proposed in this research is anomaly based IDS and uses online monitoring

approach. They used support vector machine for classification. The system performs analysis

on a set of38 features extracted from VoIP network flow.

System starts the Intrusion detection process by capturing SIP packets from network. These

messages are trapped in a buffer of predefined size. After the queue is full features are

extracted. SVM classifier decides whether the vectors/features represent anomaly. Alarm is

triggered in case of anomaly.

Designed system detects High intensity attacks with good detection accuracy of about

98.24%;o bnt low intensity (stealthy) attack are detected with 1.24 0% detection accuracy.

2.3.11 Snort

Snort is an open source network intrusion prevention and detection system (IDS/IPS)

developed by Sourcefire [27]. It performs real time intrusion detection by utilizing its rule set.
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Snort makes use of benefits offered by both signature based intrusion detection method and

anomaly based intrusion detection method.

It works in three different modes namely packet sniffer mode packet logger mode, network

intmsion detection and prevention mode. In packet sniffer mode it reads packets from

network and displays them, the packet logger mode is responsible for logging data packets

captured from network on to the disk while the third modules provides real time intrusion

detection and prevention.

Snort rules are not aware of Sessions. It means that snort don't offer any mechanism for
grouping SIP packets belonging to one session. Malicious pattems which are spread across

SIP packets may get escape form detection mechanism. SIp and RTp are haadled packet by

packet in snort

Snort detection mechanism is simple yet effrcient. It begins with capturing packets from

network, then after decoding sends them to rule detection engine. where rule matching is

performed and alerts are generated if some attack is detected. The detection infiastructure

provided by snort id efficient for various network based intrusions however it is not very

effective against VoIP networks.

Stateful analysis of network packets becomes a requirement for intrusion detection systems.

various preprocessors are designed for this purpose. preprocessor are used for reassembly of
network packets belonging to same session. Snort is using stream| preprocessor for
maintaining session state. It reassembles multiple TCp and uDp packets belonging to the

same session and subsequently applies detection rules. To the best of my knowledge this
preprocessor is only effective for Transport layer and couldn't flrlfill the requirements for
session maintenance of Application layer protocol like SIp and RTp. These are being handled
packet by packet manner in Snort. So the malicious pattems which are spread across packets

may get escape form detection mechanism. The could affect detection efficiency and

accuracy

2.4 Summary

In this chapter we have discussed in detail the concept of intrusion detection and various
methodologies used in this fields. Intrusion detection is a broad field with more and more
i*ovations incorpomting into it with time. Here in this chapter we have some research work
done in this field. Numerous systems have been and tested for various types of networks.
Every system has its own advantages and limitations associated with it.
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Chapter 3

3. Requirement Analysis
VoIP is emerging technology in the field of telecommunication. It has come as a benefit from

network convergence. It has open new dimensions for telecom services and is gaining

popularity day by day due to it benefits in terms of cost aad efficiency. Due to the

architectural difference between traditional circuit-switched networks and VoIP there exist

various security issues. VoIP inherits these security issues from the Intemet layer and also

offers set of its own. Unlike traditional PSTN, VoIP has open architecture so it is more easily

accessed by attackers.

lntemet protocol was designed for openness and scalability. With the help ofthese features IP

has gain success and popularity. Along with these benefits some security threats are also

introduced due to openness in the designed architecture. VoIP uses SIP as a signaling

protocol for establishing multimedia sessions. SIP is also based on open IP Stack, so it is

rulnerable to various security risks.

ln this chapter we are going to discuss various issues related to VoIP security. Different tlpes

of attacks will be discussed briefly. Among all, main focus will be on attacks related to SIP

specifically Denial of Service and Social threats. The rest ofchapter is organized as follows:

3.1 VoIP Security Threats

Though VoIP is offering lot of benefits to the users, some security risks are also increased.

These security risks are mainly divided into three main categories

. Supporting services threats

o Media protocol threats

o Signaling protocol threats

3.1.1 Supporting services threats

Various protocols are involved in VoIP communication e.g. DHCP, ARP, DNS etc. security

risks are also associated with these security protocols. Domain Name Service (DNS)

transforms a host name into IP addresses. DNS Spoofing and DNS Cache Poisoning are two

common security threat related with DNS. ARP is Address resolution protocol it is used for

resolution of network layer into link layer addresses. This protocol is also rulnerable to

poisoning and spoofing attack.
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3.1.2 Media protocol threats

Media protocols are used for real time transfer of voice and multimedia transfer over Ip. Real
Time RTP is most commonly used protocol for this purpose. After session establishment with
the help of signaling protocol RTP is used for end-to-end transmission of data. Volp is real
time protocol so latency, jitter, delay are important issues to be considered for eoS. If RTp
packets are transmitted in clear (i-e without encryption) than packets caa be easily sniffed.
The sequence number can be judged and some fake packets can be injected into the
legitimate media flow. As a result some unexpected data packets received at the receiving
side.

3.1.3 Signaling Protocol threats

The signaling protocol is the pillar of VoIP communication network. SIp is chosen as default
signaling protocol by IETF. It is the focus of a wide range of security risks. Folrowing are
some categories of the risks associated with SIp.

Figure 3- I Various types ofattacks on SIp

Spam over Internet Telephony (SplT)
In general, "spam" refer to some information, sent to numerous receivers without knowing
their response. Spam is usuary associated with some sort of marketing, fraud, or phishing
messages These types of messages are common in form of email, Short Text Messages, and
phone calls over the traditional public Switched Telephone Network (PSTN).
volP has gain popularity over traditional telephony, and can be considered as an artemative
to PSTN in the near future. slp has been estabrished as a de-facto standard for volp. SIp
services resemble much like traditionar email. Hence the spam attackers are likery to misuse
services as they do with email systems. Net,'threats are found which can target VoIp. One of
trf.lllT Mi"h ir qffilu, ,o 

"-uil spam. There are wide range of scenarios in
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which Spam attack can be launched on the internet telephony e.g. Interactive marketing calls

in which caller (Spammer) tries to sell different things like insurance policies e.tc or it could

be Passive marketing in which some prerecorded messages are used to sell products or

services.

Although these types of attacks can also be launched over traditional PSTN but with help of

VolP it is more cheap, easy and efficient. These attacks can be launched with less cost in

VoIP as compared to PSTN. As cost of making a call using VoIP is almost negligible, it just

requires a high speed intemet connection. A DSL line with 2 Mbits can make almost 30 calls

simultaneously; whereas if PSTN is used for this case then this would be more costly. Botnets

are specially desigred with VolP-directed software for launching these kinds ofattacks.

Prory server

Figure 3- 2 Spam over interret telephony (SPIT)

Vishing

Another variant of Spam attack is VolP Phishing or Vishing attack. Vishing in general is an

attacker trying to acquire some confidential information from victim e.g. an attacker asking

for entering bank account details in a fake web page. Similarly in voIP spam an aftacker can

ask for dialing some expensive number in order to get some prize.

Toll Fraud

Attacker connected to the Intemet tries to bypass the bilting procedure. It is unauthorized use

of paid long-distance communications services. It is a rwo-step procedure. In the first step

the attacker perform scanning on the intemet for frnding suitabte volp systems and then in

Spam Bot fr;
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the second step attacker connects to the selected system pretending as a remote extension and

then tries to make calls through the victim system.

Call-id spoofing

Making fake caller-id is relatively easy in case of volp as compared to traditional pSTN e.g.

From freld in SIP header appears to be caller number in the recipient hand set, it can be set to

anlhing as there is no check on its validity. call-id spoofing can cause the system's

reliability into question.

Man in the middle aftack

voIP is also wlnerable to man-in-the-middle-attack (MITM). To launch this type of attack

attacker caprures sIP traffic and masquerades as the calling party to the target. once the

attacker got access, he can then capture calls through a redirection server.

Denial of Service (DoS)

DoS is the most critical threat which affects the availability of resources held by a particular

host on the network. The goal of DoS attack is to prevent legitimate user for accessing

services offered by victim host.

The three main categories of SIP based Dos attacks are SIp message flow tampering SIp
message payload tampering and SIp message flooding [2g].

a) SIP Message Flow tampering

This type of flooding attack is used to disturb the ongoing traasmission between entities of
network. In voIP communication between two entities happen in synchronous time model. A
dedicated connection is established between the parties participating in the communication.
Attacker targets this connection by sending bogus messages. various types message flow
tampering can be launched by using fake request lnessages e.g.

BYE Attack: attacker can send a fake ByE message with right credentiars to terminate a

existing session between two entities.

CANCEL Attack: GANCEL request can be used to cancel the call estabrishment request.

b) Message Payload tempering Attack
while launching this type of attack, attacker tries to mount harmfrr content with the message.

Such type of attack may cause crash, buffer overflow, and remote code execution e.tc. tsoth
user-agents and proxy server could be affected with such type ofattacks.
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c) SIP Message Flooding

This tlpe of DoS attacks involves overwhelming the target with a number of valid and/or

invalid requests [29]. Resources that are targeted in sip message flooding attack are [28]

Bandwidth: victim is flooded with more messages that it has ability to handle

CPU: victim is flooded with more messages than it can process

Memory: request create a state on the host, in the case of flooding several requests are

directed towards victim that it will run out of memory

Flooding attack can be originated from single source or can be launched using multiple

sources (also known as DDoS attack). Following zue some categories of flooding attacks on

SIP server

Reg ister re quest F I ooding

Register server is one of the critical elements in VolP network. It is responsible for handling

register reqtest It accepts these requests and places the information related with these

request into location service of the domain which it handles. While launching flooding attack

on register server several register requests are sent to the register server.

Expires=12m

Unauthorized

rl
- Unauthorized

: neCtsfEn + Credentials :

Expires=12@ 
:

:

Figure 3-.3 Register Server flooding
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This cause's victim register sener to become paralyzed. The aim ofRegister server flooding
attack could be a) guess legitimate user password, b) to cause a DoS at Register server [30].

I nvite req ue s t flo odi ng

Al attacker can also launch invite flooding attack not only on the proxy server but also on the

user-agents. User agents have a limited ability to handle invite request. Attacker exploits this
ability by sending large number of INVITE requests u,ithout acknowledging the response of
user-agent. Another scenario of launching this type of attack is INVITE flood with false Ip
domain address or INVITE flooding with false slp uRI in some another domain [37].

INVITE

ARP Response

INVITE

INVITE

Figure 3- 4 lnvite message flooding

3.2 Probtem Definition
voice over IP is emerging as a standard and attempts to replace old pSTN systems. As the
use of voIP in communication is increasing day by day the security theats associated with
this protocol are diversifoing. Due ro distributed nature of vorp network and real time
characteristics it suffers from various security flaws. VoIp ut izes separate channels for
signaling and media transmission. These channels nm over rp and separate protocols are

)
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employed for each. Security risks are associated with each protocol involved in the

communication e.g. Denial of service, spoofing, masquerading, eavesdropping, SpIT etc.

various security mechanisms have been proposed for intrusion detection in volp. But these

techniques are not able to fulfill the requirement of intrusion detection in the distributed

architecture of VoIP.

3.3 Research Objective

The key protocol for voIP is SIP. SIP deployment is likely to increase in future; protecting

SIP against various security theats is becoming essential. In this research our major focus

will be:

l. To secure a SlP-based network against various Denial of service attacks and social

threats

2. Improve the detection rate

3. To reduce false alarms generated by the intrusion detection system

4. To find the intensity of attacks detected by the system

3.4 Summary

VolP is exposed to many security threats. Different protocols along with the security threats

are discussed in this chapter. Focus ofour research is intrusion detection for SIP protocol. In
this chapter we have discussed slP-volp security breaches. Later in this chapter we have

formulated our problem definition and discussed research objective.
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4. Proposed Solution
Irr this chapter we shall describe our proposed architecture to counter threats like denial of
service and social threats in SIP based VoIP network.

We have already discussed various intrusion detection systems in previous chapters. We shall

discuss a method of intrusion detection implementation keeping in view the effectiveness and

advantages of classic Signature based intrusion method along with the benefits of fuzzy logic

based intrusion detection technique. we shall discuss how detection accuracy can be

improved through the use of hybrid intrusion detection system. our proposed system consists

of two modules, in the first module network packets are analyzed, for any suspicious events

with the signature based IDS module. Alarm is triggered if some attack is detected otherwise

the non-intrusive pattems are then further analysis with the second module. second module

makes use of fiyzy logic to detect intrusive pattems.

Rest of this chapter is arranged as follows in section 4.1 we are going to discuss fuzzy logic

and how intrusion detection is done by using fuzzy logic. In Section 4.2 we will demonstrate

the design features for our proposed system. Architecture of proposed system will be

discussed in detail in Section 4.3. In Section 4.4 we will discuss how different attacks can be

detected through our proposed system, In Section 4.5

discussed.

general flow of the system will be

4.1 Flzzy logic

Fuzzy logic was introduced by Dr. Lotfi Zadeh in the 1960's as a means to model the

uncertainty of natural language [31]. It mimics human decision making capability because it
has abif ity to work with imprecise data. Fuzzy logic system uses fuzzy membership functions
and set of rules to reason about data. Membership functions are curves that map every input
to a membership value in the range of 0.0 to r.0. It is graphical representation of a given
input and it associates weight with each input. This weighting factor determines the degree of
membership (DoM) of each rule. There are various shapes of membership functions e.g.

Gaussian, triangular, trapezoidar, bell etc. Fuzzy rules are defined by domain expen.
Following is an example of fuzzy rule.
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lf funding is sufticient or stalis small then risk is low.

In this example suffrcient, small and lou, are membership functions defined for input variable

fimding, staff and output variable risk.

4.1.1 Fttzzy Inference system (FIS)

Fuzzy inferencing is a process of transforming given input to an output with the help of flrzzy

logic. In literature mainly two types of inference systems are discussed, these are Mamdani

fuzzy inference system and takagi-sugeno-kang inferencing system. Among them Mamdani

model is most commonly used. This model was developed by Mamdani and Assilian in 1975

for controlling steam machine by set of linguistic rules obtained by domain expert.

To compute the output ofFIS given the inputs, it has five steps l) Determining fuzzy rules 2)

Frrzzification of input data 3) Application of fuzzy operators on Antecedents 4) Implication

from antecedent to consequent part of rule 5) Aggregation of consequent across the rule 6)

Defrzzification [32].

De termining fu zzy ru I e s

Fuzzy rules are a collection of linguistic statements. These rules are used to define how the

FIS should make a decision for classifying an input or controlling an output.

Fuzziftcation

This is the first step of ftuzy inferencing mechanism. It determines the degree to which the

given input belongs to the fuzzy set via fuzzy Membership function. Membership functions

are used to map given input to a value between 0 and l. Where I represents absolute truth

and 0 represents absolute falseness. The output of fuzzification is a degree of membership in

the qualiSing linguistic set.

Application of fuzzy operators on Antecedents

After fi:zzification of inputs, degree of membership of all antecedents is found. If there is

more than one antecedent in a given rule then fuzzy operators (and, or) are applied to obtain a

single value which represents the result ofrule's antecedents.

Implication from antecedent to consequent

Every rule has a weight i-e a number betu.een 0 and l. Before applying implication method

rule weight is checked. Consequent is also a fivzy set with corresponding membership

function. consequent is reshaped according to the single outcome of antecedent part of the
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rule. lmplication is applied on each rule. Input to the implication process is single value from

antecedent and out of implication is a fuzzy set.

Aggregation of consequent across the rule

Final decision depends on testing of all rules in Ftzzy inferencing system. In this step output

from all rules is combined to get a single fuzzy set.

Defuzzification

The output of each rule is fuzzy it must be converted into some scalar output; the process of

converting fuzzy input to scalar output is called Defuzzification. The aggegate output of

fuzzy sets is given as input to Defuzzification module which gives a single output. There are

various types of Defuzzification methods including centroid, middle of maximum etc.

4.1.2 Intrusion Detection using Fuzzy logic

Presently, security risks are increasing due to increasingly getting connected with public

accessible networks e.g. intemet. To counter these security risks various intrusion detection

schemes are applied specifically data mining techniques, Artificial intelligence techniques,

soft computing etc. data mining techniques like clustering, association rule mining and

various others are used for detecting intrusive activities in the network. In the similar way

many Artificial intelligence techniques including fuzzy logic, neural networks, decision trees

etc. are also applied for this purpose. Among them Fuzzy logic techniques offer many

advantages over other AI techniques.

plzzy logic has been extensively deployed now days in the field of intrusion detection. There

are several reasons for using fuzzy logic in the field of intrusion detection. One reason is that

alarm generation against attacks is often frnzy, at what degree of attack alarm should be

raised is also fiizzy because in some situations there is a very little difference between

normality and anomaly.

4.2 Design Requirements

Various systems have been designed so far for detecting intrusion in VolP networks which

shows better results for various types of attacks but stitl there are security holes left behind.

In this section we are going to discuss design requirements of Intrusion detection system for

VoIP signaling protocol SIP. SIP is vulnerable to many security threats as mentioned in

previous chapter. In order to get better detection accuracy intrusion detection system should

have following features.
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4.2.1 Stateful detection

Though Stateless analysis is useful and w-orked efficiently under heary network traffic but

Stateful analysis is required for networks like VoIP. Stateful detection involves performing

analysis for an entire connection or session, capturing and storing certain pieces of relevant

data seen in the session, and using these data to identifu attacks that involve multiple requests

and responses [33]. States presents system snapshot at a particular time interval. Stateful

detection describes system penetration as sequence ofactions that intruder tries to perform. In

Stateful analysis, states from multiple packets are accumulated to get an aggregate state

which is further used for intrusion detection. In our system we are going to use Stateful

analysis for intrusion detection of SIP. It is very important to maintain SIP state while doing

intrusion detection in VoIP as SIP is call management protocol and it is involved from call

establishment till termination.

4.2.2 Hybrid intrusion detection

Signature based intrusion detection is most commonly used intrusion detection methodology.

It looks for specific pattems which are defined as intrusive. This method shows good

perfbrmance for detecting previously known attacks. Detection accuracy of the signature

based IDS strongly depends on correct setting of threshold values. Any intrusion attempt

which fell outside the range ofthreshold is not detected by signature based IDS regardless of
its distance from intrusion threshold. In other words we can say that there exist an abrupt

separation between anomaly and normality. In order to smooth down this abrupt separation

we have integrated fuzzy IDS with the signature based IDS. Fuzzy IDS defines a range of
values as intrusions and shows better detection accuracy as compared with signature based

IDS.

4.3 Proposed Architecture

voIP networks are distributed in nature. various protocols are involved in volp
communication. slP which is call management is most vulnerable to security threats. our
designed system works at application layer and provides Stateful intrusion derection at

application layer. The proposed system is a Network based intrusion detection system.

Packet Capture

Incoming voIP network traffrc is captured by this module. It reads network packets and

stores them on the disk for further analvsis.
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Filter

Network packets captured previously are filtered by this module. Various protocols are

involved in VoIP communication. Our system is designed for intn:sion detection of signaling

protocol. So SIP packets are separated from others in order to save the processing power of

IDS modules.

Signature based IDS

Stateful intmsion detection is performed on the packets captured by the previous module. The

input to this module is looked-up in Call record tables. In this module intrusion is detected if
the incoming pattem matches with the signature present in the rule base otherwise it will be

declared as non-intrusive by the signature based module. Fuzzy IDS module will help to

detect these types of intrusions.

Alarm

Alarm

Figure 4- I Proposed syslem architecture

Fuzzy IDS

Non- intrusive pattems are given as input to this module. It performs further analysis to detect

intrusions which are not detected by signature IDS module. Figure 4-2 shows basic flow of
this module

Incoming traffic

Signature Based IDS

Rules
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Figure 4- 2 Fuzzy IDS architecture

Preprocessor

Preprocessor is used to extract useful features from SIP packets buffer. Features are extracted

from the network data captured using any one of two analysis methods; the memory-window

or memory less window. Il memory window analysis a time window a size n is moved over

raw packets in Overlapping order and then features are extracted fiom the set ofraw packets

[34]. Some of these features memorize information from previous windows. While on the

other hand in memory less window analysis method no information is memorized fiom

previous windows. It shows information contained in the current window. This stage passes

the extracted fean[es to fuzzification module

Fuzzification

As in fuzzy logic manipulation is on linguistic values, the crisp data is normalized in the

range of 0.0 to 1.0 and the converted into linguistic values of fi:zzy sets. Fuzzy rules are

constructed based on a map of multiple inputs to a single output.

Fuzzy inference engine

Fuzzy inference engine applies some reasoning to compute fuzzy outputs. Fuzzy inference

engine make use of fuzzy rules built from expert knowledge to generate final response. In ow

system we are going to use Mamdani's inferencing model to generate final response. In

Mamdani-type inference mechanism expects output membership functions in the form of
fuzzy sets. After aggregation these output membership function are defrzzyfied to get crisp

ouput value.

Defuzzyfication

Input to this module is fuzzy set and resulting output is single value. ln our system we are

goiag to use centroid method for defuzzyficatlon.
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4.4 Attacks

We have implemented two types of attacks to demonstrate the functionality of our proposed

IDS at application layer. These attacks are launched by exploiting various vulnerabilities of

SIP. The implemented attacks are message flooding attack and Spam attack on intemet

telephony. The rest of this section discusses attacks and the method which we are going to

use for detection.

4.4.1 INVITE message flooding

Flooding attacks falls in important categories of attacks in network security. Flooding attacks

can target the signaling plane elements like proxy servers and gateway with the objective to

take them down and produce havoc in the VolP network [37]. These attacks can be launched

in various ways like flooding the signaling plane with large number of request messages, by

exploiting vulnerabilities ofend device, sending malformed request messages etc.

4,4,7,7 Signature based IDS

In our prototype implementation we have taken INVITE message flooding to demonstrate the

validity of our IDS. In this type of attack, attacker sends large number of INVITE request to

the target host. As soon as the server receives INVIITE message it allocates some memory

for the transaction. Normally few seconds are required for call setup, this makes proxy server

rulnerable to flooding attack. Attacker flood the proxy server with large number of INVITE

message request in short period of time without acknowledging any response from server.

Following table maintains record for all user-agents sending INVITE requests.

Tsble + I User

The pseudo-code for detecting INVITE message flood attack is as follows

If (current time-start time < Tsec)

Invite count > threshold

raise Alarm

else normal

bleta

Field Description

SIP URI URI of the user agent sending INVITE request

Invite Count Number of INVITE messages send by a particular SIP URI

Start Time Time when first INVITE request is received

Current Time Time of current INVITE request
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This code generates alarm when number of invites messages send by a Particular SIP URI

exceeds certain threshold value in specific time period.

4,7,7.2 Fuzzy IDS

INVITE message flood attack aim to overload target proxy server with large number of

(INVITE) Call request. As a result proxy server become unable to process other legitimate

call request. To detect this type of attack. system maintains a call record table which provides

information about every call request to the proxy server. It consist of following fields

Call-id is the unique identifier which uniquely identifies the call. Whenever a new call id is

received, system creates new record for the caller; otherwise if received request is from

existing call-id, system updates that call record table entry. System maintains this table for

certain time interval then it extracts useful call related parameters for detection purpose.

Under INVITE message flooding attack number of completed cal/s decreases and call

rejeclion /dre increases. Figure 4-3 shows the call rejection ratio and call completion ratio of

normal traffic when there is no attack and when the network is under flood attack. Attacks are

launched with different intensities (flood with l, 10,100 and 1000 invite request per second).

+ Recjected callsfloltal
Calls

+Completed Calls/rotal
Calls

4

3

2

1

0
normal flood 1lls flood 10

t/s
flood 100

Us

flood1000
t/s

Table 4- 2 Call-Record Table

Field Description

Call-ld Uniquely identifies a call

Call Start time Start time of the call

Completion time Ending time of the call

Call Duration Duration of call

Inter Call arrival time Time duration between call requests

Rejection time CalI rejection time

Figure 4- 3 Rejected call ratio and completed call ratio under normal and attack tretwork tralfic
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As the target is flooded with large number of INVITE requests so, Intet Invite Arrival Time

is also low as compared with normal netu,ork traffic. These four parameters are used by flzzy

IDS module to find out the intensity of INVITE message flooding attack.

Fuzzy rules for finding attack intensity depend on four parameters as discussed in table 4-3.

Fuzzy inference engine is composed of membership functions for all these four parameter

and set ofrules.

The following section describes rhe steps involved in fuzzy logic intrusion detection.

a) Configuration Parameters

The attributes input to the system are mentioned in the table above. For each parameter three

triangular membership functions are used: low, high and very high.

Table+3Param€tersfor IDS

Parameter Value

Number of INVITES High

Average Inter INVITE arrival time Low

Call Rejection ratio (Rejected calls/total number ofcalls) High

Call Completion ratio (Completed calls/total number of calls.y Low

In order to obtain rules

following table.

Figure 4- 4 Fuzzy sets

consistenl with dau. value of any parameter x is configured using
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Table 4- 4 F
Description

Average attribute value

90% of x.,, (minimum value of x)

Average minus standard deviation

Average plus standard deviation

I l0o% of x,,"* (maximum value of x)

xi plus Average

Chapter4 Proposed Solution

Figure 4-5 shows the membership functions for Call Rejection Ralio parameter. The out

parameter also has three triangular membership functions distributed in the range [0.0, I .0]

irfl, YrrbbE -CrnGtlcro.S.f b'

Figure + 5 CallRejectionRstio membership function

b) Rules

After defining fvzy sets fuzzy rules are designed. These rules were formed depending on the

knowledge of floodhg attack and the relationship between theses parameters. We have

developed twenty rules to find flooding attack intensity.

Here we are going to explain one rule out of them

If (CallRejectionRatio is high) and (CallCompletionRatio is low) and (Numberollnvites k
high) and (InterlnviteAnivalTime is high) then (fiood is high)

This rule shows that flood attack is high when Call Rejection ratio is high and Calt

completion ratio is low and at the sarne time number of invites received in the given time

window is high and inter arrival of invite request is also high.
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CtnlFetffi - 26f C&Hirnndio . 0 00687 it.tnic.Olbvlca . 602 HihrneA.rt !trLt - 3.3

Figute 4- 6 luzzy logic rules for detecting Invite message flooding sttack

4.4.2 Spam over Internet Telephony (SPIT)

The second attack which we have implemented is a social threat. We have discussed this

attack with much detail in previous chapters. VolP Spam in not a serious problem yet but it is

expected that it become a dilemma in near future as the use of VolP is increasing day by day.

Session Initiation Protocol (SIP) is the underlying technology behind this social theat.

Similar to email Spam, VolP Spammer sends bulk of unsolicited calls to target network.

These calls are mostly pre-recorded and automatically dialed so, they follow some common

pattem and have fixed duration ofabout 15 to 20 sec. in most cases specially programmed

Spam bots are used to launch attack on the target network.

4.4.2.7 Signature bosed IDS

The signature based detection depends on following three parameters.

Call Rate: SPAM caller tries to put huge number of calls in small time duration. So the call

rate is usually greater than normal call traffic

Inter Call Arrival time: As SPAM caller is making huge number of calls in small duration

so time between the call requests is usually very low.

Cell duration: Call duration of SPIT caller is usually very small as compared with normal

call. Most of the time call is rejected by the recipient. once he found that call is spam.

Sometimes SPAM caller plays some pre-recorded message like telemarketing calls, so in this

case most the calls will have same duration.
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Figure 4- 7 Inter Call arriyal time at various attack intensities

Graphs ir figtxe 4-7 shows attack data of one min duration collected in tkee different attack

rates (1 C.C, l0 C.C and 50 C.C). It can be noticed that as the attack intensity is increasing

(from I to 50 concurrent calls) number of calls are increasing and at the same time inter call

arrival time is decreasing.

With the help of Call-record table System calculates Avg inter Coll Arrival Time (Average

time between call requests), Avg Call duralion (Average duration of calls) and total no of

CaIIs in particular time duration for SPIT detection and matches them against rule present in

the signature database, if the rule matches System will generate intrusion Alarm.

Pseudo-code for SPIT attack is mentioned below

If (tine. < t sec) && @S_!49!tS!!!Llval tine<thl && Avs Call dwation < th2 &&

Calls > th3)

Trigger Alarm

Else Normal
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4.4.2.2 Fuzzy IDS

In order to improve detection accuracy network packets are analyzed through Fuzzy IDS

module. This module again uses parameters mentioned in section 4.2.2.1 ail one additional

feature of call rejection ratio. During a SPIT attack call rejection rate increases due to

unsolicited and unwanted communication. All these parameter are configured according to

the method discussed previously. After defining membership functions frrzzy rules are

designed. We have developed five rules for SPIT attack detection.

Here we are going to explain one rule out of them.

If (Calls is high) and (CallDuration is low) and (InterCalArivalTime is high) then
(S p itAttac k is ve ry H ig h)

This rule shows SPIT attack intensity is very high when there high number of calls with low

call duration and inter arrival time ofcall request is also very high.

Cdll&r.0.47 ht;rcdAriyrlr3E r 0.2f R6i.cE(E!&. 0.06

Figure zl- t the fuzzy logic rul€ to detect SPIT attacks

4.5 Flow chart

Figure 4-9 completely explains overall flow of the proposed system. System filters SIP

packets from incoming VoIP traffic. After receiving SIP packets system updates its Call-

Record table and User agent record table. These tables are then further used by Signatue IDS

module and Fuzzy IDS module to extract useful parameters about User agents involved in

communication and Calls during a particular time interval.
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First Signature based IDS module checks if an incoming trafftc pattem matches some rule

present in the rule base, if some match occurs it will generate intrusion alarm. Otherwise this

traffic is declared normal. This normal or non-intrusive traffic is further analyzed with Fuzzy

IDS module. If some traffrc pattem matches rule present in fuzzy rule base alarm is triggered

otherwise incoming traffrc is declared normal.

With the help of hybrid intrusion detection architecture intrusion went undetected by

Sigrature based IDS module are further detected by Fuzzy IDS module and as a result better

detection accuracy can be achieved.

VrlP Tnlfic

Eddrg SlP
gPI

Crtet rr Ell ir
Urr rgcn Rrcrrl tLL

IrtrirAlrtr

Irttir AJlr

Figure 4- 9 Flow chart
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4.6 Summary

In this chapter we have discussed intrusion detection using fuzzy logic in detail. Then we

analyzed some important design requirements of our proposed system including hybrid

intrusion detection method and Stateful detection method. The role and limitation of

signature based IDS and f\zzy IDS are discussed and how they can be integrated to get better

accuracy is also discussed in this chapter.
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Chapter 5

5. Experiments and Results
In this chapter we will analyze result achieved by our system. our discussion on result
analysis focuses on two basic parameters namely, detection accuracy and False alarm rate. In
this chapter we will show how are IDS detects both types of aftacks and false alarm rate

produced by the system. As we have designed a Hybrid IDS, we will also discuss

perlormance achieved by modules if deployed separately and increase in performance when

working together in hybrid fashion.

Inkusion detection algorithm is used to map incoming network traffic into attack and normal
category. Effectiveness of intrusion detection system can be measured in terms of its ability
to minimize false alarm rate. Detection accuracy of IDS depends mainly on hit rate and False

alarm rate. we will discuss detection accuracy of our IDS w.r.t these parameters.

5.1 Data Set

We are going to use a common labeled data set available for intrusion detection evaluation.
This data set is developed at INRIA research center, Nancy, France ro perform quantitative
evaluation of intrusion detection on Slp,Ar'olp networks. Nassar et al. [36] has mentioned
completely test-bed for generating and customizing these Volp traces. This labeled data-set is
composed of normal, different kind ofattacks and mixed normal/attack traces. Three different
types ofdata sources are provided for Intrusion detection: network rraflic, Call Detail Record
(CDR) and Server logs.

5.2 SPIT attack

In our system spit attack detection is based on four parameters namery, numbers of ca s.

average call duration, inter call arrival time and number ofrejected calls.

5.2.1 Detection Accuracy

we have tested our proposed solution for SPIT attack detection on three different attack
intensities. SPIT attack was raunched using Spitter/Asterisk tool. Intensity of attack is
determined by number of concunent calls. Following table shows the results of individual
modules of the system to detect attack rate at l,l0 and 50 concurrent calls. Detection
accuracy can be found with the help of following equation.
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D etectionAc atr "rt - 
yg#ffiI#f9 * 100 ......... (5. I )

5- I Detection SPIT ottsck
Attack rate (number of

concurrent calls)

Detection Accuracv

Signature based IDS Fuzzy IDS Hybrid IDS

1 19.08% 85% 95.3%

10 lo0% 100% 100%

50 100% 100o/o 100%

Spitter 1C.C

I Signature IDS

tr Fuzzy IDS

g Hybrid IDS

Spitter 10 C.C Spitter 50 C.C

Attack lntensity

Figure 5- I Detection accuracy at various att ck rates

It can be seen from the above graph that detection accuracy is improved with the use of
Hybrid IDS. ln case of Spitter lc.c signature IDS provides just lg.og% accuracy while fuzzy
IDS provides 85%. By combining both techniques we have achieved 95.3%o accuracy.

Fuzzy attack detection example

Signahre based IDS approach relies on static theshold values. Detection accuracy of
signature based IDS depends on correct setting of threshold values. Any intrusion attempt
which falls outside the range of threshold values is considered normal regardless of its
distance from intrusion threshold. Fuzzy logic helps to smooth this abrupt separation between
normality and anomaly. E.g. threshold varue for Average call duration is set to 20, Spam

aftack can happen with little change in duration. Signature based IDS will not be able to

100

90

80

H70
Eu,
c50
o
840(l,

Ero
20

10

0

44

Chapter 5 F.vnerimcnts and Recrrll<



detect this little change and generate farse alarm. Fuzzy logic system works on range of
values, thus provide flexibility for detection.

C.b-& e.l,l'ril-.r,22.r ffidArirJfrrr. r 3R.t rrdc.ta _ 0.619

Figure 5_ 2 Fuzzy logic attack detection example

Here in this example call duration is 22.1(s) Signah:re based IDS w l declare this traffic
pattem as normal but fvzzy logic has detected this with the intensiw of0.50r _

5.2.2 Attack Intensity

our designed IDS have the ability to detect these attacks. Beside this F,zzy IDS also gave the
idea about the severity of attack. In the first experiment when attack rate was lc.c, the
system detects the attack with intensity range 0.56 to 0.7, in the second experiment attack rate
was l0c'c, and system detects these attacks with intensity range of 0.75 to 0.g6. Again in
the third experiment when attack rate was 50C.C, system detects this atrack with intensitv of
0.86. Greater the number of intensity, more severe the attack is.

spitter 1C.C spitter 10 C.C spitter SO C.C

Figure 5- 3 SPIT attack irtensity

5.2.3 False Alarms

Efficient IDS reports an intrusive activity as it happens and don,t trigger any alarm when no
intrusive activity found. The important measure of IDS is not how often it finds signs of
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intrusions, but how rarely it generates false alarms. There are basically two types of false

alarms namely False positive and False negative. A False positive alarm is triggered when

intrusion detection system identify normal data as attack whereas in case of False negative

IDS fails to identifr the attack. False Negative Alarms can be calculated with the help of

following equations

False Negative acanracy * 100...... (5.2)

No False positive alarm is produced by Signature and fuz4 IDS module. False negative

alarms are produced by Signature based IDS module while detecting low intensity (stealthy)

attacks. Fuzzy module also produced false negative alarm in detecting Spitter attack at the

rate of I C.C. but these False alarms are reduced wheu we have used both techniques in

Hybrid fashion.

able 5- 2 Fglse alarm re based aDDroach. Fuzzv IDS and Hvbrid IDS
Attack rate False Negative

Signature IDS Fuzzv IDS Hybrid IDS

1C.C 81% 27.t% 9%

IO C.C 0% 0% 0%

50 C.C 0% 0% 0%

5.3 INVITE message Flooding attack

In invite message flooding attack target is flooded with large number of INVITE request so

that it becomes unable to serve legitimate requests. Our signature based module not only

detects this event but is also capable of locating Attacker. This module maintains a log file in

which user agent profile is maintained, when some user tries to launch attack it generates

alarm.

Similarly prrzzy IDS make use of four parameterc call rejection rate, call completion rate,

cDerage inter invite arrival time and last but not least number of INVITE requests

5.3.lDetection Accuracy

We have tested our proposed system against flooding atrack at four different rates; flood I

invites/sec, flood 10 invites/sec. flood 100 inviles/sec. and flood 1000 invites/sec Detection

accuracy is found using Equation 5. t
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Table $ 3 Detectiona for INVITE at four dillcrent Attack rates
Attack rate (Invites/sec) Detection Accuracv

Signature based IDS Frrzzy IDS Hybrid IDS

1 49.3% 98.7% 98.7%

l0 100% 85o/o 100%

100 58.9o/o 100% 100%

1000 100% l00o/o 100Yo

100

90

80

Hzo
ieo
as0
o
E40(,
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20

10

0
flood 1 l/s flood 10 l/s flood 100 l/s flood 1000 t/s

Attack lntensity

Figure 5- 4 Dea€ction accuracy for nood attack detection

The signahrre based module show less detection accuracy for lor,r.intensity attack like flood

at 1 invite/sec. this attack can be detected through fuzzy module. So, the detection accrrracy

has improved to 98.7%o with the use of hybrid IDS.

5.3.2 Attack intensify

Fuzzy IDS module also provides information about attack intensity. In the first test case in

which attack rate is I invite/s ec, fuzzy module detect it wirh intensity of 0.55 to 0.g 1 , in the

second case attack rate of l0 invites/sec is detected with attack intensity of 0.82, similarly in
flood attack of 100 and 1000 invites/sec . attack intensities are 0.84 and 0.g3 respectively.

I Signature based IDS

El Fuzzy IDS

tr Hybrid IDS
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1
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Figure 5- 5INVITE mcssage flood attack int€nsity

5.3.3 False AIarms

Again in the case of invite message flooding attack false alarm rate is very low. False

negative alarm are produced by signatue based module in case of flood attack of 1 invite/sec.

but this attack is detected as our designed system is hybrid so, attack went undetected by

sigrrature module is further detected by flzzy module therefore False alarm rate has been

reduced considerably.

Table5-4Falsealsrm based a IDS and IDS
Attack rate False Negative

Signature IDS Fuzzv IDS Hybrid IDS

1 invites/sec 66% 33o/o 33%

10 invites/sec 50% 50% 50%

100 invites/sec 0 0 0

1000 invites/sec 0 0 0

5.4 Comparison

we have compared our results with the intrusion detection system for volp proposed in [37].
ln their work they have used Suppon vector Machine for classification. They have also tested

there system for Labeled VoIP dataset developed at INRIA research lab. It can be seen fiom
table 5-5 our proposed Hybrid IDS shows better accuracy for detecting Stealthy attack (flood

I invite/s, flood 10 invites/s) as compared with SVM.
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Table 5- 5 Detection

5.5 Summary

In this chapter we have seen that that our proposed technique constitutes hybrid

methodologies. We have discussed detection accuracy of individual modules and also

mentioned that detection accuracy can be signihcaatly improved when modules are

combined. Also false Alarm rate is reduced noticeably.
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Attack Rate SVM Signature IDS Fuzzy IDS Hybrid IDS

l lnvite/s 1.48% 49.3% 98.7% 98.7%

l0 Invite/s 60.13Y. 1O0o/o 85% 100%

100 Invite/s 80.820 s8.9% 100% 100o/o
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a Chapter 6

6. Conclusion and Future work
VoIP is shaping the future of telephony. Due to its popularity VoIP security issues are also

increasing day by day. In this thesis we studied VolP in details and security risks associated

with this protocol. We have proposed Hybrid intrusion detection system for SIP-VoIP. The

hybridism of our proposed IDS is the result of combining Sigrrature based IDS with Fuzzy

IDS. These two detection methodologies worked together to detect aftacks at application

layer.

6.1 Conclusions

In the first chapter we have explained role and importance of intrusion detection system.

Later in this chapter we have discussed VolP technology and SIP which is the de-facto

signaling protocol for VoIP. Various security threats associated with this application layer

protocol are mentioned. Other protocols involved in VoIP communication like RTP, RTCP

are also discussed. Basic intrusion detection methodologies are explained with detail in

chapter 2. Rest of this chapter focuses on research work done previously in the field of

intrusion detection and VoIP security. In this chapter we also mentioned the achievements

and limitations of existing VolP intrusion detection systems. With the help of literature

survey we come to know that VolP offers its own security threats along with other traditional

risks. In the next chapter we discussed SIP specific threats. there purpose, the way they are

launched and the effect they produce on VolP network.

Considering all these facts we have proposed a Hybrid intrusion detection system for VoIP.

Our proposed system consists of two modules in the first module detection is performed

using signature based approach, network packets are captured and analyzed against attack

signature, if some match occurs alarm is generated otherwise the captured data is forwarded

to fuzzy inferencing engine. In this module network data is analyzed against fuzzy rules. If
incoming traffrc matches with the fuzzy rules intrusion alarm is generated and intensity of

attack is found. Our proposed hybrid IDS helps in better detection because attack pattems

that fie not detected by signature based IDS module are further detected by fuzzy IDS.

Another important feature of our designed system is that it performs Stateful intrusion

detection. Despite of the fact that Stateless protocol aaalysis is much more efficient under
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heavy traffic load, it is faster and easy to implement but still Stateful protocol analysis is

essential and preferred for VolP communication. Some attack pattems spread across various

packets. Attack pattems which spread across SIP packets may get escape form detection

mechanism. Stateful intrusion detection helps to gioup packets belonging to same session and

hence improve intrusion detection mechanisrn. Our Sigratures are Stateful, they can cause

load on the underlying network but provide better perfonnance in detecting intrusions.

We have tested our proposed system against VoIP data set gathered at INRIA research center.

The data set is composed of real world at[ack-free and attack traces. We than tested our IDS

modules (Sigrature based IDS and Fv4 IDS) separately and in hybrid way. Results

demonstrate that high detection accuracy is achieved for detecting Invite flooding and

Spamming attacks when both techniques for intrusion detection are combined together.

6.2 Future work

In this thesis we have provide a basis for hybrid and Stateful intrusion detection system for

SIP-VoIP system. There exist space for improvement and enhancement in our work. We have

implemented two t)?es of attack to demonstrate the effectiveness of our approach. The IDS

can be enhanced by covering various other security threats as mentioned in chapter 3.

Similarly our proposed system is considering only one application layer protocol that is SIP,

as future enhancements we shall consider other protocol like RTP, RTCP etc. involved in

VoIP communication to more effectively detect VoIP attacks.
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