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ABSTRACT

Discrete Logarithm Problem and Integer Factorization Problem based Digital 

Signatures are using very large numbers to provide enough security. These Digital 

Signatures are not applicable for devices having small memory size and less 

computational power. In this thesis four shortened €omple^ digital signature 

algorithms has implemented that are using small numbers and provide enough 

security. These Shortened €omple^ Digital Signature Algorithms using hard 

mathematical ^omple^ Discrete Problem which is more di^icult to solve as compare 

to the Discrete Logarithm or Integer Factorization Problem’s based digital signature. 

This Shortened Complex Digital Signature Algorithm will be compatible for devices 

having less memory size and small computational ءapه bili١y. These Algorithms tal^e 

less time during signing and verification process by comparing with previous digital 

signatures.
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1.!Introduction

Internet isdefinitely become the largest public data ^et^^©rl؛, enable and facilitate both personal 

arid business transmissions and communications worldwide. It ha^ also broughta lot of 

Improvement, accessibility/ and liberties In every field of life, especially In business, online bank 

transaction, online correspondence and exchange of sensitive personal information. The

transmission and communication over the Internet and corporate networks is increasing day by 

day. These communication is ta^ng place through £-mall, mobile network, telecommunications 

as well as organisations are remotely connect to their branch offices networks through Internet, 

and commercial transactions are accomplls^edover the Internet, via the World WideWeb [16]. 

Undoubtedly Internet ha$ transformed and brought a lot of improvement in business world 

however these applications are at risk to ^udulent activists like !Packers, viruses and individual 

or human error to change, duplicate or Intercept the data.Due to this perception some questions 

are arises that need proper attention,

• ^ow secrecy maintain during transmission, so that nobody g^t unauthorised access to the 

Information©؛ the transmitted message?

٠ l^ow can the sender of th^ message ensure that the transmitted message exactly received 

by the Intended recipient?

• ^ow  can the recipient of message ensure himself that this is the message s^nt by the 

intended sender?

Therefore the authentication and integrity as well a  ̂ con^dentlallty of the information are the 

ultimate requirement for these applications [18].



In this thesis I  examine the variant ofEI-Gamal signature scheme which is known as Digital ااأ^ا

Signature Standard [39] which is based on Discrete logarithm problem.

l,2Network Security Concepts

Network security is used to prevent ^raudu!ent attacks and ensure that the data traveling across 

the network is secure.Network security comprises on detection, prevention and response, is 

called security trinity [17]. See figure 1.1.

Figure ل.ل : security Trinity

1.2.1 Prevention

?revention is the base of security trinity used to measure the prevention of the exploitation of 

vulnerabilities. To design network security schemes, preference should be given to ?r^ventative 

measures over detection and response [1?].

1.2.2 Detection

After preventative measures some procedures are need to detect potential problems where 

preventative measure failure occur [17].



1.2.3 Response

A proper plan is required to be developed by organization toidentifyan appropriate response 

tosecurity breach [17J.

1.3 Cryptography

Cryptography is the field of network securityto designProtocols, technique and algorithms to 

achieve thesesecurity goals [18].

1.3.1 Cryptosystem

Cryptographic scheme using a key to encrypt and decrypt information called cryptosystem [18]. 

^^e keys used for encryption and decryption will be same, or one key is used for encryption and 

its derived key will be used for decryption.

1.3.1.1 Symmetric Cryptosystem

Cryptosystem is called symmetric if the same key is used for encryption and decryption between 

the two communicating parties.Consider A and B are two communicating parties, and M is a 

message sending fi*om A to B. The communicating party A will encrypt the message M by its 

secret key k and then send to other communicating party B. The same key will be used by B to 

decrypt the message and recover M. It is fastest cryptosystem but the man^^ement of key 

exchange and security in a large network is more difficult, because the communicating parties 

must first agree on a session key for a certain time to encrypt all communications. It will required 

n (n — l) /2  session keys for n users.



1.3.1.2 Asymmetric Cryptosystem

An asymmetric keycryptosystem is also called Public key cryptosystem, using different keys for 

encryption and decryption operation. In t ا٦ is technique, the message has encrypted by sender A 

with a secret ke^ ة  and sends to^. ^0 reco¥ers the message, B using the deri¥ed or pubiic 

key (Dk), of the sender A. It best for key management but ^ery slow as compare to symmetric 

cryptosystem. !٢ there is n communicating parties then it required ^n session keys.

1.4 One Way Functions

One-way functions are thos^ functions which are easily calculated in one direction but ¥ery 

difficult to calculate in the reverse direction* It means that millions of years will take a I^nction 

to get in reverse direction. It has many examples li^e computing Square ^oots, discrete 

Logarithm ?robl^m and Integer Factorization Problem in a finite field.

l.SDigital Signature

As physical signature is used for the purpose of authentication in real world, similarly when the 

agreements and all decisions are electronically communicated, we need digital signing. Public 

k^y cryptography presented this service by using digital signature scheme, ?or the authentication 

purposes an electronic message has signed with digital signature by sender before sending to 

intended recipient, ^hus the authenticities of the message and sender will be provided by the 

digital signature scheme. A digital signature is an asymmetric cryptographic scheme through 

which an extra piece of information is a^ached with the message to detect illegal modifications 

and also authenticate the identity of the entity who signed t^e massage, digital signature 

algorithm î  used for E-mail, transmission of electronic funds, interchange of data, distribution of



software, storage of data, and all other application that required the assurance of data integrity 

and signatory’s authentication. Digital signature’s security depends upon the message and on the 

private key of the si^er. Digital signature generated by using one way mathematical hash 

ftلnctionand private key of the singer for hoth stored as well as transmitted data.

A digital signature consists on the signature generation and verif!cation algorithms, ?rivate Key 

of the signer is used for signing and Public key of the signatory is used to verify the signature by 

the recipient. Comparing with the physical signature, digital signature has the capability that, it 

cannot be changed nor copied by someone else, and also the signers of the signature cannot 

repudiate his signature later. These properties of integrity and authenticity of the message ensure



the non-repudiation of the signature for example the signer cannot deny signature of the message 

in future. The process of digital Signature generation and ^eri^^cation is sho^^n in f^ure 1.2.

1.5.1 Types of Digital Signature

There are two main types of^igital signature scheme are used.

1.5.1.1 Direct Digitai Signature Scheme

Sometime signed message is sensitive to the receiver, iil؛e signature on tax information, personal 

and business transactions are such type of situations in which a user A signed a message and 

send to user B for whom it is sensitive and aiso concerns to remaining users. For this purpose 

direct Digital signature scheme is used in which only B can directly verify the signature and also 

prove the signature validit^  ̂to any other users. In this scheme the receiver B has full control over 

the veri^cation process of signature. In Direct Digital ^ignature^cheme the public key of the 

receiver is used to encrypt the entire message or the hash digested message by sender to sign a 

message. The receiver’s private key is used to ensure the confidentiality of the encrypted 

message and signature [18].

1.5،1.2Arbitrated Digitai Signature Scheme

In this scheme the signed message ^rstly send to a trusted third party called arbiter to check the 

authenticity and integrity of that message. After complete verification it is forwarded to intended 

receiver.

Signature Generation Process

The signature generation process used one-wa^ hash Unction to obtain mes^a^e digest which is 

used as input for the digital signature, ?rivate Key must be kept secret and is used to generate the



signature by the intended signatory. The digital signatures are designed in sueh a way that they 

cannot be forgeable.

Signature Verification Process

Digital signature can be ^eri^ed by using the public key of the claimed signatory and same hash 

Unction that was used in the signature generation process, ?ublic key has re٩uirهd nosecrecy but 

must be maintains its integrity. Digital signature also used other information like secret random 

number per-message. The recipients of a signed message used digital signature for the 

verification of claimed signatory of the message to any third party.

1.6 Classes of Digital Signature Scheme

Digital signatures are divided in two main classes, signature with appendix and message 

recovery.

1.6.1 Digital Signature with Appendix

In this scheme the original message is required as input for the verification algorithm and depend 

on the cryptographic hash Unction. Digital Signatures with appendix are applied to messages 

having arbitrary le n ^ s . ^he following are the examples of Digital signatures with appendix.

1.6.1.1 El-Gamal Digital Signature Scheine

£l^amal^Digital ة ignه t٧r€ Scheme î  a signat٧rع with appendix requires a hash function 

having/ أ0ر 1}م ؛ }  -> Zp,where each user selects a large prime modulus p, a number g the 

generator ofZp*and a one-way collision free hash function h.

ا



EIGamal اج؛ه؛اه  Signature scheme also selectsprivate keyXyl , wherel <مء < p — 2 and public

keyy،4 = mod p.

Signature Process ofM essage m by user A

User A selects following parameters for signing of message m having arbitrary length. 

Random secret integer k, r and swhere

• k , \ < k < p  — 2,With(/،:,p — 1) = 1 

٠ r  = mod p Andk~^mod p — 1

٠ 5 = ءم“آ  {  h ( p i )  -  Xa - r]mod p — 1

• signature  = (r, s, m)

Verification Process of Signature(r, S; m), by any user B

٠ Verifies the component r, if 1 < r  <  p — 1م then accept otherwise reject the signature 

٠ Veri^es the component v l  = ^٨٣٠٢̂  mod p

• Verifies him)  and V2 = g^^^^mod p

• Signature will he accepted if = v2

1.6.1.2 ^igita] Signature Algorithm

The digital signature Algorithm is a digital signature scheme with appendix. DSArequired the 

following parameters.

?^am ete^s

٠ ?rime modulus p having L bits length where 512 < L <  1024, L is the multiple o f64.

٠ ?rime devisor و of p — 1 having length of 160 bits.



• g = a اتت"ءآ؟   mo d  p Wherea ع Zp* and g is in the order ofq in Zp*,

• An Integer Xa where 0 < Xa < q.

Signature process

•  Xq — g^^mod p.

٠ h= one way hash function

• Public parameters are p, ٩, h,g.

• is user public key and is user private key

• Compute fc“^mod ٩ by selecting random number k

•  r  =  {g^mod p) m od q.

٠ 5 =  k~^{h(rri) + x^-r} m od q

The ( ٢,ة ) •pair is the signature of the user A ^ r  the message ?71. New ^alue k will be 

generated ^ r  each time when new signature is generated.

Verification Process

• The signature will be accepted if, 1 <  r <  p — 1 and ل ك ء ك  p — ل otherwise rejected.

• Computes ١̂ = ل"ك  m odpandh  (m)

• Computes =  vv. h (rri) m od q and u2 = r . w m o d q .

• Computer V  = mod ٩

• ^he signature will be accepted ifv  = r.



1.6.1.3 Feige-Fiat-Shamir Signature Scheme

digital signature scheme with appendix. One-way hash function h is required ^ r  fixed 

integer k. In this scheme all users having same modulus n = p .q  and a key distribution center 

is used to generate the p, q and also private and puhlic keys for each users.

1.6.2 Digital Signature with message recovery

In this scheme the message can be obtained from the signature and these are useful for short 

length messages and there is no need to know about the original message in advance ^or 

verification algorithm. Digital signature schemes with message recovery are mostly applied to 

fixed len^h messages and can be converted to Digital signature scheme with appendix by taking 

cryptographic hash Unction and then signing the hash value.

1.6.2.1 The R S^ Signature Scheme

^he first digital signature with message recovery is the RSA digital signature scheme which is 

most applied and adaptable technique. All the spaces of message, signing, cipher-text and 

signature are belonging to Zn =  [0,1,2,... . n — 1} where n  is the product of two prime numbers 

p and 21] و].

Signature process

• Any us^r A compute €ypher text of the message = h (m)

• ^y applying his private key, user A computes^* = (m *)em odn  wher^^*, is the 

signature for message m.

Verification ?rocess

٠ Any recipient B apply the public key e of the sender A and compute m* = ( ك٠)ة m©d n.



٧^٢؛ • ^  that m* belong to h(m) if yes accept, otherwise reject the si^at^re.

• And recover the message from h(rn).

1.6.2.2 Nyberg“ Rueppel Digital Signature Scheme

^his ؛s a!^o the digital signature scheme ^ îth message recovery technique, ^he space of key 

generation and signing is Ms = Zp , where ^and q are prime numhers and 5 is the signature 

spaced = z p x z ؟ .

Signature Process

• AnyuserAcompute^^* = ^ ( ^ ) .

• $^lect a random secret integer k s  zq and compute r  = g~^ mod p.

٠ Compute ء = m*r mod p and s = e . x A  + k mod q.

٠ ^he signature of the user A will be the pair ( ء,ء ).

Verification Process

• Any user B, verify that ء ء  zp* and s ء zp* if yes accent otherwise reject the signature.

• Compute V mod p and m* = v ء-عمءو =  . e  mod p.

• Verify that m* ع Mil if yes then accept otherwise reject the signature.

• Message m will be recovered from m*by computing h~^(m*).

1.7 Digital Signature Schemes with additional ^nnctionalitie$

Some ^i^ations required additional ^nationalities which is not possible to achieve by 

implementing the b^؟ic digital signature scheme, ?or this purpose the basic RSA and £l-^amal 

digital signatures schemes are combined with a speci^c protocol to achieve the supplementary



features. Some distinguished digital signatures with additional and specific functionalities are 

described below.

1.7.1 Multi-Signature Scheme

When a digital signature ٢eوuإred more than one key for signing a same message is called multi- 

signature scheme. This type of signature scheme is used in so^e commercial organisations 

where a document is required to sign by more than one person in a collaborative and 

simultaneous manner. For example when a company issued cheque, it required the signature of 

more than one authorized persons [19, 20].

1.7.2 Group Signature Scheme

!n group signature scheme every member of some specific group has the authority to sign the 

required document on the behalf of that group. The receiver of the signature can verify the 

validity of the group sig^at^re but cannot identify the member of the group who signed the 

message. A trusted designated entit̂  ̂ identifies the signer of the message in case of any disputes 

[22,23].

1.7.^ Thre$ho،^ Signature Scheme

In some situation decision has taken by a group of members on the behalf of an organization, for 

example a large bank transaction which required signatures from more than one member. A 

separate digital signature is used for every signer to solve such type of problems but this policy 

make the verification process very difficult for recipient of the digital signature. Threshold 

digital signature is the alternative method used to share a secret key among a group of people in 

such a way that a certain number of people can work collectively to recover the secret. This type



of key distribution scheme is used to protect bogus fellow of the group and unintention^i 

disclosure of secret [24, 25].

1.7.4 Undeniable Signature Scheme

Undeniable signature is a number issued by a signer which depends on the message. In this 

scheme the signature can only be ^eri^ed with the help of a signer and protect the distribution of 

th^ signature without the ^owledge of the signer. The main problem of this scheme is that, a 

dishonest signer may refuse to authenticate a genuine document.^or the solution of this probiem 

a new component called disavowal protocol is added with the other no^a! components of 

signa^re and verification. Undeniable signature scheme is implemented using public-key 

cryptography baهكd hard mathematical discrete logarithm problem (DLP) [26, 27].

nd signature scheme؛!^ 1.7.5

This is a ^vo-party protocoi between the sender A and the signer B. In this scheme the sender A 

send a message to signer B for signing. Signer B signs that message and return to A. ^ow  user A 

is capable to compute the B’s signature on a message m of his choice. After the completion of 

this process B not capable to ^now the message m or the ة ignat  associated with it. ^0 blind €لآ٢

signature is used to prevent the signer B from seeing the message it sings and the signature.

Blind signature used in si^ation like online bank transactions, where the customer A does not 

want the bank B to be capable of associating a signature and message with a certain instance of 

the protocol [28, 29].



1.7.6 Proxy signature scheme

Proxy signature is used in situation where the head of the organisation is absent d^e to some 

reasons, and he delegates the authority of signature to his deputy to sign on the behalf of the 

organisation. In these techniques the private l؛ey of the head cannot provide direCly to the 

d^pu^ due to the digital signature security policy but delegate the signing capability without 

 ey in such a wa^ that the receiver can validate the signature of the head of؛nowing the private l؛!

the organisation with the help of proxy signer [3031 ء].

1.7.7 Shortened Digital Signature Scheme

^he traditional digital signatures are not suitable for situation of small storage size, low- 

bandwidth communication, and less computational Capability. A SDSS is used to provide 

authentication and integrity for these small and less computational capability devices.SDSS is 

important when signature is printing on postage stamp, bank bill or commerce invoice andalso 

desirable where signatures are entering manually. The signature is shorter and there is no need to 

do inversion in veri^cation. SDSS is used to provide the authenticity for small sise, limited 

ba^^ery timing and less computationalcapabilitiesdevic^s 11ءأا cell phone, wireless nodes and 

RFID chips[5],

Already some trusted short signature schemes based on D^? and IFPhas been developed. Short 

signature scheme having short signature length while provides same security as provided by 

DSA. This reduction of signature sise is very important for small size and limited computational 

capable devices because it saved the power and also increased the life of the battery [15].



1.8 Hash Functions

RSA and E!-Gamal signature schemes have the problem that the length of the signaturesbecomes 

same or may be largefrom the messages that aresigned by the signer. Cryptographic hash 

functions are used to overcome this problem. Hash function is use^ to produce message digest of 

^^ed length from message m of arbitrary length. Hash should be calculated for the whole 

message. Hash function is assumed to be public and not l^eyed. ^he hash value length should be 

proposed in the range of 128-bits to 512-bits to resist birthday attacks.The calculation of Hash 

function should be very fast, one way and strongly collision free. One way hash m^ans that it is 

infeasible to obtain the message (m) back from the message digest h(m). ]nfeasible means that it 

would take millions of ^ears to get the message by intruders [38] and by Collision free mean^ 

that it should be computationally impractical that the hash of two messages willbe sam^. For this 

purpose Revest proposed an MD4 hash function and later on another strengthened version MD5 

having message digest length 128-bit size for arbitrary message are presented.

In 1994 federal governed presented Secure Hash Standard of SHAl which is used to produce 

1^^-bits of message digest. Hash Unction is very fast but there is no veri٢١cه ti ه٨  available that it 

is collision free and computationally one way function. It is complicated and analysis is difficult 

but in practice it work very well.

Message digest will be public and signature algorithm is applied to the message digest obtained 

^om ha^h function and then the combination of message digest and signature are sending, ^he 

veri^cation process is applied to the signed digested message and compared with message digest 

that is obtained from the message. The signature that is produced b^ using hash function will be



very shorter and capable to prevent forgery attack. MD5 is not suitable for digital signature and 

for Secure Sockets Layer certiorates, because it has no collision resistant.SHAl is suitable for 

light weight devices and produced l^^-bits digest for a given message.

1.8.1 Why we need hash functions?

Hash functions are used because public-^ey signature algorithms are very slow if we sign the 

whole me^^age. Therefore the signing of the resulting Hash digested value of a message is much 

more el^ci^nt than signing the whole message. Secondly the signing of whole message without 

hashing result a many times large size of a signature for that message. And if signature has 

applied to the hash value of a message ^an  only small overhead like 320 bits in case of the ^ s s  

would be added.Thirdly due to the collision free property of a hash function, any change in a 

message will result in a di؛ferent hash value, and signature verification wil! be failed [40],

1.8.2 The Secure Hash Algorithm

NIST used SHA-1 for DSS which is having 160 bits fixed length for any message less 2مة bits. It 

originally based on Ron Rivest Message Digest MD4. Ron Rivest also enhanced MD4 message 

digest to MD5 algorithm. According [38] there is no cryptographic attack exists against Secure 

Hash Algorithms.
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ل  Literature Review

The literature survey consists on existing Digital Signature and Shortened Digital Signature 

based on these three hard mathematicarproblems like D ^ ,  CDLP, and IFP.

2.1 Key Distribution Scheme Based on DLP

Heilman[!] proposed a key distribution scheme on the basis ه و ل أ ? in which each participant has 

its own secrete key. £ach key consist on public and private key part called key pair also. He had 

^rst tim^ presented the idea of public key cryptosystem on the basis of DLP, It allows 

participants to exchange private keys over an insecure channel without prior sharing of secret 

information, ^"his scheme is limited only to the exchange of keys and no practical cryptosystem 

has presented. Due to no authentication for the participants, Man-in-the-middle attack is possible 

in this scheme.

2.2 ^irst Public Key Cryptosystem Based on IFF

divest et al [2] Proposed ^rstpractical public key cryptosystem schemewhich is based onthe 

dif^culty of factoring large numbers. It provides authentic encryption scheme without the needs 

of Private Keyexchange separately, [n this scheme the encryption key of intended recipient is 

publically known to every one and only that recipient decrypt the message by its private key. 

Minimum key length is 1024 bits.Security breaking is challenging and dif^cult as factorisation 

of n. Author used Richard Schroeppel’s methodfor 200 digits, so 1.2 X 1023 number of 

operations is required and if each operation having one microsecond then 3.8 X 109 years are 

٢e٩u آ٢ ed for factorization.The limitations of this scheme is that, p and و values must be enough



large that direct guessing is impossible, the value of pand q are recommended to be prime 

numbers. ^0  proper Digital signature scheme has been designed.

2.3 First Digital Signature based on DLP

El-Gamal [̂ ^proposed first DSA scheme based on the di^^cult ل  ̂ of computation of DLP over 

finite field. He used same public key forencr)^ption of message and for signature verification. He 

has developed signing and verifying procedures of proposed signature scheme. Its security 

breal^ing is difficult like solving the DLP. Proposed scheme security will be non-breakable if 

large prime numbers and strong exponents are used. Random encryption exponent /؛must be 

 fferent for each message.^he limitation of this scheme is that, it doubled the size of the؛^

transferred message and the security ma^ be compromised if random encryption exponent kis 

repeated.

2.4 Shortened Digital Signature Based on IFF

^oldovyan [4] proposed a short digital si^^ature scheme based on the difficulty of factorization 

of a composite number which is the product of two large prime numbers, ^ew  improved digital 

signature schemes having small size are developed, ^his signature scheme provides security of 

minimum security level group operations estimated as 2مة which is re؟ uiredto forge a digital 

signature.Due to choosing of large prime numbers attack on this scheme is computationally 

infeasible.Limitation of this scheme is that if we use prime numbers smaller than 1024 then the 

security has compromised.
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2.5 Shortened Digital Signature Algorithm based on DLP

z . Shao [5] proposed a short signature scheme on the basis of DLP which provides he^er 

security then existing signatures and has one forth reduction in the length of signature and in the 

computation of verification to original DSA. !ts security breaking is difficult like the dif^cu!^ of 

discrete logarithms problems, ?airing is not used in this scheme due to which efficiency is high 

and implementation is easy, ^his scheme is secure in the random oracle model from signature 

copying by adaptive chosen-message attack. The proposed scheme will have signature length of 

240 bits if 160 bits key length and SHA-1 or SHA-512 hash functions are used, ]f small sizes of 

prime numbers are used then the security of the scheme has compromised,

2.6 Digital Signature Based on the Hybrid of DLP and IFP

Ismail et al [6] proposed a n^w digital signature based on the hybrid of two hard problems 

namely DLP and I?p. n̂ which two secret keys are used for signing and two public keys for 

verification, ^^is scheme has less than 1203 + ^^time complexity for both 

signaturegeneration and signature verification. As compare to other signature scheme based on 

single hard problem, this signature scheme is more secure because no intruder can solve two hard 

problems simultaneously. It has less th an $ ^ ^  + ^T'mui + T'h computational complexity both for 

signing and verification. The communication cost of this scheme is 3|nj + 4|Pj. It has less number 

of operations for signing and verification.

2.? Short Signature sehen^e based on IFP

^oldovyan [7], Proposed a short signature scheme based on the difficulty of IPP. This scheme 

consists on a pair of two numbers which provide same security like RSA and the length is



reduced to 320-bits. This scheme provides complete security i^ the order number valued is 

^ ^ te r  than 160 and the length ٠٢ prime numbers which is used to generate n to be chosen very 

large, l^prime numbers having values less than 160 bits then security may be compromised.

2 8 Blind Signature Scheme based ^n IFP and DLP م

Tahat et al [8] proposed a new blind signature scheme based on both IFP and DLP. It has less 

computational comple^i^ ^ r  signatures and who demand the signature. This scheme is secure 

than the signatures scheme based on single hard problems. In this paper some possible attacl<s 

are also denned and the security of the proposed scheme has proved. This scheme has high 

computational overhead as compared to single hard problem.

2.9Cryptosystem based on Complex Discrete Logarithm Problem

$agheer et al [9] uses complex numbers to present existing public key cryptosystem with hard 

mathematical problem known as CDLP. His scheme has shorter key length due to which the 

overall calculation is easy than schemes based on DLP. As comparing to DLP, The CDLP using 

of complex numbers whichprovides double securityfor very smaller bit si^e of the key. The 

proposed scheme is applied for DifT!e-Hellman Key exchange, £l-^amal, Massey-Omura public- 

key cryptosystems and proved that the security based on CDLP is strong then based on DLP. 

Repeated squaring and multiplication al؛؛orithms are used to compute complex numbers 

exponentiation in the complex field group. If we calculated value of the CDLPis q-bit then it 

required^quare times operation <to solve it.Dperation complexity of CDLP î  immediately 

increased with the increases of si^e as compared with DLP. Hence due to these reason the CDLP 

base cryptosystem is more secure than DLP.



2.10 Digital Signature based on applying hash round function before signing

Chen et al [10] proposed a new digital signature scheme in which hash round Unction is applied 

before the signature. To overcome the active attaclcs author used a new digitai signature scheme 

Hash Round ?unction and Self-Certified ?uhlic Key System Digital Signature Algorithm. H-S 

DSA is similar as ELGamal digital signature algorithm in the format and it is mor^ secure and 

having less time complexity. Its security depends on one-way hash function, discrete logarithm 

problem and integer factorisation problem. H-S DSA has presented in four steps like 

initialization, user registration, signing and verification of signature. Author conducts 

performance analysis and proved that this scheme has batter security and also secure from all 

type of password attacks.

2.11 Digital Signature Based on B i^ s e  and Multiply ^ash Function

Noorouzil et al [11] used a new digital signature, which is better for such applications which 

using small size file, for sending and want simple and fast algorithm for generating digital 

signature. A new method of bitwise and multiply function are used for hashing. This hash 

Unctions generate smaller and dynamic size of bits which depends on each bytes (size) of the 

message. If original ^le is changed then the hashed file will also be changed. This scheme is 

limited to applications which have transferred smaller size of file^.

^.12 Digital Signature Based on EFP and DLP

^erma et al [12] proposed a digital signature scheme on the bases of two hard mathematical 

problems. I?? and D^?. He analyzes the security of the proposed scheme for different attacks 

and proved that the proposed scheme is more secure than the previous schemes. Because



calculating two hard problem is not easy to break security. The limitation of this scheme is 

double communication and computation overhead because oftwo hard problems.

2.130vercom e Security Weaknesses ofEl-Gamal Digital Signature

Zhang et al [١̂ ] address the security weakness of the El-Gamal Digital signature [ ا ] that the 

repeated usage of random number makes the possibility of security breaking, and proposed an 

improved El-Gamal digital signature scheme with the pairs of private keys ^or this

scheme there is no need to remember the value o fk  so the overall computational operation of 

comparisons and storage space is minimized* El-Gamal digital signature is improved by the 

introduction of a random number ء with the signature and applying modular inversion. This 

scheme is secure ^*om forgery at^c^. limitation is increase in length of signature due to addition 

of the value of ء with the signature.

2.14 Digitai Signature based ^n DLP and Biometric string in^ut

?arida [14] proposed a short signature scheme based on DLP and biometric $tring. It takes DLP 

and biometric string as input.!t reduces the length as well as the computation of th^ verification 

algorithm while the level of the security is remaining the same. It is more secure because the 

private key not determined due to discrete logarithm problem* Due to less veri^cation cost it is 

easily apply in the real life applications like e-commerce and e-voting etc. This scheme provides 

security for the use of random number and increased the life cycle of a private ^ey. It minimises 

the overall operation and save the storage space because of auto random number ^.it is secure 

from forgery and plaintext attack. Extra computation devices for biometric data analysis and 

calculation are the limitations of the scheme.



ءءء

2,15 New Digital Signature based on DLP with designated verifier

HAN-YU [15] proposed a new ا^اأجأل signature scheme based on discrete logarithm problem. In 

this scheme the signature is not verified without the designated verifier, only designated verifier 

apply his private l؛ey and find out the verification. Any third person or signer by sel^also is not 

able to verify the signature. It is efficient and short signature scheme. It has low computation 

cost. Its security is proved in the random oracle model.
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3.1 Hard Mathematical Cryptographic Schemes

Digital signatures are based on the difficulty of some hard mathematical problems like DLP [32, 

33] and IFP [34, 35] or on the combination of these two problems [36, 3?]. The security breaking 

of these Digital signatures based on hard problems is as difficult as bre^^ing of discrete 

logarithm or integer factorisation of large prime numbers is difficult. These hard mathematical 

problems are discussed as following.

3.1.1Discrete Logarithm Problem

This is hard mathematical problem used to design Digital Signature, because the breaking of 

ي  such hard problems is ^ery difficult and more operations required for solution if we used

^  numbers in the range of 100 to 200 digits. The ordinary Algorithm is the solution for the

! : r
٢  equation = b, similarly ifg  and h are two elements of cyclic group G then solution of ̂  in the 

equation = h is called DLP. A group of G with an operation is defined on pairs of 

elements ofG. The operation will satisfy the following basic properties.

ة £ ء * Closure Property:a .ل  f o r  all a , b £ G .

2. Associative Propertyra * ( b * c )  = ( a * b ) * c ع  ء  f o r  all a, b,c ع G.

3. Multiplicative Identi^^: Tbere are exists an element / ع G called Identity such that I * a  = 

a * I  = a f o r a l l a E G .

4. Multiplicative Inverse: ?or a £ G  there is an element ة ع ء  such that, a * b  = b * a  = e 

thus the element b is called the inverse of ع.



Consider the equation y == x“ where X  and y are two reai numbers and a  is an integer then y will 

he easily calculated if X  and a  are known, but when the values are largeit is very hard to 

determine the value of ع ^om the known values o fx  and y. DSA, Diffie-Hellman and £l-^amal 

ar^ based on discrete problem [32],

3.1.2Integer Factorization Problem

^his is another hard mathematical problem used to design the DSA and SDSA. ^his is based on 

factorisation of two large prime numbers. Consider the equation n = p * q  where p and q are 

two large prime numbers. So the calculation of n is easy if p and و are known but the 

factorisation of n bac^ into p and و is a hard problem when the values of p and q are large, [t is 

called IFP [35]. One of the famous Algorithms based on Integer Factorisation problem is ^SA 

algorithm. ^SA Algorithm security depends on the difficulty of factorisation of two lar^e prime 

numbers. In literature different researchers has used DLP or IFP and some are used the hybrid of 

these two problems to design DSA and SDSA [37].

3.1.3 El-Gamal Digital Signature Scheme

[3] EIGamal first time in 1985 proposed a Signature scheme known as £1-Camal Digital 

Signature which is nondeterministic signature because it is use a random number /؛,therefor this 

signature is used only for signing not for encryption. £1-Gamal Signat٧٢€ scheme is the basis for 

DSA, and its security is based on D£P.[^I]Describe the following public parameters v>9>y ^٨^ 

private key ;٢. pis prime number chosen from a finite field and و  is a generator mod p,x is a 

private key less than p and y is public key where y  = mod  p. These parameters will be 

same throughout the program.If Alice wants to sign the message m, a random number k will be



picked by her, which relatively prime t o p —1. And compute r = g mod p and s = (m — 

xr)k  mod (p — l).So the required signature s = (5, r)  alon^ with message will send to Bob in 

order to verify the signature. Bob using r ,s  and public parameters and compute y^r == ء 

.mod p to verify the signature م

3.1.4 Digital Signature standard

The DSA was first time proposed in 1991 and belonging to DSS designed by National Institute 

ofStandards and Technology’s. The is used to show the authentication of sig^ato^y and 

integrity of the sig أ٦٥ d data.The ^^A  is the modified form of the £l^amal scheme and these 

modifications are discussed as following. The security of £l^amal scheme is based on DLP and 

using a very large modulus p must be at least 512bits, but for future guarantee of the security the 

l^n̂؛ h o fp  should be 1024 bits. £l^amal variant DSS using one way hash function whic^ is 

used to convert the message variant length to fixed length of 160-bit The modification of 

£l^amal scheme consist of flipping the ” sign to sing during the generation o fs  part of 

the signature like ء =  (m + xr) m o d { p  —1) and verification condition changes 

like ^ = r  mod p . In DSA signature scheme Alice select a random or pseudorandom

number k where k < q, and compute 5 = (r, 5) where

r  = mod p)mod q 

s = ( ءء“أ  (m + xr))mod  و 

And then Alice sends the message along with Signature s = (r, s) to Bob. On receiving the 

message along with signature. Bob is verifying it for integrity as well as authentication 

following.



vv =  (  mod q ل")ك

u l  = (_Hash(rn) * w )mod q 

u2 = ( r ) * w m o d q  

An then verify that that r '  = ( ئ ٠ يأ آ  mod p) mod و  )

Now the Bob check that if r  =  r'  then the signature will be valid if r  ٩٤ r '  then the signature 

will modified by son^eone and the message will be rejected.

3.1.5Mathematical Solution

By commuting a small example, we will prove the DSA.

The following parameters are supposed.

Let ٩٢ = 11

p =  38q + 1 = 3839, Where q is prime divisor p — 1.

g mod ةت5 =   3839 = 2688

Suppose Alice select a private key X  = 17

Hence it public key will be

y م =   mod 3839 = 2688جل mod 3839 = 1 3 ^

Alice wants to sign the message 12= = she chooses a random number 25 ,ص  ه   and fmdsthe 

inverse to bek~^mod 101 = 97. ^he then calculates ( ءآ ء ). 

r mod (mod 3839 آق2688) =   101 = 2601 ^ ٠٤٤ 101 = ?6 

36 = 101 س ح ?6)9?م * ت = (12 + 1?

Alice then sends the triple (48,44,73) on to Bob, who performs the following 

Computations to veri^  t^e signature:



w = 36~^ m o d lO l  

e l  = 12 ٠ 56 mod 101 = 66 

56* = mod 101 ء2 = 76   14 

r' = ( ة1347مل?)7أ0مح 26883839) ة ) mod  101 = 1692 101 = 7 6

Thus, Bob has compared r ^١٧؛   r ' and then verifies that the signature came from ^(ice is 

authentic or not.

3,2Problem statement

Traditional Digital Signature Algorithm based on Discrete Logarithm Problem and Integer 

^actori^tion ?roblem having many applications in network security but not suitabie for devices 

having small memory size, limited battery power, low-bandwidth and less ءomp٧tحt!o ٨اه  

capability. These Digital signaturesbased on DLP and IFP using larger bits size (1024-  (bits و 12

of computation and communication needs higher energy consumptions for the desired security 

and privacy for small devices. It follows that the computation and communication complexity of 

these devices should be as lower as possible and the security can be achieved in a desired level.

£xisting Digital Signature Algorithmbased on real number public key cryptosystem 

producedhigh communication overheadi.e 832 bits per Message,such as(P=^512, q=160, h(m)= 

160).This cause more memory overheads and having more computational complexity when large 

numbers are provided.



3.3 Problem scenarios

Existing DSAhaving two different problem scenarios. These problem scenarios are discussed 

according to the communication overhead and time complexity during signature and verification 

process. DSA biased on the difficulty of DLP consists of three different types of public 

parameters م , parameters will be known to a group of users. A م  will be selected as 

from the range of512 1024 هء bit and q is 160 bits such that ؟ will divide p — 1. The parameter 

g  will be selected ^om (/أم~ل؟)ء  mod p where h is between 1 a n d p and g ء1 —   mu^t be greater 

than 1. In the presence of م,و و,  user select his private key ؛ع randomly and compute his public 

key y, the hash of the message will be selected and random number k per message will be 

created. To create digital signature a user calculate r  and s called components of digital 

signature.



Figure 3.1: Digital Signature Signing Scenario

The problem of the existing DSA is high communication ^n^ computation overhead. Because 

size o fp  is 512 bits and و is 160 bits* And ^ e  value of base number g will be!n the range of 

512bits and must be greater than 1. So every message will carry more than 1185 extra bits as 

digital signature. If we suppose to select small numbers than the DLP will be compromised and 

the value of private key has easily determined by intruders. If we select large numbers than extra 

overhead per message will be created.



Figure 3.2; Digital Signature Verification Scenario

w =  function !٧ (5*, (؟

ث)'“ل ) = mod q 

V = function-III (y, q, g, H (M')، ١٧, r')

= (j^(.H(M')w).modqyr'wmodq} „ م رم ي  mad q

This verification scenario usedlarge size o^^aran^etersi.e^ >  512 bits  , q =  160 bitsand 

aiso^sin^ public key of the sender to verify the signature.
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4.1Proposed Solution

We have proposed Shortened Digital Signature Algorithmswith a new method based on 

complex number called Shortened Complex Digital Signature Algorithms, ^hese 

Algorithmsreduces the memory overhead, time complex!^, computation and communication 

overhead comparing with DSA.€omplex numbers and hash ^mction used in this scheme are 

discussed as Allowing.

4.1.1 Complex Number

This thesis has focused on designing and implementation of Shortened Complex Digita! 

Signature Algorithms based on C D ^* This scheme has less communication overhead 

(512 = bits و  ,r  =  160 bits)  per message; approximate^ reduction is (56%) such as 

864 bits  per message. Therefore this scheme will provide more security for very smaller bit 

size as compare to previous signatures schemes based on DLP, 1^?. It means that large 

numbers for example more than 512 — bits will be provided for the required parameters to 

get adequate security by using DLP and IFP. This same security will be acquired by using 

complex numbers smaller than 512 bits.

Complex public key cryptosystem is using Complex numbers instead of real numbers as 

mathematical hard problems. A Complex number is c  =  a  +  biwhere “a ” part is real 

number and “bi'is  an Imaginary part. A^ imaginary part consist on ،where، = V-^.W e 

hav^ proposed a new shortened digital s ignage based on complex number instead of real 

numbers, which is more secure and no intruder can solve it. The use of C D L  for designing 

of Digital Signatures will be more secure than DLP and IFP’s based Digital Signatures.



4.1.2 Secure Hash Algorithm

This algorithm also using one way hash function SHAljto fixed the size of the one part of 

^ bits. Now the length of the signature will he equal ٥^^ gltal Signature"r”to؛

io\hash (M)| + وا  ا .

4.2Notation Guide of Scheme ( S ^ S A )

• ^:lt isa large prince number ofbit length, between512 and 1024.

؟ • :Is a large prime faCor of n — 1.

٠ g\ Complex number with large order n.

• k: isa  random number per message selected ^om (0, l , 2 , . . . . . . . n - l )

٠ Hash: a one-way hash function

٠ va: Alice private l،ey, chosen uniformly at random ^om [0 ,1 ,2 . . .T I -  1]

٠ ?و : Alice's public Icey ? و = §٧٠  mod n

٠ vb: ^ob private key, chosen uniformly at random from [٥, 1,2 ... n -  1]

• ٩١: Alice's public key ة  =  g^^mod n

^ ig ta l signature consists on a string orbits computed by some rules and set of parameters 

that are used to identify the signatory and integ^i^ of the message to be verified. SCDSAused 

public integer (n, g, r)as parameters which is known to a common group of users. The value 

of n must be enough large that the discrete log will not b^ easily calculated.The “i;a"is a 

private key of the signer used to sign a given message, and corresponding public key is used 

for signature verification. A random number k  which uruque to every message is used for the 

generation of the signature, where greatest common devisor (GCD) of (k ,n  — 1) is equal to 

“1" and “/،" must be secretly chosen by signer, ^^e required signature will be 5 =  (٢, 5)and



signature length will [hash (M)| + |q|. Following ^٢̂  different Algorithms used to 

compute digital signatures on a gi^en message.

4.3.1 SCDSAl (Signature Process) on a message m

Random number k gernerate 

٠̂ r = h^$h ((اج، mod n) [ا m)

3. s =  k / ( r  + v a )  m o d q

Signature = (r, 5)

Signature length: \hash (.) ا + اوا

Figure 4.1: Proposed Signing Scenario

II m(i i )F2= k / ( r  + v a ) m o d q ؛،F l = g را)



In the above Shortened Complex Digital signature Algorithm the required parameters are 

defined firstly and then generated random number k,then base number g is selected from t^e 

finite field and computed g*؛by using random number k. Required Message has concatenated 

and passing through hash ^n^tion SHA-1 to fixed its length to ^^٠ bits, and it is 

called the ٢ part of digital signature. Similarly the s part 0ك digital signature is generated in F2 

by using r, n, va, and /؛. Now the Shortened Complex Digital Signa^-e s = (r,5 ) is 

generated ^ r  a message

SCDSAl (Verification Process:) 

Pa* g^ymodn) = 1؛؛. g 

ء) ا أ ا ا ط(ص 'آ = ط$^

3، Check



Figure 4.2: Proposed Digital Signature Verification Scenario

llm؛'F4=g )؟)■• )؛؛(i) F3=(Pa* g

In the verification process the public key of sender pa, complex hase number g, modulus n 

and ؛؛Message m is concatenated with g ؛؛.and signature (r, s) parts are used to calculate g 

compared r withr' if they are same then ٢ Now '.٢ Hash A c tio n  is applied to it to get 

signature will be valid otherwise it will be compromised in the middle.

Correctness Proof: 

P)؟)■* a * g

P a *  gr^k/(r +va) = ) 

gr^k/(r+va)؛,؛= ^gva 

^(٧+ ^ _gVa+r^k /(r 

r +va)/) (٢+aىgkي

4.3.2SCDSA2: Signature (r^s)Process on a message

.} Random number k generate 

mod n) II m)2؛؛. r hash ( ( g 

3. s =  k / ( l  +va .  r) Mod q

Signature = (r, s)

(ا ■f |وا . ( Signature length: \hash



‘ pa = ĝ "“

.*.s = k / ( l  +

Verification Process o f (SCDSA2) scheme

Pa*■)® modn *ج= ل( - ة أ أ

(llm* = r .2؛ h a s h ( g 

Check -٩

PaO*

,va.r>

jva.r^k/(l+va.r)

va.r)

..r+l^k/Cl+va.r)

Correctness Proof:

_ „ k

4.3.3 SCDSA3 (Signature Process) on a message 

١ . Random number k gernerate

2. ٢ = hash ((g*؛mod n) [ا m)

3. s = !^ ٥̂ ٩

^ignatnre = (r, s)



q\\ + ا) .( Signature length: \hash

4.3.4 SCDSA3 (Verification Process:) 

niodn؟P a /g O) = ̂1؛. g

l lm)*2؛. r  = h a s h ( g 

3. Check

= (g v a * g - r )k / ( v a - r )  

=(gVa ٠ g -  r^k/(va-r) 

= ( g V a ^ g - r ^ k / ( v a - r )  

=(gva-r^k/(va-r )  

=gk (va -r )  /(va-r)

§=ط

Correctness Proo:؛



4.3.4 SCDSA4: Signature ( r ,5 )  Process on a message 

1. Random number k generate 

mod n) II m)2؛؛. r = h ash ((g 

3. s = k / ( l -  va.r) modq

Signature = (r, s)

(ا + اوا . ( Signature length; \hash

Verification Process of (SCDSA4) scheme

g/Pa*')®modn) = ل ،؛ج•  

l lm)* r.2؛ = h a s h ( g 

3. Check

Correctness Proof:

g؟)■* / P a= )

g*  g “ va.r)k/(l-va.r) .-.s = k / ( l-= )

(va. r

g l -  va.r^k /(I -  va.r) آ=

„ _k



4.4 Mathematical Model ofSCDSAl

For the purpose o f producing results o f proposed SCDSA, we are going to implement our 

scheme mathematically. And show that the presented scheme is better than existing schemes. 

We l؛now that th  ̂parameters used for digital signatures are consists on very large numbers, 

which is not easy to calculate by hand, ^ue to this reason, we are going to select small values 

for these parameters to calculate and understand it easily. The mathematical implementation 

is explained by the following example. In this example Alice and ^ob choose a finite field Fq 

and large prime numbers up to 100 or ^00 digits. Then publically define a complex number 

g which belongs to finite field Fq and o f order n. On the basis o f these parameters Alice 

chose his ?rivate Key "̂ a" and generate public key "?a"by using equation. Pa = 

mod n. ?rivate key will be secrete and o^y public key will be transferred to ^ob. 

^i^ilarl^ ^ob select his private key "vb" and generate public key?b =  mod n. For 

signature generation "k" is randomly selected fiom finite field Fn and keeps it secret, ^ow  

digital Signature is generated by Alice as(5, r) . On the other hand ^ob will receive the 

public key ?a, r, and s to verify the digital signature. If the values o fr  and  r' be sam^ then 

the message will not be changed, if  the ٣ and  r' having different values then the message will 

be changed by someone else.

4.4 :Basic Parameters ل.

Let ٩ beef 10 digits, i.e. q =  1234567899. Then the finite field will 

b^Fq =  {0 ,1 ,2 ,3 , ....,1234567898}.

Let n is o f 10 digits, i.en =  591558727 and g belong to finite field Fq and of order n.

Consider the complex numbers selected fi*om the above finite field وم is g = (11,12)
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٥٢ g =  (11 +  12i)andfdFn =  { 0 , l ,2 , . . . . . . . . .n - l} .

4.4.2 Key generation

Let Alice private key is Va =  5 , g = ( l l +  12i) ,n =  7 a n d q  =  3.

Public key ?a =  mod n. Put t^e values.

HencePa =  mod n =(11 + 12ة)ل mod 7, now solve it by using squaring and multiplying 

method, in which va =  5 is convened to binary form, i.eS =  1 1 م . For first binary bit 

initialise the value ofg, and for each ofthe ne^t binary ^ it =٥, calculate squaring and for ^ it 

=1 calculate squaring and multiplying.

Table 4,1: Squaring and multiplication method fo r و  أ

binary Representation of 
va=5 = 101

Status Operation

First binary ^ i t = l [nitiali^ion ĝ  = (11 + 121)

binary ^it =0 Squaring g2 = ( l l+12 i ) ^

binary ^i t=l Squaring and Multiplying g==( ( ( l l+12 i)2)^( l l  + 
12i))

^٧ ٠ -  (11 + 121) 

g2 12 +  11) + i)2 = (121ع   132i +  1^2i +  144 ( - 1 ) )  

=  ( -2 3  +  1641)

(((=هع11 + 12ا)ة)ة

(23 + 1اهة)ة - =

((1) = (529 - 3772؛ - ت772ا - 26896 -



2 6 3 6 7 - 7 5 4 4 0) - =

( (l l  +  12i(^ l(؛) l  +  12i) ) g؛؛ = (

(1 2 0 + 11)7 5 4 4 0 - 26367- )) =

3993880- 199509) - =

7 120 )mod + ا لآ(ا (11 + 120ة ?ه = ^٧̂ ٨١٠؛، ١١ = ((

7 1 9 9 5 0 9 -3 9 9 3 8 8 0 m o d) - =

Public key of Alice Pa =  ( —2, —3)Now calculate the Bob Public key.

(11,12) =Let Bob private key is vb = 9 , n  =  7 , g

7 mod !(11 + 12؟) =P b =  g'^’m o d n 

By using squaring and multiplying method solve the following equation. 

و Table 4.2: Squaring and multiplication method fo و r

Binary Representation o f va  =  
9 =  1001

Status Operation

First Binary Bit =1 Initialization 1+1)؛^ علع1 )

Binary Bit =0 Squaring 1؛ 2 0 + l l) = ؛g

Binary Bit =0 Squaring (11 + 12ته)ت ) مة = (

Binary B it= l Squaring and 
Multiplying

1ة)ة)ة(11 + 2 0 + 11) ) ) g=؟ (
(1 2 0



mod n =’''؛Pb =  g 

mocl7( P؟ b =  ( l l  +  12i 

120 + 11) = ̂g=’''؛g 

( l؛ l  +  12i؛ = )g 

( (1) = (121 + 1^2ا + 1^2؛ + 144 -

1640 + 23) - =

)؛ 1؛ 2 0 + g ^ = ( ( ( l l  

1؛ 6 4 0 +2 3) - =

((1) = (3772i - 529 - 3772؛ - 26^96 -

6 3 6 7 - 7 $ 4 4 0) - ^ =

)؛ )؛ 1؛ 2 0 + g « = ( ( ( l l

2-7$4بم)ء 6 3 6 7) - =

((1) و26ه8ا + 198912648، + 56911936 - = (695218689 + 1و'8ل

= (638306753 + 39782529مح)

لآ(11 + 120)  g=؟ ((((11 + ل20ة)ة

120 + 11)397825 2 9 6 0 + 638306753) =



((1) ~ 4773903552 +4 3 7 6 0 7 8 2 5 6 + 76596810361 +7 0 2 1 3 7 4 0 8 5) =

= (2247470533 + 1203ة75و301ا)

7 mod؟Public key of Bob Pb =  g 

7 mod ((11 + 12ا)(11 + 12)؛ةلآ)ة ) ) ) =

= (2247470533 + 12ه3575و301إ!)كهآآ 7

= (0 ,6)

Bob Public key is =  (0 ,6)

^ ٠٠̂  ̂ Signing Process:

k , is randomly selected froiriFn. Let k =  4 and message =  m.

Now calculate r.

So

r  =  h a s h  ( إاطع!لآ )

By using squaring and multiplying method ١٧̂ calculate = g^.

Table 4.3: Squaring and multiplication method fo r

Binary Representation offc =4= 100 Status Operation

First Binary B i t = l !nltiali^tion gi = ( l l  +  12i)

Binary Bit =0 Squaring g؛)  ̂ = ( l l  +  12i

Binary Bit =0 Squaring g" = ( ( ( l l  +  12i)^)2



 g=،' (11 + 12)م

(12 + ll؛=)g 

2(12 + ll؛=)g

=  (11 +  12)(11 +  12)

=  (121 +  132i +  132! +  144 ( - 1 ) )

= ( -2 3  + 1641)

ة11 + 12)ة)ة م = ))

(23 + 1ة4ا)ة - =

( (1) = (529 - 37721 - 3772ا - 26896 -

2 6 3 6 7 - 7 5 4 4 0) - =

7 mod 7 =  ( —26367 — 7544i)m od

5 + 5i)) =

”m =  hash (5 + 5 i)|| hello = “861f0151cfe95a52173d6faaae0b2708214c84d6؛'||r = hash g 

Convert hexadecimal valueinto decimal numbers ١٧^©

25942796405000000000000000000 = 861)«151cfe95a52173d6faaae0b2708214c84d6



Now the other part of signature s calculated as following, 

k
modn

n^od 7

m o d?

r +  va 

k
r +  va

61 +  5 

4
mod 7 = . 0 6 0 6 0 6 0 6 0 766

(0606060607,1). = Signature

4.4.4 Verification process

= ^g؟̂)  ( p a * g

1+ ا2ا)ل')هةهةهة7 1* ) (31- 2) ) g١آ= -

m)'؟||r' =  hash (g 

”r'=“861f0151cfe95a52173d6faaae0b2708214c84d6 

25942796405000000000000000000 = 'By converting to it to decimal r 

1 = 'r̂  =  25942796405000000000000000000 mod 7 /lencer





CHAPTERS 

SIMULATION 0ع RESULT آء



s.llm plem entation and comparison of Results

In this chapter the implementation scenarios and the obtained results will be discus and explain 

in detail، The implementation scenarios are consists on signing and ^eri^ing processes ofDigital 

signature ôr a message. In this thesis I have proposed four di^erent Complex Shortened Digital 

siĝ؟ ature algorithms based on complex numbers and compared each of !hem with the DSAwhich 

is based on real numbers. The first comparison has done for th  ̂Time tal ên during signing of a 

message by DSA and SCDSA. The second comparison has done for the time tal̂ en during 

verification process of a signature. Third comparison ^as done for the time tal؛en for th  ̂ solution 

ofDLP and for CDLP. Forth comparison has done for the memory overhead during singing of a 

message by using D^A and SCDSA

^٠̂  Comparison of Time taken for signing a message byDSA and SCDSA

In this comparison the time has recorded during signing of a message b  ̂ using DSA and 

SCDSA. £veryresulthas taken by applying different values for random number k as power, and 

l̂ eep constant the value of base number و. The base number for SCDSA has considered same as 

given in DSA but 23i is added to make it complex numberlike (ع + bi) . The resulting table 

data and graph show that the time ta^en during signing process by SCDSA is sm^ll as compared 

to DSA.The reason is that computation of digital signature algorithm is straight forward and 

 ٧king more operations for calculation of ?ublic key Pa and other power containing numbersل

during signing, but the SCDSA used the method of squaring and multiplying method due to 

which its number of operations are minimised. And time taking per operation are minimising.



TableS.l: Time ComparisonofDSA vsSCDSA

DSA based on DLP SCDSAl based on CDLP

^eai Base 
number

? ٥١٧٢̂

(k)

^ime elapsed for 
signing per 

message (mse^

Complex base 
number

(g)

?ower

(k)

Time elapsed for 
signmg per message 

(msec)

123235 10 116.1936 (123235+23i) 10 112.^34^

123235 16 153.5?53 (123^35+23i) 16 127.9874

1^3235 20 310.1649 (123235+23i) 20 305.8963

123235 24 458.4521 (123235+23i) 24 450.8735

123235 28 689.8402 (1^3235+23i) 28 600.3274

1^3235 3^ (123235+23i) 32 713.3475

123235 36 1203.0725 (123235+^3i) 36 922.9342

1^3235 40 1498.8336 (123235+23i) 40 1205.4732

We have performed these experiments m ٧ا tآp  times (average of 20 times) for each signature €ا

and the results are shown in the ^gure 5.1.



Figure*5*l: Time Elapsed for signing

5.3 Comparison of Time taken for Verifying ofD SA  and SCDSA

The comparison of time taken during verification process has recorded by changing th  ̂ number 

of digits ofbase number g  for DSA and SCDSA and shown the resuiting values in a tabie as well 

as graphically. It show that the time elapsed during verification is less than that elapsed during 

th  ̂veri^cation process ofDSA. This is the reason of using the method, squaring and mult!p]y!ng 

for veri^cation method to determine the value ofr'.And also the steps required for getting the 

value 0يوك are very simple as compared to DSA.



Table 5,2: Time Comparison o fD SA  vs. SCDSA

SCDSAl based on CDLPDSA based on DLP

Time elapsed for 
verification per 

message

Number of digits 

(Complex base number g)

Time elapsed for 
verification per 

message

Number of digits 

(Real number g)

13.4673863.57538

36.43451298.91151^

47.532316189.452316

55.847520279.934820

61.873424426.90^424

71.985328598.745828

83.347132>.897332

95.95323636

113240؛.99.095840

We have performed t^ s e  experiments multiple of times (average of 20 times) for each 

verification process of signature and the results are shown in the figure 5.2. The graph of the 

existing is going up very rapidly because the number of operations during verification process is 

large and secondly the process of calculation is not simple. In our scheme only two operations 

are used one for the vة lue of اع، and the other for the comparison computation of r’. Secondly 

for the pow^r calculation of complex numbers we used the method of وكuaring and multiplying 

are used which has also minimise the number of oper^ions.



Time elapsed per message for varification process

Figure: 5.2: Comparison of time elapsed during verification process 

signing and verification time of our proposed scheme wi!l also be minimised, if we apply 

the same parameters and only change the number of characters of a message.

M essage Length in Character

Figure 5.3: Time comparison for Message Variation



Above figure 5.3, show ^he comparison ofDSA and SCDSA signatures.

Comparison of Communication overhead and SCDSA per message

The existing DSA using different parameters like of bit length 512-1024,q of bit length 160 

and g  will be in the range of finite field for example ا مح/ت-ط؛ة . The signing algorithm is as 

following.

• r = (g^modn)mod^

• s = (l؛“^ ^ ( ^ ) + v a * r ) m o d n  

٠ Signature (r, s)

^ence the Signature length is calculated as following.

|r| = |q| = 160 bits

|sj = |n| + IH (M)| = 51^ bits +160 bits

Signature (r, s) = |q| + |n| + 160= 160+512 +160= 832 bits per me^sa^e.

In our proposed scheme SCDSAl the following algorithms are designed to mal^e the r =160 bits 

and ٩ =160 bits so the signature length will be 320 bits only, which î  very small si^e.

٠ ٢  = hash ( (g؛؛ mod n) II m)

٠ s = / ك1  ( r  + va) mod ٩

• Signature = ( ٢,ت )

|r| = 160 bits

\s\ = 160 = اوا bits



Signature (r,5) = 160 + 320 = 160 +  160 = bits اوا 

So communication overhead ^er message has minimized approximately 60% per message.

5.3.3 Security Analysis Using Baby-Step and Giant -Step Algorithm

Security Analysis ofDLP based ^SA measured using by Baby-Step and Giant-Step method. The 

running time and memory storage of this a!gorithm has considered ^ r  the measurement of 

security. The running time of the algorithm is analyzes in term of input size in the form of bits 

and how much computing time it take. The Baby-Step and Giant-Step method used to solve the 

DLP Algorithm, y=g؛؛by using the following steps.

Table 5.7: Security Analysis

ه ا ء  Based DSA

٠٢ yg ي يف k ٠٠٠١ و<، . -ج آ
1 5 269 21 1©13 517
2 25 12©1 22 2014 م
3 125 730 آ2ف■ 2002 821
A ©25 91بم أ 2بم 1هء2 332
5 11 □ه 603 أ 25 1©ه2 859
6 isoe 1627 ء 26 1بم2 1050
7 1بم7و 133© 71□ 1388

و 1هبمء 1هءبم ء 28 1533 1644

9 669 167 29 1©1ه 171
10 1^2^ 183 ؛ 30 2 1214
11 S8S 273 آ 31 1282
12 928 275 أ 32 SO ©5©

13 606 1799 ء 33 2SO 1©73
1بم 1013 1295 ،? 34 1250 82

15 □̂31 ه77 ت 35 199 1974
IS 1121 م1بم ، 3 6 93S 1523
17 1571 816 1 37 941 751
18 18س 556 إ 38 ©71 1451

IS 952 102 إ 39 1338 346
20 72© 1جه8 م ، ن ,1442

The value ofg  is belonging to finite field ?٩. Suppose n = l +  y/N where Vn is in floor form, 

^ow  the values of k,  andy^"” are list in the form of a table. We consider discrete logarithm؛̂
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problem 53 = ءد mod 2017. In this example g = 5y=3,  n = l  + V2017 = 45, 807 in the 

range 0  ̂^nite field ^017. The above table-5.7 ha$ €0n$tr^€ted by ^^ing th^$e parameters and 

compared the values o^^aby-^tep (و *) and ^iant-^tep (yg~^^) and recorded the point ١٧here 

the both values be same. Then find out the private key x = i +  jn,  is the solution o^y = In 

the listed table the 22دآأ row’s yg~^^ = 639 has compared ^vith the row number 40 ofg^ = 639. 

The value ^٠٥ =  .Hence the solution o^the DLP is x = 40+ 22 (45) = 1030 م3 =(45)22“5_3 = 639 

©urs scheme, Shortened Complex digital $ignature Algorithm using CDLP having no possible 

attack during communication in the open network by adversary. The inverse mod, o^a Complex 

numbers, is not lying in the domain o^^ab^-^tep and Giant-Step method, losing the complex 

number ^or $؛ ortened digital signature is n ti^e secure than m, where n » m  even whenever our 

proposed scheme designed by using very small complex number instead of largest real number.



CHAFTERe 

CONCLUSION AND FUTURtfOHKS



6.1 Conclusion

This thesis has practically and theoretically concluded that the proposed Shortened Complex 

□i^ital Signature Algorithm having less computational time and less communication overhead 

during signing and verifying 0  ̂ a message. This means that we are minimised ĥe 

communication overhead and time complexity during signing and verifying 0  ̂digital signature 

^or a message. The reason is of using small numbers as compare to DLP for signing and 

veri^cation and the method of squaring and multiplication method during calculation of the 

power to minimize the nu^her of operation* On the other hand side it is very hard to break 

SCDSA ^ased on € ^^?as  compare to DSA based on DLP, because the intruders used to 

recovers the private key required more calculations and computation as compared to DLP based 

on real numbers. Secondly SCDSA based on complex numbers using small numbers and 

provides equal security as compare to DSA based on DLP using large real numbers.

6.2 Future Work

The ^ture work may includ^f!nding out ^CDSA by using !??to minimize the computational 

cost and communication overhead,to make it more suitable for memory constraint devices such 

as PDA and devices implementing smart cards and make it practically applicable for these 

devices.
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