Design and Analysis of Shortened Digital Signature
Algorithms Based on Complex Public Key
Cryptosystem

‘MS’ Research Thesis

By

Subhanullah
(571-FBAS/MSCS/F09)

Supervisor

Prof. Dr. Muhammad Sher
Dean Faculty of Basic and Applied Sciences

: artment of Computer Science & Software Engineering
siamy
fb\\ < \ Faculty of Basic and Applied Sciences,

rnational Islamic University, Islamabad

2013



Accession No.—L4

m S
OOD\‘”
SUD

com e
j'Dl@*ﬂQ Cupon F

A ENTE] fﬁﬂ(’*fg






Final Approval

International Islamic University, Islamabad

Faculty of Basic & Applied Sciences, Department of Computer
Science & Software Engineering
Dated: April 15,2013

FINAL APPROVAL

It is certified that we have read the thesis, entitled “Design and Analysis of
Shortened Digital Signature Algorithms Based on Complex Public Key
Cryptosystem”, submitted by Subhanullah, Reg. No. 571-FBAS/MSCS/F09. It is
our judgment that this thesis is of sufficient standard to warrant its acceptance by the

International Islamic University Islamabad for MS Degree in Computer Science.

THESIS EVALUATION COMMITTEE

External Examiner: / / 4
Dr. Qaisar Abbas Naqvi /-
Associate Professor e 4

Department of Electronics, Quaid-i-Azam University,
Islamabad, Pakistan

Internal Examiner:

Mr. Syed Muhammad Saglain

Assistant Professor

Department of Computer Science & Software Engineering
International Islamic University, Islamabad, Pakistan ~

Supervisor: ﬁ-ﬂ

Prof. Dr. Muhammad Sher

Dean FBAS and Chairman,

Department of Computer Science & Software Engineering
International Islamic University, Islamabad, Pakistan

Subhanullah 571-FBAS/MSCS/F09



Abstract

ABSTRACT

Discrete Logarithm Problem and Integer Factorization Problem based Digital
Signatures are using very large numbers to provide enough security. These Digital
Signatures are not applicable for devices having small memory size and less
computational power. In this thesis four shortened Complex digital signature
algorithms has implemented that are using small numbers and provide enough
security. These Shortened Complex Digital Signature Algorithms using hard
mathematical Complex Discrete Problem which is more difficult to solve as compare
to the Discrete Logarithm or Integer Factorization Problem’s based digital signature.
This Shortened Complex Digital Signature Algorithm will be compatible for devices
having less memory size and small computational capability. These Algorithms take
less time during signing and verification process by comparing with previous digital

signatures.
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1.1Introduction

Internet isdefinitely become the largest public data network, enable and facilitate both personal
and business transmissions and communications worldwide. It has also broughta lot of
improvement, accessibility and liberties in every field of life, especially in business, online bank
transaction, online correspondence and exchange of sensitive personal information. The

transmission and communication over the Internet and corporate networks is increasing day by
day. These communication is taking place through E-mail, mobile network, telecommunications
as well as organizations are remotely connect to their branch offices networks through Internet,
and commercial transactions are accomplishedover the internet, via the World WideWeb [16].
Undoubtedly Internet has transformed and brought a lot of improvement in business world
however these applications are at risk to fraudulent activists like Hackers, viruses and individual
or human error to change, duplicate or intercept the data.Due to this perception some questions
are arises that need proper attention.
¢ How secrecy maintain during transmission, so that nobody get unauthorized access to the
informationof the transmitted message?
e How can the sender of the message ensure that the transmitted message exactly received
by the intended recipient?
e How can the recipient of message ensure himself that this is the message sent by the
intended sender?
Therefore the authentication and integrity as well as confidentiality of the information are the

ultimate requirement for these applications [18].

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
Public Key Cryptosystern 2
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In this thesis I will examine the variant of ElI-Gamal signature scheme which is known as Digital

Signature Standard [39] which is based on Discrete Logarithm problem.

1.2Network Security Concepts
Network security is used to prevent fraudulent attacks and ensure that the data traveling across
the network is secure.Network security comprises on detection, prevention and response, is

called security trinity [17]. See Figure 1.1.

Security

Figure 1.1: security Trinity
1.2.1 Prevention
Prevention is the base of security trinity used to measure the prevention of the exploitation of
vulnerabilities. To design network security schemes, preference should be given to Preventative

measures over detection and response [17].

1.2.2 Detection
After preventative measures some procedures are need to detect potential problems where

preventative measure failure occur [17].

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
Public Key Cryptosystem 3
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1.2.3 Response
A proper plan is required to be developed by organization toidentifyan appropriate response

tosecurity breach [17].

1.3 Cryptography
Cryptography is the field of network securityto designProtocols, technique and algorithms to

achieve thesesecurity goals [18].

1.3.1 Cryptosystem
Cryptographic scheme using a key to encrypt and decrypt information called cryptosystem [18].
The keys used for encryption and decryption will be same, or one key is used for encryption and

its derived key will be used for decryption.

1.3.1.1 Symmetric Cryptosystem

Cryptosystem is called symmetric if the same key is used for encryption and decryption between
the two communicating parties.Consider A and B are two communicating parties, and M is a
message sending from A to B. The communicating party A will encrypt the message M by its
secret key k and then send to other communicating party B. The same key will be used by B to
decrypt the message and recover M. It is fastest cryptosystem but the management of key
exchange and security in a large network is more difficult, because the communicating parties
must first agree on a session key for a certain time to encrypt all communications. It will required

n (n — 1)/2 session keys for n users.

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
Public Key Cryplosystem 4
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1.3.1.2 Asymmetric Cryptosystem

An asymmetric keycryptosystem is also called Public key cryptosystem, using different keys for
encryption and decryption operation. In this technique, the message has encrypted by sender A
with a secret key E, and sends toB. To recovers the message, B using the derived or public
key (Dy), of the send-ér A. It best for key management but very slow as compare to symmetric

cryptosystem. If there is n communicating parties then it required 2n session keys.

1.4 One Way Functions

One-way functions are those functions which are easily calculated in one direction but very
difficult to calculate in the reverse direction. It means that millions of years will take a function
to get in reverse direction. It has many examples like computing Square Roots, Discrete

Logarithm Problem and Integer Factorization Problem in a finite field.

1.5Digital Signature

As physical signature is used for the purpose of authentication in real world, similarly when the
agreements and all decisions are electronically communicated, we need digital signing. Public
key cryptography presented this service by using digital signature scheme. For the authentication
purposes an electronic message has signed with digital signature by sender before sending to
intended recipient. Thus the authenticities of the message and sender will be provided by the
digital signature scheme. A digital signature is an asymmetric cryptographic scheme through
which an extra piece of information is attached with the message to detect illegal modifications
and also authenticate the identity of the entity who signed the massage. Digital signature

algorithm is used for E-mail, transmission of electronic funds, interchange of data, distribution of

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
Public Key Cryptosystem 5



CHAPTER-1 , INTRODUCTION

e —— — —— ————————————

software, storage of data, and all other application that required the assurance of data integrity
and signatory’s authentication. Digital signature’s security depends upon the message and on the
private key of the signer. Digital signature generated by using one way mathematical hash

functionand private key of the singer for both stored as well as transmitted data.

Signing ProcessVerification Process

- Original Message —
T (M) ] Original Message
Digital Signature —1

Apply Hash Apply Public
: . (SHAT1) key of signer
‘Apply Hash (SHAT1)
A
Message . Message
Private key - .Message Digest Digest H(M) Digest H(M)
of signer . HM) -
Verification ? If
L4 L Yes= valid

. Digital signature No = not Valid

Digital signaturej)
. original Message

Figure 1.2: Summery of Digital Signature

A digital signature consists on the signature generation and verification algorithms. Private Key
of the signer is used for signing and Public key of the signatory is used to verify the signature by
the recipient. Comparing with the physical signature, digital signature has the capability that, it
cannot be changed nor copied by someone else, and also the signers of the signature cannot

repudiate his signature later. These properties of integrity and authenticity of the message ensure

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
Public Key Cryptosystemn 6
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the non-repudiation of the signature for example the signer cannot deny signature of the message

in future. The process of Digital Signature generation and verification is shown in figure 1.2.

1.5.1 Types of Digital Signature
There are two main types of Digital signature scheme are used.
1.5.1.1 Direct Digital Signature Scheme

Sometime signed message is sensitive to the receiver, like signature on tax information, personal
and business transactions are such type of situations in which a user A signed a message and
send to user B for whom it is sensitive and also concerns to remaining users. For this purpose
Direct Digital signature scheme is used in which only B can directly verify the signature and also
prove the signature validity to any other users. In this scheme the receiver B has full control over
the verification process of signature. In Direct Digital SignatureScheme the public key of the
receiver is used to encrypt the entire message or the hash digested message by sender to sign a
message. The receiver’s private key is used to ensure the confidentiality of the encrypted

message and signature [18].

1.5.1.2 Arbitrated Digital Signature Scheme

In this scheme the signed message firstly send to a trusted third party called arbiter to check the
authenticity and integrity of that message. After complete verification it is forwarded to intended

receiver.

Signature Generation Process

The signature generation process used one-way hash function to obtain message digest which is

used as input for the digital signature. Private Key must be kept secret and is used to generate the

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
Public Key Cryptosystemn 7
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signature by the intended signatory. The digital signatures are designed in such a way that they

cannot be forgeable.

Signature Verification Process

Digital signature can be verified by using the public key of the claimed signatory and same hash

function that was used in the signature generation process. Public key has required nosecrecy but

must be maintains its integrity. Digital signature also used other information like secret random
number per-message. The recipients of a signed message used digital signature for the

verification of claimed signatory of the message to any third party.

1.6 Classes of Digital Signature Scheme

Digital signatures are divided in two main classes, signature with appendix and message

recovery.

1.6.1 Digital Signature with Appendix
In this scheme the original message is required as input for the verification algorithm and depend
on the cryptographic hash function. Digital Signatures with appendix are applied to messages

having arbitrary lengths. The following are the examples of Digital signatures with appendix.

1.6.1.1 El-Gamal Digital Signature Scheine

ElGamal Digital Signature Scheme is a signature with appendix requires a hash function
havingh : {0,1}* — Zp,where each user selects a large prime modulus p, a number g the
generator of Zp*and a one-way collision free hash function h.

%
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ElGamal Digital Signature scheme also selectsprivate keyx, , wherel < x, < p — 2 and public
keyy, = g*4 mod p.
Signature Process of Message m by user A
User A selects the following parameters for signing of message m having arbitrary length.
Random secret integer k, r and swhere
o k1<k<p-2Withtk,p-1D=1
o r=g"modpAndk 'modp -1
o s= k™Y h(m)— xpr}modp—1
e signature = (r,s,m)
Verification Process of Signature(r, s, m), by any user B
o% Verifies the component r, if 1 < r < p — 1, then accept otherwise reject the signature
e Verifies the component vl = y,r.75 mod p
e Verifies h(m) and v, = g"™mod p

¢ Signature will be accepted if vl = v2

1.6.1.2 Digital Signature Algorithm

The Digital signature Algorithm is a Digital signature scheme with appendix. DSArequired the
following parameters.
Parameters

e Prime modulus p having L bits length where 512 < L < 1024, L is the multiple of 64.

e Prime devisor g of p — 1 having length of 160 bits.

VDes[gn and Analysis of Shortened Digital Signature Algorithms Based on Complex
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e

s g=a (”‘1)/;7 mod p Wherea € Zp* and g is in the order of q in Zp*.

e An Integer x4, where 0 < x; <gq.

Signature process

* ys= g modp.

* h=one way hash function

e Public parameters are p,q, h, g.

e y, is user public key and x, is user private key

e Compute k~'mod q by selecting random number k

e 1= (g*mod p) mod q.

o s=k Y{h(m)+x,7} modgq

The (r,s)pair is the signature of the user A for the message m. New value k will be
generated for each time when new signature is generated.

Verification Process

o The signature will be accepted if, 1 <r <p—1and1 < s < p — 1 otherwise rejected.
e Computes w = s~ modpandh (m)

e Computesul = w.h(m)mod qandu2 = r.wmod q.

e Computes v = g“'y,*2 mod q

e The signature will be accepted if v=r.

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
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1.6.1.3 Feige—Fiat-Shamir Signature Scheme
This is digital signature scheme with appendix. One-way hash function h is required for fixed
integer k. In this scheme all users having same modulusn = p.q and a key distribution center

is used to generate the p, q and also private and public keys for each users.

1.6.2 Digital Signature with message recovery

In this scheme the message can be obtained from the signature and these are useful for short
length messages and there is no need to know about the original message in advance for
verification algorithm. Digital signature schemes with message recovery are mostly applied to
fixed length messages and can be converted to Digital signature scheme with appendix by taking

cryptographic hash function and then signing the hash value.

1.6.2.1 The RSA Signature Scheme

The first digital signature with message recovery is the RSA digital signature scheme which is
most applied and adaptable technique. All the spaces of message, signing, cipher-text and
signature are belonging to Zn = {0,1,2, ....n — 1} where n is the product of two prime numbers
p and q [21].
Signature process

e Any user A compute Cypher text of the message m* = h (m)

e By applying his private key, user A computesS* = (m')e mod n whereS”, is the

signature for message m.

Verification Process

* Any recipient B apply the public key e of the sender A and compute m* = (s*)®mod n.

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
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e Verify that m* belong to h(m) if yes accept, otherwise reject the signature.

e And recover the message from h(m).

1.6.2.2 Nyberg- Rueppel Digital Signature Scheme
This is also the digital signature scheme with message recovery technique. The space of key
generation and signing is Ms = Zp , where pand q are prime numbers and s is the signature
space S = zp X zq.
Signature Process

* Any user A compute m* = h (m).

e Select a random secret integer k € zq and compute r = g~% mod p.

e Compute e =m'rmodpand s = e.xA+ kmod q.

» The signature of the user A will be the pair (e, s).
Verification Process

e Any user B, verify that e € zp* and s € zp* if yes accept otherwise reject the signature.

e Compute v= g°y,-e mod p and m* = v.e mod p.

e Verify that m* € M, if yes then accept otherwise reject the signature.

e Message m will be recovered from m*by computing h~(m*).

1.7 Digital Signature Schemes with additional functionalities

Some situations required additional functionalities which is not possible to achieve by
implementing the basic digital signature scheme. For this purpose the basic RSA and El-Gamal

digital signatures schemes are combined with a specific protocol to achieve the supplementary

A
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features. Some distinguished digital signatures with additional and specific functionalities are

described below.

1.7.1 Multi-Signature Scheme

When a digital signature required more than one key for signing a same message is called multi-
signature scheme. This type of signature scheme is used in some commercial organizations
where a document is required to sign by more than one person in a collaborative and
simultaneous manner. For example when a company issued cheque, it required the signature of

more than one authorized persons [19, 20].

1.7.2 Group Signature Scheme

In group signature scheme every member of some specific group has the authority to sign the
required document on the behalf of that group. The receiver of the signature can verify the
validity of the group signature but cannot identify the member of the group who signed the
message. A trusted designated entity identifies the signer of the message in case of any disputes

[22,23].

1.7.3 Threshold Signature Scheme

In some situation decision has taken by a group of members on the behalf of an organization, for
example a large bank transaction which required signatures from more than one member. A
separate digital signature is used for every signer to solve such type of problems but this policy
make the verification process very difficult for recipient of the digital signature. Threshold

digital signature is the alternative method used to share a secret key among a group of people in

such a way that a certain number of people can work collectively to recover the secret. This type

Design and Analysis of Shortened D/:gita/ Signature Algonthms Based on Complex
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of key distribution scheme is used to protect bogus fellow of the group and unintentional

disclosure of secret [24, 25].

1.7.4 Undeniable Signature Scheme

Undeniable signature is a number issued by a signer which depends on the message. In this
scheme the signature can only be verified with the help of a signer and protect the distribution of
the signature without the knowledge of the signer. The main problem of this scheme is that, a
dishonest signer may refuse to authenticate a genuine document.For the solution of this problem
a new component called disavowal protocol is added with the other normal components of
signature and verification. Undeniable signature scheme is implemented using public-key

cryptography based hard mathematical discrete logarithm problem (DLP) [26, 27].

1.7.5 Blind signature scheme

This is a two-party protocol between the sender A and the signer B. In this scheme the sender A
send a message to signer B for signing. Signer B signs that message and return to A. Now user A
is capable to compute the B’s signature on a message m of his choice. After the completion of
this process B not capable to know the message m or the signature gssociated with it. So blind

signature is used to prevent the signer B from seeing the message it sings and the signature.

Blind signature used in situation like online bank transactions, where the customer A does not
want the bank B to be capable of associating a signature and message with a certain instance of

the protocol [28, 29].

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
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1.7.6 Proxy signature scheme

Proxy signature is used in situation where the head of the organization is absent due to some
reasons, and he delegates the authority of signature to his deputy to sign on the behalf of the
organization. In these techniques the private key of the head cannot provide directly to the
deputy due to the digital signature security policy but delegate the signing capability without
knowing the private key in such a way that the receiver can validate the signature of the head of

the organization with the help of proxy signer [30, 31].

1.7.7 Shortened Digital Signature Scheme

The traditional Digital  signatures are not suitable for situation of small storage size, low-
bandwidth communication, and less computational capability. A SDSS is used to provide
authentication and integrity for these small and less computational capability devices.SDSS is
important when signature is printing on postage stamp, bank bill or commerce invoice andalso
desirable where signatures are entering manually. The signature is shorter and there is no need to
do inversion in verification. SDSS is used to provide the authenticity for small size, limited
battery timing and less cofnputationalcapabiIitiesdevices like cell phone, wireless nodes and
RFID chips[5].

Already some trusted short signature schemes based on DLP and [FPhas been developed. Short
signature scheme having short signature length while provides same security as provided by
DSA. This reduction of signature size is very important for small size and limited computational

capable devices because it saved the power and also increased the life of the battery [15].

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
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1.8 Hash Functions

RSA and El-Gamal signature schemes have the problem that the length of the signaturesbecomes
same or may be largefrom the messages that aresigned by the signer. Cryptographic hash
functions are used to overcome this problem. Hash function is used to produce message digest of
fixed length from message m of arbitrary length. Hash should be calculated for the whole
message. Hash function is assumed to be public and not keyed. The hash value length should be
proposed in the range of 128-bits to S12-bits to resist birthday attacks.The calculation of Hash
function should be very fast, one way and strongly collision free. One way hash means that it is
infeasiblé to obtain the message (m) back from the message digest h(m). Infeasible means that it
would take millions of years to get the message by intruders [38] and by Collision free means
that it should be computationally impractical that the hash of two messages willbe same. For this
purpose Revest proposed an MD4 hash function and later on another strengthened version MDS5

having message digest length 128-bit size for arbitrary message are presented.

In 1994 federal governed presented Secure Hash Standard of SHAI which is used to produce
160-bits of message digest. Hash function is very fast but there is no verification available that it
is collision free and computatioéa’lly one way function. It is complicated and analysis is difficult

but in practice it work very well.

Message digest will be public and signature algorithm is applied to the message digest obtained
from hash function and then the combination of message digest and signature are sending. The
verification process is applied to the signed digested message and compared with message digest

that is obtained from the message. The signature that i$ produced by using hash function will be

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
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very shorter and capable to prevent forgery attack. MDS is not suitable for digital signature and
for Secure Sockets Layer certificates, because it has no collision resistant.SHAI is suitable for

light weight devices and produced 160-bits message digest for a given message.
1.8.1 Why we need hash functions?

Hash functions are used because public-key signature algorithms are very slow if we sign the
whole message. Therefore the signing of the resulting Hash Digested value of a message is much
more efficient than signing the whole message. Secondly the signing of whole message without
hashing result a many times large size of a signature for that message. And if signature has
applied to the hash value of a message than only small overhead like 320 bits in case of the DSS
would be added.Thirdly due to the collision free property of a hash function, any change in a

message will result in a different hash value, and signature verification will be failed [40].

1.8.2 The Secure Hash Algorithm

NIST used SHA-1 for DSS which is having 160 bits fixed length for any message less 264 bits. It
originally based on Ron Rivest Message Digest MD4. Ron Rivest also enhanced MD4 message
digest to MDS5 algorithm. According [38] there is no cryptographic attack exists against Secure

Hash Algorithms.

=

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
Public Key Cryptosystem 17



CHAPTER-1 | | . INTRODUCTION

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
Public Key Cryptosystem 18



CHAPTER-Z2 LITERATURE REVIEW
CHPATAR 2
LITERATURE REVIEW

Design and Anaiysis of Shortened Digital Signature Algonthms Based on Complex
Public Key Cryptosystem 19



CHAPTER-Z2 , LITERATURE REVIEW

2. Literature Review

The literature survey consists on existing Digital Signature and Shortened Digital Signature

based on these three hard mathematical problems like DLP, CDLP, and IFP.

2.1 Key Distribution Scheme Based on DLP

Hellman[1] proposed a key distribution scheme on the basis of DLP in which each participant has
its own secrete key. Each key consist on public and private key part called key pair also. He had
first time presented the idea of public key cryptosystem on the basis of DLP. It allows
participants to exchange private keys over an insecure channel without prior sharing of secret
information. This scheme is limited only to the exchange of keys and no practical cryptosystem
has presented. Due to no authentication for the participants, Man-in-the-middle attack is possible

5
in this scheme.

2.2 First Public Key Cryptosystem Based on IFP

Rivest et al [2] Proposed firstpractical public key cryptosystem schemewhich is based onthe
difficulty of factoring large numbers. It provides authentic encryption scheme without the needs
of Private Keyexchange separately. In this scheme the encryption key of intended recipient is
publically known to every one and only that recipient decrypt the message by its private key.
Minimum key length is 1024 bits.Security breaking is challenging and difficult as factorization
of n. Author used Richard Schroeppel’s methodfor 200 digits, so 1.2 X 1023 number of
operations is required and if each operation having one microsecond then 3.8 x 109 years are

required for factorization.The limitations of this scheme is that, p and g values must be enough
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large that direct guessing is impossible, the value of pand g are recommended to be prime

numbers. No proper Digital signature scheme has been designed.

2.3 First Digital Signature based on DLP

El-Gamal [3] proposed first DSA scheme based on the difficulty of computation of DLP over
finite field. He used same public key for encryption of message and for signature verification. He
has developed signing and verifying procedures of proposed signature scheme. Its security
breaking is difficult like solving the DLP. Proposed scheme security will be non-breakable if
large prime numbers and strong exponents are used. Random encryption exponent kmust be
different for each message.The limitation of this scheme is that, it doubled the size of the
transferred message and the security may be compromised if random encryption exponent kis

repeated.

2.4 Shortened Digital Signature Based on IFP

Moldovyan [4] proposed a short digital signature scheme based on the difficulty of factorization
of a composite number which is the product of two large prime numbers. New improved digital
signature schemes having small size are developed. This signature scheme provides security of
minimum security level group operations estimated as 28% which is requiredto forge a digital
signature.Due to choosing of large prime numbers attack on this scheme is computationally
infeasible.Limitation of this scheme is that if we use prime numbers smaller than 1024 then the

security has compromised.
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2.5 Shortened Digital Signature Algorithm based on DLP

Z. Shao [5] proposed a short signature scheme on the basis of DLP which provides better
security then existing signatures and has one forth reduction in the length of signature and in the
computation of verification to original DSA. Its security breaking is difficult like the difficuity of
discrete logarithms problems. Pairing is not used in this scheme due to which efficiency is high
and implementation is easy. This scheme is secure in the random oracle model from signature
copying by adaptive chosen-message attack. The proposed scheme will have signature length of
240 bits if 160 bits key length and SHA-1 or SHA-512 hash functions are used. If small sizes of

prime numbers are used then the security of the scheme has compromised.

2.6 Digital Signature Based on the Hybrid of DLP and IFP

Ismail et al [6] proposed a new digital signature based on the hybrid of two hard problems
namely DLP and IFP. In which two secret keys are used for signing and two public keys for
verification. This scheme has less than 1203 Ty, + Tptime complexity for both
signaturegeneration and signature verification. As compare to other signature scheme based on
single hard problem, this signature scheme is more secure because no intruder can solve two hard
problems simultaneously. It has less than5T,,, + 3T, + T, computational complexity both for
signing and verification. The communication cost of this scheme is 3|n| + 4|P|. It has less number

of operations for signing and verification.

2.7 Short Signature scheme based on IFP

Moldovyan [7], Proposed a short signature scheme based on the difficulty of IFP. This scheme

consists on a pair of two numbers which provide same security like RSA and the length is
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reduced to 320-bits. This scheme provides complete security if the order number valued is
greater than 160 and the length of prime numbers which is used to generate n to be chosen very

large. If prime numbers having values less than 160 bits then security may be compromised.

2.8 Blind Signature Scheme based on IFP and DLP

Tahat et al [8] proposed a new blind signature scheme based on both IFP and DLP. It has less
computational complexity for signatures and who demand the signature. This scheme is secure
than the signatures scheme based on single hard problems. In this paper some possible attacks
are also defined and the security of the proposed scheme has proved. This scheme has high

computational overhead as compared to single hard problem.

2.9Cryptosystem based on Complex Discrete Logarithm Problem

Sagheer et al [9] uses complex numbers to present existing public key cryptosystem with hard
mathematical problem known as CDLP. His scheme has shorter key length due to which the
overall calculation is easy than schemes based on DLP. As comparing to DLP, The CDLP using
of complex numbers whichprovides double securityfor very smaller bit size of the key. The
proposed scheme is applied for Diffie-Hellman Key exchange, El-Gamal, Massey-Omura public-
key cryptosystems and proved that the security based on CDLP is strong then based on DLP.
Repeated squaring and multiplication algorithms are used to compute complex numbers
exponentiation in the complex field group. If we calculated value of the CDLPis g-bit then it
requiredsquare times operation to solve it.Operation complexity of CDLP is immediately
increased with the increases of size as compared with DLP. Hence due to these reason the CDLP

base cryptosystem is more secure than DLP.

LF
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2.10 Digital Signature based on applying hash round function before signing

Chen et al [10] proposed a new digital signature scheme in which hash round function is applied
before the signature. To overcome the active attacks author used a new digital signature scheme
Hash Round Function and Self-Certified Public Key System Digital Signature Algorithm. H-S
DSA is similar as ELGamal digital signature algorithm in the format and it is more secure and
having less time complexity. Its security depends on one-way hash function, discrete logarithm
problem and integer factorization problem. H-S DSA has presented in four steps like
initialization, user registration, signing and verification of signature. Author conducts
performance analysis and proved that this scheme has batter security and also secure from all

type of password attacks.

2.11 Digital Signature Based on Bitwise and Multiply Hash Function

Noorouzil et al [11] used a new digital signature, which is better for such applications which
using small size file for sending and want simple and fast algorithm for generating digital
signature. A new method of bitwise and multiply function are used for hashing. This hash
functions generate smaller and dynamic size of bits which depends on each bytes (size) of the
message. If original file is changed then the hashed file will also be changed. This scheme is

limited to applications which have transferred smaller size of files.

2.12 Digital Signature Based on IFP.and DLP

Verma et al [12] proposed a digital signature scheme on the bases of two hard mathematical
problems, IFP and DLP. He analyzes the security of the proposed scheme for different attacks

and proved that the proposed scheme is more secure than the previous schemes. Because
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calculating two hard problem is not easy to break security. The limitation of this scheme is

double communication and computation overhead because of two hard problems.

2.130vercome Security Weaknesses of EI-Gamal Digital Signature

Zhang et al {13] address the security weakness of the El-Gamal Digital signature [1] that the
repeated usage of random number makes the possibility of security breaking, and proposed an
improved El-Gamal digital signature scheme with the pairs of private keys (x,d). For this
scheme there is no need to remember the value of k so the overall computational operation of
comparisons and storage space is minimized. El-Gamal digital signature is improved by the
introduction of a random number t with-the signature and applying modular inversion. This
scheme is secure from forgery attack. Limitation is increase in length of signature due to addition

of the value of t with the signature.

2.14 Digital Signature based on DLP and Biometric string input

Parida [14] proposed a short signature scheme based on DLP and Biometric String. It takes DLP
and biometric string as input.It reduces the length as well as the computation of the verification
algorithm while the level of the security is remaining the same. It is more secure because the
private key not determined due to discrete logarithm problem. Due to less verification cost it is
easily apply in the real life applications like e-commerce and e-voting etc. This scheme provides
security for the use of random number and increased the life cycle of a private key. It minimizes
the overall operation and save the storage space because of auto random number k.it is secure
from forgery and plaintext attack. Extra computation devices for biometric data analysis and

calculation are the limitations of the scheme.
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2.15 New Digital Signature based on DLP with designated verifier

HAN-YU [15] proposed a new digital signature scheme based on discrete logarithm problem. In
this scheme the signature is not verified without the designated verifier, only designated verifier
apply his private key and find out the verification. Any third person or signer by self also is not
able to verify the signature. It is efficient and short signature scheme. It has low computation

cost. Its security is proved in the random oracle model.
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3.1 Hard Mathematical Cryptographic Schemes

Digital signatures are based on the difficulty of some hard mathematical problems like DLP [32,
33] and IFP [34, 35] or on the combination of these two problems [36, 37]. The security breaking
of these Digital signatures based on hard problems is as difficult as breaking of discrete
logarithm or integer factorization of large prime numbers is difficult. These hard mathematical

problems are discussed as following.

3.1.1Discrete Logarithm Problem

This is hard mathematical problem used to design Digital Signature, because the breaking of

such hard problems is very difficult and more operations required for solution if we used

numbers in the range of 100 to 200 digits. The ordinary Algorithm log‘(zb) is the solution for the
equation a* = b, similarly if g and h are two elements of cyclic group G then solution of x in the
equation g* = h is called DLP. A group of G with an operation “*” is defined on pairs of

elements of G. The operation will satisfy the following basic properties.
1. Closure Property:axb € G foralla,b € G.
2. Associative Property:ax(bxc)=(axb)*c €G foralla,b,c €G.

3. Multiplicative Identity: There are exists an element I € G called Identity such that I x a =

a*xl=aforalla €0G.

4. Multiplicative Inverse: For a € G there is an element b € G such that, a*b=b*a=e¢e

thus the element b is called the inverse of a.
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Consider the equation y = x® where x and y are two real numbers and a is an integer then y will
be easily calculated if x and a are known, but when the values are largeit is very hard to
determine the value of a from the known values of x and y. DSA, Diffie-Hellman and El-Gamal

are based on discrete problem [32].

3.1.2Integer Factorization Problem

This is another hard mathematical problem used to design the DSA and SDSA. This is based on
factorization of two large prime numbers. Consider the equation n = p x g where p and q are
two large prime numbers. So the calculation of n is easy if pand g are known but the
factorization of n back into p and g is a hard problem when the values of p and q are large. It is
called IFP [35]. One of the famous Algorithms based on Integer Factorization problem is RSA
algorithm. RSA Algorithm security depends on the difficulty of factorization of two large prime
numbers. In literature different researchers has used DLP or IFP and some are used the hybrid of

these two problems to design DSA and SDSA [37].

3.1.3 El-Gamal Digital Signature Scheme

[3] ElGamal first time in 1985 proposed a Signature scheme known as El-Gamal Digital
Signature which is nondeterministic signature because it is use a random number k,therefor this
signature is used only for signing not for encryption. EI-Gamal Signature scheme is the basis for
DSA, and its security is based on DLP.[4]1]Describe the following public parameters p, g, y and
private key x. pis prime number chosen from a finite field and g is a generator mod p,x is a
private key less than p and y is public key where y = g* mod p. These parameters will be

same throughout the program.If Alice wants to sign the message m, a random number k will be

Design and Analysis of Shortened Digital Signature Algorithms Based on Complex
Public Key Cryptosystem 30



CHAPTER-3 PROBLEM ANALAYSIS

picked by her, which is relatively prime top — 1. And compute r = gmodpands = (m —
xr)k mod (p — 1).So the required signature S = (s,r) along with message will send to Bob in
order to verify the signature. Bob using r,s and public parameters and compute y'r s =

g™ mod p to verify the signature.

3.1.4 Digital Signature Standard

The DSA was first time proposed in 1991 and belonging to DSS designed by National Institute
ofStandards and Technology’s. The DSA is used to show the authentication of signatory and
integrity of the signed data.The DSA is the modified form of the ElGamal scheme and these
modifications are discussed as following. The security of ElGamal scheme is based on DLP and
using a very large modulus p must be at least 512bits, but for future guarantee of the security the
length of p should be 1024 bits. ElGamal variant DSS using one way hash function which is
used to convert the message variant length to fixed length of 160-bit. The modification of
ElGamal scheme consist of flipping the “—  sign to “+” sing during the generation of S part of
the signature like s = (m + xr) k™! mod (p — 1) and verification condition changes
like g™ 'y™S" =r mod p . In DSA signature scheme Alice select a random or pseudorandom
number k where k < g, and compute S = (7, s) where
r = (g* mod p)mod q

s = (k7' (m + xr))mod g
And then Alice sends the message along with Signature S = (r, s) to Bob. On receiving the
message along with signature, Bob is verifying it for integrity as well as authentication as

following.
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w = (s)"*modq
ul = (Hash(m) *» w )mod q
u2 =(r)*wmodq
An then verify that that r' = ((g¥! * y** mod p) mod q)
Now the Bob check that if r = 7’ then the signature will be valid if r # r' then the signature

will be modified by someone and the message will be rejected.

3.1.5SMathematical Solution

By computing a small example, we will prove the DSA.

The following parameters are supposed.

Letg = 11

p = 38q +1 = 3839, Where q is prime divisorp — 1.

g = 538 mod 3839 = 2688

Suppose Alice select a private key x = 17

Hence it public key will be

y = g*mod 3839 = 26887 mod 3839 = 1347

Alice wants to sign the message M = 12, she chooses a random number k = 25 and findsthe
inverse to bek 'mod 101 = 97. She then calculates (7, s).

r = (26883 mod 3839) mod 101 = 2601 mod 101 = 76

s = (12 + 17%76) 97 mod 101 = 36

Alice then sends the triple (48, 44, 73) on to Bob, who performs the following

Computations to verify the signature:
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w = 367! mod 101
el =12 +x56 mod 101 = 66
e2 =76 *56 mod 101 = 14
r' = ((2688%°1347*)mod 3839) mod 101 = 1692 mod 101 = 76
Thus, Bob has compared r with 7’ and then verifies that the signature came from Alice is

authentic or not.

3.2Problem Statement

Traditional Digital Signature Algorithm based on Discrete Logarithm Problem and Integer
Factorization Problem having many applications in network security but not suitable for devices
having small memory size, limited battery power, low-bandwidth and less computational
capability. These Digital signaturesbased on DLP and IFP using larger bits size (512-1024 bits)
of computation and communication needs higher energy consumptions for the desired security
and privacy for small devices. It follows that the computation and communication complexity of

these devices should be as lower as possible and the security can be achieved in a desired level.

Existing Digital Signature Algorithmbased on real number public key cryptosystem
producedhigh communication overheadi.e 832 bits per Message,such as(P=512, q=160, h(m)=
160).This cause more memory overheads and having more computational complexity when large

numbers are provided.
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3.3 Problem scenarios

Existing DSAhaving two different problem scenarios. These problem scenarios are discussed
according to the communication overhead and time complexity during signature and verification
process. DSA based on the difficulty of DLP consists of three different types of public
parameters p, q, g.These parameters will be known to a group of users. A p will be selected as
from the range of 512 to 1024 bit and q is 160 bits such that gwill divide p — 1. The parameter
g will be selected from hP~1/9 mod p where h is between 1 and p — 1, and g must be greater
than 1. In the presence of p, g, g user select his private key x randomly and compute his public
key y, the hash of the message will be selected and random number k per message will be
created. To create Digital signature a user calculate r and s called components of digital

signature.
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Figure 3.1: Digital Signature Signing Scenario

The problem of the existing DSA is high communication and computation overhead. Because
size of p is 512 bits and g is 160 bits. And the value of base number g will bein the range of
512bits and must be greater than 1. So every message will carry more than 1185 extra bits as
digital signature. If we suppose to select small numbers than the DLP will be compromised and
the value of private key has easily determined by intruders. If we select large numbers than extra

overhead per message will be created.
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Figure 3.2: Digital Signature Verification Scenario

W= function IV (s’,q)

=(s)"'mod g

V = function-IIl (v,q,9, H (M), w,r")

— ((g(H(M')w),modq yr'w mod q) yp 0 d p) mod q

This verification scenario usedlarge size of parametersi.ep > 512 bits , ¢ = 160 bitsand

alsousing public key of the sender to verify the signature.
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4.1Proposed Solution

We have proposed Shortened Digital Signature Algorithmswith a new method based on
complex number called Shortened Complex. Digital Signatire Algorithms. These
Algorithmsreduces the memory overhead, time complexity, computation and communication
overhead comparing with DSA.Complex numbers and hash function used in this scheme are

discussed as following.

4.1.1 Complex Number

This thesis has focused on designing and implementation of Shortened Complex Digital
Signature Algorithms based on CDLP. This scheme has less communication overhead
(g = 512 bits,r = 160 bits) per message; approximately reduction is (56%) such as
864 bits per message. Therefore this scheme will provide more security for very smaller bit
size as compare to previous signatures schemes based on DLP, IFP. It means that large
numbers for example more than 512 — bits will be provided for the required parameters to
get adequate security by using DLP and IFP. This same security will be acquired by using

complex numbers smaller than 512 bits.

Complex public key cryptosystem is using Complex numbers instead of real numbers as
mathematical hard problems. A Complex number is C = a + biwhere “a” part is real
number and “bi"is an Imaginary part. An imaginary part consist on iwherei = vV—1.We
have proposed a new shortened digital signature based on complex number instead of real
numbers, which is more secure and no intruder can solve it. The use of CDLP for designing

of Digital Signatures will be more secure than DLP and IFP’s based Digital Signatures.
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4.1.2 Secure Hash Algorithm
This algorithm also using one way hash function SHA1,to fixed the size of the one part of
Digital Signature“r”to 160 bits. Now the length of the signature will be equal

tolhash (M)| + lq|.

4.2Notation Guide of Scheme (SCDSA)

e n:ltisa large prime number of bit length, between512 and 1024.

e q:Is alarge prime factorofn — 1.

e g: Complex number with large order n.

e k:is a random number per message selected from (0, 1,2,....... n—1)

o Hash: a one-way hash function

o va: Alice private key, chosen uniformly at random from [0,1,2 ... n - 1]
o P,: Alice's public key P, = g"¥mod n

e vb: Bob private key, chosen uniformly at random from [0,1,2 ... n - 1]

e P, Alice's public key B, = g"®mod n

Digital signature consists on a string of bits computed by some rules and set of parameters
that are used to identify the signatory and integrity of the message to be verified. SCDSAused
public integer (n, g, r)as parameters which is known to a common group of users. The value
of n must be enough large that the discrete log will not be easily calculated. The “va"is a
private key of the signer used to sign a given message, and corresponding public key is used
for signature verification. A random number k& which unique to every message is used for the

generation of the signature, where greatest common devisor (GCD) of (k,n — 1) is equal to

“1" and “k" must be secretly chosen by signer. The required signature will be § = (7, s)and
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signature length will be fhash (M)| + |q|. Following are different Algorithms used to

compute digital signatures on a given message.
4.3.1 SCDSAL1 (Signature Process) on a message m

1. Random number k gernerate
2. r = hash ((g" mod n) | m)

3. s=k/(r +va)ymodgq
Signature = (r,s)

Signature length: |hash ()| + |q|

- -g (Complex: £ & n<(
. -(prime
numbaer) m {(Message) number)
4
k (Random R F1 )
number) 1 o -
Va (signer | Apply SHA1 Signature
private key) {Hash Function) (r, S)
q' k4 ' : . r S
) :
: F2

Figure 4.1: Proposed Signing Scenario

(i) F1=g* Il m(i)) F2 = k /(r + va)mod q
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