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Abstract

Software risk management is essential for the successful delivery o f software development 

projects. Risk management is a systematic and continuous process. Numerous studies have 

shown that risk management techniques get significant attentions because without managing risk 

properly very good project may fa il Software risk management has become one important topic 

in software engineering research. To depict the holistic state o f the art o f empirical work done in 

software risk management and to fmd out the strength o f empirical literature in software risk 

management. This paper presents a systematic review on software risk management that was 

motivated by previous results obtained from piloting study. A total o f 68 relevant studies were 

selected from an initial set of 622 studies in order to extract and synthesize empirical data 

concerning the state o f the art o f empirical work done in software risk management. We detected 

that software risk assessment is the most studied area o f software risk management as proper 

methods, processes, frameworks, tools etc. exists for risk assessment. Our results suggests that 

there are several strategies for managing risks and in future, more research attention on software 

risk control techniques is needed.



Chapter 1: Introduction



1 Introduction

Software risk management is essential for the successful delivery o f software development 

projects. During the last ten years, the software industry is paying more and more attention 

tow^ards Software Risk Management (SRM). According to Barry W. Boehm in [1] “software 

risk management is an emerging discipline whose objectives are to identify, address, and 

eliminate software risk items before they become either threats to successful software operation 

or major source software rework”.

Risk management is a systematic and continuous process. The risk management paradigm of 

Software Engineering Institute (SEl) describes this phenomenon more thoroughly. SEl paradigm 

involves some sequential, concurrent and iterative activities, to identify, plan, track, control and 

communication o f risk [2]. Software Risk Management (SRM) is carried out with the help o f 

different SRM processes, models, frameworks, tools, techniques and methodologies e.g., 

Software Risk Evaluation (SRE), Team Risk M anagement (TRM). Analyzer for Reducing 

Module Operational Risk (ARMOR), Expressing needs and Identifying Security Objectives 

(EBIOS) Methodology, ProRisk Framework, Riskit Method, SoftRisk. CMMl-RSKM, PMBOK 

RM Process. GDSP RM Framework, Risk and Performance Model [3][4]. Risk management 

techniques get significant attentions because without managing risk properly very good project 

may fail as SRM has become very crucial field at present, further, quality o f product, timelines 

and product cost has become very serious issue. This is the main motivation that software 

industry is now considering the use o f risk management techniques to av^oid project failures, 

budget overruns and time limitation issues.

1.1 Problem Description

There exists lots o f literature on diverse areas o f software risk management, and each Tield 

provides the results o f its own areas. Therefore, results o f this field in general are very scattered. 

There is a need to summarize and aggregate the results o f this vast field to find out actual trend 

of the field, identify gaps, scope for further research and quality o f the work. This is the main 

motivation and reason to conduct this systematic literature review.



1.2 Research Objective

Software risk management is a broad field and includes many sub fields, like software risk 

assessment, identification, analysis, prioritization, planning, software risk monitoring, control 

and many more. Software industry is high risk business due to ever increasing software 

complexity and demand for better and faster software. Therefore software risk management is a 

active research area in this era.

Implementing software risk management is a crucial process because it requires resources, skills 

at all o f the organizational levels and adequate knowledge of stakeholders. 'I hat is why literature 

has various studies and surveys on software risk management practices. However, there is no 

study in the literature with a focus on empirical evidences, up to our knowledge. Evaluating 

empirical evidence is equally important for academia and software industry, because gathering 

and summarizing empirical evidence systematically, can help researchers to :

A. Identify the sub-field o f  their research based on the recent research trends,

B. This research aims to identify the subject areas and to dig out the exhausted and least 

investigated research areas in the software risk management.

C. This research will provide a glimpse o f the software risk management tools, techniques, 

processes, frameworks and risk factors which will be helpful for the selection of 

appropriate research methodology and research model on the particular topic o f interest 

and subject scenario in software risk management.

1.3 Research Methodoiogy

Systematic Literature Review (SLR) is the methodology used to collect empirical evidence 

reflected in software risk management literature. The SLR is conducted by using the guidelines 

o f (Kitchenham B. 2004). In this SLR a detailed protocol is developed before conducting the 

review. This protocol provides detail plan o f the whole review process. SLR is performed in 

three phases i.e. planning, conducting and reporting. SLR protocol is developed in planning 

phase. This protocol is executed in conducting the review' and at the end the results are reported. 

The sub phases o f  SLR are as follows:



1.3.1 Planning the Review

• Identification o f the need for a review

• Development o f a review protocol.

1.3.2 Conducting the Review

Formulating the research question(RQ)

Search strategy 

Study selection criteria 

Study quality assessment 

Data extraction 

Data synthesis.

1.3.3 Reporting the Review

In this phase results o f SLR are reported effectively to produce various research directions so 

that when the upcoming researchers use this work, they can consider various reflections o f the 

fields and make decisions efficiently.

1.4 Thesis Structure

The structure of this thesis is as follows: Chapter 2 describes the protocol defined to perform the 

SLR. Section 2.1 describes Research Questions; section 2.2 describes major search terms and 

their synonyms whereas section 2.3 and 2.4 describe search string and search sources. After the 

plan for conducting the SLR is devised, it is executed. Chapter 3 describes the execution i.e., 

actual implementation o f the protocol devised. Section 3.1 describes Results retrieved by 

applying search string to data sources, section 3.2 shows selected studies’ citation and section 3.3 

shows quality assessment score. Chapter 4 describes the end results o f the SLR and analysis o f 

the results. Section 4.1 describes the Results. Section 4.2 describes the findings and section 4.3 

and 4.4 describes the analysis. Section 5 concludes the thesis and lists the implications and future 

directions.



Chapter 2: Protocol Definition



2 . Protocol Definition

This chapter describes the highUghts o f protocol defined to perform the Systematic Literature 

Review (SLR). SLR is conducted on the basis o f predefined plan (protocol). Main sections o f 

protocol are defined in this section and full protocol is provided in appendix A.

2.1 Background and Motivation

The main motive to perform this systematic review is to identify state-of-the-art and gaps in 

empirical research related to software risk management and summarize the existing empirical 

evidence to provide basis for future research and practical use. Related work exists in several 

studies [4-8] where researchers summarized the available literature and pointed out future 

directions but the focus o f such studies was not related to finding the empirical evidence and 

none o f the study reported qualitative and quantitative evaluation o f  data at a time. In these 

studies, only simple survey has been conducted to explore specific areas o f risk management.

Software risk management is a vast field and all results are scattered regarding the subfields 

under the umbrella o f  SRM therefore, being motivated o f the fact and to provide aggregate 

knowledge o f this area a systematic review has been conducted. It will also provide directions for 

the future work and dig out the most and least exhaustive subject areas of software risk 

management.

Primary research on software risk management focused on defining guidelines for specific tasks 

[9], [10], [11], [12] but these provide little empirical evidence for the practical usefulness o f risk 

management. Later in 1990's B.W. Boehm, Charette’s, Software Engineering Insfitute (SEI) risk 

management methods and HalLs risk management principles have increased industry awareness 

and improved practice. SEI defines risk as the possibility o f suffering loss. Richard E. Fairley 

defined ‘risk' as “The probability o f incurring a loss or enduring a negafive impact'' [13]. 

Software risks are increasing as long as software development industry is increasing [14]. Risks 

in software should be handled properly because they greatly affect software development process 

and its outcomes. Software development involves five types o f risks: 1) financial risk; 2) 

technical risk; 3) project risk; 4) functionality risk; 5) political risk. Risk M anagement consists o f



the processes, methodologies and tools that are used to handle with these risks in the Software 

Development Life Cycle (SDLC) process o f a Software Project.

SET risk program is very useful in order to improve the process o f software acquisition and 

software development [15]. The basic methodological framework introduced for the software 

acquisition and software development are: Software Acquisition Capability Maturity Model (SA- 

CMM^'^) and Software Capability Maturity Model (SW-CMM^'^). These methodologies are 

supported by Software Risk Evaluation (SRE). Continuous Risk Management (CRM), Team 

Risk Management (TRM) practices. The SRE practice, developed by the S E l is used for 

identifying, analyzing, communicating, and mitigating software technical risk. Us primary 

functions are Detection, Specification, Assessment, and Consolidation and supporting functions 

are Planning, Coordination, Verification, Training and Communication. The Continuous Risk 

Management (CRM) practice is used for managing project risks and opportunities throughout all 

the activities o f the project. Team Risk Management (TRM) is a risk management based on team 

oriented activities in which both customer and supplier together apply the methodologies. SRE, 

CRM and TRM are based on three basic constructs of SEl these are Risk M anagement Paradigm, 

Risk Taxonomy, and Risk Clinic. While implementing these methodologies and practices SEI 

experience shows that software risk is the least measured and managed during the lifecycle o f 

software development.

Current perceptions and emerging trends o f various software risk management strategies are 

discussed as followed. Geoffrey G. Roy introduced a ProRisk framework for risk management 

[16]. ProRisk framework provides a process to analyze and identify the key risk factors, 

outcomes, reactions and the creation o f action plan to mitigate these risks. ProRisk Framework is 

built on a hierarchical model structure defined in the SEI taxonomy o f risk and Karolak [4] and 

involves following activities. 1) Stakeholder Identification. 2) Risk Factor Identification. 3) Risk 

Tree Model Construction, 4) Calibrating the Model, 5) Estimating the Risk Event Probabilities, 

6) Computing Combined Risk Values, 7) Developing Action Plans. 8) Monitoring the Progress, 

9) Operationalizing the Framework. This framework focuses on the business domain and the 

operational domain o f the software development. In business domain level it identifies the 

economic environment o f  the organization and the weakness o f the organization to expose risks



factor. It also identifies the knowledge, experience and confidence o f the organization to 

successfully complete the project. In Operational domain it measures the risk values, identify the 

key risk factors, identify and describes the action plans to reduce the key risk factors, implement 

action plans and then re-assess the risk key factors. It is continuous cyclic process so it 

continuously monitor and document risk properties, and provide support for risk mitigation and 

management on a continuous basis. This framework can be applied to both small scale and 

complex projects, with controllable levels o f data requirements. ProRisk framework covers the 

complete life cycle o f the Project development and provides support to run risk analysis activities 

in parallel with the project management activities. It is also supported with a ProRisk tool.

Literature has many studies and surveys on software risk management practices. In [17] authors 

represent a study o f various methods that are used in software risk management process from the 

first step of risk identification up to the last step o f risk control. It provides a risk checklist for 

risk identification gives step by step procedure for the risk assessment and provides complete 

risk management plan. Another survey presented in [4] gives suggestions for the selection o f best 

tools and techniques for software risk management. It provides the limitations and beneficial 

qualities of Software Risk Evaluation (SRE). Team Risk Management (TRM), Softrisk tool, 

ARMOR (Analyzer for Reducing Module Operational Risk), Riskit technique and CMM based 

risk control optimization model.

Implementing risk management means to insert the risk management principles and practices 

into software development life cycle. Best implementation strategy is to use incremental model 

because in this way risk management practices can easily be adjusted in organizational culture. 

[18]. Software Risk M anagement Practices in a Small Scale Project were accessed in [19]. They 

have selected a small scale project, purpose o f the study was to access the strengths and 

weakness of the risk practices in that project. They have selected Capability Maturity Model 

Integration (CMMI) model to measure the gap between current software risk management 

practices in selected project. After assessment findings they also used Standard CMMI Appraisal 

Method for Process Improvement (SCAMPI) for the formal characterization. The 

characterization indicator indicates that the software risk management practices are Partially 

Implemented in that project.



The practical implementation of the ongoing processes o f software risk management is 

challenging task. Organizations that implement effective tools and techniques in software 

development project are successful by changing organization culture [20]. Implementing 

software risk management is a crucial process because it requires resources, skills at all 

organizational levels and adequate knowledge o f stakeholders. That's why literature has many 

studies and surveys on software risk management practices. But there is no study in the literature 

with a focus on empirical evidence. Evaluating empirical evidence is equally important for 

academia and software industry, as gathering and summarizing empirical evidence 

systematically will help researchers for future research and practitioners will get quantitative 

knowledgebase to make informed decisions.

2.2 SLR Protocol

Protocol is a detailed plan o f the whole process o f SLR which is refined by different people. At 

first a protocol was developed, this first draft was refined by the supervisor and by the external 

reviewer’s comments. This chapter describes the phases o f protocol development o f the SLR 

defined in the final version o f the protocol.

2.3 Research Questions

The two investigated questions are:

RQ .l: What is the state-of-the-art in empirical studies of software risk management?

RQ.2:.What is the strength o f empirical evidence reflected in empirical software risk 

management literature?

2.4 Search Strategy

For our search strategy we have taken inspirations from the protocol o f Sarah Beecham [21] and 

modified according to our requirements. Major search terms will be identified from the RQs and 

their synonyms and alternate spellings will be used to form the search strings.

2.4.1 Major Search Terms and Synonyms

The steps used for extracting search terms are as follows:



1. We will derive major search strings from PICO;

2. Identify alternative spellings and synonyms for major terms; also alternative terms used in 

literature will be considered

3. When database allows, use the Boolean OR to incoiporate alternative spellings and 

synonyms.

4. When database allows, use the Boolean AND to link the major terms from population, 

intervention and outcome.

In order to answer the stated research questions, search strategy need to be defined before 

conducting the review. Research studies based on empirical evidence, with either professional 

software developers or students as participants, were the main focus o f this literature review. 

Studies focusing software risk management were considered. The final search string was selected 

on the basis o f experience from the pilot search.

Major search terms for the research questions are as follows:

RQl:
Software Risk Management

- SRM 

RQ2:
Software Risk M anagement

- SRM 

Empirical

2.4.2 Search String

Synonyms o f major terms and search string are:

ROl
((Software Risk Management OR Software Risk Management Metrics OR Software Risk 

Management Plans OR Software Risk Management Tools OR Software Risk Management 

Barriers OR Risk M anagement Software OR Software Project Risk Management OR Software 

Risk Management Techniques OR Software System Risk Management OR Software 

Development Risk Management OR CMM based Softw^are Risk Management OR Software 

Project Risk Management Framework OR Risk M anagement Enterprise Softw'are OR Software 

Risk Management Process OR software risk management plan OR software risk management



case study OR software risk management practices OR software engineering risk management 

OR software risk assessment OR software risk identification OR software risk ciiecklist OR 

software risk analysis OR software risk prioritization OR software risk exposure OR software 

risk reduction OR software risk management planning OR software risk control OR software risk 

plan integration OR software risk avoidance OR software risk element planning OR software 

risk resolution OR software risk reassessment)

R 0 2

((Software Risk M anagement OR Software Risk Management Metrics OR Software Risk 

Management Plans OR Software Risk Management Tools OR Software Risk Management 

Barriers OR Risk M anagement Software OR Software Project Risk M anagement OR Software 

Risk Management Techniques OR Software System Risk Management OR Software 

Development Risk Management OR CMM based Software Risk Management OR Software 

Project Risk Management Framework OR Risk Management Enterprise Software OR Software 

Risk Management Process OR software risk management plan OR software risk management 

case study OR software risk management practices OR software engineering risk management 

OR software risk assessment OR software risk identification OR software risk checklist OR 

software risk analysis OR software risk prioritization OR software risk exposure OR software 

risk reduction OR software risk management planning OR software risk control OR software risk 

plan integration OR software risk avoidance OR software risk element planning OR software 

risk resolution OR software risk reassessment) AND (Empirical OR Industrial OR Experiment 

OR Case Study OR Survey))

Customized search string for each data base is given in chapter 3 execution.

The search strategy has the following decisions that were adopted according to SLR guidelines 

[22].

Items: Journal articles, workshop and conference papers.

Apply search on: Abstract

Language: The papers written in English.



Publication Period: Since 1989 till April 2011.

This review considered journal articles, workshop papers and conference papers written in 

English language and published since 1989 till April 2011.

2.4.3 Search Sources:

To ensure the quality o f this review, most authenticated databases have been selected the for 

search. Ahhough. there are many other platforms available across the world at international and 

national level, however, based on the Computer Science research community, we have chosen 

only those platforms which are most widely used and acknowledged at international level. This 

is also a plus point o f  this study because the research work published on these forum is double­

blind peer-reviewed, and so already verified for the authenticity, originality and importance o f 

the contents o f the papers. This selection of strong suite is also the base of authenticated 

quantitative knowledgebase, which we have produced based on the selected papers. The selected 

platforms are:

■ IEEE Explore

■ ACM Digital Library

■ Science Direct

■ Springerlink

2.5 Study Selection Criteria:

A study selection criterion was:

The initial selection will be on the basis o f the TITLE and ABSTRACT o f the paper.

All obtained data from the search process will be archived in database according to the 

journal from which it is retrieved.

From data base the duplicates will be removed after initial scan o f results.

Inclusion and exclusion criteria will be applied on the results to sort out the accepted papers. 

On accepted papers detail inclusion criteria which is a Quality Instrument for studies, will be 

applied to see whether they qualify to be included or not.

Full papers o f all studies that are not clearly ineligible wall then be obtained.

The excluded papers and reasons for exclusion will be recorded in a file, and the included 

papers and study type will be recorded in another file.



2.5.1 Study Inclusion/Exclusion Criteria

The criteria were intended to identify those studies that provide direct evidence for the research 

questions. Following were the inclusion and exclusion criteria for our research questions:

a. Inclusion criteria:

In order to answer the stated research questions, we have searched for research articles by 

reading the abstracts that contain information about software risk management (SRM) and some 

empirical work done as well. So the paper can be a case study, an experiment, survey, experience 

report etc. when it was confirmed after reading abstract that the article is relevant to our research, 

and then we studied the whole paper. The objective o f the selection process was to identify the 

articles relevant for the objectives o f the systematic review. The search strings, were quite broad 

and hence it was expected that not all studies identified would make it to the final phase in the 

selection process. Only those studies were included that were empirical based i.e. experiment, 

case study, survey or industrial experience report and where the main focus was Software Risk 

Management.

Exclusion criteria:

- Those studies will be excluded that were based on personal expert opinion.

Literature surveys and books were excluded.

Only one inclusion for studies with the same results reported multiple times.

Multiple studies could be reported in one paper; if  any o f them did not stand to our inclusion 

criteria then only that study was excluded.

2.6 Search Process Documentation

Search strings were applied to the selected databases and obtained studies were saved in different 

folders according to different databases. After apply inclusion/ exclusion criteria selected studies 

were copied into another folder. The categorization was implemented by making folders and 

saving files in these folders.



2.7 Quality Instrument for Quality Assessment

After initial selection o f  studies, a more detail criteria is required to judge the quality o f study to 

see whether it is worth considering as evidence to answer our research question or not. Quality 

Instrument was designed for assigning numerical values for factors in the checklist to be 

evaluated for each study. Main focus was on the study design. The research questions and our 

inclusion/exclusion criteria suggest us that we are going to have evidence in form o f empirical 

studies like case studies, industrial experience reports etc. So firstly we created a check list for 

assessing the quality o f study and assigning numerical values to the questions so we can rank the 

obtained papers. If any paper was considered to be very poor in quality it was excluded at this 

stage and was recorded in the file o f excluded papers with reasons. One paper can report muhiple 

studies, in that case those studies will be evaluated individually for their criteria to be included or 

excluded.

Table 1: Quality Assessment Checklist

Q uality  A ssessm ent C hecklist

Generic

Does the author clearly state study objectives? Yes/No

Is the study context adequately described? Yes/Partial/No

Is a clear Chain o f evidence established from observations to 

conclusions?
Yes/Partial/No

Do the researchers explain future implications? Yes/No

Survey

Was the denominator (i.e. the population size) reported? Yes/No

Did the author justified sample size? Yes/No

Is the sample representative o f the population to which the results will 

generalize?
Yes/Partial/No

Are the statistical methods justified by the author? Yes/Partial/No

Experiment

Were treatments randomly allocated? Yes/No

Are the variables used in the study adequately measured (i.e. are the Yes/No
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Quality' Assessment Checklist

variables likely to be valid and reliable)?

Case Study/Action Research

Does the case study describe multiple cases? Yes/No

Is the case study based on theory and linked to existing literature? Yes/No

Experience Report

Is the focus o f study reported? Yes/No

Does the author report personal observation? Yes/No

Is there a link between data, interpretation and conclusion? Yes/No/Partial

Does the study report multiple experiences? Yes/No

The answers to each o f  these questions could be yes, no and partially. The quality score used for 

'yes ' is 2. No is 0 and for partially is 1. The total sum o f the scores will be used for the quality 

assessment o f studies. Quality checklist adopted from [22][23] [24][25][26][27] and modified for 

this SLR. The checklist items o f case study and experience report sections were not adopted from 

any Quality instruments. These checklist items were designed based upon experience report and 

case study reporting guidelines [26][27],

2.8 Data Extraction

Data Extraction is performed after quality assessment. Data is extracted according to data 

extraction form. Data extraction form is designed by following [28] and we modified it for this 

SLR study. All the extracted data were relevant to the objective of the study and useful to 

answer the research questions. The review is undertaken by a single primary researcher, who is 

responsible for the data extraction. A secondary reviewer is approached for guidance in case o f 

an issue regarding the data extraction. The inter-rated reliability test is performed after the data 

extraction process accomplished by the primary reviewer. The secondary reviewer selects few 

publications randomly from the list o f publications already chosen by the primary reviewer. The 

secondary reviewer extracts the data independently from the randomly selected publication. The 

results o f secondary reviewer are then compared with the results produced by the primary 

reviewer.

Primary Reviewer: Saima Irum.



Secondary Reviewer: Research supervisor (Dr. Naveed Ikram)

Tiie Data extraction form contains following data fields about the SLR study:

i. Study ID

ii. T itle

iii. Year

iv. Author

V . Search Database

vi. Quality Checklist ranking

vii. Empirical Background

viii. Software risk management Areas and research output, 

ix. Application domain

X . Focus o f the study 

xi. Qualitative Evaluation

In data extraction process data was stored in a MS-Excel sheet. In addition, a qualitative 

evaluation o f the papers was also performed. The qualitative evaluation was useful to cross­

check the extracted data.

Table 2: Fields of Data Extraction Form

- - DATA EXTRACTIO N FORM

Study ID
F _■

Title

Year

Database

^Quality Assessm ent Ranking *
Relevance

Is this article relevant to 

SE field?
r Highly relevant C  Relevant C  Irrelevant



DATA EXTRACTIO N FORM

Is this article relevant to 

software risk management 

field?

Highly relevant Rejevant ^  Irrelevant

Is this an empirical study? Yes " N o

Does this article repeat 

already reviewed 

article(s)?

’ ■ Yes  ̂ ‘ No

Empirical Background

Main Method
f”  Survey P* Case Study P  Interviews 

r  Controlled Experiment P  Survey

Sub-Method
r~ Survey r~ Case Study r” Interviews Archive Analysis 

Controlled Experiment r” Other...

Subjects of investigation r* Students Industry/Real world

Empirical focus ^ Empirically based T  Empirically ev^jluated

Software Risk m anagem ent B ackground^ • t

SRM Processes

Types of Risks

SRM Practices

SRM methodologies

SRM frameworks

SRM Models

SRM techniques

Software tool support
. .. . ... ..fe:.

, Risk Identification

Risk Assessment
.. . . ..K..  ̂ ^

Risk Prioritization Tech. - -

Risk Control

Risk Control Technique -

Study ■ ' r- . -
 ̂ . . . A .. ^ . . . .

Focus of the Study
^  SRM in General Single Practice(s) 

Development Phase(s) ^  Others...

Application Domain

-- ^

r~ Telecom Autorhative H  Web P  Finance

r'?Automation P* Unclear l~'O ther...ft.



DATA EXTRACTION FORM

Definitions in the 

introduction-like sections?

No r '  Software Risk Management 

Other related definitions
..... ..

Q ualitative Evaluation ■■ ^

Claims w. Narrative

Personal reflection Narrative

Recommendations Narrative

2.9 Piloting:

initially piloting was done before conducting this SLR to check whether we have enough number 

o f empirical studies in the field o f software risk management. Many empirical studies were 

found from different databases. After this initial piloting to increase the consistency in the data 

extraction phase a designed data extraction form was evaluated in a pilot extraction o f 15 papers 

randomly chosen from the primary studies database. Based on the results o f the pilot review the 

data extraction form was modified.

2.10 Data Analysis and Synthesis

Results gained from the extracted data are analyzed and synthesized. The research areas in the 

field of software risk management were identified along with gaps and future directions. 

Relationships among various categories o f data were pointed out with multiple perspectives. 

Quantitative and qualitative analysis of the data was performed to evaluate the strength o f the 

literature. Results were presented in the form o f systematic maps like Bar graphs. Bubble charts 

etc. Outcomes o f  this research are information like w hat's the most widely used empirical 

method applied by the researchers and practitioners in software risk management? Who are most 

involved in software risk management research? What are most widely used tools, 

methodologies, processes, techniques etc used for software risk management?

2.11 Validation of tlie Review Process

This review process is evaluated by an internal reviewer and one external reviewer reviewed the 

SLR protocol before execution o f the protocol. The protocol was initially evaluated by the



^ r ^  ^

Chapter2 Protocol Definition

research supervisor Dr. Naveed Ikram, Then it was reviewed by external reviewer and protocol 

was updated according to the comments o f the external reviewer Dr. Saad Zafar.



Chapter 3: Protocol Execution



3. Protocol Execution

Systematic Literature Review is performed to find out the state-of-the-art in empirical studies of 

software risk management and the strength o f empirical evidence reflected in empirical software 

risk management literature. A plan was defined to conduct the SLR in the last chapter. This chapter 

describes the steps performed during realization of the plan execution.

3.1 Search String Application to Databases

General search string is provided in section 2.4. An initial scoping study helped in identifying 

search terms and search sources. Google scholar w âs included in search sources but later 

removed as it gave different search results of the same search string at different times. Some 

databases did not allow the complete search string. Different search sources have different search 

string format so search string was modified and then applied on such search sources.

Customized search string applied on each database and citations are downloaded in a master 

library in endnote. Customized search string for each database and results retrieved are shown 

below':

3.1.1 IEEE Search Query

IEEE accepted the complete search string. The executed string is shown in table 3;

Table 3: Search string for IEEE

IEEE

String Query

((Software Risk M anagement OR Software Risk Management Metrics OR 

Softw'are Risk Management Plans OR Software Risk Management Tools OR 

Software Risk Management Barriers OR Risk Management Software OR Software 

Project Risk Managerrient OR Softw'are Risk Management Techniques OR 

Software System Risk M anagement OR Software Development Risk Management 

OR CMM based Software Risk Management OR Software Project Risk 

M anagement Framework OR Risk Management Enterprise Software OR Software 

Risk Management Process OR software risk management case study OR software



IEEE
}

risk management practices OR softw 

risk assessment OR software risk i 

software risk analysis OR software 

OR software risk reduction OR soft 

risk control OR software risk plan 

software risk element planning OP 

reassessment) AND (Empirical OR 

Survey))

are engineering risk management OR software 

lientification OR software risk checklist OR 

risk prioritization OR software risk exposure 

ware risk management planning OR software 

integration OR software risk avoidance OR 

L software risk resolution OR software risk 

ndustrial OR Experiment OR Case Study OR

3.1.2 Science Direct Search Query

Science Direct accepted the complete search string. The search string is shown table 4: 

Table 4: Search String for Science Direct

Science Direct

String Query

((Software Risk Management OR Software Risk Management Metrics OR Software 

Risk Management Plans OR Software Risk Management Tools OR Software Risk 

Management Barriers OR Risk Management Software OR Software Project Risk 

Management OR Software Risk Management Techniques OR Software System Risk 

Management OR Software Development Risk Management OR CMM based 

Software Risk Management OR Software Project Risk Management Framework OR 

Risk Management Enterprise Software OR Software Risk M anagement Process OR 

software risk management case study OR software risk management practices OR 

software engineering risk management OR software risk assessment OR software 

risk identification OR software risk checklist OR software risk analysis OR software 

risk prioritization OR software risk' exposure OR software risk reduction OR 

software risk management planning OR software risk control OR software risk plan
r

integration OR software risk avoidance OR software risk element planning OR 

software risk resolution OR software risk reassessment) AND (Empirical OR 

Industrial OR Experiment OR Case Study OR Survey)) [All Sources(Computer 

Science)]



3.1.3 SpringerLink Search Query

Due to Springer L ink's ability to search limited number of terms provided in query, the 

search string is broken down into thirty one sub strings. Each string is executed separately. 

Number o f resuhs retrieved is shown in table 3.3 after executing all sub search strings. 

SpringerLink provide many filter options to get the accurate results. Two filters, “computer 

science'" and ‘‘software engineering’* were applied on these sub strings. Before applying filters 

obtained number o f studies were very large which brought many irrelevant studies.

Table 5: Search String for Springer Link

Springer Link

String Query

(Software risk management) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

(Software Risk M anagement Metrics) and (Empirical OR Industrial OR Experiment 

OR Case Study OR Survey)

(Software Risk Management Plans) and (Empirical OR Industrial OR Experiment 

OR Case Study OR Survey)

(Software Risk M anagement Tools) and (Empirical OR Industrial OR Experiment 

OR Case Study OR Survey)

(Software Risk M anagement Barriers) and (Empirical OR Industrial OR 

Experiment OR Case Study OR Survey)

(Risk Management Software) and (Empirical OR Industrial OR Experiment OR 

Case Study OR Survey)

(Software Project Risk Management) and (Empirical OR Industrial OR Experiment 

OR Case Study OR Survey)

(Software Risk Management Techniques) and (Empirical OR Industrial OR 

Experiment OR Case Study OR Survey)

(Software System Risk Management) and (Empirical OR Industrial OR Experiment 

OR Case Study OR Survey)

(Software Development Risk Management) and (Empirical OR Industrial OR



Springer Link

String Query

Experiment OR Case Study OR Survey)

(CMM based Software Risk Management)and(Empirical OR Industrial OR 

Experiment OR Case Study OR Survey)

(Software Project Risk Management Framework) and (Empirical OR Industrial OR 

Experiment OR Case Study OR Survey)

(Risk Management Enterprise Software) and (Empirical OR Industrial OR 

Experiment OR Case Study OR Survey)

(Software Risk Management Process) and (Empiricai OR Industrial OR Experiment 

OR Case Study OR Survey)

(software risk management case study) and (Empirical OR Industrial OR 

Experiment OR Case Study OR Survey)

(software risk management practices) and (Empirical OR Industrial OR Experiment 

OR Case Study OR Survey)

(software engineering risk management) and (Empirical OR Industrial OR 

Experiment OR Case Study OR Survey)

(software risk assessment) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

(software risk identification) and (Empiricai OR Industrial OR Experiment OR 

Case Study OR Survey)

(software risk checklist) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

(software risk analysis) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

(software risk prioritization) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

(software risk exposure) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

(software risk reduction) and (Empirical OR Industrial OR Experiment OR Case



Springer Link

String Query

Study OR Survey)

(software risk management planning) and (Empirical OR Industrial OR Experiment 

OR Case Study OR Survey)

(software risk control) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

(software risk plan integration) and (Empirical OR Industrial OR Experiment OR 

Case Study OR Survey)

(software risk avoidance) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

(software risk element planning) and (Empirical OR Industrial OR Experiment OR 

Case Study OR Survey)

(software risk resolution) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

(software risk reassessment) and (Empirical OR Industrial OR Experiment OR Case 

Study OR Survey)

3.1.4 ACM Search Query

For ACM Search string is shown table 6:

Table 6 : Search string for ACM

ACM

String Query

(("Abstract":"Software Risk Management" OR "Abstract":"Software Risk Management 

Metrics" OR "Abstract":"Software Risk Management Plans" OR "Abstract":"Software Risk 

Management Tools" OR "Abstract": "Software Risk M anagement Barriers" OR 

"Abstract":"Risk Management Software" OR "Abstract":"Software Project Risk Management" 

OR "Abstract":"Software Risk Management Techniques" OR "Abstract":"Software System



ACM

String Query

Risk Management" OR "Abstract”: "Software Development Risk Management" OR 

"Abstract";"CMM based Software Risk Management" OR "Abstract";"Software Project Risk 

Management Framework" OR "Abstract":"Risk Management Enterprise Software" OR 

"Abstract":"Software Risk Management Process" OR "Abstract":"software risk management 

case study" OR "Abstract":’’software risk management practices" OR "Abstract":"software 

engineering risk management" OR "Abstract": "software risk assessment" OR 

"Abstract":"software risk identification" OR "Abstract":"software risk checklist" OR 

"Abstract": "software risk analysis" OR "Abstract": "software risk prioritization" OR 

"Abstract": "software risk exposure" OR "Abstract":"software risk reduction" OR 

"Abstract":"software risk management planning" OR "Abstract":"software risk control" OR 

"Abstract":"software risk plan integration" OR "Abstract":"software risk avoidance" OR 

"Abstract":"software risk element planning" OR "Abstract":"software risk resolution" OR 

"Abstract" :"software risk reassessment") AND ("Abstract" :"Empirical" OR 

"Abstract": "Industrial" OR "Abstract": "Experiment" OR "Abstract"; "Case Study" OR 

"Abstract":"Survey")

3.1.5 Tools used for automating the search process

To speed up the process o f documenting search results End notes tool is used which helped in 

automating the process. Search results are retrieved in End notes; it helped in documenting the 

search results for primary studies.

3.1.6 Identified Studies

The total number o f primary studies we obtained was 622 out o f which 53% o f our studies were 

from ACM, 36% from IEEE, 9% from SpringerLink and 2% was searched from ScienceDirect. 

The frequency o f primary studies found from ACM is greater than other, one o f the reason is that 

ACM publisher's are mostly focused by Computer Scientists including software engineering 

under the umbrella o f  CS, whereas. IEEE publish mostly engineering related studies.



Table 7 : Total No. of Studies Obtained after string search

No; o f Studies Obtained after String Search

Resource No. o f Studies

ACM 328

IEEE 223

SpringerLink 55

ScienceDirect 16

Figure 1: Distribution of Studies among Search Database.

Distribution of Studies among Search 
Database
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3.2 Studies Inclusion/Exclusion Process

The objective o f the selection process is to identify the articles relevant for the objectives o f the 

systematic review. The search strings, are quite broad and hence all studies identified are not 

relevant and do not full fill Inclusion/Exclusion Criteria. Before applying inclusion/Exclusion 

criteria 70 duplicate studies were discarded from the library. Two level screening is followed for 

the final selection o f studies.

1. Title and abstract screening



2. Full text screening

3.2.1 Title and abstract screening

Level 1 searching is performed on title, keywords and abstract. The purpose is to exclude 

completely irrelevant articles. Abstract level screening provides an easy way to exclude 

unrelated articles. Applying search string on different databases retrieved 622 studies. 

Inclusion/exclusion criteria defined in protocol was applied on these studies. Studies that failed 

to fulfil] the criteria i.e., that were unrelated studies were excluded. No. o f articles found after 

level 1 screening were 204.

3.2.2 Full text screening

Inclusion/Exclusion criteria defined in protocol is applied for full text screening. First author 

performed screening o f  the papers. Papers not meeting the inclusion criteria and fulfilling the 

exclusion criteria were rejected and the reason for rejection was recorded. In case o f uncertainty 

about inclusion/exclusion o f paper supervisor was consulted. No. o f selected articles were 68.



Figure 2: Study Screening Process

ACM IEEE SpringerLinlv S c ie n c cD irec t
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Duplicate studies were removed automatically by using Endnotes Software. Other filters were 
performed manually.



3.3 Study Quality Assessment:

Study Quality assessment was performed by following the criteria defined in protocol. Quality 

score is presented in tables for each type o f studies. The cumulative scores o f case study and 

experiment were 12; scores o f experience report and survey were 16. As the number o f questions 

o f each study is different so the total number o f quality score is not same. Therefore, percentages 

were used for the overall assessment o f quality in order to maintain uniformity. Complete list o f 

studies along with their quality scores is shown in Table 8. In the table, study settings (Case 

study. Survey. Experiment. Experience Report), percentages of total quality score (QC) obtained 

is displayed along with study IDs (S-ID) assigned for unique identification o f the studies. 

Percentage column shows the calculated percentage o f quality. Generic questions include Q1 to 

Q4; these questions are related to context o f the study, study objectives, clear links among data 

and interpretations, and future implications. Survey questions includes SI to S4, the questions 

are related to survey methodology. Quality experimentation includes E l to E2. Case study 

methodology questions are C l and C2. ERl to ER4 are the questions about experience reports.

Studies that scored more than 60% were considered as quality studies. The studies that scored 

below 60% were 14 out o f 68 therefore the rest o f the 54 studies were the quality studies. The 

studies having score between the ranges of 60% to 75% were considered as above average. The 

number o f studies in aforementioned range was 28 in number. The Studies that scored more than 

or equal to 76%, were considered as good quality studies. A total o f 26 studies were found as 

good quality studies, whereas, a total o f 10 studies attained 100% quality scoring.

The quality scores are depicted in Table 8, as follows:

Table 8: Quality Scores

Quality Scores

S-!D QC Generic Questions Case

Study

Survey Experiment Experience R

Qi Q2 Q3 Q4 Cl C2 SI . S2 S3 S4 El E2 ERl ER2 ER3 ER4

1 Pi 83% 2 2 2 0 2 2

2 P3 88% 2 1 2 2 2 2 2 1

P6 100% 2 2 2 2 2 2

4 P7 94% 2 2 2 2 2 2 1 2

5 P9 58% 2 1 2 0 0 2



Quality Scores

s# S-ID QC Generic Questions Case

Study

Survey Experiment Experience R

Q l Q2 Q3 Q4 Cl C2 SI S2 S3 S4 El E2 ERl ER2 ER3 ER4

6 PIO 67% 2 1 1 2 0 2

7 P12 67% 2 1 i 2 2 0

8 P14 100% 2 2 2 2 2 2

9 P15 94% 2 2 2 2 2 2 2 1

10 PI6 94% 2 2 2 2 2 2 1 2

11 P18 100% 2 2 2 2 2 2 2 2

12 P20 75% 2 0 1 2 2 2

13 P23 67% 2 1 1 2 0 2

14 P24 88% 2 2 7 2 2 2 2 0

15 P27 100% 2 2 2 2 2 2

16 P29 81% 2 2 2 2 2 2 1 0

17 P30 100% 2 2 2 2 2 2 2 2

18 P33 100% 2 2 2 2 2 2

19 P38 63% 2 2 1 0 2 2 1 0

20 P40 58% 2 0 1 2 0 2

21 P43 83% 2 2 2 2 0 2

22 P44 100% 2 2 2 2 2 2 2 2

23 P47 75% 2 2 2 2 2 2 0 0

24 P48 81% 2 2 2 0 2 2 1 2

25 P49 67% 2 1 1 2 0 2

26 P50 100% 2 2 2 2 2 2 2 2

27 P5I 100% 2 2 2 2 2 2

28 P52 83% 2 2 2 0 2 2

29 P53 69% 2 2 1 0 2 2 2 0

30 P59 63% 2 2 2 2 2 0 0 0

31 P63 69% 2 2 1 2 2 2 0 0

32 P64 88% 2 2 2 2 2 2 2 0

33 P66 88% 2 2 2 2 2 2 1 1

34 P69 75% 2 1 2 2 0 2

35 P7I 75% 2 2 1 2 2 2 1 0

36 P76 56% 2 2 0 2 2 0 1 0

37 P77 75% 2 2 2 0 2 2 2 0



Quality Scores

S*ID QC Generic Questions Case

Study

Survey Experiment Experience R

Q i Q2 Q3 Q4 Cl C2 SI S2 S3 S4 El E2 ERl ER2 ER3 ER4

58 P78 56% 2 2 I 0 2 0 2 0

59 P79 44% 2 2 1 2 0 0 0 0

P81 69% 2 2 2 2 2 0 1 0

41 P82 50% 2 0 0 2 0 2

42 P83 92% 2 1 2 2 2 2

43 P84 75% 2 1 2 2 0 2

44 P85 67% 2 1 1 2 0 2

45 P90 31% 2 0 1 0 2 0 0 0

46 P92 75% 2 1 2 0 2

47 P99 38% 2 1 1 0 2 0 0 0

48 P104 67% 2 1 1 2 0 2

49 P105 63% 2 0 1 2 2 0 1 2

50 P] 14 69% 2 1 0 2 0 2 2

51 P139 92% 2 2 1 2 2 2

52 P149 83% 2 1 1 2 2 2

53 P169 67% 2 1 1 2 0 2

54 P170 67% 2 1 1 2 0 2

55 P171 67% 2 1 1 2 0 2

56 P174 42% 2 2 1 0 0 0

57 P175 83% 2 1 1 2 2 2

58 PI 79 58% 2 0 1 2 0 2

59 P183 58% 2 0 1 2 0 2

50 PI 84 75% 2 2 2 2 2 0 0

Si P185 67% 2 1 1 2 0 2

S2 P188 42% 2 0 1 0 0 2

S3 P192 75% 2 1 2 0 2

S4 Pi 94 75% 2 1 2 0 2

55 P198 50% 2 1 1 2 2 0 0 0

56 P205 50% 2 1 1 0 : 0 2

57 P206 75% 2 0 1 2 2 2

58 P207 100% 2 2 2 2 2 2



Chapter 4: Results & Analysis



4. Results & Analysis

This chapter describes the results and analysis o f  this SLR. This section presents the results o f 

RQl & RQ2. Results are the raw data extracted from the papers and presented without any 

processing.

4.1 What is the state-of-the-art in empirical studies of software risk 
management?

We aimed to understand the existing research directions within software risk management and 

specifically empirical research on the topic. To answer RQ.K an analysis based on different 

perspectives o f the empirical literature in the software risk management field is presented. 

Extracted data was synthesized quantitatively in terms o f frequency o f occurrence to depict the 

mature and underdeveloped areas o f  software risk management in terms o f  frequency o f the 

studies. Obtained statistical results from the study are presented here.

4.1.1 Yearly distribution of studies

The concept of SRM was formally introduced by Boehm in 1989 [10], therefore, we considered 

the time period from 1989 to 2011 for this study, in order to cater all empirical studies from the 

beginning o f the software risk management area. As described in figure 1, few empirical studies 

o f software risk management were accomplished during the era o f  90's. There were 4 empirical 

studies before 1995, number o f empirical studies gradually increases and there were 9 studies 

found from the year 1996 to 2000. Number o f empirical studies has been increased dramatically 

after 2000. A total o f 18 empirical studies o f software risk management have been found from 

year 2001 to 2005 whereas. 37 studies have been found from year 2006 to 2011. Trend o f 

empirical work in the area o f software risk management have been increased almost double in 

every six-year range, which shows the importance o f the field.



Chronological Trend of SRM 
Research

^Itoa

1989-1994 1995 2000 2001-2005 2006  2011

Figure 3: Chronology of SRM Studies 

4.1.2 Country-wise distribution of studies

Empirical research o f software risk management has been appUed globally. Few countries like 

USA invested more in this study. Figure 2 shows the distribution o f studies in different countries. 

17 studies were carried out collaboratively in which mostly the groups were from UK, USA, 

Finland. Canada. Norway and Germany were involved. We found 15 empirical studies which 

were carried out in USA, one o f  the main reasoning behind these much number o f studies in 

USA can be the availability o f resources for SRM as well as willingness o f all the stakeholders to 

go through the phases o f SRM, as per our opinion. Further, some other countries like china, 

Belgium, Italy, Australia, Malaysia also contributed prominently in the study o f software risk 

manasement.



4.1.3 Software Risk Management Areas

Software risk management areas were investigated to understand what is known and what is not 

known about software risk management. A qualitative analysis o f each study was done during 

the data retrieval process. There are no pre-defmed areas of software risk management that’s 

why we explored the topics addressed by the studies. We found a large number o f studies in the 

area of software risk assessment such as risk identification, risk analysis and risk prioritization. 

Many studies did not describe all these sub areas o f risk assessment, most o f the studies are 

focusing on specific technique, tool, method for particular area o f software risk management.



Table 9; Software Risk Management Areas Extracted From the Studies

(A study discusses multiple areas of SRM)

Software Risk

Management

Areas

Papers

It p

Number o f  

Studies

Risk
Assessment

P I, P3, PIO, P12, P15, P16, P23,P24,P33,P40,P43,P47,P50, 

P51, P52, P, P59, P71, P78, P79, P81, P82, P83, P84, P85, P90, 

P92, P99, P104, P105, P114, P149, P170, P171, P175, P179, 

P183, P185, P188, P192, P198, P205, P206

43

Risk
Identification
Techniques

PI, P6, P I, P12, P14, P15, P43, P49, P50, P59, P69, P71, P76, 

P78, P79, P81, P83, P84, P85, P92, P104, P139, P169, P170, 

P171, P174, P175, P179, P183, P205, P206

31

Risk Control PI, PS, P7, P9, P14, P18, P49, P59, P63, P64, P69, P71, P78, P79, 

P83, P85, P90, P169, P170, P174, P179, P183, P184, P185, P188, 

P194, P206

27

Risk control 
techniques

PI, P7, P9, P14, P18, P49, P59, P63, P64, P69, P71, P78, P79, 

P83, P85, P169, P170, P174, P179, P183, P184, P185, P188, 

P194, P206

25

Risk analysis 
techniques

PI, P6, PIO, P12, P14, P20, P23, P49, P59, P71, P78, P79, P83, 

P84, P85, P92, P104, P139, P170, P171, P175, P206

22

Risk
Prioritization
techniques

PI, P6,P7, P12, P14, P16, P18, P24,P29, P48, P49, P59, P64, P69, 

P79, P83, P84, P85, P149, P169, P170

21
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Figure 5: Distribution of Studies on SRM
(A study discusses multiple areas of SRM)

Fields of areas o f SRM were set in Data Extraction form. Then filters were applied on each field 

to know' the exact number o f studies in specific areas o f software risk management.

Software risk assessment is the most studied area o f software risk management (43 papers) 

followed by software risk identification (31 papers) and Risk Control (27 papers), respectively. 

Risk prioritization Techniques is the least studied area o f software risk management covered by 

21 studies, one reason can be the simplicity of widely used prioritization scheme which is



ordering. Figure 5 shows the distribution o f studies according to the areas o f software risk

management.

4.1.4 Domain of the studies

To identify distribution o f studies among different application domains pie chart is plotted. 

Figure 6 shows that a large number o f generic studies (38 papers, 54%) were found. Generic 

option is used where software risks management in general applied on software projects and 

where software risk management is applied in different development phases o f  software 

engineering like requirements gathering, architecture level etc. Information technology (10 

papers. 14 %) and information system (6 papers, 9%) domain are the most explored fields for

Figure 6 : Domain of the studies



4.1.5 Output of the studies

To find the state o f the art o f software risk management field, following results are obtained in 

terms o f SLR o f selected 68 studies. In software risk management area, risks are managed by 

means of SRM methodologies, models, frameworks, processes, tools, practices, techniques, 

approaches, metrics and instrument. Few studies only identified the risks and generated risk 

factors/items list. Figure 7 shows the distribution o f studies and the frequency o f research 

outputs.

Table 10 : Outputs Extracted from the Studies

Outputs- Papers ’ Number of 
S tu d ie s ^  ,

SRM Methodologies P6, P9, PIO. P14, P23, P27, P43, P49, P84, P92. 
P139, P174,P175 ,P179 .P188

15

SRM Model P15, P30, P40, P47, P52, P71, P82, P83, P85, 
P90. P104, P174 12

SRM Framework P7, P29, P33, P59, P69. P76, P79. P84, P183. 
P206 10

SRM Processes P12, P43, P99. P105, P169, P170, P188, P206 8

Software Tool P9, P12, P40, P50, P51, P105, P169, P205, P206 9

SRM Practices P50, P 78 ,P 8 L P 1 7 5 ,P 1 9 4 5

SRM Techniques P20 1

SRM Approach PK P192 2

SRM Instrument P3 I

Risk factors P16,P18, P24, P38, P44, P48, P53, P63, P64. P66, 
P77, P184, P185,P198,P207 15

Metrics P 114 .P 149 .P 170 ,P 17 l 4



Figure 7: Output of the studies

SLR results show that the most frequent means used in the management o f  software risks are: 

methodologies, models, frameworks and risk factors list. We found 15 methodologies in which 

*‘riskit'' method is the most popular method and widely used to manage risks in software 

development. There are 10 software risk management frameworks identified out o f which four 

frameworks were described for the purpose o f  risk categorization. In 15 studies, risk factors were 

identified for the purposes o f finding new risks in specific areas and produce a ranked ordered 

list o f risks.



4.2 What is the strength of empirical evidence reflected in empirical 
software risk management literature?

In this systematic review nature o f empirical evidence presented in software risk management 

studies was investigated and analyzed the type o f studies conducted. Different empirical studies 

provide different strengths o f evidence. Practitioners should take the strength o f evidence into 

consideration when deciding on software risk management practices based on the existing 

literature. Thus it is important to understand the state o f research methods, study participants, 

data collection methods and research approaches when studying software risk management.

4.2.1 Study participants

Data was collected from each selected study about study participants to that the study was 

conducted in industry or academia. There were some studies which were conducted by the 

mutual effort o f industry and academia, which are referred as mixed studies. From the extracted 

data we found that most o f  the research is going on in academia as Figure 8 depicts that 79% 

research has been done by academia. Industry's contribution was 18% and mixed studies were 

only 3%.

Figure 8 : Study Participants



4.2.2 Research Methods

We captured sources o f empirical evidence to understand the viability o f the offered findings. 

The analysis o f the studies shows that the majority o f research is exploratory case studies. We 

identified 28 case studies and in 9 o f these the researchers mention that they have performed 

interviews as data collection method o f the case study. In eight o f  these 28 studies the 

researchers mentioned that they performed a document analysis, and so forth. It has also been 

observed in this systematic review that survey is the second most common method.
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4.2.3 Data collection methods

Figure 10 shows that the questionnaire is the common research tool used by 22 papers which had 

different types such as web based questionnaire and self administered questionnaire, scaling 

questionnaire, and open ended questionnaires. Other most common method used in empirical 

studies o f this survey is interviews used by 21 studies.

Data Collection Method
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Figure 10 : Data Collection methods 

4.2.4 Combined Data Collection Methods

Data collection methods were used as a individual single method in some studies while many 

researchers used two or more than two methods in combination. We analyzed these individual



and hybrid combinational methods to clearly understand the sources o f data collection. When 

data is collected using multiple data collection methods and multiple sources then it is believed 

to be repeatable process and this is also linked with the strength o f the evidence. We summarized 

the various data collection methods used in different study settings like data collection methods 

used in case study, survey and experiments.

Figure 11: Data Collection methods used in case studies

Venn diagram has been used to depict the mixed methods used by the researchers. For case study 

data collection methods used by various researchers are depicted in Figure 11. Venn diagram in 

figure 11 shows that in 3 studies interviews were conducted as a standalone data collection 

method. In 2 studies interviews were conducted with Archive analysis and in one study 

interviews, archive analysis and focus groups were used. In one study interviews, video 

recording, archive analysis and observations were used as data collection methods. In 3 studies 

observations were used as a standalone data collection method. Focus group is used in 3 studies



as standalone method to collect data. In one study focus group and observations were used 

collectively for data collection. One study used questionnaire and interview both and one study 

used focus group and questionnaire as a data collection methods. Questionnaire is also used with 

archive analysis for data collection in one study. There are 4 studies that did not explicitly 

mentioned their data collection method that is why we used “not reported” as term to depict these 

studies.

Figure 12: Data collection methods used in experiments

In case of survey the data collection methods used by various researchers are shown in Verm 

diagram o f Figure 12. It is clear from the figure that 10 studies conducted questionnaire as the 

only data collection method. In 2 studies questionnaire was used with interviews. In 5 studies 

interviews are used as a standalone data collection method. In 1 study interviews, observation 

and Delphi were used as data collection methods. One study used interviews and archive analysis



collectively for data collection and in one study focus group and archive analysis were used as 

data collection methods.

I Experiment Data Collection Methods

Figure 13: Data Collection methods used in Experiments

In experiments 3 studies used Questionnaire as a single data collection method and in one study 

questionnaire and interview were used collectively. Questionnaire was used with video recording 

in one study as data collection method. One study used focus group and one study used 

observation as standalone data collection method. In one study data collection method was not 

reported.

For experience report two studies used focus group as a single data collection method and in one 

study archive analysis was used as a standalone data collection method where as there were tŵ o 

studies that did not reported data collection method. We obtained one study as action research 

and in that study data collection method was also not mentioned. That is why Venn diagrams has 

not been drawn for experience report and for action research.



Chapter 4

4.2.5 Research Approaches

This research also evaluated the ratio among empirically-based versus empirically-evaluated 

research in the SRM field. Empirically-based is referred to a study basing its conclusions on 

empirical data, but not performing any actual empirical evaluation and evaluating a practice, a 

method, a framework or a tool is referred to as empirically-evaluated research. Majority o f the 

studies are based on empirical data. Only 21 out o f 68 studies were classified as empirically 

evaluated research, i.e. where the researchers actually evaluate a method, technique or tool for 

software risk management. It is notable that most o f studies performing empirical based studies 

are from academia participants.
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4.3 Software Risk Management vs. Study Settings

Goal o f second research question (RQ2) was to investigate the strength o f empirical evidence in 

software risk management. A bubble chart is plotted to show the distribution o f research methods 

in software risk management. We found that a case study is most common research method used 

in all areas o f risk management followed by surveys and experiments respectively.
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Figure 15 also depicts that Case study and survey are the mostly used research methods in 

software risk assessment and for risk identification techniques. Experiment is the other 

methodology that has been used to some extent in risk assessment and risk identification 

techniques. Figure 12 also shows that there are gaps for action research and experience reports.

4.4 Participants vs. study settings

Figure 16 combines study participants with study settings in a bubble plot. We found that in the 

field o f software risk management major portion o f empirical work was done by academia. 

Figure shows that there were 21 case studies were performed by academia. 24 surveys were 

conducted from academia. There were only 12 studies from industry in which there were 6 

surveys, 3 experience reports, 2 experiments and only one case study.

Figure 16: Participants Vs Research Methods



Chapter 5; Conclusion



5. Conclusion

A systematic literature review was conducted to find out the state o f art and empirical evidence 

in the field o f software risk management. The objectives o f this survey were to provide 

researchers with an overview o f the current state o f the methods for software risk management 

and to provide practitioners with information about the different types o f methods, tool, 

frameworks, techniques etc that could be applied in the process o f software risk management. A 

protocol was defined to conduct this systematic literature review. The timeUnes o f SLR were 

from 1989 to April 2011. Studies were searched in IEEE, ACM, ScienceDirect and SpringerLink 

databases. Studies obtained after search were screened for relevance. A predefined 

inclusion/exclusion criterion was used for study screening. After screening the data was 

extracted according to data extraction scheme. Extracted data items were stored in Excel sheet. 

Extracted data was synthesized to answer the research questions. The principal findings o f the 

systematic review are as follows.

5.1 Principal Findings

The results were obtained to answer the research questions. Quantitative analysis, frequency 

tables and graphs are presented in results chapter to answer research question one (RQ l). 

Research methods, types o f  participants, and strength o f evidence were discussed to answer 

second research question (RQ2). The major findings o f our study are as;

i. Software risk management is a systematic process. Software risks are managed by 

following different phases such as risk assessment, risk identification, risk analysis, and 

risk control.

ii. Software risk assessment, software risk identification and software risk control are the 

areas that are most researched in the past

iii. Software control techniques and software prioritization techniques are the areas where 

there is clear lack o f  empirical studies.

iv. Multiple studies were found collaborative studies in which authors o f different countries 

have contributed for the research o f  software risk management.



V .  USA. Canada, Finland. Norway and Germany are the major countries working in 

Software risk management research

vi. A number o f  software risk methodologies (15), frameworks (10), models (12), tools (9) 

and processes (7) has been proposed and used.

vii. In the field o f  software risk management, 9 out o f 15 risk management methodologies 

and 11 out o f 12 models are defined for software risk assessment.

viii. Whereas 3 out o f 10 frameworks are defined for risk categorization purposes.

ix. “Riskit” is the popular methodology used among all the risk management methodologies. 

Number o f usage o f Riskit methodology is 4 out o f 15.

X .  Approximately 80% empirical studies were from academia and rest o f the empirical work 

is from industry and from the collaboration o f academia and industry.Because applying 

software risk management techniques requires a lot o f resources, skills at all 

organizational levels and adequate knowledge o f stakeholders.

xi. Mostly the obtained studies were case studies and surveys where participants were from 

academia.

xii. Interviews and questionnaires were commonly used data collection methods.

xiii. It is notable that majority o f the studies are empirical based. Only 21 out o f 68 studies 

were empirically evaluated i.e. where the researchers actually evaluate a method, 

technique or tool for software risk management.

xiv. Majority o f  the studies excluded in final screening o f full text were due to lack o f 

empirical evidence.

Major contributions are that most o f the study objectives are achieved. Findings (i), (ii) and 

(iii) shows that first two research objective (A&B) are achieved. W hereas findings (vi), (vii), 

(viii) and (ix) represents that third objective (C) of research is achieved.



5.2 Implications

Software risk management is essential for the successful delivery o f software development 

projects. Good projects may fail without managing risk properly that's why software risk 

management become very decisive field and quality o f product, timelines and product cost have 

become very serious issue. This is the reason that software industry is focusing on risk 

management techniques to avoid project failures, budget overruns and time limitation issues. 

Empirical software engineering is rapidly gaining popularity now days. In software risk 

management number o f empirical work is done but this work is not aggregated. We attempted to 

aggregate this empirical evidence so that the future researchers can consult this aggregation 

rather than go through tedious work o f fining all the empirical work. This work is also important 

because it covers the whole empirical work done in all softw^are risk management areas.

5.3 Future Directions

The results in the research could help project managers and practitioners to incorporate the risk 

factors into their software development methodologies. The obtained results identify gaps in 

software risk management fields therefore; software risk prioritization and software risk control 

are the software risk management areas that need more empirical work in the future. Further 

research however might be possible in the direction o f categorizing the risk factors which were 

identified in the previous work.
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2. Preamble
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3. Background
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4. Research Questions (in Background Section)

a. There are two sets of Research Questions given.
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5. Research Questions

a. These questions appear to be copied from somewhere else.

b. The subsequent discussion makes it hard to follow because the text keeps referring to 
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Protocol of Systematic Review of Empirical Literature in 

Software Risk Management

Preamble

Software risk management is essential for the successftil delivery o f software development 
projects. During the last ten years, the software industry is paying more and more attention 
towards software risk management (SRM). According to Barry W. Boehm “software risk 
management is an emerging discipline whose objectives are to identify, address, and eliminate 
software risk items before they become either threats to successful software operation or major 
source software rework’' [1].

Risk management is a systematic and continuous process. SEI (Software Engineering Institute) 
risk management paradigm describes this best. SEI paradigm involves some sequential, 
concurrent and iterative activities. Those are to identify, plan, track, control and communication 
o f risk [2], Software Risk Management (SRM) is carried out with the help o f different SRM 
processes, models, frameworks, tools, techniques and methodologies e.g., Software Risk 
Evaluation (SRE), Team Risk Management (TRM), ARMOR. EBIOS Methodology, ProRisk 
Framework, Riskit Method, SoftRisk, CMMI-RSKM, PM BOK RM Process, GDSP RM 
Framework, Risk and Performance Model [3],[4]. Risk management techniques get significant 
attentions because without managing risk properly very good project may fail as SRM has 
become very crucial field in these days and quality o f product, timelines and product cost has 
become very serious issue. This is the reason that software industry is using risk management 
techniques to avoid project failures, budget overruns and time limitation issues.

Academia and industry both are well aware o f  the importance o f software risk management that 
is why there exists lots o f literature on various sub areas o f software risk management. But there 
is a need to summarize and aggregate this literature to find out actual status o f the field, identify 
gaps, scope for further research and quality o f the work. That is the reason to undertake this 
systematic literature review. This document provides an outline o f  the protocol for SLR and it is 
developed based on the guidelines o f  (Kitchenham. 2007).

Background

The main motive to undertake this systematic review is to identify gaps and state-of-the-art in 
empirical research related to software risk management and summaries the existing empirical 
evidence to provide base for future research and practical use. Similar work exists in several



studies where researchers summarized the available literature and pointed out future directions 
but the focus o f those studies was not empirical evidence and none o f the study reported 
qualitative and quantitative evaluation o f data at a time.
Primary research on software risk management focused on defining guidelines for specific tasks
[7], [8]. [9]. [10] but these provide little empirical evidence for the practical usefulness o f risk 
management. Later in 1990’s B.W. Boehm, Charette’s, Software Engineering Institute (SEI) risk 
management methods and H all's risk management principles have increased industry awareness 
and improved practice. SEI defines risk as the possibility o f  suffering loss. [5] Richard E. Fairley 
defined 'risk ' as “The probability o f incurring a loss or enduring a negative impact.” [6] 
Software risks are increasing as long as software development industry is increasing. Risks in 
software should be handled properly because they greatly affect software development process 
and its outcomes. Software development involves five types o f risks; 1) financial risk; 2) 
technical risk; 3) project risk; 4) functionality risk; 5) political risk. Risk Management consists o f 
the processes, methodologies and tools that are used to handle with these risks in the Software 
Development Life Cycle (SDLC) process o f a Software Project.

SEI risk program is very useful in order to improve the process o f software acquisition and 
software development [11]. The basic methodological framework introduced for the software 
acquisition and software development are: Software Acquisifion Capability Maturity Model (SA- 
CMM^^) and Software Capability Maturity Model (SW-CMM"''^). These methodologies are 
supported by Software Risk Evaluation (SRE), Continuous Risk Management (CRM), Team 
Risk Management (TRM) practices. The SRE practice, developed by the SEI, is used for 
identifying, analyzing, communicating, and mitigating software technical risk. Its primary 
functions are Detection. Specification, Assessment, and Consolidation and supporting functions 
are Planning, Coordination, Verification, Training and Communication. The Continuous Risk 
Management (CRM) practice is used for managing project risks and opportunities throughout all 
the activities o f the project. Team Risk Management (TRM) is a risk management based on team 
oriented activifies in which both customer and supplier together apply the methodologies. SRE, 
CRM and TRM are based on three basic constructs of SEI these are Risk Management Paradigm, 
Risk Taxonomy, and Risk Clinic. While implementing these methodologies and practices SEI 
experience shows that software risk is the least measured and managed during the lifecycle o f 
software development.

Geoffrey G. Roy [12] introduced a ProRisk framework for risk management. ProRisk framework 
provides a process to analyze and identify the key risk factors, outcomes, reactions and the 
creation of action plan to mitigate these risks. ProRisk Framework is built on a hierarchical 
model structure defined in the SEI taxonomy o f risk and Karolak [4] and involves following 
activities. 1) Stakeholder Identification, 2) Risk Factor Identification, 3) Risk Tree Model 
Construction, 4) Calibrating the Model, 5) Estimating the Risk Event Probabilities, 6) 
Computing Combined Risk Values, 7) Developing Action Plans, 8) M onitoring the Progress, 9)



Operationalizing the Framework. This framework focuses on the business domain and the 
operational domain o f the software development. In business domain level it identifies the 
economic environment o f the organization and the weakness o f the organization to expose risks 
factor. It also identifies the knowledge, experience and confidence o f the organization to 
successfully complete the project. In Operational domain it measures the risk values, identify the 
key risk factors, identify and describes the action plans to reduce the key risk factors, implement 
action plans and then re-assess the risk key factors. It is continuous cyclic process so it 
continuously monitor and document risk properties, and provide support for risk mitigation and 
management on a continuous basis. This framework can be applied to both small scale and 
complex projects, with controllable levels o f data requirements. ProRisk framework covers the 
complete life cycle o f  the Project development and provides support to run risk analysis activities 
in parallel with the project management activities. It is also supported with a ProRisk tool.

Literature has many studies and surveys on software risk management practices. In [14] authors 
represent a study o f  methods that are used in software risk management process from the first 
step o f risk identification to the last step o f risk control. It provides a risk checklist for risk 
identification gives step by step procedure for the risk assessment and provides complete risk 
management plan. Another survey presented in [4] gives suggestions for the selection o f best 
tools and techniques for software risk management. It provides the limitations and beneficial 
qualities o f Software Risk Evaluation (SRE), Team Risk Management (TRM), Softrisk tool, 
ARMOR (Analyzer for Reducing Module Operational Risk). Riskit technique and CMM based 
risk control optimization model.

Implementing risk management means to insert the risk management principles and practices 
into software development life cycle. Best implementation strategy is to use incremental model 
because in this way risk management practices can easily be adjusted in organizational culture.
[13]. Software Risk M anagement Practices in a Small Scale Project were accessed in [15]. They 
have selected a small scale project, purpose o f the study was to access the strengths and 
weakness o f the risk practices in that project. They have selected Capability Maturity Model 
Integration (CMMI) model to measure the gap between current software risk management 
practices in selected project. After assessment findings they also used Standard CMMI Appraisal 
Method for Process Improvement (SCAMPI) for the formal characterization. The 
characterization indicator indicates that the software risk management practices are Partially 
Implemented in that project.

The practical implementation o f the ongoing processes o f software risk management is 
challenging task. Organizations that implement effective tools and techniques in software 
development project are successful by changing organization culture [16]. Implementing 
software risk management is a crucial process because it requires resources, skills at all 
organizational levels, adequate knowledge o f stakeholders. That's why literature has many



studies and surveys on software risk management practices. But there is no study in the hterature 
with a focus on empirical evidence. Evaluating empirical evidence is equally important for 
academia and software industry, as gathering and summarizing empirical evidence 
systematically will help researchers in future research and practitioners will get quantified 
measures to make informed decisions.

Research Questions

The research questions are phrased considering the overall objective o f this systematic 
literature review so that these questions can capture the existing empirical knowledge o f 
software risk management field. By answering these research questions, needs and 
opportunities for future research will be identified from existing empirical literature. 
Moreover the strength and validity o f identified empirical literature will also be identified.

Two Research Questions 

R Q .l:  What is the state-of-the-art in empirical studies of software risk management?

The puipose o f this question is to evaluate the status o f the software risk management field with 

an empirical perspective, and provide guidance for future progress in this area. The data obtained 

as an answer o f this question will be evaluated quantitatively in terms of frequency o f occurrence 

and will depict the mature and underdeveloped areas o f software risk management along with 

other relevant information in terms o f quantity of the studies.

RQ.2: What is the strength o f empirical evidence reflected in empirical soft>vare risk 

management literature?

The aim o f this question is to find out the strength o f empirical evidence in terms o f source o f 

evidence and methods used. Strength o f empirical evidence is important for future research. The 

studies obtained for both o f these questions will be same but the main difference is in the 

perspective, for this question data will be evaluated for quality o f work to know what is the 

source of data and what study design have been used to obtain this evidence etc.

The overall Evidence based investigation is focused on the type o f question given by guidelines 

o f (Kitchenham. 2007) “Assessing the frequency or rate o f project development factor such as 

the adoption o f a technology o f the frequency of project success or failure"' And “identify and/or



scope future research activities’". So the research questions will be assessing the future research 

scope by aggregating the available literature.

Structured Questions:

R Q .l:  What is the state-of-the-art in empirical studies of softw are risk management? 

Population: software projects

Outcome: Status o f the software risk management field 

No Intervention, No Comparison

RQ.2: W hat is the strength of empirical evidence reflected in empirical software risk 

management literature?

Population: software projects 

Outcome: strength o f empirical literature 

No Intervention, No Comparison

Search Strategy

Strategy fo r  Search terms

For our search strategy we have taken inspirations from the protocol o f Sarah 

Beecham [15] and modified according to our requirements. The search process will 

be conducted according to the following decided steps:

5. We will derive major search strings from PICO;

6. identify alternative spellings and synonyms for major terms; also alternative 

terms used in literature will be considered

7. When database allows, use the Boolean OR to incorporate alternative 

spellings and synonyms: and when database allow's. use the Boolean AND to 

link the major terms from population, intervention and outcome.

8. Tools used for automating the search process



Stepl: Major Search Terms:

R Q l:

Software Risk Management

- SRM

RQ2:

Software Risk Management

- SRM 

Empirical

Step 2: alternative spellings and synonvms for major terms and use of 

Boolean And and OR:

RQl:

((Software Risk Management OR Software Risk M anagement Metrics OR 

Software Risk Management Plans OR Software Risk Management Tools OR 

Software Risk M anagement Barriers OR Risk Management Software OR 

Software Project Risk M anagement OR Software Risk Management Techniques 

OR Software System Risk Management OR Software Development Risk 

Management OR CMM based Software Risk Management OR Software Project 

Risk Management Framework OR Risk Management Enterprise Software OR 

Software Risk Management Process OR software risk management plan OR 

software risk management case study OR software risk management practices 

OR software engineering risk management OR software risk assessment OR 

software risk identification OR software risk checklist OR software risk analysis 

OR software risk prioritization OR software risk exposure OR software risk 

reduction OR software risk management planning OR software risk control OR 

software risk plan integration OR software risk avoidance OR software risk 

element planning OR software risk resolution OR software risk reassessment) 

R02:



((Software Risk Management OR Software Risk Management Metrics OR 

Software Risk Management Plans OR Software Risk Management Tools 

OR Software Risk Management Barriers OR Risk M anagement Software 

OR Software Project Risk Management OR Software Risk Management 

Techniques OR Software System Risk M anagement OR Software 

Development Risk Management OR CMM based Software Risk 

M anagement OR Software Project Risk Management Framework OR Risk 

Management Enterprise Software OR Software Risk Management Process 

OR software risk management plan OR software risk management case 

study OR software risk management practices OR software engineering 

risk management OR software risk assessment OR software risk 

identification OR software risk checklist OR software risk analysis OR 

software risk prioritization OR software risk exposure OR software risk 

reduction OR software risk management planning OR software risk 

control OR software risk plan integration OR software risk avoidance OR 

software risk element planning OR software risk resolution OR software 

risk reassessment) AND (Empirical OR Industrial OR Experiment OR 

Case Study OR Survey))

Step5: Tools used for automating the search process

To speed up the process o f documenting my search results we will be using 

following two tools which will help in automating the process.

End notes [for documenting bibliography from searches]; we will retrieve 

search results in End notes and later on the basis o f titles and abstracts we will 

include or exclude papers. It will help in documenting the search results for 

both primary searches and for primary studies.

Zotero [it will help us to collect, manage, and cite our research sources.]

Resources to be searched



A range o f data bases has been selected for rigorous search and to reduce the bias. 

Following data bases will be searched for the retrieval o f primary studies:

1. Springer link

2. IEEE Explore

3. ACM Digital library

4. Science Direct (www.sciencedirect.com)

Study selection criteria

• The initial selection will be on the basis o f the TITLE and ABSTRACT of the 

paper.

•  All obtained data from the search process will be archived in database according 

to the journal from which it is retrieved.

• From data base the duplicates will be removed after initial scan o f  results.

• Inclusion and exclusion criteria will be applied on the results to sort out the 

accepted papers.

•  On accepted papers detail inclusion criteria which is a Quality Instrument for 

studies, will be applied to see whether they qualify to be included or not.

• Full papers o f all studies that are not clearly ineligible will then be obtained.

• The excluded papers and reasons for exclusion will be recorded in a file, and the 

included papers and study type will be recorded in another file.

Study inclusion and Exclusion Criteria

The criteria are intended to identify those studies that provide direct evidence for the research 

questions. Following are the inclusion and exclusion criteria for our research questions:

Inclusion criteria:

In order to answer the stated research questions, we have been searching for research 
articles by reading the abstracts that contain information about software risk management 
(SRM) and some empirical work done as well. So the paper can be a case study, an 
experiment, survey, experience report etc. when it will be confirmed after reading abstract 
that the article is relevant to our research, and then we will study the whole paper. The 
objective o f the selection process was to identify the articles relevant for the objectives o f

http://www.sciencedirect.com


the systematic review. The search strings, were quite broad and hence it was expected that 
not all studies identified would make it to the final phase in the selection process. Only 
those studies will be included that are empirical based i.e. experiment, case study, survey or 
industrial experience report and where the main focus is Software Risk Management or 
SRM.

Exclusion criteria:

Those studies will be excluded that are based on personal expert opinion. 

Literature surveys and books will be excluded.

Only one inclusion for studies with the same results reported multiple times. 

M ultiple studies can be reported in one paper; if  any o f them do not stand to 

our inclusion criteria then only that study will be excluded.

Quality Instrum ent fo r  assessing validity

After initial selection o f studies, a more detail criteria is required to judge the quality

o f study to see whether it is worth considering as evidence to answer our research 

question or not.

Quality Instrument will be designed for assigning numerical values for factors in the 

checklist to be evaluated for each study. My main focus is on the study design.

The research questions and our inclusion / exclusion criteria suggest us that we are 

going to have evidence in form o f empirical studies like case studies, industrial 

experience reports etc.

So firstly we will create a check list for assessing the quality o f study and assigning 

numerical values to the questions so we can rank the obtained papers.

If any paper is considered to be very poor in quality it will be excluded at this stage 

and will be recorded in the file o f  excluded papers with reasons.

One paper can report multiple studies, in that case those studies will be evaluated 

individually for their criteria to be included or excluded.

C hecklist for a ssessin g  criter ia  o f  C ase S tudies



We have followed the checklist provided by Martin and Runeson [16] for reviewing a 

case study. Final score will rank the studies depending on the weights assigned after 

checklist is applied to them.

Each question w ill be marked as 'yes~1 ”, ^*partly=0.5'' and “no=0”

1. Are the research questions, objects o f study and case study context well defined?

2. Are the data collection procedures sufficient for the purpose (data sources, 

collection, storage, validation)?

3. Is a clear chain o f  evidence established from observations to conclusions?

4. Are threats to validity analyses addressed in a systematic way?

5. Are different views taken on the case (multiple collection and analysis methods, 

multiple authors)?

Quality assessment checklists for other empirical data e.g. survey, experiment and 

experience report etc will be used from guidelines o f Kitchenham [2007].

Search Process Documentation

Prim ary Search Documentation

The customized search strings will be applied to the data bases according to 

decided strategy. As the process will go on. the results will be saved by the 

following decided strategy.

i. Two main folders by name o f RQl and RQ2 will be created.

ii. Within each folder further sub folders by the name o f specified data based 

or journal will be created.

iii. Within each folder for different search string terms different folders will 

be created by the name o f their IDs.

iv. AH records will be maintained for one search string in library o f reference 

manager software (endnotes).

v. Results o f that specific search strings will be placed in that folder created 

by the name o f that search string.



vi. Same process will be performed for both research questions and on all 

data bases.

vii. Duplicates (in papers and studies in papers) will be removed from data 

base after scarming the records.

viii. After applying inclusion/exclusion criteria within the folder by the name 

o f journal, I will create two folders for included and excluded papers. This 

will also give indication that which journal gave more evidence then 

others.

ix. Data base will be updated for included and excluded papers.

X. Reasons for exclusion will be recorded in a file.

xi. All included papers will be moved to one folder.

xii. Conflicts for papers where inclusion or exclusion is ambiguous will be 

consulted according to the decided rules, another file will be created to 

record these activities, the decisions will be recorded accordingly and 

papers will either be accepted or rejected.

Secondary Search Documentation

From accepted primary studies, secondary searches will be made and same 

procedure will be followed as was followed for the documentation o f primary 

searches.

Data Extraction
The data will be extracted with the help o f  a classification scheme. This scheme captures data 

regarding relevance, empirical background, Software Risk management background, and focus 

o f the study. In addition, a qualitative evaluation o f the papers will also be performed. The 

qualitative evaluation is useful to cross-check the view o f the different researchers performing 

the review. Each o f  these areas is further elaborated as:

Extracted Data Type Corresponding Section Description of Extracted 
Data

Technical and 
methodological flaws o f  the 
study

Relevance A study contains empirical 
evidence
A study is relevant to software 
risk management



A study is relevant to SE
A study does not repeat other 
included studies(relation to 
other papers)

Information about the 
sample, population or

Empirical Background Main method and sub 
methods

participants Background (industry Vs 
Laboratory)
Subjects o f investigation
Empirical focus: Empirically- 
based vs. Empirically- 
evaluated

Software Risk SRM Processes
Management Background Types o f  risks

N umber o f risks
SRM Practices

SRM methodologies

SRM frameworks

SRM Models
SRM techniques
SRM tools
Risk identification
Risk Assessment
Risk Control

Central focus o f the study Study Development methodology
and problem addressed Focus o f the study(practice. 

Phase or other)
Evaluation o f the study in 
terms o f success
Application Domain
Definitions in introduction 
section

Review of the key results Qualitative Evaluation Claims
Personal Evaluations
Recommendations

Data Extraction Form

lelevance
Is this article relevant to 
SE Held?
Is this article relevant to r  Highly relevant T  Relevant
software risk management
field?

f  Highly relevant Relevant C  lrreie\?int

Irrelevant



Is  th is an empirical study? ^  Yes ^  No

Does this article repeat 
already reviewed article(s)?

^  Yes ^  No

fE m p ir ic a l Background 1

Main Method
r "  Su rvey Case Study P  Interviews

P  Controlled Experiment P  Sur>ey

Sub-Method
P  Surve y T  Case Stucfy Interviews P  Archive A na lys is 

X~ Controlled Experiment P  Other...

Background P  La fo ra to ry  P  Industry/Real world

Subjects of investigation r~ Students P  Industry/Real world

Empirical focus r~  Em p iric a lly  based I Em p iric a lly  evaluated

rSo ftvTa re  R is k  manapement Background 1

SR M  Processes

Types
Number of r isk s t

J
SR M  Practices

SR M  methodologies
TIC-W • '

SR M  frameworks 3
SR M  Models

SR M  techniques

Software tool support .a-
R isk  Identification^

R isk  Assessment
R isk  Controh

fS tuS v
Development Methodology 

Focus of the Study

Success or failure? 

Application Domain

Definitions the
introduction-like sections?

^ U n c le a r

C  S R M  in General C  S ing le  Practice(s)

^  Dewlopment Phase(s) ^  O thers...

C lear success sto ry  Success of practices described 

r~  C lear fa ilu re  sto ry  T  Fa ilu re  of practices described 

n  Evidence of SR IM  related proHems 

r *  Unclear f *  O tfie r.„

r "  Telecom r^iAutomati\e P  Web Finance

P  Automation P  Unclear P  Other... 

f~  No P  Software R is k  Management ,

P f-O th e r related defin itions

^QualTtati^  Eval^^  
Claims
Personal reflection 
Recommendations

Narrative
Narrative
Narrative



Data Analysis and Synthesis

Extracted data will be analyzed using quantitative and qualitative synthesis methods. The 
research areas in the field o f software risk management will be identified along with gaps and 
future directions. The classification scheme used in data extraction will help to separate the 
concerns and categories. Relationships among various categories o f data will also be pointed out 
with multiple perspectives. After depicting data in quantitative summaries a thorough qualitative 
analysis o f the data will also be performed to evaluate the strengths o f the literature. The 
expected outcome will contain information like; w hat's the most widely used empirical method 
applied by the researchers and practitioners in software risk management? Either researchers or 
practitioners who are most involved in software risk management research and in which specific 
sub area o f software risk management? W hat's the source o f empirical evidence etc? This 
information will be depicted in form o f systematic maps like Bar graphs. Bubble plots etc.

Validation of Review Process

The final version o f the protocol will be formed after performing two steps; Protocol 

Evaluation and Pilot testing.

Protocol Evaluation

Following strategy will be applied for evaluation;

o The protocol will be initially given for peer review, 

o Then will be evaluated from supervisor.

o It would then be sent for external evaluation to selected panel o f 

independent reviewers.

Protocol will be updated into final version after comments from external 

reviewers and pilot testing.



Schedule of Activities

Planning the Review

[Activity Starting Dates Completion Date Comments

Protocol 

developm ent 

Version V I.1

20th March 2011 10'*’ April 2011

Protocol v1.2 20'  ̂April 2011 28*̂  April 2011

Protocol v1.3 

[Final version]

Sent for external 

review

20̂  ̂ May 2011 20'^july 2011

Conducting the Review

Activity Starting Date Completion Date Comments

Evidence Collection and Critical Evaluation

Primary Searches

Secondary 

Searches and 

Study Selection

Data Extraction

Data Analysis and Presentation

Data Synthesis

Reporting the Review

Activity Starting Date Completion Date Comments

First Draft

Final Draft



Pilot Testing

Sr.# Year Title

1 2G10

20:>G

M r i h o d  Study of Scftv/are ?rol$ci rsisk

Risk M an a geTie nt for W e b  and DistribuiHd Softv/art D e ve lo p m e n t  

Proi^as

Evidence

Case study

Survey revie;v

2CG9 Risk M an a gem e nt in the T ru s :w o rih y  Software -rocess: A  N o v e l  Risk 

and Trustworthiness M ea su re m e n t M o d e ! fr a m e w o rk

Case St jdy

20C9 Tne A p p l o t i o n  o f  ra u U  Tree Analysis in Software - roieci :slsk 

Mand̂ errierti
ixoerinieni

20G9 Tne  Role of Software Process Slm^jlation Modeling in Software Risk 

M a n a f e m e n t :  a Systemaiic R e v ie w

K

6 20C9 Software riisk M a r a g e m e n t  Barriers: an impirlca! Study Survey

20C9 Insifht into Risk M a r a c e m e n t  in R i v e  Software Organizations su rvey(i nierview thru open end ed 

rijesTlonaire)

2GG3 Risk M an a gem e nt M e t h o d  using Data from E V M  in Software 

OevelooiTient Projects

Case stud\

20G8 r.Isks and Risk M a n a gem e nt in Softv/are Architecture Evotuticn: an 

ind'jstrial Sur\‘ ey

Questionaire based s'jrvey

i n 20GS Sofiware Risk M a n a g e m e n t: Practice Contra Standard Models Q u esiionaire, interviews

20<}8 A Re v ie w  of Software Risk M a n a g e m e n t for Selection o f  best Tools and 

Techniques

sev êw

2GGS A  S ta ie -o f-ih e--r a ctice  Survey o f  Risk M an a gem e nt in O e v e lo o m e n t 

v/ith O f f-t h e - S h e i f  Software Com o on e nts

Survey (quesiionaire)

“2G08 Assessing Software riisk M an a gem e nt Practices in a Smaii Scale Project Survey (ouesticnaire)

2GG6 Pr om pt List for Risk M an a gem e nt In Sr. Lankan Software Industry Questionaire , inten/iev/: pilot survey

Security Risks: M an a g e m e n t and Mitigation in the Software Life Cycie Case study
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