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1.6.1 Advance Fee fraud
Few decades ago, it was difficult to cheat, to get money and deprive someone of his earning. The
internet has made it easy for criminals to cheat and deprive innocent people of their earning. One

of them is the advance fee fraud which is “intentional misrepresentation for the purpose of gain”.2!

Advance fee fraud”? is a financial crime that spreads with the introduction of the internet
communication, electronic business and electronic commerce,?® which is carried out by white-
collar criminals. These criminals approach the victims without prior information and to obtain

email address they use social websites, magazines, journals, newspapers and directories.

Advance fee fraud is actually a kind of lottery scam which begins with an unexpected email
notification that says “you have won!”, “you have won such and such amount!”, “King of this
(tribe name), bﬁsinessman or politician has died and he left his wealth and he advised to distribute
among the needy people. Sometimes this type of email comes from a widow on death bed and
sometimes it contains name of any famous corporation or company. “Most of these scam emails
promise the receiver millions of dollars.”?* The common of all these scams is that some scanned
documents are emailed to victims, when receiver of the said email is convinced of the genuineness
of the transaction, some fee is requested for bank charge, when fee is received, the receiver

disappears. In this way millions of people get defrauded every year through these scams.

2 Gottschalk. Policing Cyber Crime, 21.

+ 22 Advance fee fraud is also known as lottery scam and email fraud.
3 Gottschalk. Policing Cyber Crime, 21.
24 Mali, 4 Text Book of Cyber crime and Penalties, 62.
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1.6.3 Cyber defamation

Cyber defamation is the same as conventional defamation but in cyber defamation, computer or
the internet is used to defame the reputation of a person. There are three ingredients of cyber
defamation, if these are found in any published statement then it is considered cyber defamation

otherwise this statement will not fall within this category, elements are;

i- the statement must refer to the victim
ii- the statement must be false and defamatory and
iii-  the statement must be published by electronic means

If the above mentioned elemel;ts are found in any statement, then it is called cyber defamation. If
any element is missing then it will not be cyber defamation. The statement published against any
organization, financial institution, company or bank defaming their reputation among the
competitor of the market and making loss to their credibility and their business is also cyber
defamation. Issue arises when someone has published é defamatory statement using public

computer or some institution’s computer, whether the computer owner is liable or the actual

offender? It needs serious consideration.

This is an old phenomenon to destroy the reputation of other competitors while doing same
business to control the market. Companies have adopted centuries old techniques to destroy the
business of other companies while publishing fake and defamatory comments including the

hacking of that company’s website to show the negligence of other company for security of clients.

10










It is defined as “the premediated use of disruptive activities, or the threat thereof, in cyberspace,
with the intention to further social, ideological, religious, political or similar objectives, or to

intimidate any person in furtherance of such objectives.”*

Many countries have enacted different laws to curb this situation including the UK*° and US4
Many scholars have defined it differently, keeping in view the different prospective of it. Verton
has defined it as “the execution of a surprise attack by a subnational foreign terrorist group or
individuals with a domestic political agenda using computer technoldgy and the Internet to cripple

or disable a nation’s electronic and physical infrastructures.”*?

1.6.7 Data Diddling

It is the simplest form of committing computer crime, which is defined “the illegal or unauthorized
alteration of the data.” It is a common crime which is prevailing all over the world, it occurs during
transfer of data. It has affected individuals, financial institutions (banks, changing credit fatings,
altering security clearance information credit records etc.), educational institution (for changing
the University, College and School transcripts i.e. modifying grades) and all other virtually forms
of data processing including inventory records and fixing salaries. Criminals cause billions of
dollars’ loss to any financial institution or company, because detection of such alteration is not

possible to curb this situation within shortest possible time.

*® The above definition was proposed by Rohas Nagpal, President, Asian School of Cyber Laws in the
paper titled Cyber Terrorism in the context of Globalization presented at World Congress For Informatics And Law
II held in Madrid, Spain in 2002.

4 UK Terrorism Act of 2000.

‘! The USA PATRIOT Act which was passed on 26® October 2001 (an acronym for Uniting and
Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism).

- %2 Yar, Cyber Crime and Society, 51.
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manipulation, hacking into bank servers, cyber cheating, money laundering, hacking accounting

scams, credit card frauds and accounting scams etc.

-These are “profit-driven crimes, they should be understood mainly in economic rather than

sociological or criminological terms.”®! The theory of these crimes suggests that “financial crimes
are opportunity driven, where executive and managers identify opportunities for illegal gain.”%?
High up of the organization and outsider are equally involved in these illegal activities. Mali says

“with the tremendous increase in the use of the internet and mobile banking, online share trading,

dematerialization of shares and securities, this trend is likely to increase unabated.”53

1.6.15Forgery

Computer and IT devices are blessings for the criminals to forge any document, currency notes,

academic certificates, medical certificate, electronic records, bank records, financial institution
records, company records, institution records, postage and revenue stamps and other government

and private records by using computer, scanners and printers.

1.6.16Identity Theft/Fraud
Identity fraud is the fastest growing while-collar crime in many countries, especially in developed

countries.® It is a “form of stealing someone's identity in which someone pretends to be someone

else by assuming that person's identity.”s> This is done to access someone’s credit card or other

¢! Gottschalk. Policing Cyber Crime, 14.

62 Ibid.

63 Mali, A Text Book of Cybercrime and Penalties, 6.
 Gottschalk. Policing Cyber Crime, 23.

65 Shah, 4 to Z of Cyber Crime, 138.
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author of the agent. Another kind of agent is the remotely controlled agent, which provides the

attacker with complete control of the victim’s machine,”®

Malicious software is also used for this purpose, which is classified as ‘malicious software based
on the perceived intent of the creator rather than any particular features.””® This includes “spy
ware, botnets, keystroke loggers, and dialers. In a botnet, the malware logs in to a chat system
while a key logger intercepts the user’s keystrokes wﬁen entering a password, credit card number,
or other information that may be exploited.””! This software automates a “variety of attacks for

criminals and is partially responsible for the global increase in cybercrimes.”’?

1.6.190nline/Internet Gambling

Many websites exist which offer online/internet based gambling. In some countries it is
permissible while in other countries it is prohibited. The issues arises when a person residing in-a
country, where gambling is illegal and gambles on such website. Then what will be the punishment

for the gambler in case of his involvement in gambling or loss of his money in gambling? (This is

a jurisdiction issue, which will be discussed at the end of this chapter).

It is a global issue that has an effect upon all countries independent of their local laws prohibiting
or allowing gambling to take place.73 Fidelie asks the question whether Internet gambling is an
innocent activity or cyber crime?.” She found-a very unclear legal status of the Internet gambling.

7> Gambling is an industry that has undergone many changes throughout its existence. Gambling

5 Ibid.

0 Ibid.

" bid.

72 Ibid.

3 Gottschalk. Policing Cyber Crime, 27.

™ Internet Gambling: Innocent Activity or Cyber crime? is the Article of Laura Woods Fidelie published in

International Journal of Cyber Criminology 1 (2009): 476-491
75 Gottschalk. Policing Cyber Crime, 217.
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is generally controlled by state governments in an exercise of their police powers.”® However, the

Internet gambling’s interstate and international scope necessitates its governance by international

law.”’

The great difficulty in banning the Internet gambling, Fidelie recommends that governments all
over the world should regulate and tax online business ventures.’® She suggests that because of the
unclear legal status of the Internet gambling, there must be a legislation explicitly defining what
is and is not permissible activity, as well as an emphasis on regulation by world governments and

self-regulation by the Internet gambling business.”

1.6.20Salami Attacks

The attack is called salami attack as it is {analogous to slicing the data thinly, like a salami.”3?

According to Encyclopedia of White-collari & Corporate crime, Salami is “in banking, a fraud that

involves taking all of the round-down fractional cents from periodic. interest payments and

crediting them to a single account. Thus each transaction has only a thin slice removed.”?!

Salami attacks are used for committing financial crimes, where the employee makes the alteration
so insignificant that in a single case it would go completely unnoticed.®? For example, a bank
employee inserts a program, into bank’s servers, that deducts a small amount of money from every

customer’s account. Due to small athount of deduction from the account, no account holder will

76 Ibid.

7 Ibid.

8 Ibid.

7 Ibid.

8 Mali, A Text Book of Cyber crime and Penallties, 45.

81 Encyclopedia of White-collar & Corporate crime, v.s. “Salami”
82 Mali, 4 Text Book of Cyber crime and Penallties, 45.
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notice this unauthorized debit, but the bank employee will make a sizeable amount of money every

month.®3

1.6.21Sale of Illegal Articles
Few decades ago sale of illegal articles was difficult task; through the Internet it is common to find
illegal articles on just a click, i.e. narcotics drugs, weapons and other article’s information is posted

on websites, from where people get information and buy illegal products.

It is practically “impossible to control or prevent a criminal from setting up a website to transact
in illegal articles”®* due to “several online payment gateways that can transfer money around the
world at the click of a button”.5 Furthermore, it has created a “marketplace for the sale of
unapproved drugs, prescription drugs dispensed without a valid prescription, or products marketed
with fraudulent health claims”3¢ which pose a “serious potential threat to the health and safety of

patients.”87

1.6.22 Stock Robot Manipulation

Stock Robot Manipulation is a computer program which is able to manipulate stock-trading. This
program generates “fake buying and selling orders that terminate each other, while at the samé
time influencing stock prices. Then the program performs real buying and selling orders where

stocks are bought at low prices and sold at high prices.:"88 This type of manipulation is illegal,

8 Ibid.

8 Shah, 4 to Z of Cyber Crime, 193.

85 Mali, A Text Book of Cyber crime and Penalties, 19.
% Ibid.

87 Shah, 4 to Z of Cyber Crime, 193.

88 Gottschalk. Policing Cyber Crime, 23.
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which cannot be permitted in any case, because if someone uses this program he can easily crash

the whole stock market, and investor will lose their legitimate business.

1.6.23Trojans and Key-loggers

A Trojan is “an unauthorized program which functions from inside what seems to be an authorized
program, thereby concealing what it is actually doing.”® Common types of Trojans are; Remote
Administration Trojans (RATs), Password Trojans; Privileges-Elevating Trojan, and Destructive
Trojans. There are many other Trojans which affect the normal functions of any computer, from
deleting any file to uploading any virus in the victim’s computer. Further, many hackers use it as

a tool to get the password and personal information of the victim.

Key-loggers: Key-loggers (also known as Keystroke loggin) is the “action of tracking (or logging)
the keys struck on a keyboard, typically in a covert manner so that the person using the keyboard
is unaware that his actions are being monitored.”® There are numerous “keylogging methods,
ranging from hardware and software-based approaches to electromagnetic and acoustic

analysis.”’!

A key logger is a “hardware device or small program that monitors each keystroke a user fypes on
a specific computer's keyboard. As a hardware device, a key-logger is a small battery sized plug
that serves as a connector between the user's keyboard and computer.”®? As this device resembles
an ordinary keyboard plug, it is relatively easy for someone who wants to monitor a user's behavior

to physically hide such a device "in plain sight."** As the user types, ‘the device collects each

% Mali, 4 Text Book of Cyber crime and Penalties, 52.
% Shah, 4 to Z of Cyber Crime, 145.

%! Ibid.

%2 Ibid.

% Ibid.
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keystroke and saves it as text in its own miniature hard drive, later the person who installed the
key-logger must return and physically remove the device in order to access the information the
device has gathered”.”* This does.not require physical access to the user's computer. It can be

downloaded on purpose by someone who wants to monitor activity on a particular computer or it

can be downloaded unwittingly as spyware.**

Key-loggers are used to log all the strokes on a victim’s keyboard.”® This assumes sinister
proportions, if a key logger is installed on a computer which is regularly used for online banking
and other financial transactions. It will create many problems for the owner of this keyboard or

system. These are most commonly found in cyber cafes and hotels’ computers.’’” While

“unsuspecting victims also end up downloading spyware when they click on friendly offers for

9 98

1.6.24Use of Encryption by Terrorists

Encryption (derived from the term cryptography, meaning ‘hidden writing’) is a “technique which
enables communications to be encoded prior to transmission, so that they are unreadable if
intercepted; only the intended recipient has a key which enables the message to be decoded
and restored to its original legible form.” In other words, it is the process of transforming or
changing plain text or data into a form or cipher that cannot be read by anybody other than the

sender and by the intended receiver.

%4 Ibid, 145-6.

% 1bid, 146.

% Mali, A Text Book of Cybercrime and Penallties, 54.
97 Ibid.

%8 Ibid.

% Yar, Cyber Crime and Society, 58.
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Worms, unlike viruses do not need the host to attach themselves to, they merely make functional
copies of themselves and do this repeatedly till they eat up all the available space on a computer’s

memory.'?’

1.6.26 Web Defacement

Website defacement is usually the “substitution of the original home page of a website with another
page (usually pornographic or defamatory in nature) by a hacker.”'® Governments and religious
sites are mostly targeted by the hackers to display their political and religious beliefs respectively,
in addition to disturbing images and offensive phrases. Moreover the financial websites are also

hacked to gain financial benefits and to hack the personal data of clients/consumers. Sometimes

the hacker hacks websites just for fun.

Corporations are also “targeted more often than other sites on the Internet and they often seek to
take measures to protect themselves from defacement or hacking in general”.!% If website of any
organization or corporation is hacked, visitors may lose faith in such site that can not promise
security and will become wary of performing online transactions. Furthermore after defacement
“sites have to be shut down for repairs, (sométimes for an extended period of time), causing

expenses and loss of profit.”!'?

197 Ibid.

18 Shah, 4 to Z of Cyber Crime, 231.
199 Ibid.

10 Ibid, 232
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secret social, economic and military information. Besides, the databases of banks and private

organization are also the target of these criminals.

1.8 Territorial Jurisdiction and Cyber Crimes

The most important issue in any matter is the jurisdiction of the courts. Whether they have
jurisdicfion on such issue or not? Cyber crimes are emerging therefore they are creating confusion
for the legal professionals. If someone is committing digital crime within the territorial jurisdiction
of a country, he can be dealt according to that country’s law. For instance, in case the offender
lives in Asia and the victim is in Europe, how law enforcement agencies will deal with this
offender. Whether there is any specific legislation on this? Or which law will be applicable to this
issue? To solve this issue, it is important to take help from International Law because its solution

has been provided in this law.

Jurisdiction concerns the “power of the state under international law to regulate or otherwise
impact upon people, property and circumstances and reflects the basic principles of state
sovereignty, equality of states and non-interference in domestic affairs”.!16 It has large number of
different meanings, but most often ‘jurisdiction’ refers to powers exercised by a state over persons,
property, or events (the powers of physical interference exercised by the executive, such as the

arrest of persons, seizure of property, and so).!!’

Jurisdiction is a “vital and indeed central feature of state sovereignty, for it is an exercise of
authority which may alter or create or terminate legal relationships and obligations. It can be

achieved by means of legislative, executive or judicial action”.!'® While jurisdiction can be on

116 Malcolm. N. Shaw, International Law, 6th ed. (New York: Cambridge University Press, 2008) 645.
17 Akehurst, Modern Introduction to International Law, 109,
U8 Shaw, International Law, 645.
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many grounds and enforcement is restricted by territorial factors only. For example, if a man
commits financial crime in Pakistan and then manages to reach China, the Pakistani courts have
jurisdiction to try him, but they cannot enforce it by sending officers of law enforcement agencies
to China to apprehend him. They must request the Chinese authorities for his arrest and dispatch
to Pakistan for trial. It may take long time to arrest him and punish him according to Pakistani law,
because no state has the authority to infringe the territorial integrity of another state in order to

apprehend an alleged criminal, even if the suspect is charged with an international crime.''

If he remains in Pakistani territory, he can be tried and convicted here, even if it becomes apparent
that he is not Pakistani national. However, if some circumstances exist that the Pakistani courts do
not have jurisdiction to try the criminal, even he arrested here.'?® For example, hacker has hacked
a website of USA in China, and the criminal is caught in Pakistan, both countries can demand his

custody through extradition'2!, but he cannot be tried in Pakistan for lack of jurisdiction.

As civil cases are concerned international law does not seem to impose any restrictions on the
jurisdiction of courts, however in criminal trials states most frequently invoke few principles to

bring in her domain, which are discussed below;

a. Territorial principle
b. Nationality principle
c. Passive personality principle

d. Protective principle

19 Akehurst, Modern Introduction to International Law, 110

120 Punishment of this is discussed in the last chapter of this research.

12! To hand over criminals to other countries, it is very much relevant to look into agreements with other
countries. Whether we have agreement with that country or not? If Pakistan does not have any explicit or implied
agreement with other country the accused can not be handed over to that country.

29
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circumstances both states have jurisdiction, “the state where the act commenced (has jurisdiction
under the subjective territorial principle), and the state where the act is completed (has jurisdiction

under the objective territorial principle).'?’

b. Naﬁonality Principle

Whether a person has the nationality of a particular state is “determined by the municipal law of
that state, international law only lays down certain limits for states to prescribe which criteria are
relevant for nationality”.!?® A state may prosecute its nationals for crimes committed anywhere in
the world (active nationality principle),!? this rule is universally accepted, and continental

countries make extensive use of it to prosecute their nationals for unlawful acts and activities.'*

c. Passive personality principle

Under this principle, “a state may claim jurisdiction to try an individual for offences committed

abroad which have affected or will affect nationals of the state”.}3!

d. Protective principle

This principle provides that states may “exercise jurisdiction over aliens who have committed an
act abroad which is deemed prejudicial to the security of the particular state concerned. It is a well-
established concept, although there are uncertainties as to how far it extends in practice and
particularly which acts are included within its net”.2 This allows a state to punish acts prejudicial

to its security, even when they are committed by foreigners abroad-for example, plots to overthrow

127 Ibid, 110-111. (Also sometimes called the ‘effects doctrine’, based on the fact that the injurious effect,
although not the act or omission itself, occurred on the territory of the state).

128 Tbid, 111.

129 Ibid.

130 In Pakistan Sections 3 and 4 of Pakistan Penal Code, 1860 are relevant.

3! Shaw, International Law, 664.

132 Ibid, 667.

31




4“]],

el

g

et A et At e S A

its government, espionage, forging its currency and plots to break its immigration regulations. '
Though, this is the recognized international principle for prosecution, if this is allowed unchecked,
it will bring many difficulties for other countries, because every country under this principle will

demand that he wants to punish the criminal according to its own law. Hence, it will not be easy

to allow this concept widely.

The protective principle of jurisdiction must not be confused with ‘diplomatic protection’, which

refers to the right of a state to intervene diplomatically or to raise an international “claim on behalf

of its nationals against another state”,!34

e. Universality principle

Under this principle “each and every state has jurisdiction to try particular offences. The basis for

this is that the crimes involved are regarded as particularly offensive to the international
community as a whole.”'** Some states claim jurisdiction over all crimes, including crimes
committed by foreigners abroad.’3¢ This principle is criticized internationally because this
principle “can obviously lead to unjust results when an individual is punished elsewhere for an act

which was lawful under the law of the place where it was committed”.13’

Universality principle is normally considered to be contrary to international law which “allows

states to exercise' universal jurisdiction over certain acts which threaten the international

133 Akehurst, Modern Introduction to International Law, 111-112.
134 Tbid, 112.

135 Shaw, International Law, 668.

136 Akehurst, Modern Introduction to International Law, 112.

137 Ibid.
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Chapter 2:

Cyber Crimes in Pakistan and Computer Forensic

Most of the countries around the globe are facing serious threats due to increasing trend of cyber crimes and
Pakistan is no exception. There is an immense need to investigate the role of Pakistan in this regard which will
help in understanding the complexity. Pakistan being new in this race is facing an intensified threat due to lack
of awareness. People are facing problems including leakage of personal information to fraud of online shopping
every day and therefore, understanding this particular subject is very important for Pakistan.

Increased access to computer and IT is a mixed blessing, which contributes to the productivity and help
facilitate communications and file transfers worldwide over the Internet.!4°

However, they also provide opportunities for abuse of corporate policies and the
commission of compuier-related crimes. Intemet viewing of pornography has become a
serious problem for corporations and government agencies. Embezzlements using
computers have become commonplace in small- and medium-sized businesses.!*!
Computer forensic is also discussed in this chapter to raise awareness and accord with intemationally best
accepted practices. Chances for fraud vulnerability increase with reduced awareness to avoid leakage and
unwanted access to personal data. Lack of awareness creates to obstacles for law enforcement agencies

towards invesﬁgétion, data and forensic evidence collection, and producing as evidence in the Court for the

enforcement of law and the protection of victims.

“9John R. Vacca. Computer Forensics: Computer Crime Scene Investigation. 2™ ed. (Massachusetts:
Charles River Media, Inc. Boston, 2005), 241.
M1 1bid.
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2.1 Pakistan and the Cyber World

Without determining the exact role of any entity, it is not possible to find the accurate solution for
that. Pakistan is newly introduced in the cyber world therefore, it has a lot of significance to
understand its contribution at what stage Pakistan is, in case of cyber world.

Three decades ago commission of cyber crimes was not considerable. Pakistan is newly introduced
in cyber world and most of people are unaware of cyber crimes but still country has no sufficient
laws to prevent cyber crimes. Internet aids the world with numerous benefits to sqciety and
business; besides these blessings it opens doors for criminal activities too. This jeopardy has failed
to become the part of Pakistan’s legal system, because the world is making sufficient laws for

emerging cyber crimes, and still Pakistan is not bothering to make any law to control this issue.

The Pakistan internet market has grown manifolds with the majority of the internet users in big
cities, in addition to small number of users in other cities and rural areas. These cities provide
majority of the “customer base and expansion in activity is also likely to remain primarily confined
to these cities because of the concentration of economic activity in these cities”.'** Pakistan is not
free from cyber space dilemma. The availability of computers and the internet connections, provide
“unprecedented opportunities to communicate and learn in Pakistan. However, certain individuals
(and corporations) do exploit the power of the Internet for criminal purposes.”!*?

First ever legislation Pakistan has in field is “Electronic Transactions Ordinance, 2002,”!** which
address cyber crimes issues. This Ordina;lce was promulgated by the President of the Pakistan

with the objective “to recognize and facilitate documents, records, information, communications

142 Zibber Mohiuddin, “A paper presented on: Cyber Laws in Pakistan; A situational Analysis and way
forward”, (International Judicial Conference on June 24, 2006 Supreme Court of Pakistan Islamabad), 17.

143 Ibid.

144 Electronic Transactions Ordinance, 2002 (LI of 2002).
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and transactions in electronic form, and to provide for the accreditation of certification service

providers.”'* However, this does not discuss the whole scenario of computer crimes. Few things

are covered under this law.

There is another considerable legislations in Pakistan’s legal system. The Prevention of Electronic

Crimes Ordinance 2007 was promulgated to give awareness of electronic crimes. Consequently
the Ordinance was again promulgated in May 2008 and later on in February 2009. Last
promulgation of Prevention of Electronic Crimes Ordinance took place on 4% July 2009. This
pgoposed law was not tabled in parliament and it was only implemented as a presidential Ordinance

which lapsed.

In Pakistan Presidential Ordinance is applicable for one hundred and twenty days'*® from the date
of its promulgation. Therefore, there is no particular cyber prevention law in Pakistan.'*” Masses
are looking forward for significant steps to protect them .from cyber crimes where in most cases it
is not possible to catch the criminals who are either not within national borders or because they

are working secretly.

It is not possible to eliminate cyber crime from the cyber space in its entirety from Pakistan or
from the globe. However, it is quite possible to check it and take initiatives to reduce it by creating
awareness among the users of the internet. The primary step is to make people aware of their rights

and duties and further making the application of the laws more stringent to check crime. !

145 Ibid. Preamble.

146 pak. Const. art. 89, cl. (2) (a) (i)

147 http //propakistani pk/201 1/01/10/a-country-without- cyber-law-paklstan/ (accessed on 10™ August
2014)

148 Mohiuddin, “Cyber Laws in Pakistan, 19.; http:/supremecourt.gov.pk/ijc/articles/ 10/5.pdf (accessed on
5th March 2015)
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2.2 The Internet use in Pakistan

The Internet access has been available in Pakistan since the mid-90s and in 1995 the Pakistan

Telecommunication Company Limited (PTCL) started offering access via the nationwide local

call network'# since then the cybercrimes started emerging in Pakistan.

Since the internet age is less than two decades ago in Pakistan but the ratio of the intemet is rising gradually.

Pakistan is among the top Asian net users countries, which is placed at no. 9 1°° in these countries (which is

shown in chart below), and total intemet user are 29,128,970 as of Dec.31, 2013.*! This ratio is

increasing on daily basis as the government has provided laptops and the internet facility to the

talented students besides reducing the prices of the accessories and the internet. Further, the 3G

and 4G technology has brought revolution in the field of IT.

::Z http://www.internetworldstats.com/asia/pk.htm (last accessed on 3rd March 2015).
Ibid. :
151 Ibid.
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2.3 Complexity of Cyber Crimes

The problems is not with the problems, it lies somewhere inside the system or the investigator. In
Pakistan, the problem is that many investigators have neither the expertise nor the experience to
deal with investigation, evidence collection, evidence preservation and presentation to the court.
Consequently, the offender escapes from punishment.

The investigation of conventional crimes is easy but the investigation of cyber crimes is very
complicated. If latest techniques are adopted and applied the complexity of the digital crime can
be reduced. (Detail of evidence collection, evidence preservation and related matters have been
discussed in later part of this chapter). Fuﬂhe}, the technology is “constantly evolving,
investigating electronic crimes will aiways be difficult because of the ease of altering the data and

the fact that transactions may be done anonymously.”!?

2.4 National Response Centre for Cyber Crimes

The Government of Pakistan has established a department “National Response Centre for Cyber
crime” (NR3C) under the control of Federal Investigation Agency (FIA), which is responsible for
all matters concerning cyber crimes, to investigate, trace the criminals and stop misuse of the
internet.

NR3C has expertise in Digital Forensics, Technical Investigation, Information System Security
Audits, Penetration Testing and training in said fields.">* Since its inception it has been involved
in capacity building of Investigators, Police officers, Intelligence agencies, Judiciary, Prosecutors
and other Goﬁ. organizations. It has also conducted a large number of seminars, workshops and

training programs to create awareness among the academia, print media, electronic media and

12 Vacca. Computer Forensics: Computer Crime Scene Investigation, 219.
153 http://www.nr3c.gov.pk/about_us.html (accessed on 3rd March 2015).
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lawyers. NR3C has also arrested and prosecuted many criminals including two boys for hacking

of Supreme Court website.'**

NR3C is a law enforcement agency dedicated to fight cyber crime. Inception of this Hi-Tech crime

fighting unit established in 2007 to identify and curb the phenomenon of technological abuse in

society.!>> NR3C’s primary function is to deal with technology based crimes in Pakistan. This is

the only unit which directly receives complaints and assists other law enforcement agencies in

cyber cases. >

2.5 Computer Forensic Evidence

When any crime is committed, the investigator starts his work to investigate the matter to trace the offender
and bring him before the concemed authorities to prosecute him. The most important thing in investigation is
‘preservation of data’, which is recovered from the crime scene or the tool which is used for committing the
crime. In many cases the criminal may destroy the evidence, therefore it is necessary to know how to recover
the destroyed data and preserve the same for further process, when the investigator is unable to recover the
destroyed data or files, he may not be able to proceed with the investigation, and the criminal will be acquitted
from the charge for lack of evidence. Hence, the investigator tries to recover data or files as much as possible
for the investigation purposes. The process of “acquiring, examining, and applying digital evidence
is crucial to the success of prosecuting a cyber criminal, with the continuous evolution of
technology, it is difficult for law enforcement and computer professionals to stay one step ahead

of technologically savvy criminals.”!*’

154 http://propakistani.pk/2010/10/27/nr3c-arrests-two-boys-for-hacking-sc-website/ (accessed on 3™ March

2015)
135 http://www.nr3c.gov.pk/about_us.html (accessed on 3rd March 2015).

136 Ibid.
157 Vacca. Computer Forensics: Computer Crime Scene Investigation, 4.
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Computer forensics'*® is the “process of methodically examining computer media (hard disks,
diskettes, tapes, etc.) for evidence.”!*® In other words, it is the process of collection, preservation,
analysis and presentation of computer evidence for criminal and civil proceedings. Information is
retained on a computer and it’s difficult to completely remove it as generally people think that
after deleting the information it can not be recovered. Inter alia, computer forensics can “often
find evidence of, or even completely recover, lost or deleted information, even if the information
was intentionally deleted.”!®° In computer forensics, the goal is to recover the data and interpret as
much information about it as possible 1! as compares to data recovery, the goal is to retrieve the

lost data

2.6 Data Recovery

Every criminal while committing and after the commission of crime attempts to abolish the
evidence for apprehension of arrest, mostly in cyber crimes, it has been observed that criminals
destroy the computer and its related devices to remove the evidence. If there is a “computer on the
premises of a crime scene, the chances are very good that there is valuable evidence on that
computer.” %2 Concerned computer will be examined by the forensic expert to ascertain whether
the data has been destroyed or not? If that has been destroyed then it will be recovered for the
investigation.

In data recovery, the goal is “to retrieve the lost data.”'®* Where data has been destroyed then in

all such cases, data recovery has a lot of significance for investigator and the corporations. Recent

18 It also referred to as computer forensic analysis, electronic discovery, electronic evidence discovery,
digital discovery, data recovery, data discovery, computer analysis, and computer examination.

1% Vacca. Computer Forensics: Computer Crime Scene Investigation, 4.

160 Ibid.

161 Ibid.

162 1bid, 8.

163 Ibid, 4.
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analysis of security implications of “alternative data streams” on Windows NT has shown that
Windows NTFS file system allows data hiding in alternative data streams connected to files. These
data streams are not destroyed by many file wiping utilities that promise irrecoverable removal of
information.'® Furthermore, “data can be hidden in slack space to store secrets, plant evidence”,
and maybe hide tools from integrity checkers, merely the forensics software will find it.!s’
Therefore, it can be retrieved for the investigation purposes as well as for corporations.

There are many reasons for which we need to recover data, these are systems crash, accidentally overwritten,
accidentally deletion of files, accidentally formation of hard drives/disks, viruses and sometimes employees
can damag% the data. These types are not relevant to Be discussed in detail, though the data is also recovered in
such situations. In those cases, where the data has been damaged while committing crimes, are relevant to this
research. Sometimes, a virus attack has attacked the system, suffered damage from burn or fire, or
computer hard drive is immersed in water, mainframe software has malfunctioned and file
allocation tables are damaged, same can be re(covered by experts to restore to its original shape.
Hence, data recovery is not simply to investigate crimes, this technique can be also be used for the
welfare of any organization.

Data can be recovered by using multiple functions and tools. It can be recovered by using the
limited software tools (which are normally available to the general public and can be found on the
internet easily) but to recover the whole data the advanced tools (normally these tools are not easily
available to the general public and only can be used by the law enforcement agencies to investigate
crimes) are used to recover files and restore them for investigation purposes. The forensics expert

can recover the smallest files. Sometimes this tool is also used to investigate the intellectual

property rights’ claims.

164 1bid, 206-7.
165 Ibid, 208.
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Data recovery is not important in crimes only, it is also very helpful to recover the corporations’
data, in case data has been damaged due to any reason. Subsequently many computers are “used

in more important transactions and storage functions, and more important data is stored on

them 166

Companies are using specialized hardware and software tools for centralized backup and recovery
of business data. “Companies that can provide reliable and rapid access to their information are
now the fastest growing organizations in the world. To remain competitive and succeed, they must
protect their most valuable asset i.e. data.”’®” Where data is not protected clients will lose
confidence on company and company Will bear loss. Whatever the case, companies are more
concerned with their data safety, but in case crime has been committed or company is involved in
money laundering or financial crimes then the criminal will destroy the computer system to remove
the evidence. Here, the investigator wiH be so competent to get out the original data to investigéte
these crimes. Contrary to the popular belief that “it’s hard to recover information, it’é actually

starting to appear that it’s very hard to remove something even if you want to.” 168

2.7 Evidence Collection and Data Seizure
Evidence in “its purest form is information presented in testimony or in documents that is used to
persuade the fact finder to decide the case for one side or the other.”'®® Whereas the electronic

evidence is “information and data of investigative value that is stored on or transmitted by an

166 Vacca. Computer Forensics: Computer Crime Scene Investigation, 192.

17 Ibid, 192.

168 Tbid, 213. _

199 Albert J. Marcella and Doug Menendez. Cyber Forensics A Field Manual for Collecting, Examining, and
Preserving Evidence of Computer Crimes. 2" ed. (New York: Auerbach Publications, 2008), 11.
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electronic device.”!”° Such evidence is “acquired when data or physical items are collected and

stored for examination purposes.”!’!

The most important thing in investigation of any crime is collection of evidence and preservation

- of it. Evidence is difficult to “collect at the best of times, but when that evidence is electronic, an

investigator faces some extra complexities, as it has none of the permanence that conventional
evidence has.”'”? Inter alia, the collection of electronic evidence is “very expensive to collect, the
processes are strict and exhaustive, the systems affected may be unavailable for regular use for a
long period of time, and analysis of the data collected must be performed.”!”® In many cases, the
victim is unware of fraud, and sometime the law enforcement agencies are informed too late.
Resultantly, it creates many hurdles for the investigator to investigate and prosecute the offender
and bring him before the court for justice.

It is also important for the investigator to know the latest techniques for evidence collection besides
knowing the different types of evidence categories. Without knowing and considering cyber
techniques and technology, it will be a fatal exercise to find the evidence due to usefulness of it
for the prosecution purposes.

Electronic crime is difficult to ;‘investigate and prosecute, Investigators have to build their case
purely on any records left after the transactions have been completed.”!”* In addition to this, the
electronic records are extremely malleable and electronic transactions currently have fewer
limitations, which make it further difficult to investigate properly as computer records can be

straightforwardly modified or destroyed. Moreover, computer transactions are “fast, they can be

170 Ibid,

17! Ibid.

12 Vacca. Computer Forensics: Computer Crime Scene Investigation, 217.
13 Ibid. |

174 Ibid, 218.
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conducted from anywhere, can be encrypted or anonymous, and have no intrinsic identifying
features such as handwritingi and signatures to identify those responsible.”!”

Many problems (as discussed above) which are faced by the investigator and law enforcement
agencies, even if the details of the “transactions can be restored through analysis, it is very difficult
to tie the transaction to a person.”'’® Such information merely shows that “whoever did it either
knew or could get past those identifiers, as the identifying information (such as passwords or PIN
numbers or any other electronic identifier) does not prove who was responsible for the

transaction.”'”’ “Even though technology is constantly evolving, investigating electronic crimes

will always be difficult because of the ease of altering the data and the fact that transactions may

" be done anonymously.”!”® The best way the investigator can adopt is to follow the rules of evidence

collection and be as diligent as possible.
There are five rules for collection of evidence, same are applicable to cyber crimes. These relate
to “five properties that evidence must have to be useful.”!” If any rule is missing from the
evidence, that will make the prosecution case weak. These rules are given below:

1. Evidence must be admissible in law;

2. It must be authentic;

3. It must be complete;

4. It must be reliable; and

5. It must be believable.

These rules are explained briefly

175 Ibid., 219.
176 [bid.
177 Ibid.
178 Ibid.
179 Ibid, 220.
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Account for any changes and keep detailed logs of aétions.

Comply with the five rules of evidence.

Do not exceed knowledge.

Follow local security policy.

Capture as accurate an image of the system as possible.

Be prepared to testify.

Work fast. (work fast does not mean to work in hurry‘, it means when it comes to the
knowledge of the investigator, he must immediately go to the place of occurrence without
wasting any further time, otherwise data can’be changed)

Proceed from volatile to persistent evidence.

Don’t shutdown before collecting evidence.

Don’t run any programs on the affected system.

In addition to collecting volatile evidence, the investigator must not waste time on unimportant

things, he must draw a list of volatility, otherwise he will not be able to collect the important data

rather he will collect less important information. Volatility list would be:

Registers and cache

Routing tables

Arp cache

Process table

Kernel statistics and modules
Main memory

Temporary file systems

Secondary memory

| ———







a- Find the evidence.

b- Find the relevant data.

¢- Create an order of volatility.

d- Remove external avenues of change.

e- Collect the evidence.

f= Document everything.
Evidence is called “separating the Wheat from the Chaff” however the case is opposite in Pakistan,
where a lot of material is collected considered to be relevant and important for investigation
purposes, rather it’s a bulk of documents, which are of no use. In many cases in Pakistan, the
investigator is not expert, even he is unaware what data is relevant and what not? Unluckily, the investigators
are not aware of the data collection, mostly they coilect is useless data. Resultantly, they favor the offender and
waste the precious time of the courts in useless things.
When the data has been collected, its preservation starts, if it is not kept according to standard procedure, it will
not be helpful for the prosecution to establish his case beyond any reasonable doubt. Resultantly, the offender
will get the benefit of it and consequently he will be acquitted. If due attention is not paid to lay down procedure

of data preservation, the victim will not be able to get justice due to negligence of the evidence colleting officer.

Keeping in view the interests of victims and the safety of the other people, the rwpohsibility of evidence
collection and investigation of the crime should be handed over to expert investigator.
Once the data has been coliected, it must be protected from contamination. Originals should
never be used in forensic examination; verified duplicates should be used. This not only
ensures that the original data remains clean, but also enables examiners to try more

dangerous, potentially data-corrupting tests. Of course, any tests done should be done on
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a clean, isolated host machine. You don’t want to make the problem worse by letting the

attacker’s programs get access to a network.!”
It has been observed, in many cases when the data has been preserved according to the standard
procedure, than it is destroyed in experiments. It can be secured by following above discussed
principles.
A good way of ensuring that “data remains uncorrupted is to keep a chain of custody.” ' The
chain of custody is the proper documentation of data collected.!** While digital evidence collection
is difficult and complex, therefore the documentation may end up greater than the data collected,
however it’s indispensable to prove the case. Inter alia, the most common reasons for improper
evidence collection are “poorly written policies, lack of an established incident response plan, lack
of incident response training, and a broken chain of custody.”'®® For not maintaining the proper
documentation of data, it may challenge its authenticity and veracity as defense counsel may ask
questions regarding proper procedure performed/adopted for data collection and preservation, and

the investigator will not be able to reply correctly.

2.8 Investigating the Computer/Internet Crime

The main purpose of investigating the internet crime is to trace the ac;cused and prosecute him, while providing
the opportunity.to recov;:r the victim’s assets, if possible. |

Cyber crime investigation has both similarities and difference when compared to traditional crime. Traditional

crimes generally concern “personal or property offences that law enforcement has continued to combat for

92 Vacca. Computer Forensics: Computer Crime Scene Investigation, 228.

193 Ibid.

194 Everything related to data is important; who had access to it, who found it, when and where it was
transported and how, and what they did with it are important for investigation.

195 Vacca. Computer Forensics: Computer Crime Scene Investigation, 247.
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2.10 Conclusion

In any case, the evidence is integral part for successful prosecution. Cyber evidence is not easy to
collect, preserve and present in the competent court, due to its complexity. Therefore, it is
necessary to provide legal cover to all matters which are related to digital evidence. So, in this

way, the prosecution can strengthen her case to prosecute the criminal.
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The developing countries are not only facing cyber-attacks alone but the developed countries are also facing

the same issues. However, they have strong legislation and expertize to trace the offender and prosecute them,

whereas the developing countries are lacking in investigating the cyber crimes. Hence, developing countries

are the target for such attacks because they do not now the nature of these attacks.

To help the developing countries to legislate, create awareness and facilitate in investigation, the International

Telecommunication Union (ITU) has facilitated these countries to take security measures o protect online

business transactions and safeguard people from all kinds of frauds. ITU has also produced many books to help

them to understand the exact nature of these crimes. “Understanding Cyber crime: Phenomena,
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convention on cyber crimes has been supplemented by an Addiﬁonal Protocol making any
publication of racist and xenophobic propaganda via computer networks a criminal offence.

The U.S. Congress have ratified this convention despite thé praise and criticism from the public.?>
Though, the U.S has not ratified the additional protocol to this convention. Before the adoption of
CE convention it was difficult to get information from other countries and investigate electronic
crimes, nevertheless, it made easy for signatories to obtain cyber information and investigate
digital crimes.

The Convention’s main objective is to establish a “common criminal policy to better combat
computer-related crimes worldwide through harmonizing national legislation, enhancing law
enforcement and judicial capabilities, and improving international cooperation. To these énds, the
Convention requires signatories to, define criminal offenses and sanctions under their domestic
laws”2%6, “establish domestic procedures for detecting, investigating, and prosecuting computer
crimes, and collecting electronic evidence of any criminal offense,” and establish a “rapid and
effective system for international cooperation.” If these measures are adopted and applied
successfully, then these crimes can be mitigated.

This Convention represents a significant step forward in tackling cyber crimes because it binds
signatories to prosecute computer-related crimes strongly which many countries were unable to do

before the adoption of this Convention. Furthermore, due to transnational jurisdiction provision,

' the Convention has improved deterrence and reduced the number of countries in which criminals

can evade prosecution. Similarly, the Convention’s procedures for collecting evidence and assist

<7255 http://news.cnet.comy/2100-7348_3-6102354.htm! (accessed on 15th March 2015).
256 This convention also provides that Signatories must also enact laws establishing jurisdiction over such
offenses committed on their territories, registered ships or aircraft, or by their nationals abroad. Therefore, covering
all the related subjects of that state whether the crime is committed on land or sea.
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measures to eradicate terrorism; the United Nations Counter-Terrorism Implementation Task
Force?”® (CTITF)*"* was established by the Secretary-General in 2005 for this purpose.

The U.N adopted resolution on “Global Counter-Terrorism Strategy” on 20" September 2006 that
provides strategies for control of these crimes, another resolution provides as follows; “Special
meastires to be adopted to fight the menace of international terrorism”?’®> was adopted by the
General Assembly,?’ in which it was emphasized to make legislation on cyber terrorism and to
provide effective measures against cybercrimes by “creating a system against cyber-attacks that is
able to react swiftly upon any sign of cyber terrorist activities”;?”” “developing safer software and
making customers more aware of the need for safer Internet use”;’® “supporting the creation of a
(an) international Office of Cyber Security with trained personnel”;2™ “defining in their legislation
a number of offences, including crimes against privacy, honesty and availability of computer

systems and data stored therein”;?% “imposing adequate punishments such as fines or prison”,?%!

and ratifying 2001 Council of Europe Cybercrime Convention, 2%

United Nations Convention against Transnational Organized Crime’s (CTOC) main purpose is to
promote cooperation to prevent and combat transnational organized crime more effectively.?®?
Cyber crimes are not exception to this, because criminals do not have any border. If enemies of

progress and development are crossing borders for opportunities, then law enforcement agencies

27 More detail of CTITF can be found at www.un.org/terrorism/cttaskforce.

21 CTITF is chaired by a senior U.N official appointed by the Secretary-General and consists of 30 UN
system entities and INTERPOL which are also responsible to work on cyber terrorism.

215 A/RES/4/3

26 The General Assembly adopted this resolution, on its 2nd meeting, held on 23 March 2010,

217 Special measures to be adopted to fight the menace of international terrorism, Article 5 (b) (i).

28 Ibid (5) (b) (ii).

29 Ibid (5) (b) (iii).

280 Ibid (5) (b) (iv).

281 Ibid (5) (b) (v).

22 1bid (5) (b) (vi).

28 Article 1 of the United Nations Convention against Transnational Organized Crime.
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enforcement cooperation;?** measures to enhance cooperation with law enforcement authorities;>*
training and technical assistance;?*® collection, exchange and analysis of information on the nature

of organized crime;?°7 and to take measures for the prevention of transnational organized crimes.?®

3.5 UNODC work on Cyber Crimes

The United Nations Office on Drugs and Crime (UNODC) is U.N’s 5pecialized agency which is
responsible to combat drugs and crimes. Frequently cyber crimes are discussed on UNODC forum
because of its expertise in relevant fields as discussed in Article 8 of the Salvador Declaration.®®
This is only one organization under U.N umbrella, which provides expertise to states to investigate
electronic crimes in their jurisdictions. In Salvador Declaration, it is further encouraged for the
“member States to cooperate, including through information-sharing, in an effort to address
evolving transnational criminal threats.”*®® The cyber crimes are transnationals affecting the
international commﬁnity at large, according to this declaration states must adopt measures to share
information with other countries to reduce the cyber crime among the member states. It also
provides for States “to take appropriate legal measures to prevent, prosecute and punish economic
fraud and identity-related crime,”3’! all these crimes come under the domain of computer related
crimes which are di.sturbing the corporations at large causing billions of dollars loss to the

governments and private organizations. Furthermore, it is recognized in Salvador Declaration “that

the development of information and communications technologies and the increasing use of the

¥4 Ibid 27.

5 Ibid 26.

2% Ibid 29.

7 Ibid 28.

%8 Ibid 31.

%9 Salvador Declaration on Comprehensive Strategies for Global Challenges: Crime Prevention and Criminal
Justice Systems and Their Development in a Changing World.

300 Article 13 of “Salvador Declaration on Comprehensive Strategies for Global Challenges: Crime
Prevention and Criminal Justice Systems and Their Development in a Changing World”,

301 Article 15, ibid.
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of information on national legislation, best practices, technical assistance and international
cooperation, with a view to examining options to strengthen existing and to propose new
national and international legal or other responses to cyber crime 3%
After getting the mandate, UNODC prepared a detailed report titled “Comprehensive Study on
Cyber crime™% to help the member states to formulate their legislations. This report consists of
eight chapters which cover the following topics;
i.  Connectivity and cybercrime;
ii.  The global picture;
ili.  Legislation and frameworks; )
iv.  Criminalization;
v. Law enforcement and investigations;
vi.  Electronic evidence and criminal justice;
vii.  International cooperation; and
viii.  Prevention.
Though, this is comprehensive study on cyber crimes but all topics are not relevant for this
research, chapter three is important which “examines the role of national, international and
regional legislation and frameworks in the prevention and combating of cybercrimes.”**” While

the legislation in Pakistan is not up to the prescribed international standards, in other words it is

justified to say that Pakistan does not have any legislation pertaining to cybercrime. The ETO is

305 Article 42, ibid.

3% This report was prepared for the open-ended intergovernmental expert group on cybercrime by Conference
Support Section, Organized Crime Branch, Division for Treaty Affairs, UNODC. However, this report has not been
formally edited and remains subject to editorial changes. This report can be accessed on UNODC website.

301 Comprehensive Study on Cybercrime (New York: United Nations, 2013), 51.
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not sufficient to deal with digital crimes, as it contain only few sections which are relevant to
computer crimes.

UNODC discovers that legislation is required in all areas, “including criminalization, procedural
powers, jurisdiction, and international cooperation and internet service provider responsibility and
liability.”38

Evidence is the most important fact relevant to the guilt or innocence of any person at trial and in
awarding punishment to the criminals, if evidence is not available or the evidence is weak; the
chances of awarding punishment will be lesser and it will be a fatal exercise. In cyber crimes,
evidence exists in electronic or digital form. Chapter six of this study (UNODC study) highlight
the importance of digital evidence in cyber crimes, “starting from the need to identify, collect and
analyse electronic evidence through digital forensics.”® This chapter also examines the
“admissibility and use of electronic evidence in criminal trials, and demonstrates how a range of
prosecutorial challenges can impact on criminal justice system performance.”!? Other useful
booklet published by UNODC is “Crime scene and physical evidence awareness for non-forensic
personnel”!! which has lot of significance for investigators.

Understanding the sensitivity of the cyber crime, UNODC has prepared a lot of books and reports
to assist the world to carry out work on cyber laws to tackle the emerging situations, inter alia are
the “The Use of the Internet for the Terrorist Purposes™?!? is the draft document prepared by the
UNODOC for international community for understanding of cyber crimes and measures which are

necessary for prevention of these crimes.

308 Tbid.
30bid, 157.
310 Comprehensive Study on Cybercrime, 157.
M Crime scene and physical evidence awareness for non-forensic personnel (New York: United Nations,
2009). S '
312 The Use of the Internet for the Terrorist Purpose (Vienna: United Nations, 2012).
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Terrorist are expanding their activities from the conventional methods to the Internet to achieve
their objectives, “use of the Internet for terrorist purposes is a rapidly growing phenomenon,
reciuiring a proactive and coordinated response from Member States.”*3
The UNODC plays a key role in providing assistance to Member States, in furtherance of
its mandate to strengthen the capacity of national criminal justice systems to implement
the provisions of the international legal instruments against terrorism, and does so in
compliance with the principles of rule of law and international human rights standards.*!*
The UNODC is providing assistance in all matters related to crimes, to prevent terrorism from UN
member states. In 2011, the General Assembly, in its resolution 66/178, reaffirmed tlie mandate of
UNODC “to continue to develop specialized legal knowledge in the area of counter-terrorism and
pertinent thematic areas of relevance to the mandate of the Office and to provide assistance to
requesting Member States with regard to criminal justice responses to terrorism, including, where
appropriate, nuclear terrorism, the financing of terrorism and the use of the Internet for terrorist
purposes, as well as assistance to and support for victims of terrorism.”>'* Thus, the UNODC has
power to provide assistance to all UN member states to prosecute criminals who are using the
internet for their illegal activities. Despite increasing threat posed by “terrorists’ use of the Internet
inrecent years, furthermore, there is limited specialized training available on the legal and practical

aspects of the investigation and prosecution of terrorism cases involving the use of the Internet.”*!%

Besides addressing the importance of developing integrated, specialized knowledge to respond to

313 Ibid, v.

314 Ibid. N

315 A/RES/66/178. Atticle 4 of this resolution is produced in the main text.

316 The Use of the Internet for the Terrorist Purpose (Vienna: United Nations, 2012), v.
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for cyberspace to investigate and prosecute the criminals. Further, it will help the states to avoid
jurisdiction issues. The jurisdiction of this court or tribunal should not cross the most serious cyber
ctimes of concern to the international community as a whole. |

International Court for Cyberspace can be established by the U.N. Security Council. The Security
Council under chapter seven of U.N charter can establish an International Court for cyberspace for
the “investigation, prosecution, and sentencing of global cyberattacks, as the cyberattacks are
global threat to the peace™!® of international community, which are covered under said charter.?!
However, establishment of International Court is not the focus of this research. If this court is
established it will bring so many blessing for the world. U.N. is also working to establish a court
for cybercrimes.

Few decades ago, countries concentrated on their own protection. But, now the scenario has
changed, it is no longer a question of a nation protecting its own security, it is a question of the
global community protecting itself. When criminals are crossing the borders of their own countries
and affecting other nations, why not there be an International Court dealing with this problem.
While investigating the crime, the Investigator has to the cross other country’s boundary, which is

not permissible in many cases, hence the offender cannot be convicted due to lack of cooperation -

by the other country.

3.7 Work of other Regional and International Organizations
Currently there is little international legislation that contains criminal defense mechanisms against

cyber crimes. There are, however, a few multi-jurisdictional legislations exist. The U.N, UNODC,

318 Article 39 of chapter seven of the U.N charter is provided for detail reading. The Security Council shall
determine the existence of any threat to the peace, breach of the peace, or act of aggression and shall make
recommendations, or decide what measures shall be taken in accordance with Articles 41 and 42, to maintain or restore
international peace and security.

39 U.N. CHARTER, art. 39.
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crimes. “Understanding Cyber crime: Phenomena, Challenges and Legal Response’™? is the ITU
report which has been prepared by Prof. Dr. Marco Gercke for the developing countries. The
purpose of this report is to “assist countries in understanding the legal aspects of cybersecurity and
to harmonize legal frameworks” of ITU members, particularly the developing countries.

There are six chapters in this report, 6.7 of this report is very important because it deals with
“Liability of the Internet Providers”. Internet service providers (ISP) are center of “criminal
investigations involving offenders who use the ISPs’ services to commit an offence, the providers
located within the country’s national borders are a suitable subject for criminal investigations
without violating the principle of national sovereignty.”?! However, it is difficult to take help
beyond the cduntry’s jurisdiction without explicit agreement or treaty.

Cyber crime can not be committed without the involvement of the ISPs, whether they have ability
to prevent these crimes or not. One may think that the ISPs are not competent to avoid the
commission of an offence. This is not the case, they are able to prevent such crimes by providing
information to the in\’/estigation agencies. The work of law-enforcement agencies very often
depends on cooperation of, and with ISP, if they are not providing the relevant data and IP address
location, then it will be very difficult to trace the cyber-criminals. Resultantly, some liability also

falls on ISPs to provide relevant and accurate data to law enforcement agencies. (On this topic U.S

has provided ample legislation which will be discussed in relevant part of this research).

320 Marco Gercke. Understanding Cybercrime: Phenomena, Challenges and Legal Response. Geneva:

International :
Telecommunication Unit, 2012. A new edition of a report previously entitled Understanding Cybercrime: A Guide for

Developing Countries published by ITU in April 2009,
21 Understanding Cybercrime: Phenomena, Challenges and Legal Response. (Geneva: International

Telecommunication Unit, 2012), 281.
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than two years, or both.”3*® Law permits the operators to block any unwanted program which
provides “sexually explicit adult programming or other programming that is indecent on any
channel of its service primarily dedicated to sexually-oriented programming, a multichannel video
programming distributor shall fully scramble®*® or otherwise fully block the video and audio
portion of such channel so that one not a subscriber to such channel or programming does not
receive it”34° and the distributor can also limit the access to the children by not providing such
programming during the day time.34!

3

In addition to this, cable operator may refuse to transmit any public access,**? or leased access

program or portion of a leased access program which contains obscenity, indecency, or nudity”. 34

Above mentioned provisions are not limited to the manual publication of obscene material only,

these are also applicable to cybercrimes as discussed in 18 U.S.C 1462 and 1465 respectively.

Question arises whether private individual or parents can block access to offensive material or not?
U.S legislature provide “guidelines and recommend procedures for the identification and rating of
video programming that contains sexual, violent, or other indecent material about which parents
should be informed before it is displayed to children”;*** “with respéct to any video programming
that has been rated, and in consultation with the television industry, rules requiring distributors of
such vidéo programming to transmit such rating to permit parents to block the display of video

programming that they have suggested inappropriate for their children.””**> Further, it also imposes

33847 U.S.C. 223 (d) (2).

339 Scramble means to rearrange the content of the signal of the programming so that the programming cannot
be viewed or heard in an understandable manner.

34047 U.S.C. 641 (a).

3147 U.S.C. 641 (b).

3247 US.C. 531(e).

3347 U.S.C. 532(c) (2).

3447 U.8.C. 303(w) (1).

34547 U.S.C. 303(w) (2).
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Furthermore, the service provider is not responsible for “decrypting, or ensuring the government’s
ability to decrypt, any communication encrypted by a subscriber or customer, unless the encryption
was provided by the carrier and the carrier possesses the information necessary to decrypt the
communication’¢! however he will allow the law enforcement agencies to monitor any activity at
his premise*®? besides providing assistance in mobile services.>> CALEA also improves the
telecommunications carriers to fulfill maximum capacity building requirements,*** to ensure
Systems Security and Integrity®®> cooperation of equipment manufacturers and providers of

telecommunications support services,*®® technical requirements and standards,*®’

and enforcement
of courts orders in given time petiod.>®® If service provider is not assisting law enforcement
agencies then Attorney General will move an application before concerned court for permission
and after that service provider will provide relevant information and allow for surveillance,*® if
again refuses to i)rovide information, he will pay a fine of ten thousand dollars per day from the

day of order till he provides the information.3™ Cordless Telephone®”* and Radio-Based Data

Communications’? are also covered under this law.

Privacy is the fundamental right of every citizen, whether law enforcement agencies are allowed

to intercept communication? If allowed under what circumstance? U.S Electronic

Communications Privacy Act (ECPA) 1986°" deals with this issue. The service provider shall not

361 CALEA, S. 103 (b) (3).
32 CALEA, S. 103 (c).

363 CALEA, S. 103 (d).

364 CALEA, S. 104,

365 CALEA, S. 105.

366 CALEA, S. 106.

3T CALEA, S. 107.

368 CALEA, S. 108.

36918 U.S.C, 2252.

30 18 U.S.C, 2252 (c) (1).

3 CALEA, S. 202.

32 CALEA, S. 203.

3 This Act was amended vide “Electronic Communications Privacy Act Amendments Act of 2011,
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the consumer credit industry. Feeling the need of present era, the U.S government enacted this
law, which prohibits the internet gambling, that provides the “acceptance of any financial

instrument for unlawful Internet gambling.”436

Privacy Protection Act of 1980 authorizes the law enforcement agencies to search for materials if
“there is cause to believe that the person possessing such materials has committed or is committing
the criminal offense to which the materials relate”*’ and “there is reason to believe that the
immediate seizure of such materials is necessary to prevent the death of, or serious bodily injury

to a human being.”**® In mala fide intention investigator can be prosecuted and he will be liable to

pay damage**® and damages.*?

Encryption Protects the Rights of Individuals from Violation and Abuse in Cyberspace (E—
PRIVACY) Act allows the use of éncryption, development and manufacture, sale, distribution and
import of encryption products, regardless of the encryption algorithm selected, encryption key
“length chosen, existence of key recovery or. other plaintext access capability, or implementation

or medium used.”*4!

Spyware Control and Privacy Protection Act of 2000 protects the privacy of computer users, which
provides that “any computer software made available to the public (whether by sale or without
charge), that includes a capability to collect information about the user of such computer software,
the hardware on which such computer software is used, or the manner in which such computer

software is used, and to discloses information to any person other than the user of such computer

4631 U.S.C, 5363.

742 U.S.C, 2000 (a2) (1) (2) (1).
3842 U.S.C, 2000 (aa) (1) (a) (2).
49 42 U.S.C, 2000 (aa) (f) (a).

440 42 U.S.C, 2000 (aa) (6) (a).

“l E_PRIVACY; S. 101.
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packaging. For violation of this Act, victim can claim “statutory damages up-to $100,000 per

counterfeit mark per type of goods or services sold, offered for sale, or distributed.”*’2

According to “Ryan Haight Online Pharmacy Consumer Protection Act (RHOPCPA) of 2008”, it
is “illegal to deliver, distribute, or dispense any drug by means of the Internet” without a valid
prescription.*’ An online pharmacy will be responsible to display in a visible and clear manner on
474

its homepage a statement or declaration of compliance of this Ac including name, address,

phone number, email of Pharmacy; name, professional degree of the pharmacist-in-charge, and a
telephone number at which the pharmacist-in-charge can be contacted etc.*’® If someone violates
this section, then suit will be instituted against the owner for damages, restitution, compensation

or any equitable relief.4”

Foreign Intelligence Surveillance Act of 1978 (FISA) authorize U.S government to gather
electronic surveillance for intelligence purposes, with the consent of the President.*’” Employees
of intelligence agency can use such devices for testing purposes to test the electronic devices.*’®

Moreover, the Cyber Intelligence Sharing*”® and Protection Act (CISPA) of 2013 provides for

establishment of entities for the cyber security.

Digital Millennium Copyright Act (DMCA) -of 1998 was enacted to implement the World
Intellectual Property Organization (WIPO) Copyright Treaty and other treaties for the protection

of intellectual property rights. Copy rights are protected under section 1201 (b) of this Act;*%

412 ACCPA, S. 7.

43 Ryan Haight Online Pharmacy Consumer Protection Act (RHOPCPA) of 2008, S.2.

414 RHOPCPA, 5.311 (a).

415 RHOPCPA, 5.311 (c).

7621 US.C, 512 (c) (1).

41150 U.S.C, 1802.

478 50 U.S.C, 1805.

7 Cybersecurity Information Sharing Act of 2015 is presented in congress, but not passed yet.
%017 U.S.C, 1201 (b). - A :
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nonprofit library, archives, or educational institution are exempted from this Act, however they
cannot not use this exception for commercial purposes.*®! In case of infringement, civil court is

competent to provide remedy including grant of temporary and permanent injunctions, award of

damages (actual and statutory up-to $ 25,000), recovery of costs, profits**? and seizure of infringed

material.*®3 Court will ensure that “confidential, private, proprietary, or privileged information
contained in such records is not improperly disclosed or used.”*** Damages will be awarded up-to
$ 500,000 and imprisonment up-to five years (in case of first time violation), and $ 1,000,000 and
imprisonment up-to ten years (in case of second time violation).**> According to Trademark Act
of 1946 penalty has been increased up-to $ 2,000,000.436 If infringer repeats offence within 3years,
then the court will award triple the amount that otherwise awarded. Moreover, under this law, the
service provider is not liable for any kind of action,**” however, he is bound to provide information
to the author or his agent.*®® Faculty and students are not responsible while they are acting
prudently for research purposes.*® If for maintenance or repair of machine or computer a copy of
software or program is made, then this is not infringement.*”® In case, a counterfeit mark is
involved, the court will award “three times such profits or damages, whichever amount is greater,

together with a reasonable attorney’s fee.”*!

48117 U.S.C, 1201 (d).
4217 U.S.C, 1203 (a).
48317 U.S.C, 503 (a) (1) (C).
48417 U.S.C, 503 (a) (2)
48517 U.S.C, 1204.
86 15 U.S.C, 1117 35(c).; Prioritizing Resources and Organization for Intellectual Property Act of 2008.
#717U.8.C, 512.
“817U.8.C, 512 (h).
% 17U.S.C, 512 (e).

© ¥ 17USC, 117.
“115U.8.C. 1117(b).
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Fair and Accurate Credit Transactions Act (FACTA) of 2003, protects the identity and pﬁvacy of
card holder and prohibits that “no person that accepts credit cards or debit cards for the transaction
of business shall print more than the last 5 digits of the card number or the expiration date upon
any receipt provided to the cardhoider at the point of the sale or transaction.”*2 In c;clse of theft or

fraud business entity is responsible to provide information without any charge.*?

Under the E-Government Act of 2002, U.S government amended U.S.C and inserted chapter 36
in title 44 for the “management and promotion of electronic government services”. There are many
objectives of this Act, among them are the “compatibility of executive agency methods for use and

acceptance of electronic signatures”; “federal internet portal™ “federal courts websites”;

“regulatory agencies’ to improve performance in the development and issuance of agency

regulations by using information technology to increase access, accountability, and transparency;
accessibility, usability, and preservation of government information”; to “ensure sufficient
protections for the privacy of personal information as agencies implement citizen-centered
electronic Government”; ‘“enhancing crisis management through advanced information

technology”’; “disparities in access to the internet; common protocols for geographic information

b

systems”;*** and to provide a comprehensive framework for ensuring the effectiveness of

information security controls over information resources.**
National Institute of Standards and Technology (NIST) is responsible to develop, prescribe,

enforce, and oversee the Standards and guidelines for national security systems.*%

2 15 U.S.C. 1681(g) (1).
493 15 U.S.C. 1681(e) (4).
49444 U.8.C. 3501.
49544 U.S.C. 3541.

4% 40 U.S.C, 11331.
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Anybody who is “engaged in the business of betting or wagering knowingly uses a wire
communication facility for the transmission of bets or wagers or information assisting in the

placing of bets or wagers on any sporting event or contest, or for the transmission of a wire

.communication which entitles the recipient to receive money or credit as a result of bets or wagers,

or for information assisting in the placing of bets or wagers, shall be fined or imprisoned not more

than two years, or both.”*7

According to “Family Entertainment and Copyright Act of 2005” any person who uses or attempts:
to use any motion picture shall be fined and imprisoned not more than three years and if he commits
second time than he shall be imprisoned not more than six years, and court is competent to order

to destroy or forfeit the unauthorized copies.**®

Anybody who willfully infringes a copyright, if the infringement is committed for the purposes of
commercial advantage or private financial gain,* he will be punished under S. 2319 of title 18
and his liability will be fine and imprisonment up-to six years. Nonetheless infringement for

skipping audio and video content in motion pictures is exempted.>%

Children are the assets of coming generations, without their protection no one can protect the
people from evils of the society. Keeping in view the importance of children the U.S government
has enacted many laws to protect the children from sex related activities which are being carried

by conventional means or by the use of the internet.

4718 U.S.C, 1084 (a).
48 18 U.S.C, 2319 B.
49917 U.S.C, 506 (a).
017 US.C, 110.
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Protection of Children from Sexual®®' Predators Act (PCSPA) of 1998 provides that “whoever,
using the mail (or any facility) knowingly initiates the transmission of the name, address,
telephone number, social security number, or electronic mail address of another individual,
knowing that such other individual has not attained the age of 16 years, with the intent to entice,
encourage, offer, or solicit any person to engage in any sexual activity for which any person can
be charged with a criminal offense, (or atterhpts to do so), shall be fined, or imprisoned not more
than 5 years, or both”,*? and whoever knowingly use this facility to “persuade, induce, entice, or

coerce any individual who has not attained the age of 18 years, to engage in prostitution (or any

sexual activity for which any person can be charged with a criminal offense, or attempts to do so),

shall be fined, or imprisoned not more than 15 years, or both.”%

Anybody who is involved in transportation of minors for illegal sexual activity (and related crimes)

304 The maximum term of

shall be fined or imprisoned not more than 15 years, or both.
imprisonmént for a “prior sex offense conviction shall be twice the term of imprisonment
otherwise provided by law.”% If the sexual contact that “violates this section is with an individual
who has not attained the age of 12 years, the maximum term of imprisonment that may be imposed
for the offense shall be twice that otherwise provided in this section"’;so6 and anybody using the
mail (or any facility) or knowingly “transfers obscene matter to another individual who has not

attained the age of 16 years, (or attempts to do so), shall be fined, or imprisoned not more than 10

years, or both.”"7

0118 U.S.C, 2427.

502 18 U.S.C, 2425 (a).
50318 U.S.C, 2422 (b).
504 18 U.S.C, 2423 (a).
505 18 U.S.C, 2426 (a)
506 18 U.S.C, 2444 (c).
507 18 U.S.C, 1470 (a).
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Penalties increase in case of use of a “computer in the sexual abuse or exploitation of a child;>*®

knowing misrepresentation in the sexual abuse or exploitation of a child”,>® and for pattern of
activity of sexual exploitation of children.’!® Moreover, criminal®!! and civil®' law provisions of

forfeiture will also apply to these offences.

If it comes to the knowledge of electronic communication service provider that some law is being
violated, he shall report such circumstances to law enforcement agency (agencies),’'* and if he
willfully fails to make a report, he will be fined in the “case of an initial failure to make a report,
“not more than $50,0007; and in the case of any “second or subsequent failure to make a report, not

more than $100,000”.3!* Service provider, if he acted in good faith, will not be liable for any civil

liability.>!?

Controlling the Assault of Non-Solicited Pornography and Marketing Act (CAN-SPAM ACT) of
2003 provides that “no person may initiate the transmission, to a protected compﬁter, of any
commercial electronic mail message that includes sexually oriented material.”*'6 It is unlawful for
aperson to “promote, or allow the promotion of, that person’s trade or business, or goods, products,
property, or services sold, offered for sale, leased or offered for lease, or otherwise made a;vailable
through that trade or business, in a commercial electronic mail message the transmission of which

is in violation of law.”?’

508 PCSPA, 5.503.

59 PCSPA, 5.504.

510 PCSPA, 5.505.

5It PCSPA, 5.602.

512 pCSPA, 5.603.

$13 PCSPA, 5.227 (b) (1).
514 PCSPA, 5.227 (b) (3).
SIS PCSPA, 5.227 (c)

516 15 U.S.C, 7704 (d) (1).
$1715 U.S.C, 7705 (a).
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Adam Walsh Child Protection & Safety Act of 2006 provides that if anybody uses “the Internet to
distribute a date rape drug to any person, knowing or with reasonable cause to believe that, the
drug would be used in the commission of criminal sexual conduct; or the person is not an
authorized purchaser; shall be fined or imprisoned not more than 20 years, or both”;>!® “penalties

for coercion and enticement by sex offenders shall not be less than 10 years or for life”;*"

“penalties for conduct relating to child prostitution shall be10 years or for life”;32° “penalties for
sexual abuse is imprisoned for any term of years or for life”;*?'and “penalties for sexual offenses

against children is imprisoned for not less than 30 years or for life.”**2A person who, in the course

of an offense “murders an individual, will be punished by death or imprisoned for any term of

years or for life.”?

In any criminal proceedings, “any property or material that constitutes child pornography, shall

9524

remain in the care, custody, and control of either the Government or the court, and court can

deny, “any requesf by the defendant to copy, photograph, duplicate, or otherwise reproduce any
property or material that cpnstitutes child pornography, so long as the Government makes the
property or material reasonably available to the defendant.”*?* Any person who “engages in a child
expioitation eﬁterprise shall be fined and imprisoned for any term of years not ies_s than 20 or for

life”,32% and anybody who “embeds words or digital images into the source code of a website with

the intent to deceive a person into viewing material constituting obscenity shall be fined and

51821 U.S.C, 841 (g) (1).

519 18 U.S.C, 2422 (b).

520 18 U.S.C, 2423 (a).

52118 U.S.C, 2242.

522 18 U.S.C, 2241 (c).

S8 18 U.S.C, 2245.

52418 U.S.C, 3509 (m) (1).

525 18 U.S.C, 3509 (m) (2) (A). , g
526 18 U.S.C, 2252A (g). :
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imprisoned for not more than 10 years”;*?” and anyone who acts to “deceive a minor into viewing

]

material harmful to minors on the Internet shall be fined and imprisoned for not more than 20

years.”>?

Child Protection Act of 2012 provides that “any visual depiction involved in the offense involved
a prepubescent minor or a minor who have not attained 12 years of age, such person shall be fined
and imprisoned for not more than 20 years.”” In case a “minor is witness or victim, the court will
issue a protective order prohibiting harassment or intimidation of the minor victim or witness if
the court finds evidence that the conduct at issue is reasonably likely to adversely affect the

willingness of the minor witness or victim to testify or otherwise participate in criminal case or

investigation.”>%°

In Gramm-Leachy-Bliley Act, 1999, the Congress have provided guidelines for the protection of
pﬁvacy and private information of individual as well as the customers which provides that every
agency shail “establish appropriate standards for the financial institutions relating to
| adfninistrative, technical, and physical safeguards, to insure the security and confidentiality of
customer records and information; to protect against any anticipated threats or hazards to the
security or integrity of such records;- and. to protect against unauthorized access to or use of such
records or information which could result in substantial harm or inconvenience to any customer’*>*!

and a financial institution will not provide this information to any third person except with prior

notice to customer.’*? It is unlawful for any person to obtain any information of financial

527 18 U.S.C, 2252C (a).
528 18 U.S.C, 2252C (b).
529 18 U.S.C, 2252 (b) (2).
530 18 U.S.C, 1514 (C) (2).
53115 U.S.C, 6801 (b).
53215 U.S.C, 6802.
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institutions, however the law enforcement agencies are authorized to do so.** Whoever violates
section 521(15 U.S.C, 6821) of this Act (Gramm-Leachy-Bliley Act) shall be “fined or imprisoned

for not more than 5 years, or both.”>

Any automated teller machine operator who imposes a fee on any consumer for providing host
transfer services to such consumer, to provide notice to the consumer that the fee is imposed,
without such notice the operator cannot claim the fee.>* Furtherm_ore, “a notice to the consumer
that a fee may be imposeci by an automated teller machine operator, if the consumer initiates a
transfer from an automated teller machine that is not operated by the person issuing the card or
other means of access; and any n_ational, regional, or local network . utilized to effect the

transaction”, 3¢ and if this notice is damaged then the operator will not be responsible.**’

Undertaking Sparﬁ, Spyware, and Fraud Enforcement with Enforcers beyond Borders Act of 2006
(U.S. SAFE WEB Act of 2006) provides that “upon a written request from a foreign law
enforcement, if the requesting agency states that it is investigating, or engaging in enforcement
proceedings against, possible violations of laws prohibiting fraudulent or deceptive commercial
practices, or other practices substantially similar to prgctices prohibited by any provision of the
- laws.”3 This Act further provides that U.S government can conclude an international agreement

with other countries.>*°

53315 U.S.C, 6821. .

51415 U.S.C, 6823.

53515 U.S.C, 1693 (b) (d) (3).
$36 15 U.S.C, 1693 (c) () (10).
715 U.S.C, 1693 (h) (d).
815 U.S.C, 46 (j) (1).

9 15 U.S.C, 46 (j) (4).
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Trade secrets®® are valuable assets of any company or corporation, which they always keep -
confidential and in safe custody whereas other competitors try to steal those secrets to compete
with other company or corporation. The U.S enacted the “Economic Espionage Act (EEA) of

1996 to protect the valuable secrets of the companies. EEA provides that anybody;

intending or knowingly steals, or without authorization appropriates, takes carries away,
or conceals, or by fraud, artifice, or deception obtains a trade secret; without authorization
copies, duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys,
photocopies,-replicates, transmits, delivers, sends, mails, communicates, or conveys a trz;de
secret; receives, buys, or possesses a trade secret, knowing the same t(; have been stolen or
appropriated, obtained; or converted withbut authorization; attempts to commit any

offense; or conspires with one or more other persons to commit any offense shall be fined

not more than $§ 500,000 or imprisonment not more than 15 years, or both.>*!

Any person with intent to “convert a trade secret into economic benefit of anyone other thanl the
owner, tHat the offense will injure any owner of that trade secret, will be fined or imprisoned not
more than 10 years, or both,”** and if any organization is involved to commit above mentioned
offense that will be “fined not more than $ 5,000,000.>* Government entity is exempted from

above mentioned punishments.”*

540 ‘Trade Secret’ means “all forms and types of financial, business, scientific, technical, economic, or
engineering information, including patterns plans, compilations, processes, procedures, programs, or codes, whether
tangible or intangible, and whether or how stored, compiled, or memorialized physically, electronically, graphically,
photographically, or in writing if the owner thereof has taken reasonable measures to keep such information secret;
and the information derives independent economic value, actual or potential, from not being generally known to, and
not being readily ascertainable through proper means by the public”. 18 U.S.C, 1839 (3).

%118 U.S.C, 1831.

42 18 U.S.C, 1832 (a).

54318 U.S.C, 1832 (b).

34418 U.S.C, 1833.
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The court imposing sentence on a person for violation of 18 U.S.C., section 1831 and 1832, shall
order in addition to any other sentence imposed, the forfeiture of his property.>*> Court is also

bound to preserve the confidentially of these secrets in prosecution or proceeding.**® In addition

to criminal proceeding, the civil remedy can be availed as well.>*’

There are many crimes prevailing in our society, but the- trend of cyber crime is new and
complicated, the complexity is added due to great revolution of technology. If we pinpoint the

issues we will find that PPC is only applicable to conventional crimes, not the cyber crimes. ETO

9

is only meant for violation of privacy of information’*® and damage to information system,’* and

does not cover many prevailing crimes, which U.S legislation covers. Even punishment prescribed

in ETO is less severe as compared to U.S. laws and are not according to severe nature of these .

crimes. Advance fee fraud, email frauds, cyber terrorism, electronic fraud, electronic forgery, bank
fraud, data diddling, misuse of electronic system, cyber-extortion, unauthoﬁzed access to code,
online child pornography, illegal sale of articles, cyber defamation, misuse .of ‘encryption, cyber
stalking, unauthorized interception, spoofing, spamming, digital privacy, fake websites, fake social
media accounts, internet time theft, identity theft, online gambling, salami attacks, stock roBot
manipulation, Trojans & key-loggers, virus/worm attacks, web defacement, web-jacking, use of
encryption by terrorist and economic espionage are not covere;i under the Pakistani legislation..

There are many laws related to Intellectual Property Rights, but they are not keéping pace with the

digital privacy. Therefore, IPRs laws need to be amended according to digital requirements.

54518 U.S.C, 1834.
54618 U.S.C, 1835.
%7118 U.S.C, 1836.
S8 ETO, 5.36.
9 ETO, 5.37.
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Pakistani procedural law and law of evidence also need to be amended according to demands of

present era.

3.10 Findings and Conclusion

In Pakistan, the legal regime of cyber crimes is not keeping pace with the modern international
standards, Pakistan is far behind in digital legislation. Therefore, it is the need of present era to
enactment new laws to cope with new trends of techhology as per U.S and International standards.
Pakistan is still relying upon the centuries old legiélation to tackle digital crimes. Owing to non-
availability o_f patticular legislation the criminals are not prosecuted, if brought before the courts

of law then they are acquitted in the absence of legislation and admissibility of digital evidence.

In Pakistan, legislation is required in all areas, including criminalization, procedural powers,
jurisdiction, and international cooperation and internet service provider responsibility and liability

(though Pakistan has legislation on ISPs but that is not sufficient).
Pakistan should also adopt the following measures to tackle this situation;

a

Improved computer security is of great importance for the current regime to tackle digital

related problems; |

b- Admuinistrative changes to the criminal defense system that looks more uniﬁec‘i- laws being
enacted against cyber criminals;

c- Many cyber crimes are heinous offences which must be punished, with death sentence or

life imprisonment along with compensatory damages, according to the nature of offence;

d- Where possible, the transferred money should be recovered and forfeitured.

112




. e e T e e

. ———— " ——————- —

o

Chapter 4:

Conclusion and Recommendations

Conclusion

There are rﬁany crimes prevailing in our society, but the trend of cyber crime is new and
complicated, the complexity is added due to great revolution of technology. If we pinpoint the
issues we will find that existing legislation is only applicabie to conventional crimes. ETO is only
meant for violation of privacy of information and damage to information system, and does not
cover many prevailing crimes, which U.S legislation covers. Even punishment prescribed in ETO
is less severe as compared to U.S. laws and are not according to severe nature of these c'rimes.
Cyber crimes are not covered under the Pakistani legislation. Therefore, there is a dire néed to

legislate on cyber crimes to protect the innocent victims.

Pakistani procedural law and law of evidence also need to be amended according to demands of

present era.

Recommendations

1. Cyber privacy should be incorporated in Constitution as a fundamental right, law

enforcement agencies should be stopped from interfering the private data of people, and
should -not be allowed to intercept without the permission of competent court.

2. Internet Service Providers will not be responsible for any offence which is committed by
using their service, however they will provide information to the investigation agency after

due process of law, and will be fined for violation of court order.
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In case, wire, oral or electronic communication is intercepted, disclosed, or intentionally

used in violation of law; victim should be allowed to ask for damages along with other

legal remedies.

Corporate Espionage Act should be introduced to protect the corporate secret

Special courts for cybercrimes should be established at district level. Judge should be

aware of cyber forensics, electronic transactions, and data protection. Judge should

consider the following factors for awarding the punishment or damages according to nature

o

of each case

the possible and actual loss resplting from the offense;

the level of planning involved in the offense;

purposes offense, whether the offense was committed for commercial advantage or
private financial benefit, or for terrorist purpose;

intention for committing the offence;

extent of privacy rights disturbed by the criminal;

whether computer used in crime is owned by the government or corporation or any

-individual, _

whether it is creating a threat to public safety, or injury to any person; and the

serious nature of the offenses;
the misuse of digitized or electronic personally identifiable information, including

identity theft

the sale of fraudulently obtained or stolen personally identifiable information to an

individual who is engaged in terrorist activity or aiding other individuals engaged

in terrorist activity or finance terrorist activity or other criminal activities
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10.

11.

j. the extent to which, the number of victims are involved in the offense, including
harm to reputation, inconvenience, and other difficulties resulting from the offense,
k. the number of means of identification, identification documents, or false
identification documents; and
1. other related matter to the commission of offense.
New tools for enforcing gambling laws on the Internet are necessary and to enact law to
prohibit wire transfers to Internet gambling sites or the banks which represent such sites.
Online consumer protection legislation should bé introduced to protect the online consumer
and online business industry. Goods are not provided as per standard or not delivered,

consumer protection is also mandatory.

Kid dot domain should be introduced to protect the children from viewing the immoral

contents.

Qunan e Shahadat Order (law of evidence) should be amended to bring with the conformity
of present era needs, and one chapter should Be added for cyber evidence, including
collection, seizure, preservation, and production into the court.

The telecommunication is directly involved for providing services to the internet user, data
is transmission is very fast. There is a dire need to get the information as early as pbssible
for the investigation purposes. If the telecommunicétion industry is not providing latest
data and detail of it. It will make very difficult for law enforcement agencies to investigate
crimes. If ample legislation is provided to keep and protect the relevant data. Then it will
bring many opportunities for law enforcement agencies for collection of sufficient

evidence.

Proper legislation should be introduced for online distribution of hate material.
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12. Code of Criminal Procedure, 1898, is not keeping pace with ICT. Therefore special
procedure should be introduced for speedy procedure for speedy criminal trial; following
things should be observed for special procedure:

~a. expedited preservation of stored computer;

b. data/expedited preservation and partial disclosure of traffic data (Data Retention
scheme);

¢. Production orders;

d. search and seizure of stored computer data;

e. real-time collection of traffic daté;

f. interception of content data; and

g. Jurisdiction condition should be abolished and authority should be given to every
agency to catch the criminalf |

13. Pakistan Penal Code, 1860, is not sufficient to deal with digital crimes, new special
legislation should be introduce for advance fee fraud, email frauds, cyber terrorism,
electronic fraud, electronic forgery, bank fraud, data diddling, misuse of electronic system,
cyber-extortion, unauthorized access to code, online child pornography, illegal sale of
articles, cyber defamation, misuse of encryption, cyber stalking, unauthorized interception,
spoofing, spamming, digital privacy, fake websites, fake social media accounts, internet
time theft, identity theft, online gambling, salami attacks, stock robot manipulation,
Trojans & key-loggers, virus/worm attacks, web defacement, web-jacking, use of
encryption by terrorist and economic espionage.

14. Electronic Transactions Ordinance, 2002, does not provide ample punishments, these

punishments should be enhanced.
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15. To equip the judges, lawyers and law students; new courses of forensic science should be
introduced at University Level and awareness program should be introduced at every
possible level.

16. Law enforcerﬂent agen;:ies are not well equipped with latest techniques, capacity building
course should be introduced.

17. Tllegal purchase and sale of goods on the internet shall also be prohibited.

18. A National Security Council for Prevention of Cyber Crimes (NSCPCC) should be
established;

a. To access, receive and analyze information, and inVolve private sector entities fof
gathering of information and data;

b. To ensure, the timely and efficient access by the Government to all infonﬁation
necessary to discharge the responsibilities;

c. To develop a comprehensive national plan for securing the key resources of the
Pakistan, related to ICT éystems;

d. to serve as the national focal point for work on law enforcement technology;

e. to carry out programs that, through the provision of equipment, training, and
technical assistance, improve the safety and effectiveness of law enforcement
technology;

f. To carry out research, development, testing, evaluation, and cost-benefit analyses
in fields that would improve the safety, effectiveness, and efficiency of law
enforcement technologies used by the law enforcement agencies, including, the;

i. monitoring systems and alarm systems capable of providing precise

location information
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wire and wireless interoperable communication technologies
tools and techniques that facilitate investigative and forensic work,

including computer forensics;

equipment for particular use in counterterrorism, including devices and
technologies to disable terrorist devices;

guides to assist law enforcement agencies for related matters to tools and

techniques that facilitate investigations of computer crime

To administer a program of research, development, testing, and demonstration to

improve the interoperability of voice and data public safety communications;

To develop, and disseminate to enforcement agencies, technical assistance and

training materials for law enforcement personnel, including prosecutors, judges and

law students;

To administer a program of acquisition, research, development, and dissemination

of advanced investigative analysis and forensic tools to assist, law enforcement

agencies in combating cyber crime;

To support research fellowships for its mission; and

To serve as a clearinghouse for information on law enforcement technologies.
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