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Abstract

In adhoc network nodes are mobile having no infra structwe and distributed in nature this why it

is susceptible to many security threats and attacks. All nodes participate for the transmission of

data within the network and responsible for designing network topology where suspicious and

malicious activities can be detected by different techniques like Intrusion Detection System that

is dynamic in nature. Effrcient resource consumption is compromise if network securiry is

enhanced that is why security must be achieved for getting reliable and accwate data

As in clustering environment, communication carried out through cluster heads, we are having

two Secondary cluster Heads (SCH) and one primary cluster head (PCH). SCHs communicate

via PCH and if one of the Secondary Cluster head compromised, the entire network affected.

Malfunctioning of cluster head detected and indentified so that it disowned and all network can

work smoothly and securely. To handle this issue we propose "Malicious Cluster Head Detection

Mechanism in wireless ad-hoc and sensor Network" that provide security by minimum

utilization of the resources after detection and identification the malicious Cluster Head.

Proposed mechanism based on two types of threshotd, for detection and identification of

malicious cluster head that is dropping packets because of blackhole aftack. We used watchdog

technique for initial monitoring than an agent is launch for detection and identification of the

packets dropping reason. Proposed mechanism specially designed for secure UDP traffic

transmission and fake report detection done by any of the malicious SCH to PCH. On the bases

ofthresholds, malicious SCH detected and disowned fiom the network.

Vi
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Chapter I

INTRODUCTION

MANET is a network without any infrastructure [1]. Reduction in the prices of, laptops, cellular

phones, PDAs, mobile devices, became a main cause to develop the interest in wireless networks

in past decade where Pervasive & ubiquitous catering had considered a most recent development

in wireless network to both nomadic and fixed users. On industrial and individual level, different

standards regarding wireless used to fulfill the requirements where Wireless Local Area Network

is the most common. It uses a single backbone to connect many mobile nodes in one network

with short coverage are deployed by cafeterias, educational and business organizations- There

was also a need to meet the requirements of other scenarios like communication of soldiers in

battlefield, where messages carried out by using physical constraint of the medium whiteout

deploying fixed wireless access point that is risky one. It is not convenient regarding enemy

access that became one of the main reasons to promote research in the field of Mobile Adhoc

Networks (MANET), without dominant infia structure for communication. MANET formed by

the combination of mobile hosts without having any centralized support service like

administrator, provides the availability to all hosts to connect it in WLAN environment [2]

1.1 Taxonomy of Wireless Networks

Set of nodes connected in wireless network either directly or through some access point as base

station to communicate with other mobile nodes. Taxonomy of Wireless Networks is as under:

1.1.1 Wireless LANs & PANs

Different devices like palmtop, laptop, PDA, PC, in wireless local area network act as mobile

nodes to communicate each other via base station or any access point shown is Figure-1.

Generally, WLAN mostly deployed in offices, universities, schools, and cafeteria in different

forms.

According to IEEE 802.11 standard, WLAN having

(a) Transmission range (1 Mbps to 45 Mbps)

(b) Frequency bands (2.4 GHz to 5 GHz)

(431/FBASA4SCS/S08)
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(c) Bandwidth (Upto 54 Mbps) according to new standard IEEE 802.1lg

Workstation worKslatlon

Figure-l: Wireless LAN [21

WPAN is a network of Personal devices like digital camera" PDAs, laptops etc having

(a) No fix infra structure

(b) Short range

(c) WPAN follows IEEE 802.15.1 standard for Bluetooth devices

1.1.2 Wireless WANs and MANs

Wireless intemet is an emerging technotogy having no backbone to connect to the intemet by

using mobile nodes. By covering large area, network divided into cells having several mobile

terminals (MT) with fixed base station used for communication by foltowing cellular architecture

shown below:

In the structural design of cellular networks, first, second and third generation systems are used

that follow handoff procedure for communication between two cells via base station' Second

generation (2G) having TDMA, GSM, PDC, and GSM having old technology CDPD overlay on

AMPS t4] are mostly being used as second and third generation cellular network support

data,/voice transmission fully with increased transmission speed'

(431/TBASA4SCS/S08)
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Figure-2 wireless Internet [21

If large part of city and number of kilo-meters are covered for communication then it is called

wireless Metropolitan Area Network (WMAN) that rely on OSI model following IEEE 802.16

standard that often being used for multimedia applications inctuding telephony and digital video

and real time data as well.

WWAN covers large area network than WLAN with additional supporting features like radio

signals over analog, microwaves and electromagnetic waves, digital celtular or PCS networks are

also part of WWAN.

Mobile Adhoc Network in one of the types of wireless networks that need no infra structure and

base station an can be easily deployed in the environment where setting wired network is

impossible. Every node in the MANET act as a router that form a router complex and can

communicate by forwarding packets without any particular base station as shown on the figure-3

Mobile Node

Asima Ismail

Figure-3: Adhoc Network [2]

(43 r/FBASA4SCS/S08)
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1.2 Application of MANET

In the environment where we can not rely on central nodes we prefer to deploy Adhoc Network

that is decentralized and dynamic in nature and required less configuration in the case of any

emergency like war. As compared to the wired network its adoptive nature of communication

protocol, dynamic topology and less time consumption make it preferable in critical

environment. There are many applications where Adhoc Networks deployed while we consider

some ofthe scenarios given below:

1.2.1 Rescue Operations & Battlefield

In the case of fire fighting we have to deploy node quickly so in that case MANET are

preferable as in battlefield hand-held devices used so that soldier's troops may

communicate with each other confidentially.

1.2.2 Vehicle mounted Devices

Movement of soldiers and vehicles judged by using Adhoc networks that mounted with

vehicles to recharge the mobile device by using power source.

1.2.3 Event coverage

In such scenarios, multimedia traffic exchanged between different nodes that can be PCs,

laptop, palmtop, PDAs etc as for example in press conference all reporters share date

among themselves graduallY.

1.2.4 Class rooms

For sharing data among all studenrs within the classrooms, Adhoc Network made.

Adhoc network divided into three types on the bases of its main applications, which are:

Mobile Adhoc Networks

Wireless Mesh Networks

Wireless Sensor Networks

1.3 Silent features of MANET

Following are silent features of MANET:

(a) Network component are not dedicated

(b) Operation are energy-constrained

(c) Limited bandwidth

(d) Physical security is timited

(a)

(b)

(c)

(431,TBASA4SCS/S08)
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Malicious Cluster Head Detection Mechanism in Wireless Ad-hoc and Sensor Network

1.4 Advantage of MAI{ET

Because ease of deployment, cost effrciency, convenience, mobility, scalability MANET has

many advantages, [3] like Scalability: Random joining and leaving of node have no effect on

network. In a wired network, if we want to add more nodes we need more equipment but not

required in Adhoc case. Deployment: MANET is a nefwork without having any infrastructue

and required fewer configurations so it deployed in any environment easily. Mobility: Nodes in

MANET can access intemet from an).where not only from the working place but also from any

other place as its node are mobile like btuetooth, infra red that are wireless node and can provide

intemet connection any where any time. Cost: There is no need of cable to make a network so its

cost is much less than other wired./ wireless networks. Convenience: Because of mobility

MANET, users can access all the resources within their offtce or home equally' Productivity:

Continuous connection fiom a particular nefwork maintained from one to anothu place, as it is

more productive than any other network because employees can be available to their company all

time.

1.5 Disadvantage of MANET

MANET advantages mentioned above now we looked at prone & cons of MANET that make it

un- feasible to deploy [3]. Reliability where mobile devices communicate each other in the form

of signals that is subject to the interruption especially by microwaves that badly affect the

performance, reliability and scalability of the MANET so that it is not preferable il small area

networks. Bandwidth is one of the constraints of the MANET because of its low capacity links

that facilitates mobile uses to interact with the wireless network easily. Range where MANET

users crul access it within a fixed range because of that it is used for small networks and not

supportable for large infrastructure. Radio emission in wireless technology rely on the radio

frequencies for the transmission of data or messages via bluetooth, infra red or any other

technology, emission of such signal through the interface may cause bad effects on human

health. Security regarding MANET use open medium for communication and having no fixed

infia structure so strong encry?tion techniques demanded to meet the security aspect that is a

challenging task for research.

(431/FBAs/MSCS/S08)
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Figure-4 Hierarchy of Networks

1.6 Motivation:

Adhoc network is wireless networks that need mobile nodes acting as a router. They have no

infra structure for data transmission that considered as an attractive feature but if we consider

security aspects in MANET, it is still an issue even though many mechanisms [ike:

Proactive as for example encryption and firewall

Detective like Intrusion, data correlation

Reactive like, recovery, block IP address & terminate connections etc.

regarding security are proposed but on attack handling there is still a gap for further research.

Just like that in sensor networks where each node is battery depended, there must be a way that

can deal proper and secure delivery of data. Achieving security and delivering data efficiently is

the main task in sensor networks. Data transmission is carried out by mutual communication of

all nodes so misbehave ofa single node can damage the whole performance ofthe network so it

must be detected to carry on secures communication. In the environment where sensors deployed

properly and base station is not receiving measured information than we can say Sensor

deployment is not fruitful that is obviously because of some misbehavior that must be diagnosed.

(431,EBASz\aSCS/S08)
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1.7 Problem Domain

Wireless Sensor Network is an up-and-coming technology. lnadequate amount of energy,

processing capability and storage capacity considered some of the restrictions of the WSN.

Because of these restrictions traditionally securiry mechanism of the ad-hoc network are not

adequate for the WSN. Self-protecting approaches in WSN are static like firewall and encryption

while in the case of dynamic these called first lines of defense as it facilitates only extemal

threats. While we need security mechanisms, related to both internal and external threats to make

our system reliable and eflicient because compromised cluster head not only affect the whole

cluster but also degrade the network performance.

Security is an important aspect in wireless networks as it is r.ulnerable to many attacks. Because

of distributed environment and open medi4 attacks cal easily affect the network. Suspicious and

malicious activities detected by the Intrusion Detection System that is dynamic in nature.

Effrcient resource consumption is compromise if network security is enhanced as the strong

security and efficient resource utilization of sensor nodes have inverse relation cleared from my

given literature to handle this issue we proposed "Malicious Cluster Head Detection Mechanism

in Wireless ad-hoc and Sensor Networks" that provide reliable data transfer.

1.8 Thesis Contribution:

Misbehaving activity can results in packet drop that may be cause of any attack or link error.

There are many network layer attacks like selective forwarding, sinkhole, hellow flood attack

while black hole attack is considered in this research work, in cluster based environment, on

cluster head.

Proposed mechanism makes the communication smooth and reliable by the detection and

identification of malicious cluster head that drop packets because of black hole attack. After

detection of malicious cluster head, it dis-owned from the network and new CH selected. It also

provides reliable traffrc within the network by detecting fake reporting of malicious CH in case

of UDP traffic.

(43rlIBAS/MSCS/S08)
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1.9 ThesisOrganization

In chapter-2 we have a look on the basics of thesis topic, chapter-3 describe the background

related to the malicious node / cluster head detection, Chapter-4 narrated literature suwey related

to problem domain. Chapter-5 elaborates the identified problem domain after that Chapter-6

explains the proposed solution regarding to sort out my problem. chapter-7 gives us informarion

about implementation and simulation related to problem domain. chapter-8 has conclusion &

Future work

(43 l /FBASMSCS/S08)
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Chapter 2

PRE,LIMINARIES
Everything had some background if we came to know that we can easily find out its prone &

cons. MANET is an emerging technology where security aspects considered because of its

distributed nature. Many issues lies in mobile adhoc networks but security and reliable

transmission of data can not be neglected in any case. In this chapter, different type of attacks &

threats related to security with their handling ways discussed. Attack in MANET are also

considered to make background ofproblem domain and problem statement focused in thesis

2.1 Security threats in wireless networks

There are a lot of the possible aspects that can make changes in the wireless network

performance either weather, noise, media cause or malicious node or any mal-functioning

activity that effect the network and deceitful for its bandwidth as well. For effecting network

performance intruder can break the link most frequently after switching from one link /channel to

another link / channel as in automatic fault management (AFM) case attacker produce as many

fault alarms as the actual attack can be neglected that is stiffto be find out in research area [5].

Different supposition and solution are present as in TCP case it can be declared that packets

dropping can be because of congestion while on MAC layer contention is considered the cause

ofthe same problem both having terrible effect on the transmission rate as channel conditions are

going to suffer here [6]. There can be many other security threats related to reliability, packet

dropping, delays etc.

Many problems may exist in wireless environment like:

o In wireless network harms like packet loss, occur because of congestion (rarely),

handoffs (results in slow start or timer out problems), bit errors and reordering in some

type of wireless nets.

o Packet loss simulated in TCP either for the reason of congestion having poor interaction

with the network, trigger by the loss of wireless packets ard reordering.

(431/FBASA,{SCS/S08)
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o Duration of noise and poor signal strenglh are also causes ofpacket loss in TCP Window

handled if we slow down the increase of congestion window or add some congestion

control.

o Even though in low bandwidth delay rate is high like RTT, quite long as in busty loss,

that is why cumulative Acknowledgement Scheme is not so fair.

Many problems exist within Mobile Adhoc Network as packets forwarded by the collaboration

ofall nodes that act as a router. In this section, we briefly have a look on these issues:

2.1.1 DistributedNetwork:

Like Peer-to-peer network, MANET distributed without any fixed infrastructure, as

there is no central device to manage all clients.

2.1.2 Security

Security is main issue in the MANET as all nodes are mobile and corporate each other

for communication so confidentiality, authentication and integrity is hard-core to achieve

in such scenario. That is an important aspect of research now a day'

2.1.3 AddressingScheme:

In centralized system mobile IP handled by any central authority or a base station but in

MANET addressing scheme that avoid any duplicate address is handled by dynamics

nature of network toPologY.

2.1.4 DynamicTopologr:

Becauseofdistributednatureandlackoffixedinfrastructurethetopologyusedin

MANET is not continuous and change time by time by using adoptive routing protocol

that support the self organization factor ofthe mobile nodes'

2.1.5 Network Size:

Sever upper bound is applied on the network size by the protocol that is being used in

MANET although it is the striking nature of the MANET as it is being used on

commercial level for delivering data in meeting, class rooms etc'

2.1.6 Power Awareness: Mostly, MANET deployed in an unfriendly environment'

Functionality of mobile nodes relies on the power consumption or battery timings so the

protocol that used must have power awareness'

(431/TBASA4SCS/So8)
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2.2 Network security

A platform where the entire users interact and communicate to share information & data, a

network shaped that have some protected resources that must be secure and demand of network

security. Valued accessible network resoruces and protect the network from the unfair and

unauthorized access by monitoring the efficiency and performance of the network and its effects

on entire communication. One question that always comes in our mind, the impact of

confidentiality, integrity, authentication, privacy and availability of resources, results in the

wastage of the reliable and expensive resources by getting access by the illegal user or attacker

where there is no concept of security measures in network. That is why genuine users can not get

access to the required resources and result in fail of communication that why security policies

and protection mechanism is demanded against all such type of attacks and threats that faci litate

the network to perform desire operations in any unfavorable condition that is obstacle in the

performance of the network as well [7].

Proper security policy is required to achieve reliability, efficiency and performance to utmost

level after detecting, preventing and recovering network from the malicious activity given below:

2.2.1 AttackPrevention

Prevention techniques prevent the network from any malicious activity or attack that can damage

its performance. Implementations of these techniques also allow the attacker to intrude into the

network then prevent it and secure the network from failure. These techniques are strong enough

to fight against attacks and regulate the network as for example roll of firewall in "Infiltration

attack" where malicious node enter into the network and occupies its resources for its own use,

that prevent interference of malicious nodes into the network and also save the network flom

DoS attack. Another example of entering malicious nodes in the network is "Lying" where

malicious node show off itself as a legitimate user. Prevention techniques are Digital Signatures,

Access Control & Authentication, Authorization, Digital Signature, Non-Repudiation, Time

stamping while Firewalls, Cryptography, Intrusion Prevention System and Anti-Viruses are main

sources to save network liom Infiltration [7] and also helpful to prevent it from risk of hacking.

Prevention techniques try to provide maximum protection to the network but in some cases,

when many fake queries are made theses approach fail and malicious intruder enter within the

network and commit DoS attack.

(431/rBAs/MSCS/S08)
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2.2.2 AllackDetection

Once attack happened the next step is its detection and finding out all occupied resources by the

attacker and recover it back so that authorized user continue its task by using required resources.

For appropriate security measure a report ofthe attack and the damages caused by that attack are

send to the network administrator

2.2.3 DetectionTechniques

Some of the Attack detection techniques are as follows:

2.2.3.1 Intrusion Detection

In this technique, malicious nodes detected & prevented from entering into the

network whenever intruder tries to enter into the network [7].

2.2.3.2 Quantum System

When encryption key broken by any intruder quantum system works discover and

determhe the quantity of that malicious deed

2.2.3.3 Watchdog, Processor, Polling, Beacons

To recovery the network in its original, state when any resources fail these

techniques used for diagnoses ofthe attack or mishap.

2.2,3.4 Fail-Stop Digitat Signature

This technique used for identifring, retrieving the resources back to the network and

discard the treachery that bread the prevention techniques and entered into the

network somehow.

2,2.3.5 Tripwire & Viruses Scanner

These techniques detect Infiltration attack not caught by the prevention techniques

and recover the damages that occur because ofthat attack.

Some of the threats always exist in the network that is susceptible to many attacks that make

their ways by using these techniques.

2.2.4 Attack RecoverT

Techniques that used to repair the damaged network resources after the attack to its original state

called recovery techniques that enable the network to work properly according to its original

desired tasks. Lost information restored by these techniques for example if someone has

encrypted his data by using any private key and placed that key in any storage like hard disk/
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floppy disk that got damaged because of any reason then way to recover that key is the

recovering techniques like Escrow, Rebooting or Restarting, Hot Swapping and Fail-Over [7]'

Other recovering technique like Auditing, a great defense against malicious node that is

pretending to be tegal, and Certificate Revocation that re-allocate the certificate to all nodes to

recover the network from damages occurred because of Infrltration.

2.3 Malicious node

2.3.1 What is Malicious Node?

If malicious nodes are present in a MANET, they may attempt to reduce network connectivity

(ald thereby undermine the network's security) by pretending to be cooperative but in effect

dropping any dat4 they meant to pass on. These actions may result in defragmented networks,

isolated nodes, and drastically reduced network performance [9]

In pure AODV protocol malicious node can be harmful for the network whether it is dropping.

altering, modiffing the packets or cause Denial of Service because of any reason like the one

intermediate node are not working properly etc will down the overall network performance level

tl0l.

2.3.2 Malicious Activity & Misbehaving Nodes

Malicious nodes in MANET gleatly affected the availability of network services these are

broken nodes having non-functional aspect in network. Malicious nodes are: that try to damage

the network, misbehave nodes, try to change the network traffic by using the resources of the

node or selfish node that got agree to transfer data but does not do that and drop packets by using

network bandwidth and resources. Malicious nodes that selectively dropping packets can hidden

within the network. It can add more packets into the network causing DOS attack as well [11].

While node misbehavior on network level can be of two types related either to routing or with

packet forwarding [12]. In MANET IDS mostly used for the detection of malicious activity by

data collecting and analyzing via malicious node and all other nodes within the network it may

be collaborative IDS system working on schemes as cluster based voting, trust building and

neighbor monitoring [13]. IDS can be misuse detection that detects only that attacks that

recorded in its database unable to identifu the new one other that is anomaly detection can detect

on the bases of comparison of the sender and receiver behavior and its variation must be reported

[14].
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Bo-Chao Cheng et al write up in his paper about the malicious effects on the existing IDS that

designed to detect any malicious activity within the Mobile Adhoc network [15]. Even

appropriate mechanism of the IDS is still unable to get the desire results as the method /

mechanism of the malicious node coverage within the network is not so strong. From the

concept of containment strategies, for limiting the degree of the attacks the functionality of the

IDS improved in this paper and new idea of AODV with the name of T-Sec AODV protocol that

give repaid detect malicious node and discard its connection from the other nodes. Routing table

reset as the alerts generated so that all nodes within the network remove all their connections to

the malicious node and network performance does not suffer.

Getting efliciency in collecting data in large-scale mobile ad-hoc network that demand constant

and supple clustered network structure but dynamic nature and sever resources limitation make is

tough in MANET [16]. To overcome this problem virtual backbone made by cluster-head that

decrease the path length between the nodes, the access time to remote counterparts for node is

less and for a local range, network stability with node mobility is partial. Cluster head fixed to

one hop and selected without considering network condition in clustering techniques in

MANETs usually. To measure the link stability and connectiviry that relies on neighborhood

benchmark of mobile node, a technique proposed in paper that consists of equal size multiple

hop clusters.

2.4 Malicious node detection strategy in MANET

Standard security solutions adopted for wired networks or structured wireless networks.

Networks with backbone nodes providing access via physical networks do not extend naturally

to ad hoc networks. Security methods such as public key infrastructure (PKI) and certification

tpically require a central infrastructure within the network, making them unusable in a

MANET. However, the emergence of biometric-based user authentication for mobile devices

motivates our investigation of the possible use of biometrics as a security measure for ad hoc

networks. In some sensitive applications of MANET for example, in battlefields, biometrics

could provide a crucial measure of security [24].

In MANET applications where authentication is not essential, there is still a need for

mechanisms whereby nodes assured that packets delivered to their intended destination. To

address this need, we are currently investigating the use of "creditability-based" routing tables to
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detect and isolate malicious nodes. In such a scheme, a node monitors its neighbors and assigns

'credit scores' to them according to their observed behavior and 'credit history.' Maintaining

such a table at each node facilitates the choice of trusted routes rather than the shortest ones,

potentially mitigating the packet losses caused by malicious nodes, even when authentication is

not used. We are currently implementing this mechanism within the simulation system [24].

A malicious node cause the congestion in the network by sanding fake control packet as RREQs

(Route request) and the processing of the RREQS results in degradation of the network

performance that can be improved if all the resources are equally distributed among all nodes

[171.

One mechanism is an adaptable method based on CoF for detection of misbehavior regarding

packet drop and on other hand use of policy-based management (PBM) [8]. Such adaptability

allows the system to judge the behavior ofnodes and decide whether they should, or not, accused

of misbehavior and penalized according to current network management policies. Proposed

approach is deployed over a role-based wireless network, organized in a hybrid tiered manner

[19]. Nodes assigned a role that defines the tasks they are responsible for as well as the policies

that apply to them. For example, depending on their role, nodes may hold behavior information

about their neighbors, a localized network section or the entire network.

2.4.1 Malicious Node Detection Stratery in WSN

Although there exist much malicious activity, detection techniques [31] but none of them gave

appropriate results regarding security and architecture of the wireless. On the base ofpast related

work a strategy is proposed where malicious activity decision is taken on the base of threshold

value, auto-regressive predictor calculate roughly estimated values that is capered with the

ou@ut ofeach sensor node each time and if a difference occur a decision block is activated to do

action against it [21]. In scrupulous situations with high restrictions & liberty for dedicated

methods with better applications it is thought to implement otd IDS methods proved by the prior

results ofthe work that is why AR prediction techniques are used here [21].

Design, testing, deployment and operation, different phases of life cycle of IT & C products

where information security is a core part of budding requirements especially at the phase of

deployment and operation. The behavior of all nodes may change depending upon preferred
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reliability of sensor readings, commands from base stations, nodes proximity, and position

regarding final deployment all these aspects considered at the designing phase ofthe architecture

in sensor networks. Topology to give excellent efficiency in malicious node detection must have

the following characteristics

(a) Each node in sensor network must know about its location either it deployed on

gtound or wireless environment that also detected by location process describer that

do authentication of all sensor nodes in one time as they are deployed in the network

[22].

(b) Based on the capabilities of communication and computation by using symmetric

cryptographytransmittinginformationiskeptsecureasinSensornodeseachnodehas

capacity to maintain the encryption key

(c) Base station the main access point in the sensor networks considered not

compromised as it is availing long lasting power'

Following strategies are being used to prevent the sensor node from attack like selective

forwarding, sinkhole attack, spoofing, blackhole, Hello flood attack [3 I ] etc

a)Insidedataeithersmalldataorshortmessages(messageSendbythesensoror

received by the base station) ofthe sensor networks are enciphered by AES' RC5 and

Skipjack algorithm that reply on pre-distributed keys for getting efficient secure key

cryptography and helpful to protect the network against attacks like eavesdropping

and traffic analYsis.
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b) SENMA: when network is large (having a lot of sensor nodes) and Wireless Cellular

Network (WCN) these two architectures are being used in WSN for the selection of

topology

Both have the following features:

1. No multi-hope data transfer

2. Node-to-node communication does not exist they talk via base station.

3. Sensor nodes do not need for synchronization before starting communication

4. Use of intricate protocol is avoided

5. Sensor have low reliability, individually

6. It is not essential to re-configure the mobile nodes.

7. Protect network from

8. Network layer attacks like, spoofing, sinkhole, wormhole, Sybit etc attacks etc

are can affect the network in the presence ofthe these two architectures.

c) By direct physical access, nodes capturing attack can get access to all sensor nodes

depending on geographic deployment of the sensor. As it is not possible to get an

access to all nodes in sensor networks that is way attack can easily affect the network

having hundreds of the node ard several kilometer range [23]. Attacker can gain un-

restricted access to the high level communication by replace or damage the sensors

very easily through getting cryptographic keys all because of that sensors nodes

interference is opposed to, really. The attacker can get access to all over the nefwork

by applying techniques like reverse engineering that also used to find out bugs in the

sensor networks that is almost using the same software and operating system.

By using the cryptographic keys, residing in the memory of the sensor node the attacker can send

authenticated messages but that would not be in accordance with the specific or pre-defrned

specifications and will send invalid readings to the base station. Such type ofthe malfunctioning

nodes detected by using lhear autoregressive predicator (based on the past value of the sensor

node) and either isolated or recovered fiom malicious activity [21]. Malicious node can also be

detected by localization anomaly detection technique where all nodes get information of all other

nodes in the networks and by itself as well and values are compared and declared as non

malicious if the difference is so small.
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Another idea for the detection of malicious node is signal sfength way [24] where malicious

node detected by monitoring the neighboring nodes in all over the network. In this paper signal

strength of the originator is compared to the original signal strength of the node in its specific

geographical position if it is same node is not malicious but this technique is not efftcient and

also time consuming with large overhead as it uses a lot of network bandwidth for comparisons.

2.4.2 Attacks

Routing protocol attacks can be:

Routing Disruption Attack: packets are routed to the located other than destination by

making changes in routing mechanism.

Resource Consumption Attack: as clear frOm the nalne resources of the network used

by the selfish./ malicious node by adding false packets in the network.

All possible attacks in MANET routing protocol are [21]:

a) Attack using modification as for example redirection by modified route sequence

number

b) Attack suing Impersonation as for example, redirection by spoofing

c) Attack using Fabrication as for example route cache poisoning

d) Special Attacks as for example black hole

All depicted in Figure-6

2.4.3 Layer wise description of the attacks

As we know there are seven layers, one ofthem is physical layer we will discuss few attacks on

this layer like Jamming: Collision distribution taken as an important aspect in networks that

considered as indicator for the attack related to jamming [25]. For detecting this type ofjamming

attack authors, show the distribution in which first algorithm used for detection and other one

used for competing terminals. Then show how to keep track of the number of competing

terminals.
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Figure-6: Classification of attacks on MANET routing protocols [21]

Other attack is Tampering: Unexpected context will be receiving when manually entered data,

separated by the website because of any web relevant application attack is an example of

tampering attack.

other layer is transport layer having many attacks few of them are Flooding: In SYN flooding,

server will never receive final ACK packets, which would declare the complete handshake

process. This paper [26] describe about the source detection of attack like SYN flooding. That is

one of the local detection methods of source in distributed DoS attacks. In TCP connection, for

detecting the unusual behavior, architecture is dividing into 3 modules that are collection

module, decision module and monitoring module. Collection module see the passively intemet

traffic and collects all TCP flow information in specific data structure. It represents the packets

that have TCP flow information for identifying the nature of handshake. Second is Time

syncfuonization attack: In this attack node try to deceive the neighboring node by proofing that

the adjacent node having the different clock time required by the network that is main objective

of the time-synchronization attack. De-synchronization Attack is also the type of the transport

layer attack.

Application layer attacks are Node capture attack, JTAG, Bootstrap toader (BSL) and Extemal

flash. While few network layer attacks, is selective forwarding attack: one of the easiest

implement and damaged attacks in multi-hop routing protocols.
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Figure'7: Layer Wise Attacks

In MANET nodes transmit, data to the base station through intermediate nodes due to their

limited rang. Malicious node present in the transmission path selectively drops some of the

packets. If the malicious nodes drop all the packets, then it is called as BH attack shown in

figure-8. Selective forwarding is a more dangerous security issue. In blackhole attack, an attacker

uses the routing protocol to announce itselfas having the shortest path to the node whose packets

it warts to stop. When the altacker receives a request for a route to the destination node, it

creates a reply consisting ofan extremely short route. If the malicious reply reaches the initiating

node before the reply from the actual node, a fake route created. Once the malicious device has

been able to insert itself between the communicating nodes, it is able to do any'thing with the

packets passing between them [53]. A zero metric, known by all destinations that direct all data

packets from all nodes toward zero metrics node that is acting as a blackhole and is liable to the

AODV protocol its detail given in [58]. While in wormhole attack, a malicious node receives

packets at one location in the network and tunnels them to another location in the network, where

these packets resent into the network. This tunnel between two colluding attackers referred to as

a wormhole. Other network layer attacks are Homing: Traftic analysis attack, Rate monitoring

Attack, Time correlation Attack, Hellow flood attack [54], Sink hole Attack [54], Range change

attack, Multi-impersonal Attack, Sybil attack, Silent Attack, Impersonation Attack and many

more shown in Figure-9.
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jo)

NormalTraffic

Figure'8 Black hole Attack scenario

In research topic i.e malicious CH detection mechanism in wireless ad-hoc sensor networks, CH

is suffering BH attack and misbehaving by dropping packets and fake reporting to PCH. As cH

is the central part for inter cluster communication and if CH compromised all communication

suffered herewith.

2.5 Reactive Protocol (AODU

AODV, an adhoc protocol [58] is made by the combination of DSDV and DSR as hop-by-hop

communication and sequence number are derived by the DSDV while from DSR route discovery

& maintenance is deal as AODV is a on-demand routing protocol having high scalability,

effective use of the bandwidth that minimize the broadcasts and transmission latency.
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The objectives of AODV are:

o Local connectivity and topology are managed & maintained separately

o Broadcasts are discrete.

o Circulation made on mobile nodes if connectivity is going to be changed.

o Just like DSR route discovery messages are broadcasted.

r Intermediate nodes maintain the dynamic routing table

2.5.1 Path Discovery

Before the commencement of the communication path discovered by the source, sending a

message called RREQ message to all of the network nodes that are maintaining two separate

counters, first for sequence number and second one is for ID broadcasting. Messages propagate

throughout the network and reach the destination, which replies the request via Route Reply

Message (RREP).

2.6 Summary

In this chapter, we have concluded the problem, security threats with general issues in MANET

by focusing network security aspects inctuding prevention, detection and recovery techniques of

attacks. Background briefly covered malicious node and misbehaving activities related to my

problem in the light of layer wise attacks with used protocol for further assistance of research

topic.
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Chapter 3

LITERATURE SURVEY

Introduction

Problem domain related papers to gain knowledge about the existing work are included in this

chapter so that w€ can update knowledge of the field and come to know about the problems in

existing work. Different handling techniques of malicious node in wired & wireless discussed in

both simple and clustered environment. Malicious node and Cluster head with various sachems

regarding black hole attack handling are also focus. Our literature review divided into three

sections, 3.1 related to malicious node in Wired & WLAN and different techniques to handle it,

3.2 covers malicious nodes clustering environment while 3.3 narrated malicious scenarios arrd

3.4 describe different black hole detection techniques.

3.1 Malicious / Sellish Node

Take reimbursement from the participating node without utilizing its own resources is the

function of the malicious node [27]. Maliciousness can affect netwolk in many form but we only

focus on the btack hole attack where a node acting as black hole pretend to be fake and shortest

destination and all traffrc routed towards that node. The presence of the malicious node that is

dropping the data packets means it is avoiding security measures, having an impact on network

performance so in case of multi-hop environment packet forwarding function should not be

compromised as user is going to rely on his peer for forwarding the data to the desire location. If

routing is not according to the routing protocol it is catled louting misbehavior and if other

network peer in unable for accurate trarsmissions of data packet it is forwarding misbehavior

these are two types of network layer misbehavior [28].

Performance of the network is affected if network having defective nodes due to its malicious

reason that force it to act as misbehaving node. Although many cryptographic techniques exist

that handle all such issues but stitl all attacks and their countermeasures not given yet and issue

ofthe faulty- destination that is receiving that packet is stitl a big problem. Black hole causes the

packet drop that is also a malicious behavior.

(431/fBASA4SCS/S08)
24

Asima Ismail

Malicious cluster Head Detection Mechanism in wireless Ad-hoc and Sensor Network



3.1.1 Techniques to handle malicious node in Wired Network

Probability of seizing data in wired network is less as it wrapped in a sheath than wireless

network, which receives data from all direction before getting the accurate destination. Because

ofthe wrapped sheath and its arrangement wired network can hinder any noise to make it reliable

as compare to wireless network and achieving & detecting lossy channel watchers, coF like

techniques are used. watchers scheme that rely on law of conservation of flow used for the

prevention of attack, message authentication that is considered as one of the significant

advantage for detection of route that is acting as malicious [29]. Watchers send data to all nodes

expect exiting node it can detect almost all suspicious activity of the network like misrouted

packets and the packets dropped selectively as in worm hole it can work in any situation like

awfieness of route that is best or having a connection with the best feasible route within the

network. These assumptions are not so much applicable on the real world scenario attacks, ghost

& source routing etc, that are not supported by the watchers are discussed. CoF is not supporting

packets modifrcation aspects, which handled at the data forwarding level. Whole routers can not

be detected adequately by using per destination counter. Which flow is measured routers are not

able to broadcast link state netuork status messages as conservation flow got fruitless here.

Through which ghost routers can be possible. Packets handled out quickly in Hot potato attack

where routers are not verifling IP header checksum. Good router labeled as bad in the presence

of conservation of flow in Kamikaze attack. Next hop is check whether it comes within its range

or not if not declared as bad in source routing. Premature age and many other attacks discussed

in paper that bounded by the size. If router is malicious, it alleged to drop packets in the case of

watcher. Encryption security- payload is used detect modification in both header and payload at

authentication header and destination level in IPv6 as there may be many different reasons of

&opping packet in IP.

3.1.2 Techniques to handle Malicious Node In WLAN

In MANET. data transferred by using electromagnetic waves, as there is no well established infra

structure as in u,ired network only air is source of propagation that facilitate everyone to get

through it straightforwardly. Not necessary they are in the same place as in wired network case

that become a ereat .-ause of intrusion and malicious activities results in congestion, contention,

delay or packet drop etc must be handle to make network secure by any of the technique like
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confident or watchdog etc [30]. watchdog works on the base of passive monitoring as it can

monitor communication of all nodes that are the part of the network and are in the same range.

Detection of malicious activity or node is carried out by the neighbor monitoring method by

maintaining a buffer regarding each node after comparing sending and receiving packets it take

decision either to declare node malicious or not. If packet remain in the buffer for the specific

interval of time and reached to pre-defined threshold for the malicious detection it consider

neighboring node malicious but its flaw is that it monitor only one hop away nodes and can not

detect all malicious nodes. Other schemes discussed here is pathrater that chose the best and

shortest path lor the transmission from source to destination by using DSR protocol on the bases

of metric maintained regarding all nodes ofthe network for appropriate selection of the path.

Different intrusion schemes used for the detection of malicious nodes like Mob Intrusion

Detection Schemes [31] that rely on the sensor deployment in parallel form to achieve higher

security. Different values narrating positive and negative impact of the node are using by the

name ofpositive ancl negative values that is used to calculate rating on local, combine and global

bases. Rating are compared and on the bases of the rating decision is taken either node is

malicious or not binary & iterative probing is used for solving MobIDS issues. Detection

threshold used here if node crossed the fix threshold it declared as faulty node. It also relies on

ACK concept if that is received within the required period its fine otherwise action taken. Two

probing i.e bilail and itera-iive are used for handing malicious activities.

If node is not meeting the requirement of the network or performing accurately, it can be selfish

or malicious. Selfish nodes compromise the resources of the network while malicious nodes try

to damage the n:hvork performance by dropping packets. Different schemes regarding the

improvement ofthe oetwork are proposed in [55, 56, 57] few ofthem are discussed below:

3.1.2.1 Scheme based on Token Method:

A combined security related to network layer is achieved by carry token by each node within the

network that monitor all nodes that are the part of the network and if node not having an

appropriate token type it can be discarded fiom the network by using RSA technique having a

pair of puhlic and globa! secret ke1.s [32]. As all nodes carrying the token with signature so it

renewed easily on the base of node performance and disowned if intemrpting network
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performance. This approach is not suitable for link layer & physical layer only focus on the

network layer security by monitoring all nodes with fix ID coming in its range. Integrity &

confidentiality aspect are not considered in this scheme only reply on forwarding of data fiom

required source to destination that may results in suffering of different attacks

3.1.2.2 Schemes based on Credit Method:

In virtual coining concept, each node has to pay for fixed nodes for using their services [33].

This approach is considered better rather than watchdog and pathrater because it related to the

counter that are maintain on each node by using trust method. Nuglets resides in packet uses

mechanisn of clptograph for getting security from intruders.

3.1.2.3 Scheme based on Reputation Method:

Another way related to detection of malicious node and its isolation is CONFIDANT [34] having

these mechanisms:

o Monitoring

. Rep,ltalion S) stem

o Robustness

o Faimess

These mechanisms meet the security requirements of the MANET and guide other nodes

according to its experiences so that mistakes already happened & avoided by others and attack /

error ration reduced.

3.2 Cluster Based Environment with malicious node

Group ofnodes aranged into one group called cluster that diminish rate of transfer and overhead

on network. In all groups that are making clusters, one selected as a cluster head. Cluster

organization depends on the mobility ofoverall nodes in the network. Any node can join or leave

the cluster any time or two clusters initiated from a single one with the selection of a central

entity named clusrer head, adminisrrator of overall communication and selected random bases so

that there are rnan) chance that a malicious node also elected a Cluster Head [35]. Malicious

node can affect ihe ove:all performance of the netrvolk by dropping packet or making any

amendment in the c.lesired data as in black hole attack the attacker reply the route request to show
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itselfthe shortest and more feasible path for transmission from source to destination ald re-route

all tmffic to it shown in figure-lO.
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Figure-10: Black hole scenario

Node suffering black hole may misguide the source node towards the destination or may drop all

data packets. Black hole reply all route request to behave like it is only one hop away from the

destination that is main reason that is why source got compromised as it does not bother either

neighboring nodes are monitoring it or not it continue dropping packets[36].

3.3 Malicious Scenario

There can be two malicious cases:

o When node acting as malicious

o When Cluster Head acting as malicious

Now we have a look on them one by one:

33.f Node Acting As Malicious

In clustering environment network is distributed into groups are called cluster that overcome the

lack of infra structure in MANET by providing security. Algorithm & specific protocols are used

for the configuration of the cluster and its maintenance animatedly as the is equally chance of

any node to be selected as cluster head or any node having malicious behavior like black hole

can become the part of the network that de grade the overall performance of the network[37].
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Different situation having malicious node acting as a black hole considered below, shown in

figure -11, l2:

Figure-11: Maticious node Scenario in Clustering Environment [11]

Malicious node having an attack of black hole mislead the nodes whose packets it want to drop

that is a considerable issue. CONFIDENT & MoblDS give and extension regarding its solution

by using sensor nodes related to malicious node detection. A lot of work has done related to the

detection schemes in MANET but how to solve it or identifu the reason is still an issue [38] with

only minor solutions. Khalid et al proposed a scheme related to traffic load and window size of

the data following request/ clear to send method. Do sun did not consider throughput of the

packets that is why his method also have some gap for improvement with respect to detection.

Although these techniques are providing false detection method but in real time detection of

malicious node still become a hot topic on another hand lossy channel algorithm related to traffic

analysis and load balancing are not explained as in Dokurer paper only UDP traffic is considered

by considering one of the AODV techniques. If trust & throughput of the node got raised Marti

techniques improved as confident dealing reaction related to detection following neighboring

nodes monitoring avoiding over time behavior in TCP performance made good if we can control

heavy trafhc load on the network.

3.3.2 Cluster-Head Acting As Malicious

Two clusters combined to form a single one or may split to form more clusters having one leader

called cluster head. Cluster head (CH) is responsible for overall activities within the cluster that

why many resources are consumed by it like battery etc. lf CH is compromised all the network

performance got down and cluster connection may be broke down with other clusters as in
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WiMAX network consumption of power is considered much and it is controlled by avoiding un-

necessary traffic within the network [39]. Energy consumption reduced by the clustering

techniques by sending only aggregate values not the actual data that make system energy

effrcient. Each node having its own public & private keys that compared to get accurate data

(B)

Figure-12: Blackhole Depiction

Comparison of two approaches: witness and direct voting prevent group head from attack that is

responsible to get data from BS and to pass data towards it for smooth communication within the

network. On the other side a secure protocol supporting communication and play a role in IDS in

clustered based environment that is free of any dependency on BS [40] as keys are randomly

distributed ald packet transmission is limited for the detection of CH that is acting as malicious.

Different parameters, considered by the nodes like connectivity security and energy to detect the

malicious behavior of the CH.

Attack performance and behavior noticed in hierarchical WSN by using isolation method based

on table for detection having two CH: primary & secondary. SCH do the monitoring of all nodes,

part of the cluster and PCH as well. PCH isolation table carried out for collaborated IDS, can be

said RTID, that pre-assume all the nodes are only single hop away from the CH. Routing tables

are altered by the attacker to discard the CH in a state when less number of nodes are alive and

threshold level is squat. Having only one problem that is, PCH is point of attack by the intruder

then whole network will be compromised [41].
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In this paper, routing protocol secured by a courtJike Cluster-based IDS (CCIDS) [42] that

divide the network into one-hop cluster. Each cluster does monitoring: detection & full

protection achieved by per node per CH monitoring. Investigation: to know the trust, CH takes

ID of that alleged nodes and launch an investigation process on them. Deference: From

malicious nodes, suspicious message taken as evidence, which results in the signature of

condemning. Alert issuing: alert issued by the CH only when it goes validity checking on each

node to prevent the malicious alerts that result in the reduction of false positive rate and

malicious alert avoidance with low detection delay with suitable communication overhead. It

also offer precise detection of link spoofing and link deletion attacks.

On the base of trust node able to get are number of nodes trust selected as a CHs that is

responsible for overall activities of the network [43]. CRTRP provides nodes the sure path for

transferring data by informing them about the malicious nodes in the route on the bases of its

trust level and updates the packet route dynamically so that all malicious routes identified. [n this

scenario trust level gradually changes on the bases of interaction frequency and time and every

node save the right to elect the trustiest neighbor as an acting CH and its entire member nodes

communicate through it as they make sure a safe path on the bases of the trust on their CH. No

routing request or communication fiom a malicious node is entertained here as each node

monitors the activity of its neighboring nodes and updates its trust table on the bases of their

observation and in a case if CH got malicious, affiliate nodes re-select new CH on the base of

trustworthiness.

Triggering of event is also a best way for the detection of malicious activity in cluster-based

Intrusion Detection System [44] has some strong points as CH selected in a case if it has high

battery timing in the whole cluster. Detection accuracy is high in Cluster-based IDS architecture.

It consists of multiple layers for detection but flaw in this techniques are a node that is malicious

can also utilize the election of the CH selection that is why it can suffer many attacks like man in

the middle and other blackmail attacks like blackhole etc as our CH is being considered a point

of the malfunctioning. On the other hand, CH selection process increases the overload on t}re

network that result in increase of the processing and communication overhead. Detection

accuracy and false positive ration geatly affected because ofthe mobility ofthe nodes.
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Detection of malicious nodes on the base of game theory, rely on the hierarchical intrusion

system. Where selection of CH, based on high battery time and self-monitoring of the CH for

malevolent behavior with other nodes, are its pros but cons. As CH selection is a process that

waste the computational power, results in increase of communication and processing overhead. If

CH fail or comrpt because ofany reason or attack it can damage the communication of the nodes

from the network but selfish node can not be CH in the mean while malicious node that exist in

that network may show itself as legitimate CH for behaving maliciously[45].

Voting scheme for the detection of any mal-functioning activity reduce processing and

communication overhead but disadvantage of the voting scheme here is; a malicious node can

also determine the legitimate node as a malicious node whether it is not uses mechanism of

detection rely on collective decision . Here point of failure can also be the monitoring node and

only the specific attacks can be detected in this scheme because ofhigh node mobility that cause

high packet loss and ratio offalse positive and detection accuracy decline [46].

In optimal hierarchical IDS architecture [47] a node selected as CH who caa vigorously survive

in the network of high mobility as CH is a head that last longer in the cluster. It also gives

multiple detection levels that increase the detection accuracy but CH comes at lower level

overloaded. Overhead related to communication in the presence of different attacks increased.

One of malicious nodes can also elect as a CH that can easily mislead IDS system. If CH is a

malicious node then it can easily declare a normal node as a malicious node or its behavior as a

false behavior.

In clustered anomaly detection architectue [48], workload of processing equally distributed

among the nodes as CH is rotating in this scheme and CH after selection can monitor a lot of the

network area that results in accurate detection and decision regarding that action. But in this

detection scheme processing capabilities of the node in the election process is greatly neglected

and malicious node, if selected by other nodes or set of malicious nodes as a CH it can declare a

legitimate node a malicious node easily. It can also mislead the IDS system effortlessly.

On the base of the papers we deduced that different ways are used to improve the detection

accuracy where sometimes monitoring is done by the selected CH or CH keep occupied by the
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large portion of the network for monitoring or multiple layer detection pattems is being used

[a4]. On the other hand, CH rotation or battery timings ofthe nodes kept into account for

balanced processing of workload among nodes [45]. Some prefer the voting scheme or high

baftery timing of the node for detection schemes that result in processing and communication

overhead reduction [46].

Different attack are entertained in all like malicious node hinder or mislead detection, black

mailing attack and many more [44]. in few papers mobility negatively affect the network that is a

cause for few detection of attacks[48] in many cases creation and maintenance of CH cause a

high overhead in regard of the processing and communication [46] CH can be cause of the

failure in some cases [a5] and it selection is overloaded unfairly [47]

3.4 Different Handling Schemes Regarding BH

Security is an important issue regarding networks. There are many checks regarding energy,

power ofprocessing, used storage and consumed bandwidth suffering low battery timings, circuit

integration, and other aspects of routing and processing of signals [49]. These aspects counted in

the research challenges that must be handed by any technique may be algorithmic, IDS or agent

based.

3.4.1 Schemes Regarding Detection Using Agent

Agent can work independently as in intrusion detection system of MANET that can perform any

activity as local response, monitoring, detection, analysis etc and can respond on local. network

or global level [50]. It works on neighbor monitoring after observing the behavior of the node it

report the authority and take appropriate decision accordingly. Figure-l3 shows some of the

agents.

On each sensor node, local & global agents installed that monitor the activities of all neighboring

nodes and help in misuse and anomalies detection in hybrid environment [51]. In IDS used for

cluster based environment local monitoring carried out and against each node rules, that

predefined checked on the bases of entries that made in the buffer against each node movement

that comes within its range. All the nodes within the route of source and destination are checking

the signature of the node on packet if that have rule against it they pass it otherwise declare it
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malicious. However, local & global monitoring workload on the network is inversely

proportional to the lifetime of the network shovm in figure-l3.

$6ten Cdk Adivilies

CoflYllxtlutirn AdiYnirs

otE Tree6

t'lehlbniE IDS AgE l

Figure-l3: Theoretical Model for IDS Agent [501

An architecture having different agents like pre-processing that is taking data from recorded

database. Reasoning agent that find the actual reason ofthe attack while decision & update agent

take decision on the bases of circumstance and update their database for further assistance while

communication agent is responsible for all collaboration between local and global agents and

over all communication units, called State Transition Analysis Tool [52]. But deployment of this

architecture is not feasible as installation of five agents on each node within the network is not

real time as it increase network load and consurne a lot of battery time and efficiency got reduce

urs memory utilization increases.

Four different agents installed on each node for detection [53]. Sentry agent for monitoring and

for the identification of intrusion analysis and response agent that take action accordingly and

fourth one agent relate to the management of all communication aspects, intrusion and counter

me ;ures against it. This scheme relies on the monitoring of the neighbor and if that is

malfunctioning, whole network suffer here and it is not feasible to deploy four agents on

individual nodes. Its solution is given by using watchdog technique for monitoring but selection
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of watchdog in also another over head on the global agent but it reserve energy aspect because

only one global agent monitor the traffic as packets are transmitted from one node to another

within one hop distance.

Another IDS detection scheme in WSN is Slipper algorithm where data trained before

transmission repeatedly. Detection carried out on the bases of alarm, if any deviation occurs after

monitoring local data. Network try to recover it according to slipper algorithm as trust relation

does not exist here that is why it is not too much accurate and tough to deploy on each node as

there are many constraints related to network resources that why no verification regarding

scheme is given in this paper [54].

In this section, different detection schemes/mechanisms are discuss in [50,51,52,53,54] where on

each node more than one agents are deployed for detection of malicious node. Having different

firnctionality of nodes, increase the burden on network and decreases the efficiency and quality

of services. Too many resources consumed, as battery timing of sensor is less so there is need of

such mechanism that uses fewer resources ard give reliable transmission rate with the

deployment of single agent for overall network.

3.4.2 Schemes Regarding Detection Based On IDS

A lot of work has been done related to achieve the security goal in MANET in the form ofsecure

protocol / mechanism/ algorithm / techniques of SAODV, SSL IPSec etc that is being used for

detection purpose another way is IDS latest way to detect attacks [55]. Distributed Intntsion

detection schemes also given for monitoring the behavior of node and taking action on behalf of

the situation but no these are still fulfilling the requirements of the security in MANET.

Different strategies like core, boundary and distributed defence that select nodes on central point,

boundary and voting schemes respectively for detection of malicious nodes. But cluster inside

can suffer attack in the case of core in the same time distributed defence consume large amount

of energy as cluster size going to increase while in boundary case false alarm rate got raise as

because of increase in cluster size. This IDS scheme base on voting having two parameters

regarding one hop & how many numbers of hops exist in between intermediate nodes from

source to destination. This scheme is not efficient because ofenergy consumption.
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Other way of IDS fior detection in clustering environment is the use of gNode that monitor over

all network activities and report the CH on the base of waming tickets it make a check like if the

node is normal node pass its data otherwise make a waming and send report to CH then CH take

decision accordingly. This mostly used for some type of attacks like negligent attack and DoS

attack but this scheme is valid only on the network having many gNodes not for all types of the

network [56].

In this section, we consider some ofthe IDS techniques in distributed & clustering environment

[55, 56] where different schemes proposed like deployment of gNodes. Defence schemes and

security protocols to make the transmission secure by the detection of attack but these schemes

are restricted with constraints like energy consumption & network over load that is way not

efficient in performance. Therefore, there is need of lightweight solution for the detection of

malicious nodes within the network.

3.4.3 Countermeasures against Attacks

In blackhole detection method, when route is established routing protocol send a route request

message to destination node. RQNS sent for making neighbor set from source to destination then

all neighbor set send RPNS. After getting all RPNS source node, compare the requested and

received neighbor set if number of sending and receiving neighbor sets are same its safe route. If
it crosses the fix threshold, it declared as black hole then a cryptographic algorithm applied for

confirmation of attack named true detection [57].

Effect of black hole attack on the network handled after its detection, by comparing number of

sending & receiving packets. Different protocol used to monitor this ratio if that vary, declare it

as a black hole node. In intrusion detection schemes, security protocol like AODV is used which

provide the advantage in such way that after receiving first RREP it wait and after getting second

one start transmission that reduce the network overhead and increase the reliability of the

network performance [58].

Another way for the detection of black hole is sequence number where black hole node must

gain the highest sequence number and in response ofthe route request it reply fast and re-direct

all traflic towards it by showing itself shortest and feasible path even though the source consider
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this situation just like the link error are discard other RREP. New route is established when no

ACK regarding delivery of data is achieved. As this scheme rely on ACK and if source not

receiving ACK route request is again send by using AODV protocol [59] shown in frgure-14.

Figure-l4: AODV protocol Limitation for malicious activity. (a) Normal traffic flow. (b)

Data dropping because ofBH [591

SAR protocol is also a suitable way for the detection of black hole attack in this scheme a trust

level in security metric attached with the RREQ message that is propagated trough the network.

To reach the destination, this packet move fiom one node to another node. Only those nodes

reply for the request that satisfied with this trust level and send the RREP to next one. This

process continue until it reach the destination that reply the source by auaching another security

metric and if destination not able to meet the requirement of the trust it send back message to the

source to set security metric again. This is a secure method for packet transmission and detection

of attack as encryption decryption techniques used by each node but it increased the workload on

the network [60].

On the base of the above-mentioned discussion, black hole and its countermeasues discussed.

Protection mechanism like probability based, shortest path also seen. Cryptography based

authentic action and many algorithms / techniques like threshold based, sequence number based,

time stamp and clock synctronization used for detection, identification, isolation and avoidance

of blackhole, cooperative blackhole, gray hole and wormhole attacks in MANET.
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3.5 Summary

Chapter shows malicious node with different handling techniques in Wired & WLAN

environment. Malicious node in cluster based network with two scenarios: first node acting as a

malicious while in second cluster head is considered malicious are discussed with different

handling schemes and their solutions regarding blackhole.
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Chapter 4

RESEARCI{ DO.I\,{,\[N & OBJTECTM

Adhoc and sensor net\vorks colirmor:ll dcplr-'1:d in sc,':sitirc enrironm-.nt therefore security

considered much for the sak.'()1 pn\acv ancl crntidcntialit\. Nlucii r ulnerability explored in

MANET and WSN b1 its 3rc'l inr: , s:-qc in Ca-"' 1.,i1.". lile . The rel-ore many techniques and

mechanism are launche.i ro rtral:e rhr..rr securL'irom rircsu rr,h;erariirties and malicious activities

but most of these techniques are not compatible uith rhc rcal uorld scenario as they are made for

only the considered piobicnr srer,..,:ii, (,i siir,il.ir o,,es: as er i.:cui liotn lltc l: eta.tlre

4.1 Intr<lduction

As clear fronr the literature. srrrvev different s:hen ,:s ,.r.ed frr fh. lelection of malicious activity

within thc u.reless .1ii{, .,.Ji l' , !.1'. rrsi:r Iii. -.r, r,! '',)i.'l -" lr. ,.'h:r rechnique. These

techniques though iiiir':, in ie:-;n: o1' thrc.i':,rl:l ar-.- ,.t:'!;ti,.)ns alcng '.,'1;6 the assumptions

considele J. [r1,. rl11 '- ]rr,.ln urrcl hi,ig thc m-rllci,,l, :r:l\tt il, t,p)l ictection. However, the

variance is providco ir: ter:n-!.rr .i:!Lll)1.: a!r,-r ,jlL-ter,ld iLL'-.iri rr) - tirc }tlesence of black hole

attack but all thesc sclrrir:-'s l.l.c scr, e i.ir,li i. s!,rri- ,-irllr:, rrirLl,-'ig citiciertcy. reliability,

nOdg bUliierr. povier cL,rlr.,---p1,,-,,. .,,e,-rca., .rl riari\a,r, lr'ir- cir-.:'io'l'rclc s a njedtOhaveSUCh

schemes to deal \riti' (eiratjltit) (J1 i.lle nei!'L,rr. as ,ruli. ,iir thc dciucL:otr and identification of

blackholc .iLiacL >rr'!,ct rd Lr ll,e .1u.it't.:e. u )rr,r!ll s ir..Jk.r'r,e 'j'r I-r,-ciL:,itled environment of

the network.

This chaptt- f:'cur;!r:. :,-r i,.,1,: --f .,' r..-1-.' ,'

section 4 2 rc','c;:i ;,;1r1.rri. 'r1 e. i:1,'.Jl,.l ;'ic l.- ; +.1

statemel)i..:'i 1.: 1i. .l /r. - ,,., l"'i ..: .. ); -,,.

section th;ie is a s.uirn',ar1 c\,, .i ali alrJut tir. ch.il)tc..

,ri',i: ,r.. i lr,-; l.'r intc sections here

iia: .:ir,.r ;r'.,ir l.'llr domain & problem

r. -i,- .'l , ::'-,'.1 ::.r: t l my u'ork in last

u!
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4.2 Problem Domain

An infrastnrcture-less netr.lork is made h1' connecting mobile station:, r,ia u'ireless link in

MANET that is an aulonom.,,ls s\ stem as it does nor fi)ll^\\' ?rrv pre-defined infrastructure.

Within the range. all nodes crn c,,nrmrruicalc r',iih r-uci.r olhc l+'()n(' noCe rvants to communicate

with the other. u'ho is not u'ithin the nrescrihed ranse. :',L 11i 'rop comnrunication is required [60].

Transformation of intbrmation carric:l out L:r je(l ()lt 1()po jo1.i', 3s lt catl be changed randomly due

to mobiliti or nocie-iailur.': cspeciall-' in \\'liN. lt'r,si.':cL cooperat,.ri, arc thc ke)s elements of

functioning amon! n,-\Jr-: ;r ',',\\,1 i ,'itllr:o:, i,-i,',.:i' r"ritL.:,, lr.e ariable link capacity,

limited errergy anrl pl,1.r.el j!!riri!-\ \!rih i,rrr.rriric !!l)u,.,{i jni uai].i,i.itli conslraint that are

attractive lcatures lbr ciiftlr:;;r rriri .ti i,,ia-k--. l,.ri,. rrtcrlr:rtl:. ii,.it alL l.nade lbr detecting

intrusion irr uited rtciri..lrL c:r:,,r.,1 [c'-::.ctl .. f',.\.'.1. ! l''-.-:Lr.: of ihi rtc'l':;r,our of medium ald

usage ol thc wireiess rccimuiug-t. .,rt netraorK arrd datzi littr. ta.rct'. l'{;Nl i is susceptible to

attacks as itt ttet*.,ik iajel. r!!,cr, Iruu-r: u,! hr-c-tuu Ll,-r r'.li]c c!i.JJk they may behave

maliciousry by dloppirrg pacnci ur lrlai.rr.rg airclidin\-..is rL Jir!:1. or i,ia) lJe lail to forward the

data to the i,esired l.-,,:tii.,'. rr, n J. .l.irlh;i Lu.iattt 1rc ( !,llr,irrlr,iJarNn Lliallrlel rn case of data

link layer. ConBcsrrorl iirro rioouilrB aiLaaL arlc!t iruL\!orN idler pcriLiiilallce that is a great

obstruct ir, iis proper tuietiol rrg and rnisbetral ior octectiorr.

The threal:; ir tli; casr: ci'.;i'.il.s :a,; rr-: ;rili. i.i:r..-. i;. r;-.ilii :l ...erii,. ',i,.-l'e ,rrl con:municalion

iS Carried Orr. b., tl:e:ll'!;--r l:(-.,.J.. :.,., ci,,l,'-,1'.:(: --,,, Dj j..ti)lr(t-.t,.,jicii.C[.,,irhothernodesin

the clustq; rrhicir .'',,'r.r. r,.- i- .,u i. ':,J.. .,,1' ..,. r-r:ri, ',.:-.. ,l:.urclt locus is on

identifoing anrl .iclcliing \,t::'i:;r.rs ,'iirlicl l.:ati (i I(-1,) s.rtler,lg biack hoie attack & dropping

packets. For ih,; purposc- i;ri arrr, is 1rl eJii,e up $,.n !li, algonihrrr rii.it is ettictent enough for

different ilpss ol tra: i rc alu,,E "\ 
ii.li r.eB,iE,bir r.rlsu pl;s,lir .>.

4.3 Ploblc;lSi:r(cr.re.,,,-

Wireless S\-r1:ioi irci,',ur.{ ,s rll up-ilr,u' -Lr.,nit,g l.;:hl-,ig)'. t:-,adcquate antount of energy,

processing capaill,i) ai,.:l s.or:ig- capaclt-\ coi-sirr.t-;d sr-,i,'., cri tire tcstiictious ol the WSN.

Because ol ihese r;stricrions rralrtronallr. serurrt) iirechairrsm ol tite ad-hoc nerwork are not

adequate tbr the \\Si\. :ilJlf-pr()tcclrng apFrorclres in \\SN ma\ be static like firewall &

encryption ano ovnamrc lrke I rst irne ot'cietense rnat lhcrlitates ext,'nral threats only. While we
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need security mechanism regarding both intemal and external threats to make our system reliable

and efficient because if cluster head got compromised the rvhole cluster r'r'ill suffer.

Suspicious and malicious activities detectcd br differ--nt techniques like Intrusion Detection

System (IDS) that is d1-nanric in nature. Elficient resouiec consunrption is compromise if
network security enhanced as the strong security and efficient resource utilization of sensor

nodes have inverse relation cleared from m)' given litcratttre.

As in clustering environment. the communication carried out through chrster heads and if cluster

head is compromised the entrre network compro'niscd so mallirnctioninc of cluster head detected

and indentified so that it discarded and nenvorl. uorks smoothlv and securely. To handle this

issue we propose "Malicious Clusier Head Detection Mechanism in Wireless ad-hoc and Sensor

Network" that provide rehable transrnission of data.

4.4 Proposed Solutit.rn

Every forwarded packet routed h1 intermediat,-' nodcs in a u'ireless network. listened by the

sender itself loo ranrcr-i as v atclidr.!-, teclii qu,:. 'l ni.: ti:<:hrriit'-Le rs bett(r one as here passive

monitorir,g camiecl o-tt in iii= atsirrce or'arr :t:knr-,u iedgemetlt in UDP tlaffic. Generally, one or

more entilies are dedicated ccriioll:n3 a';-,horitrcs !r \\ Sli rd .:rrilzrr in our assumptions. ln

clustered bar;ed enviromrr:r:.. tirc contlr.lling 1.:lhol'ir\. I'( !1. i," assu;rlie-l tr, be focal point of inter

and intra-ciusi.;r con)rhunicLri-r,ll. l- ld;. ii;nall r,- .r is as5iirre ,i ,hat I'CIi cau t:ci be compromised.

These assrrmotions bas:d ,:r rrudi,'s .list:tt,sttl rzr-.lic: ':rl-l yer iu,: tli'. lca;t of all. In our

mechanism. rle use '.r'aichdog t:clin;lie l!':i lnor:icl all tho i:ries- th:ir communication &

behavior rfl'ripg 1.;;i P,-'ir i-.r i.tl:og:!:;:-. e ( iit lf i)?ci ,{: ar.- 3ri-;:r b: r1"c-:rpeC. it detect that

something il 3,-.i:lg ': bl' .,r l.rn! rr, tL-' . r:t'rc.rl :n.'. r,:,tJI, '1r: l''lli. )Jc ; ?i iigent dsployed on

malicious SCFI. by r.;ir,gitieIer;ol-,:.es;l'5-iI.',g,:,rtt':;.o:"-l'l-,1a:diJ(-il oeclares it malicious'

After deie,-iit,r. ai;c itlc.;i,-,;a.l -, : i,, \.C-1. l'i , i sclg.:i -'c It3v\ o'.-H iiotu one of the nodes

nearer tO ii.ie picvio,-rs trirri iriiu .rl ri :lisir,,-L l,l'r,,-,e ,r-p i',o;t'ig rr.ri.Xiillun', ni.mber of nodeS

attached r'iln i,.

We set tu'". pr:-,Jt:ti:r1.-tint l 1l',:r'sll.:lr-l 5-' ':sir g " l '':l:ir, I tr'.lL:,ic-r;e ','l PLIII. one for detection

and othe; il:'i .iil':l i-l-, .), ll,:li;().:..i1 :r.lllrr,:. - l 'q- 
't:. l,el' ^.i.
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. First threshold called detection threshold

. Second threshold called identification threshold.

When packet drop ratio increases from this threshold monitoring and reporting agent report the

PCH and got dissolve.

4.5 Contributi,ou

Thesis contributions are

o We have focr,rsed malicicus ()lusier h;a,l detectioi" arrd identification. which is core part in

clustering environment rrhere communical.ion carried out through cluster head.

o Detectio'r and identif.ication of malicior,rs acti\ itv ol cluster head will make the traffic

smooth and reliable

o Reliabilrty achieved u,ith the inchrsion of a secure entitl'. like PCH.

o As discussco earlier. the carllcr stuoras lra\ e nlajoriv Ibcuscd on TCP communication,

however for applications usrng tJDP tratilc the authenticit) oi such algorithms has not

besu'.csled.'fhis s:ud1, rccused nrainlr on UDI) .raftle.

o For [,tDP traitrc. u,herc no ,\cknou ledgern;I.r1 3\ists lor the successful delivery of the

packets. passive morrrroririg tecllrlique is used.

. Lastiy, iake reponing b,'. the malicious entitr' incorpc,rated. so that it can survive longer

on the network anci avoid/ dela'" detected as malicious.

4.6 Sunrrnary

In this chapter. ue halr: tl!:rer,',s:i rr,j.,\ork lil er 31, rc. s ii'.risilr{.1 orr btock hole attack, problem

domain. problem stater'l'rerr: a:to its ptop:,,e (t :()lu1ion. l!alicit,'.rs ciuster head i.e dropping

packets becatrse of 'rt1qp1rn1,. iis IJ-'ir,ilrcrti,-.r. d-':c:.,,.n ,rnd isrriation rnentioned in proposed

solutior Tlrat \iill llia]ie 6r-rr,ystrrork reliaSle hv decreasing nuntber of dropped packets and

provide us mari.rtrm s,'t:irrili
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Chapter 5
PROPOSED SOLUTION

In design phase. <r s1g6 a.rchittctrrre 1 .r11qjflq,1rl qr. .,'"6' rl',' fr'attt.t.s ot'the svstem judged to make

a system design that help in the sofirrale inrplerr cr:tation. Boun.laries and the limitations of the

physical and social environment considered to nrakc a propel desigr, thz t ii tri r,'a n arm of the

system design phase.

Due to limitcd rc(ior rC^s. dirriih 1td i-.'i'.rr(. :r \l ...,,i,ri:: ..t. ol'thr ccnrnuli:rX in \\/irele:;s Sensor

Network anci N'l-ifJET ihe s,::u.';i " ;. lclih.:rri :.1 s:,:cial" thirl ;. 'ht cr:tts of this research

project. R.:1.a,5'c :ec:r:it; ;-icl.;anir:r i:: r:qriir,:li h:rait::i: of' h,: ir \,tr it il ci,'hip between

effrcient net',)roil{ -,lsot r.i: i it ;:.t r'rt "r rl hr:'. 'rIst: tri \ rlr:r.-niints.

5.1 Introduction

For sysrem. ourlding basis reqLLirc,ncnls ol :he -r irLic r 1',111,-'u scirctrc notilled in this chapter. In

SeCtiOn 5.1. 5.j & ).,+ ol,srgit requirentents- tlrf( l()!\ irtr(i pr(\posjll .Licrrlrcc urc narrated while

communrcaiiorr berrre:n :)! , i d- !lr.'.1- l\oiat,rr,r ,.r, nL\\ ! , i. design methodology will be

converserJ :-^ 
-.e.''r,i.:,il 5.:,. :.r,.',7.rr(l rroi -lr,- -', lrrsi :l -ert'.:rlr, i :he 1-.,nn of summary given

in section 5.8.

5.2 Design Fl;.1u irc irrtu 'r;

all the communication

q, ',ritr: tire network and

.,1 'ir,. :ri' :. .l

,,' , . t' ,, -l-r I'rs. t .l,'

5.2.1 ! h'r':hr,i,l.

Inside ttre host an.-. -ietuolk..r- t:',r'::irt(tiil s,lt(, i:-\-t I ttelt"-rt.. --:tIIlc lio\v- I\4aliclous activity

asdevratronlnnc'i\\L\fKtr'at.ri.'t,.i:ca.l:,tl:at !.",,j\irll.:iJri "\c:t, lr"J tllles-Iold Iicq-rencies in

our prcposcc sciut^o!.. -l,i(r,rr.,u -,r-e l.r; :,-..c.;o,l i- J,i;:il".i l.,o fcr identification of

malicio:,'. (-l l.

("1 t/FBASiMSCS/S08)
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5.3 Cluster topologv

Topology- is ar: css,.'ntjal as:rrr., f tlr: cc,r,'r.,r:r r i,rr rl crr l)r jlar. tree etc. In cluster based

hierarch;cal anpr',taih. g-orip :' rr:r :s ^rn-- ;l i rir:e, r'r,i allj n-,J.- llL<;ng thetn acts as an

aggregatednooeorclusterncad([il)rharcrrrlcr-r.tr.,rdIrorlrspecrlicclustetnodesandtransferit

accordingll. is strfnorcd to nJ\c l.rigc lr,rtLcrr .inle aru s.tp:t-', isot node to control the

communication bctsecn al, c-.licl rto-cs.

Depending on the WSN denlor int scherre e rrch

connectcc u i:1. lh. irri1111-' 1.' t." :", Irpi'i', .'

same hrrt the additional t-eatr.rri i., :hl

data is send to PCII 1'or an Ll'.:'-

batterv end !or' -"'rsl ^" ):a<' ".

in con.rl t,triciiriall m.-\s.,,-,e( ,

basic ctl,tc;t,, Lrl :,rc r-rt.r.,.jl :.

tree.

-.:r 

,1,.:1 : I ra! !!!: I :

Asima r: r; l

ir,rondar', cluster head (SCH) must he

r: . ..,. ^r;. ., rh:] pCH & SCH is almost

tiill,.l'cr.t sic ,n,.lr:'t c'uster heads. Collected

f \)tri, t,l 'rtettc..l '.,,:i.rus.' of limited amount of
.' .,'r..). r. h .-i,r hc reduced by the reduction

,.'1,\. . i \r.r,\/,- r,,l,i \ 1r.i FCll is reduced, the

,,-. ,.i,,.,u t iilso hare the cluster

i..1 1, I:lt.\.si\4scs/s08)
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5.4 Proposed A rch itectu re

'We prir; tr,.:,r .,r- icio,is .- rt, lcr rr-i!i -r- ,';1 ,r r',,i. ..li,,SL,r

networks- rn rlris schcr]-.c he use \\alcl)dug irliri[9rrL t\) allcck titc le\ cr ol Lhreshoid ii packet

drop rar,.' in:r'--t'.:;:,- ',,rr threslrolo it Jcicct. [ltat sotrr.Lhtrrg is rliurl-I rir the rtet\\ork. Normally

packets r'()vc t-t rurrtiri.: r.ri.rr rr irere lc!ci\lng & scnJing packcts matched. ilnumberof packets

did nor match. the, consr.Jelr-d as suslllcrous. ;\ nrechanism that improves the network

perfortr,i.r,cc ,ll- rr!-Liedscs trre rrel)r,rcr ol 1,..r,. ur(.1-, i1[ ,r(rri(rrk iarct leici oesigned in this

thesis. lla,rcious irsrrariol de'!.ctcd '1,\ tllc tisc,,; ,\()l)'" frroti,crll zrs rrell. l^oI gctting pure

transmiss,o-,- [ii.i t cl \'v hit: sr.'ietn uscti rr, olr ,icsr{.ri, ii-,. aha Tcr !,i,.alio'l rtf iia[sier of packets

in a ":sl ,1 n.d,, ,, ,r,r'i!,.t.r. rr, tlt;s archilt\t1iric. \li'li ti.lccicrl- o,1 ihc r,ase of threshold

values. T\\O ljtr.esriol,-l ral.i,j.:r. S..:.,n,t-1r-r,.ttrr.rir,r.,.s...r.,.r-l lti i{lcr.lrfiCaii.}.) r-,t'VICH and One

agent ilitr)i(.r . r,,'1,'.i'lrI I'r -,;,-1 ',i.'l ir I i, 1"'l','1,'rT irlt. '' lfri l.rSpiCiC-rS CH.
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In the case if intrusion / attr . .. L on an\ SCtl a col-.r of r.- \Ion ;oring & Reporting Agent

sent to the doubtful SCH. b-' .rng victinl resources ;\genL ,'rr;irm the occurrence of the

intrusion/ attack on the base of second thresholci. nou \'lonitoring & Reporting Agent repoft the

PCH an,i dissolves.

Sequence ofthe proposed af )1 \a(-h rrrated in florr charl thar ls repr.. sentation ofworking flow

in the system & activities tak,. ''l ' , during thc ',r l.iolc ptocc;: .horvr tn Figure-16.

5.5 Communication Srructure oI'SCH wilir P(.:H

When malicious activit)' dete ..-i ,'' anall'ztng iieilll. ilcssag. '. 'end ttt pnmary cluster head

that tat:es it er;11t-;el i1 ,,, -,i1 aittr tai: l, I .,1)pr/,1)t ilic;r'i )n i sr,n(js report to the

secondar'. Cluilcr' 'rla(l tf i.r f- .,.'rul..:,r\( inllll\i,'n 'r1 (1i.. '- . l'.-rf .tture ,,'rofk shown in

Fig-17

All SCH send IR ti, PCH rl;r r ,. ,". -. ,ltL- r. . I. . rrr .'i " .: ,1 tninimizes the security

control n-re:sages 15at l,:sult r 'ri, ,' rr-':r.rlr--c. ,l'lrli rI),j(tr \lr"\ -k liir:tinre increases if the

commr-rni,:a1ici lca,l nr 
jrrir:r ' . r r--:lir' r. i, ,-:.L . r'f:i:, ri. lr ilnother s€ se. time and

resources saved if the same irltrusion attack occirr 'n lirtule because norr PCH takes the same

decision -s;thcut dep!o1ine arL rlr.-r'rt.

**..

^ ?-

PCi.I
t''| :z

:;a.- i+--j'
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Sta 11

Normal
i ir rr' rr-r u i-t ica tio a-:I

I

Pacl\f)t dropping
(Le r i t-r)

i

-:'

rletected

.NT H:. 5oolo > +{l----

:)., r'i ': r ;r l-,
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5.6 Rotation of Nevr SCH

Two major technologies used to detccr alracks arc ( Ii) ,rnd RTID i50]. Within the cluster a node

acts as ur CFI i:; ;rlr,pc;r:d to l.:r'..' ':i!.'r bir'i,tr' ti-'e 'ltl" rlh,." tic'r'les ';iere CID generate a

cluster dun c-vcle- as it col ,r.1((,t:r-, tl . . Itlsi,)n tit r.e'rv(rk being as intrusion

detection slstem. ih.at istseC irt li( ll se lr-'ti,, ..ii, ,ie!illc interYal ol'the time. IR messages

from all SCH are collected ar il 'srr .'I in ,r1111k',' ' l, r' ;i1. 11 1111i6n Lrf 1[g new secondary cluster

head occurs after seiectior-i piiiirz,ii "iu"rci liea(l .!r1i a I saved IR it', the aew elected secondary

cluster lie:rJ -rir.rr'"i. iri ri; -!3 ,,,.,' Lr ., ,r .,' I r,ii,')''(- | s;l':tlre is tlut during the

election o-,'rteri, secoridary clu:.!l irL.td pl! r i,,., ' \ , LLitrl,('lii \r(/u,u n.)i De rost.

5.7

.-'3' 19-15. [{otation ol'nc'r

Metlror.lelr; gr / J,.! ?nrithrr:,

:i ! ol(l.u \ Cluster 
" 

r'i'l (S( H)

i r ',,r'o ilr|orlant J'hases: detection phase

'Ili. irccause irrt.ttsion can occurs on network

' r', r ; 1:, .'ilhe ti.tc system can detect

Lru,rchei i; lirr phese A report is sent to

,.)c.,r(. 2,, erc,:"'..'e raffic generating node

I '\ !r( J,'' . ; ; .rI' it,-.de iS also mOnitOred

. i,,FBASiMSCS/S08)
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Our proposed inlrusion detection tiar .'ii r

and identification phase thc.t ramare(l . - ,.r'.', :

5.7.1 Detectiorr Pia ic

Primary clusler head ccnstantlv nrori j" - ''jct',., ()ir

either levei ii ;; llC,1l lcvcl l-, ,q. - . , r.. '.

and harrJle tlte rtt,ilici,,,- ircr,. r'r' . i 'rilr rr 'l " i i

PCH !f anv devi:*;o' f"ol.r '''t th.e.lrt,ld rrct'tt,'"r-'

within rr. -! !.'. : ': :t"i,,r.' 1,, I 1ql I ,1. .n i 1 ,

by a partrcrrir r ag - -:: .er li o'. '' - ' '

-4_:.q-=\_1:!! 
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5.7.2 Identification Phase

In identification phase. sl,stem is assumed sa f'e rrnd nrle. are enrhcdcleC in the form oftuples into

the darahase and trvo,hreshrrd ft1,,.,.,1.qgjgs iu,, .,'1. thi(rsl.rold r.n: is se,t lor identification of

malicious clustcr head ar)d i., . ; .l ,r-,, 1 . li,.r itre trL.* : tli m 107o and tkeshold

second is sel for detection vrlt:n paci<eL (lr(,- l. | ) Lr1:i,r rierr 'ior:l i()o'i. l"umber of incoming &

outgoing messages front cach SC II arrd data feck.'t t'lo,i u ithin cltrstc' is the responsibility ofthe

PCH.

5.E Summan'

In this chaprer we proiecteJ \lalicious ClusLcr li- tJ I)etectir)ir I.'lcc.ranistn in Wireless Ad-hoc

Sensor Network. that provide rcliahle conn, r inicr rtion hr deaiin'r lal:e rcporting of the malicious

CH actin_e as a black hole. C)u'' rrrrnosed schenres lrr,r\ id's r strrrrrg secLtritv mechanism based on

two mecl-t ri.rrt ti..tecrion ^nd i(lprf il ,-rti r'. .'r. i-, :' ",r, tl;eiholrl

-4!L= 

!::--,':! lrrtEalall4r = !al-' 1-
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Chapter 6

METHODOLOGY

To get the desire result the proposed system implementcd that ir the basic goal in this chapter

where we only set confident measurements to ge1 desire goal instead of maximizing every

measure but inverse relationship arnong measurements altributes may live in many cases. To

achieve balance relationship among measLuerneirts aitr:lrr,f.is is our most important goal.

6.1 Introduction

Here we will discuss working environment that rr.' hrr e useci lbr getting our results through

simulation. User case ciass diagram & llow charts ol the orooosed approach to show the actual

flow of the problem solution. Pseudo codes f<rr the d.'.:ction and identification of black hole

attack on SCH & closing remarks of the chapter in the lbrm of brief summary in 6.2, 6.3, 6.4, &

6.5 respectively.

6.2 Deployment / Environmenf

For examining and unCcrstarldirrg rh: .rchar iour oi *r'ci; i .::.:.r'- i;. a given scenario. environment

impact more OMNeT +'is a n:t';;orl- sinrulatcr' 1ha- \\e use to simulate our proposed

architecture. Overview of OMNeT++. network simulation support & basic concept of building

and running simulation of OMNel-++. discussed in j.2 i. 5.1.1. a,rd 5.2.3 respectively.

6.2.1 What is OMNeT++

There are many simr.rlation toirls. sorrre or'thc,i-, arc uoi iasr to ,mplement and supportable for

hierarchical model. Severai are non-supporlab,e i'oi glaplrical cn', rionment and not user fiiendly

while a number of to<-rls use reusable cornponenis that iu. r'roi supportable for large model and its

simulation environment is not lreely avi,ilable (l lV I. el I pro ides simulation envirorunent to

the researchers for launching their oun tiame*'ork. Addrtionally', it provides an educational

version for studems anil acadetnra. *hich \l'e lrave uled in ihis strr,J1. I or doing experiments and

building simulation model. ue use O,Vll',let + - as 11 ls a rlocjular having well designed and a

system that is widei,l t,sed. Sorrree corle ol Otvlliet . ' c:tt ':,e 3,1:'.i, available.

(43 I/TBASA4SCS/S08)
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Data collection process and simulation is not linear. lt, collect data, already existing models

modified ard re-run the experiment. In OMNet++ s e have for NED topology description

language there is a complier

A simulation kemel

Tools of plotting data

Tools for documentation

For execution of simulalion two tvpes of user inteljirce erits first is GUI and second deal

command line. Ol\,fN'eT r ,ls,,eloped by Andras V.rrga [26] and the purpose of its selection in

my implementation is th,l ii. ,:,-ovide friendl.'- environ"nent fbr debugging, demonstration and

batch execution by facililat;ng craluating: performance aspect olcomplex software system. There

are many hierarchical modules with their o\\n parameter lbr comrnunication. Models are nested;

communicate with each other r) pris:llrg pariirr:c:.r'j .r.:L io alic: the behavior of module & its

topology. Gates used iu send rtre messages that iinkc<j ,lirec.l-' i.r the destination or may follow

pre-define.

6.2.3 How to Build and run simulation in OMNeT++

OMNeT+-+ has the lLlluu;,ig n',air1 p.irts.

o NED lonsJlqe .tgp.'lost'_dlt21p.darr _n.ry,,!u!s structure with gates, connection

and parameters e'e narrated in the NED tile thar is u'ritten in NotePad/ WordPad

saved $'rLh .(reG e\iairs,i,ir

. Mes19-iiit-_t!11fia1i!o_r.1;-i,t thi:; field. n:(j!.ri.r ., r'i r.l,rrr field defined that translated in

C++ trtii is th(-- i'asic resoonsit,ilit) r, '' thr l)\'[l'i:1"--.

o Simaie ;ieaiiale "a;;ic;: thcs; iii'c t st tt'cc i,le r'ith extension.h

Two basic componeni oi tite trntulation s) siel)) arr: Srrrt,iairot't kernel & User Inter face. To

create a simulation program folio*'ing sleps are ir,',c,i,".1,:

I'r first step definition ;1" 
"6p1srti-,i 

into C t+ g6ds.

I;; :.e:crd sii..-1 .onr/ertr..! f l; -r16 i.] 1,;1i ..., itl'. simulation kemel and library

"clated t(r thr. '-r-er interfar.:.

flv r,5i1,-1 )ii;I, tool t\FD fir: ir, r:onrerted into C++ at the start, steps

,'te,., r :t. fi,:rtrr',1Q
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6.3. Use Case Diagram

Sequence of the proposed approach is considerate b,r' using use case diagram that is the

representative of the '*orki:rg flov, ;n :he si'slcii :1(i acti'.,iti.s taken place during the whole

process regarding detection and identification of malicious SCtl in the presence of blackhole

shown in figure-20.

6.4 Pseudo code ofProposed Scheme

Used abbreviations are:

. DTh- Detection f iueshold

o IdTh : Identiti;a:i.rn llrreshold

o N:Nodes

o C:Cluster

r CH:Cluster Head

o W:Watchdog

o NPD:Number of Packet Dropped

o DPP:Drop Packer Per c r:r,rau.--

. Nw:Network

o MRA:Monitoring & R:porting Agent

o BH=Blackhole

o PCH: Primary Cluster Head

o NSCH:New Secondan Cluster Head

Asima Ismail (43 I,trBAS,MSCS/S08)
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BEGIN

VNinC

PCH monitors Ii11er-clusler traffi c

Repeat:

If (Pack.'t drop * 11gg (using'* ) )

Wait till DTh

Else if (Packet drop > DTh)

Deplol, MRA on Potentrar ir , I

If (DPP > DTht && (DPP < ldTh)

MRA: log drop packets

Else if (DPP < DT h)

Report{ ,lcan)

Else if (DPP > ki'l'h)

Reponr . r,aircrtrus 1

PCH c CH as malicious && Disown it.

Select New CLi

Pseudo Code for selSSlt-qLStneEj. H

PCH monitors all r-eilhboring norle

Checks the condition NSCH :: I hope arval && r raxrrnunr nunber of nodes are attached with

it if true

Declare it as a NS(lll

6.5 SummarS,

Simulation environnrr:nt its introduction anci uorking paradl!,r,t related user case diagram

narrating my proposed schr'me and descriptiolr r. ir p'c ''],' roJe .,rscussed in this chapter.
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Chapter 7

RESULTS

7.1 Topology:

Our proposed topology containing I I nodes two secondary cluster heads (SCH), named SCH I &

Flgure-ll : Propoaed topology

SCH2 and one primary cluster head nomed as pCH all the communicarion carried out betrreen

SCHs through Primary Cluster heads. Source & destlnation node selection. packets per node

generation are random whilo number of nodes kept constant. We divide our simulation in

different cases deallng different number of pockct generating and dropping ration ro fix our

detection and identificatlon threshold to dlagnose black hole attack.

The simulation parameters considered listed in Table-1. 700m -x 350m span taken where borh the

clusters deployed. The transmission range of nodes and CHs is l00m u,hereas PCH can cover

larger distance, i.e. 200m. IEEE 802. llb standard considered having channel bandwidth ol
2Mbps while data rate is 34.6 Kbps with propagation delay of l0msec. Initialll-. the neniork is

(43 r/FBAS/MSCS1508)
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setup and normal communication takes place with CBR traffic. Hou'ever, blackhole activates

after l5seconds. Blackhole intensity is not high here so that it can survive longer on the network.

This way. our methodology have verified for detection and identification ofthe malicious CH.

Parumetet Val ues
Nunber of nodes

Secondary Cluster Heads (SCHI A SCH2) 2
Primary Cluster Head I

Rouling Protocol AODV
Area,/Span o{ lhe NeiL'ork 700m X 350m

Chanel bandvidth 2
Dala Rate I1.6

Traffic Generation Rale CBR
Packet size tk

Channel Error Rate
Propagation Delay l0 m.sec

B lackhole Activation Time I /1- l/2 Simtime

Table-l : Simulation Parameters

7.2 Simulation Results

First, to set our detection and identification threshold we tested our topology rvith different

number of packet generation per nodes for different simulation time with and without agent

deployment. There are two levels of detection; at one level, thresholds used while on second

level agent deployed. First threshold called deiectlon threshold and second called identification

threshold. Now we compare the results whi the actual packet send by the SCH and packet

received by the PCH and observed that some ofthe packets are missing. as graph is not same lbr

the sending and receiving packets, Through thls, we wlll try to analyze the impact of intended

packet drop in the presence of black hole ongck.

If more than, l0% packets dropped by SCH consldorpd lhat, something is wrong rhere and uhen

drop rate crosses 5002, Le. lt is prslstent in dropplng packets, the said CH declared as blackhole.

To verify whether our algorlthm is wo*ing properly or not we tested our results rvith differenr

throughput for different nodes and set threshold values ofdetection and identification.
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Case-l:

In first case, simulation time of l5 sec is set for static number of node i.e I I having packet sizc

ofeach node is 4k. The true picture attained throughput illustrated in figure-Z2.

True Picture: Attained Throughput (1Ssec.)

,,ta

z

3000

2500

2000

1500

1000

500

0

SCHl Reportd SCH2 Reported PCH evaluated PCH evaluated
for SCHI for SCH2

Reporting Entities
r Sending packets
I intended received

Figure-22: For 15sec. scenario - Originally packets handled by CHs.

Here blue bar shows the sending packets and red shown intended packets received. Where SCH I

reported packets and PCH evaluated for SCHI are same and SCH2 reported packets and PCH

evaluated for SCH2 are same that is a normal scenario where PCH reported results are same to

SCHI & SCH2 generated results. Now we set a threshold of 10% for dropped packets when it

meets detection started and when threshold of50% crossed, it declared as blackhole. In this case.

when 667o packets dropped it declared os blackhole,

Figure-23 shows the number of dropped packets reported by the agent. Regarding each node. rie

used watchers technlque to confirm any mallclous activity. When detection confirmed crossing

our first threshold that is l0%, we deploy an agent that monitor the activity of a malicious CH

and when it cross second threshold that is more than 50%, it declared as blackhole.

Here, node number 2 & 6 are not showing intended dropped packets because of watchdog

limitation that only monitor the nodes one hop away and if a nodes are two hops away then SCH

only record the entry of passing data but did not consider its packefdropping rate.
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packets Reported By AgentDropped
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I lntended Packet Propped
r SendinB Packets

Figure-23: Dropped packets Reported by agent

Case-II:

The same scenario is extended for 20 seconds with different number of packets per node. true

picture attained throughput is illustrated in figarc-24.

True Picture: Aftained Throughput

!)

z

20000

15000

10000

5000

0

SCHl Reportd SCH2 Reporred PCH evaluated PCH evaluated
for SCHl for SCH2

Reportlng Entltles ! Send Packets
I lntended Recrved Packet

Flgure-2{: For 20sec, Scenarlo - Orlglnqily packets handled by CHs.

Blue & red lines are showing sending and intended received packets used to narrate that PCH

evaluated results are against SCHI & SCH2 are same as SCHI & SCH2 are going to repofi

rvhile Figure-25 related to dropped packet per node that is being reported bl an agent follos ing

detecting and identification threshold having the same condition for nodes 2 & 6.
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I
Dropped Packets - Reported By Agent

., 1

Node Number r Packets To be Delivered
r Packets Orisinated

Figure-25: Dropped Packets Reported by agent

Case-III:

Same scenario of case-l tested with simulation time of 25 seconds shown in figure-26. which

monitor that the original packets originated by the SCHI & SCH2 are not same as reported by

SCHI & SCH2 so there would be some gap or any malicious activity carried out because of

blackhole that is dropping packet and not transferring actual quantity ofpackets. PCH is keeping

the entries of data pass from it and updating its record in the routing table and make it shou that

E 3000
(l)

E zooo

2 tooo

q)

o
{)!
E
Ez

True Picture:Attained Throughput (25)
700%
90%
80%
10%
60%
50%
N%
30%
2U6
1096
09(

SCHI Reporld 5ctl2 &ported PCH evaluated PcH evaluated
for SCHl for SCH2

Node Number t lntended packets received
r Sending Packets

Figure-26: For 25sec. scenario - Originally packets handled by CHs.

data is coming from which SCH. PCH monitors either data is coming from one hope nodes or 2

(43 r/FBAS/MSCS/S08)
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hop nodes if it is coming from t hop nodes it counts its number of dropped packets and if it is

coming from two hop distance it will take only its entry of passing data but did not consider its

dropping packets.

Dropped Packets - Reported By Agent
4000

3000

2000

1000

0

OJ
.,:l

a

z

Case-IV

Above cases

figure-28

t Packets To be Delivered
r Packets

Figure-27: Dropped packets reported by Agent

scenario tested for simulation time of 50seconds for 4k packet size shorrn in

True Picture Attalned Throughput (50 sec)
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Figure-28: For 50sec. scenario - Originally packets handled by CHs.
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Here the results are same as in the simulation of 15,20 & 25 second as the SCH & SCH2

reported packets are same as evaluated by the PCH regarding SCHI & SCH2 following both

threshold checks like l0oZ for detection and 50% for identification now we fixed our threshold

value that is meeting our requirement of blacklole detection and identification. Figure-29 shou s

the number ofdropped packets reported by the agent regarding each node.

Dropped packets-Reported by Agent
18000

16000

14000

12000

10000

8000

6000

4000

2000

0

Case-V

In the Figure-3 l, SCH I sonding packets are same as recelving of SCH2 while sending ol SCH2

is same as Receivlng of SCHI that is mean graph trend ls same for SCH I & SCH2 in borh

sending and recelvlng case, ln thls gaso, slmulatlon tlme is 60 second and black hole activarion

time is l0 second, Agent iS deployed approxlmately after 20 seconds and it accomplish its

detection regardlng blackhole wlthin 20-60 recond tlmg limit and the difference between sending

and receiving packets ofSCH I & SCH2 arn cvaluated as shown is Figure-32.
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Fake Reporting
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Figure-31 Fake Reporting By Malicious SCH

From Figure-32, it shown when blackhole got active after l0-second graph trend ofreceiving

packets low, revealed that packets are not receiving completely as send by the SCHI & SCH2

True Picture:Aftalned Throughput (20sec)
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Figure-32: True Picture Attained Throughput (20sec)
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While in graph-l sending and receiving graph trend is same means there is no difference in the

number ofpackets send and received by the SCHI and SCH2 its mean there is fake reporting by

SCHl & SCH2. Actually, SCHI & SCH2 are dropping packets but reporting PCH that packets

are delivering appropriately that is what we detected and removed.

Figure-33 shows another aspect of time wise throughput where sending SCHI and receiving

SCH2 are same while sending SCH2 and receiving SCH I are different. In this case. BH

activated after l5-seconds and starts dropping packets. After l5-45sencond agent deployed and

BH identified and disowned within period of one minute. While SCH2 still sanding packets but

SCHl in not receiving as it disowned PCH take the entry ofsending data but it is not calculating

the dropped packets.

Another Aspect of Time-wise Throughput

48 54 60

ff soo
J

.q 600

z 400

rt 21 30 36 42

Tlme
-----SendlngscHl 

-SendlntscH2 --RecelvlngscHl
ReceivingSCH2

Figure-33: Aoother rspect of Tlme-wlse Throughput

In figure-34, graph show number of packet dropped after agent deployment. between number of

nodes and number of packets generated by each node. Different nodes are dropping diflerent

number of packets.
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Packet Drop After Agent Deployment
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Figure-34 Packets Dropped after Agent Deployment

Results & Comparison

Here in figure-35 is a comparison of reported statistics to PCH, rvhich monitor that the original

packets originated by the SCHI & SCH2 are not same as reported by SCHI & SCH2 so there

would be some gap or any malicious activity is carried out which is blackhole which is dropping

packet and not transferring actual quantity of packets. PCH is keeping the entries of data pass

from it and updating its record in the routing lable whether it is coming from one hope or 2 hop

but not monitoring dropping rate that why rgsult arE not same.

7.4 Analysis & Dlscusslon

For setting simulatlon threshold for detection & identlfication, we considered different cases

with different number of packets per nodg for slmulatlon time of I 5, Z0 and 25 sec. *.e observe

that in all cases graph trend found simllar for varying throughput of packets per node. We verii'r.

our proposed solution by extending it to 50 sec simulation and changing the traffic generarion

rule to Exponential. This way. we utilized the available resources Io the maximum and found our

that our detection and identification threshold are working properll'as graph trend remain same

in all cases.
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Figure-35: Comparison ofReported Statistics to PCH

ln the end, we compare the results and observed that original number of packets send by SCH I

and SCH2 are now the same as reported by the PCH that is mean there is some malicious actir itr

in the network that is causing packets not reaching successfulll to the intended destinations

shown in figure-35. Finally, the blackhole attack that launched bl SCHl. after delection and

identification that malicious CH disowned from the network and a new SCH selected lbr smooth

transmission of the data within the network shown in figure-36.

Initially, we have tested our results to fix our detection and identification threshold with varl inu

simulation times, from l5-50 seconds, and different number of through put. It observed that

dropped threshold vary from 64-960/o packets wlth CBR having bandwidth of 2Mbps u,hile data

rate is 34.6 Kbps with pmpagation (elay of lOmsec. BH is getting active in betrveen I 5-30

second where as packet per second is 10-30.

In the case whon BH actlvation tlme ls 15 seconds total dropped packets in rhe process of

detection and identiflcation ls about to 47Yo of the total send packets while agent is sending

approximately halfofthe packets recelved by lt. Average BH activation and agent deplolment

time is about to 2.2 o/o while BH activation time and agent kill timings average is near about

l9%. lfpackets per second vary to 20-30 then average BH activation and agent deployment rime

lies in between 2-3.6%o while BH activation time and agenr kill timing average remain 20-34%

approximately here weighted average throughput ofnodes is approximately 2.6 %.
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Figure-36: Simulation Snapshot, after old CH declared malicious and new SCH selected.

In the case of timeline graph when we considered total number ofpackets sent b) the asent and

average ofBH activation time with agent killing time after dividing packet per second thal lies in

berween l0-30, the weighted average throughput ofnodes against timeline is approximately 27%

is observed.

The weighted average throughput of nodos ls approxlmately 2.6 % whether agent deplo)menr

and kill tlme ls ln between l7-34sec ln the case when the BH activation time varies from

l5-30seconds, Agent completes lts identlficatlon process almost within time of2Tseconds after

the activation of Blackhols cttapk, dlsowns tho mallslous SCH, and selects a new SCH.
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Chapter 8

CONCLUSIO'N & FUTUR.E DIRECTIONS

In this chapter, we are concluding final remarks regarding thesis achievement and future

directions

8.1 Achievemen ts

Main achievements of this thesis are:

o We have focused the rnalicious cluster head detection and identification as it is a core

part in clustering environment where all communication carried out through cluster head.

o Detection and :.1: rt f,irticn cf rnal cicu: activlt\ c'cluster head will make the traffic

smooth and reliable.

Reliability achie'r'ed b-, ,,1er:reasing reliable packet loss.

This security meclranism enhances level of security to great extend in clustering

environment.

As evident tonl htcrar.rrc survel stuoies main lraJc considered TCP based traffrc. As,

this srudy having in :ooperated UDP traffic load has the potential for further research and

hopefully fulfili the existrng gap in this area.

Thesis diagnoses the rhre reponrng of the malicious Cluster head and gives a smooth

solution to that problem.

8.2 Future Directicn & Prospecti'r,e

Our present work has higlt 'uhrr:d many directions for fulue research. One of them is the use of

same scenario for difl'erent type of networks like Mesh, Sensor etc. Secondly, increase in

network and node sizi-. rii'e i,':l).i. ibr rh.' gereratiot, oi variable data set so that AI based

algorithms and data 11,-i1r., 'r;;ln jlnes can be applied to pin-point the behavior of malicious

entities; such that vcdfic:tion r:.i thresholls and their dyramicity can be applied for the detection

of malicious nodes' CFi .
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As we have simulated our scheme using OMNET++ in future, it can implement as a real testbed

for analysis and its integratron into IDS & IPS etc. In the meanwhile, the same mechanism tested

for different infra structures. Finallv. the proposed scheme can also be tested for different attacks

type.
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