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Abstract

In adhoc network nodes are mobile having no infra structure and distributed in nature this why it
is susceptible to many security threats and attacks. All nodes participate for the transmission of
data within the network and responsible for designing network topology where suspicious and
malicious activities can be detected by different techniques like Intrusion Detection System that
is dynamic in nature. Efficient resource consumption is compromise if network security is

enhanced that is why security must be achieved for getting reliable and accurate data

As in clustering environment, communication carried out through cluster heads, we are having
two Secondary cluster Heads (SCH) and one primary cluster head (PCH). SCHs communicate
via PCH and if one of the Secondary Cluster head compromised, the entire network affected.
Malfunctioning of cluster head detected and indentified so that it disowned and all network can
work smoothly and securely. To handle this issue we propose “Malicious Cluster Head Detection
Mechanism in Wireless ad-hoc and Sensor Network™ that provide security by minimum

utilization of the resources after detection and identification the malicious Cluster Head.

Proposed mechanism based on two types of threshold, for detection and identification of
malicious cluster head that is dropping packets because of blackhole attack. We used watchdog
technique for initial monitoring than an agent is launch for detection and identification of the
packets dropping reason. Proposed mechanism specially designed for secure UDP traffic
transmission and fake report detection done by any of the malicious SCH to PCH. On the bases

of thresholds, malicious SCH detected and disowned from the network.

Vi
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Malicious Cluster Head Detection Mechanism in Wireless Ad-hoc and Sensor Network

Chapter 1

INTRODUCTION

MANET is a network without any infrastructure [1]. Reduction in the prices of, laptops, cellular
phones, PDAs, mobile devices, became a main cause to develop the interest in wireless networks
in past decade where Pervasive & ubiquitous catering had considered a most recent development
in wireless network to both nomadic and fixed users. On industrial and individual level, different
standards regarding wireless used to fulfill the requirements where Wireless Local Area Network
is the most common. It uses a single backbone to connect many mobile nodes in one network
with short coverage are deployed by cafeterias, educational and business organizations. There
was also a need to meet the requirements of other scenarios like communication of soldiers in
battlefield, where messages carried out by using physical constraint of the medium whiteout
deploying fixed wireless access point that is risky one. It is not convenient regarding enemy
access that became one of the main reasons to promote research in the field of Mobile Adhoc
Networks (MANET), without dominant infra structure for communication. MANET formed by
the combination of mobile hosts without having any centralized support service like

administrator, provides the availability to atl hosts to connect it in WLAN environment [2]

1.t Taxonomy of Wireless Networks

Set of nodes connected in wireless network either directly or through some access point as base

station to communicate with other mobile nodes. Taxonomy of Wireless Networks is as under:

1.1.1 Wireless LANs & PANs

Different devices like palmtop, laptop, PDA, PC, in wireless local area network act as mobile

nodes to communicate each other via base station or any access point shown is Figure-1.

Generally, WLAN mostly deployed in offices, universities, schools, and cafeteria in different
forms.
According to IEEE 802.11 standard, WLAN having

(a) Transmission range (1 Mbps to 45 Mbps)

(b) Frequency bands (2.4 GHz to 5 GHz)

e ———————————————————
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(¢) Bandwidth (Upto 54 Mbps) according to new standard IEEE 802.11g

Tablet PC

Workstation Workstation

Figure-1: Wireless LAN [2]

WPAN is a network of Personal devices like digital camera, PDAs, laptops etc having
(a) No fix infra structure
{b) Short range
(c) WPAN follows IEEE 802.15.1 standard for Bluetooth devices

1.1.2 Wireless WANs and MANs

Wireless internet is an emerging technology having no backbone to connect to the internet by
using mobile nodes. By covering large area, network divided into cells having several mobile
terminals (MT) with fixed base station used for communication by following cellular architecture

shown below:

In the structural design of cellular networks, first, second and third generation systems are used
that follow handoff procedure for communication between two cells via base station. Second
generation (2G) having TDMA, GSM, PDC, and GSM having old technology CDPD overlay on
AMPS [4] are mostly being used as second and third generation cellular network support

data/voice transmission fully with increased transmission speed.

gt p—————t————————————————————————
Asima Ismail (431/FBAS/MSCS/S08)
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Figure-2 wireless Internet [2]

If large part of city and number of kilo-meters are covered for communication then it is called
wireless Metropolitan Area Network (WMAN) that rely on OSI model following IEEE 802.16
standard that often being used for multimedia applications including telephony and digital video

and real time data as well.

WWAN covers large area network than WLAN with additional supporting features like radio
signals over analog, microwaves and electromagnetic waves, digital cellular or PCS networks are

also part of WWAN.

Mobile Adhoc Network in one of the types of wireless networks that need no infra structure and
base station an can be easily deployed in the environment where setting wired network is
impossible. Every node in the MANET act as a router that form a router complex and can

communicate by forwarding packets without any particular base station as shown on the figure-3

Mobile Node

&W&Z@

?QW

Figure-3: Adhoc Network [2]

(431/FBAS/MSCS/S08)
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1.2 Application of MANET

In the environment where we can not rely on central nodes we prefer to deploy Adhoc Network
that is decentralized and dynamic in nature and required less configuration in the case of any
emergency like war. As compared to the wired network its adoptive nature of communication
protocol, dynamic topology and less time consumption make it preferable in critical
environment. There are many applications where Adhoc Networks deployed while we consider

some of the scenarios given below:

1.2.1 Rescue Operations & Battlefield

In the case of fire fighting we have to deploy node quickly so in that case MANET are
preferable as in battlefield hand-held devices used so that soldier’s troops may
communicate with each other confidentially.

1.2.2 Vehicle mounted Devices

Movement of soldiers and vehicles judged by using Adhoc networks that mounted with
vehicles to recharge the mobile device by using power source.

1.2.3 Event coverage

In such scenarios, multimedia traffic exchanged between different nodes that can be PCs,
laptop, palmtop, PDAs etc as for example in press conference all reporters share date
among themselves gradually.

1.2.4 Class rooms

For sharing data among all students within the classrooms, Adhoc Network made.

Adhoc network divided into three types on the bases of its main applications, which are:

(a) Mobile Adhoc Networks
(b) Wireless Mesh Networks

(c) Wireless Sensor Networks
1.3 Silent features of MANET

Following are silent features of MANET:

(a) Network component are not dedicated

(b) Operation are energy-constrained

(¢) Limited bandwidth

(d) Physical security is limited
————————————————————————————————————————

Asima Ismail (431/FBAS/MSCS/508)
4



Malicious Cluster Head Detection Mechanism in Wireless Ad-hoc and Sensor Network

1.4 Advantage of MANET

Because ease of deployment, cost efficiency, convenience, mobility, scalability MANET has
many advantages, [3] like Scalability: Random joining and leaving of node have no effect on
network. In a wired network, if we want to add more nodes we need more equipment but not
required in Adhoc case. Deployment: MANET is a network without having any infrastructure
and required fewer configurations so it deployed in any environment easily. Mobility: Nodes in
MANET can access internet from anywhere not only from the working place but also from any
other place as its node are mobile like bluetooth, infra red that are wireless node and can provide
internet connection any where any time. Cost: There is no need of cable to make a network so its
cost is much less than other wired/ wireless networks. Convenience: Because of mobility
MANET, users can access all the resources within their office or home equally. Productivity:
Continuous connection from a particular network maintained from one to another place, as it is
more productive than any other network because employees can be available to their company all

time.

1.5 Disadvantage of MANET

MANET advantages mentioned above now we looked at prone & cons of MANET that make it
un- feasible to deploy [3]. Reliability where mobile devices communicate each other in the form
of signals that is subject to the interruption especially by microwaves that badly affect the
performance, reliability and scalability of the MANET so that it is not preferable in small area
networks. Bandwidth is one of the constraints of the MANET because of its low capacity links
that facilitates mobile uses to interact with the wireless network easily. Range where MANET
users can access it within a fixed range because of that it is used for small networks and not
supportable for large infrastructure. Radio emission in wireless technology rely on the radio
frequencies for the transmission of data or messages via bluetooth, infra red or any other
technology, emission of such signal through the interface may cause bad effects on human
health. Security regarding MANET use open medium for communication and having no fixed
infra structure so strong encryption techniques demanded to mect the security aspect that is a

challenging task for research.

ﬁ
Asima Ismail (431/FBAS/MSCS/S08)
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1.6 Motivation:

Adhoc network is wireless networks that need mobile nodes acting as a router. They have no
infra structure for data transmission that considered as an attractive feature but if we consider

security aspects in MANET, it is still an issue even though many mechanisms like:

e Proactive as for example encryption and firewall
¢ Detective like Intrusion, data correlation

e Reactive like, recovery, block IP address & terminate connections etc.

regarding security are proposed but on attack handling there is still a gap for further research.
Just like that in sensor networks where each node is battery depended, there must be a way that
can deal proper and secure delivery of data. Achieving security and delivering data efficiently is
the main task in sensor networks. Data transmission is carried out by mutual communication of
all nodes so misbehave of a single node can damage the whole performance of the network so it
must be detected to carry on secures communication. In the environment where sensors deployed
properly and base station is not receiving measured information than we can say sensor

deployment is not fruitful that is obviously because of some misbehavior that must be diagnosed.

#
Asima Ismail (431/FBAS/MSCS/S08)
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1.7 Problem Domain

Wireless Sensor Network is an up-and-coming technology. Inadequate amount of energy,
processing capability and storage capacity considered some of the restrictions of the WSN.
Because of these restrictions traditionally security mechanism of the ad-hoc network are not
adequate for the WSN. Self-protecting approaches in WSN are static like firewall and encryption
while in the case of dynamic these called first lines of defense as it facilitates only external
threats. While we need security mechanisms, related to both internal and external threats to make
our system reliable and efficient because compromised cluster head not only affect the whole

cluster but also degrade the network performance.

Security is an important aspect in wireless networks as it is vulnerable to many attacks. Because
of distributed environment and open media, attacks can easily affect the network. Suspicious and
malicious activities detected by the Intrusion Detection System that is dynamic in nature.
Efficient resource consumption is compromise if network security is enhanced as the strong
security and efficient resource utilization of sensor nodes have inverse relation cleared from my
given literature to handle this issue we proposed “Malicious Cluster Head Detection Mechanism

in Wireless ad-hoc and Sensor Networks” that provide reliable data transfer.
1.8 Thesis Contribution:

Misbehaving activity can results in packet drop that may be cause of any attack or link error.
There are many network layer attacks like selective forwarding, sinkhole, hellow flood attack
while black hole attack is considered in this research work, in cluster based environment, on

cluster head.

Proposed mechanism makes the communication smooth and reliable by the detection and
identification of malicious cluster head that drop packets because of black hole attack. After
detection of malicious cluster head, it dis-owned from the network and new CH selected. It also
provides reliable traffic within the network by detecting fake reporting of malicious CH in case

of UDP traffic.

_—,ﬁ
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1.9 Thesis Organization

In chapter-2 we have a look on the basics of thesis topic, chapter-3 describe the background
related to the malicious node / cluster head detection, Chapter-4 narrated literature survey related
to problem domain. Chapter-5 elaborates the identified problem domain after that Chapter-6
explains the proposed solution regarding to sort out my problem. Chapter-7 gives us information
about implementation and simulation related to problem domain. Chapter-8 has conclusion &

Future work

E—_——__!_——_———gg
431/FBAS/MSCS/S08)
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Chapter 2

PRELIMINARIES

Everything had some background if we came to know that we can easily find out its prone &
cons. MANET is an emerging technology where security aspects considered because of its
distributed nature. Many issues lies in mobile adhoc networks but security and reliable
transmission of data can not be neglected in any case. In this chapter, different type of attacks &
threats related to security with their handling ways discussed. Attack in MANET are also

considered to make background of problem domain and problem statement focused in thesis

2.1  Security threats in wireless networks

There are a lot of the possible aspects that can make changes in the wireless network
performance either weather, noise, media cause or malicious node or any mal-functioning
activity that effect the network and deceitful for its bandwidth as well. For effecting network
performance intruder can break the link most frequently after switching from one link /channel to
another link / channel as in automatic fault management (AFM) case attacker produce as many
fault alarms as the actual attack can be neglected that is stiff to be find out in research area [3].
Different supposition and solution are present as in TCP case it can be declared that packets
dropping can be because of congestion while on MAC layer contention is considered the cause
of the same problem both having terrible effect on the transmission rate as channel conditions are
going to suffer here [6]. There can be many other security threats related to reliability, packet

dropping, delays etc.

Many problems may exist in wireless environment like:

e In wireless network harms like packet loss, occur because of congestion (rarely),
handoffs (results in slow start or timer out problems), bit errors and reordering in some
type of wireless nets.

e Packet loss simulated in TCP either for the reason of congestion having poor interaction

with the network, trigger by the loss of wireless packets and reordering.

. e ]
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¢ Duration of noise and poor signal strength are also causes of packet loss in TCP Window
handled if we slow down the increase of congestion window or add some congestion
control.

e Even though in low bandwidth delay rate is high like RTT, quite long as in busty loss,

that is why cumulative Acknowledgement Scheme is not so fair.

Many problems exist within Mobile Adhoc Network as packets forwarded by the collaboration

of all nodes that act as a router. In this section, we briefly have a look on these issues:

2.1.1 Distributed Network:

Like Peer-to-peer network, MANET distributed without any fixed infrastructure, as
there is no central device to manage all clients.

2.1.2 Security

Security is main issue in the MANET as all nodes are mobile and corporate each other
for communication so confidentiality, authentication and integrity is hard-core to achieve
in such scenario. That is an important aspect of research now a day.

2.1.3 Addressing Scheme:

In centralized system mobile IP handled by any central authority or a base station but in
MANET addressing scheme that avoid any duplicate address is handled by dynamics
nature of network topology.

2.1.4 Dynamic Topology:

Because of distributed nature and lack of fixed infra structure the topology used in
MANET is not continuous and change time by time by using adoptive routing protocol
that support the self organization factor of the mobile nodes.

2.1.5 Network Size:

Sever upper bound is applied on the network size by the protocol that is being used in
MANET although it is the striking nature of the MANET as it is being used on
commercial level for delivering data in meeting, class rooms etc.

2.1.6 Power Awareness: Mostly, MANET deployed in an unfriendly environment.
Functionality of mobile nodes relies on the power consumption or battery timings so the

protocol that used must have power awareness.

e ———————————————————————————————————————
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2.2 Network security

A platform where the entire users interact and communicate to share information & data, a
network shaped that have some protected resources that must be secure and demand of network
security. Valued accessible network resources and protect the network from the unfair and
unauthorized access by monitoring the efficiency and performance of the network and its effects
on entire communication. One question that always comes in our mind, the impact of
confidentiality, integrity, authentication, privacy and availability of resources, results in the
wastage of the reliable and expensive resources by getting access by the illegal user or attacker
where there is no concept of security measures in network. That is why genuine users can not get
access to the required resources and result in fail of communication that why security policies
and protection mechanism is demanded against all such type of attacks and threats that facilitate
the network to perform desire operations in any unfavorable condition that is obstacle in the

performance of the network as well [7].

Proper security policy is required to achieve reliability, efficiency and performance to utmost

level after detecting, preventing and recovering network from the malicious activity given below:

2.2.1 Attack Prevention

Prevention techniques prevent the network from any malicious activity or attack that can damage
its performance. Implementations of these techniques also allow the attacker to intrude into the
network then prevent it and secure the network from failure. These techniques are strong enough
to fight against attacks and regulate the network as for example roll of firewall in “Infiltration
attack” where malicious node enter into the network and occupies its resources for its own use,
that prevent interference of malicious nodes into the network and also save the network from
DoS attack. Another example of entering malicious nodes in the network is “Lying” where
malicious node show off itself as a legitimate user. Prevention techniques are Digital Signatures,
Access Control & Authentication, Authorization, Digital Signature, Non-Repudiation, Time
stamping while Firewalls, Cryptography, Intrusion Prevention System and Anti-Viruses are main
sources to save network from Infiltration [7] and also helpful to prevent it from risk of hacking.
Prevention techniques try to provide maximum protection to the network but in some cases,
when many fake queries are made theses approach fail and malicious intruder enter within the

network and commit DoS attack.
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2.2.2 Attack Detection

Once attack happened the next step is its detection and finding out all occupied resources by the
attacker and recover it back so that authorized user continue its task by using required resources.
For appropriate security measure a report of the attack and the damages caused by that attack are

send to the network administrator

2.2.3 Detection Techniques
Some of the Attack detection techniques are as follows:

2.2.3.1 Intrusion Detection
In this technique, malicious nodes detected & prevented from entering into the
network whenever intruder tries to enter into the network [7].

2.2.3.2 Quantum System
When encryption key broken by any intruder quantum system works discover and
determine the quantity of that malicious deed

2.2.3.3 Watchdog, Processor, Polling, Beacons
To recovery the network in its original, state when any resources fail these
techniques used for diagnoses of the attack or mishap.

2.2.3.4 Fail-Stop Digital Signature
This technique used for identifying, retrieving the resources back to the network and
discard the treachery that bread the prevention techniques and entered into the
network somehow.

2.2.3.5 Tripwire & Viruses Scanner
These techniques detect Infiltration attack not caught by the prevention techniques
and recover the damages that occur because of that attack.

Some of the threats always exist in the network that is susceptible to many attacks that make

their ways by using these techniques.

2.2.4 Attack Recovery

Techniques that used to repair the damaged network resources after the attack to its original state
called recovery techniques that enable the network to work properly according to its original
desired tasks. Lost information restored by these techniques for example if someone has

encrypted his data by using any private key and placed that key in any storage like hard disk/

ﬂ
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floppy disk that got damaged because of any reason then way to recover that key is the
recovering techniques like Escrow, Rebooting or Restarting, Hot Swapping and Fail-Over [7].
Other recovering technique like Auditing, a great defense against malicious node that is
pretending to be legal, and Certificate Revocation that re-allocate the certificate to all nodes to

recover the network from damages occurred because of Infiltration.

2.3 Malicious node
2.3.1 What is Malicious Node?

If malicious nodes are present in a MANET, they may attempt to reduce network connectivity
(and thereby undermine the network's security) by pretending to be cooperative but in effect
dropping any data, they meant to pass on. These actions may result in defragmented networks,

isolated nodes, and drastically reduced network performance {9]

In pure AODV protocol malicious node can be harmful for the network whether it is dropping,
altering, modifying the packets or cause Denial of Service because of any reason like the one
intermediate node are not working properly etc will down the overall network performance level

[10).

2.3.2 Malicious Activity & Misbehaving Nodes

Malicious nodes in MANET greatly affected the availability of network services these are
broken nodes having non-functional aspect in network. Malicious nodes are: that try to damage
the network, misbehave nodes, try to change the network traffic by using the resources of the
node or selfish node that got agree to transfer data but does not do that and drop packets by using
network bandwidth and resources. Malicious nodes that selectively dropping packets can hidden
within the network. It can add more packets into the network causing DOS attack as well [11].
While node misbehavior on network level can be of two types related either to routing or with
packet forwarding [12]. In MANET IDS mostly used for the detection of malicious activity by
data collecting and analyzing via malicious node and all other nodes within the network it may
be collaborative IDS system working on schemes as cluster based voting, trust building and
neighbor monitoring [13]. IDS can be misuse detection that detects only that attacks that
recorded in its database unable to identify the new one other that is anomaly detection can detect
on the bases of comparison of the sender and receiver behavior and its variation must be reported

[14].
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Bo-Chao Cheng et al write up in his paper about the malicious effects on the existing IDS that
designed to detect any malicious activity within the Mobile Adhoc network [15]. Even
appropriate mechanism of the IDS is still unable to get the desire results as the method /
mechanism of the malicious node coverage within the network is not so strong. From the
concept of containment strategies, for limiting the degree of the attacks the functionality of the
IDS improved in this paper and new idea of AODV with the name of T-Sec AODV protocol that
give repaid detect malicious node and discard its connection from the other nodes. Routing table
reset as the alerts generated so that all nodes within the network remove all their connections to

the malicious node and network performance does not suffer.

Getting efficiency in collecting data in large-scale mobile ad-hoc network that demand constant
and supple clustered network structure but dynamic nature and sever resources limitation make is
tough in MANET [16]. To overcome this problem virtual backbone made by cluster-head that
decrease the path length between the nodes, the access time to remote counterparts for node is
less and for a local range, network stability with node mobility is partial. Cluster head fixed to
one hop and selected without considering network condition in clustering techniques in
MANETSs usually. To measure the link stability and connectivity that relies on neighborhood
benchmark of mobile node, a technique proposed in paper that consists of equal size multiple

hop clusters.

2.4 Malicious node detection strategy in MANET

Standard security solutions adopted for wired networks or structured wireless networks.
Networks with backbone nodes providing access via physical networks do not extend naturally
to ad hoc networks. Security methods such as public key infrastructure (PKI) and certification
typically requirc a central infrastructure within the network, making them unusable in a
MANET. However, the emergence of biometric-based user authentication for mobile devices
motivates our investigation of the possible use of biometrics as a security measure for ad hoc
networks. In some sensitive applications of MANET for example, in battlefields, biometrics

could provide a crucial measure of security [24].

In MANET applications where authentication is not essential, there is still a need for
mechanisms whereby nodes assured that packets delivered to their intended destination. To

address this need, we are currently investigating the use of “creditability-based™ routing tables to

M
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detect and isolate malicious nodes. In such a scheme, a node monitors its neighbors and assigns
‘credit scores’ to them according to their observed behavior and ‘credit history.” Maintaining
such a table at each node facilitates the choice of trusted routes rather than the shortest ones,
potentially mitigating the packet losses caused by malicious nodes, even when authentication is

not used. We are currently implementing this mechanism within the simulation system [24].

A malicious node cause the congestion in the network by sanding fake control packet as RREQs
(Route request) and the processing of the RREQs results in degradation of the network
performance that can be improved if all the resources are equally distributed among all nodes

[17].

One mechanism is an adaptable method based on CoF for detection of misbehavior regarding
packet drop and on other hand use of policy-based management (PBM) [18]. Such adaptability
allows the system to judge the behavior of nodes and decide whether they should, or not, accused
of misbehavior and penalized according to current network management policies. Proposed
approach is deployed over a role-based wireless network, organized in a hybrid tiered manner
[19]. Nodes assigned a role that defines the tasks they are responsible for as well as the policies
that apply to them. For example, depending on their role, nodes may hold behavior information

about their neighbors, a localized network section or the entire network.

2.4.1 Malicious Node Detection Strategy in WSN

Although there exist much malicious activity, detection techniques [31] but none of them gave
appropriate results regarding security and architecture of the wireless. On the base of past related
work a strategy is proposed where malicious activity decision is taken on the base of threshold
value, auto-regressive predictor calculate roughly estimated values that is capered with the
output of each sensor node each time and if a difference occur a decision block is activated to do
action against it [21]. In scrupulous situations with high restrictions & liberty for dedicated
methods with better applications it is thought to implement old IDS methods proved by the prior
results of the work that is why AR prediction techniques are used here [21].

Design, testing, deployment and operation, different phases of life cycle of IT & C products
where information security is a core part of budding requirements especially at the phase of

deployment and operation. The behavior of all nodes may change depending upon preferred
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reliability of sensor readings, commands from base stations, nodes proximity, and position
regarding final deployment all these aspects considered at the designing phase of the architecture
in sensor networks. Topology to give excellent efficiency in malicious node detection must have
the following characteristics

(a) Each node in sensor network must know about its location either it deployed on
ground or wireless environment that also detected by location process describer that
do authentication of all sensor nodes in one time as they are deployed in the network
[22].

(b) Based on the capabilities of communication and computation by using symmetric
cryptography transmitting information is kept secure as in sensor nodes each node has
capacity to maintain the encryption key

(c) Base station the main access point in the sensor networks considered not
compromised as it is availing long lasting power.

Following strategies are being used to prevent the sensor node from attack like selective
forwarding, sinkhole attack, spoofing, blackhole, Hello flood attack [31] etc

a) Inside data either small data or short messages (message send by the sensor or
received by the base station) of the sensor networks are enciphered by AES, RC5 and
Skipjack algorithm that reply on pre-distributed keys for getting efficient secure key
cryptography and helpful to protect the network against attacks like eavesdropping

and traffic analysis.

H
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b) SENMA: when network is large (having a lot of sensor nodes) and Wireless Cellular
Network (WCN) these two architectures are being used in WSN for the selection of
topology

Both have the following features:

1. No multi-hope data transfer

Node-to-node communication does not exist they talk via base station.

Sensor nodes do not need for synchronization before starting communication

Use of intricate protocol is avoided

Sensor have low reliability, individually

It is not essential to re-configure the mobile nodes.

Protect network from

S o

Network layer attacks like, spoofing, sinkhole, wormhole, Sybil etc attacks etc

are can affect the network in the presence of the these two architectures.

¢) By direct physical access, nodes capturing attack can get access to all sensor nodes
depending on geographic deployment of the sensor. As it is not possible to get an
access to all nodes in sensor networks that is way attack can easily affect the network
having hundreds of the node and several kilometer range [23]. Attacker can gain un-
restricted access to the high level communication by replace or damage the sensors
very easily through getting cryptographic keys all because of that sensors nodes
interference is opposed to, really. The attacker can get access to all over the network
by applying techniques like reverse engineering that also used to find out bugs in the

sensor networks that is almost using the same software and operating system.

By using the cryptographic keys, residing in the memory of the sensor node the attacker can send
authenticated messages but that would not be in accordance with the specific or pre-defined
specifications and will send invalid readings to the base station. Such type of the malfunctioning
nodes detected by using linear autoregressive predicator (based on the past value of the sensor
node) and either isolated or recovered from malicious activity {21]. Malicious node can also be
detected by localization anomaly detection technique where all nodes get information of all other
nodes in the networks and by itself as well and values are compared and declared as non

malicious if the difference is so small.
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Another idea for the detection of malicious node is signal strength way [24] where malicious
node detected by monitoring the neighboring nodes in all over the network. In this paper signal
strength of the originator is compared to the original signal strength of the node in its specific
geographical position if it is same node is not malicious but this technique is not efficient and

also time consuming with large overhead as it uses a lot of network bandwidth for comparisons.

2.4.2 Attacks

Routing protocol attacks can be:

a) Routing Disruption Attack: packets are routed to the located other than destination by
making changes in routing mechamsm.
b) Resource Consumption Attack: as clear from the name resources of the network used

by the selfish/ malicious node by adding false packets in the network.
All possible attacks in MANET routing protocol are {21]:

a) Attack using modification as for example redirection by modified route sequence
number

b) Attack suing Impersonation as for example, redirection by spoofing

¢) Attack using Fabrication as for example route cache poisoning

d) Special Aitacks as for example black hole
All depicted in Figure-6
2.43 Layer wise description of the attacks

As we know there are seven layers, one of them is physical layer we will discuss few attacks on
this layer like Jamming: Collision distribution taken as an important aspect in networks that
considered as indicator for the attack related to jamming [25]. For detecting this type of jamming
attack authors, show the distribution in which first algorithm used for detection and other one

used for competing terminals. Then show how to keep track of the number of competing

terminals.
ﬁ
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Figure-6: Classification of attacks on MANET routing protocols [21]

Other attack is Tampering: Unexpected context will be receiving when manually entered data,
separated by the website because of any web relevant application attack is an example of

tampering attack.

Other layer is transport layer having many attacks few of them are Flooding: In SYN flooding,
server will never receive final ACK packets, which would declare the complete handshake
process. This paper [26] describe about the source detection of attack like SYN flooding. That is
one of the local detection methods of source in distributed Do$ attacks. In TCP connection, for
detecting the unusual behavior, architecture is dividing into 3 modules that are collection
module, decision module and monitoring module. Collection module sce the passively internet
traffic and collects all TCP flow information in specific data structure. It represents the packets
that have TCP flow information for identifying the nature of handshake. Second is Time
synchronization attack: In this attack node try to deceive the neighboring node by proofing that
the adjacent node having the different clock time required by the network that is main objective
of the time-synchronization attack. De-synchronization Attack is also the type of the transport

layer attack.

Application layer attacks are Node capture attack, JTAG, Bootstrap loader (BSL) and External
flash. While few network layer attacks, is selective forwarding attack: one of the easiest

implement and damaged attacks in multi-hop routing protocols.

w
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Figure-7: Layer Wise Attacks

In MANET nodes transmit, data to the base station through intermediate nodes due to their
limited rang. Malicious node present in the transmission path selectively drops some of the
packets. If the malicious nodes drop all the packets, then it is called as BH attack shown in
figure-8. Selective forwarding is a more dangerous security issue. In blackhole attack, an attacker
uses the routing protocol to announce itself as having the shortest path to the node whose packets
it wants to stop. When the attacker receives a request for a route to the destination node, it
creates a reply consisting of an extremely short route. If the malicious reply reaches the initiating
node before the reply from the actual node, a fake route created. Once the malicious device has
been able to insert itself between the communicating nodes, it is able to do anything with the
packets passing between them [53]. A zero metric, known by all destinations that direct all data
packets from all nodes toward zero metrics node that is acting as a blackhole and is liable to the
AODV protocol its detail given in [58]. While in wormhole attack, a malicious node receives
packets at one location in the network and tunnels them to another location in the network, where
these packets resent into the network. This tunne! between two colluding attackers referred to as
a wormhole. Other network layer attacks are Homing: Traftic analysis attack, Rate monitoring
Attack, Time correlation Attack, Hellow flood attack [54], Sink hole Attack [54], Range change
attack, Multi-impersonal Attack, Sybil attack, Silent Attack, Impersonation Attack and many
more shown in Figure-9.
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Figure-8 Black hole Attack scenario

In research topic i.e malicious CH detection mechanism in wireless ad-hoc sensor networks, CH
is suffering BH attack and misbehaving by dropping packets and fake reporting to PCH. As CH
is the central part for inter cluster communication and if CH compromised all communication

suffered herewith.

25 Reactive Protocol (AODYV)

AODV, an adhoc protocol [58] is made by the combination of DSDV and DSR as hop-by-hop
communication and sequence number are derived by the DSDV while from DSR route discovery
& maintenance is deal as AODV is a on-demand routing protocol having high scalability,

effective use of the bandwidth that minimize the broadcasts and transmission latency.
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The objectives of AODV are:

e Local connectivity and topology are managed & maintained separately

o Broadcasts are discrete.

e Circulation made on mobile nodes if connectivity is going to be changed.
o Just like DSR route discovery messages are broadcasted.

e Intermediate nodes maintain the dynamic routing table

2.5.1 Path Discovery

Before the commencement of the communication path discovered by the source, sending a
message called RREQ message to all of the network nodes that are maintaining two separate
counters, first for sequence number and second one is for ID broadcasting. Messages propagate
throughout the network and reach the destination, which replies the request via Route Reply

Message (RREP).
2.6 Summary

In this chapter, we have concluded the problem, security threats with general issues in MANET
by focusing network security aspects including prevention, detection and recovery techniques of
attacks. Background briefly covered malicious node and misbehaving activities related to my

problem in the light of layer wise attacks with used protocol for further assistance of research

topic.
e
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Chapter 3

LITERATURE SURVEY
Introduction

Problem domain related papers to gain knowledge about the existing work are included in this
chapter so that we can update knowledge of the field and come to know about the problems in
existing work. Different handling techniques of malicious node in wired & wireless discussed in
both simple and clustered environment. Malicious node and Cluster head with various sachems
regarding black hole attack bandling are also focus. Our literature review divided into three
sections, 3.1 related to malicious node in Wired & WLAN and different techniques to handle 1t,
3.2 covers malicious nodes clustering environment while 3.3 narrated malicious scenarios and

3.4 describe different black hole detection techniques.

3.1 Malicious / Selfish Node

Take reimbursement from the participating node without utilizing its own resources is the
function of the malicious node [27]. Maliciousness can affect network in many form but we only
focus on the black hole attack where a node acting as black hole pretend to be fake and shortest
destination and all traffic routed towards that node. The presence of the malicious node that is
dropping the data packets means it is avoiding security measures, having an impact on network
performance so in case of multi-hop environment packet forwarding function should not be
compromised as user is going to rely on his peer for forwarding the data to the desire location. If
routing is not according to the routing protocol it is called routing misbehavior and if other
network peer in unable for accurate transmissions of data packet it is forwarding misbehavior

these are two types of network layer misbehavior [28].

Performance of the network is affected if network having defective nodes due to its malicious
reason that force it to act as misbehaving node. Although many cryptographic techniques exist
that handle all such issues but still all attacks and their countermeasures not given yet and issue
of the faulty destination that is receiving that packet is still a big problem. Black hole causes the
packet drop that is also a malicious behavior.

w
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3.1.1 Techniques to handle malicious node in Wired Network

Probability of seizing data in wired network is less as it wrapped in a sheath than wireless
network, which receives data from all direction before getting the accurate destination. Because
of the wrapped sheath and its arrangement wired network can hinder any noise to make it reliable
as compare to wireless network and achieving & detecting lossy channel watchers, CoF like
techniques are used. Watchers scheme that rely on law of conservation of flow used for the
prevention of afttack, message authentication that is considered as one of the significant
advantage for detection of route that is acting as malicious [29]. Watchers send data to all nodes
expect exiting node it can detect almost all suspicious activity of the network like misrouted
packets and the packets dropped selectively as in worm hole it can work in any situation like
awareness of route that is best or having a connection with the best feasible route within the
network. These assumptions are not so much applicable on the real world scenario attacks, ghost
& source routing ete, that are not supported by the watchers are discussed. CoF is not supporting
packets modification aspects, which handled at the data forwarding level. Whole routers can not
be detected adequately by using per destination counter. Which flow is measured routers are not
able to broadcast link state network status messages as conservation flow got fruitless here.
Through which ghost routers can be possible. Packets handled out quickly in Hot potato attack
where routers are not verifying IP header checksum. Good router labeled as bad in the presence
of conservation of flow in Kamikaze attack. Next hop is check whether it comes within its range
or not if not declared as bad in source routing. Premature age and many other attacks discussed
in paper that bounded by the size. If router is malicious, it alleged to drop packets in the case of
watcher. Encryption security payload is used detect modification in both header and payload at
authentication header and destination level in IPv6 as there may be many different reasons of

dropping packet in IP.

3.1.2 Techniques to handle Malicious Node In WLAN

In MANET. data transferred by using electromagnetic waves, as there is no well established infra
structure as in wired network only air is source of propagation that facilitate everyone to get
through it straightforwardly. Not necessary they are in the same place as in wired network case
that become a great cause of intrusion and malicious activities results in congestion, contention,

delay or packet drop etc must be handle to make network secure by any of the technique like
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Confident or Watchdog etc [30]. Watchdog works on the base of passive monitoring as it can
monitor communication of all nodes that are the part of the network and are in the same range.
Detection of malicious activity or node is carried out by the neighbor monitoring method by
maintaining a buffer regarding each node after comparing sending and receiving packets it take
decision either to declare node malicious or not. If packet remain in the buffer for the specific
interval of time and reached to pre-defined threshold for the malicious detection it consider
neighboring node malicious but its flaw is that it monitor only one hop away nodes and can not
detect all malicious nodes. Other schemes discussed here is pathrater that chose the best and
shortest path for the transmission from source to destination by using DSR protocol on the bases

of metric maintained regarding all nodes of the network for appropriate selection of the path.

Different intrusion schemes used for the detection of malicious nodes like Mob Intrusion
Detection Schemes [31] that rely on the sensor deployment in parallel form to achieve higher
security. Different values narrating positive and negative impact of the node are using by the
name of positive and negative values that is used to calculate rating on local, combine and global
bases. Rating are compared and on the bases of the rating decision is taken either node is
malicious or not binary & iterative probing is used for solving MobIDS issues. Detection
threshold used here if node crossed the fix threshold it declared as faulty node. It also relies on
ACK concept if that is received within the required period its fine otherwise action taken. Two

probing i.e binary and iteraiive are used for handing malicious activities.

If node is not meeting the requirement of the network or performing accurately, it can be selfish
or malicious. Selfish nodes compromise the resources of the network while malicious nodes try
to damage the network performance by dropping packets. Different schemes regarding the

improvement of the network are proposed in [53, 56, 57] few of them are discussed below:
3.1.2.1 Scheme based on Token Method:

A combined security related to network layer is achieved by carry token by each node within the
network that monitor all nodes that are the part of the network and if node not having an
appropriate token type it can be discarded from the network by using RSA technique having a
pair of public and globa! szcret kevs [32]. As all nodes carrying the token with signature so it

renewed easily on the base of node performance and disowned if interrupting network

s e e
Asima Ismail (431/FBAS/MSCS/S08)
26



Malicious Cluster Head Detection Mechanism in Wireless Ad-hoc and Sensor Network

performance. This approach is not suitable for link layer & physical layer only focus on the
network layer security by monitoring all nodes with fix ID coming in its range. Integrity &
confidentiality aspect are not considered in this scheme only reply on forwarding of data from

required source to destination that may results in suffering of different attacks
3.1.2.2 Schemes based on Credit Method:

In virtual coining concept, each node has to pay for fixed nodes for using their services [33].
This approach is considered better rather than watchdog and pathrater because it related to the
counter that are maintain on each node by using trust method. Nuglets resides in packet uses

mechanism of cryptograph for getting security from intruders.
3.1.2.3 Scheme based on Reputation Method:

Another way related to detection of malicious node and its isolation is CONFIDANT [34] having
these mechanisms:

¢ Monitoring

e Reputation System

e Robustness

o Fairness
These mechanisms meet the security requirements of the MANET and guide other nodes
according to its experiences so that mistakes already happened & avoided by others and attack /

error ration reduced.

3.2 Cluster Based Environment with malicious node

Group of nodes arranged into one group called cluster that diminish rate of transfer and overhead
on network. In all groups that are making clusters, one selected as a cluster head. Cluster
organization. depends on the mobility of overall nodes in the network. Any node can join or leave
the cluster any time or two clusters initiated from a single one with the selection of a central
entity named cluster head, adminisirator of overall communication and selected random bases so
that there are many chance that a malicious node also clected a Cluster Head [35]. Malicious
node can affect ihe ovesall performance of the network by dropping packet or making any

amendment in the desired data as in black hole attack the attacker reply the route request to show
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itself the shortest and more feasible path for transmission from source to destination and re-route

all traffic to it shown in figure-10.

Blackhole Scenario

Figure-10: Black hole scenario

Node suffering black hole may misguide the source node towards the destination or may drop all
data packets. Black hole reply all route request to behave like it is only one hop away from the
destination that is main reason that is why source got compromised as it does not bother either

neighboring nodes are monitoring it or not it continue dropping packets[36].

3.3 Malicious Scenario
There can be two malicious cases:
e When node acting as malicious
¢ When Cluster Head acting as malicious

Now we have a look on them one by one:

3.3.1 Node Acting As Malicious

In clustering environment network is distributed into groups are called cluster that overcome the
lack of infra structure in MANET by providing security. Algorithm & specific protocols are used
for the configuration of the cluster and its maintenance animatedly as the is equally chance of
any node to be selected as cluster head or any node having malicious behavior like black hole
can become the part of the network that de grade the overall performance of the network[37].
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Different situation having malicious node acting as a black hole considered below, shown in

figure -11, 12:

Figure-11: Malicious node Scenario in Clustering Environment [11]

Malicious node having an attack of black hole mislead the nodes whose packets it want to drop
that is a considerable issue. CONFIDENT & MobIDS give and extension regarding its solution
by using sensor nodes related to malicious node detection. A lot of work has done related to the
detection schemes in MANET but how to solve it or identify the reason is still an issue [38] with
only minor solutions. Khalid et al proposed a scheme related to traffic load and window size of
the data following request/ clear to send method. Do sun did not consider throughput of the
packets that is why his method also have some gap for improvement with respect to detection.
Although these techniques are providing false detection method but in real time detection of
malicious node still become a hot topic on another hand lossy channel algorithm related to traffic
analysis and load balancing are not explained as in Dokurer paper only UDP traffic is considered
by considering one of the AODV techniques. If trust & throughput of the node got raised Marti
techniques improved as confident dealing reaction related to detection following neighboring
nodes monitoring avoiding over time behavior in TCP performance made good if we can control

heavy traffic load on the network.
3.3.2 Cluster-Head Acting As Malicious

Two clusters combined to form a single one or may split to form more clusters having one leader
called cluster head. Cluster head (CH) is responsible for overall activities within the cluster that
why many resources are consumed by it like battery etc. If CH is compromised all the network

performance got down and cluster connection may be broke down with other clusters as in

-
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WiMAX network consumption of power is considered much and it is controlled by avoiding un-
necessary traffic within the network [39]. Energy consumption reduced by the clustering
techniques by sending only aggregate values not the actual data that make system energy

efficient. Each node having its own public & private keys that compared to get accurate data

A ®)

Figure-12: Blackhole Depiction

Comparison of two approaches: witness and direct voting prevent group head from attack that is
responsible to get data from BS and to pass data towards it for smooth communication within the
network. On the other side a secure protocol supporting communication and play a role in IDS in
clustered based environment that is free of any dependency on BS [40] as keys are randomly
distributed and packet transmission is limited for the detection of CH that is acting as malicious.
Different parameters, considered by the nodes like connectivity security and energy to detect the

malicious behavior of the CH.

Attack performance and behavior noticed in hierarchical WSN by using isolation method based
on table for detection having two CH: primary & secondary. SCH do the monitoring of all nodes,
part of the cluster and PCH as well. PCH isolation table carried out for collaborated IDS, can be
said RTID, that pre-assume all the nodes are only single hop away from the CH. Routing tables
are altered by the attacker to discard the CH in a state when less number of nodes are alive and
threshold level is squat. Having only one problem that is, PCH is point of attack by the intruder

then whole network will be compromised [41].

e —
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In this paper, touting protocol secured by a court-like Cluster-based IDS (CCIDS) [42] that
divide the network into one-hop cluster. Each cluster does monitoring: detection & full
protection achieved by per node per CH monitoring. Investigation: to know the trust, CH takes
ID of that alleged nodes and launch an investigation process on them. Deference: From
malicious nodes, suspicious message taken as evidence, which results in the signature of
condemning. Alert issuing: alert issued by the CH only when it goes validity checking on each
node to prevent the malicious alerts that result in the reduction of false positive rate and
malicious alert avoidance with low detection delay with suitable communication overhead. It

also offer precise detection of link spoofing and link deletion attacks.

On the base of trust node able to get are number of nodes trust selected as a CHs that is
responsible for overall activities of the network [43]. CRTRP provides nodes the sure path for
transferring data by informing them about the malicious nodes in the route on the bases of its
trust level and updates the packet route dynamically so that all malicious routes identified. In this
scenario trust level gradually changes on the bases of interaction frequency and time and every
node save the right to elect the trustiest neighbor as an acting CH and its entire member nodes
communicate through it as they make sure a safe path on the bases of the trust on their CH. No
routing request or communication from a malicious node is entertained here as each node
monitors the activity of its neighboring nodes and updates its trust table on the bases of their
observation and in a case if CH got malicious, afftliate nodes re-select new CH on the base of

trustworthiness.

Triggering of event is also a best way for the detection of malicious activity in cluster-based
Intrusion Detection System [44] has some strong points as CH selected in a case if it has high
battery timing in the whole cluster. Detection accuracy is high in Cluster-based IDS architecture.
It consists of multiple layers for detection but flaw in this techniques are a node that is malicious
can also utilize the election of the CH selection that is why it can suffer many attacks like man in
the middle and other blackmail attacks like blackhole etc as our CH is being considered a point
of the malfunctioning. On the other hand, CH selection process increases the overload on the
network that result in increase of the processing and communication overhead. Detection

accuracy and false positive ration greatly affected because of the mobility of the nodes.

-
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Detection of malicious nodes on the base of game theory, rely on the hierarchical intrusion

system. Where selection of CH, based on high battery time and self-monitoring of the CH for
malevolent behavior with other nodes, are its pros but cons. As CH selection is a process that
waste the computational power, results in increase of communication and processing overhead. If
CH fail or corrupt because of any reason or attack it can damage the communication of the nodes
from the network but selfish node can not be CH in the mean while malicious node that exist in

that network may show itself as legitimate CH for behaving maliciously[45].

Voting scheme for the detection of any mal-functioning activity reduce processing and
communication overhead but disadvantage of the voting scheme here is; a malicious node can
also determine the legitimate node as a malicious node whether it is not uses mechanism of
detection rely on collective decision . Here point of failure can also be the monitoring node and
only the specific attacks can be detected in this scheme because of high node mobility that cause

high packet loss and ratio of false positive and detection accuracy decline [46].

In optimal hierarchical IDS architecture [47] a node selected as CH who can vigorously survive
in the network of high mobility as CH is a head that last longer in the cluster. It also gives
multiple detection levels that increase the detection accuracy but CH comes at lower level
overloaded. Overhead related to communication in the presence of different attacks increased.
One of malicious nodes can also elect as a CH that can easily mislead IDS system. If CH is a
malicious node then it can easily declare a normal node as a malicious node or its behavior as a

false behavior.

In clustered anomaly detection architecture [48], workload of processing equally distributed
among the nodes as CH is rotating in this scheme and CH after selection can monitor a lot of the
network area that results in accurate detection and decision regarding that action. But in this
detection scheme processing capabilities of the node in the election process is greatly neglected
and malicious node, if selected by other nodes or set of malicious nodes as a CH it can declare a

legitimate node a malicious node easily. It can also mislead the DS system effortlessly.

On the base of the papers we deduced that different ways are used to improve the detection

accuracy where sometimes monitoring is done by the selected CH or CH keep occupied by the
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large portion of the network for monitoring or multiple layer detection patterns is being used
[44]. On the other hand, CH rotation or battery timings of the nodes kept into account for

balanced processing of workload among nodes {45]. Some prefer the voting scheme or high
battery timing of the node for detection schemes that result in processing and communication

overhead reduction [46].

Different attack are entertained in all like malicious node hinder or mislead detection, black
mailing attack and many more [44]. in few papers mobility negatively affect the network that is a
cause for few detection of attacks[48] in many cases creation and maintenance of CH cause a
high overhead in regard of the processing and communication [46] CH can be cause of the

failure in some cases [45] and it selection is overloaded unfairly [47}

3.4 Different Handling Schemes Regarding BH

Security is an important issue regarding networks. There are many checks regarding energy,
power of processing, used storage and consumed bandwidth suffering low battery timings, circuit
integration, and other aspects of routing and processing of signals [49]. These aspects counted in
the research challenges that must be handed by any technique may be algorithmic, IDS or agent
based.

3.4.1 Schemes Regarding Detection Using Agent

Agent can work independently as in intrusion detection system of MANET that can perform any
activity as local response, monitoring, detection, analysis etc and can respond on local, network
or global level [50]. It works on neighbor monitoring after observing the behavior of the node it
report the authority and take appropriate decision accordingly. Figure-13 shows some of the

agents.

On each sensor node, local & global agents installed that monitor the activities of all neighboring
nodes and help in misuse and anomalies detection in hybrid environment [51]. In IDS used for
cluster based environment local monitoring carried out and against each node rules, that
predefined checked on the bases of entries that made in the buffer against each node movement
that comes within its range. All the nodes within the route of source and destination are checking

the signature of the node on packet if that have rule against it they pass it otherwise declare it
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malicious. However, local & global monitoring workload on the network is inversely

proportional to the lifetime of the network shown in figure-13.

s N
a IDS Agnet I
System Calls Activities
Collect Communication Activities
= Other Traces
: "}Neighbu'ing iDS Agent
//

Figure-13: Theoretical Model for IDS Agent [S0]

An architecture having different agents like pre-processing that is taking data from recorded
database. Reasoning agent that find the actual reason of the attack while decision & update agent
take decision on the bases of circumstance and update their database for further assistance while
communication agent is responsible for all collaboration between local and global agents and
over all communication units, called State Transition Analysis Tool [52]. But deployment of this
architecture is not feasible as installation of five agents on each node within the network is not
real time as it increase network load and consume a lot of battery time and efficiency got reduce

as memory utilization increases.

Four different agents installed on each node for detection [53]. Sentry agent for monitoring and
for the identification of intrusion analysis and response agent that take action accordingly and
fourth one agent relate to the management of all communication aspects, intrusion and counter
measures against it. This scheme relies on the monitoring of the neighbor and if that is
malfunctioning, whole network suffer here and it is not feasible to deploy four agents on
individual nodes. Its solution is given by using watchdog technique for monitoring but selection
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of watchdog in also another over head on the global agent but it reserve energy aspect because
only one global agent monitor the traffic as packets are transmitted from one node to another

within one hop distance.

Another IDS detection scheme in WSN is Slipper algorithm where data trained before
transmission repeatedly. Detection carried out on the bases of alarm, if any deviation occurs after
monitoring local data. Network try to recover it according to slipper algorithm as trust relation
does not exist here that is why it is not too much accurate and tough to deploy on each node as
there are many constraints related to network resources that why no verification regarding

scheme is given in this paper [54].

In this section, different detection schemes/mechanisms are discuss in [50,51,52,53.54] where on
each node more than one agents are deployed for detection of malicious node. Having different
functionality of nodes, increase the burden on network and decreases the efficiency and quality
of services. Too many resources consumed, as battery timing of sensor is less so there is need of
such mechanism that uses fewer resources and give reliable transmission rate with the

deployment of single agent for overall network.

3.4.2 Schemes Regarding Detection Based On IDS

A lot of work has been done related to achieve the security goal in MANET in the form of secure
protocol / mechanism/ algorithm / techniques of SAODV, SSL IPSec etc that is being used for
detection purpose another way is IDS latest way to detect attacks [55]. Distributed Intrusion
detection schemes also given for monitoring the behavior of node and taking action on behalf of

the situation but no these are still fulfilling the requirements of the security in MANET.

Different strategies like core, boundary and distributed defence that select nodes on central point,
boundary and voting schemes respectively for detection of malicious nodes. But cluster inside
can suffer attack in the case of core in the same time distributed defence consume large amount
of energy as cluster size going to increase while in boundary case false alarm rate got raise as
because of increase in cluster size. This IDS scheme base on voting having two parameters
regarding one hop & how many numbers of hops exist in between intermediate nodes from

source to destination. This scheme is not efficient because of energy consumption.
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Other way of IDS for detection in clustering environment is the use of gNode that monitor over
all network activities and report the CH on the base of warning tickets it make a check like if the
node is normal node pass its data otherwise make a warning and send report to CH then CH take
decision accordingly. This mostly used for some type of attacks like negligent attack and DoS
attack but this scheme is valid only on the network having many gNodes not for all types of the
network [56].

In this section, we consider some of the IDS techniques in distributed & clustering environment
[55, 56] where different schemes proposed like deployment of gNodes. Defence schemes and
security protocols to make the transmission secure by the detection of attack but these schemes
are restricted with constraints like energy consumption & network over load that is way not
efficient in performance. Therefore, there is need of lightweight solution for the detection of

malicious nodes within the network.

3.4.3 Countermeasures against Attacks

In blackhole detection method, when route is established routing protocol send a route request
message to destination node. RQNS sent for making neighbor set from source to destination then
all neighbor set send RPNS. After getting all RPNS source node, compare the requested and
received neighbor set if number of sending and receiving neighbor sets are same its safe route. If
it crosses the fix threshold, it declared as black hole then a cryptographic algorithm applied for

confirmation of attack named true detection [57].

Effect of black hole attack on the network handled after its detection, by comparing number of
sending & receiving packets. Different protocol used to monitor this ratio if that vary, declare it
as a black hole node. In intrusion detection schemes, security protocol like AODYV is used which
provide the advantage in such way that after receiving first RREP it wait and after getting second
one start transmission that reduce the network overhead and increase the reliability of the

network performance [58].

Another way for the detection of black hole is sequence number where black hole node must
gain the highest sequence number and in response of the route request it reply fast and re-direct

all traffic towards it by showing itself shortest and feasible path even though the source consider
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this situation just like the link error are discard other RREP. New route is established when no
ACK regarding delivery of data is achieved. As this scheme rely on ACK and if source not

receiving ACK route request is again send by using AODV protocol [59] shown in figure-14.

Figure-14: AODV protocol Limitation for malicious activity. (a) Normal traffic flow. (b)
Data dropping because of BH [59]

SAR protocol is also a suitable way for the detection of black hole attack in this scheme a trust
level in security metric attached with the RREQ message that is propagated trough the network.
To reach the destination, this packet move from one node to another node. Only those nodes
reply for the request that satisfied with this trust level and send the RREP to next one. This
process continue until it reach the destination that reply the source by attaching another security
metric and if destination not able to meet the requirement of the trust it send back message to the
source to set security metric again. This is a secure method for packet transmission and detection
of attack as encryption decryption techniques used by each node but it increased the workload on

the network [60].

On the base of the above-mentioned discussion, black hole and its countermeasures discussed.
Protection mechanism like probability based, shortest path also seen. Cryptography based
authentic action and many algorithms / techniques like threshold based, sequence number based,
time stamp and clock synchronization used for detection, identification, isolation and avoidance

of blackhole, cooperative blackhole, gray hole and wormhole attacks in MANET.

- —_
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3.5 Summary

Chapter shows malicious node with different handling techniques in Wired & WLAN
environment. Malicious node in cluster based network with two scenarios: first node acting as a
malicious while in second cluster head is considered malicious are discussed with different

handling schemes and their solutions regarding blackhole.

e
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Chapter 4

RESEARCH DOMAIN & OBJECTIVE

Adhoc and sensor networks commonly densloved in censitive ervironment therefore security
considered much for the sake of privacy and coniidentiality. Much vulnerability explored in
MANET and WSN by its vrowing vszee in dav todow life, Therefore many techniques and
mechanism are launched 1o make them secure Tom these vulnerabiities and malicious activities
but most of these techniques are not compatible with the real world scenario as they are made for

only the consiaered proolerin scenario o stintlar oaes; as eviacin froin the I era ure.
4.1 Introdaciion

As clear from the literature. survev different schemes vsed far the detection of malicious activity
within the wireless ~ecoo kb wihes usin, TR0 _oent ™ased oo any ooher technique. These
techniques though difiz: in ierine of threlold arl corditons aleng “with the assumptions
considercd. bue the - mrron arcer boing the maticiow nacket deopoor detection. However, the
variance is provided iv terti: o shaple gnd ciusiered scenanio o the presence of black hole
attack but all these schicmos lane sorie tatit i swnc cxena regardag erficiency. reliability,
node burder:. poveer Cousin.plive. vrLildu o1 A cik vad cic. 80 were s a n2ed 10 have such
schemes 1o deal with renabuity ot ine neiwoik as weli. wa the deicction and iaentification of
blackhole avach suvier2d by tho Crastt 2ca waadh s bechovue ©f 41 ¢lusiered environment of
the network.

This charter focuses oo o v e o el wr Givicaag hi ter into sections here
section 4.2 covers motwarl e ciacks e DA 44w aw grvoien domain & problem
statemen: 2-¢ Lo & 16 Lo o e S0 L0 wnd sl sonoivaon of my work in last

section thore is a sammary cover ali about the chapter.
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4,2 Problem Domain

An infrastructure-less network is made by connecting mobile stations wvia wireless link in
MANET that is an autonomens svstem as it does not folimw anv pre-defined infrastructure.
Within the range. all nodes can communicate with cach othe . I¥ one node wants to communicate
with the other. who is not within the prescribed range. multi hop communication is required {60].
Transformation of informaticn carricd out kased on topoioey 2s 1t can be changed randomly due
to mobility or node-failure: cspecialls in WAN. Trust and cooperativin are the keys elements of
functioning among nodes i AN with mass rone v featees Lee antable link capacity,
limited energy ana phisical sectitiny wiill dyvianie wpoioyy and vaidwidth constraint that are
attractive features for differz nvpe of wiadks. Nans mcdiods wat are made for detecting
intrusion in wired ncovwork cone oot Lo wsed BN NE T hecaese of the oehaviour of medium and
usage of the wireiess wehnoiogy. Al netwoik and data lins aser. MOENET is susceptible to
attacks as i network iavet. wheh hodls aiv ailelled oy soine wiach they may behave
maliciousiy by dropping pacaci ur making anieidineis e daia, o0 ay be fail to forward the
data to the cesirad ixentin oy of May <HEMEL W jam ne Colibinduicauon Jhanne] i case of data
link layer. Congesuon ana Jdoudihg aildch dilect ncivoin ayer perivrinance that is a great

obstruct in 1iis proper tunctioning and inisbenasi0i aetechion.

The threats in the cose ol aitechs can oo al'cviaia o) csing dseting wiwre all communication
is carried cu. by the chiei o hond 1o oie s node s v sioppe. b osieaast wvith other nodes in
the cluster which 2volds tic 7wod mados 0 aesdwichociie. stescarch focus is on
identifying and detecting Mio'ivioas Jiucier izad {0 1C1 ) suttering black hole attack & dropping
packets. For this purposc. e aun is 10 ¢ome Up wiad an algoriibia that is etticient enough for

different iypes of dliic dlung Wil Legiiga0ic walse positiyis,

4.3 Probles Statemen!

Wireless Scinsoi Sveiwola 3 b Up-dlwi-Coming wehaciogy. luadequate amount of energy,
processing cupddiliy and sworage capacily coisiaered soine of the restrictions of the WSN.
Because of these rostiictions uaditionally. secunty mechamsm of the ad-hoc network are not
adequate for the W SN, Selt-protecting approuches in WSN may be static like firewall &

encryption ana aynamic nke 1'1st iine of detense that facilitates external threats only. While we
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need security mechanism regarding both internal and external threats to make our system reliable

and efficient because if cluster head got compromised the whole cluster will sufter.

Suspicious and malicious activities detected bv different techniques like Intrusion Detection
System (IDS) that is dynamic in nature. Efficient vesource consumption is compromise if
network security enhanced as the strong security and efficient resource utilization of sensor

nodes have inverse relation cleared from my given literature.

As in clustering environment. the communication carried out through cluster heads and if cluster
head is compromised the entire network compromised so maltunctioning of cluster head detected
and indentified so that it discarded and network works smoothly and securely. To handle this
issue we propose “Malicious Clusier Head Detection Mechanism in Wireless ad-hoc and Sensor

Network”™ that provide reliable transraission of data.

4.4 Proposed Solution

Every forwsrded pezcket routed by intermediate nodes in a wireless networ, listened by the
sender itself too named as vachdog tecivique. This techrique 1s beticr one as here passive
monitoring carried ot in the ahsence oY an azknowiedgement in UDP traffic. Generally, one or
more entities are dedicated controlling awhorities ir. WSN and rnilar in our assumptions. In
clustered based environmernt. the conwelling =athorive, PCH. s assumed to be focal point of inter

and intra-ciusier comizanicai.on. Addiionally. it is 2ssumed that PCE can 1.ci be compromised.

These assumotions baszd o studics discussed eaclier wnd yei we the least of all. In our
mechanism. we use 'aatchdog technizue that moriter ebl the nades. their communication &
behavior iaving on PCUIY 1 wechdog ohsemves tht paciets are gni=z w0 be dropped, it detect that

coing 3 be wiong in the wetverk and weport he PUTL New 20 agent deployed on

[
= = i

something i
malicious SCH. by using the 1esorrces of 300 agent report 0 aad PCH declares it malicious.
After deweciion anC kenbnvatios oo MOL Pl scleni we new GCH fiom one of the nodes
nearer o e picvivus vad ana ai e distance of Gae iop having maxiinum numnoer of nodes

attached wi i..

We set two prz-determine ! thieshalis by ovgir ¢ weeehdopwchnicue on PCH, ore for detection

and other ider A v i, ornaiicaoas sehavs oo of JTulie e e,
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+ First threshold called detection threshold
+ Second threshold called identification threshold.
When packet drop ratio increases from this threshold monitoring and reporting agent report the

PCH and got dissoive.

4.5 Contributicn

Thesis contributions are

e We have focused malicicus cluster head detectior and identification, which is core part in
clustering environment where communication carried out through cluster head.

e Detection and identification of malicious activity of cluster head will make the traffic
smooth and reliab'e

¢ Reliability achieved with the inclusion of a secure entity. like PCH.

e As discussed earlier, the ecartier studics have njoriy focused on TCP communication,
however for applications using UDP trattic the authenticity of such algorithms has not
been tested. This smdy 1ccused mainty on UDP raffic.

e For UDP trartic, where no Acknowledgement exists for the successful delivery of the
packets, passive moritoring technique is used.

e Lastiy, fake reporting by the malicious entity incorporated. so that it can survive longer

on the network and avoid/ delav detected as malicious.

4.6 Summary

In this chapter. we have disctsszd neinork liver 2tacs {ueusing on biack hole attack, problem
domain, problem statemen’ ana its proposed solution. Malicious cluster head i.e dropping
packets because of Bleckhole. iis erificrtior doteciion and isolation mentioned in proposed
solutior That ! make cur network reliale hv decreasing number of dropped packets and

provide us maximum secirity.
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Chapter §
PROPOSED SOLUTION

In design phase. svstem architectire congidered waere the faatures of the svstem judged to make
a system design that help in the software implen.cntation. Boundaries and the limitations of the
physical and social environment considered to make a proper desigu thet s t1: na n 2un of the

system design phase.

Due to limited resorvrers. distrih tod poture and ~onaetr e of the computing in Wireless Sensor
Network and MANET the scourity i deliberaiod snecials that 3¢ the “ceus of this research
project. Rolablc security iochanism is roquirad because of he inver.wi2'st cnship between

efficient netwoik wesovre ciizatorard he v onyse trl ¥ ric L nisms.
5.1 Introduction

For system. pwilding basis requireinens o1 he cilcipated seheme notitied in this chapter. In
section 5.2, 3.3 & >.4 design requircments. (GpCIogy and proposcd wenitec ure narrated while
communicaiion betwezn 20,1 & S homben o new ool design methodology will be
conversed 1 section SU40 56000 7 and corclus o closing sewrarks 10 the {orm of summary given

in section 3.8.

5.2 Design Requiremen s

Malicious cluster head detected in the clustering environment where all the communication
carriea >t (5o wn clneger B JRST Ul g e T 70w 1 mninitor the network and
agent [S01 Fat sense wmauth ciaed Porear ol e ee Bt s in o d hoe-sensor network
that tsac for 2200 o ac? oabcion af ool s e Tead ez "o & ilentification

thresholds arz b2 oxserdth o (oo mroposey ol cer

5.2.1 thvhaisk

Inside the host anc zetvork. s taresiold sies ovdr o f network oatlic tiow. Malicious activity
as deviauon 1n nework Lal e i te aesilar wovesugaied 3 e secteo thiesaodd fTegaencies in
our preposed SCiuLon.  Lrcud G ofe lov Gowcoon (o dhrethed 1vo for identification of

maliciotm .
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5.3 Cluster topology

y: star, tree ete. In cluster based

Topology is an essential aspec of the commuriciior o car
hierarchical epproach. gronp o7 nodzs Hns a custer 2nd oone noade ameng them acts as an
aggregated node or cluster nead (Uil; that cosleeis waa tom specitic cluster nodes and transfer it
accordngly. is surnosed to nave large batteny dme and supervisor node to control the

communication between al. ¢ihicr nowes.

Depending on the WSN denloving scheme coch secondar cluster head (SCH) must he
connected wiih the primarn oo B LPOTT T a ettt b PCH & SCH is almost
same but the additional featurc is tha it conmect dHferent seeondary ¢'uster heads. Collected
data is send to PCIH for apdvsis Doacray efficien: protecol needed »ecause of limited amount of
battery and lov- cast meacessns [yic=v tivae of s senso- nv ke ser he reduced by the reduction
in comm upication masezoes - ol e ages Botw oo sepsar iy and PCH s reduced, the
basic concar: ul i L s v s Dty T C 0 s a bl ¢ also have the cluster

tree.

5.4 Proposed Architecture

*

We pro-osed voaciods Cieoter cioed oot Moociaiesiy i Wiceless Ad-hoc Sensor
networks. 11 this schemic we use walchdoy eohiique w check thie 1ever of reshoid if packet
drop rai.c incrzesss o threshola it deiects thal soinching is wronz i the network. Normally
packets caove ty ronfing abie where teceiving & sending packets matched. if number of packets
did not match. thev considered as suspicious. A mechanism that improves the network
perforinince < ucti€ases b vuPiver of foone uren al ucesork faver fevei designed in this
thesis. Masicious penavior detected Ly the use of AODY protocol as well. For getting pure
transmissw . Bico & White svsi2m used im0 ddesigi for the teroisation of wansier of packets
in a cise i acde o mnic e an this architecture, MOH acteeied. on the vase of threshold
values. Two thiesnold values t1: 52t ome for dewection. scoeid Dy ident:ficaidor of MCH and one

agent namict S1nn L Xom s aem o Ue e beenvisies U the saspivioas CH.
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In the case if intrusion 7 att. & (.t onany SCH a copy of 1 Mon soring & Reporting Agent
sent to the doubtful SCH. b. -ing victim resources Agen. -oniirm the occurrence of the

intrusior/ attack on the base of second threshold. now Monitoring & Reporting Agent report the

Sequence of the proposed ay woach - arrated in flow chart thai is repr. sentation of working flow

in the system & activities tak.. ='» _ during the whole process showr in Figure-16.
5.5 Communication Siructure of SCH witit PCH

When malicious activity deter .. = analyzing agent. message - send to primary cluster head

that takes it 25 2 ravel in 5 - ad afier takon: approm aic et m 7t sends report to the
secondarv cluster -ead tref go e ruiz, save intrusion i del ™10 tor “uture work shown in
Fig-17.

All SCH sernd IR to PCH thot »+tuces the o 0 0 o 2077wl minimizes the security

-

control messages “hat result 10 =0 resau-ces 5ol noder Metw. k lifetime increases if the

communicatica lead minim o rake adheeth CfGeioai I another sense. time and
resources saved if the same intrusion’ attack occur ‘n future because now PCH takes the same

decision without denloving an asent.
1 - o <

Foour- e e seavieree oS D
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5.6 Rotation of New SCH

Two major technologies used to detect attacks are €10 and RTID {50]. Within the cluster a node
acts as a CH is sumposed to have 'sres butter iive ther other nindes wiaere CID generate a

<

cluster dutv cycle. as it coriinacasny 11 . . i orusion in rewwcrk being as intrusion

Fl

detection system. that is vsed {or SCTE seiectic e soecitic interval of the time. IR messages
from all SCH are collected ard s3v o in datahawe e the retation of the new secondary cluster
head occuars afier selaction primary clusier head sena att saved IR w the new elected secondary
cluster Liead shoven in cig <18 Cwo o 2o oo i o0 weposea sckome s that during the

election oi new secondary clusici ncad provivis:y s authivils Wollia Nt DE 108t

/ Wi\ .
P P i

I~ PR of [y B e ,!;'i

N A

V.oive-1s) Rotation of ey Secondary Clusier Toat (SCH)
5.7 Methodology / Alanrithn

Qur proposed intrusion detection trar v C iy o important phases: detection phase

and identification phase that narrated ...
5.7.1 Detection Phaze

Primary cluster head censtantly mowui* ~ netw o’ - 1iic hecause intrusion can occurs on network
either level ov or SCH lovel W nsm 0 a0 0 S eoveenh cither tae sysiem can detect
and handle the malicions activity <r as a0 launched b ins phese A report 1s sent to
PCH if anv devi=tc - from +oe threchold frecuenc ocoers, an exeees e raffic generating node
within riz ~voh 2o rrecee e yd ik iy oo e doe T 50 nede s also monitored

by a parhicuicr g7 seped b 27
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5.7.2 Identification Phase

In identification phase. system is assumed safe and rules are embedded in the form of tuples into
the datakase and two ‘hreshald freorencies are <ot threshold enz s set for identification of
malicious cluster head and s w523 how po o ot o Bieredses from 10% and threshold
second is set for detection when packet dros rew vy mereases o 30%, Number of incoming &
outgoing messages from cach SCH and data packet Nlow within ¢luster is the responsibility of the
PCH.

5.8 Summary

In this chapier we projected Malicious Clusier 1icad Detection Mechanism in Wireless Ad-hoe
Sensor Network. that provide reliable communicition by deaiiny take reporting of the malicious
CH acting as a black hole. Our rroncsed schemes provid s 2 strone security mechanism based on

two mec™: -1 detection and identit oatins v s e threshald

L TELLY R LN
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Chapter 6
METHODOLOGY

To get the desire result the proposed system implemented that i~ the basic goal in this chapter
where we only set confident measurements to get desire goal instead of maximizing every
measure but inverse relationship among measurements attributes may live in many cases. To

achieve balance relatiorship among measaiemeiits aitt:butes is our most important goal.
6.1 Introduction

Here we will discuss working environment that we have used for getting our results through
simulation. User case class diagram & flow charts of the oronnsed approach to show the actual
flow of the problem sclution. Pseudo codes for the deiection and identification of black hole
attack on SCH & closing remarks of the chapter in the form of brief summary in 6.2, 6.3, 6.4, &
6.5 respectively.

6.2 Deployment / Environment

For examining and understarding the ehaviour or crelicoziur: i a given scenario, environment
impact more OMNeT ++ {s a natwork simulztcr tha: we use to simulate our proposed
architecture. Overview of OMNeT++, network simulation support & basic concept of building

and running simulation of OMNeI'++ . discussed in 5.2.i. 5.2.2. and 5.2.3 respectively.
6.2.1 What is OMNeT++

There are many simulation tools, sone of them are now casy to auplement and supportable for
hierarchical model. Severai are non-supponame for graphical environment and not user friendly
while a number of ools use reusable componenis that are ot supportable for large model and its
simulation environment is not freely avuilable. CMMett+ - pro ides simulation environment to
the researchers for launching their own framework. Additionally, it provides an educational
version for students and acadenmua. which we nave used in this study. For doing experiments and
building simulation model. we use GMNet+~ as 11 15 a modular having well designed and a

system that is widely used. Source code of OMNet++ can e zasii: available.

L
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Data collection process and simulation is not linear. To collect data, already existing models
modified and re-run the experiment. In OMNet++ we have for NED topology description

language there is a complier

¢ A simulation kernel
e Tools of plotting data

e Tools for documentation

For execution of simulation two tvpes of user interface exitz first is GUI and second deal
command line. OMNeT—+ dzveloped by Andras Varga [26] and the purpose of its selection in
my implementation is thst it s-ovide friendly environment for debugging, demonstration and
batch execution by facilitzting cvaluating performance aspect of complex software system. There
are many hierarchical modules with their own parameter for communication. Models are nested;
communicate with each other oy pasving param:eirs cause to alier the behavior of module & its
topology. Gates used v send the messages that iinked ditec.dy o the destination or may follow

pre-define.
6.2.3 How to Build and run simulation in OMNeT++
OMNeT++ has the foilowing main parts.

e NED language topology description: module structure with gates, connection

and parameters are narrated in the NED file thet is written in NotePad/ WordPad
saved wich nea extens.on

o Messaz: definition: in this field. mecsz o 2rd data field defined that translated in
C++ that is the basie responsibility ¢ " the DM+,

o Simpic inicilide soiice: tnosc aie L0 scuree e with extension h

Two basic component of the simulation system are Simulanon kernel & User Inter face. To

create a simulation program foltowing steps are b clvea:

. tn first step definition file corverted into C++ code.

. 3 zezend st converted C1: are Horoed with simulation kernel and library
~zlated to the vser interface,

. By nsing NI ool NEFD fi'2 s converted into C++ at the start, steps

Shovn e flerre-19
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6.3. Use Case Diagram

Sequence of the proposed approach is considerate hv using use case diagram that is the

representative of the working flov n rhe svstem ond activities taken place during the whole

process regarding detection and identification of malicious SCH in the presence of blackhole

shown in figure-20.

6.4 Pseudo code of Proposed Scheme

Used abbreviations are:

DTh= Detection Threshold

IdTh = Identitica: o Threshold
N=Nodes

C=Cluster

CH=Cluster Head

W=Watchdog

NPD=Number of Packet Dropped
DPP=Drop Packet Percemage
NW=Network

MRA=Monitoring & R:zporting Agent
BH=Blackhole

PCH= Primary Cluster Head
NSCH=New Secondary Cluster Head

Asima Ismail

(431/FBAS/MSCS/S08)
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Define the model
structure & network
topoiogy

¥

| YEdtnedfie(s)

{ Write active component
i (simple modules)
[ 2 Edit. Cc file (s)

¥

Build tre Makefil2
Opp_nmakemake

A

Create the simulation

executable .- -—
- make
! Wite the simuiaton )
| configuration &
| paramete values in
: Omnetpp. i
I T ¥ -
! . .
E Run :xeei'!r:;:m i Edit omnetpp.ini
L . @
F" o
j Procass & asulls Eci cfile (s} ! Edit Ned file (s) Edit new. Cc fies{}
i o 7y [ i
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yes yes
P
- No N ‘
No . No e No
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Figure-12: Detailed flowchart of the
OMNet++ Simulation Process
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BEGIN
¥YNiInC

PCH monitors Inter-cluster traffic

Repeat:
If (Pack<t drop © True (using W) !

Wait till DTh
Else if (Packet drop > DTh)
Deploy MRA on Potentia: %!
If (DPP > DTh: && (DPP < 1dTh)
MRA: lug drop packets
Else if (DPP < LT'n)
Report( lcan?
Else if (DPP > ld'lh)
Repory mancious)

PCH = CH as malicious && Disown it.

Select New CH

Pseudo Code for selection of new CH

PCH monitors all r.eizhboring node

Checks the condition NSCH == 1 hope away && 1aximum nurber of nodes are attached with
it if true

Declare it as a NSC!

6.5 Summary

Simulation enviror.ment its introduction and working paradiem related user case diagram

narrating my proposed scheme and description v.1i" pseroe code wiscussed in this chapter.

T Yty T L TR L e
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Chapter 7

RESULTS

7.1 Topology:

Our proposed topology containing 11 nodes two secondary cluster heads (SCH), named SCHI1 &

Client11 @
/ Clients

.i Clients
o /' Client10 Client3
ient

SCH2

Client8 :
Chento

Client] Chent2
Figure-21: Propoased topology

SCH2 and one primary cluster head named as PCH all the communication carried out between
SCHs through Primary Cluster heads. Source & destination node selection, packets per node
generation are random while number of podes kept constant. We divide our simulation in
different cases dealing different number of pa_cket generating and dropping ration to fix our

detection and identification threshald to diagnose black hole attack.

The simulation parameters considered listed in Table-1. 700m x 350m span taken where both the
clusters deployed. The transmission range of nodes and CHs is 100m whereas PCH can cover
larger distance, i.e. 200m. IEEE 802.11b standard considered having channel bandwidth of
2Mbps while data rate is 34.6 Kbps with propagation delay of 10msec. Initially, the network is

teee————————————————————————— e ———
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setup and normal communication takes place with CBR traffic. However, blackhole activates
after 15seconds. Blackhole intensity is not high here so that it can survive longer on the network.

This way, our methodology have verified for detection and identification of the malicious CH.

Parameter Values
Number of nodes 11
Secondary Cluster Heads (SCHI & SCH2) 2
Primary Cluster Head 1
Routing Protocol A0ODY |
Area/Span of the Network 700m X 350m
Chanel bandwidth 2 Mbps i
Data Rate 34.6 Kbps o
Traffic Generation Rate CBR o
Packet size 1k
Channel Error Rate 2-3%
Propagation Delay 10 m.sec
Blackhole Activation Time 1 /4-1/2 Simtime

Table-1: Simulation Parameters

7.2 Simulation Results

First, to set our detection and identification threshold we tested our topology with different
number of packet generation per nodes for different simulation time with and without agent
deployment. There are two levels of detection; at one level, thresholds used while on second
level agent deployed. First threshold called detection threshold and second called identification
threshold. Now we compare the results with the actual packet send by the SCH and packet
received by the PCH and observed that some of the packets are missing. as graph is not same for
the sending and receiving packets. Through this, we will try to analyze the impact of intended

packet drop in the presence of black hole attack.

If more than, 10% packets dropped by SCH considered that, something is wrong there and when
drop rate crosses 50%, i.e. It is persistent in dropping packets, the said CH declared as blackhole.
To verify whether our algorithm is working properly or not we tested our results with different

throughput for different nodes and set threshpld values of detection and identification.

- ___ 0 00000000 0 - O
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Case-l:

In first case, simulation time of 15 sec is set for static number of node i.e 11 having packet size

of each node is 4k. The true picture attained throughput illustrated in figure-22.

True Picture: Attained Through.i)_l;t (15sec.)

3000
2500
2000
1500
1000 A

500 +

No. of Packets

SCH1 Reportd  SCH2 Reported PCH evaluated PCH evaluated
for SCH1 for SCH2

Reporting Entities '
m Sending packets
m intended packets received

Figure-22: For 15sec. scenario — Originally packets handled by CHs.

Here blue bar shows the sending packets and red shown intended packets received. Where SCH 1
reported packets and PCH evaluated for SCH1 are same and SCH2 reported packets and PCH
evaluated for SCH2 are same that is a normal scenario where PCH reported results are same to
SCH1 & SCH2 generated results. Now we set a threshold of 10% for dropped packets when it
meets detection started and when threshold of 50% crossed, it declared as blackhole. In this case.

when 66% packets dropped it declared as blackhole,

Figure-23 shows the number of dropped packets reported by the agent. Regarding each node. we
used watchers technique to c_onﬁrm any malicious activity. When detection confirmed crossing
our first threshold that is 10%, we deploy an agent that monitor the activity of a malicious CH

and when it cross second threshold that is more than 50%, it declared as blackhole.

Here, node number 2 & 6 are not showing intended dropped packets because of watchdog
limitation that only monitor the nodes one hop away and if a nodes are two hops away then SCH

only record the entry of passing data but did not consider its packet-dropping rate.
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Dropped packets Reported By Agent
500
450
400
350
300
250
200
150
100

50

D T T L

1 2 3 4 5 6
m Intended Packet Propped
Node Number ® Sending Packets

Number of Packets

Figure-23: Dropped packets Reported by agent
Case-1I:
The same scenario is extended for 20 seconds with different number of packets per node. true

picture attained throughput is illustrated in figure-24.

True Picture: Attained Throughput
(20 sec.)

20000

15000

1

4

10000

5000

No. of Packets

SCH1 Reportd  SCH2 Reported PCH evaluated PCH evaluated
' far SCH1 for SCH2

Reporting Entities

® Send Packets
M Intended Recived Packet

Figure-24: For 20sec, Scenario — Originally packets handled by CHs.

Blue & red lines are showing sending and intended received packets used to narrate that PCH
evaluated results are against SCH1 & SCH2 are same as SCH1 & SCH2 are going to report
while Figure-25 related to dropped packet per node that is being reported by an agent following

detecting and identification threshold having the same condition for nodes 2 & 6.

e
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Dropped Packets - Reported By Agent

No. of Packets

1 2 3 a 5 6 |
B Packets To he Delivered |
Node Number ® Packets Originated ;

Figure-25: Dropped Packets Reported by agent
Case-III:

Same scenario of case-1 tested with simulation time of 25 seconds shown in figure-26. which
monitor that the original packets originated by the SCH1 & SCH2 are not same as reported by
SCHI & SCH2 so there would be some gap or any malicious activity carried out because of
blackhole that is dropping packet and not transferring actual quantity of packets. PCH is keeping

the entries of data pass from it and updating its record in the routing table and make it show that

True Picture:Attained Throughput (25)

Number of Packets
8
*

T T T

S$CH1 Reportd SCH2 Reported PCH evaluated PCH evaluated
' a for SCH1 for SCH2

Node Number ® Intended packets received
Co i ® Sending Packets )

Figure-26: For 25sec. scenario — Originally packets handled by CHs.

data i1s coming from which SCH. PCH monitors either data is coming from one hope nodes or 2

- . 1
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hop nodes if it is coming from 1 hop nodes it counts its number of dropped packets and if it is

coming from two hop distance it will take only its entry of passing data but did not consider its

dropping packets.,

Dropped Packets - Reported By Agent

4000

3000

No. of Packets

1 2 3 4 5 6

Node of Number W Packets To be Delivered
W Packets Originated

Figure-27: Dropped packets reported by Agent
Case-1V
Above cases scenario tested for simulation time of 50seconds for 4k packet size shown in
figure-28
True Picture Attained Throughput (50 sec)

140000 - — — —— e e
120000 :
100000

No. of Packets

0 = T e T T !

SCH1 Reported  SCH2 Reported PCH evaluated for PCH evaluated for
T SCH1 SCH2

Reporting Entities

W Intended Packets received Sending Packets

Figure-28: For S0sec. scenario — Originally packets handled by CHs.
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Here the results are same as in the simulation of 15,20 & 25 second as the SCH & SCH2
reported packets are same as evaluated by the PCH regarding SCH1 & SCH2 following both
threshold checks like 10% for detection and 50% for identification now we fixed our threshold
value that is meeting our requirement of blackhole detection and identification. Figure-29 shows

the number of dropped packets reported by the agent regarding each node.

Dropped packets-Reported by Agent

18000
16000 -

14000 |
12000
10000
8000 -
6000 - -
4000 -
2000 +—

No. of Packets

1 2 3 4 5 6
Node Number # Packets Originated

Packets to be delivered |

Figure-29: Dropped packets reported by Agent

Case-V

In the Figure-31, SCH 1 sending packets are same as receiving of SCH2 while sending of SCH2
is same as Receiving of SCHI that is mean graph trend is same for SCH 1 & SCH2 in both
sending and receiving case, In this case, simulation time is 60 second and black hole activation
time is 10 second. Agent is deployed approximately after 20 seconds and it accomplish its
detection regarding blackhole withm 20-60 second time limit and the difference between sending
and receiving packets of SCH l & SCH2 are evaluated as shown is Figure-32.

A AR O
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Figure-31 Fake Reporting By Malicious SCH

From Figure-32, it shown when blackhole got active after 10-second graph trend of receiving

packets low, revealed that packets are not receiving completely as send by the SCH1 & SCH2

True Picture:Attained Throughput (20sec)
6000 —_————— §

5000

4000

3000
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2000

1000

0 L A S A R r—
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Figure-32: True Picture Attained Throughput (20sec)

“
Asima Ismail (431/FBAS/MSCS/S08)

63




Malicious Cluster Head Detection Mechanism in Wireless Ad-hoc and Sensor Network

While in graph-1 sending and receiving graph trend is same means there is no difference in the
number of packets send and received by the SCH1 and SCH?2 its mean there is fake reporting by
SCH1 & SCH2. Actually, SCH1 & SCH2 are dropping packets but reporting PCH that packets

are delivering appropriately that is what we detected and removed.

Figure-33 shows another aspect of time wise throughput where sending SCH1 and receiving
SCH2 are same while sending SCH2 and receiving SCHI1 are different. In this case, BH
activated after 15-seconds and starts dropping packets. After 15-45sencond agent deployed and
BH identified and disowned within period of one minute. While SCH2 still sanding packets but

SCH1 in not receiving as it disowned PCH take the entry of sending data but it is not calculating

the dropped packets.
Another Aspect of Time-wise Throughput |
1200 - _ |
!
| T i !
1000 ‘ = ;
i‘ *\ |
£ 800 - \ -
-t H !
9 | \
] ) 1 '
£ o \ a -
@ \ Y !
S i ' "
Z 400 - —-- e e
' .=‘
200 C—— L - - ——e -
L’\
L]
0 T T T T T T ‘ T =
6 12 18 24 30 36 42 48 54 60 i
Time

I eeee- SendingSCH1 ~ ——— SendingSCH2 RecelvingSCH1 ReceivingSCH2

Figure-33: Another aspect of Time-wise Throughput

In figure-34, graph show number of packet dropped after agent deployment, between number of
nodes and number of packets generated by each node. Different nodes are dropping different

number of packets.
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m
Packet Drop After Agent Deployment i
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Figure-34 Packets Dropped after Agent Deployment

7.3 Results & Comparison

Here in figure-35 is a comparison of reported statistics to PCH, which monitor that the original
packets originated by the SCH1 & SCH2 are not same as reported by SCH1 & SCH2 so there
would be some gap or any malicious activity is carried out which is blackhole which is dropping
packet and not transferring actual quantity of packets. PCH is keeping the entries of data pass
from it and updating its record in the routing table whether it is coming from one hope or 2 hop

but not monitoring dropping rate that why result are not same.

7.4  Analysis & Discussion

For setting simulation threshald for detection & identification, we considered different cases
with different number of packets per node for simulation time of 15, 20 and 25 sec. we observe
that in all cases graph trend found similar for varying throughput of packets per node. We verify
our proposed salution by extending it to 50 sec simulation and changing the traffic generation
rule to Exponential. This way, we utilized the available resources to the maximum and found out
that our detection and identification threshold are working properly as graph trend remain same

in all cases.

“
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Comparison of Reported Statistics to PCH
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Figure-35: Comparison of Reported Statistics to PCH

In the end, we compare the results and observed that original number of packets send by SCH 1
and SCHZ2 are now the same as reported by the PCH that is mean there is some malicious activity
in the network that is causing packets not reaching successfully to the intended destinations
shown in figure-35. Finally, the blackhole attack that launched by SCHI1, after detection and
identification that malicious CH disowned from the network and a new SCH selected for smooth

transmission of the data within the network shown in figure-36.

Initially, we have tested our results to fix our detection and identification threshold with varying
simulation times, from 15-50 seconds, and different number of through put. It observed that
dropped threshold vary from 64-96% packets with CBR having bandwidth of 2Mbps while data
rate is 34.6 Kbps with propagation delay of 10msec. BH is getting active in between [5-30

second where as packet per second is 10-30.

In the case when BH activation time is |5 seconds total dropped packets in the process of
detection and identification Is about to 47% af the total send packets while agent is sending
approximately half of the packets received by it. Average BH activation and agent deployment
time is about to 2.2 % while BH activation time and agent kill timings average is near about
19%. If packets per second vary to 20-30 then average BH activation and agent deployment time
lies in between 2-3.6% while BH activation time and agent kill timing average remain 20-34%

approximately here weighted average throughput of nodes is approximately 2.6 %.

L R
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Figure-36: Simulation Snapshot, after old CH declared malicious and new SCH selected.

In the case of timeline graph when we considered total number of packets sent by the agent and
average of BH activation time with agent killing time after dividing packet per second that lies in
between 10-30, the weighted average throughput of nodes against timeline is approximately 27%

1s observed.

The weighted average throughput of nodes is approximately 2,6 % whether agent deployment
and kill time is in between 17-34sec in the case when the BH activation time varies from
15-30seconds, Agent completes its identification process almost within time of 27seconds after

the activation of Blackhole attack, disowns the malicious SCH, and selects a new SCH.

m
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Chapter 8

CONCLUSION & FUTURE DIRECTIONS

In this chapter, we are concluding final remarks regarding thesis achievement and future

directions

8.1 Achievements
Main achievements of this thesis are;

e  We have focused the malicious cluster head detection and identification as it is a core
part in clustering environment where all communication carried out through cluster head.

e Detectiorn and idz1t'f:catien ¢f mal'cious activitt o7 cluster head will make the traffic
smooth and reliable.

e Reliability achieved by Jecreasing reliable packet loss.

o This security mechanism enhances level of seccurity to great extend in clustering
environment.

e As evident rom litcratare survey siudies main have considered TCP based traffic. As,
this study having in cooperated UDP traffic load has the potential for further research and
hopefully fulfili the existing gap 1n this area.

e Thesis diagnoses the rake reporuing of the malicious Cluster head and gives a smooth

solution to that problem.

8.2 Future Directicn & Prospective

Our present work has high ‘¢hted many directions for furure research. One of them is the use of
same scenario for different type of networks like Mesh, Sensor etc. Secondly, increase in
network and node size. iike MTM. for the gereration of variable data set so that Al based
algorithms and data wirine ‘echniques can be applied to pin-point the behavior of malicious
entities; such that verification o thresholds and their dynamicity can be applied for the detection

of malicious nodes’ CH .

(431/FBAS/MSCS/S08)
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As we have simulated our scheme using OMNET++ in future, it can implement as a real testbed
for analysis and its integranon into iDS & IPS etc. In the meanwhile, the same mechanism tested

for different infra structures. Finally, the proposed scheme can also be tested for different attacks

type.
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BS: Base Station

CH: Cluster Head

CIDS: Collaboration-based Intrusion Detection System
DoS: Deniul of Service

DVSIS: Distributed virtual Shared Information Space
gNode: Cuard Mode

GPS: Global Positioring System

GUI: ¢--avhical User Interface

IDA: Intrusion Detection Agent

IDS: Intrusica Detection System

IP: Intrusicn Prevention

IPS: Intrusion Prevention System
J-Sim: Java Simulator

PCH: Primaryv Cluster Header

PKC: Public Kev Crvptography

P2P: Point to point

SCH: Secondary Cluster Header

SKE: Svmmetric Key Fneryvption

WSN: Wirclerss Sensor Networks

NSCH: New Secondary Cluster Head
MCH: Malicious Cluster Head

MSCH: Malicious S2condary Cluster Head
BH: 2lack Hole

CBR: Constant Bit Ra‘e
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