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Abstract 

Research on mobile ad hoc networks has been focused primarily on routing protocols. 
whereas security issues remained nlostly unexplored. This Tlicsis focuscs on sccuriry 
mechanisms and notably on the key management mechanisms. We prescnt a reliable 
solution for securing wireless bank transactions in bank prcmiscs, wliich is practical. and 
industry demanding requirement. In our approach deviccs cxchangc a limited anioun~ ol' 
public information over location-constrained channel. which will Ialcr :lllow thcm to 
complete key exchange over wireless link. After thc cscbangc of puhlic keys, our 
hanking transactions will be secure. This approach docs not require any public key 
infrastrtrcture as  is required in MANET. Moreover our appmach is sccurc against passive 
attacks on location-limited channel and all kinds of wireless attacks on wireless link. 
Instead of using traditional public key algorithms like RSA, we have included Elliptic 
cryptography in o m  approach for generrrting public/private key pair bccmsc i t  is nlorc 
suitable for constrained environments (low memory wireless devices).we have also tricd 
to include common wireless banking services to show the usefulness of this 
aul11enricaiion protocol. 
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Chapter I Introduction 

INTRODUCTION 
Ad-hoc networks are an emerging area of mobilc computing. There are various 

challcngcs that are raced in the Ad-hoc environment. These are mostly due to thc 
resource poorness of thesc networks. The definition of Ad hoc Nctworking continues to 
evolve broadcr from its literary meaning - Network for a particular purposc. Thc 
scenario, envisaged in the recent past, has become an immediately applicable, if not 
lagging behind. But our greatest fear is deploying this next generation technology without 
the absolutely nccessary security measures put in place. They are usually set up in 
situations of emergency, for tempomy operations or simply if there are no resources to 
set up elaborate networks. Ad-hoe networks therefore throw up new requirements and 
problems in all areas of networking. The solutions for conventional networks are usually 
not suficicnt to provide eficient Ad-hoc operations. The wireless nature of 
communication and lack o f m y  security infrastructure raise several security problems. 

Typically the network nodes are interconnccted through wireless interfaces and 
unlike traditional networks lack specialized nodes, i.e. routers, that handle packet 
forwarding. Instead every node in the network functions as a router as well as an 
application node and forwards packets on behalf of other nodes. Figure 1 . I  shows such an 
example, node A is not within reach of node C, however by using node B as an 
intermediate node, A and C are able to communicate. 

Ad hoc networks have the ability to form "on the fly" and dynamically handle the 
joining or leaving of nodes in the network. An example is when three people with ad hoc 
networking enabled PDA's come within communication range of each other. The three 
PDA's could then automatically create an ad hoc network used to exchange data 

Ad hoc Networking could be described as an evolution from Mobile 1P (The 
convergence of mobile and data technology), through Packet Radio Networks. Further 
rcscarch is ongoing on the advancement to MANET (Mobile Ad hoe Networking) and 
Ubiquitous Computing. The English dictionary defines ad hoc as an adjective meaning 
"Formed for or concemcd with one specific purpose; Improvised and often impromptu". 

Ad hoe networking enables wireless devices to network with one anothcr, as 
needed, even when access to the Internet is unavailable. It enables a wide range of 
powcrful applications, kom instant conkrcncing bccwccn notcbook PC uscrs to 
emergency and military services that must perform in the harshest conditions. Wirelcss 
communications without routers, base stations, or Internet Service Providers; an ad-hoc 
nctwork might consist of scvenl home-computing dcviccs, plus a notebook computer that 
must exist on home and ofice networks without extra administrative work. Key 
applications can be conferencing, home networking, emergency services, Personal Area 
Networks, Bluetooth, and many more. Addressing the kcy challcngcs of ad hoc 
networking - resource management, scalability, and especially security is of the essencc. 
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Figure 1 . I  Wireless Ad hoc network 

1.1 Characteristics of Ad hoc Network 

When designing protocols for ad hoc networks, whether it bc routing protocols or 
security protocols it is important to consider the characteristics of the network and realize 
that t h b i  are many "flav&' of ad hoc networks. Mobile ad hoc networks generally havc 
the following characteristics: 

Dynamic network topology 

Thc network nodes are mobile and thus the topology of thc network may change 
frequently. Nodes may move amund within the network but the network can also be 
partitioned into multiple smaller networks or be merged with other networks. 

Limited bandwidth 

The use of wireless communication typically implies a lower bandwidth than that 
of traditional networks. This may limit the number and size of the messages sent during 
protocol execution. 

Energy constrained nodes 

Nodes in ad hoc networks will most often rely on batteries a their power source. 
The use of computationally complex algorithms may not be possibie. This also exposes 
the nodes to a new type of denial of service attack, the "Sleep deprivation torture attack" 
that aims at depleting the nodes energy source. 

Limited physical security 

The use of wireless communication and the exposure of the nelwork nodes 
increase the possibility of attacks against the network. Due to the mobility of the nodes 
the risk of them being physically compromised by theft, loss or other means will 
probably be bigger than for traditional network nodes. 

In many cases the nodes of the ad hoc network may also have limited CPU 
performance and memory, e.g. low-end devices such as PDA's, cellular phones and 
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embedded devices. As a result certain algorithms that are computationally or memory 
expensive might not be applicable. 

Besides the chatacteristics mentioned above that are due to the nature of ad hoc 
networking the following aspects that depend more on the application should also be 
considered. 

Network origin: spontaneous vs. planned 

Spontaneous: nodes with no prior relationship. 

Planned: nodes with a prior relationship, e.g, belonging to the same company, military 
unit etc. 

Network range: localized vs. distributed 

Localized: the network nodes are within physical range, e.g. the same room. 

Distributed: the nodes are distributed over a large area without the possibility of 
physically interacting. 

Node capabilities: uniform vs. diverse 

Uniform: all nodes have approximately the same capabilities in terms of power source, 
CPU performance and memory size etc. 

Diverse: the nodes capabilities differ significantly, certain nodes may be high-end 
computers while other are embedded devices. 

Nehvork transiency: short term vs. long term 

S l ~ o r l  lerm: Nodes come together once ' a d  creatc an ad hoc network, when finished no 
knowledge is kept about the other nodes. These networks typically only persist during a 
relatively short time period, i.e. less than a few hours. 

Long lerm: The same nodes will probably be part of the same ad hoc network multiple 
times and therefore save information about the other nodes for future use. These networks 
will persist during a longer time period. This also includes ad hoc networks that may only 
persist during a short time period, but that instead are created frequently. 

1.2 Possible Applications of MANET 

To motivate the development of ad hoc networking protocols, there needs to be 
applications where the properties of ad hoe networking are beneficial. This section will 
cover some applications where this is the case. Although some have been implemented 
many are still in the early research phase. 
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Military Tactical Networks 

The first application of ad hoc networking was in the military domain. Ad hoc 
networking enables battlefield units to communicate anywhere and anytime, without the 
requirement of any fixed infrastructure. The fact that every node forwards packets also 
provides for a robust network. The loss of any one unit will not disrupt the network sincc 
there will (hopefully) be other units that can still provide packet forwarding scrvices. 
Examples of military applications are the Tactical Internet [I]  and the Saab NetDefence 
conccpt [S]. 

Personal Area Networks 

The concept of personal area networks is about interconnccting diKerent dcviccs 
uscd by a single person, e.g,  a PDA, cellular phone, laptop etc. In this case the  PDA or 
the laptop will wnncct with the ccllular phone in an ad hoc fashion. Thc ccllular phonc 
can then as an example be used to access Internet. . 

Another examplc could be when a person holding a PDA comcs within 
communication range of a printer. If both the PDA and the printer were ad hoc enablcd 
the PDA could automatically get access to the printing services. 

Sensor Nchvorks 

Sensor networks are ad hoc networks consisting of communication enabled sensor 
nodes [9]. Each such node contains one or more sensors, e.g. movemcnt-, chemical- or 
heat sensors. When a sensor is activated it relays the obtained information through the ad 
hoc network to some central processing node where further analysis and actions can be 
performed. 

Such sensor networks may consist of hundreds or thousands of sensors and can bc 
used in both military and non-military applications, e.g. surveillance, environmental 
monitoring ctc. Sensor networks differ significantly from the other types of ad hoc 
networks described in this section. The most significant difference is the small size, 
extremely limited power resources and processing power ofthe sensor nodes. 

Collabontive Networking 

This application of ad hoc networking may be the most intuitive. Thc simplcst 
example is when a group of pcople arc attending a meeting and need to sham information 
between their laptops or PDA's. If these dcvices were ad hoc enabled they could 
dynamically set up a network consisting ofthe meeting parlicipants and thus cnablc thc 
sharing of the information. Without ad hoc networking, a great deal of configuration and 
setup would be required to accomplish this task. 

Disaster Area Networks 

Ad hoc networking allows for the quick deployment of a communication network 
in arcas when: no fixed infrastructure is available or whcm the fixed inrrastructurc has 
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been destroyed by natural disasters or other events. Thus such networks could be used to 
improvc the communication among rcscuc workers and other pcrsonncl and thcrcby 
support the relief erorts. 

1.3 Network Security 

When discussing nehvork security, three &pects can be covered; the scrviccs 
required, the potential attacks and the security mechanisms. The security services aspect 
includes the functionality that is required to provide a secure networking environment 
while the security attacks cover the methods that could be employed to break these 
security services. Finally the security mechanisms are the basic building blocks used to 
provide the security services. 

1.3.1 Security Services 

In providing a secure networking environment some or all of the following sewices may 
be required [3]: 

Confidentiality 

Ensures that transmitted information can only be accessed by the intended receivers. 

Authentication 

Allows the communicating parties to be assured of the others identity. 

Integrity 

Ensures that the data has not been altered during transmission. 

Ensures that parties can prove the transmission or reception of information by another 
party, i.c. a party cannot falsely deny having received or sent certain data. 

Availability 

Ensures that the intended network services are available to the intended parties when 
required. Depending on the capabilities of any potential attacker different mechanisms 
may be used to provide the services above. 

1.3.2 Security Attacks 

Security attacks can be classified in the following two categories [3] depending on 
the nature ofthe attacker. 

13.2.1 Passive attacks 
The attacker can only eavesdrop or monitor the network traffic. Typically this is 

-- 
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the easiest form of attack and can be performed without difticulty in many networking 
environments, e.g. broadcast type networks such as Ethernet and wireless networks. 

1.3.2.2 Active attacks 

The altacker is not only able to listen to the transmission but is also able to 
actively alter or obstruct it. ~urthcrmorc depending on the attacker's actions, the 
following subcalegories can be used to cover the majority of attacks. 

Eavesdropping 

This attack is used to gain knowledge of the transmitted data. This is a pa~sivc 
attack which is easily performed in many networking environments as mcntioncd 
above. However this attack can easily be prcvented by using an encryption 
scheme to protect the transmitted data. 

Traffic analysis 

The main goal of this attack is not to gain direct knowledge about thc transmitted 
data, but to extract information from the characteristics of the transmission, e.8 
amount of data transmitted, identity of the communicating nodes etc. This 
information may allow the attackcr to dcduce sensitive information, c.g. Ihc roles 
of the communicating nodes, their position etc. Unlikc the previously described 
attack this one is more difficult to prevent. 

Impersonation 

Here the attacker uscs the identity of another node to gain unauthorized access to 
a resource or data. This attack is often used as a prerequisite to eavesdropping. By 
impersonating a legitimate node the attacker can try to gain access to thc 
encryption key used to protect the transmitted data. Once this key is known by the 
attacker, she can successfully perform the eavesdropping attack. 

Modification 

This attack modifies data during the transmission betwccn the communicating 
nodes, implying that the communicating nodes do not share the same view of the 
transmitted data. An example could be when the transmitted data reprcsents a 
financial transaction where the attackcr has modified the tmsactions valuc. 

Insertion 

This attack involves an unauthorized party, who inserts new data claiming that it 
originates from a legitimate party. This attack is related to  that of impersonation. 

Replay 

The attacker retransmits data previously transmitted by a legitimate node. 
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Denial of service 

This active attack aims at obstructing or limiting access to a certain resource. This 
resource could be a specific node or service or the whole network. 

1.3.3 Security Mechanisms 

Most of the security scrvices previously mentioned can be provided using 
different cryptographic techniques. The following subsections give an overview of which 
techniques are used to provide each of the services. 

Confidentiality 

The confidentiality service can be of two different types. The most common type 
of confidentiality requirement is that transmitted information should not be exposed to 
any unaulhorizcd entities. A more strict confidentiality rcquircmcnt is that thc very 
existence of the information should not be revealed to any unauthorized entities. 

Thc first type of conlidcntiality requirement only rcquircs protection liom 
eavesdropping attacks and can be provided using an encryption scheme. The stricter 
requirement implies that the service must also provide protection against tnfic analysis. 
Such a service will typically require additional mechanisms along with some encryption 
schcmc. 

The integrity service can be provided using cryptographic hash functions along 
with some form of encryption. When dealing with network security the integrity service 
is often provided implicitly by the authentication service. 

Authentication 

Authentication can be provided using encryption along with cryptographic hash 
functions. 

Non-repudiation requires the usc of public key cryptognphy to provide digital 
signatures. Along with digital signatures a trusted third p a y  must be involved. 

Availability 

The availability is typically ensured by redundancy, physical protection and other 
non cryptographic means, e.g. use of robust protocols. 
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1.4 Cryptographic Background 

There are two types of cryptographic techniques. 

0 Symmetric encryption 

Asymmetric encryption or Public key encryption 

1.4.1 Symmetric Encryption 

Symmetric encryption is illustrated in figure 1.2. The plain text mcssagc m is 
encrypted using the shared key k, resulting in the ciph& text c. To recover the plain text 
message the cipher text is decrypted using the same key used to for thc encryption. 
Symmetric encryption schemes can be used to provide confidentiality, integrity and 
authentication. The shared key must be distributed over a secure communication channel. 

Alice Bob 

C+EK (in) 

-}-w 
Secure Channel 

Figure 1.2 Syrnmctric encryption scheme 

1.4.2 Public Key Encryption 

Unlike conventional encryption schemes where the involved parties share a 
common encryption/ decryption key, public key encryption schcmes depend on the use of 
two different but mathematically related keys. One of the keys is used for encryption and 
the other for decryption. 

The public key encryption scheme is illustrated in figure 1.3. Bob generates a pair 
of keys, his publidprivate key pair pkBob/skod. The public key i s  related to the private 
key, but in such a way that the private key cannot be derived from it without additional 
information. 

If Alice wants to send an encrypted message to Bob, she first needs to obtain his 
public key. As thc name implies Bob's public key does not need to be kcpt secret, 
however it must be authenticated, i s .  Alice must be assured that the public key shc 
believes belongs to Bob is really his. Once Alice has Bobs authentic public keypkm, she 
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encrypts the plain text message m using it. The resulting cipher text c can then only be 
decrypted using Bob's private key skgOb which only Bob knows. 

Comparcd with symmetric encryption, public key encryption has a wcaker 
requirement for the communication channel over which the key distribution is performed. 
Public key encryption only requires an authenticated channel as opposed to a secure 
channel that is rcquired for thc distribution of symmetric encryption keys. Public key 
encryption can also provide non-repudiation along with confidentiality, integrily and 
authentication. However, public key encryption requires much more computational 
resources than symmetric encryption and therefore has much lowcr pcrfomancc. 
Therefore public key encryption is typically only used to encrypt small amounts of data, 
e.g. symmetric encryption keys and digital signatures. 

Alice Bob 

Unsecure Channel 

Authenticated Channel 

Figure 1.3 Public key encryption scheme 

The Diffie-Hellman (DH) algorithm was the lirst public key algorithm publishcd. 
However, it is limited to securely exchanging keys that can subsequently be used to 
provide the security services mentioned above. 

The DH algorithm, illustrated in figure 1.4, requires two public parameters, a 
primep and a generator gof Zp. A generator of Zp is an integer g such that g, g2, ..., - I 
(mod p) generate the values 1 through p - I in some order. To exchange a shared key 
Alice and Bob generate the random secrets x ~ l i , ,  and xhb. Bob then sends to Alice and 
Alice sends to Bob. 
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Alice Bob 

Figure 1.4 ~ i f i e - ~ e l l m a n ' k e ~  exchange 

1.4.2.2 RSA 

I S 4  is a public key cncryption algorithm that can be used to providc 
confidentiality, integrity, authentication and non-repudiation services. To encrypt a 
message m or decrypt a cipher text c, the following calculations are performed: 

m= me mod n= mCd mod ti 

If the algorithm is intended to be used to provide confidentiality the values n 
and e are made publicly known while d is kept secret. Therefore the public key p k  = 

Jc, n} and the private key sk = {l, nj .  For user A to encrypt a message intended for 
user B, B's public key pka is used for the encryption, C=E&m (m)= me mod n . Since 
only B has knowledge of thc secret key sko it alone can decrypt the cipher text and 
recover the plain text, m= Dskb (c)=cd modn . 

1.4.3 Digital Signature 

A digital signature is a data structure that provides proof of origin, i.e. 
authentication and integrity, and depending on how it is used, it can also providc non- 
repudiation. Alicc wants to scnd a mcssagc to Bob, howcvcr she docsn't want il lo bc 
modified during transmission and Bob wants to be sure that the message really came 
from Alice. What Alice docs is that she computcs a hash digest of thc mcssagc which 
she encrypts with her private key ~ k ~ r l r r .  She then sends both the mcssage and the 
encrypted digest which is here signature. Bob can then verify the signature by 
computing the hash digest o r  the mcssage hc receivcd and comparing it with ihc 
digest he gets whcn decrypting the signature using Alice's public key pk~l,,,. I F  the 
digests are equal Bob knows that Alice sent the message and that it has not been 
modified since she signed it. 
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1.4.4 Digital Certificate 

Public key cryptography is very useful, but in the presence of active attackers 
a problem arises. Consider the following, Alice wants to send a secret message to 
Bob, so she encrypts the mcssage using Bobs public key pkmb that she has retrieved 
from a server. However the key that Alice retrieved actually belongs to an attacker. 
The secret message which was intended for Bob can now be decrypted and read by 
the attacker. 

Digital certificates are used to prevent the type of attack described above. 
BasicaIly a digital certificate is a statement issued by some trusted party saying that it 
vcrilics that the public kcy pk" in fact bclongs lo thc uscr A. Thc trustcd party 
digitally signs this statement and therefore anyone with the authentic public key of 
the trusted party can verify the certificate and thereafter use p 4  and be sufficiently 
sure that it actually bclongs to node A. 

Figurc 1.5 shows the information in an X.509 certificate. The serial number is 
used to uniquely identify the certificate, and issuer name is the name of the trusted 
party who has issued the certificate. 

The validity field specifies how long the certificate is valid. The subject is the 
entity being identified by the certificate, i.e. the entity whose public key is being 
certified. The next two fields contain the public key being certified and information 
about what it is ccrtitied to be used for (eg. encryption, signatures ctc.). The 
extensions field can be used to specify any additional information about the 
certificate. The signature field contains the certificates signature along with 
information about the hash algorithm used etc. 

1.4.5 Secret Sharing 

Secret sharing allows a sccret to be shared among a group of users (share 
holders) in such a way that no single user can deduce the secret fmm his share alone. 
Only by combining (a sunicicnt number of) ~ h c  sharcs can thc secret bc 
rcconstructed. A secret sharing scheme where k out of n share holders arc nccded to 
reconstruct the secret is referred to as a n) threshold scheme. 

1.4.5.1 Shamir's Secret Sharing 

This (k, n) threshold secret sharing scheme proposed by Adi Shamir [ I  I ]  is 
based on polynomial interpolation and works as follows. The secret S is to be shared 
among the n shareholders identified by idi, i = I... n. 

To reconstruct the secret Lagrange interpolation is used. With the knowledge 
of a minimum of k shares the polynomial f(x) can be rcconstructed and the secrct 
recovered by calculating f(0). It is important that no shareholder gains knowledge of 
any share other than his own. Otherwise he w u l d  potentially gain knowledge of k 
shares and then be able to reconstruct the secret himself. Thcrefore a trusted party is 
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needed to perform the reconstruction of the secret, i.e. the shareholders provide their 
shares to the trusted party who perfoms the action requiring the secret, e.g. the 
signing of certificates etc. 

/ I Serial Number I 
Issuer Name 

Validity Pa iod  . 
1 Subject Name 1 
I Public Key Itlformation I 
I Key Usage I 

Figure 1.5 X.509 certificate format 

1.4.5.2 Proactive Secret Sharing 

In the secret sharing scheme described above the secret is protected by 
distributing it among several shareholders. However, given sufficiently long time an 
attackcr could eompromisc k sharcholdcn and obtain their sharcs, thereby allowing 
him to reconstruct the secrct. To defend against such attackers proactivc sccrct 
sharing schemes update the shares on a regular basis. An attackcr must thcn 
compromise k shareholders between the updates since only k shares belonging to the 
same update period can bc used to reconstruct the secret 

The updated shares S,,,,,,jated then be calculated as, f ,, (id i), i = I, ..., k. 
However, in practice it is enough to calculate the shares of the update polynomial, Sf i = 

I ,  ..., k and securcly distribute them to the'rcspcctive shareholders. Each sharcholdcr thcn 

adds it to its original share to obtain the updated share, i.e. S], updoled = S  I + S i (mod 
P). 
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1.4.5.3 Verifiable S e c r e t  Sharing 

If any sharcholdcr wishes to prcvcnt thc reconstruction of the sccrct, hc can 
provide an invalid share, e.g. a random value, to be used for the reconstruction. The 
Lagnnge interpolation will then result in the reconstruction of  a value, different from the 
secret S. Verifiable sccret sharing mechanisms are uscd to prevent this type of denial of 
service attack. 

1.5 Key Management 

Most of the mechanisms uscd to provide the security services rcquire the use of 
some kind of cryptographic keys that need to be shared between the communicating 
partics. As stated by Menezes et al [2], the purpose of key managemcnt i s  to: 

0 Initialize system users within a domain. 

Generate, distribute and install keying material. 

Control the use ofkeying material. 

Update, revoke and destroy keying material. 

Store, backuptrecover and archive keying material. 

Threats that must be dealt with by the key management system include: 

o Compromise of the confidentiality of keys. 

o Compromise of the authenticity of the keys. 

o Unauthorized use of keys, e.g. the use of keys which are no longer 
valid. 

1.5.1 Trusted Third Parties 

A trustcd third party ('ITP) is an entity trustcd by all uscrs of the system and is 
often used to provide the key management services mcntioned above. Depending on the 
nature of their involvement they can be categorized as in-line, on-line or off-line [2]. 
Figure 1.6 illustntcs these diffcrcnt categories. An inrlinc TTP participates activcly in- 
between the communication path of the two users while an on-line TTP participates 
actively but only for management purposes, the actual communication between the uscrs 
is direct. An off-line TTP communicates with the users prior to their setting up a 
communication link. During the actual protocol run the off-line TTP is not active, in fact 
it does not even need to be connected to the network. 

Examples of trusted third parties are key distribution centers (KDC), key 
translation centers (KTC) and certificate authorities (CA). The KDC and KTC are 

.symmetric key management systems and thc CA is a public key managemcnt system. 
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KDC's and KTC's are used to simplify the key management. Instead of each user having 
to share a secret key with every other user they only need to share one with the TTP. This 
brings down the number ofkeys that need to be managed from n(n-1)/2 to n, whcrc n is 
the total number of users. Figure 1.7 illustrates how such a TTP is used. 

On-line TTP 

Off -he  TTP 

Figure 1.6 Categories of trusted third parties 
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A 

Figure 1.7 Function of a KDC or KTC 

I )  User A requests to share a secre! key with user 8. I f  the TTP is a KDC it 
generates the key to use, othenvise user A provides it. This communication is 
cncypted using the hy shared by user A ond the UP, 

2) The U P  encrypts ihe session key with the kry it shares with user B and returns it 
lo user A 

3) User A sends the encrypld session key to user B, who can dectypt it and 
fhereofkr use it to communicate securely with userA 

1.5.2 Public Key infrastructure 

The use of public key cryptography requires that the authenticity or thc public 
keys can be established. A straightforward approach requires that any two users that wish 
to communicate must exchange their public keys in a authenticatcd manner and this 
would require the initial distribution of n(n-1) public keys. However, by having a trustcd 
third party issue certificates to each of the users only the public key of the ' ITP needs to 
be distributed to each of the users. 

A PKI provides the mechanisms needed to manage such certificates and consists 
of the components illustrated in Figure 1.8.. 

An end entity is either a user of a certificate or the subject to which a certificate 
has been issued. The certification authority (CA) is the component responsible for issuing 
and revoking certificates while the registration authority (RA) is responsible for 
establishing the identity of the subject of the certificate and the mapping between the 
subject and its public key. The registration function can be implemented by the CA and 
thcreforc the RA is an optional component. 
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The following basic services should be provided by the PKI components 
described above: 

Registration 

Initialization 

Certification 

Kcy updatc 

Revocation 

Certificate and revocation notice distribution 

Other services that may also be provided by the PKI include key recovery, key 
generation, Cross-certification, secure time stamping and non-repudiation. The following 
subsections bricfly describe each of the basic services mentioned abovc. 

1.5.2.1 Registration 

Thc registration scrvicc cstablishcs the mapping between an cnd cntity and ils public key. 
This typically includes providing the public key to the RA along with any information 
that is required for the certificate, e.g. name, e-mail address, organization ctc. The RA 
may also require that the end cntity prove that it possesses the corresponding private key, 
e.g. by generating a digital signature. 

Next the RA needs to verify the information received from the end cntity. This could e.g. 
be done by requiring that the end entity in person provide proof of identity such as a 
driver's license or id-card. Finally when the RA has verified the identity of the end entity 
it contacts the CA and request the generation of the certificate. 

1.5.22 Initialization 

Before an end entity can use the serviccs provided by the PKI it has to be initialized with 
certain information. The most important item required is the CA's certificate which 
contains the public key which is needed to verify any certificates issued by the CA. Other 
information could be addmses of certificate repositories and other PKI components that 
the user may need to contact etc. The initialization also includes the generation of the end 
entities publiclprivate key pair. 

1.5.2.3 Certification 

Upon receiving a certification request from the RA, the CA generates and signs the 
certificate. This process includes filling in the certificate form with the information 
provided by the RA and adding any additional information required, e.g. any extensions 
used etc. The CA then digitally signs the certificate using its private kcy s h .  

-- 
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Figure 1.8 Main components of a PKI 

1.5.2.4 Key update 

Key pairs are typically only valid for a limited time, ranging from days to years 
depending on the application. The key update service provides for the transition 10 a new 
kcy pair and the issuing of the corresponding certificate. 

1.5.2.5 Revocation 

Thc CA is responsible for maintaining the status of the certificates it has issued. E.g. if a 
certificate becomes invalid due to the compromise of the private key the CA needs to 
revoke the ccriificatc. Ccrtilicatcs may also nced to bc rcvokcd ife.g. any information i n  
the certificate becomes invalid, e.g. subject name, organization etc. 

1.5.2.6 Certificate and Revocation Notice Distribution 

Aficr a certificate has becn issued it  needs to be made available to the owner and to other 
users who wish to use it. AAer the CA generates a certificate it can distribute it in a 
number of ways, e.g. by making it available on a publicly accessible server or by 
providing it to the certificate owner directly. In case a certificate is revoked the PKI must 
provide a mechanism that informs certificate users about this. A common method used is 
that the CA on a regular basis publishes a certificate revocation list (CRL) that lists all the 
certificates that have been revoked. Certificate users can then use the CRL to check 
whether or not a certain certificate has been revoked. Figure 1.9 shows an example of the 
contents of a CRL. 

A problem with CRL's is that the time between the compromise and the notification of a 
certificate being revoked can be significant since CRL's are only published at regular 
intervals. A different approach to revocation notification is the use of on-line revocation 
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notification mechanisms. These allow the certificate users to query thc CA in real-time 
for the status of a particular certificate. 

Issuer Name 

Next publishing date 1-1 
Date of revocation 

Date of revocation 

Figure 1.9 Example of CRL contents 

1.6 Wireless Network Standards 

The most influential standards-making body in the world of WLANs is thc 
Institute of Electrical and Electronic Engineers (IEEE) a professional association for 
engineers, which is headquartered in the USA. The IEEE 802 Standards Committee is 
responsible for Local Area Network and Metropolitan Area Network standards. Thc 
Committee comprises various Working Groups focusing on particular areas. The 802.1 1 
Working Group looks at W A N  standards. Within the 802.1 1 Working Group there are 
various Task Groups. Some of these, such as 802.1 la, 802.1 lb and802.1 lg, concentrate 
on air interface standards. Others, such as 802.22e, 802.1 If and 802.1 Ii, concentrate on 
issucs that cut across multiple air interfaces. 

~~ 
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The European Telecommunications Standards Institute (ETSI) is also active in 
setting WLAN standards through its Broadband Radio Access Networks (BRAN) project. 
ETSIBRAN is responsible for the HiperLAN2 standard. ETSI is a trade association, most 
of whose members are equipment manufacturers, network operators or service providers. 

Finally, the Bluetooth Special Interest Group (SIG) is, as one might guess, 
responsible for specifying Bluetooth, which is usually defined as a Personal Area 
Nclwork standard nlhcr than a Local Arca Nclwork standard. Thc Bluctooth SIG is an ad 
hoc group of companies with an intcrest in Bluetooth, led by nine promoter companies. 
The IEEE is not involved in setting the Bluetooth standard, but it is basing its own 
802.15.1 Wirclcss Pcrsonnl Arca Nctwork standard on Bluctooth. 

The following sections discuss the standards developed by these groups in more 
detail. 

We can classify Air Interface Standards into two types 

8 Thc 2.4 GHz Spectrum includes 802.1 1 b, Bluetooth and 802.1 1g. 

The 5 GHz Spectrum includcs 802.1 1 a, HiperLan2 and 802.1 I h. 

1.6.1 IEEE 802.11b 

802.1 1 b is today's most widcly-used wireless LAN technology. 802.1 1 b 
cquipment that has been certified for interoperability by the Wireless Ethernet 
Compatibility Alliance (WECA) carries the Wi-Fi logo, so the standard itself is ollen 
referred to as Wi-Fi. 802.1 1b operatcs in the 2.4 GHz frequency band using a modulation 
system known as Direct Sequence Spread Spectrum (DSSS), which is similar to that used 
by CDMA (Code Division Multiple Access) cellular systems. There are three non- 
overlapping channels availablc for 802.1 1b networks in the license-exempt 2.4 GI-lz 
band. That enables users to run up to three access points in the same physical area. 

802.1 1b is usually quoted as having a speed of 1 I Megabits per second (Mbps). 
This is the maximum speed of the system under perfect conditions. Howevcr, as the 
distance between thc user and access point or the amount of background noise or 
interference increases, the speed reduces in stages down to as low as 1 Mbps. The actual 
data transfer rate is also lower than the quoted speed because of system overheads. For 
example, an 802.1 1b link running at 11 Mbps will typically transfer data at a rate of 5-7 
Mbps. 

IEEE 802.11 Layers 

The IEEE 802.1 1 standard places spccificntions on thc panmckrs o r  both lhc 
physical (PHY) and medium access control (MAC) layers of the network. The PHY 
layer, which actually handles the transmission of data between nodes, can use either 
direct sequence spread spectrum, frequency-hopping spread spectrum, or infnmd (IR) 
pulse position modulation. IEEE 802.1 1 makes provisions for data rates of either 1 Mbps 
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or 2 Mbps, and calls for operation in the 2.4 - 2.4835 CHz frequency band (in the casc of 
spread-spectrum transmission), which is an unlicensed band for industrial, scientific, and 
medical (ISM) applications, and 300 - 428,000 GHz for IR transmission. Infrared is 
generally considered to be more secure to eavesdropping, because 1R transmissions 
require absolute line-of-sight links (no transmission is possible outside any simply 
connected space or around cornea), as opposed to radio frequency tmnsmissions, which 
can penetrate walls and be intercepted by third parties unknowingly. Howevcr, infrared 
transmissions can be adversely affected by sunlight 151, and the spread-spectrum protocol 
of 802.1 1 does provide some rudimentary security for typical data transfers. 

The MAC layer is a set of pmtocols which is responsible for maintaining order in 
the usc of a shared medium. The 802.1 1 standard specifies a carrier sense multiple access 
with collision avoidance (CSMNCA) protocol. In this protocol, when a node receives a 
packet to be transmitted, it first listens to ensure no other node is transmitting. If the 
channel is clur ,  it then transmits the packet. Otherwise, it chooses a random "backoff 
factor" which determines the amount of time the node must wait until it is allowed to 
transmit its packet. During periods in which the channel is clear, the transmitting node 
decrements its backoff counter. (When the channel is busy it does not decrement its 
backoff counter.) When the backoff counter reaches zem, the nodc transmils thc packet. 
Since the probability that two nodes will choose the same backoff factor is small, 
collisions betwecn packets are minimized. Collision detection, as is employed in 
Ethernet, cannot be used for the radio frequency transmissions of IEEE 802.1 1. The 
reason for this is that when a node is transmitting it cannot hear any other node in the 
system which may be transmitting, since its own signal will drown out any others 
arriving at the node. 

Whenever a packet is to be transmitted, the transmitting node first sends out a 
short ready-to-send (RTS) packet containing information on the length of the packet. If 
the receiving node hears the RTS, it responds with a short clear-to-send (CTS) packet. 
After this exchange, the transmitting node sends its packet. When the packet is received 
successfully, as determined by a cyclic redundancy check (CRC), the receiving node 
transmits an acknowledgment (ACK) packet. This back-and-forth exchange is necessary 
to avoid the "hidden node" problem, illustrated in Figure 3.. As shown, node A can 
communicate with node B, and node B can communicate with node C. However, node A 
cannot communicate node C. Thus, for instance, although node A may sense the channel 
to be clear, node C may in fact be transmitting to node B. The protocol described above 
alerts node A that node B is busy, and hence it must wait before transmitting its packet. 
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1.6.2 Bluetooth 

Another 2.4 GHz band solution is callcd BluetoothTM. Bluetooth operates at lower 
power points han 802.11b or 802.11g, which gives it a shorter effective rangc 
(commonly 10 meters). This sceming limitation actually makes it more suitable for use in 
small battery-powered handheld equipment. Due to this lower power consumption. 
Bluetooth is vicwed as an excellent solution for completely unwired phone headsets, 
links between printers and laptops, etc. Bluetooth devices communicate in groups known 
as piconets consisting of one master device and up to seven slaves. Each piconet hops 
1600 times a second in a pseudo-random fashion among 79 different frequencies. This is 
important to understand since as the number of Bluctooth picone& in a givcn arca 
increases, the chance of two piconets causing a data collision by trying to use the same 
frequency at the same time increases. In practice it is typically possible to run 8-10 
piconets in a given area without losing a significant amount ofdafa throughput. 

Bluetooth is an open standard for short-range radios and is the primary technology used 
in ad hoc networks. These products are gaining interest due to their low-cost and low 
power requirements. This technology provides a small wireless network called a 
"personal area network" (PAN) as it is usually only transmitted in a 30' area or less. 
These products have much the same abilities of other wireless networks in that they can 
provide voice and data, eliminate cables, bridge two networks and has support for PDAs, 
mobile phones, printers, faxes, microphones and even earpieces. The main function of 
Bluetooth is to provide an ad hoc nehwrk to synchronize between personal devices. 

These networks are usually temporary networks that change as ad hoc devices enter and 
exit the coverage area. One device is a "master" and can support up to scven devices 
within its network. 

All of these devices use the same frequency, but can be in multiple networks. This means 
a slavc device in one network can be a master in another network, extend the distance and 
support morc users. An example would be a master laptop talking to two other master 
laptops in a different network. 

Bluetooth also operates in the 2.4GHz ISM band, which is similar to WLAN and other 
802.1 1 devices. Bluetooth uses a different modulation and employs a different spread 
spectrum. Theoretically, it has a bandwidth of IMbps, 79 different radio channels; 
frequency changes of 1,600 times per second and little interference with a single WLAN 
products. However, in reality the network cannot support such data rates because the 
forward error correction (FEC) may interfere with 802.1 1 networks for a short time. Thc 
second generation of Bluetooth should support 2Mbps. but look for faster rates in the 
future. 

Bluetooth provides three types of power classes. Thesc classes provide power and range 
in figure 1.1O.Each has its usage. Class 1 is a cable replacement for a mouse or keyboard. 
Class 2 is to Connect a laptop to PDA, PDA to PDA, or laptop to laptop. Class 3 can 
compete with 802.1 Ib and could be used for all of the above, or it can provide wireless 
connectivity for a whole building. 
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Figure 1.10 Bluetooth classes of range and power 

Type 
Class 3 Devices 
Class 2 Devices 
Class 1 Devices 

Some of the features of Bluetooth technology are: 

Signals can be transmitted through walls and briefcases, thus eliminating the need 
for line-of-sight. 

Power Level 
100mW 
10mW 
I mW 

Devices do not need to be pointed at each other, as signals are omni-directional. 

Operating Range 
Up to I00 meters 
Up to 10 meters 
0.1-1 0 meters 

Both synchronous and asynchronous applications are supported, making it easy to 
implement on a variety of devices and for a variety of services, such as voice and 
Internet. 

Devices have a range of about 10 meters and up to eight devices can link to form 
a piconet. Piconets communicate with each 0th- easily and the chips can change 
frequency at about 1600 hops per second. This phenomenon is known as 
frequency hopping, and provides protection against interference. 

Governments world wide regulate it, so it is possible to utilize the same standard 
wherever one travels. 

Bluetooth transmissions also interfere with 802.11 b transmissions. The 
interference can be quite serious if a Bluetooth device is placed right next to an 802.1 1 b 
device (hence laptops that contain both technologies ensure only one transmits at a time) 
but the interference does not havc much impact on thc throughput of either technology if 
the separation is a few meters or more (so one person using a Bluetooth headset with their 
cell phone is unlikely to prevent everyone else in an office from using the 802.1 Ib 
WLAN). 

Bluetooth Specification Protocol Stack 

Each layer is briefly described below and Figure 1.1 1 shows Bluetooth Spccitication 
Protocol Stack. 

The Radio layer defines the requirements for a Bluetooth transceiver operating in 
the 2.4 GHz ISM band 
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The Baseband layer describes the specification of the Bluetooth Link Controller 
(LC) which carries out the baseband protocols and other low-level link routines. 

0 Thc Link Manager Protocol (LMP) is used by the Link Managers (on cithcr 
side) for link set-up and control. 

Figure 1.1 1 Bluetooth specification protocol stack 

The Host Controller Interface (HCI) provides a command interface to the 
Baseband Link Controller and Link Manager, and access to hardware status and 
control registers. 

Logical Link Control and Adaptation Protocol (LZCAP) supports higher level 
protocol multiplexing, packet segmentation and reassembly, and the conveying of 
quality of service information. 

The RFCOMM protocol provides emulation of serial ports over thc L2CAP 
protocol. The protocol is based on the ETSl standard TS 07.1 0. 

The Service Discovery Protocol (SDP) provides a means for applications to 
discover which services are provided by or available through a Bluetooth device. 
It also allows applications to determine the characteristics of available services. 
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802.1 lg  is a draft standard developed jointly by Texas Instruments and fntersil. 
802.1 1g allows operation at up to 54 Mbps in the 2.4 GHz band. The draft standard states 
that 802.1 1 g devices must support existing 802.1 1 b modulation techniques to ensure that 
an 802.1 1 b client device can talk to an 802.1 lg access point and vice versa. For higher 
data rates the draft standard specifies Orthogonal Freqhcy  Division 

Muitiplcxing (OFDM) as the mandatory modulation tcchnique. OFDM has also 
been selected for g02.I la (sec the following scction on 5 GHz air interface standards). 
Two orher optional modulation techniques arc also included in the standard, but these 
techniques may not be impiemented in cornrnercia~ products. The 802.1 lg  standard is 
expected to bc ratified in January 2003 but "pz-standard* client cards and access points 
are already widely avai1able. 

Contrary to what its name implies, 802.1 la is a newer standard than 802.1 lb. 
Wireless vendors started shipping 802.1 la equipment in fate 2001 and it is expected to 
become widely available during 2002. 802.1 I a is designed to run at speeds of up to 54 
Mbps in the license-exempt 5 GHz band. WECA also certifies 802.1 1 a equipment for 
compatibility. 802.1 la uses a modulation tcchnique referred to as Orthogonal Frequency 
Division Multiplexing (OFDM) which uses multiple sub-carriers operating at slightly 
different frequencies. 

There is more license-exempt spectrum avaiiablc at 5 GWz than at 2.4 GHz and so 
it is possible to have more non-overlapping channels to increase coverage and density. In 
addition them arc fcwcr cxisting sourccs of intcrfcrcncc. I-lowcvcr, 802.1 fa systcms 
general1 y have a shorter range than 802.1 1 b. 

In Europc, thc frqucncy rcgulrrtions specify that WLAN systcms operating in the 
5 GHz band must support Transmit Power Controi (i.e. ihey must be able to turn their 
''volume" controls up and down automaticatly) and Dynamic Frequency Selection ( i s .  
they must be able to move to a different part of the frequency band to avoid interference). 
The European HiperLAN2 standard supports both thesc features but 802.1 fa does not. 
For this reason, 802.1 la is nat generalIy approved for use in Europe, although it can be 
used under certain circumstances in particular countries, 

However, the 802.1 Ih Task Group is working on a new version of the standard 
that would support Transmit Power Control and Dynamic Frequency Selection. 
Consequently, vendor support for HiperLAN2 is waning and it seems quite likely that the 
majority of 5 GHz systems in Europe will be 802.3 1 h rather than HiperLAN2. 
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2. Existing Security Models in MANET 

The major problem in providing security services in such infrastructure less 
networks is how to manage the cryptographic keys that are needed. Various security 
models for ad hoc networks are presented in this chapter. 

2.1 Partially distributed certificate Authority 

This solution proposed by Zhou and Hass [lo] uses a f i  n) threshold scheme to 
distribute the services of the certificate authority to a set of specialized server nodes. 

' 

Each of these nodes is capable of generating a partial certificate using their share of the 
certificate signing key ska, but only by combining k such partial certificates can a valid 
certificate be obtained. The solution is suitable for planned, long-term ad hoc networks. 
Since it is based on public key encryption it requires that the all the nodes are capable of 
performing the necessary computations. Finally it assumes that subscts of the nodes arc 
willing or able to take on the specialized server role. 

The system contains three types of nodes; client, server and combiner nodes. The 
client nodes are the normal users of the network while the server and combiner nodes are 
part of the certificate authority. The server nodes are responsible for generating partial 
certificates and storing certificates in a directory structure allowing client nodes to 
request for the certificates of other nodes. The combiner nodes which are also server 
nodes are responsible for combining the partial certificates into a valid certificate. 
Although not stated implicitly by the authors the system also has an administrative 
authority which will bc termed the dealcr. The dealer is the only entity in the system that 
has knowledge ofthe complete certificate signing key s b  

Every node in the network has a publidprivate key pair and it is the responsibility 
of the dealer to issue the initial certificate for the nodes public key as well as distributing 
the public key p h  of the certificate authority which is needed to verify the 
certificates.The certificate authority as a whole has a publidprivate key pair, p k a  /sk cc 
of which thc public key is known to all network nodes. The private key s h ,  is shared 
among the server nodes according to Shamir's secret sharing scheme. Figure 2.1 
illustrates the different components of the system. 

2.1.1 Certificate Issuing 

Before any node may join the network it must first obtain a valid certificate from 
the dealer off-line. A the same time the node should be supplied with the CA's certificate 
along with any other parameters that are required. 
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2.1.2 Certificate Renewal 

The certificates are only valid for a certain amount of time and therefore need to 
be renewed. before they expire. When a node wishes to renew its certificate, it must 
request a certificate renewal from a minimum of k server nodes. If the request is granted, 
each of these k server nodes generates a partial certificate with a new expiration date. 
These partial certificates are then sent to a combiner, which could be one of the k servers, 
which then combincs the partial certificatcs. 

If any of thc scrvcrs arc compromiscd thcy may gcneratc an invalid pariial 
certificate which they then send to the combiner: The certificate produced by the 
combiner will then also be invalid. This type of denial of service attack is prcventcd by 
verifying the validity ofthc certificate before accepting it. If the combiner dctects that the 
certificate is invalid it will request a new set of partial certificates until a valid certificate 
is obtained. If a node changes its privatelpublic key pair it will need to update its 
certificate with the new public key, this is accomplished in a similar way as the renewal. 

C h t  Node Cknt Node 

-.. Semer Node ...I '.... 
A .  ....'..' & P .-...._ .....I - ..... , ..... 

'. 

I 

Server Node 

Figure 2.1 System architecture showing three server nodes of which one is also a 
combiner 
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2.1.3 Certificate Retrieval 

l l ie  server nodes are responsible for storing the certificates ol' all nodes in the 
network. This allows any nodes requiring the public key of any othcr ~iodcs to simply 
rcquest the corresponding certificate from any of thc scrvcr nodcs. 

This scrvicc requires that all nodcs must rcgistcr their ccrti1ic:ttc with the scrvcrs 
whcn they initially join the network. The scrvers must also llavc a ~ncchunisni of 
synchronizing thcir certificate dircctorics in thc case ol'upcl:~tcs :mtl rcncwi. 

2.1.4 System Maintenance 

The maintenance of the certificate authority consists of t\\o main parts; the 
issuing of the initial shares and the proactive updatc of the sharcs 11) protect against 
niubile adversaries. The share update can also allow thc syslcni to' change its 
configuration, e.g. from a (3. 8) to a (2. 5) threshold scheme. This could he useful e.g. il' 
some of the servers have been compromised or for some other reason arc unavailable. 

During the bootstrapping of the network the dealer generates n sharcs of the CA's 
private key s k A  and supplies each of thc n servers with a share.At periodic intervals the 
servers update their shares of tlic CA's private key sk(:~. At the beginning ofthe updite. 
cach server generates a random (n, k) sharing of U and distributes a shi~rc to each ol' thc 
other servers, cach of these shares are called sub-shares. Each scrvcr now has n sub- 
shares from different servers which are added to their old share giviny thcm thcir new 
updated share. 

At periodic intervals the servers update their sharcs of the CA's private key s k c : ~ .  
At the beginning of the update, each server generates a landom (n. h l  :;haring of 11 and 
distributes a share to each of the other scrvers. each of these sharcs arc called sub-shares. 
Each server now has n sub-shares from different servcrs which arc nildcd to thcir old 
share giving them their new updated share. Figure 2.2 illustrates thc sh:~re updatc 
mechanism. 

During the share update a malicious servcr can potentially liti~ncli n denial 01' 
scrvice attack against the distributed CA by generating invalid sub-sl~arcs. When tlic 
other servers use these to update thcir old shares the updatcd sharc will also bc invalid. 
effectively preventing the correct generation of certificates. To prevent such an attack tlic 
authors propose using a verifiable secret sharing sclienic. This allows thc scrvcrs to 
validate cach of the sub-shares before using them. 

Due to the highly dynamic topology of ad hoc networks. all scl-vcrs might not bc 
conncctcd during the share update. Thcrcfore, nicchanisn~s must be il l  place lo hiundlc 
such situations. An example would be if the network is segmented into two pa-1s. Tbc 
servers in each part may update their shares independently of each other. If thc network 
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later merges, the shares held by the servers will be inconsistent. A mechanism that deals 
with this is mentioned by the authors but no details about it are given. 

Figure 2.2 illustration of the share update mechanism 

2.2 Fully Distributed Certificate Authority 

This solution is first described by Luo and Lu in [I21 and later analyzed by Luo et 
a1 in [I31 and [14]. Its uses a F, n) threshold scheme to distribute an RSA certificate 
signing key to all nodes in the network. It also uses verifiable and proactive secret sharing 
mechanisms to protect against denial of service attacks and compromise of the certificate 
signing key. 

Similar to the solution presented in section 2.1, this solution is aimed towards 
planncd, long term ad hoe networks with nodes capable of public key encryption. 
However, since the service is distributed among all the nodes when they join the network, 
there is no need to elect or choose any specialized server nodes. Thc availability of the 
service is based on the assumption that every node will have a minimum of k one-hop 
neighbors and that the nodes are provided with a valid certificate prior to their joining the 
network. The system then provides services to maintain and update these initial 
certificates. 
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Pigurc 2.3 Fully distributed CA scrvice whcrc all nodes in the nctwork arc cquals and 
each hold a share of the signing key 

2.2.1 System Maintenance 

This section describes the steps required to setup and maintain the distributed CA 
service. The maintenance is required to handle the joining of new nodes and to protect the 
sewice against attackers who try to compromise the CA service. 

2.2.1.1 System Bootstrapping 

During the system bootstrapping phase, the administrative authority responsible 
for thc ad hoc nctwork (known as the dcalcr) initializes thc first k nodcs. The 
initialization includes providing the nodcs with their own ccrtificatcs carlid, thc CA's 
certificate certa and their shares of the CA's secret key skc,j. The bootstrapping phase is 
illustrated in figure 2.4. After the bootstfapping of the first k nodes the dealer is only 
rcsponsiblc for Lhc rcgistmlion, initialimlion and inili;rl ccrlilication or any ncw nodcs 
joining the network. 
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Administrative Authority 

Figure 2.4. Share initialization during the bootstrapping phase. The dealer providcs each 
of the initial nodes with their share 

2.2.1.2 Share Initialization 

Any new nodes joining the network are incorporated into the distributed CA by 
being provided with their own share of the CA certificate signing key skc,+ Since the 
dealer is no longer part of the network this share distribution mechanism needs to be 
handled by the nodes that have already been initialized as illustrated in figure 2.5. 

I-lowcvcr the joining node can only bc allowcd 10 know thc value of the sum ol' 
the k sub-shares, not the value of the sub-shares themselves. The reason for this is that is 
a publicly known value and therefore the Si can be derived, thereby revealing the secret 
shares of the nodes in the coalition. After being initialized with its share of the certificate 
signing key s b  the node has become part of the CA and can participate in the provision 
of the CA's service, including certificate renewal and revocation as well as initializing 
any joining nodes with their share ofthe certificate signing key skm. 
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Figure 2.5 Share initialization during operational phase, due to joining node. Those nodes 
already part of the CA service generates a new sharc from their shares and initialize the 
new node. 

2.2.1.3 Share Update 

Proactivc secret sharing is required to protect against attackers that (given enough 
time) can compromise k or more nodes and thereby be able to reconstruct the sharcd 
secret, in this case the certificate signing key sku. As illustrated in figure 5.5 the lifetime 
of the network is divided up in time periods, where each time period consists of two 
phases, the operational phase and the share update phasc. During the operational phase 
nodes can renew their certificate and request share initialization. During the share update 
phase all nodes that have been initialized update their shares in a distributed manner. 

During the share update phase the following three steps are performed: 

Collaborative generation of the updatc polynomialfupdo~e(x). 

0 Distribution of the update polynomial to all network nodes. 

Distributed evaluation of the share update of all nodes p. 
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I 

0 Opera t iona l  Phase Share Update P h a s e  

Figure 2.6 Different phases during the lifetime of the ad hoe network 

At the beginning of the share update phase each nodc initiates the update process 
with the probability where is a known estimate of the total number of nodes in the 
network. The node that decides to initiate the share update then locates a coalition of k 
nodes that generate the update polynomial. Each of the polynomial's coefficients is then 
encrypted, signed, and flooded in the network. At this point every node in the network 
has received which it has authenticated by verifying the signatures. This prevents nn 
attacker from being able to flood a false update polynomial. 

Each node p in the network can now generate its update share: however since the 
polynomial is encrypted it must request the evaluation of its update share from a coalition 
of k nodes. Each of the nodcs in the coalition returns a partial update share to the 
requesting nodep who adds them to obtain its complete update share. Adding this update 
sharc to the nodcs current sharc providcs the updatcd sharc o r s h .  

During the share update phase two different versions of sharcs can be present 
since not all nodes update their shares simultaneously. However, as long as the nodes in 
the coalition use the same version of their shares, the services required can be performed. 
Therefore thc nodes keep the old share until the share update phase is complete. At this 
point they destroy the old share and thereafter only use the updated share until the next 
share update phase. 

2.2.2 Certificate Issuing 

This solution is based on the assumption that all nodes have bccn initialized, 
registered, and issued a valid certificate before they join the network. The distributed CA 
ncvcr issues ncw certificates; it only manages certificaks once thcy havc bccn initially 
created. The rcsponsibility of initializing, registering, and certifying ncw nodes belongs 
to the administrative authority responsible for setting up the network, i.e. the dealer. 

2.2.3 Certificate Renewal 

Since certificates are only valid for a limited time period they must be renewed 
before they expire. When a node p wishes to renew its certificate cerf it rcqucsts a 
ccrtificatc rcncwal from a coalition of k of its one-hop neighbors. Each nodc i in thc 
coalition then first checks that the old certificate has not already expired and that it has 
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not been revokcd. If they agree to serve the request tlicy cach genclxtc o new partial 
certificate and returns it to the requesting nodc p. Node p then coniliincs tlic k partial 
certificates to obtain its updatcd certiticate cerr~~pd~r~d.  

2.2.4 Certificate Revocation 

The certificate rcvocation mechanism is based on the assumprinn ihat all nodcs 
monitor the behavior of their one-hop neighbors and nmintain thrir own ccrtilicatc 
rcvocation lists. If a node discovers that one of its neighbors is mishcl~i~ving it adds its 
ccrtificate to the CRL and floods an accusation against the nodc. Ally norlc receiving 
such an accusation first checks its CRL to verify that the accusation didn't originate from 
a node whose certificate has been revoked. If the accuser's cerlificatc lias becn revoked 
the accusation is ignorcd. I-lowever. if the accusation originated from a valid nodc. tlic 
;~ccuscd node is marked as suspect. When thresholds ol' lcgitiniatc :rccusations. i.e. k 
accusations, against the same node arc rcceived the accuscd node's ccrlilicatc is revoked. 

2.3 Self Issued Certificates 

This solution, like PGP, deals with the problem of distributing p~rhlic keys in  an 
authenticated manner. Unlike traditional PKI solutions, in PCP tltc public keys aren't 
certified by somc trusted third party, c.g. a CA. Instead c ~ c h  user Ii:w ~ h c  capability of 
certifying the public keys of other users. It is then up to cach user to tlolcrniinc how much 
trust to place in a specific certificate. 

In PCP, public key servers, i.e. certificatc directories ;lrc usccl to distribute 
ccrtificates; however in ad hoc networks no such servers are available :~nd thcrelbre tlic 
solution proposed by I-lubaux et al relies on the users to distribute :rnd store tlic 
certificates themselves. Each user stores a small numbcr of certific:~ks that have been 
issued. When two users wish to autl~enticate each others' public keys. fhey try to find a 
ccrtificate chain using only the certificates stored in tlicir combinctl local ccrtificate 
repositories. 

The certificate selection algorithm proposed by the authors. tlic Shortcut Hunter 
algorithm is bascd on a phcnonicnon known as thc small-world plicno~iicnon and it only 
provides a probabilistic guarantee of obtaining a ccrlilicnlc chain :IS dcscribcd abovc. 

2.4 Secure Pebblenets 

This solution proposed by Basagni et al [I71 provides ;I  distributed key 
management system based on symmetric encryption. The solution provides gruup 
authentication, message integrity and coniidentiality. This solution is suitable for planncd 
and distributed. long-term ad hoc networks consisting of low pcrformincc nodes that arc 
unable to perform public key encryption, e.g. sensor networks. 
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All network nodes share a secret group identity key k which is used to provide 
authentication and to derive additional keys used to provide confidentiality. The group 
identity key's crypto-period lasts for the whole duration of the network while the keys 
used to provide confidentiality are updated on regular intervals. 

Thc network's lifetime is divided up in time periods, each consisting of three 
phases as illustrated in figure 2.7. During the operational phase the nodes use the group 
identity key kGl to provide authentication and message integrity, and a traffic encryption 
kcy k T E ~  to provide confidentiality. 

To enable the distribuled update of the traffic encryption key, thc nctwork is 
segmented into clusters during the cluster generation phase. Each cluster has a node 
designated as the cluster head. During the key update phase one of the clustcr heads is 
elected key manager and is responsible for generating a new traftic encryption key and 
distributing it to the other cluster heads. Each of the cluster heads then distributes the new 
traflic encryption kcy to its cluster members. 

U Operdiond base 0 Cluster Generation Phase- Key Update Phase 

Figure 2.7 The different phases during the network lifetime 

2.4.1 System Requirements 

This section specifies the system requirements that are either explicitly mentioned 
by the authors or that are implied. Thc solution is intended to be used in large ad hoc 
networks consisting of nodes with limited processing, storage and power resources. 
Therefon: public kcy cryptography is not feasible. Due to the complexity involvcd in key 
distribution, authentication is limited to gmup membership since this only requires that 
all nodes in the network sharc one cryptographic key. If authentication of individual 
nodes is required, n . (n - 1) 12 symmetric keys need to be managed. 

The network nodes have tamper-resistant storage wherc the group idcntity key k, 
is stored. This prevents any attacker from being able to gain access to it by theR or other 
means. It is also assumed that all nodes are honest and that no malicious nodes arc 
prcscnt in thc nctwork. Sincc thc nctwork lifctimc consists of o numbcr or timc pcriods 
during which the nodes update the encryption key, the nodes must maintain a loosely 
synchronized clock. 
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2.4.2 Cluster Generation Phase 

During the cluster generation phase each node dccidcs, depending on its weight 11, 

and the weights of its one hop neighbors. iSit is to be n cluster head or on ordinary clustcr 
member. The cluster heads have been selected, they must discover each otllcr and setup n 
cluster head backbonc which subsequently will be uscd to tlistrihutc the new traffic 
cncryption key. 

The whole clusfcr generation phase consists ol'thrce main steps: 

Neighbor discovery 

Cluster head selection 

Cluster head backbonc creation 

2.4.3 Key Update Phase 

During the key update phase one of the cluster heads sclcctcd in the previous 
phase will become the key manager and generate a new traffic encryption kcy that will be 
distributed among the other cluster heads. 

To select a key manager all cluster heads first decide whether they are a potential 
key manager. This is done by checking whether any of its ncigliboringcluster heads has it 
higher weight. If not, the node decides it is a potential kcy nlanagcr. Alicr ;In cxponcntial 
delay with the average, the potential key managcr generates a new lraific cncryption key 
which is subscqucntly distributcd to all other clustcr hcuds over the cluster bnckbonc. II' 
another potential key manager receives this message it will do one of ihc following: 

W i t  has not already gcnentcd a now lrullic cncryplion kcy i l  will canccl 
its timer and accept the message. 

If it has generated a new trafic encryption key it will discard the received 
kcy if it has a h i g h  wcight than t l x  cluslcr licnd ha! h;ls gmcrr~tcd Lhc 
received key. 

If it has generated a new traffic encryption kcy but lins a lower weight than 
the cluster head that pnemted the received key will accept thc receivcd 
kcy as the new t n f i c  encryption key. 

Thc new traffic encryption key is then distributed by each clustcr head to its 
cluster members. 



2.5 Password Authenticated Key Exchange 

This scheme describes key agreement protocols that can bc used 10 secure tile 
communication in a collaborativc networking scenario. A number of such group key 
agreement protocols, also known as conference kcying protocclls. 1i;lvc I w n  ileviscd. 
However, the majority of them require that the group members arc authcnticatcd prior to 
the execution of the protocol. e.g. using certiticates. 

Asokan and Ginzborg [19] prcscnt a password authcntico~cd group kcy 
agrcenimt protocol that is an extension to a previous group kcy ;lgreclncnl prolocol 
called the  percu cube protocol. The I-lypcrcubc protocol is bascd on tlie Uillic-l lcllman 
kcy ogrccment protocol dcscribcd in section. 

The extensions to the Hypercube protocol described in  1191 include password 
authentication and improved fault tolenncc. The lbcus (I< this dcscriptiun is on the 
password authentication extension. Asokan and Ginzborg consider n collaborativc 
networking scenario where a group of people wish to set up a sccurc wirclcss network 
during a meeting. The meeting members have no means of authenticating the other 
members using e.g. digital certificates. Therefore a simple password is chosen and e.3. 
written on a whiteboard. Using this weak password thc niembers can engage in the 
password authenticated Hypercube protocol wliicll results in  them sharing a strong secret. 
The key agreement protocol needs to be authenticated to protccl against active attacks. 
e.g. man-in-the-middle attacks. In [20] a number of group kcy cstablishnlcnt protocols 
are compared along with tlie Hypercube protocol. However, neithcr of thcse protocols 
provide authentication. 

2.5.1 The Hypercube Protocol 

The nodes participating in thc protocol are arranged as the vertices in a 11- 
dimensional cube, a hypercube. The protocol then consists of d rounds of two-party DH 
key exchange. During each round j = I...., d a node perfomlsthe two-party kcy exchangc 
with its neighbor in the j:th dimension. In the first round each node i uscs his own secret 
xi as tlie exponent. In the following rounds tlie key obtaincd from thc previous round is 
used as the secret exponent. 

The protocol can be genenlizcd to 211 group rncnlbcrs and thc mcmbcrs arc tlicn 
arranged in a &dimensional cube and tlie same steps as dcscribcd nbovc arc pcrlbmicd. 
Thc authors of the original Hypercube protocol also propose a protocol callcd thc 2d 
Octopus protocol that can handle the casc whcn the number ol'group nicmbcrs isn't an 
cvcn power of two, see [21] for more details. The extensions to the I-lypcrculx protocol 
presented by Asokan and Ginzborg [I91 also handle tlic casc wherc the ~lumbcr ol'group 
nicnibcrs is not an even power of 2. 



2.5.2 Password Authentication .Extension 

A protocol known as Encrypted Key Exchange (EKE) provides a two-party 
password authenticated DH key exchange. The two pnrtics wishing to cxchangc a strong 
cryptographic key agree on a simple password p. Using this password thcy cncrypt their 
public DH values and send to other party. The receiving node can thcn decrypt thc public 
value and calculate the shared secret k. 

After receiving the message in step 1, B can extract and calculate thc sliarcd key k 
X x as k = (g A) n mod p . Likewise A can calculate Lhc shared key after receiving the 

message sent in step 2. To verify that both parties share thc same vicw nl'rhc sharcd kcy. 
i.c. that both know the simple password p and could dccrypt the nicssagcs i n  slcps I i~nd 
2. thcy exchange challenges c~ and c,,. Asokan and Ginzborg si~nply propose using EKE 
instead ofthe basic DH key exchange in each round of t11c I lypercuhc protocol. 

2.6 Limitations of Existing Security models 

Scope and limitation of every model is described one by onc in  the following 
sections. 

2.6.1 S c o p e  of Password-Based key agreement 

Password-Based key agreement nlodel pcrl'rctly works l'or snlall groups. 
Authentication is done outside the IT system, e.g. the group members authenticate 
tlien~selves by showing their passport or common knowledge. This n~odcl docs not 
suffice anymorc for more complicated environments, though. Groups of pcople who do 
not know each other or number of people who want to have confidentinl exchanges 
without bringing in knowledge of the rest of the group be able to cavcsdrop on the 
channel, are two examples. Another problem arises for large groups or groups at diffcrcnt 
locations. The secure channel to distribute the initial password is not available anymorc. 
It seems that existing support infrastructure is required to set up n sccurc chnnncl. 

This is a group-oriented solution since it doesn't allow for authentication of 
individual nodes. An issue that isn't mentioned is tliat of joining and lcnving nodes. 
Consider as an example a meeting where all but onc of thc niceting mcmhcrs start thc 
meeting and perform the key exchange. When the missing niember arrivcs lie needs to 
join the network. A nlechanisn~ for providing him with the encryption key or gcncrating n 
ncw encryption key must be present. Similarly a member that leaves a meeting should not 
he able to eavesdrop from outside the meeting room. A nicthod ibr updating the 
encryption key upon the depanure of a member should also be available. 

The Hypercube protocol used assumes that the participating nodes arc arranged in 
a hypercube. A mechanism must also be provided to dccide upon this intcrnal ordering o f  
the nodes. 



2.6.2 S c o p e  of Resurrecting Duckling scheme 

Thc Resurrecting Duckling scheme is an appropriate model for a well-defined 
hierarchy of trust rclationships. It particularly suits chcap dcviccs that du not nccd a 
display or a processor to perform public-key operations. 11 perfectly works i'or a sct ol' 
home devices. 

I-lowever, morc flexible ad-lioc networks may not contain explicit trust 
rclationships between each pair of nodes or to a centnlizcd entity likc thc mothcr duck. 
Deploying a comprehensive network consisting of a hierarchy of :I global mother duck 
and niultiple subsidiary local mother duck is very similar to a public-kcy infiastmcture. 
where thc nlother duck correspond to Certification Authority (CA). with all i w  
advantages and drawbacks. 

Even the battlefield scenario raises some problems. Iicrc (lie soldicrs arc siblings 
and obey tlieir mother, the general. If one soldier device wants to nuthcnticatc to another 
dcvice it has to present its credentials. The second dcvicc can thcn cllcck ilic Credentials 
by using its policy. But what happens if all soldiers' do no1 use tlic same credentials, i.c. 
the same secret key to prevent it to be stolen by the enemy. If all dcviccs usc the samc 
key the other side might invest considerable effort doing some physical attack [9] to 
recover the key because it would compron~ise all nodes. Since the dcvices c;uinot liold u 
list of all valid credentials it seems that a further authentication method is nccded. 

2.6.3 S c o p e  of Partially Distributed Key Management 

This solution requires that a server- and orgauizationall~~d~liinistrative 
infrastructure is available and therefore is only applicable to a subsct of at1 hoc network 
applications. Viewed from a functional standpoint the solution has a numbcr of faults or 
wcakncsses of which the lack of a ccrfilicatc rcvocation ~uccl~:~nism is l lc mosl cr.ilic;~l. 
Any solution based on certificates should, considering the risk of conlpromisc in ad lioc 
networks, provide such a mechanism. 

Also the solution requires that the server nodes storc all of tlic certificates issued. 
This requires a synchronization mechanism that propagates any new ccrtiticatcs to all thc 
servcrs. It also niust handlc the case when the network has been scg~ncnkxl and latcr rc- 
joined. Consider the scenario illustrated in figure 2.8. I n  o) all the nodes arc 
interconnected in the same ad lioc network and keeping thc ccrtificatc rcpositorics 
synchronized is no problem. Lalcr in b) the network is scgmented into two ad lioc 
networks and in each of these. subsequent certificate renewals occurs. In c) when the two 
network segments re-join the server nodcs will have inconsistent ccrtificatc rcpositorics 
which require synchronization. 

Another issuc that ariscs in this sccnilrio i s  what happcns il'thc serwr nodcs in tlic 
two segments have performed a share update. The servers then niust synchronize thcir 
shares so that they have a consistent view of the shares oi'thc CA's ccrtificatc signing kcy 
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skcA. The availability of the CA service is highly dependent on the threshold paramctcrs 
k and n. These must therefore be chosen carefully to obtain an acccptahle trade-oll' 
between availability, security, and cost. The larger k is. llic h i g h  sccurity is :tchicvcd at 
thc cost of availability. 

An issue related to addressing is how client nodes know ho\\, to locatc thc servcr 
nodes. Since the client node is interested in locating any k oft lx ,  n servcr nodes. the CA 
service could be given a multicast address. A client node that requires a CA service could 
then send the request to this multicast address. Those servcr nodes that choose to servc 
the request then reply with their unicast address. Anotlicr option if thc ad lioc network 
docsn't support multicast traffic is that the client node broadcasts tlic rcqucst. This 
approach liowever will potentially generate a large amount of nctwork trallic. 

2.6.4 Scope of Fully Distributed CA Policy 

Similar to the partially distributed CA this solution rcqnires an 
organizationaUadministrative infrastructure to provide the registration and initialization 
scrviccs. Thc main benefit of this solution is its availability and that il. unlike ilic other 
certificate based solution proposed, provides a certificate revocation mcchanisnl. Sincc 
all nodes are part of the CA service, it is sufficient that a requesting norlc has k one-hop 
neighbors for the CA service to be availablc. Also sincc only a nrrdc's one-hop 
neighborhood is involved in any service request the addressing issuc ~ncntioned in the 
prcvious section is avoided. The amount of network wide traffic is also limitcd. 
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Figure 2.8 Synchronization problem due to segmentation. 

The cost of achieving this high availability is a set of rather complex maintenance 
protocols, e.g. the share initialization and the share update protocols. A larger number of 
shares are also exposed to compromise since each node has its own share as compared to 
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only the specialized server nodes in the partially distributed solution. The threshold 
parameter k therefore may need to be chosen larger since an attacker may.be able to 
compromise a larger number of shares between each share update. This in turn affects the 
availability of the service. The solution must also provide for a synchronization 
mechanism in the case of network segmentations as illustrated in figure 2.8. 

The certificate revocation method proposed assumes that each node is capable of 
monitoring the behavior of all its one-hop neighbors, e.g. by monitoring the network 
traffic they generate. This assumption however may be too stmng in certain ad hoc 
networks. 

2.6.5 Scope of Self Issued Certificates Policy 

The main benefit of this solution is that it doesn't require any form of 
infrastructure neither routing, server or organizationavadministrative. However it lacks a 
certificate revocation mechanism. Also like PGP it has problems during its initial stages 
before the number of certificates issued reaches a critical amount. Consider the situation 
illustrated in figure 2.9. There is a "chain of friendship" connecting Alice and Bob, 
howcver so far only Chris and Jane have issued any certificates and thercfore no 
certificate chain exists between Alice and Bob. Not until the other users have issued 
certificates to their friends will Alice and Bob be able to communicate securely. 

This solution also assumes that all users arc, what in PGP terminology is wlled 
trusted introducers or even meta-introducers. A trusted introducer is a user that is trusted 
to introduce other users, i.e. issue certificates to other users. A meta-introducer is a 
trusted introducer that is trusted to introduce other trusted introducers e.g. in figure 2.9, 
Chris may issue a certificate to Dave, but he doesn't trust any certificates issued by Dave. 
On the other hand he trusts any certificates issued by Trent. This makes Trent a trusted 
introducer. If Chris even trusts the certificates issued by users to which Trent has issued 
certificates, e.g. Jane, then Trent is a meta-introducer. Requiring that all users must 
accept all other users as rneta-introducers is a strong requirement that most probably will 
not be acceptable in many ad hoc networks. 

Finally the Shortcut Hunter algorithm has been tested on authentic PGP trust 
graphs, i.e. a database of PGP certificates available on Internet. However in an ad hoc 
network no such global knowledge of all certificates will be available e.g. in step 4 of the 
algorithm, the edge (w, z) is chosen such that the vertex z has the highest number of 
shortcuts. Determining how many shortcuts a node has however requires knowledge of 
the surrounding trust graph. The solution doesn't mention this issue which needs to be 
dealt with if the solution is to function in a real life ad hoc network. 
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Figure 2.9 Problem of certificate propagation. 

2.6.6 Scope of Secure Pebblenets Policy 

This solution based on symmetric cryptography requires an 
organizationaUadministrative inhtructure that initializes the network nodes with the 
shared group identity key kc, and additional parameters such as t updac. 

The main weakness of this solution is that it requires that the nodes maintain a 
tamper-resistant storage. Such a requirement excludes the use of standard networking 
devices since thesc typically don't include any tarnper-resistant memory. If the group 
identity key is compromised then all the network nodes need to be re-initialized with a 
new group identity key .Finally since only group authentication is supportcd this solution 
is not applicable in applications where the communication is peer-to-peer. 
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Problem Definition 

Ad hoc networking is a wireless networking paradigm for self-organizing 
networks that until recently has mainly been associated with military battlefield networks. 
However, with the availability ofwireless technologies such as Bluetooth and 802.1 1 and 
the development of the next generation networks. civilian applications illat exploit the 
advantages of ad hoc networking are being envisioned. 

So far most of the research that has been done on ad hoc networking has focused 
on routing. Other issues such as security and network addressing have received 
considerably less attention and these issues need to be addressed before any successti11 
applications will appear. 

In wireless ad hoc networks security to be achieved is difficult because: 

Wireless links are susceptible to passive as well ns aetivc attacks mainly due to 
open media 

Nodes with inadequate physical protection can be compromisetl 

Sporadic nature of connectivity 

Dynamically changing topology 

0 Absence of Certification authority 

Lack of centralized monitoring or management point 

Cooperative nature of algorithms 

Sleep deprivation torture 

3.1 Threats in Ad hoc  networks 

The traditional key management solutions presented in chapter 1 havc a number 
of requirements that make then1 unsuitable or even unusablc in ad hoc networks. The use 
oi'a trusted third party to provide key management services implies that an organizational 
or administrative infnstructure is present. Such an inltastn~cture may bc prcsent in 
certain ad hoc networking applications, e.g. military networks or scnsor nclworks but in 
many it will not, e.g. collaborative networking applications. 

Evcn in the presence of an organiwtionalladministntivc inSr;~s~ruclurc, solutions 
based on the use of a trusted third party face problen~s. The obvious problem is that they 



rely on the availability of a central- scrvcr. Ilowcver. duc lo thc lack of r o u h p  
infraslructurc and highly dynamic nctwork topology i n  ad hoc nclworks, such availabili~y 
cannot be assumed. Finally the very existence of' a scrver infiastruclurc cannot bc 
assumed in certain ad hoc network applications, e.g. in spontaneous ad hoc nctworks 
formed wlicn two or more PDA's come within rmgc of cach othcr. Thcrc arc several 
threats in ad hoc networks. Ad hoc nctworks use wireless data trnnsniission. 'l'his makcs 
~hcm susceptible to passive eavesdropping, nicssagc replaying. nicssagc distortion and 
;~clive i~npersonation. Mobilc nodes have low physical sccuriiy. 'l'hcy can be easily 
conipromised, for example, in the battlefield. This mcans that attacks can  come also from 
insidc thc ad lioc nctwork. Tl~crcforc wc cnnnot trust.onc ccnlmlixcd iiodc. hcc:~usc if this 
node would be compromised the whole nctwork would be ~~sclcss. One problcm is 
scalability. Ad hoc networks can have hundreds or even thousands of mobile nodes. This 
possesses challenges to sccurity mechanisms. The most important threats that mobile ad 
hoc network have to face are [3] 

Attacks on basic n~echanisms 

Attacks on security mechanisnis 

3.1.1 Attacks on basic mechanisms 

These are Attack on basic mechanism of the ad hoe nctwork, such as routing. 
Prevention of these attacks requires security mechanisms that are often based on 
cryptographic algorithms. Routing mechanisms arc more vulncrnblc i n  ad lioc 
nctworks tlian in convcntional nctworks sincc in  ad hoe nclwork unch ilcvicc ucls as ;I 

rclay. This means, that an adversary who hijacks an ad hoc nodc could paralyze the 
entire network by disseminating false routing information. A less dramatic but subtler 
malicious behavior is nodc sellishncss. Moreover, wcnkncss it1 prc~locols can be 
exploited to perform malicious neighbor discovery. 

3.1.2 Attacks on security mechanisms 

Attack on security mechanisms and especially on thc kcy nianagenicnl mcchanisni. 
Key management is certainly not a problem limited to ad lloc nctworks: howcvcr. 
because of the peculiarities of ad hoc networks. its solution rcquircs specific attention. 
Examples of attacks on security mechanism are: I'ublic keys can be tnnlicio~~sly 
replaced; some keys can be comprorniscd; if thcrc is :I distribr~tcd trusted server, i l  
can fall under the control of a malicious party. 

3.2 Complexities associated with securing MANET 

In most applications where security matter;, authenticity is an essential 
prerequisite. Granting resources to, obeying an ordcr h m ,  or scnding conlidcntinl 
infornlation to a principal of whose identity we arc uosorc is not thc bcst slratcyy ['or 
protccling availability, integrity and conlidcntiali~y. 



The ad hoc network environment introduces an advanced sccurity problcm: tRc 
absence of an online server. Wlicn a node comes within range. wc can~iot connect to :ui 
authentication scrvcr to obtain a Kerberos tickct or to chcck thc v;~lidity of an cxhibirctl 
certificate: suddenly. the traditional solutions for wircd networks no longer apply. 

A more serious threat however, and one that complicates tile mattcr of key 
cslablishment is that oT aclivc attacks. Lluc to rl~c lack 01' routing inliustrt~ctun: oodcs 
participate in the forwarding of messages on behalf of other nodes as described in chapter 
onc. A direct consequence of this is tllat an attacker can easily modify tilessages and 
perfomi man-in-the-middle attacks. Therefore unauthcnricatcd kcy cslnblislimcnt 
protocols such as Diffie-Hellman cannot be used. 

I 

Sincc tlic nodes ol'ad 11oc networks arc ollcn inobilc 2nd more exposed ihan 
traditional network nodes (e.g. desktop computers) the risk ol'con~promisc through lhcli 
or loss should generally be considered higlicr. Therefore any key managcmcnt solution 
l'or ad hoc networks should have a revocation mechanism. This also implics that the 
shightfonvard approach of improving the availability 01' a ' I T  by distributing it to 
multiple nodcs is inappropriate. The reason for this is tliat it weakens thc sccurity sincc i r  
exposes more TTP's to attackers. If any of lheni are conipromiscd tlic sccurity of the 
whole network is compromised. In the casc where the TfI' is a CA ;I morc suitablc 
approach is to use a threshold secret sharing scheme to shore h c  sccrel :unong a numbcr 
of nodes. The compromise of up to k-1 of these still leaves the security of tlie service 
intact. 

The threats mentioned above arc not the only threats in ad lioc nctworks and they 
also exist in traditional networks. I-lowever. tlie ccfort rcquircd to pertbrni thc attacks is 
considerably snialler in ad hoc nctworks than in rr;itlihnul nclworks. 1:igurc 3.1 ant1 
ligure 3.2 illustrate the difference between a man-in-the-middle attack in  o traditional 
network and an ad hoc network. To perform thc attack in the traditional nctwork the 
attacker must first gain control of the router connecting Alice and Bob before lie is able to 
perform the attack against Alice and Bob's communication. 

In an ad lioc network however, Alice and Bob use the attacker (hut they don't 
know he's an attacker) as m intermediate node. The attackcr can then easily inserts new 
messages or delete or modify Alice and Bob's messages. If ad hoc nctworks become 
widely used it could even be assumed that programs will appear that allow even novice 
computer users to perform such active attacks. Such a sccnario could be crimparcd wit11 
tlic so called "script kiddies", i.e. virus authors and othcr attackers that use available 
programs to automatically create new viruses. 
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Figurc 3.1 Man-in-the-middlc attack in a tnditional nctwork 
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Figure 3.2 Man-in-the-middle attack in an ad hoc nctwork 

3.3 Security Issues in WLAN 

The following problems are mostly observed in Wireless LAN. 

The default configuntions of the wireless "servers" (Access I'oints) arc insecure. 
They are set to be "open" to make them easy to deploy and usc out oflhc box. 

The physical transport is invisible and therefore it is difficult to understand and 
control its boundaries. 
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Illcre are interoperability issues anlong Access Points. 'fhnt is. because the 
security and configuration features vary by vcndor. i f  you have more than onc 
type of Access Point (even if it's diKcrent types of Access Points Srnnl tile same 
vendor) you're going to have to understand (in detail) what the compatibility 
issues are among them. 

Many wireless setups are installed by end-users and not by IT or sccurity 
, professionals. 

0 The standard data encryption protocol (WEP) that is used on almosl cvery Access 
Point in tlie market has been proven to be insccurc. 

3.4 Summary 

Keeping in the view the security issucs of MANET and WLAN ihcrc should bc a 
protocol which can run on both kinds of networks. Also tllis protocol should overcolne 
the problcms in existing Authcntieation techniques. 
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Chonrer 4 Pronosed Svslern Model 

4. Proposed system Model 

Our solution is based on demonstrative identification [18]. To establish initial 
trust, two nodes first exchange authentication data, termed pre-authentication data over a 
location-limited channel, which is separate from the main wireless links, see figure 4.1. 
Examples of such channels are infrared, physical contact, audio etc. 

................................ - ..... ̂ .......a ' ........................ ".." ........... . ........ . 
Location-Limited Clt'm~el 

Figure 4.1 Separate location-limited channel between two nodes. 

The concept of demonstrative identification can be illustrated with the following 
example. Consider a user with a PDA who wishes to connect to one of several printers. 
By using e.g. an infrared channel the user can identify the printer by going up to it and 
directing the infrared device towards i t  Due to the characteristics of infrared 
communication the user can be assured that the authentication dab exchanged originated 
from the chosen printer. 

Once the prc-authentication data has becn exchanged, c.g, public kcys, any 
traditional key agreement protocols, e.g. SSL/TLS/Diffie-Hellman can be used over the 
main communication channel to establish a common key used to protect the 
communication. 

4.1 System Requirements 

This solution requires that all network nodes be equippcd with the same location- 
limited communication device, e.g. infrared or audio and it only permits the key- 
exchange in local ad hoc network, i.e. ad hoc networks where the nodes are in close 
proximity to each other. 

4.2 Preliminaries 

Illustration of concepts (introduced above) is given below. 

Aulhenlicalion & Aulhoriiolion in Mobile ad hoc Nehuork 48 



4.2.1 Location-limited channel 

The two devices exchange public information during physical contact. We call 
this physical contact a locution-limited chunncl. 1,ocation-Iimitcd channels Iiavc the 
property that human operators can precisely control which devices arc communicating 
with each other. The notion of location-limited channels was iiitmduccd by Stajano and 
Anderson (although they did not use that namc) [Ig], :IS ;I part ol' tlicir "llcsurrccting 
Duckling" model of interaction in ad-hoc networks. They use secret data exchanged ovcr 
a contact channel to bootstrap a particular authentication and key exchange protocol 
("imprinting" between a "mother" or control device. and a "duckling")., 

Inspired by Anderson and Stajano [IS], we propose bootstnpping sccure wireless 
colnmunication through pre-authentication over a location-limited channel. Location 
limited channels are separate from the main wireless link. and have special security 

. properties by virtue of the media ovcr which data travels. 111 order to bc uscd ibr prc- 
authentication, a candidate location-limited channel must have two properties. 

First, it must support demonstrative identification; that is, identilicotion based on 
physical context (the printer in front of me, all the PDA's in this room, erc.). 
Communication technologies that have inherent physical linlitations in thcir 
transmissions are good candidates. For example, audio (both in the audible and ultrasonic 
range), which has limited transmission range and broadcast charactcristics, can be used 
by a group of PDA's in a room to demonstratively identify cach other. For situations that 
require a single communiwtion endpoint (c.g., the printer across the room). channels with 
directionality such as infrared are natural candidate.. . It is these demonstrative propertics 
that allow communication across a location-limited channel to "namc" a target device or 
group of devices. 

The second property required of a location-limited channcl is ou/lren/icily - that i t  
is in~possible (or difficult) for an attacker to transmit in that channel. or at least to 
transmit without being detected by the legitimate participants. As wc will see below. this 
property is sufficient to ensure that information exchanged ovcr the location-limited 
channel will to allow the parties involved to securely autlienticatc each other over the 
wireless link, even in the presence of potential attackers. 

A third property that was required in  previous work is secrecy - that thc channel 
be impervious (or resistant) to eavesdropping. For examplc. Anderson and Stajano I I;] 
use secret data, such as a symmetric key, exchanged across the location-limited channel 
to allow participants to authenticate each other. As a result. that autlicntication protocol is 
vulnerable to a passive attacker capable of eavesdropping on the location-limited cl~annel. 
thereby obtaining the secrets necessary to impersonate one of the legitimate participants. 
A location-limited channel used to exchange such sccrct prc-a~~tlicnticatio~i data must 
thcrefore be very resistant to eavesdropping. 

Arr~lrentica!ion n? Arrfhoriiofion in Mohilc ud hoc Ncmork 4'1 



Wc can dividc the "Duckling" protocol of Stajano and Aridcrson into two prts .  In thc 
lirst part, duckling and mother cxchangc sccret information o w  a particular location- 
limited channel). In the second phase, tlie duckling uscs this secret data to rccognizc and 
a~~tlienticatc its mothcr when she contacts it over thc wirclcss link; the duckling is willing 
to be controlled by any "mother" that can present the right nutlienticalion data. Wc refer 
to the first phase as a ~~rc-u~~th~.n/icuiion exchange. Tlic data that is cxclianpd over thc 
location-limited channel during prc-authentication will then bc u.\cd liv subscqucnt 
authentication of the parties on the wireless link. 

We generalize this idea of prc-uu~lwnlicuribn to secure arbilmry pccr-to-peer :id- 
lioc interactions using a wide variety of key exchange protocols. and provide dctailcd 
blueprints for its use. We introduce the use of public key cryptography in  this contest. 
and arc thereby able to remove the secrecy requirement on location-limitcd channels used 
to authenticate key exchange protocols. Tliis allows us to broadcn the types of niedia 
suitable for use as location-limited channels to includc. for example. audio and infrared. 
More importantly, it allows us to expand the rangc of key exchange protocols which can 
be authenticated in this manner to include almost any standard public-key-hascd protocol. 
As a result, our approach can be used with an enonnous range of dcvices. protocols. and 
applications. At the same time. our approach is significantly more securc than previous 
approaches, as we force an adversary to mount an activc attack on thc location-limited 
channel itself in order to successfully subvert an ad-hoe cschangc. 

If we can remove that requireiiient that pre-authentication data hc secret, and 
instcad only require that it be oulhenlic, wc can increase our security tlminaticnlly. 
Because legitimate participants would only communicate with cntities from whom thcy 
had reccived pre-authentication data, we would now requirc an attackcr lo pcrlbrni :In 
ucrive attack - to be able to transmit not only in thc main wireless mcdium. but nlbo i n  thc 
location-limited channel. Because of tlie physical limitations of transmission on locatron- 
limited channels, it is significantly hardcr for an attacker to pass~vely cnvcsdrop on thcm. 
not to mention to actively transmit. For such an activc atlack to succced. lhc attackcr 
~iiust not only transmit on thc location-lirnitcd chunncl. but must do so wihout being 
dctected by any legitimate participant. To be effective. such dctcction dues not rcquirc 
that we correctly identify the dcvices transmitting on the loca~ion-limitcd channel. 
Instead. it only requires one's ability to count: if you know that both you and your 
intcnded communication partncr havc successf~~lly ini~iatcd comniunication ( e . ~ . .  Ilic 
lights on thc targel dcvicc blink, the human using ilic othcr laptop iiltlicatcs Llic 
comiiiunication attempt was succcssful). and you (or your proxy dcvicc) know that only 
two participants have attempted to inject messages into tlic location-limited channel. then 
you know you must bc talking to whom you think you arc. Ifsomctliing oppcars to hc 
wrong, you can simply abort thc comrn~uiication protocol. 

The difficulty of monitoring a pre-authentication ibr such unwanted participation 
depends on the type of channel used and the number of Icgitimatc parties involved. Thc 
more dircctcd thc channel and tlic smaller thc numbcr o f  parties. tlic c:~sicr i l  is to 



I I monitor. Note that, because of the physical limitatio~is ol' the channcls used and this 
b monitoring requirement, it is only possible to use our iccliniques to pre-ilulhenticate 

devices that are physically co-located at the time of first introduction. 

We therefore propose that any physically limited channel suitablc ihr 
demonstrative identification, on which it is difficult to transmit without k i n g  dctcctcd by 
at least one legitimate participant (human or device). is a candidate I'or urc ;IS :I prc- 
authentication channel. Such candidates include: contact, i~iiimxi. near-licld signaling 
across the body (see [20]), and sound (both audible (161 and ultrasound). 

The amount of data exchanged across the pre-authenticntion channel is only o 
small fraction of that sent across the main wireless link, and so we can usc ch;uincl media 

' 
capable only of low data rates. 

4.3 The Basic Protocol 

'L n sccret For two nodes A and B capable of public key cryptography to cxchanb ' ' 
cnc~yption key the following steps are performed: 

Using the location-limited channel node A scnds lfu.vh(pk,J 10 node B and 
node B scnds H ~ n l t ( j ~ k ~ ~ )  lo node A. . 

Switching over to the main wireless channel the nodes now cxchange thcir 
public keys. The received keys pkA * and pkrl * arc the outhcnticated by 
verifying ~ a ~ . h ( p k ~ ' )  = Hu.sh@kJ and l - l c~ .~h(pk~~)  = I-lusli(pkrL). 

If the verification was successful any puhlic key based key-exchange 
protocols, e.g. SSL.KLSIDiffie-I-IelIman can now be uscd to cxchangc a 
shared secret. 

4.4 Usage of Elliptic curve cryptography 

ECC is a public key cryptography technology commonly applied in wireless 
applications because its small size and high speed are well suited to low-cnd CI'Us and 
mobile appliances. Elliptic curve cryptography (ECC) takes a kind .of matliematical 
shortcut to generate encryption and decryption keys that arc significantly smaller than 
those generated by other methodologies. such as the comnionly used RSA algorithm. but 
just as secure. The algorithm makes all the difference with ba~idwidth-constrained 
wireless networks, such as data link technology used betwcen systems in an aircrafl and 
on the ground. 

ECC offers the smallest key size and the highest strength per bit of any known 
public-key cryptosystem. This stems from the discrete lognritlim problem in lhc group 01' 
points over an elliptic curve. Among the different ticlds that can undcrlinc clliptic curvcs. 



integer fields F(p) and binary polynomial fields GF(2m) have shown to be hcst suited for 
cryptographically applications. In particular, binary polynomial fields allow (br fast 
computation in both software and hardware implenientations. 

Small key sizes and computational efficiency ol' both pnhlic- ;ind privatc-lie)' 
operations make ECC not only applicable to hosts executing sccurc protoc~)ls over wircd 
networks. but also to small wireless devices such as cell phones. I'DA's and Smartcards. 
To make ECC commercially viable. its integration into secure protocols needs to he 
standardized. As an emerging alternative to RSA. tlie US government lias atlaplcd ECC 
For the Elliptic Curve Digital Signature Algorithm (ECDSA) and specified named curves 
for key sizes of 163. 233. 283, 409 and 571 bit. Additional curves for co~imercial use 
were rccommendcd by the Standards for Ellicicn~ Uryplogr:rphy Group (SECG) . 
IHowever. only few KC-enabled protocols havc been deployed in commercial 
applications to date. 

Today's dominant secure Internet protocols such as SSL and IPscc rely on KSA 
and the Difiie-Hellman key exchange. (ECC), offers the highest strength per bit of any 
knows public-key cryptosystem today. ECC not only uses small keys l'or equivalent 
strength compared to traditional public key cryptosysten~s like RSA. Ilic key size 
disparity grows a security weds increase. This makes it cspccially ;~ttnlctivc Ibr 
constrained wireless devices because smaller keys result in power, bandwidth and 
computational savings. 

Most Internet security protocols (e.g. SSL. IPsec) employ ;I public-key 
cryptosystcm to derive symmetric-keys and then use (hst symmetric-key nlgorithms to 
cnsurc confidentiality, inkgrity and source authentication ol' bulk dala. ItSA is the most 
commonly used public-key cryptosystem today. The sccurity of a system is only as good 
as lliat of its wcakest component; For this reason, the work factor ncctlcd lo hrcak a 
symmetric key must match that needed to break the public-key cryptosystcm used Sor key 
establishment. Due to expected advances in cryptanalysis and increases in computing 
power available to an adversary, both symmetric and public-kcy sizes must grow ovcr 
time to offer acceptable security for a fixed protection lifc span. I-lowcvcr. ~ h c  true henelit 
and performance impact of any cryptosystem is closely tied to how it is used within a 
security protocol. In particular, it is imperative that cxpectcd performance in~provements 
at tlie protocol level be carefully weighed against the usual costs associated with 
deploying any new technology. 

At the foundation of every public key cryptosystcm is a hwd mathcmaticnl 
problem that is computationally infeasible to solve. For instance. llSA and Diflic- 
I-lellnian rely on the hardness of integer factorization and the discrete logarithm problcni 
rcspectivcly. Unlike these cryptosystcnis wliich opcratc ovcr integer liclds. the Elliptic 
Curve Cryptosystems (ECC) operates over points on a11 clliptic curvc. 

The fundamental mathematical operation in RSA and Ditlic-I-lcll~il:~n is modular 
intcger exponentiation. I-lowcver. the corc of elliptic curvc nrith~nctie is a11 operation 
called scalar point multiplication. which computes = kl '  (;I point I' multiplied k times 
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rcsulting in another point Q on the curve). Scalar multiplication is performed through a 
combination of point-additions (which add two distinct points togcthcr) and point- 
doublings (which add two copies of a point together). 

The security of ECC &lies on the hardness of solving the Elliptic Curve Discrete 
Logarithnl Problem (ECDLP). which states that given I' and Q = Iil'. it is hard to fincd k. 
While a brute-force approach is to compute all multiples 01'1' until Q is t'ountl. k woultl bc 
so large in a real cryptographic application that it would he inf'easible to tictarnine k i n  
this way. 

Besides the curve equation. an important elliptic curvc I-rammctcr is the hasc 
point, G, which is fixed for each curve. In the Elliptic Curvc Cryptosystcm. the large 

' random integer k is kept private and fornls the seclpt key. while the rcsult Q of 
multiplying the private key k with the curve's base point G serves as the corrcsponding 
public kcy. Not cvery elliptic curvc offers strong security propcrtics and ibr somc curvcs 
thc ECDLP may be solved efficiently. 

Elliptic Curve Difie-Ilellman (ECDII) and Elliptic Curvc Digital Signature 
Algorithm (ECDSA) are the Elliptic Curve counterparts of thc Diflic-l~lcllnian key 
exchange and Digital Signature Algorithm. respectively. 

In ECDI-I kcy agrcement, two comnlunicating p a r k s  A und U agrcc to usc t l~c  
same curve parameters. They generate their private kcys, kA and k13 and corrcsponding 
public keys QA = kA:G and QB = kB:G. The parties exchange their public kcys. Finally 
cach multiplies its private key and the other's public key to nrrivc at a common shared 
secret kA:QB = kB:QA = kA:KB:G. 

4.5 Use of SSL as key exchange protocol 

Secure Sockcts Layer is thc most widcly dcploycd and uscd security protocol on 
the lntcrnet today. Thc protocol has withstood ycars of scrutiny by the security 
conmunity and is now trustcd to sccure virtually all scnsitivc web-bnscd applications 
ranging from online banking and stock trading to e-commcrcc. 

SSL offers encryption, source authentication and integrity protection for data 
exchanged over insecure. public networks. It opentcs abovc a rcliablc transport scrvicc 
likc TCP and has the exibility to accommodate different cryptographic algorithms for key 
agrcement, encryption and hashing. However, the specification docs rccommcnd 
particular combinations of these algorithms, called cipher suites. which havc wcll- 
understood security properties. For exanlple. a cipher suite such as RSA-RC4-SI-IA 
would indicate RSA as the key exchange mechanism. RC4 for bulk encryption, and SHA 
Ibr hashing. 

Public-key cryptographic operations are thc mosl computatio~lally cxpcnsivc 
portion of SSL processing. SSL allows the re-use of a previously established master 



secret resulting in an abbrcviated handshake that docs not involvc any public-kcy 
cryptography, and requires fewer and shorter messages. I-lowcver, a clicnt and server 
must perform a full handshake on thcir first interaction. Morcovcr. praclical issucs such 
:IS server load, limited session cache and na'ive load balancers can itdvcrsely impacl the 
ability to use an abbreviated handshake. Therefore, speeding up the poblic-kcy opcmtions 
in SSL still rcmains a very active arm for research and dcvclnpnicnl. 

The two main components of SSL are the liandshakc protocol and the Record 
Layer protocol. The llandshake protocol allows an SSL client and scrvcr lo ncgotiatc :I 

common cipher suite, authenticate each other. and cstablisl~ a shared mastcr sccrct using 
public-kcy cryptographic algorithms. The Record Layer dcrives symmetric-kcys lion1 the 
master secret and uscs them with faster symmetric-key algorithms for bulk cncryption 
and authentication of application data. 

Public-kcy cryptographic operations arc the most co~npu~:dion;~lly cxpensivc 
portion of SSL processing. SSL allows the re-use of a previously cstablishcd mastcr 
secret resulting in an abbreviated handsltake that does not involvc any public-key 
cryptography, and requires fewer and shorter messages. I-lowcver. a clicnt and scrvcr 
must perfom a full handshake on their first interaction. Moreover. practical issues such 
as server load, limited session cache and na7vc load balancers can adversely impnct the 
ability to use an abbrcviated handshake. Umefore. speeding up the public-key operations 

< .  in SSL still remains a very active area for research and developnicnt. 

1. Client authentication is optional: Only the server is typically authenticated at the 
SSL layer and client authentication is achieved at the application laycr, c.g. through the 
use of passwords sent over an SSL-protected channel. I-lowevcr. somc deploynicnt 
scenarios do require stronger client authentication through ccrtificntes. 

4.6 Deploying Proposed MANET Protocol in Banking 

'l'hc basic purpose of this project is to test the proposed protocol but wc lx~vc kcpt in 
mind that to motivate the development of ad hoc networking protocols, ihcrc needs ro bc 
i~pplications where the properties of ad hoc nclworking arc bcndicinl. This is solc 
purpose of selecting banking environment involving 802.1 I or Uluctooth technology. 
Also it is possible that we can test our protocol in Wireless LAN as well as  in ad hoc 
mode which will set base point in removing security isbucs of Wlil' Actually wirclcss 
banking can be adopted using concept of wireless LAN using 802.1 1 wirclcss mode but 
wireless LAN itself introduces seeurity problems. So introducing i d  lioc tuodc in banking 
will open new direction of research. The following problems arc mostly observed in 
Wireless LAN. 

Thc default contiyntions of thc wircless "scrvcrs" (Access Points) arc insccurc. 
They arc set to bc "opcn" to make thcm casy lo tlcploy and usc out ol'tllc hox. 
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The physical transport is invisible and tlicreforc i l  is difficult to understand and 
control its boundaries. 

There are interoperability issues among Acccss I'oints. 'l'llat is. because the 
security and configuration features vary by vcndor. if you havc more than one 
type of Access Point (even if it's different types of Access I'oints Srom the samc 
vendor) you're going to have to understand (in dctail) what thc compatibility 
issues we among tliem. 

Many wireless setups an: installed by end-users and not by IT or sccurity 
professionals. 

The standard data encryption protocol (WEP) that is used on alniost every Access 
Point in the market has been proven to be insecure. 

Keeping in view these points we have selected banking scenario Sor implcnicntation ol' 
our security protocol for MANET. Here is brief description of our sccnario. 

Imagine a situation in which bank customers are standing in a qocue and iwo 01- threc 
bank employees are dealing them in making transactions. Tlie custoniers h;~vc to spend a 
lot of time and also havc lo wait for thcir turn in Lhc qucuc. 'l'llc hank nccds more 
employees for giving better service to its customers. This sccnario. both for thc bank and 
the customers, can be improved by deploying ad lioc networking using Ilcsurrccting 
Duckling Policy. with some extensions in our idea. I-lcre. we liavc also taken inspiration 
rrom work of D. Balfanz. 

Our idea is elaborated as: A user (Bank customer) entcrs the bank, with his laptop or 
PDA, to perform some transactions. Tlie bank has mounted the Infrarcd Bar Code at onc 
side in the bank and also owns a wireless radio link network (c.g. Bluelooth or 802.1 1). 
The user or customer enters the bank premises, would walk up to the Infrarcd bar code 
and briefly establish physical contact between infrarcd bar code and his laptop or PDA. 
This process is termed as Pre-authenticationl. which is done using a link-constrained 
channel. During Pre-autlicntication, their hash of public keys will bc exchanged. Now the 
user can sit in the bank premises and his iaptop or PDA can then perform standard 
SSLKLS key exchange with the bank server over the wireless link (e.g. Uluetooth or 
802.1 I), since he owns a secret key to 'perform securc tnnsactions and can establish an 
authenticated mid secret communication channel. 

Such an exchange of pre-authenticated data ensures the user that hc wants to 
communicate with the device (infrared-bar code) by using a special, link-constrained side 
channel to exchange a small amount of cryptographic information. That information can 
be used to authenticate standard key exchange protocols pcrtbrmcd over wireless link. 

I I:irst pliasc in which duckling and niothcr cscl~nngc smnc sccrct iolormntion crvur 1ocatio11-limilcd 
cll~llllcl. 



Oncc the pre-authentication is con~pleted, the devices proceed to cst;~blisli a securc 
conncction between them over the main wireless link. To this cnd. they can usc any 
established public-key-based key exchange protocol which rcquircs thcni to provc 
possession of a particular private key (c.g.. SSLKLS. SKEME IKE, clc.). which will 
corrcspond to tlle public key committed to in the pre-ai~tl~c~iticatio~i step. 

Alter secret key exchange, the customer or user will scnd his/her account number along 
with the password or secret code (which can be issued at ihc time o~opcning an account 

I in the bank and can be changed at any time through bank wcbsite) to the bank scrver. The 
! A/C No. plus code or password will be encrypted with sceret key [Session key) 

cxchangcd during pre-authentication. ARcr this phasc. the uscr can perform his 
transactions sccurely over the wireless link (c.g. Bluetooth or 802.1 1 ). 

4.6.1 Using ECC in SSL and its implementation in Banking 

In our approach, we have inteynted ECC into thc Secure Socket Laycr I'rotocol. 
We chose SSL because it is the most popular and trustcd sccurity protocol on tlic Web. In 
Ihe form of HTTPS (HTTP secured using SSL), SSL is single linndcdly responsible fix 
the widespread adoption of e-commerce and many emerging wirclcss devices too now 
have SSL capabilities. 

We have added ECC support to OpenSSL[27]. thc most widcly used opcn sourcc 
implementation of SSL. We have used thc OpenSSLO.O.6b cryplogr.~pJiic library tbr our 
iniplenientation. We selected ECC in place of RSA heciuse ECC ofl'crs lhe highcsl 
strcngth per bit of any known public-key eryptosystem. K C  not only uscs small keys L'or 
equivalent strength compared to traditional public key cryptosystcms like RSA. the kcy 
size disparity grows a security nceds increase. This m k c s  i t  cspccially i~lllxtivc Ibr 
constrained wireless devices because smallcr kcys rcsult in powcr. handwidth and 
computational savings. 

4.6.2 Possible  Wireless Banking Services using Ad hoc mode 

Wireless Banking is the ability to use a wireless device (rveh-aublcd cellular 
phone or personal digital assistant) to access your financial information. "Wireless" 
Incans that you do not have to be pliysically connected to the weh. either through n 
network connection or "wired" modem connection. 

Following services are implemented in which security is main goal. 
Implementation involves my own research work of Autlientication in Mobile ad lioc 
Network. 

Transfer money to another customer's account. 

Obtain a summary of your deposit and VISA account halanccs. 



0 Review a list of up to 10 of your account's n~ost recent tmnsactions. 

0 Pay bills immediately. 

'I'nnsfcr ii~nds bctwccn your deposit and VISA i~ccounls. 

Transfer funds between your brokerage and banking ilccounls. 

lssuancc of Secure Credit Card Tickcts which can bc uscd only oncc. 

4.7 Architecture of Proposed Model 
Steps involved in developing secure Wireless Banking are: 

Pre-Authentication. 

Post-Authentication. 

Account Validation. 

Usage of Bank Services. 

4.7.1 Pre-Authentication 

We can summarize the basic scheme for pre-authentication as follows. 

A) Pre-authentication over location-limited channel. 

0 X 4 Y :  H (KU,) 
Y + X: H (KUy) 

11) Authentication over wireless channel with SSJJTLS. 

X - 2: TLS-CLIENT-HELLO 
....... .... And so on. 

The various synibols denote: 

X: Customer's Laptop 

Y: Bar code device 

Z: 802.1 1 node mounted in Bank 

KUx, KUy: Public key belonging to X and Y respectively 
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H (KUx), H (KUY): one-way hash of encoding of corresponding keys. 

Figure 4.2 shows Pre-Authentication [dotted line] between two nodes 

4.7.2 Post-Authentication 

Then actual key will be cxchangcd on Wireless channel using BCC in SSL. When Prc- 
authentication and Post authentication are completed then transaction will be cncryptcd 
using ECC. 

4.7.3 Account Validation 

Account id and Password are encrypted and are used to transfer over main 
wireless link between 802.1 1 enabled devices. 

4.8 Advantages of our Approach 

This idea of pre-authentication has been geneiralized to securc arbitrary pecr-to- 
peer ad hoc interactions using a wide variety of key exchange protocols. We have 
introduced the use of Elliptic Curve Cryptography and can removc thc sccmcy 
requirements on link-constrained channels used to authenticate key exchange protocols. 
More importantly, it allows us to cxpand the range of key-exchange protocols, which can 
be authenticated in this manner to include almost any standard public-key-based protocol. 
As a result, this approach can also be used with an enormous range of devices, prolocols 
and applications (as one of them is discussed). 

This approach is significantly more secure than previous approaches; as we force 
an adversary to mount an active attack on the location-constrained channel itself in order 
to successfully subvert an ad-hoc exchange. Previous approaches (e.g., use of 
unauthenticated Diffie-Hellman key exchange) are either vulnerable to either active 
attacks in the main wireless channel, or, in the case of Anderson and Stajano [5, 61, to 
passive (eavesdropping) attack; in the location-limited side channel. 
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Because legitimate participants would only communicate with entities from which 
they had received pre-authentication data, we would now require an attackcr to perform 
an active attack - to be able to transmit -not only in the main wireless medium. but also 
in the location-limited channel. Because of the physical limitations of transmission on 
location-limited channels, it is significantly harder for an attacker to passively eavesdrop 
on them, not to mention to actively transmit. For such an activc attack lo succeed. thc 
attacker must not only transmit on thc location-limited clx~nnel. but must tlo so without 
being detected by any legitimate participant. 

Thc difficulty of monitoring a prc-authentiw~ion I'or such unwantcd p~rticipation 
depends on the type of channel used and the number of legitimate partics involved. The 
more directed the channel and the smaller the number of parties. the easier it is to 

j monitor. Note that, because of the physical limitations ol' thc cIi;~nncls irsctl and iliis 
monitoring requirement, it is only possible to use our t ~ ~ h n i q u c s  to prc-authcnticatc 
devices that are physically co-located at the time of tirst introduction. 

4.8.1 Advantages of testing protocol in banking 

Consumers are looking for convenience and businesses are looking I'or new ways 
to provide it. Without doubt, wireless technologies have a high gce-whiz factor. ' hey  
provide always-on network connectivity, but don't require a nctwork cable. Ofticc 
workers can roam from meeting to meeting throughout a building constantly conncctcd to 
the same network resources enjoyed by wired, desk-bound coworkers. I-lomc or remote 
workers can set up networks without worrying about how to run wircs ilirougli houscs 
that never were designed to support network infrastructure. 

To motivate the development of ad hoc networking protocols. there needs to be 
applications where the properties of ad hoc networking arc bcnelicial. Al~hough some 
liavc been implemented many are still in the early research phasc. Mobilc ad hoc network 
is the latest field of research and its applications are linlitcd to military tactical networks. 
personal area networks, sensor networks and disaster area networks. We have tried to 
introduce this field in banking mainly due to two reasons. WLAN is sul'fcring security 
probleins in industrial iield and our approach will be cffectivc altcrnativc. Secondly therc 
is no such application of MANET in industry so at least our approach will be ibundation 
for finding MANET application in industries and institutions. For example wc can deploy 
MANET in big shopping malls, Hospitals, Stock exchanges etc. I t  is liopcd that tlic 
industry and financial institutions as a whole can progress forward more rapidly. 

Wireless devices may actually prove less expensive to support than traditional networks 
I'or employees that need to connect to corponte rcsourccs in multiple officc locations. 
Lnrgc hotel chains, airlines, convention centers, lntcrnet calics, ctc.. scc wirclcss LANs as 
an additional revenue opportunity for providing Internet connectivity to thcir customers. 
Wircless is a morc affordable and logistically acceptable altcrnativc to wircd IANs Sor 
Ihesc organizations. For example, an airline can provide for-fee wireless nclwork acccss 
for tnvelcrs in frequent flyer lounges - or anywhere clsc in the airport. 
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Cable Replacement 

There would be no wires involved in banks for cxehunginy information. 

Wireless Synchronization 

Wireless technologies provide automatic synchronization among PDA's, laplops. 
mobile phones and other deviccs. This automation occurs without the knowledge of 
the users as devices get within range of one another. 

Security 

802.1 1 provide security only over the radio link. from each dcvicc to all othcr 
devices. 

Confidentiality 

The intent is to prevent information eavesdropping. The encryption of the data 
is to prevent the payload of the packet from eavesdropping. 
0 Authentication 

This addresses the identity of each co~nmunicating device. Thc sender sends 
an encrypted authentication request fnme to the receiver. The receiver sends an 
encrypted challenge frame back to the sender. Both perform a predefined algorithm. 
Thc sender sends its findings back to the receiver. which in turn cither allows or 
denies the connection. 

Authorization 

This allows control of resources. 
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System Analysis 



System Analysis 

Tlic methodology that i s  uscd for Object Oricntcd Analysis and Dcsign is 
Objectory or Object Oriented Sofiware Engineering approach (Jacobson Mcthod).lt 
has the following four rnodcls: 

The Requirements Model 

Tlie Analysis Model 

0 The Design Model 

Tlie lmplementntion Model 

i Good analysis lielps in making perfect soltwarc. There arc two nuin 
i parts o f  the analysis. 
! 

! 
Requirement Analysis 

I 
! Domain analysis 

5.1 Requirement Analysis 

The purpose of analysis is to provide a model o f  the system's behavior. In 
conducting the project. object oriented approach i s  ndoptcd. Object oricnkd 
analysis is a method o f  analysis that csamine thc rcquircmcnts liom tlic 
perspective o f  the classes and object found in the vocabulary of the problem 
domain. In the requirement analysis we define use case diagrams containing use 
cases, actors. A first step in analysis i s  to extract scenarios. or usc cases that 
describe the behavior of a system from and external usci's perspective. 

5.2 Domain Analysis 

Conceptual domain analysis yields common ground for cach specific analysis. 
Object oriented analysis notions lend themselves for capturing generic concepts at 
multiple levels of granularity. Ensembles, sub ensembles. classes. and generic 
relationships arc all candidates [br describing an applicnliori do~iiain. 
Requirements domain analysis may lead to an Objcct oricntcd engineering elfort. 
This entails tbc constrnction o f  design fmgmcnts ol' thc generic clcmcn& 
idcntified by a rcquircment domain analysis. 'l'hcse dcsigns can bc iniplcrncn~cd 
and added to a domain-specific code library. 

5.3 A Unified Approach to Object-Oriented Analysis 

It i s  a method o f  analysis that examines the requircrnents ol'cnd-user kom the 
perspective o f  objects and classes found in the vocabulary o f  problem domain. 

Over the past decade. Grady Dooch. James Ilumbaugh. end Ivar Jacobson 
have collabonted to combine the best features o f  their individual object-oricnted 
analysis and design methods into a unified mcthod. The result, called ilie Unified 



Modeling Language (UML). has become widely used througliout the industry. 
UML allows a sohare engineer to express an analysis modcl using a modcling 
notation that is governed by a set o f  syntactic. semantic. and pngniatic rules. 

In UML a system is representcd using five ditycrcnt "views" t l m  dcscribc the 
systcm from distinctly different perspectivcs. Each vicw is dclincd by a set of  
diagnms. The following views arc presented in UML: 

User Modcl Vicw. This view represents the system (product) lion1 thc 
user's (cnllcd actors in UMI,) pcrspcelivc. 'lhc u s c - c ; ~  is lllc 
modeling approach o f  choice for the uscr model vicw. 'l'liis important 
analysis representation describes a usage scenario lion1 thc end-nser's 
perspcctivc. 

Structural Modcl View. Data and tilnctionnlity arc vicwcd from 
inside the system. That is, static structure (classcs. obiccts. and 
relationships) is modeled. 

Bcliaviornl Modcl Vicw. l i i s  part ol'thc analysis inode1 ruprcsents 
the dynamic or behavioral aspccts o f  the system. It also dcpicts tbc 
interactions or collabontions between varioi~s structural clenients 
dcscribcd in thc user model and structural   nod el views. 

Irnplcmcntation Mot lc l  View. The structural and bcliavior:ll aspects 
of the system an: representcd as thcy arc to be built. 

Environrncnt Model Vicw. The structural and behavior aspects o f  the 
environment in which the system i s  to be implcmenred arc rcprcsented 

In general, UML analysis modeling focuses on rhc user model and structural 
model views of  the system. UML design modeling addrcsscs tlic bcllavioral 
model, implementation modcl. and cnvironmcntal modcl views. 

5.4 The Object-0riented.Analysis Process 
The OOA process doesn't begin with a concern ibr objccts. I(atI1er. il begins 
with an understanding of the manner in which llle system will be used-by 
people, if the system is human-interactive: by machines. if thc systcm is 
involved in process control: or by other programs. irthe system coordinates 
and controls applications. Once the scenario of  usage has been tlclined. thc 
modeling o f  the software begins. 

A series o f  techniques is used to gather basic customer reqctircnients and then 
dctine an analysis model lbr on object-orientcd syslcm 

5.4.1 Steps f o r  Object Oricnted Analysis 

Obtain "Complete" Requirements. 

Describe system-context interaction. 

Delineate subsystems 

Develop vocabulary by identifying instances with thcir classes. 
ensembles, and relationships. 



0 Elaborate classes and relationships by identifying their generic static 
structure and describing their generic dynamic dimension. 

Construct a model in which the dynamics of'objects arc wircd togcthcr. 

These steps arc connected by tnnsformation-clabontion rclationships. Thc 
output ofthe last step. the model, feeds naturally into the dcsign phnsu. 

5.5 Use case Model 
The Use case Model uses actors and use cnscs. 'fliose concepts arc simply an 
aid to defining what exists outside the system (Actors) and wIi:ll should be 
performed by the system (Use case).ln Use case ~nodcl  lhc actors arc 
identitied. Use cases arc identified and a use casc nlodcl is constrtic~ed. 

5.5.1 Use Cases 

A use casc is a specific way o f  using the system by using some part o f  
the Sunctionality. Each usc cast constitutes a complclc coursc of cvcnls 
initiatcd by an nctor and il spccilics t l s  intcr,lctiw that tilkcs placc hclwccn ;In 
actor and the system. A use casc is thus o special scqucncc 111' related 
transaction performcd by and actor and systcm in a dialoyuc. 'fbc cullcctcd 
use cascs specify all the existing ways of using thc systcm. 

5.5.2 Actors 

'There are thrce actors in this use casc diagram 

0 Bank customer 

Administrator 

Mobile ad hoc node 

5.5.3 Use Case Analysis 

Use case analysis i s  perfonned to identify portion o f  systcnl pcrl'onning 
spccific task. In use cnsc analysis usc cascs. actors inlcracting will1 hosc usc 
cases. and boundaries arc idcntilicd. A usc case comprises ;I coursc ol'cvcnts 
begun by an nctor and it spccilics thc incr;~clion bctwvcal nctor and thc 
systcm. A l l  thc usc cascs spccify cxisting ways lo IISC the wliolc syslcm. It is 
interaction o f  actors with esternal or other systcln wilh systctn bcing clusigncd 
in order to achicvc n goal. Usc case dcscribcs tllc l i~nctiun;~lily o f  lllc producl 
to be constructed. 



5.5.4 Use cases in the System 

Following use cases exist in this domain. 

Exchangc ECC Key. 

Exchange hash of ECC Key. 

Generate Key 

Login 

Transfer Amount . Generate secure disposable Credit Card. 

Logout 

Save Transaction 

Check Balance 

Siibniit Bill 

Create Account 

Statement Generation 

Maintain Log tile. 

5.6 Use Case Diagram 
Use case diagram of systen~ includes uses cases, actors and Llicir relationship. Use 
case diagram ofboth systems indudin:; PDA client and Bank nodcs is shown below. 



5 Svsrem Analvsis 

/ \ 

Bank Customer. h h a n g e  ECC Key 

Exhange Hash of ECC Key i 

MDbile Pd hoc Node 
Generate key -- 

I Login h 

Generate Credit card I-+- 
Log out 

Save Transach'on 

Chech Balance 

Submit Bill 

Create Account 

Statement Generation 

a+---- 
Maintain Log file 

Figure 5.1 Use case d i a g m  of Wireless Banking 

Aurhenricafion & Aufhorizorion in Mobile ad hac Network 65 



5.7 Use Case Specification in system (Expanded Use- 
Case  Format) 

5.7.1 Login 

Use Case Name: Login 
Actor Involved: Administrator. Bank User. 
Psrposc: This usc case lels the customer login to ihcir account fnr li~rlhcr access 
to Wireless banking services. Administrator also uscs lliis lo m;rnagc scrviccs. 
Triggcr: Uscr Wants to Acccss hisaccount and ad~ninistrator uscs lor managing 
account. 
Prc Co~~dition: Bank user will first create accou!ll. ihcn he llab in :c~~cr:ttc :~nd 
cxcliangc key. Otherwise Uscr may not Login lo the Appli~ilion. 
Post Condition: Actor has Acccss to All Services 
I?:~sic Course of Action: 

User Rcqucst Systcm Rcsponsc 
I -  Open the Login dialog 
2- Enter User Name B Password 

3-Sysle~n w i l l  ncccpt uscr namc 
and p~ssword  

4- Request for login 
5-Syslcm will gcl login darn 
liom user. 
0-Systcni will validatc 
Information. 
7- Actor is rcdirectcd to ~nain 
application pagc. 

Alternative Condition: None 
Error Condition: when user enters wrong Login Inl'ormntion. Systcm prompts 
that the login name and password docs not match.. 
Author: Khalid Mahmood. 

5.7.2 Log Out 

Usc Case Name: Log Out 
Actor Involved: AdminisIrator, Bank Uscr 
Purpose: Used for Logout to the System 
Trigger: Bank user wants to end the Application or administrator wants to log 
out. 
Prc Condition: Bank customer should be Login lirst 
Post Condition: The system doesn't let any Acccss to the Services. 



% Uasic Course of Action: 

Uscr Rcqucst 
I -  Actor Requests to esit application 

by clicking Cross button. 

Altcrnrtivc Condition: None 
Er ro r  Condition: None 
Author: Khalid Mahmood. 

2- System will turn oil. thc 
application. 

5.7.3 Generate ECC Key 

Usc Case Nnmc: Gcncratc Kcy. 
Actor Inuolvcd: Bank Uscr. any mobile ad hoc nodc. 
Purpose: It will be used for Post-Authentication. 
Trigger: Nodes involved in communication want si~cccssf'ul con~plclion of post- 
Authentication. 
Prc  Condition: Bank Customer should start the application ;tnd n~usl  I I ~ I V C  his 
Account. For Ad hoc node it is necessary that i t  should receive custoincr IIDA key. 
Post Condition: Actor goes to post authentication mechnnism. 
l h i c  Coursc of Action: 

Uscr Rcquwt System ~ l ~ s ~ o r ~ s c  
I -  Actor Requests to generate key by 

Pressing generate ECC key button. 
2- Systcm will show hash of 
PDA's key. 
3- Mobile node sys(cm will 
~xccivc PDA's key. 
4- Mobile node will also generate 
its own ECC kcy and send back 
to I'DA. 

Al tcn~r t ivc  Condition: None. 
Error  Condition: None. 
Author: Khalid Mahmood. 

5.7.4 Exchange ECC Key 

Usc Casc Nrmc: Eschange ECC Key. 
Actor lnvolvcd: Bank User. any mobile nodc. 
Pnrposc: Public kcy will bc eschangcd through wirclcss inctli;~ Llsing SSI f lLS  
protocol bctwccn Cuslomcr's I'DA 1L:iplop and ndlioc wirclcss notlc. Ihlh Nodes 
will cschangc their public kcys and lllcsc kcys will ;iu~l~cnlic:~tcd by l1;ish ol'thc 
kcys alrcady eschanged. This process is called post nuthcnticalion. 
Triggcr: Actor wants to show successful completion o f  post ;~urlrcntica~itw. 
Prc Condition: Actor starts thc applicalion nnd musl h;ivc his ;~cctwnl. Also ihcrc 
should be successful co~npletion of pre authentication. 



Post Condition: Actor goes to Login dialog. 
I h i c  Course of Action: 

Uscr Rcqucst Systein Ilcslionsc 
I -  Bank customer requests to Exclinnge 

key by pressing Escliangc key button 
in process of post authentication. 

2- System i l l  show 
"sc~ccesslirl key 
I~scliangc" ~ncssagc o ~ i  
hoth nodcs. 

Altcrnntive Conditiun: Ifonc ol'cntily in communic;ltion syslcm i s  i iu l  ol'ordcr 
then otlier nodc will display message that connection ihiled. 
Error Condition: None 
Author: Klialid Mahrncod. 

5.7.5 Exchange Hash of ECC key. 

Use Case Namc: Exchange Hash of ECC key. 
Actor Involved: Bank Uscr 
Purpose: It uscs Generate key use case. Altcr genc~xtion o f  kcy. hash ol'kcy is 
calculated and both nodes will eschange their hash of keys with each other via 
location limited channel. This process is called prc-n~~~licnticntion. 
Triggcr: Actor wants to show successful complction ol'pre autlicnticntion. 
Pre Condition: Actor starts thc application and mubt liavc his account. 
Post Condition: Actor goes to post authentication. 
Basic Course of Action: 

User Request System Rcsponse 
I -  System will cnlculatc hash of 
its ECC key. 
2- one of Ad lioc nodc will send 
his hash to other nodc. 
3- Tliis nodc will also accept hash 
ol'otlicr node's ECC kcy. 

Altcrnativc Condition: If one of cntity in communication system is out of order 
then other node will display message that connection fiiiled. 
Error Condition: None 
Author: Khalid Mahmood. 

5.7.6 Transfer Amount 

Use Cnsc Name: Transfer Amount. 
Actor Involved: Bank User 
Purpose: Tliis uscs case deals with transfer of amount from onc account to other 
when user gets authenticity to use these scrviccs. 



Trigger: Actor want to show successful transfer ol' ;imounl from one nccount to 
other account. 
IDrc Condition: There should be succcssful cornplction o f  prc at~tl~cn~ic;~~ion and 
post authentication. Login and I'ossword should also bc volidatcd. 
Post Condition: Actor can use other avnilablc services. 

I3;isic Course of Action: 
User Rcqocst Systcni Response 

1- Actor Requests to transfer amount 
by choosing transfer amount servicc 
from service menu . 

1- A new dialog will 
;ippcar. 

3-User enters his 'Personal Account NO'. 
4-User enters the 'Transferring Account 
NO.' in which he wants to transfers amotml. 
5-User cntcrs the amount to bc transferred. 
6-User enters Current Date. 
7- User presses OK bulton. 

1-systcm tlisplays ;I 

mcssngc box ;~sking fbr 
surety to commit 
transaclion. 

9-User wil l  press 'yes' button 
10-Tnnsac[ioo will 
co~nrriif. 

Altcrnrtivc Condition: None. 
Error Condition: it' user cntcrs invalid data crror message wi l l  be displaycd and 
control o f  focus would remain in same field. 
Author: Klialid Mahniood. 

5.7.7 Submit Bill 

Use Cnsc Name: Submit Bill. 
Actor Involved: Bank User 
l'urpose: This uses case deals with transfer oi'amount from personal account to 
some organizational account when user gets authenticity to i~sc thcse scrviccs. 
Trigger: Actor want to show successful transfer of amount from onc :~ccount to 
other account. 
Pre Condition: There should be successful complction o f  pre authentication and 
post authcntication. Login and Password should also bc validated. 
Post Condition: Actor can use other available serviccs. 
Basic Course of Action: 

Uscr Request Systcn~ I tespo~~sc 
I-Actor Requests to submit bill by 
Choosing Submit b i l l  service 
h m  service menu. 



3-User enters his 'Personal Account NO'. 
4-Uscr selects tlic 'organization' 

Ibr which he wants lo submit bill. 
5-User enters the amount to be transferred. 
6-Uscr enters Currcnt Date. 
7- User Prcsscs OK button. 

9-Uscr will prcss 'yes' button 

8-systcm displays n 
mcssagc bos asking ibr 
surety to colnmit 
transaction. 

10-Transaction will 
co~nniit. 

Alternative Condition: None. 
Error  Condition: I f  uscr enters invalid data error lncssage will bc displ:~ycd and 
contml o f  focus would remain in same field. 
Author: Khalid Mahmood. 

5.7.8 Generate secure disposable Credit Card. 

Usc CBSC Nnmc: Gcnentc sccurc disposable crcdil card 
Actor Involved: Bank User 
Purpose: This uses case dcals with generation o f  sccure'disposirlrlc crcdit card. 
T r i zc r :  Actor want to show successful acconlplislimcnt 01. ycncratiun of sccun. 
crcdit card. 
Prc Condition: There should be successfi~l completion o f  prc authentication and 
post authcntication. Login and Password should also be validated. 
IJost Cosditio~i: Acror can usc otbcr ovaihblc scrviccs. 

Basic Course of Action: 

Uscr Request 
I. Actor Requests to submit bill by 

Cl~oosing Submit bill scrvicc f io~n 
Scrvicc tncnu. 

2- A ncw ili:~lc,g will 
appear. 

3- User enters his 'Personal 
Account NO'. 

4-Uscr cnters the amount oFCrcdit. 
5-User enters Current Date. 
6- Uscr Press OK button. 

7-systcnr l i s i l ~ y s  :I 

mcssagc lbox asking Lor 
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8-User will press 'Yes' button 
0-System will commit 
Iransaction. 

Alternative Condition: None. 
Er ro r  Condition: I f  user enters invalid data crror mcss~gc will hc displayed and 
control of focus would remain in same tield. 
Author: Khalid Mahmood. 

5.7.9 Create Account. 

Use Case Name: Create Account. 
Actor lnvolved: Administrator 
Purpose: To create new bank customer account 
Trigger: Actor wants to show successful creation of ncw account. 
Pre  Condition: Actor starts the application and must be successfully login. 
Post Condition: None. 

Basic Course of Action: 

User Request 
I-Bank administrator requests to create 

new account by choosin:: crcatc new 
account submenu. 

System Ilesponse 

2- Spsw~n will submit 
cntrics io wirclcss bunk 
htabcw. 

Alternative Condition: None. 
Er ro r  Condition: None 
Author: Khalid Mahmood. 



5.8 Domain Analysis 

In domain analysis concepts o f  project arc rcprcscntcd. C:onccptual 
diagrams arc drawn to rcprcscnl li~nclionnlily ol'projccl wllich collt;~ins 1lii1i11 ct)~~ccpIs 
and their relations and their attributes. 

ornms 5.8.1 Conccptual Din, 

Conceptual diagram esplains the main conccpl o f  lllc Aulllcnlicalion o f  
Mobile ad hoc network, i t s  fr~nctionality and relationship hct~vccn tlitli.rent 
functions. 

Conccptual diagrams of SSUI'LS Componcnt, I'll/\ clicnl :~nd mobilc 
banking node arc discusscd in lbllowing sections. I:olbwing arc concep(ual 
diagrams drawn i n  this system. 

Conccplual Diagraln ol'mobilc nodc 2nd :~d~nin. Ihnk  CIIII~~OIICIII 

Conccptual Diagmm o f  Key Exchange protocol SSLfI'1.S cmnponolt 

Conccptr~al Diagram o f  PDAlLaptop client cc~mponcnt 



&k : in! 
w t r t o ~ e n d  : CString 
@n-Credit~mount : Str ing 
$lmmCredit~ccount : CString 
Qrn-ReciedKey : CString 
Qrn-~ill~rnnt : String 
% ~ - B A ~ N O  : CString 
k o r g  : CString 
$1rn_Trnsfr~c~o : CString 
$ 5 r n - ~ r s ~ c ~ o  : CString 
Qrn-Passwordto~et : CString 
Qm-~ogintoSet : String 

CCreateAccount 

om-Name : CString 
p-PassWordld : CString 
om-Phone : CString 
om-Login : CString 
p-Address : String 
om-Ac-Type : String 
gm-Balance : CString 
gm-AccountNo : CString 
%-str~onneciion : CString 
$m-strCrnd~ext : CString 

i ~ : b o ~ ~  I 

@flag : boo1 
%query : Str ing 

b 

CAddRecord 

gm_Login[l5J : CHAR 
~LoginStatus : ULONG 
om-Password[IO] : CHAR 
~PasswordStatus : ULONG 
om_Narne[25] : CHAR 
~NameStatus : ULONG 
om-Address[200] : CH4R 
gAddressStatus : ULONG 
om-Phone[lfjl: CHAR 
~PhoneStatus : ULONG 
om-Balance[10] : CHAR 
$BalanceStatus : ULONG 
om-AcType[l5J : CHAR 
nAcTvoeStatus : ULONG 

&-query : CString 

t 

~ -~ 

g~ccount ld~ ta tu~ : ULONG 
om-Id : INT 
gm-Idstatus : ULONG 

Figure 5.2 Conceptual Diagmm of  mobile node and adminBadi 

v I 
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CSplashWnd 

bSho6plashWnd : BOOL 
CMainFrarne > 



b-Finalhash : CString 
@rn-FinalEccKey : CString 

om-Login : CString 
om-Password : S t r i n g  

4 om-check : int 1 
&-Port : int 

om-OwnAc : CString 

Figure 5.3 Conceptual Diagram of PDA Client 
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Figure 5.4 Conceptual Diagram of SSL/TLS Key Exchange Protocol 
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Chader 6 Svslem Des ia  

6. System design 
The purpose of the design is to create architecture for the evolving 

implcmcntations. Object oriented design i s  a method of design encompassing the 
process of objects oriented decomposition and a notation for depicting logical and 
physical as well as static and dynamic models of system under design. 

The design phase focuses on defining the software to implement the application. 
The design object is to produce a model of the system, which can be used later to 
build the system. The design goal is to find the best possible deiign within the 
limitations imposed by the requirements and the physical &d social environment in 
which the systcm will operate. 

We shall define the software Design and Overview of Object Oriented technology 
and which tools we have used and why. Object oriented design contain UML 
Diagrams which will contain the specification of all classes and use cases. 

6.1 Object Oriented Design of System 

System design is the process of expanding what was learned during domain 
analysis into a working implementation. Design is a series of decisions on what is the 
most cost-effective implementation that'will carry out the system charter and lead to 
rcuse among many systems. Object oriented design deals with classes that are how a 
class interacts with each other which are found during requirement analysis. In  this 
we'll also choose the tool in which system should be developed. 

6.2 Design Patterns 

The best engineers in any field have an uncanny ability to see patterns that 
characterize a problem and corresponding patterns that can be combined to create a 
solution. Throughout the OOD process, a software engineer should look for every 
opportunity to reuse existing design patterns (when they meet the needs of the design) 
rather than creating new ones. 

6.2.1 Describing a Design Patterns 

All design patterns can be described by specifying the following informaiion: 

Name of the pattern 

Intent of  the pattern 

"Design forces" that motivate the pattern 

0 Solution that mitigates these forces 
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Classes that are requircd to implement the solution 

Rcsponsibilitics and collaborntion among solution classes 

9 Guidance that leads to effective implementation 

8 Examplc sonrcc codc or source codc tcmplatcs 

Cross-rcfercnces to related design patterns 

The design pattern name is itself an abstraction that conveys significant meaning 
once the applicability and intent are understood. Design forces describe the data, 
functional, or behavioral requirements associated with part of the sofiware for which 
the pattern is to be applied. In addition forces definc the constraints that may restrict 
the manner in which the design is to be derived. In essence, design forces describe the 
environment and conditions that must exist to make the design pattern applicable. The 
pattern characteristics (classes, responsibilities, and collaborations) indicate the 
attributes of the design that may be adjusted to enable thc pattern to accommodate a 
variety of problems. These attributes represent characteristics of the design that can 
be searched (e.g. via a database) so that an appropriate pattern can be found. Finally, 
guidance associated with the use of a design pattern provides an indication of the 
nmifications of design decisions. 

6.2.2 Using Patterns in Design 

In nn object-oriented system, design patterns can be used by applying two 
different mechanisms: inheritance and composition. Using inheritance, an existing 
design pattern becomes a template for new subclass. The attributes and operations 
that exist in the panern become part of the subclass. 

Composition is a concept that leads to aggregate objects. That is, a problem may 
require objects that have complex functionality (in the extreme, a subsystem 
accomplishes this). The complex object can be assembled by selecting a set of design 
patterns and composing the appropriate object (or subsystem). Each design pattern is 
treated as a black box, and communicates among the patterns. 

6.3 Object-Oriented Design Process 
UML design modeling addresses the structural model, behavioral model, 

implcrnentation model, and environmental model views. 

6.4 Structural Model 
Data and functionality are viewed from inside the system. That is, static structure 

(classes, objects, and relationships) is modeled. 
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6.5 Class Diagrams 

The development phases produce candidate classes and relationships. Alter 
selecting concise and evocative names we must describe each class with attributes. 
Although each class must have a unique name, class should be distingujshable on the 
basis of their attribute characterizations. A rule of thumb is if two classes have 
identical attributes, then they are most likely the same. 

In  Design Model we give shape to our components for implementation. Different 
classes are created. These classes re~resent the functions and attributes lo be uscd in  
implementation. The class diagrams will show the relationship among different 
classes. Following Class diagrams are drawn below. 

1. Class Diagram of mobile node and admin bank component. 

2. Class Dia~mm of PDAILaptop client component. 

3. Class Diagram of Key Exchange Protocol SSL COM component 
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CCreateAccount 
m Name : CStrina 
&:password!d : Cstring 
gm-Phone : CSlting 
gm-Login : CSlfing 
gm-~ddress : G m n g  
gm-Ac-Type : CString 
gm-Balance : CSlring 
gm-AccounlNo : CString 

@m-strConnestion : CSlring 
&-strCrndTex1 : CStting 
&query : CSlring 

&n-~redi i~mount :C~t r ing  
t+n-Crediiccount : CString 
tam_Recl&Key : CSlring 
@n-BillArnnl : CSlring 

CValaate 
*-Loginid : CStnng 
om-Password : CString 

gm_strCmdText : Csfnng 
@n-slrConnection : CStriiq 
$m-quw : St r ing  

+AccessloRecdselO 
*AccessRecordBindO 
%eneraleEmQ 
*elRecSelO 
%Validale0 

&&Status : ULONG 
qm-Passwo~lOl : CHAR 
,passwordslatus : ULONG 
@m-Narne[Zfl: CHAR 
gNameSlatus : ULONG 
gm-Address[ZW] : CHAR 
gAddressSlatus : ULONG 
gm-PhoneflSJ : CHAR 
gPhoneStatus : ULONG 
gm-BalanceIlO] : CHAR 
bBalanceSlatus : ULONG 
gm-AcType[lSj : CHAR 
gAcTypStatus : ULONG I 
- 

I 

*Validate0 
@c4IuaC> DoDalaExchangeO 
+cafx-rnsg>> OnBTNResO 
gkcviriual>> OnOKO 
*cvinualr> OnCancelO 
L P 

CAuthenticaleHash 

+ 

Figure 6.1 Class Diagram o f  mobile node and admin. Bank component 

CTransaclion 
gm-Accaunlld[lO] : CHAR 
gAccounlldStatus : ULONG 
gm-Id : IN1 
gmJdSlalur : VLONG 

- 
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Figure 6.2 Class Diagnrn of SSL Server COM Component 
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Figure 6.4 Class diagram of PDAnaptop (Client side which is also mobile) 
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6.6 Activity Diagrams 

It gives the pictorial representation for algorithm for function. Activity diagram is 
used to represent activities present in use cases. Basic need is that we need to make 
procedural design in UML. Operations in use cases in sequences arc represented in 
activity diagram. Activity diagram are useful when we want to describe a behavior 
which is parallel, or when we want to show how behaviors in several use cases 
interact. Following Figures will describe activity diagrams of above mentioned use 
cases. Following diagrams explain the activities in system. 

I .  Activity Diagram of Authentication in Mobile ad hoc Network using Location 

limited channel. 

2. Activity Diagram of Account Validation Process for Bank Customer. 

3. Activity Diagram of Submit Bill by Customer on Mobile ad hoc Network. 

4. Activity Diagram of Transfer ofAmount. 

5. Activity Diagram of Create users by administrator. 
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Generate ECC (7) 
Generated Key 

C 
Exchange Hash of ECC keyuia 

Location Limited Channel 

[YES1 
tch Recieved Hash and 

alculated dash of Recieved Key 

[invalid Info.] 

Validation of Account NO 
and Passwcrd 10 Y04 

I 

Figure 6.5 Activity Diagram of Aulhentication in Mobile ad hoc Network using 
Location limitcd channel 
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Figure 6.6 Activity Diagram of Account Validation Process for Bank Customer 
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Bill dialog 

&date ddabase 
entries 

Figure 6.7 Activity Diagram of Submit Bill by Customer on Mobile ad hoc Nctwork 

Aufhenlicu~ion & Aulhorualion in Mobile ad hoc Nehvork 86 



Figure 6.8 Activity Diagram o f  Transfer o f  Amount from one account to another 
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Create Account h 
Account Dialog 

hform atio n 

store the data is new Bank 
user in the database 

Figure 6.9 Activity Diagram of Create users by administrator 
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6.7 Behavioral Model 

This part of the analysis model represents the dynamic or behavioral aspects of thc 
system. It also depicts (he interactions or collaborations between various structural 
elcmcnts described in the user model and structural model views. 

6.7.1 Interaction Diagrams 

An Interaction diagram shows, stepby-step, one of the flows through a use-case. There 
arc two types of Interaction diagrams: 

Sequence Diagram represents dynamic behavior which time oriented. It can show 
the focus of control. 

. Collaboration Diagmm represents dynamic behavior which message oriented. It 
can show the data flow. 

6.8Sequence Diagrams 

Sequence Diagrams arc used to show the flow of functionality through a use casc. For 
one use casc diagram there can be multiple Sequence Diagram. Sequence Diagrams are 
time dependent and tell which operation wil! be executed first. Sequence Diagram defines 
a pattern of interaction among objects arranged in chronological order. These show the 
objects participating in interaction by the order of their life times and the message being 
scnt from one object to the other. 

A Sequence diagram is an interaction diagram, which is ordered by time; it is read form 
the top to the bottom. We can read this diagram by looking at the objects and messages. 
The objects that participate in the flow are shown in rectangles across the top of the 
diagram. The actor objects, involved in the use-case are also shown in the diagram. 

Each object has a lifeline, drawn as a vertical dashed line below thc object. A message is 
drawn between the lifelines of two objects to show that the objects cornmunicatc. Each 
mcssagc rcprcscnts one object making a function call'of anothcr. Messagcs can also bc 
reflexive, showing that an object is calling one of its own operations. 
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6.8.1 Authentication of PDA client by mobile node: 

: Adminisbator 

1 1 10n0IQvini~ be called I 

Figure 6.10 Sequence diagram of Authentication of PDAILaptop clicnt by mobile 

node 
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6.8.2 Create new user by administrator in admhbank side. 

Figure 6.1 1 Sequence diagram of create new user by administrator 
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6.8.3 Gcnention of disposable secure credit card by bank Customer 

having PDA haptop. 

: Bank Customer. CpdaClienNiew 1_1 

- 
Specify informalior~ 
about Orginuation. 
amount to be paid and 
account# for which 
hds he wants to 

connedion  : 

Figure 6.12 Sequence diagram o f  Generation of disposable secure credit car8 

bank Customer having PDA /Laptop 
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6.8.4 Generation of key by all mobile ad hoc node and PDNLaptop 

Client. 

I 

use-NST9-j 630 

I 
thjsfinction is 

I included in the 
Package Brmd 

I 
I L' 

Figure 6.13 Sequence diagram of Generation of key by all mobile ad hoc node 

and PDAILaptop Client 
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6.8.5 Post authentication by Client and mobile node by exchanging 

ECC keys. 

: B a n k c u s t o m e r .  

return o b j  

Figure 6.14 Sequence diagmm of Post authenticntion by Client and mobile nodc by 

exchanging ECC keys 
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6.8.6 Pre-authentication done by PDAnaptop and mobile node by 

exchanging hash of ECC keys. 

new C E xcgKey I 
return pDlg 

Figurc 6.15 Sequence diagram of Pre-Authentication between nodes by exchanging hash 

of ECC keys 
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6.8.7 Submit bill by bank customer using his PDAILaptop in wireless 

bank building. 

Figure 6.16 Sequence diagram of Submit bill by bank customer using his 

PDAJLaptop in wireless bank building 
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6.8.8 Transfer of amount from personal account to another account. 

: Bank Customer. 

I I 

Specify information 
about accounH and 

connection : 

I CConnectServer 

akeConnection( 

I 

Figure 6.17 Sequence diagram of transfer of  amount from personal account to another 

account 
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t 

6.9 Collaboration diagrams. 

6.9.1 Authentication of PDA client by mobile node: 

F] I : CTrans act ion  

f -  1 
I 4: pTranseotion 

: Administrator 

Figure 6.18 Collabomtion diagram of Authentication of PDAlLaptop client by 
mobile node 

6.9.2 Start Application by Bank Administrator 

Figure 6.19 Collaboration diagram of  start application by administrator 
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6.9.3 Create Account by Administrator 

3: Specify Login hfo 
5: CCreateAeooum:Mlidate(CString) 

8: C0ialog:OnOK 

Figure 6.20 Collaboration diagram of Create account 

6.9.4 Generate card by Bank customer having his PDAnaptop 

3 :  speci fy  info 
__3 

connect ion  : 
C Genera te  Card C C o n n e c t S e m r  

Figure 6.21 Collaboration diagram of Generate card by Bank customer 
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6.9.5 Generate key by Bank customer having his PDALaptop 

: Bank Customer. 

Figure 6.22 Collaboration diagram of Generate key by Bank customer 

6.9.6 Post-Authentication between customer having PDAILaptop and 

other mobile nod& 

Figure 6.23 Collaboration diagram of Post-Authentication between customer 

having PDAILaptop and other mobile node 

t 

I: OnBExchangeKM) 
: Bark Customer. 
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2 nwCEcc 
4: OnBGenerateked ) 

5: Acesstdc & ) 

3: return obj 
8: return KqREx 

I 
v 

: CExcgKey 



6.9.7 Pre-authentication between PDAILaptop and any Mobile ad hoc 

Node 

: Bark Customer. 

: CExcnUev 

Figuffi 6.24 Collaboration diagram of Preauthentication between PDA/Laptop and any 
Mobile ad hoc Node 

6.9.8 Submit bill by Bank Customer 

: CPdaClientVieru 

5: W econnediori ) 
B: SendToSeNer(CStrin@ + c o ~ e d i o n  : 

CCannectSeNer 

Figure 6.25 Collaboration diagram of Submit bill by Bank Customer 



6.9.9 Transaction between two accounts 

3: specifq info + 

: Ban - 

5: MakeCunnectionO 
6: SendToS erver(mrin@ I / 

. - connection : 
CConnectSemr 

Figure 6.26 Collaboration diagram o f  Transaction between two accounts 
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6.1 0 Database Design 

In this chapter we will discuss about the database design of Distributed Hotel 
Management System and we will also discuss about their relationship. 

6.10.1 Entity Relationship Diagram (ERD) 

First of all what is Entity? Any thing a person, a place or thing that havc some attributes 
is called Entity and the entity relationship diagram (ERD) depicts relationship between 

, data objects. The attributes of each data object noted in the ERD can be described using a 
data object description. The relationships betwccn objects can be different according to 
the conditions .The relationships between data objects can be 

One-to-one (I : I )  

0 One-to-many (I :M) 

Many-to-Many (M:M) 

Following are the data modcls for the objccts of our domain and then the relationship 
bchveen those objects. 

6.10.2 Entities for Domain 

Following are main entities for mobile adhoc networks. 

Bank User 

Login 

Accounts 

Credit Card 

Account type 

Transaction 

~ - 
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6.10.3 ER Diagram of Wireless Bank Database 

Figure 6.27 is given bclow in which ERD of Wireless Bank databasc showing EnLitics, 
their attributes and relationship between entities. 

Figwc 6.27 ERD of Wireless Bank database showing Entities, their 
attributes and relationship between entities 
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In Figure shown below there is detailed table view of Wireless Bank database 
showing Entities, their attributes, attribute's properties and relationship behsecn 
entities. 

Figure 6.28 Delailed table view of Wireless Bank database showing 
Entities, their attributes, attribute's properties and relationship between 
entities 
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IMPLEMENTATION 

This is vcry important phasc in the software enginccr~n~ pyradigm bccausc no matter 
how efficiently analysis has been done? Or how brilliantly the dcsign has bcen 
preparcd? Although proganuhing is an outgrowth of  analysis and design. all lhc 
programming and implementation skill has to be applied here. because any 
inefficiency on part of the programmer will hammer the quality oi' lhc software. 
Anotlter important aspect of this phasc is that. although Lhis phase is succeeded by the 
testing phase, but during the implenientaion phase the progmnimcr is bcsr cquipcd lor 
glass box testing of the software. because at this stage he has the access to the code. 

7.1 Implementation Tools 

Our software is developed using two tools Microsoit Visual C++ and Microsoft SQL 
Server and crystal reports. 

7.2 Implementation of Some Important Functionalities 

As previously described, thcrc arc fivc co~ii~oncrlis to managc all thc :\ulhcnticnlion 
and services provided in application. Let's look at cach ol' h c  modulc's 
implementation details. 

7.2.1 Key Exchange SSL Protocol implementation 

We will call rccvSecure() function when we havc to rcccivc key liom other node. 
Similnrly ifwe arc sending key then we will call scndSccurc() ill our' mnin applicaliorr 
of mobile node as well as PDA client side. The implementation dctnil of both 
functions are given below. 

boo1 SslSe~erlmpl::recvSecure(unsigned char 'data, int &nbytes) 

nbytes = 0; 

return false: 
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if (Im-ssl) 

{ 

nbytes = 0; 

return false: 

1 

nbytes = SSL-read(m-ssl, data, nbytes); 

if (nbytes <= 0) 

{ 

nbytes = 0; 

return false; 

1 

return true; 

boo1 SslSe~erlrnpl::sendSecure(const unsigned char 'data, int nbytes, 
CLog 'cLog, ProgressMonitor 'pm) 

return false; 

) 

if (!rn-ssl) 

{ 

return false; 

1 
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int nWritten = SSL-write(m-ssl,data,nbytes); 

if (nwritten <= 0) 

{ 

return false; 

) 

if (nwritten != nbytes) 

( 

return false; 

I 

return true; 

7.2.1.3 Socket routines implemented in SSL 

boo1 CSocketlmpl::connectSocket(const char 'hostname, int port) 

( 

if (m-hSocket =: INVALID-SOCKET) return false; 

SOCKADDR-IN sockAddr: 

ZeroMemory(&socWddr. sizeof(sockAddr)); 

sockAddr.sin-family = AF-INET; 

socWddr.singort = htons((u-short)port); 

socWddr.sin-addrs-addr = Met-addr(h0stname); 

if (sockAddr.sin-addr.s-addr == INADDR-NONE) 

{ 

LPHOSTENT Iphost; 

Iphost = gethostbyname[hostname); 

if (Iphost !- NULL) 
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else 

I 

return false: 

I 

I 

int retval = connect(rn~hSocket.(SOCKADDR')8sockAddr. sizeof(sockAddr)); 

if (lretval) 

i. 

return true; 

) 

else ( 

return false; 

1 

1 

boo1 CSocketlrnpl::isValid(vaid) 

( 

return m-hsocket != INVALID-SOCKET: 

1 

void CSocketlmpl::closeSocket(void) 

I 

if (m-hSocket != INVALID-SOCKET) ( 

closesocket(rn-hsocket): 

m-hsocket = INVALID-SOCKET; 

1 



I 

boo1 CSocketlrnpl::isReadable(void) 

{ 

if (m-hSocket == INVALID-SOCKET) return false; 

tirneval tirneout = (0. 0): 

fd-set fds: 

FD-ZERO(8fds): 

FD-SET(rn-hSocket. &fds); 

int nStatus = select(0, &fds. NULL. NULL. &timeout); 

i f  (nStatus == SOCKET-ERROR) 

return false; 

) 

else { 

return true; 

1 

I 

int nbytes) boo1 CSocketlmpl::sendOnSocket(const unsigned char 'data, 

( 

if (rn-hSocket == INVALID-SOCKET) ( 

retum false; 

1 

while (nbytes) 

( 

int relval = send(rn-hSocket.(const char ')data.nbytes.O); 

if (retval== SOCKET-ERROR) 
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return false; 

nbytes -= retval: 

data += nbytes; 

if (retval == 0) 

Sleep(50); 

1 

1 

return true; 

I 

boo1 CSocketlrnpl::receiveNBytes(unsigned char *data, int nbytes) 

{ 

boo1 success = true; 

int waitcount = 0; 

while (nbytes) 

{ 

boo! tirnedout = false: 

int n = nbytes; 

if (!receiveOnSocket(data.n.tirnedO~t)) 

I 

success = false; 

break; 

1 
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1 

else if (n == 0) 

{ 

Sleep(100): 

waitcount++; 

if (waiEount > 20) break: 

1 

else 

( 

waitcount = 0; 

nbytes -= n; 

data += n; 

} 

return success; 

1 

d char '1 boo1 CSocketlrnpl::receiveOnSocket(unsigne~ 
BtirnedOut) 

{ 

timed0ut =false; 

if (rn-hSocket == INVALID-SOCKET) 

( 

return false; 

1 

if (m-readTimeout) 

{ 

data , int &I 



tv.tv-usec = 0; 

fd-set fdSet: 

FD/ERO(BfdSet); 

FD-SET(m-hSockef &fdSet); 

int s = seIect(0,8fdSet,O,O,&h/); 

if (S != 1) 

( 

i f  (S == 0) 

( 

timedOut = true; 

return false; 

) 

else if (s == SOCKET-ERROR) 

{ 

rn-hSocket= INVALID-SOCKET; 

return false; 

1 

1 

1 

int retval= recv(m-hSocket, (char *)data, nbyles. 0): 

if (retval == 0) 

( 
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rn-hsocket = INVALID-SOCKET: 

return false; 

I 

eke f (rc.hr-4 l-: SOCKET-FRROK) 

return false; 

else { 

nbytes = retval; 

return true; 

1 

1 

boo1 CSocketlmpl::listenOnPort(int port) 

( 

struct sockaddr-In sock; 

socksin-family = PF-INET; 

sock.singort = htons(port); 

sock.sin-addrs-addr = 0; 

if (bind(m-hSocket, (struct sbckaddr ') &sock, sizeof(sock))l 

( 

I/ Use GetLastError to get the last Windows error. 

return false; 

} 

if (listen(rn-hSocket, 25)) 

( 
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return false; 

return true; 

1 

it If 0 is returned, there was an error. 

CSocket 'CSocketlmpl::acceptNextConnection(void) 

struct sockaddr-in fromsock; 

int nRC = sizeof(fromsock); 

SOCKET client: 

client = accept(m-hSocket, (struct sockaddr ') &fromsock. &nRC); 

if (client == INVALID-SOCKET) 

return 0; 

1 

else 

( 

return new CSocketlmpl(client); 
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7.2.2 ECC key Generation implementation 

Generation of an ECC private key and public kcy is providcd hcrc. 'fhese two 
routines are called by all nodes as well as PDA Clicnt. 

dp = ecdp: 

s = GenRandom (dp.m): 

s %= dp.r; 

ECPrivKey& ECPrivKey::operator= (const ECPrivKey& sk) { 

if (this != &sk) {//avoid self assignment 

dp = sk.dp; 

s = sk.s; 

I 

return 'this; 

) 

ECPubKey::ECPubKey (const ECPrivKey& sk) { 

I 

boo1 ECPubKey::valid () { 

if (w.isZero 0) 

return false; 

F2M x = W.x: 

F2M y = W.y; 



F2M x3-ax-b = x'x'x + dp.a'x'x + dp.b; 

if (y2-xy != x3-ax-b) 

return false; 

Curve E (dp.a, dp.b); 

Point 0 = Emu1 (dp.r, W); 

return false: 

return true; 

1 

7.2.3 Hash Calculation Using MD5 

All  the nodes and PDA client having ECC key first calculate h;ish 01' hcir key by 
using MDS. Later this hash is used in I'rc-authentication. 

CString CMDSChecksum::GetMD5(BYTE' pBuf, UINT nlength) 

( 

AfxlsValidAddress(pBuf,nLength.FALSE); 

//calculate and return the checksum 

CMDSChecksum MD5Checksum; 

MD5Checksum,Update( pBuf, nlength ); 

return MDSChecksurn.Final(); 
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7.2.4 Functionality of services provided by PDACLIENT 

All  names o f  routines show their i'unctionality. Al l  l i~nctionali ty starling lion1 I'rc- 
authentication to services are given below. 

void CEcc::OnBGeneratekey() { 

CGenerateKey key; 

key.GenEccKey(); 

rn-FinalEccKey + = ' K  

rn-FinalEccKey+=key.GetEccKey(); 

UpdateData(FALSE); 

char' tkey = key.GetTernpKey(); 

CConnectSewer con; 

con.MakeConnection(); 

con.SendToServer(rn-FinalEccKey); 

1 

void CConnectServer::MakeConnection()( 

struct sockaddr-in sin; 

sock=socket(PF-INET,SOCK-STREAM.0); 

if(sock==INVALID-SOCKET) { 

WSACleanup(); 

return; 
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) 

rnernset(&sin,O,sizeof sin); 

sin.singort=htons(rn~Port); 

sin.sin~addr,s~addr=inet~addr("i27.0.0.1"): 

sin.sin-family=AF-INET; 

if(connect(sock.(struct sockaddr*) &sin,sizeof sin)==SOCKET-ERROR) { 

closesocket(sock); 

WSACleanup(); 

AfxMessageBox["Connection Failed"); 

exit(0); 

return: 

UpdateData(); 
> .  

CString string ="": 

string +='C'; 

string+=rnpccountNo; 

string+="p"; 

string+=rn-ArnountRqd; 
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CConnectSe~er connection: 

void CLogin::OnSubmit() 

{ 

CString m-str=""; 

m str +="pi - 
UpdateData(TRUE); 

m-str +=m-Login; 

m-sir +="pW; 

m-str += m-Password; 

MessageBox(m-str.NULL.MB-OK); 

Connectsewer conn; 

conn.MakeConnection(); 

conn.SendToSewer(m-str); 

conn.RecieveFromSewer(); 

OnOK(); 

1 

void CSubrnitBill::OnOK() ( 

UpdateData(); 

CString string ='"'; 

string+='B'; 

string+=m-org; 



string +="p"; 

CConnectSeNer connect; 

1 

7.2.5 Functionality implemented in mobile nodes and AdminBank 

void CAdminBankView::OnStartapplication() 

if (bval) { 

bval = FALSE; 

MessageBox("Application Started",NULL.MB-OK I MB-ICONINFORMATION); 

AuthenticateHashO; 

1 

stmct sockaddr-in sin; 

int retcode;CString name;CString pass; 

socket~descriptor=socket(PF~lNET,SOCK~STREAM,O); 

memset(&sin,0,sizeof sin); 

sin.sin-family=AF-INET; 

sin.singort=htons(ll12); 

sinsin-addr.s-addr =INADDR-ANY; 

retcode =bind(socket~descriptor,(stmct sockaddr') &sin.sizeof sin): 

if(retcode==SOCKET-ERROR) 



UlNT CAdminBankView::TcpEcho(LPVOID dlg) 

length = recv(d-~new~socket.buff.sizeof(buff),O); 

bufllength]='\0'; 

switch (buflO]) 

( 

case 'L': 

( 

strl="";stQ=""; 

for(int x=l;x<strlen(buff):x++) 

{ 

if (bupx] =='p') break; 

strl+=buff[x]; 

1 

for(int y=x+l;y<strlen(buff);y++)( 

stQ+=buff[y]; 

1 



CString m-Logquery =-T("Select Id from Login where Loginld="' + d->m-Logintoset + "' 
and Password="' + d->m-Passwordtoset + ""'): 

CValidate acc; 

else 

send(d->new - socket,d->StrtoSend.d->StrtoSend.GetLength().O); 

break; 

1 

case T: 

I 

//same logic but in database changing accounts value 

1 

case 'B': 

( 

strl ='"';stQ='"';str3:""; 

for(int a=l;a<strlen(buff);a++) 

( 

if (bums] =='IJ') 

break; 

strl+=buff[a]; 
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1 

for(int b=a+l;bcstrlen(buff);b++) 

{ 

if (bufflb] =='p') 

break; 

strZ+=buffIb]; 

1 

for(int c=b+l;c<strlen(buff);c++) 

{ 

if (bufflc] =='p') 

break; 

str3+=buff[c]; 

1 

d->rn-org=strl; 

d->m_BAcNo=str3; 

d->rn_BillArnnt=str2; 

break; 

1 

case 'K': 

{ trl=-; 

for(int N=l;N<strlen(buff);N++) 

{ 

strl+=buff[N]; 

1 

d->rn-RecievedKey = strl: 



break; 

1 

case 'C': 

( 

='"';stQ="": 

for(int T=l;Tcstrlen(buff);T++) 

I 

if (bu fv ]  =='v') 

break; 

strl +=bufflT]; 

) 

for(int S=T+l;S<strlen(buff);S++) 

I 

stQ+=buqS]; 

1 

d-~m~CreditAccount=strl; 

d->m-CreditArnount=str2; 

d->MessageBox("Printer Not attached"): 

break: 

1 

)/lend of while 

return 1; 

) 
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UlNT CAdminBankView::ServThrd(LPVOID dlg) 

stmct sockaddr-in new-sin; 

int addrlen =sizeof(new-sin); 

CAdrninBankView' d=(GAdminBankView') dlg; 

mernset(&new-sin,O,sizeof new-sin); 

while(1) 

d->new socket = accept(d-~socltet~descriptor.(stmct sockaddr*) . 
&new-sin.&addien); 

if(d->new-socket==INVALIDDSOCKET) 

d->MessageBox("lnvalid socket"); 

continue; 

1 

AhtBeginThread(TcpEcho.dlg); 

1 

return 0; 

1 

void CCreateAccount::OnSubrnitok() 

( 

UpdateData(TRUE); 



m-query = -T("insert into Bankuser(CuslName,Address.phone) values("' + m-Name + 
'".'" + m-Address + "','" + m-Phone +"')"); 

CString m-querylogin = -T("insert into Login(Loginld,Password) values(' " + m-Login + 
'"."' + m-PassWordldt '")"); 

CString m-queryAccount; 

m-queryAccount = m-queryAcwunt + -T( "declare @AccountType int " 
+"declare @Customerld int " +"set @AccountType =(Select Typeld from 
AccountType-Ref where Title = "' + m-Ac-Type + "') " + "set @Customerld = 
(Select Custornerld from Bankuser where CustName = "' + m-Name + "') " 
+"insert into Account values (" + "@AccountTypeM + "." + ""' + m-Balance + "'." 
+'"" + m-PassWordld + '"," +"@Customerld )" 

int CValidate::Validate(CString query) 

{ / I  validation of Administrator 

m-strCmdText = query; m-pRs=NULL; rngiAdoRecordBinding=NULL; 

return FALSE; 

1 

catch(-com-error Be) 
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(I1 error code 

return 0; 

void CValidate::OnOK() 

m-query =-T("Select Id from Login where Loginld="' + m-Loginid + "' and Password="' + 
m-Password + "'"); 

if (pRs->meld <=O)(MessageBox("You are Not Valid User","lnvalid 
useP,MB-ICONINFORMATION I MB-OK); 

MessageEox("Authentication completed",'Valid userM,MB-ICONINFORMATION ) 
ME-OK); 
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Testing 
System testing is an essential stcp for the dcvclop~i~cnt of a rcliahlc and crror-kcc 
system. Testing is the process of executing a progmrn with tlic explicit intension ol' 
finding errors i.e., making the program fail and test cascs are devised with the purpose in 
mind. A test case is a set of data items that the system processes as nornial input. A 
successful test is the one that finds an error. 

8.1 Testing Process 

Test consists of a number of test cases, where different aspccts ol' the part of the 
projcct under test are checked. Each test case tells what to do, what data lo usc. and wlial 
rcsults to expect. When conducting the test, the results including deviations liom thc plannctl 
ICSL cases are not in a tcst protocol. Normally n deviation intlic;~tcs an crror in thc hystc111 
(altl~ougl~ some times the tcst case is wrong. and thc syslc~n is right). AII c~ror  is noted :111tl 

described in  a tcst report for removal or directly removed by the prograninicr who devclopcd 
that part. 

8.2 General Types of Errors 

Error can be of following types: 

Functional error (e.g. function is not working correctly or missing). 

Non-Functional error (e.g. performance is slow) 

Logical error (e.g. error in algorithm, user interface errors is not considered as n 
logical error). 

8.3 Testing Strategies 

Thc following basic strategies were used for testing : 

I .  Specification Testing 

2. Black Box Tcsting 

3. White Box Testing 

4. Regression Testing 

5. Acceptance Testing 

6 .  Assertion Testing 

7. Unit Testing 



8. Systc~n Tcsting 

Each of the strategy are discussed as following 

8.3.1 Specification Tcsting 

Even if the codc testing is performed exclusivcly, i t  doesn't cnsurc against program 
failurc. Codc tcsting docsn't answcr whcther the codc lnccts the agrccd spccilications 
document. It doesn't also determine whether all aspects of thc dcsign arc implenicntcd. 

Therefore, examining specifications stating what program should do and how it  should 
behave under various conditions perforn~s speciiication testing. Tcst cases arc developed 
to test the k g e  of values expected including both valid and invalid data. I t  helps in 
finding discrepancies between the system and its original objcctivc. During this testing 
phase. all efforts were made to rcmovc programming bogs and minor dcsign faults. 

8.3.2 Black Box Testing 

In Black Box testing only the functionality was tested without any rcgard to the code 
written. If the functionality, which was expected from a component, is provided then 
black box testing is completed. 

8.3.3 White Box Testing 

In White Box testing internal code written in evcry coniponcnt was tcsted and it was 
checked that the code written is efficient in utilizing various resources ol'the system like 
memory or the utilizing of input output. 

8.3.4 Regression Testing 

In Regression testing the software was tested against the boundary condiLions. Various 
input fields were tested against abnormal values and it was tcsted that the software docs 
not behave abnormally at any time. 

8.3.5 Acceptance Testing 

In acceptance testing the sottware was chcckcd for completeness thnt  i t  is ready. 
Normally the quality assurance department performs [he acceptance tcsting Illat the 
software is ready and can be exported. 

8.3.6 Assertion Testing 

In assertion testing the software is tested against the possiblc assertions. Assertions 
arc used to chcck the program and various locations that whctlicr the sh tc  of the program 
at a particular point is the same as expected or not. 

8.3.7 Unit Testing 

In unit testing we checked that all the individual components wcrc working properly. 
Bcfore integration of thc entire components unit tcsting is csscntial bccnusc i t  gives n 
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confidence that all the components individually arc working linc and ready to be 
integrated with the other ones. 

8.3.8 System Testing 

When all the units were working properly and unit tcsting was pcrlbrnicd then comes the 
time for systcm tcsting whcrc we clieckcd all the intcgntcd components :IS :I whole ;IIKI 
looked for possible discrepancies, which could havc arisen altcr the integration. 

8.4 System Evaluation 

The objectives of the system cvaluation arc to dcterminc whclhcr thc tlcsirctl 
obicctivcs havc been accomplished or not. Determining tlic nicrits and tlcmcrits ol' tllc . 

proposed system over the cxisting system is also covered in  the systcm evaluation. 'l'liis is 
concerned with the detailed study of the developed systcm, i?om in~plcnicntation point 01' 
view. At the end, some suggestions for thc improvcmcnt ofthe systcm arc coded. 

8.5 Test Plan 

Test plan provides an overview of the testing effort for thc product. 

8.5.1 Authentication Sr Authorization in MANET Tcst Plan 

Introduction 

Our testing effort descriptions summarize IEEE 829-1983 lbr Soltwarc Test Documentation. 
which attempts to define a common set of test documents. to be uscd across thc industry. 

Fcaturcs to be Tcstcd 

Our Test Design Specification (Section 8.6) will summarize the l'eaturcs to be tested. 

ltcm PasslFail Criteria 

Itcm will be considered as pass if the test lead to 1111 expected rcsult or the behavior ol'thc 
module is according to expectations. Ifotlicrwisc thc itcm will bc considcrctl :IS failcd. 

Suspension Critcria and Resumption Rcquircmcnts 

If the test leads to a BSOD (Blue Screen of Death) or n severe error message from thc 
operating system or a lethal software c&h. further tcsting will be ceased. ' ~ h c  test will be 
redone, incase the bug can't be reproduced. 

Tcst Delivcrablcs 

None 

Environmcnti~l Nccds 

1. A PentiumO 111 or higher machine. 

2. Windows 2000 (Family) 



3. Microsoft@ Visual C++ 6.0 

4. Microsoft@ Platl'onn SDK 

8.6 Test Design Specification 

This specifies how a feature or group of features will be tested according to Standard 
829. 

8.6.1 Authentication in MANET Design S p e c s  

Pcaturcs to be Tested 

This specificatio~l includes: 

Encryption. dccryption & kcy Generation in ECC 

SSL key Exchange I'rotocol with embedded IXC 

MDS Hash Calculation 

Exchangc ol'l-lash 

Exchange of Public kcys 

Banking services which are used by protocol 

Testing of others features implemented in application 

Tcst Identification 

Our Test Case Specifications (Section 8.7) will define each test associated with this design. 

Pcnturc PasslPnil Criteria 

A feature or a combination of features will be considcrcd as pass if the tests lead lo ;In 
expected result, or the behavior of the module is according to espectations. If otherwise the 
rcature will be considered as failed. 

8.7 Test Case Specification 

'I'his defines a test case. According to the Standard 829. thc test casc spccilication includcs 
the following sections: 

8.7.1 Encryption, dec ryp t ion  & key G e n e r a t i o n  in ECC 

Key generation was done with different key sizes. 

Output Specifications 

Dialog having Edit Bos will show ECC key and its validity was clicckcd in dccryption. 



Environmental Needs 

I .  A Pentium@ 111 or higher machine. 

2. Windows 2000 (Family) 

Special I'rocedural Rcquircments 

Encryption & decryption requires'Valid ECC key 

8.7.2 Boundary Condition Test for banking service modulcs 

All fields were tested in all services with respect to Boundary condition. Some problems 
were found and later corrected. 

Output Specifications 

All successful. valid and aulhcnlicatcd transactions wcrc donc. 

Environmcntal Needs 

1. A Pentiurn@ I11 or higher machine. 

2. Windows 2000 (Family) 

8.7.3 MD5 Hash Calculation 

I lish calculation of ECC key was done. 

Output Specifications 

128 bit hash was calculated.. 

Environmental Needs 

1. A PcntiumO Ill or higher nmhinc. 

2. Windows 2000 (Family) 

Special Proccdurnl Rcquircments 

It requires valid ECC key 

8.7.4 SSL key Exchange Protocol with embedded ECC 

Generated ECC Key was exchanged using standard SSL protocol with embcdded ECC 

Output Specifications 

Key was successfully exchanged on wireless mcdia using wirclcss mcdia. 

Environmental Needs 

1. A PentiumO I11 or higher machine. 



2. Windows 2000 (Family) 

Spccial Proccdural Rcquircmcnts 

All nodes should have valid ECC key 

8.7.5 Testing of others features implemented in application 

Other features were tested by applying load test. boundary condition ksts. Sonic bug 
wcre reported but later on corrected e.e. creation of Account in fir. 8. I 

Fig 8.1 Dialog showing creating New Bank Customcr Account. 
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CONCLUSION 

To motivate the development of ad hoc networking protocols. there needs to hc 
applications where the properties of ad hoc networking :Ire beneficial. Although somc 
have been implemented many arc still in the early rcscarcll pliasc. Mohilc ad hoe 
network is the latest field of research and its applications arc limited to military 
tactical networks, personal arca networks. sensor nctworks ant1 disaster arca 
networks. We have tried to introduce this field in banking m d y  duc 10 two reasons. 
WLAN is suffering security problen~s in industrial licld and our i~pproach will be 
clkctive alternative. Secondly there is no such application of MANET in industry so 
at least our approach will be foundation for finding MANET application in industries 
and institutions. For example we can deploy MANET in big shopping malls. 
Hospitals, Stock exchanges etc. It is hoped that thc industry and financial institutions 
as a whole can progress forward more rapidly. 

For a11 wireless ad hoe applications we have presented and generalized new approacli 
for peer-to-peer authentication in mobile ad hoe nctworks. We havc constructed our 
schema on previous work by Anderson, Stajano and others. and prcsentcd to perform 
pre-authentication over location-limited channels. Our sclicma is public kcy 
infrastructure less and resolves naming problem that plagues traditional 

I 
authentication systems. 

I Urriqne locnfion-lin~ifcrl clrnnrrcls: Instead of limiting the concept ol. imprinting a 
duckling device with its mother's secret key. we propose to use localion-limitcrl 
chdnnel to bootstrap a wide range of key-exchange protocols. 'l'liis approach can be 
experin~entcd to audio, infrared, and contact-hased channels. but othcr media arc 
certainly imaginable. 

Cornposcrl /,re-naflrerrficr~fior~ ~rrr~focols: wc providc ;I composed rccipe lbr 
enhancing existing key exchange protocols with a prc-a~~tlientication stcp. And wc 
cxplaincd how passive as wcll as :~ctive attacks can bc tlctcctcd by human user or by 
the system. 

No ~ I e ~ ~ e n r I e ~ r ~ y  on Public key i~~frnstr~~ctrrre: Kcy exchange and kcy agrccnient 
protocols depend on authentication step to verify the user. We lhavc suggsted a way 
to solve this problem. A reliance on prc-existing third parly n;uning and trust 
infrastructurcs is unnecessary if one can briefly bring communicating partics within 
close physical proximity. In such a case. our pre-authcnlication protocols can bc used 
in place of a PKI. 
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Aulhenliculion "i A~rlhoriiolion in Mobile Ad boc Ndwork User Mun~rul 

A-User Manual 

WIRELESS AD HOC NETWORK 1 

Pig A-1 Splash scrccn appearing in start of applic:~tion. 



Arrthenricorion & Aurhoriiolion in Mobile Ad hoc Nerivork User Munnul 

Fig A-2 Login dialog for Administrator. 



Fig A-3 Dialog showing validation of administrator. 



Arrrhenricaliun R Airlhorizarion in Mohile Ad hoc Nelwork 11.w Muiiii~rl 

Fig A-4 Administrator creating new Bank Customer's Account. 



Axt/tenticotion & Aulhorizotion in Mobile Ad hoc Network Uscr Murirru/ 

Fig A-5 Dialog showing creating Ncw I3:inlc Custo~~icl- Account. 



Ai~thcnticution X. Aulhurizalion in Mohilc Ad hot Network U.wr Munnul 

Fig A-6 Scrvice Started by Administrator by clicking from submcnu stert 
:~pplieation and now dialog is showing starting of :~pplic:~tion. 
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Confidentiality, availability, integrity and authentication and non-repudiation arc core attributes for 
communication in secure networks. These security requirements are identical for mobile ad Iioc 
networks. Encryption and key exchange nlechanism can be used to solve [lie securily problems in :1t1 

Iioc networks. 
Most important characteristics in mobile ad Iioc nehvork include dynamic topologies. power 

constrained operations, and bandwidth-constrained variable capacity link. 
In wireless ad Iioc networks securitv to be achieved is difficult 121 because: - - 
> Wireless links are susceptible to passive as well as active attacks mainly duc to open media. 
Z Nodes with inadequate physical protection can be compromised. . - 
2. Sporadic nature o f  connectivity. 
L Dynamically chmiging topology. 
Z Absence o f  Certification authority. 
Z Lack o f  centralized monitoring or nianagement point. 
Z Coopcntivc nalurc ofalgoritlirns. 
Z Sleep deprivation torture. 

I .  I T l ~ r c ( ~ f . ~  
The most important threats that mobile ad lioc nehvork liavc lo f icc are [?I 
i) Attack on basic mechanism of the ad hoc network. such ;IS routing. I'revcntion o f  these attacks 

rcquircs security meclia~~isms that arc 0 t h  based on cryptographic ;ilgoritlims. I<ouling 
mechanisms are more vulnerable in ad lioc networks than in conventional nctworks since in ad 
11oc network each dcvice acts as a relay. This mcans. that an adversary wlio hijacks an ad Iioc 
node could paralyze the entire network by clisscminating falsc routing intbrmation. A lcss 
dramatic but subtler malicious behavior is node seltisllncss. Mo~covcr. wcakncss ill protocols 
can be exploited to pcrform malicious neighbor cliscovery. 

ii) Attack on security mechanisms and especially on llic key nianngcmcnl mcclianism. Key 
management is  certainly not a problem limited to ad lioc networks: liowcver. because o f  tlic 
peculiarities o f  ad hoe networks. its solution requircs spcciiic attention. Es;~mplcs of;ltt;ccks on 
security mechanism are: Public kcys can bc maliciously rcplaccd: some kcys can hc 
compromised; if llicrc is  a distributed trustcd scrvcr. i t  c:1n 11111 under tlic control ol'a ~n;ilieious 
party. 
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1.2 Scctrrify scrviccs 

T o  sccure an ad lioc network, we considcr following scrviccs: confidcntii~lity. Autllcntication. 
Integrity. Acccss control. Availability and Noo-repudiation 141. 
1.2.1 Corrj?rlcrtlicrlify: conlidc~iti i~li ly is protccliu~i o l ' l r i~~ is~~ i i l tcd   dill:^ lilm lpi~ssive :~tli~cks. It ensures 
us that our information can't be disclosed to unauthorized entities. Tlic other aspect o f  confidentiality i s  
tlic protection o f  traffic flow from analysis. This requires that an clttackcr is u~lablc to obscrvc tlic source 
iind destination, frcqucncy. length or otlicr cliaractcristics o f  thc trallic oci :I cc i~ i i~~ iu~ i ica t io~ is  lilcility. 
Tlie challenge in confidentiality is not only protecting data transported by i~cttvorc but also data storcd 
on device. 
1.2.2 Artlltcnlicct~iorr: I t  enables a node to ensure the idcntity oft l ie pcer nodc i t  is comniunic:~ti~ig willi. 
Without authentication, an adversary could masquerade a nodc. thus g:iining uni~utliorizcd :~cccss to 
rcsourcc and sensitive information and interfering with tlie operation o f  otlicr nodes. 
1.2.3 Inlegrity: I t  assures that messages are received as sent with no duplic:~tion. modification. 
reordering or replays. 
1.2.4 Access Corttrol: I t  is the ability to limit and control lhc :~cccss to hosl systclns and applic:~tio~is 
via comniunication links. To achieve this control. each entity trying to gain :~cccss must first bc 
identified, or authenticated, so that access rights can be tailored to tlie individual. 
1.2.5 Norr-rcprtrlintior~: It prevents either sender or receiver from denying a transmitted message. Non- 
rcpudiation is useful for detection and isolation of compromised nodcs. 
1.2.6 Avcrikrbilify: It ensures the survivability o f  network scrviccs despitc tleniiil ol'scrvicc i~tlncks. A 
dcnial o f  scwice attack call occur at any layer o f  ad lioc nclwork. For cs:~~nplc. on ncbvork layer :ill 
iidvcrsary could disrupt the routing protocol. On higherlayer. an opponent could corrupt high lcvcl 
scrviccs too. One such target is the key management servicc. which is cssc~ltial for any sccurity 
~rarncwork. 

1.3 Rnrtrlnt~tp 
Tlie rest o f  this paper is organized as follows: In Scction 2 we wi l l  discuss tlic esisting sccurity 

models for ad hoc networks and their scope as well. In Scction 3. wc wil l  prcscnt our sccurc 
i~utlicntication modcl and its different characteristics. Scction 4 wi l l  discuss tlic implcr~~cntation in 
banking scenario. Section 5 wil l  briefly discuss future work plans and scction 6 includes conclusion. 

2. ExisIirfg Scrrtrify Morlels in MANET 

This section presents various security models for ad lioc nctworks. E ~ c l i  sccurity modcl :IMI i ts  
scope wi l l  be discussed one by one. 

2. I Rcstrrreclirr,q Duckling Policy 

Authenticity can be achieved in mobile ad hoc networks (wl~ic l i  involve only two dcvices or less 
computing devices) by Resurrecting Duckling policy, which was introduced by frank Stajno and Ross 
Anderson in [S] and extended in [GI. I t  is particularly suited to dcvices without display and embedding a 
processor too weak for public-key operations. The fundamental authentication is a sccurc 
tnnsicnt association between two devices establishing a niastcr-slave relationship. It is sccurc i n  the 
scnse that master and slave share a common sccret and tnnsicnt bccausc tlic milstcr can solvc the 
association only. Also a master can always identify the slavc in :I set o f  dcviccs. 

Tlic proposed solution is called the Resurrecting Duckling modcl. Tlic duckling is the slavc dcvicc 
while the mother duck is tlie master controller. Tlic duckling may be in onc ofthe two states. irrtpri~rtrrl 
or i~npri~rlrrble. depending on whether i t  contains a soul or not: i t  sti~rts (prc-birth) as iniprintablc. 
hecomcs imprinted at birth when a motlicr duck givcs i t  a soul. :laid i t  becomes i~nprintablc : ~ y i n  oti 
dcatli. wlicn tlic soul dissolves. T l ~ c  soul is a shared secret that binds tlic duckling I~I its ~riolher: :IS long 
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as the soul is in the body, the duckling wi l l  stay faithful to tlie mother :~nd obey no one clsc 
Resurrection is allowed, :I 

lhe namc o f  the policy suggests, but the duckling's rttc~cnrpsycltosi.r works in rcvcrsc: instead o f  one 
soul inhabiting successive bodies, here we have one body hosting a s~~ccession ol' s w l s .  The soul is 
originally tnnsfcrred from mother to duckling over a non-wirelcss clianncl (c.g. cleclrical co~~tact)  ~II 

ordcr to bootstrap the rest o f  the protocol. Death. wliicli makes tlic duckling i inpr i~ i t i~ l~ lc  by :I IICW 

~iiotlier. may be triggered by the conclusion o f  tlie current transnctio~i or by ;I dc1ibcr.w wdcr lio111 the 
motlicr duck ("commit suicidc now!"). but not by onc from an outsidc princip:~l 151. 

A mctaphor inspired by bio low wi l l  help us describe the belwior  o f  :i dcvicc tiin\ properly 
implements secure transient association. As Konnd Lorenz [7] hcautifi~lly narrates. a duckling 
cmcrging from its egg wi l l  rccognizc as its mother the first nioving oh,jcct i t  sccs tll:~t ~ i i i ~hcs  :i sou~id. 
rcgardlcss o f  what i t  looks like: this phcnomcnon is callcd i~ttprirrtirrg. 

If several entities are present at the device's birth. then tlic first onc that sends i t  a key becomes tlic 
owlicr;. As long as tlic soul stays in tllc body, the duckling rem:iins alivc and bou~id to ll ic sanic niot l~cr 
to wliicli i t  was imprinted. But this bond is broken by death: tlicrcupon. tlic soul dissolves i ~ n d  llic body 
rcturns in its pre-birth state, with tlie resurrecting duckling rcady i'or :~nollicr in ipr in t in~ Ilia1 wi l l  start ;I 
new lifc with another soul. Death is the only event that returns a livc dcvicc to l l ~ c  px-birth state in 
wliich i t  wi l l  accept an imprinting. There are also applications in wl l ic l~ only part ol'tlic duckling's soul 
should perish. For example thermometer might be calibrated every six ~nontl~s. and tlic calibration 
inforniation must not be erased along with the patient data and user key when the devicc is disinfected. 
but only when it is plugged into a calibration station. 

During the imprinting phase, a shared secret is established betweell the duckling tind the mother. 
The mother generates a random secret and encrypts i t  under the public key o f  thc duckling. from wliicll 
i t  gets back n signed confinnation. 

In many applications there wi l l  only be one satisfactory, effective. clicap solution wl~ ic l i  is simplc 
physical contact. When the device is in the pre-birth state, simply touching i t  with nn clcctricnl contact 
that transfers the bits o f  a shared secret constitutes the imprinting. No  cryptography is involved. sincu 
tlie sccrct is transmitted in plaintext, and tliere is no ambiguity about wliich two cntitics :Ire i~ivolvcd in 
the binding. 

Tlie extended work o f  the Resurrecting Duckling model also covcrs peer-to-pccr c;~scs [ b ] .  The 
duckling wi l l  always obey its niother, who tells i t  whom to talk to through an access control list. 'flic 
bond between mother and duckling is broken by death after wliicli the duckling ncccpts another 
imprinting. Death may be caused by the mother itself. a timeout or any spccific cvcnt. Thc whole 
security chain corresponds to a tree topology formed o f  hierarcliical master-slave relationsliips. The root 
o f  the tree is a human being controlling all devices and every node controls all dcviccs in i ts  sub trcc. 
I~lowcvcr, if one relationship is broken the relationship to the whole sub trcc is dso broken. 

This extended security model can be applied to very Iargc ;~d-lioc ~ictworks. c.g. networks 
consisting of smart dust devices [8]. A possible scenario is a battleticld o f  smart dust solclicrs (acting as 
slavcs or siblings) and tllcir gcncral (acting :IS tllc mastcr). The m;lsIcr :illows ils shvcs lo conlni~~nic;~lc 
by uploading in each o f  thcm a highly flcxible policy so tllatsibling c~ititics bccomc niastcn iind SI:IV~S 
for a vcry short time. enough to perform one operation. The mother duck gives the ducklings credentials 
111i1I ;illow tlicm to authenticate tl~cmsclvcs. 

2. I .  I Scope 

Tlie Resurrecting Duckling scheme is an appropriate model ib r  ;I wcll-dctincd liic~;!rcl~y o f  trust 
relationships. It particularly suits cheap devices that do not need a display or :I proccssur to pcrfor~n 
public-key operations. I t  perfectly works for a set o f  home devices. Howevcr. Inorc llcsible ad-l~oc 
~ietworks may not contain explicit trust relationsl~ips betweell each pair o f  nodcs or to ii cc~itralizcd 
cntity like the niother duck. Deploying a comprclicnsive network consisting ol':~ Iiicmrcliy o f a  glob;11 
motlicr duck and multiple subsidiary local niotlier duck is vcry similar to a public-kcy inlmstruct~~rc. 
wlicre tlic mother duck correspond to Certification Authority (CA). will1 ill1 i ts  ;~tlv;lntagcs :111d 
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drawbacks. Even tlie battlefield scenario raises some problems. Iicre tlie soldicrs arc siblings and obey 
their mother, the general. If one soldier device wants to authenticate to anotlier device i t  has to present 
its credentials. The second device can tlien cheek the Credentials by using its policy. But what happens 
if all soldiers' do not use tlie same credentials. i.e. the same'secret key to prcvcnt i t  to bc stolen by the 
enemy. If all devices use tlie same key the other side might invest considerable ellbrt doing somc 
pliysical attack [9] to recover the key because i t  would compromise all tiodcs. Sincc the dcviccs cannot 
hold :I l ist  o f  all valid credentials it seems that a further authenticntion method i s  nccded. 

2.2 Puss~vnrd-bused Key Agreeme111 

Tlie work developed in [ lo] addresses the scenario o f  a group ol' peoplc wlio w;~nts to set up n 
secure scssion in a meeting room without any support infrastructure. l'cople pl~ysic;~lly prcsctit in l l ~ c  
room know and trust one another personally. However they do not 11;we any prior means oi'tligitnlly 
identifying and authenticating one another. sucli as shared secret or niutually vcrifi:~Idc public licy 

' certificate chains or access to trusted key distribution centers, An :~ttackcr can inonitor or mod i l l  :dl 
traffic on the wireless communication channel and may also attempt to send ~iicss:~gcs purporting to 
come from those who are inside tlie room. There is no secure communicatio~i clianncl to conncct the 
computers. Desirable properties o f  a protocol that solves this problem should bc: 

Z Secrecy: The basic requirement o f  secrecy i s  that only tliosc entities wlio know an initial 
password should be able to learn tlie resulting session key. An observer must ~ i o t  be ablc to y t  
:~uy information about tlie session key. 

> I'erfecl for~vnrr l  secrecy requires that an attackcr who succcctls in compromising one 
member o f  tlie group and learns about his permanent secret information wi l l  still be unablc l o  
recover the session keys resulting from previous runs o f  the protocol. 

k Contributory key ngreenrent Tlie resulting session kcy i s  cstablishcd by t l ~ c  contributio~~ 
from al l  entities participating in tlie meeting. This ensurcs that if only onc entity cliooscs its 
contribution key randomly all otlier entities wil l  not be able to make the key spacc smaller. 

b Tolernncc to clisnrptio11 ntferrrpts The strongest attacker can disrupt :my protocol by 
jamming the radio channel or modifying the contents o f  mcssages among legitimate members. 
Tlie protocol must not be vulnerable to an attacker wlio i s  able to insert niessagcs. I t  is  assumcd 
that the possibility o f  modifying or deleting messages in sucli an ad-lioc ~ictwork is vcry 
unlikcly. 

Tlic work describes and introduces seven1 password-based kcy-cscl~angc mctliods that mect thcsc 
rcquiremcnts. A weak password is sent to the group members. Each ~nc~nbcr  tlice co~~tribulcs to part ol' 
the key and signs this data by using the weak password. Finally a secure scssion kcy to sct up n sccurc 
clianncl is derived without any central trust authority or support infnstructurc. 

I'intly, a well-known two-party protocol for password autlic~iticated kcy cscl~i~ngc is dcscribctl. 
based on tlie protocol called Encrypted key exchange (EKE) [I I] and extends tlie work limi two-party 
to multiplc parties by electing a leader. Tlie main drawback o f  tlic imul~il i i~rty vcrs i t~~ l  is t l ~ i ~ t  the lc;~tlcr 
cliooscs tlie common scssion kcy unilalcrdly: tlic key agrcemcnl sclic~iic is  11o11-co111riIiulory. ' l ' l~c  
protocol is then modified to extend i t  to a contributory multi-party protocol. 

Sccondly. Diftie-Hellman excliange (DH), a classic two-party kcy ~vecment  protocol is  estcntlctl 
'.O 

lo support multi-party password authenticated key exchange. An estcns~on o f  unpublislicd protocol by 
Steiner et al [12], in which each member shares a different password with t111 ;~ullicntication scrvcr. is 
used. This new protocol provides perfect fonvard secrecy to all playcrs. It is :dso resilient to 
disruptions. The leader w n  disrupt the protocol completely. Any otlier mcmbcr attempting to disrupt tlic 
protocol by sending out a nndom quantity w i l l  not be able to computc the sessio~~ kcy. 

Finally. a fault-tolerant Difie-Hellman exchange on a d-cube is cstcnded to liandlc l i~ilurcs wl i i c l~  
were based on tlie idea proposed by Beeker and Wille [13]. 
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2.2.1 Scnpc 

Password-Based key agreement model perfectly works for small groups. Authcntic:itio~i is done 
outside the I T  system, c.g. the group members authenticate themsclvcs by showing their passport or 
common knowledge. This model does not suffice anymore for more complicatcd cnvironnie~~ts. thougli. 
Groups o f  people who do not know each other or number o f  pcople who want to h:ivc confidential 
exchanges without bringing in knowledge o f  the rest o f  the group bc ;~ble to eavesdrop on the channcl. 
are two csamples. Another problem arises for large groups or groups at differcnt locations. The sccurc 
channcl to distribute the initial password is not available anymorc. I t  secnis that csisting support 
infrastructurc is required to sct up a sccure channcl. 

Key management for established public-key systems rcquircs :I cc~itliilizcd (rusted c~ i t i ty  c i~ l lcd 
Ccrtificatc Authority (CA). The CA issues certificates by binding a public key to a nodc's identity. O w  
constraint is that the CA should always be available because certificates might bc renewed or revokcd. 
I<cplicating thc CA improves availability. tlowcvcr, a ccntral scrvicc goes ;~g;linst the distributed 
structure o f  ad-hoc networks. 

L. Zhou and Z.J. Haas 1141 proposes to distribute trust to a set o f  nodes by lctting thcm sharc tlic 
key manngcment service, in particular the ability to sign ccrtiticatcs. This is done usi~ig tl~rcsliold 
cryptography [15]. An (n, t + I) threshold cryptography scheme allows n partics to sharc the ability to 
perform a cryptographic operation so tbat any t + I parties can perform this opcratio~i.joindy whereas i t  
is infeasible for at most t parties to do so. Using this scheme the privatc kcy k o f  tlic CA is divided into 
n shares (SI, S2, Sn), each share being assigned to each special iiode. Using this sharc a set o f t  + I 
special node is able to generate a valid certificate. As long as t or less special nodes arc co~npromiscd 
and do not participate in generating certificates the service can operate. Evcn it' compromised ;lodes 
deliver incorrect data the service is able to sign ccrtificates. Tbresholtl cryptography c : ~  hc applied to 
well use signature schemes like the Digital Signature Standard (DSS) [ I  61. 

Another approach introduced in [3] presents a self-organized public-key infrastructurc. The system 
rcplaces the centralized C A  by certificate chains. Users issue certificntcs if tlicy arc contident about t l ~ c  
identity. it. if they believe that a given public key belongs to a given user. Each uscr stores a l ist o f  
certificates in its own repository. To obtain the certificate o f  another entity the user builds a certilicatc 
chain using his repository list and implicitly trusted entity's lists, until a path to an entity that has the 
desired certificate in its repository is found. 

2.3. I Scnpc 
The Threshold Key Management system is a way to distributc a public-kcy systcm. For Iiigh-value 

t~insnctions public-key systems are certainly the only way to providc :I satisfactory and lcgal security 
Ihnicwork. Trust should, as much as possible. be based on knowledge. Since two entitics that ncver 
met before cannot have common knowledge - a shared secret - they both have to trust a central entity. 
c.g. a C A  to substitute this knowledge. When a user wants to provc his identity to CA. Iic goes there 
with his public key and shows his passport. The CA proves his identity and then binds his idcntity to his 
public key and signs the certificate. How it  can be done when t l ~ c  CA i s  distributed? The user must 
provc his identity to all special nodes to prevent tbat a conipromiscd notlc passcs on i;~ulty inforrn:itio~i. 
In this case friendship orjust knowing each other is considered as common knowlcdgc. The C A  signs 
certificates without proving the identity, that's why; this modcl cannot be used ibr high-value 
transactions. 

The self-organized public-key infrastructure [3] shows similar proble~ns. To ~nake the system 
bullet-proven. the entity's identity had to be checked in real world before users issue ccrtificatcs. 
Furthermore i t  i s  assumed that the certificate requester trusts cacli nodc in tlic rcco~nmcndntion c l~a i~ i .  
Finally a significant computing power and time i s  consumed to obtain a certificate going through the 
certificate chain. Each node in the chain has to perform public-key operations. first to check t l ~ c  
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rcceived certiticate for authentication (signature verificatio~~) and thcn to sign i t  bctolr forwarding i t  

(signature ge~ieration). This cannot be done in parallel but only one alier the othcr. 
Despite its centralized nature a central CA is preferable for applications witl i higll-security dc~nand. 

To ensure high availability the CA can be replicated. The replicated CA's arc rls secure :IS tlic original 
CA as long as the replication process is not vulnerable to attacks. 'l'l~c privutc kcy o f t l ie  C A  docs not 
gct wcaker after replication. Mucli research has been done r~bout cllicient public-key systems - li1r 

example. a public-key system for mobile systems is presented in (171. 

3. Pro/~~'s"dSvstcrn M o ~ l c l  

lmnginc a situation in which bank customers are standing in e queue and two or tlirce b;~nk 
cniployces are dcaling t l m  in making transactions. The customers II;W to spcnd ;I lot o l ' t in~c and ;11so 
I i i~ve to wait for their turn in the queue. The bank needs more employers for giving bcttcr service to its 
customers. This scenario, both for the bank and tlic customers. call hc iniprovcd by tlcploying ad hoc 
~ietworking using Resurrecting Duckling Policy[5.6]. with some cstcnsions in our itlc;~. I lcrc. we 11:lvc 
also taken inspiration from work o f  D. Balfanz [22]. 

Our idea is elaborated as: A user (Bank custonicr) enters lllc bank, with his hptop or PDA. to 
ph lonn somc transactions. The bank has mounted the ltifrarcd Bar Codc at one side ill tlic bank m ~ t l  
nlso owns a wireless radio link network (e.g. Bluetooth [ I X ]  or 802.1 1). The user or cnstonicr cntcrs the 
bank preniises, would walk up to the Infrared bar code and briefly establish pl~ysical conlact bctwccn 
ilili:~rcd bar code and his laptop or I'DA. This proccss is tcrn~cd ;IS l~rc-crnflrcnfic(~fi~t~~~. wliicli is tlr)iic 
using a link-cnnslnrinc(1 clrcrnnef [22]. During Pre-authentication. their public keys wi l l  bc eschangrd. 
Now the user can sif in the bank preniises and his laptop or I'DA can the11 pcrlbrm standard 
SSVTLS[I9] key excliange witb the bank server over the wireless link (e.g. Bluetooth[ 1 X] or 802.1 1 ). 
since he owns a secret key to perform secure transactions and can establish an autlienticatcd and sccret 
conimunication channel. 

Such an exchange o f  pre-authenticated data ensures the user that he wants to communic:~to wit11 the 
dcvicc (infrared bar code) by using a special. link-constrained side cli:~noel to cscllongc ;I sm;~ll amount 
of cryptogmpllic information. That information can bc uscd lo  ;~utltcnlici~tc sl;utd:trtl kcy cxch;~~ge 
protocols performed over wireless link. 

Oncc the pre-authentication is completed. the devices proceed to establish a sccurc connection 
I)clwccn tlicnl ovcr tlic im in  wirclcss link. To this end. thcy c:ul use iuiy ~sti~bl isI icd (~~lhlic-I\cy-b:l';Ud 
key exchange protocol which requires them to prove possessio~i o f  :I particular pr iwtc key (c.g.. 
SSWLS. SKEME IKE, ctc.). which wil l  corrcspond to tlic public key co~nmi~tct l  l o  in the prc- 
autlicntication step. 

Al icr secret key cxelinnge, the customer or user wi l l  send hisher account number  long will1 thc 
password or sccret code (which can be issued at thc time o f  opening ;UI account in the b:~nk and cnn be 
changed at any time through bank website) to the bank server. The AIC No. plus code or password wi l l  
be encrypted with secret key (Session key) exchanged during pre-autlienticntio~i. Alicr h i s  phase. the 
user can perform his transactions securely over the wireless link (c.g. Uluctoo~h[lX] or 802.1 I ). 

Wc w n  summarize the basic scheme for pre-authentication as follows. 
A )  Pre-authentication over location-limited channel. 

I - X  -Y:H(KU,) 
2- Y - X: H (KUY) 

B) Authentication over wireless channel witli SSUTLS. 

f ' Fin1 phase in which duckling and mother exchange some secret infornlntion ovcr loca~ion-lin~ilcd cl~;~nnct. 
'This notion of location-limited channel was introduced by Stajno and Anderson 13. 41. 21s :I (Wl  ol'"l<csurrcctill~ 
Duckling" model for ad hoc networks. 
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X +Y: TLS-CLIENT-IiELLO 
........... And so on. 

The various symbols denote: 
X: Customer's Laptop 
Y: Bar code dcvice 
KU,'KUy: Public key belonging to X 

and Y respectively. 
I-I(KU,). Ii(KUv): one-way hash o f  

cncoding o f  corresponding keys. 

Communication technologies that have inlierent physical limitations in  tlicir tnnsniissions arc good 
candidates. For example, audio (botli the audible and ultrasonic rangc). which lias limited transmission 
rangc and broadcast characteristics. can be used by a group o f  PDA's in a roo111 to tlcn~onstmtivcly 
iclcntifi each other. For situations that require a single communication endpoint. channels with 
dircctionality sucli as infrared are natural candidates. 

Thc channel be impervious (or resistant) to cavesdropping. For csample. Andcrson and Stajano use 
sccrct data, such as a symnietric key, exchanged across the location-limitcd c11;umcl to allow 
lx~rticipants to autlienticate each other. As a result. that authentication protocol is vulncrable to ;I 
passivc attacker capablc o f  eavesdropping on the location-limitcd cliannel, tlicrcby obtaining tlic sccrcts 
ncccssary to impersonate one o f  the legitimate participants. A location-limitcd channel used to 
cxcha~~ge sucli secret pre-authentication data must therefore be very resistant to eavesdropping. 

We therefore propose that any physically limited channel suitable for demonstrativc idcntification. 
011 which i t  is difficult to transmit without being detected by at least one legitimate participant (human 
or dcvice). is a candidate for use as a pre-authentication channel. Such candidatcs include: contact, 
infrared. near-field signaling across the body, and sound (botli audible and ultrasound). Tlic amount o f  
data exchanged across the pre-authentication channel is only a snlall fraction o f  that scnt across llie 
main wireless link, and so we can use cliannel media capable only o f  low data rates. 

3.2 Aflvcrrrlr~ges cforrr Apl~rurrclr 

Tliis idea o f  pre-authentication lias been generalized to sccure arbitmry pccr-to-peer ad hoc 
interactions using a wide variety o f  key exchange protocols. We l w c  introducctl tlic t~sc o f  Elliptic 
Curve Cryplograpliy and can rcniovc h c  sccrccy rcquircmc~i~s otl I i ~ ~ k - c o ~ ~ s ~ r ; ~ i ~ ~ c t l  c l i ;~n~~cls used 10 
autlicnticate key exchange protocols. More importantly. i t  allows us to exp;~nd the range o f  key- 
cxchangc protocols, which can be autlicnticatcd in  this manncr l o  include ;llmost :~ny sI:l~~d;~rd puhlic- 
key-based prolocol. As a rcsull, this approach can illso bc used with ;III cnorliious riulgc ul' d c v i c w  
protocols and applications (as one o f  them is discussed). 

T l ~ i s  ;~pproach is signiticantly morc sccurc than prcvious ;~ppronchcs; ;IS we l'orcc ;III ;~dvcrs;~ry l o  
~nount an active attack on thc location-constrained channel itself in order to succcssli~lly subvcrt an ad- 
11oc cscliange. Previous approaches (eg.. use o f  unauthenticated Ditlie-I-lcllnian kcy cscllangc) an: 
citlicr vulnerable to either active attacks in the main wireless channel. or. i n  thc wsc 01' A~idcrson i111d 
Stilja~io [5.6], to passive (eavesdropping) attacks in the location-limitcd side cliiin~icl. 

.?. 1.2 Advrrrttrr~es rf Pre-rrrrllrerrticr~fio~r 

Because legitimate participants .would only conimuaicate with cntiiics lion) which they hsd 
rcccivcd pre-authentication data, we would now require an attacker to perform an aclivc attack - to bc 
nblc to transmit -not only in the main wireless medium, but also in the loc;~tion-limilcd c l ia~~ncl .  
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Uccausc of the physical limitations of tmnsniission on location-limited C I I ~ I I I I C I S .  i l  is significantly 
harder tbr all attacker to passively eavesdrop on them, not to melition to :ictivcly tmnsmil. 

For such an active attack to succeed, the attacker milst not only tmnsniit 011 tlic location-limitcd 
clianncl, but must do so without being detected by any legitimate participant. 

The dificulty of monitoring a pre-autlicnticatio~i for sucli unwanted particip;~tio~~ dcpends on tlic 
iypc oScll;~~incl uscd and the number of Icgitimatc parties involvctl. 'l'l~c iiiorc dircctctl t l ~ c  cli;~~lncl ; ~ n d  
[he smaller the number of parties, tlie easier it is to monitor. Note that. bccausc ol' the physical 
limitations of the cliannels used and this monitoring requirement. it is only possiblc to use our 
Iccliniqi~cs to prc-;i~tIic1itica1c dcviccs that arc pl~ysically co-loca~ctl i i ~  [he time of lirst i~itrotluctio~~. 

3.3 U.slr,ye ojElliplic curvc cryp?o,yrorplry 
Elliptic curve cryptography was proposed by Victor Miller[23] and Neal Kobli~z 1241 in the 

mid 1980's.Now Elliptic Curve ~ r y ~ t o g r a ~ l i ~  (ECC) has evolved into a mature public-key 
cryptosystem. Extensive research has been done on the underlying math, its security strengtli. i~nd 
cfticicnt implementations. 

Elliptic curves are curves that are formed as a solution to the following equation: 

Wlicrc x and y for111 ficld elements, which can be complcx. rcal. i~~lcgcrs. polynomi:~ls. or normal 
basis. The lield composed of points P=(xi. yi) which solvc tlic above cqi~atio~i form tlic Ibundatio~i of 
clliptic curvc cryptography. 

At the foundation of every public key cryptosystem is a hard mathcmatical problcm that is 
computationally infeasible to solve. For instance, RSA and Diffie- Iicllman rely on tlic hardness of 
integer factorization and the discrete logarithm problem respectively. Unlike these cryptosystem that 
operatc ovcr integer fields, the Elliptic Curve Cryptosystems (ECC) operates ovcr points on an clliptic 
c11rVe. 

Elliptic curve cryptography [23.24. 25. 261 provides a niethodology for obtaining high-speed. 
cfticic~it. and scalable implementations of network security protocols. The security of these protocols 
dcpends on the difficulty of computing elliptic curve discrete k~p~r i lhn l  in the elliptic c ~ ~ r v e  group. The 
group opcrations utilize the arithmetic ofpoinu that are elements of the set oi'solu~ions of an elliptic 
curvc equation defined over a finite field. The arithmetic of elliptic curve operations dcpends on thc 
;~rithnictic on the underlying finite field. The standards suggest tlie use of ti@) and tiF(2"k ). 

The security of ECC relies on the hardness of solving tlic Elliptic Curve Discrete Logari~hm 
Problem (ECDLP), which states that given P and Q = KP, it is hard to tind k. While :I brute-force 
approach is to compute ail multiples of P until Q is found, k would be so large in a real cryptographic 
application that it would be infeasible to determine k in this way. 
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Key Exchange Using El l ip t ic  C u r v c  

Client Scrvcr 

u 
PubllcXey Generation 

(PrivateXey*Base- 
a 

Public-Key Generallon 
Polnt) (Private-Key*Baso_ 

Polntl 

111 our approach, we have integnted ECC into the Secure Socket Laycr I'rotocol. Wc chose SSL 
bccausc it is [he most popular and trusted security protocol on tlic Wch. 111 the ibrm of I IITPS (tlTTP 
sccurcd using SSL), SSL is single bandedly responsible for the widespread adoption ofc-comtnerce and 
Inany emerging wireless devices too now have SSL capabilities. 

We have added ECC support to OpenSSL[27]. the most widely used open source 
implcmcntation of SSL. We have used tlie OpenSSLO.9.6b cryptograpl~ic l ibmy for our 
iniplcmentation. We selected ECC in place of RSA because ECC otkrs  the highest strength per bit of 
ally known public-key cryptosystem. ECC not only uses small keys for cquivalcnt strcliglh comparcd to 
traditional public key cryptosystems like RSA, tlie key size disparity grows a sccurity needs incrcasc. 
This makes it especially attractive for constrained wireless deviccs bccausc smallcr kcys rcsult i n  
powcr. bnndwidlh and computalional savings. 

111 this paper, wc hnvc proposcd a sccurc. cllicicnt ;IMI uscr-li%mlly solul io~~ to our I X I I I ~  
~r;lnsaclion problem (and to tlie problem of authentication in local ;id hoc wircless networks in gcncral. 
for wliicl~ our bank scenario merely serves as example.) 

4. Implementation 
Wc havc divided our work in to t h e  major areas. Tbc lirst stcp is to i~nplcmc~ll cscllangc ol' 

prc-authentication data. We have exchanged hash of public kcys. I-lash code is gcncratctl by wing SI IA. 
I'ubliclPrivatc key pair is generated by using RSA but later we llitvc i~nplemcnted K C  1211 Ibr this 
purpose. as it is more suitable for small devices. 
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III sccond stcp, wc liave iniplcmcntcd SSL ibr coniplctc cscli;~ngc ol'kcys :i11d ~Iicsc keys iirc 
;~utl~cnticatcd by using pre-authentication data. 

For tlicse two steps we liavc used socket programming. l'lic scrvcr sockcts listcns for ;I 
connection on both location-limited cliannel and tlie primary link, but only adnlits primary-links 
conncction froni clients, who have performed prc-autlienticatio~i OII location-limited cl~n~lncl.  Currently 
wc liavc used serial cable for location-limited channel. 

.flit third step is to transfer data froni client to scrvcr. f o r  this purposc wc liavc utilizcd 
Microsoft Acccss for database and tliis whole framework is implemented in VC++I,. 

5. Future Work 
The scheme presented has distinct advantages over traditional autIicntic;~tion and sccurity 

niodcls. We are focusing our future work on different scenarios relating to sccurity and ;~utlicntication 
~problc~ns, keeping in view tlie bandwidtl~co~istrai~icd media and coniputation limitcd devices. 

' Now we are going to implement our work by utilizing Bluctootli tlcvices. '1.0 sliow actual 
Iransactions wc arc using PHP and MySqI. Our work wi l l  niainly focus on uppcr I:iycrs (c.:. IWCOMM 
layer. SUP. L2CAP ctc.) o f  Bluctootli by using opcn sourcc codc o f  Uluctooth dcvicc drivcr in Linus. 

6. Conclusion 
Tl~crc  is no any single authentication model wliicli ensures autlicnticatio~i in cvcry cnvironment. 

Whilc for a group meeting in small conference room tlie Password-based key cxcli;~ngc w i l l  work 
pcrfcctly, for a network defined by li ienrcliy o f  trust rclationsliips. tlic Resurrecting-Duckling policy is 
;III idc;~l altcrnativc. For guaranteed sccurc transaction ccrtainly tlic clmicc is to usc public kcy systcln 
involving tlie hassle o f  group certificates. 

In tliis paper we have presented new approaches for peer-to-peer autlicntication in  mobilc ad 
hoc networks. We liave constructed our schcma on previous work by Andcrson, Slajnno and otlicrs, :uid 
presented to perform pre-authentication over location-limited channels. Our schema is public kcy 
infrastructure less and resolves naming problem that plagues traditional authentication systcms. 

Uniquc location-limitcd cl~anncls: Instead o f  limiting tlic conccpt of' imprinting a duckling 
dcvicc with its mother's secret kcy. wc proposc to use location-limilcd clianncl to bootstrap a witlc 
rangc o f  kcy-exchange protocols. This approach can be experinicntcd to audio, inli;~rcd. and contact- 
buscd chnnnels, but other mcdia arc ccrtainly imaginablc. 

Composcd prc-autlientication protocols: we providc a composed rccipc ibr c~iliancing existing 
key cscliangc protocols with a prc-authentication step. And we explained how pessivc :is wcl l  as activc 
attacks can bc dctcctcd by human uscr or by the system. 

N o  depcndcncy on Public key infrastructure: Key cxcliangc and key agrcc~ncnt protocols 
dcpcnd on autlicntication step to verify tlie uscr. We have suggested a way to solve this problem. A 
rcliance on pre-existing third party naming and trust infrastructures is unnecessary if onc can brietly 
bring communicating partics within closc physical proximity. In such a case. our prc-;~utlicnticatio~i 
protocols call. be used in place o f a  PKI. 
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