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Abstract

In the present global environment, the threats to computer systems and critical 

infrastructure have increased as never before. The misuse of digital devices in eveiy day 

life is common example of crime that may be locally or remotely from global 

environment. Cyber crime is a major threat to global peace, security and stability, which 

affect individual country, organization, company and corporate environment at different 

levels and ways.

Computer forensics is an emerging research topic it is a sub field of information 

security. Several digital forensics investigation models are used for forensic investigation. 

Set of procedures are used by modification in previous model without concentration on 

information process flow, chain of custody and standardization. In existing models, less 

work has been done on Integrity of Data / Information and Documentation (in Pakistan’s 

perspective). The existing models typically concentrate just a part of the investigative 

method and not provide a universal view of the total investigation process. This research 

studied the discipline of Digital Forensic from the prospective of enhancing data integrity 

and documentation procedure for digital forensics investigation model (in Pakistan’s 

perspective). In proposed model, a new phase i.e. hypothesis is introduced. Data integrity 

and documentation procedure is proposed to continue throughout the proposed model. At 

every phase, hash or backup of drives is taken along with chain of custody. Procedures, 

methodologies, policies and rules to overcome cyber crime and safety measures to save 

digital evidence / crime scene are an important part of the proposed model.



T able o f  C ontents  

1. Introduction 1

1.1 Forensics.......................................................................................................................1

1.2 Digital forensics........................................................................................................... 1

1.2.1 Definition of digital forensics........................................................................2

1.2.2 Digital evidence.............................................................................................. 2

1.2.3 Sources of digital evidence ........................................................................... 2

1.3 Areas of digital forensics............................................................................................2

1.3.1 Computer forensic............................................................................................3

1.4 Implementation of digital forensics........................................................................... 3

1.5 Evolution of digital forensics......................................................................................3

1.6 Digital forensics principles and methodologies........................................................4

1.6.1 Digital forensic investigation model.............................................................. 4

1.6.2 Tools...........................................!.....................................................................5

1.6.2.1 Forensic toolkit....................................................................................6

1.7 Federal government organization policy...................................................................6

1.8 Cyber laws in Pakistan................................................................................................ 7

1.8.1 Electronic transactions ordinance, 2002......................................................... 7

1.8.2 Prevention of electronic crimes ordinance...................................................... 7

1.8.3 Investigation for fair trial act, 2013.................................................................7

1.9 Outline of dissertation................................................................................................ 8

2. Literature survey............................................................................................................ 10

2.1 M. Pollitt model.........................................................................................................10

2.2 Kruse and Heiser model............................................................................................ 12

2.3 America’s department of justice model...................................................................13

2.4 Digital forensic research working group model...................................................... 14

2.5 Reith, Carr and Gunch model...................................................................................15

2.6 Sundresan Penimal model........................................................................................ 16

2.7 Palantir model............................................................................................................ 18

2.8 A generic model for network forensics...................................................................18



2.9 National response centre for cyber crime procedure guide..................................19

2.10 Proactive and reactive digital forensics investigation process............................. 20

2.11 Improving chain of custody in forensic investigation of electronic digital 

systems........................................................................................................................20

2.12 Digital forensic standards.......................................................................................21

3. Problem domain.............................................................................................................. 23

3.1 Problem scenario........................................................................................................23

3.1.1 Modification in previous model....................................................................24

3.1.2 Similar approaches in models.......................................................................24

3.1.3 Concentration on different areas of the investigation.................................24

3.1.4 Concentration on sufficient evidence collection......................................... 24

3.1.5 Focus on technical implementation of the investigation process...............25

3.1.6 Focus on efficiency and accuracy of evidence........................................... 25

3.1.7 Information process flow.............................................................................. 25

3.1.8 Chain of custody............................................................................................25

3.1.9 Limited scope of the model........................................................................... 26

3.1.10 Lack of standardization................................................................................. 26

3.2 Problem statement......................................................................................................26

3.3 Research objective.................................................................................................... 26

4. Proposed solution............................................................................................................ 28

4.1 Main features of proposed model............................................................................ 28

4.1.1 Concentration on all phases of model.......................................................... 28

4.1.2 Documentation and chain of custody........................................................... 28

4.1.3 Data integrity................................................................................................. 29

4.1.4 Iteration in phases.......................................................................................... 29

4.1.5 Information flow............................................................................................ 29

4.1.6 Proposed model.............................................................................................. 30

4.2 Awareness.................................................................................................................. 31

4.3 Preparation................................................................................................................. 31

4.4 Reporting.....................................................................................................................32

4.5 Authorization............................................................................................................. 32



4.6 Planning..................................................................................................................... 33

4.7 Notification................................................................................................................ 33

4.8 Identification.............................................................................................................. 34

4.9 Preservation................................................................................................................ 34

4.10 Search and seizure.....................................................................................................35

4.11 Collection.................................................................................................................. 35

4.12 Transportation...........................................................................................................36

4.13 Storage.......................................................................................................................36

4.14 Examination.............................................................................................................. 37

4.15 Analysis......................................................................................................................37

4.16 Hypothesis................................................................................................................. 38

4.17 Presentation............................................................................................................... 38

4.18 Proof / Defense.........................................................................................................39

4.19 Archive.......................................................................................................................39

5. Im plem entation............................................................................................................... 41

5.1 Step 1 Documented procedure for awareness........................................................ 41

5.2 Step 2 Preparation for incident.............................................................................. 41

5.3 Step 3 Reporting of incident........................................................... .......................42

5.4 Step 4 Finding of incident.......................................................................................42

5.5 Step 5 Authorization for investigation...................................................................43

5.6 Step 6 Planning to start investigation....................................................................43

5.7 Step 7 Notification for investigation......................................................................44

5.8 Step 8 Identification of incident location.............................................................. 44

5.9 Step 9 Preservation of crime scene......................................................................... 45

5.10 Step 10 Selection of source drive for image.......................................................... 45

5.10.1 Step 10.1 Evidence item information........................................................ 46

5.10.2 Step 10.2 Creation of image....................................................................... 46

5.10.3 Step 10.3 Verification of image.................................................................47

5.10.4 Step 10.4 Verified results........................................................................... 47

5.11 Step 11 Storage and transportation of evidence....................................................48

5.12 Step 12 New case startup........................................................................................48

xn



5.12.1 Step 12.1 New case information................................................................49

5.12.2 Step 12.2 New case examiner information...............................................49

5.12.3 Step 12.3 Selection of options for new case............................................ 50

5.12.4 Step 12.4 Evidence processing options.....................................................50

5.12.5 Step 12.5 New case refinement.................................................................51

5.12.6 Step 12.6 Addition of evidence.................................................................51

5.12.7 Step 12.7 Selection of evidence.................. .............................................52

5.12.8 Step 12.8 Information related to added evidence.....................................52

5.12.9 Step 12.9 Name, type and source of evidence........................................ 53

5.12.10 Step 12.10 Completion of setup............................................................. 53

5.12.11 Step 12.11 Processing of evidence......................................................... 54

5.12.12 Step 12.12 Results after processing....................................................... 54

5.12.13 Step 12.13 Deleted file list......................................................................55

5.12.14 Step 12.14 Deleted file information....................................................... 55

5.12.15 Step 12.15 Selection of file......................................................................56

5.13 Step 13 Report wizard............................................................................................. 56

5.13.1 Step 13.1 Case information for report........................................................ 57

5.13.2 Step 13.2 File overview............................................................................. 57

5.13.3 Step 13.3 Evidence list............................................................................... 58

5.14 Step 14 Formulation of hypothesis.......................................................................58

5.15 Step 15 Preservation of finding.............................................................................. 59

5.16 Step 16 Proof and defense.......................................................................................59

5.17 Step 17 Archive........................................................................................................60

6. Results and discussions...................................................................................................61

6.1 Hypothesis.................................................................................................................. 63

6.1.1 Observation.......................................................................................................64

6.1.2 Hypothesis formulation....................................................................................64

6.1.3 Prediction..........................................................................................................65

6.1.4 Testing and searching...................................................................................... 65

7. Conclusion and future work.........................................................................................69

7.1 Recommendation.......................................................................................................69

xni



7.2 Future work............................................................................................................... 70

8. References......................................................................................................................... 71



List of Figures

Figure 2.1: M. Pollitt model................................................................................................... 11

Figure 2.2: Path of digital evidence.......................................................................................12

Figure 2.3: Kruse and Heiser model......................................................................................12

Figure 2.4: America’s department of justice model............................................................. 13

Figure 2.5: Digital forensic research working group model................................................14

Figure 2.6: Reith, Carr and Gunch model............................................................................. 16

Figure 2.7: Sundresan Perumal model...................................................................................17

Figure 2.8: A generic model for network forensics............................................................. 19

Figure 4.1: Proposed model....................................................................................................30

Figure 5.1 Step 1: Documented procedure for awareness........... ...................................... 41

Figure 5.2 Step 2: Preparation for incident........................................................................... 41

Figure 5.3 Step 3: Reporting of incident............................................................................... 42

Figure 5.4 Step 4: Finding of incident...................................................................................42

Figure 5.5 Step 5: Authorization for investigation.............................................................. 43

Figure 5.6 Step 6: Planning to start investigation................................................................ 43

Figure 5.7 Step 7: Notification for investigation..................................................................44

Figure 5.8 Step 8: Identification of incident location..........................................................44

Figure 5.9 Step 9: Preservation of crime scene.....................................................................45

Figure 5.10 Step 10: Selection of source drive for image....................................................45

Figure 5.10.1 Step 10.1: Evidence item information........................................................... 46

Figure 5.10.2 Step 10.2: Creation of image..........................................................................46

Figure 5.10.3 Step 10.3: Verification of image....................................................................47

Figure 5.10.4 Step 10.4: Verified results.............................................................................. 47

Figure 5.11 Step 11: Storage and transportation of evidence............................................. 48

Figure 5.12 Step 12: New case startup...................................................................................48

Figiu-e 5.12.1 Step 12.1: New case information....................................................................49

Figure 5.12.2 Step 12.2: New case examiner information...................................................49

Figure 5.12.3 Step 12.3: Selection of options for new case.................................................50

Figure 5.12.4 Step 12.4: Evidence processing options........................................................ 50



Figure 5,12.5 Step 12.5: New case refinement.....................................................................51

Figure 5.12.6 Step 12.6: Addition of evidence.....................................................................51

Figure 5.12.7 Step 12.7: Selection of evidence................................................................... 52

Figure 5.12.8 Step 12.8: Information related to added evidence........................................ 52

Figure 5.12.9 Step 12.9: Name, type and source of evidence............................................. 53

Figure 5.12.10 Step 12.10: Completion of setup..................................................................53

Figure 5.12.11 Step 12.11: Processing of evidence............................................................. 54

Figure 5.12.12 Step 12.12: Results after processing............................................................ 54

Figure 5.12.13 Step 12.13: Deleted file list.......................................................................... 55

Figure 5.12.14 Step 12.14: Deleted file information........................................................... 55

Figure 5.12.15 Step 12.15: Selection of file.........................................................................56

Figure 5.13 Step 13: Report wizard.......................................................................................56

Figure 5.13.1 Step 13.1: Case information for report.......................................................... 57

Figure 5.13.2 Step 13.2: File overview................................................................................. 57

Figure 5.13.3 Step 13.3: Evidence list...................................................................................58

Figure 5.14 Step 14: Formulation of hypothesis...................................................................58

Figure 5.15 Step 15: Preservation of finding........................................................................59

Figure 5.16 Step 16: Proof and defense................................................................................ 59

Figure 5.17 Step 17: Archive................................................................................................. 60

Figure 6.1: Four phases of hypothesis...................................................................................64

Figure 6.2: Hash value information of USB drive image.................................................... 66

Figure 6.3: Deleted file hash value information through FTK........................................... 67

Figure 6.4: Hash value of file taken from image of evidence..............................................68



List of Tables

Table 2.1: Digital forensic investigation models................................................................. 22

Table 6.1: Analysis of phases in proposed and existing rhodels......................................... 61

Table 6.2: Mapping of studied forensic models to the proposed model.............................63

xvn



Chapter 1

Introduction



1. Introduction

To enhance productivity, output and security in every sector of every economy, 

computer/internet is used as tool. The digital technologies are used as criminal tool in 

recent era which may be used to perpetrate unlawful activities because criminal groups or 

individual know and learn in-depth technical knowledge.

In present Global Era, Cyber-crime is becoming more organized and transnational 

business due to availability of high technology skills available online for rent or free of 

cost, to individuals or groups or nations. Officials in organization and industry experts 

agree that Cyber-crime and Cyber-attack services are available to criminals due to which 

seciuity threat to organization, nation and intemational peace is growing as never before 

[2].

It is also clear that race between criminals and law enforcement is never ending 

field. In order to overcorhe cyber criminals, the investigators, security experts and law 

enforcement agencies must use well defined and consistent forensic procedures to 

develop such tools that cover all areas of forensic analysis and models.

1.1 Forensics

“Forensics is the application o f  scientific methods in criminal investigations, ft is 

a unique field  o f  study that draws from all areas o f  science [ 4 f \  Basically Forensic is a 

Latin Word which means “to bring into Court or Forum or Jewry”.

1.2 Digital Forensics

“According to academia Digital Forensics is said a discipline o f  science. 

Therefore digital forensics is a combination o f research in the area o f computer 

hardware and software that use and provide way to Digital Forensics fo r  community 

development [4] ”



1.2.1 Definition of Digital Forensics

“Digital Forensics is the collection, preservation, analysis and presentation o f  

digital evidence that is admissible in a court o f  Law, usable fo r  Organization internal 

Disciplinary Action or Hearing, internal Incident reports and helping or assisting further 

investigations [1]

1.2.2 Digital Evidence

“Digital evidence is a digital data which is used to rebuild past events or action and 

shows control o f  Digital data. Digital evidence may be defined as information stored or 

transmitted in binary form that may be relied upon in court [18]

Through Digital Evidence, we come to know the use or misuse of IT infrastructure 

and services, and how policy is violated which result in illegal activity [1].

1.2.3 Sources of Digital Evidence

“Sources o f  Digital evidence are Hard Disks, Tapes, Firewall, Proxy, External or 

Removable media, Intrusion Detection Systems, software application. Audit log files, E- 

mails. Database system, Mobile Devices, Web servers, Captured Network traffic [1]”.

1.3 Areas of Digital Forensics

“The main areas o f  Digital Forensics are Computer Forensics (Hard disk, 

removable media), Network Forensics (network intrusion). Software Forensics 

(malicious code, malware) and Live System Forensics (compromised hosts or system) 

[1 ]-



1.3.1 Computer Forensic

A commonly referenced definition of computer forensics is that it “involves the 

preservation, identification, extraction, documentation and interpretation of computer 

data” [19].

“Computer Forensic studies how computer are involved in the commission o f  

crimes. In cases ranging from accounting fraud to blackmail, identity theft and child 

pornography [4]”. Usage of computer forensics in different areas is vast and growing 

field. Computer forensic is used in litigation, educational fields, research and in corporate 

world. In different field of life computer forensics is taught to improve the utilization.

1.4 Implementation of Digital Forensics

Digital Forensics is implemented in Law Enforcement, Military, Government 

Agencies, Law and Private Forensic Firms and Corporate Organization. Internal demands 

and External Factors are driving the implementation of Digital Forensics importance 

within organizations so that to fulfill legal and regulatory requirements. Every 

organization has specific requirements for Digital Forensics [1].

The corporate world use digital forensics for civil litigation and trying to discover 

how employees have been using corporate network.

1.5 Evolution of Digital Forensics

In the evolution of digital forensics computer scientists, law experts, intelligence 

persons, network administrators, program developers and academia play an important 

role. According to experts, digital forensics is still an evolving area of science. It is one of 

the most powerful and intrusting investigative technique.



1.6 Digital Forensics Principles and Methodologies

Digital forensic is a growing community of professional involved in digital 

forensic industry. Basically it is free for all to access and to use, due to which digital 

investigation and crime crosses international and language borders and provide a single 

global virtual environment. Anyone can access and use / misuse resources from any 

comer of the world to other without any permission or visa as in human case to cross 

border, which results the cyber crime[21].

‘̂Digital Forensics experts face practical, lawfiil, operational, criminal and 

technical difficulties/challenges due to new technological modernism and complexity o f  

cyber criminals activities which result Digital Forensics principles and methodologies 

evolve. Digital Forensics principle means a complete and basic law, set o f  guidelines or 

ruling while a procedure is a exacting way or method o f accomplishing somewhat or o f  

activity [3]”.

Digital forensics is necessary for successful trial or understanding of digital crime. 

The main reason of emergence of digital forensics is incidents of criminal, illegal, 

unauthorized and inappropriate behaviors. The investigation process has to be able to 

retrieve the digital evidence, which is acceptable at any forum. Forensics methodologies, 

techniques, procedures and models / framework play an important role in digital forensics 

world. There are a number of necessary points to be performed for successfiil digital 

forensic investigation. Proper documentation in digital forensic investigation plays a vital 

role to maintain integrity of digital evidence.

1.6.1 Digital Forensic Investigation Model

Different digital forensic investigation models have been developed so that 

systematic and planned examination process of digital evidence may be carried out. The 

model should provide a clear picture to digital evidence examiners or investigators. 

Digital forensic model provides principles, procedures and ways to investigate digital



crime. In the model there are number of phases or steps or stages which should be 

adopted by victim of crime, first responder, investigator, examiner and all other persons 

who are directly or indirectly involved in investigation process.

Comprehensive digital forensic investigation model should provide standardized 

terminology, define requirements, standard operating procedures and guidelines to 

develop new tools and be able to fulfill requirements of future technology.

According to literature, over hundreds of digital forensics models are developed 

in different area of world. Majority of digital forensics investigation models are 

developed on the basis of technology and tools for investigation available in market. 

Some organizations have developed there own models on the basis of their requirements 

and intemal laws. Most models are developed to fulfill the requirements for specific 

device investigation, with the result that a new model has to be developed as technology 

of device change.

1.6.2 Tools

The term “tool” is used to describe analytical methods and procedures, and the 

method used to facilitate that analysis, which mean “anything used regularly in the course 

of a particular profession or occupation” [22, 23]. Tool may be defined as “any 

instrument which conveys some advantage to its user in the execution of a task” [23]. 

There is no single definable set of tools that encapsulates all the technology that is 

required for examination or analysis. Digital forensic investigator use different tools to 

search, examine, analyze, compare and back up digital evidence.

A research is going on to define the toolkit methodology, each toolkit procedure is 

correct in its own way but researchers agree that a principled approach is required to 

develop tool. Standards are emerging that do not dictate the equipment but the process or 

steps must be followed for tool development and forensic investigation [23]. Both open



source and licensed tools are available for digital forensics investigation. A periodic 

update in tools development procedure is required as technology emerges.

Forensic tools are categories into combinatorial or multifunction tools and single 

function tools. Forensic toolkit, EnCase, Pro Discover, SMART, Sleuth Kit, Pyflag and 

Nuix Desktop/Enterprise are popular tools. Other forensic supporting software are 

Imaging tools, ByteBack, DriveSpy, SafeBack, X-Ways Capture, Paraben Replicator, 

Norton Ghost [23].

1.6.2.1 Forensic toolkit

"Forensic toolkit ® (FTK is familiar around the information technology world 

as the standard in computer forensic software. This software supports to perform 

complete, technical and comprehensive computer forensic analysis and examinations 

[25]. FTK® provides features to support powerful filtering methods and searching 

functionality, and is accepted by law enforcement agencies and professionals serving in 

corporate security as the important forensic tool [25]

1,7 Federal Government Organization policy

For improvement of efficiency in governments offices GoP enforces different 

government organizations, officials and their employees to use different information 

technology tools. According to policy, officials are allowed to get expertise to 

communicate with public to perform duties in a batter way. To use electronic tools and 

services. Cabinet Division of Government of Pakistan -  with the consultation of various 

stake holders, technical and security related organizations -  has formulated a policy 

framework for organizations to support organizations, ministries, divisions, individuals to 

take benefit from information technology tools. It is also the part of policy to take such 

security measures to ensure that national security is not violated. The policy provides 

guidelines for usage of IT infrastructure, periodic technical audit to maintain security and 

ensure departmental security standards [26]”.



1.8 Cyber Laws in Pakistan

There are different laws which are'promulgated in Pakistan. These laws not only 

deal with crime of internet but with all dimensions related to computer, network and 

digital devices.

1.8.1 Electronic Transactions Ordinance, 2002

Electronic Transactions Ordinance, 2002 was the first IT relevant legislation 

introduced by national lawmakers. It is the first step and a solid foundation for legal 

sanctity and protection for Pakistani e-commerce locally and globally. There are forty 

three sections in this ordinance. It deals with areas relating to recognition of electronic 

documents, records, information, communications and transactions in electronic form, 

accreditation of certification service providers and formatters connected therewith [28].

1.8.2 Prevention of Electronic Crimes Ordinance

Prevention of Electronic Crimes Ordinance deals with the electronic crimes 

included cyber terrorism, unauthorized acts with respect to information systems, establish 

related offences, provides mechanisms for investigation, prosecution, trial and 

intemational cooperation [29]. It will apply to every person who commits an offence, 

irrespective of his nationality or citizenship. Every respective offence under this law has 

its distinctive punishment which can be imprisonment or fine.

1.8.3 Investigation for Fair Trial Act, 2013

Investigation for Fair Trial Act, 2013 provides investigation for collection of 

evidence by means of modem techniques and devices to prevent and effectively deal with 

scheduled offences and to regulate the powers of the law enforcement and intelligence 

agencies and for matters connected therewith [30].



1.9 Outline of Dissertation

The chapter 1 of thesis is introduction. It includes the overview of Digital 

Forensic, different areas, sources, evolution, implementation, principles/methodology, 

models and tools used for Digital Forensic are discussed in detail. Also the need of 

Digital Forensic Investigation Model and phases are discussed.

Chapter 2 is literature survey; it provides a comprehensive exploration of the 

literature and it discusses the researchers’ previous research work in Digital Forensic 

Investigation Model.

Chapter 3 consists of problem domain and objective of research. The main 

problem of digital forensics on which this research work focuses is explained in detail 

and objectives related to this thesis.

Chapter 4 consists of proposed solution; a new Digital Forensic Investigation 

Model is proposed which will enhance data integrity and documentation procedure. Some 

new phases are propped in this solution.

Chapter 5 is implementation methodology of proposed model; in this chapter 

different steps have been taken one by one to implement the proposed model in a way 

that data integrity and documentation procedure may not compromise. Forensic toolkit ® 

and FTK Imager are used.

Chapter 6 is results and discussion; in this chapter analysis of different phases of 

proposed model with studied models is discussed along with terminology and then phases 

of hypothesis is given and data integrity issues are discussed.

Chapter 7 consists of conclusion and future work in the studied area; in this 

chapter I have concluded my research work and a few necessary future issues are 

discussed for further enhancement in digital forensics area.



Chapter 8 is references; it includes complete list of references which have been 

discussed and studied in our research work.



Chapter 2

Literature Survey



2. Literature Survey

An important job before starting a research work in any science field is review of 

the related material in that area. So I have completed the same work as per criteria. For 

the purpose of literature survey I have studied research papers, articles, thesis, books, 

guidelines, reports and standards etc. to decide what has been done so far in the field.

The goal of literature review is as under:

• Understanding of search area to collect relevant literature

• Formulation of the research questions

• Evidence gathering for existing research area

• Identification of research gaps in literature

• Identification of future direction in field

Many researchers, authors and forensics investigators have prepared a lot of 

Digital Forensic Investigation Models in literature. Those models which I have studied 

during our research and satisfied our criteria are as follows:

2.1 M. Pollitt Model [5]

The early methodology for computer forensic was suggested by M. Pollitt in 

1995. In this paper the term computer forensic is defined and discussed that how digital 

media fulfill the legal requirements for acceptability of paper based evidence. Paper 

suggested a method that how to deal with potential evidence. In paper based world all 

parties accept the law which is mutually updated, understood and acceptable by all the 

concerns parties these are four steps methodology which include acquisition, 

identification, evaluation and admission of evidence in court.



Fig 2.1:M. Pollitt Model [5]

In case of digital evidence a person who can explain the mechanism of 

acquisition, identification and evaluation so that it may be tested for reliability and 

acceptance. When these four steps were apphed to digital evidence a new set of problems 

arrived, like:

• What this binary form of data means and represents, from where did it 

come from?

• A binary data file requires conversion in the form of a program which is 

human readable.

• Evaluation of electronic context of a file.

In digital paradigm the digital evidence is invisible to the human eye; therefore, a 

tool should be used to make evidence visible for every human eye. The process to make 

evidence visible requires the use of tools or knowledge; therefore, it is suggested to 

prepare complete documentation to make evidence reliable and repeatable. It was further 

proposed to make all process of digital evidence gathering mechanism more 

understandable to the member of court.



The outcome of these steps was media, data, information and evidence. This was 

first step toward digital evidence. Computer Forensic process was mapped to 

documentary evidence. No framework or principle was suggested in this paper.

Media

Physical 
V. Context

1
Data

Logical ^  
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r Legal 
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Fig 2.2: Path of digital evidence [5]

2.2 Kruse and Heiser Model [13]

The model proposed by Kruse and Heiser (2001) consist of three step forensic 

methodology, which is also referred as the “Three A’s of Computer Forensics 

investigation”. The given stages were acquiring evidence, authenticating evidence and 

analyzing evidence. Three A ’s model provide techniques to solve crime cases at that 

time. According, to this model computer forensic was coherent application of 

methodological investigation technique to solve crime cases. This model was dependent 

on specific technology because forensic issues related to UNIX and Windows NT/2000 

operating systems were thoroughly discussed. No information flow and data integrity 

issues were discussed.

Fig 2.3: Kruse and Heiser Model [13]



2.3 America’s Department of Justice Model [14]

To investigate electronic crime scene America’s department of justice (DOJ) 

proposed a process model which was a guide for first responders, by adding a new 

component called reporting to “Kruse and Heiser model”. It included collection, 

examination, analyzing and report phase. This was a guide to first responders. In this 

model, firstly forensic procedure was identified and then was discussed how to support it. 

In this paper, traditional physical forensic method and knowledge was applied to digital 

electronic evidence. The process given in this model was generic and has capacity to be 

used for most digital devices. In this model, three things regarding evidence were 

discussed: first location of evidence where possibly it presence, secondly type of crime 

which is possible with that evidence and lastly the types of evidence that may be present 

on electronic devices. The analysis of this model looks as the product of examination 

phase and was improperly defined. Examination and Analysis phases were confusing.

Fig 2.4: America’s Department of Justice Model [14]



2.4 Digital Forensic Research Working Group Model [8]

Digital Forensic Research Working Group (DFRWS) developed a model having 

seven stages. The basic stages were identification, preservation, collection, examination, 

analysis, presentation and decision. This was a comprehensives model as it suggested 

new stage i.e. presentation. A very unique and important thing of this model was that it 

was not developed by law enforcement. This model was developed by a group of experts 

which was lead by academia. This effort was accepted by scientific community and they 

became aware of challenges of digital forensic. DFRW pointed out that “analytical 

procedures and protocols are not standardized nor do practitioners and researchers use 

standard terminology”. This was a generic model which was used for all digital systems 

present at that time. It was so simple to provide tool requirements and test procedures.

Fig 2.5: Digital Forensic Research Working Group Model [8]



2.5 Reith, Carr and Gunch Model [9]

Reith, Carr and Gunch improved the model and proposed an Abstract model of the 

digital forensic procedures by adding three new stages. The stages in this model were 

preparation, approach, strategy, preservation, collection, examination, analysis, 

presentation and returning evidence. An abstract model of the digital forensic procedure 

was given after exploring the development of the digital forensic process, their 

comparisons, analysis and contrasts four particular forensic methodologies. This model 

addressed some of the shortcomings of previous models.

This model focused in-depth investigation procedures. The dependency of this model 

was not on any electronic crime and also on particular technology available at that time 

but provided no easy method for testing the model. Chain of custody during the 

investigation was missing. Categories of the model were defined too general for practical 

use.



Fig 2.6: Reith, Carr and Gunch Model [9]

2.6 Sundresan Perumal Model [7]

Sundresan Perumal proposed a “Digital Forensic Model Based on Malaysian 

Investigation Process”. This was based on Malaysia Cyber Law. Fragile evidence 

collection phase, data collection phase and analysis phase were more focused in this 

model. The given model composed of seven stages including planning, identification,



reconnaissance, analysis, result, proof and defense and diffusion of information. Malaysia 

Cyber Law was in focus in Sundresan model in all investigation processes. Very little 

reliability and accepted standards were present in the model. No evidence data mining 

system was discussed.

Fig 2.7: Sundresan Perumal Model [7]



2.7 Palantir Model [10]

Palantir proposed to design a framework through which effective partnership 

among organizations, so that they share information about incident, incident response, 

investigation tasks and resources as the result of which to eliminate the incidents, threat, 

attacks and pursue trial. Palantir [10] approach was motivated by Incident 2f6 [6] attack, 

which was a distributed attack that took placed in 2004. In this incident the attacker 

launched attack on commercial institutions, higher education institutions and government 

offices of USA fi*om foreign country, as a result of which integrity was compromised in 

multiple countries. To overcome such multi site attack, it was proposed to setup 

Information Sharing and Analysis Centers (ISACs), Incident Response Teams and 

Computer Emergency Response Teams (CERTs) globaly. Four phase Process model 

executed at Independent Center for Incident Management (ICIM) Palantir [10]. Chain of 

custody and data integrity issues was missing. No clear cut phase demarcation was 

discussed.

2.8 A Generic Model for Network Forensics [20]

A generic model for network forensics was presented by Emmanuel, Joshi and 

Rajdeep Niyogi. The model was built on the basis of previous digital forensic 

investigation models. The model was only for network forensics; therefore, only steps 

related to network forensics were included in this model. In this model, nine phases were 

included i.e. Preparation and authorization. Detection of incident / crime, incident 

response, collection of network traces, preservation and protection, examination, analysis, 

investigation and attribution and finally presentation. Majority of the proposed phases 

were present in studied investigation models but a few was different. No new and 

different phase and idea was suggested in this model.



Fig 2.8: A Generic Model for Network Forensics [20]

2.9 NR3C Procedure Guide [15]

National Response Centre for Cyber Crimes (NR3C) FIA Pakistan developed a 

Procedure Guide for Investigating Cyber Crime Cases (PGI3C). PGI3C basically 

provides Standard Operating Procedures (SOPs) for investigation officer. This guideline 

provides standard operating procedure to maintain integrity of electronic device so that 

law enforcement officers may fight against cyber crimes and cyber terrorism in a batter



way. This guide is specially designed for the first responders, who are responsible for 

protecting an electronic crime scene and for the recognition, collection and preservation 

o f electronic evidence.

2.10 Proactive and Reactive Digital Forensics Investigation Process [12]

In this paper, systematic literature review approach was adopted to identify and 

map the processes in digital forensics investigation. Two components proactive and 

reactive were proposed in this paper. Five phases i.e. identification, preservation, 

collection, analysis and final report are part of reactive component while proactive 

collection, event triggering function, proactive preservation, proactive analysis, 

preliminary report, decision and exit investigation are part of proactive component. Need 

of new forensic techniques and tools able to investigate anti forensic methods were given 

in this paper. Proposed process is not fully implemented due to more requirements. 

Information flow in model is not given. The need to move fiom proactive to reactive 

component or to exit whole investigation is confusing.

2.11 Improving Chain of Custody in Forensic Investigation of Electronic Digital 

Systems [17]

In this paper, it is proposed to change the concept of traditional chain of custody 

of evidence. GPS, time stamp generator and biometrics devices are suggested in this 

paper to maintain chain of custody. New advanced forensic format (AFF) and resource 

description fi-amework (RDF) are used to maintain chain of custody. Proposed model is 

for live data acquisition that is major problem where intemet facihty is not available. The 

need for common standard forensic format is required for this model which is missing. 

Information flow, polices and procedures are not given in this model.



2.12 Digital Forensic Standards

The digital forensic discipline developed rapidly, but very little international 

standardization with regard to processes, procedures or management has been developed 

so far [16]. It is hard and difficult to point out world wide standards in computer 

forensics, reasons of this is differences in legal system. Efforts are being made to change 

it. Many organizations, institutions, investigating and law enforcement agencies presents 

its best practices [24].

The only current work related to digital forensic is done by International 

Organization for Standardization (ISO). ISO/IEC 27037 standard was published in 

October 2012. The standard provides guidance on the identification, collection/gathering 

acquisition, marking, storage, transport and preservation of digital evidence. The scope 

covers traditional IT systems and media rather than vehicle systems, cloud computing etc. 

Prior to the release of ISO/IEC 27037, there were no globally accepted standards on 

acquiring digital evidence. Police have developed their own national guidelines and 

procedures for the acquisition and protection of digital evidence [11].

Every country has its own unique legislative system. A crime committed in one 

jurisdiction may not be crime in other. The standard will not replace specific legal 

requirements of any jurisdiction, but may assist in the facilitation of potential digital 

evidence exchange between jurisdictions [11].

The major problems regarding digital forensic standards are:

• Jurisdictional differences

• Training, Certification and Competence discrepancies

• Availability of experts [16]

The standard avoids using jurisdiction specific terminology. It will not cover 

analysis of digital evidence, nor its admissibility and weight. It mandates is not to use 

particular tools[l 1].



S.No Model Name Inventors No of 

Phases

1 Computer Forensic Process M. Pollitt 4

2 Kruse and Heiser Model Kruse, Warren and Jay, G. 
Heiser

3

3 America’s Department of Justice 
Model

Department of Justice 4

4 Digital Forensic Research 
Working Group Model ,

DFRWS 7

5 Abstract Model of the Digital 
Forensic Procedures

Reith, Carr and Gunch 9

6 Digital Forensic Model Based on 
Malaysian Investigation Process.

Sundresan Perumal 7

7 Palantir Model Palantir 4

8 A Generic Model for Network 
Forensics

Emmanuel S. Pilli, R.C. 
Joshi, Rajdeep Niyogi

9

Table 2.1: Digital Forensic Investigation Models ■

Majority of Digital Forensic models give importance on technical 

accomplishment of investigation process as more of the model are developed by 

traditional forensic expert and technologist. Active and reactive strategy is given in 

studied models. No proactive approach was give to overcome cyber crimes.
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Problem Domain



3. Problem Domain

We have studied a number o f digital forensic investigation models and 

methodologies in literature but there is no reliable and standard digital forensic model. 

Only set o f actions and forensic tools are built from the experience of law enforcement 

officers, investigators, hackers and system administrators. The studied models do not 

provide a complete investigation method. Majority of the models concentrate on phase of 

the investigative process. Therefore, it is said that many cyber crimes are not investigated 

due to non-availability o f standardized forensic model [9].

3.1 Problem Scenario

After cross examination of literature, survey of digital forensic models, some of 

common problems which I have drawn from all studied models are as follows:

• Modification in Previous Model

• Similar Approaches in Model

• Concentration on different areas of the investigation

• Concentration on sufficient evidence collection

• Focus on teclmical implementation of the investigation process

• Focus on efficiency and accuracy of evidence

• Information process flow
u

• Chain o f custody

• Limited Scope on the model

• Lake of Standardization



3.1.1 Modification in Previous Model

It is studied after comparison and contrast o f different models [5, 8, 9, 13, 14] that 

each preceding model modifies the previous model by adding some new process or stages 

or steps or components.

3.1.2 Similar Approaches in Models

In some of studied models [5, 8, 9, 13, 14] very similar approach has been 

adopted which has already been used in early model. Very few new and innovative 

approach has been discussed or adopted in any studied model. Sundresan Perumal Model 

[7], Palantir Model [10] and Generic Model for Network Forensics [20] adopted some 

different approach.

3.1.3 Concentration on different areas of the investigation

Some on the models [5, 13, 14] concentrate on different areas of the investigation 

i.e. preparation, analysis, examination and presentation, which means the other areas o f 

entire model has been neglected. Digital Forensic Research Working Group Model [8], 

Reith, Carr and Gunch Model [9], Sundresan Perumal Model [7], Palantir Model [10] and 

Generic Model for Network Forensics [20] introduced some new stages.

3.1.4 Concentration on sufficient evidence collection

The main aim of these models [5, 7, 8, 9, 13, 14, 20] is to produce sufficient 

evidence that is presentable in the court of law. As an outcome, they do not give 

importance to main digital forensic investigation model [7]. A model should provide 

proactive approach'to reduce the incident attacks.



3.1.5 Focus on technical implementation of the investigation process

After study and analysis of the digital forensic investigation models, it becomes 

clear that majority models focus on technical accomplishment of the investigation 

process. The reason is developed by traditional investigators and forensic experts [7]. 

Due to technical implementation the data integrity, chain o f custody and information flow 

is reduced.

3.1.6 Focus on efficiency and accuracy of evidence

On the basis of existing models [5, 8, 9, 13, 14] forensic investigators focuses 

more into efficiency, accuracy and how to prepare the fragile evidence rather they should 

adopt proper methodology and procedure [7].-
C

3.1.7 Information process flow

Due to lack of information process flow, these models have very little integrity 

because no relation with internal and external rules, procedures standards etc. One of the 

major gaps in the existing models design is that they do not show the information process 

flow [7J.

3.1.8 Chain of custody

Most of the existing models do not focus on issue such as chain o f custody. For 

example, Reith themselves have noticed the absence of any explicit chain of custody in 

their model. This is a major flaw when one considers the different laws, practices, 

languages and so on [7].



3.1.9 Limited Scope of the model

Existing models are less extensive in their scope because majority models focus 

only on investigation process and do not present a comprehensive model focusing on 

entire processes of model [7].

3.1.10 Lack of Standardization

Lack of standardization has been studied in the existing model due to which there 

is no abstract reference model. This results in lack of standardized terminology, defining 

requirements, development of new techniques and tools for investigation [9].

3.2 Problem Statement

hi existing literature, data integrity and documentation issues have been given no 

priority, hiformation process flow and backtrack were not followed in any model for 

processing, acquisition and preservation of evidence in such a way to maintain integrity 

through out the digital evidence collection method.

3.3 Research Objective
a

The aim o f this research is a necessary feature of the academic thesis and to pay 

thanks to the researchers in this area who have contributed and enhanced much in the 

field of digital forensic investigation model. This research will provide the chance for 

researchers and academia to work in the field of digital forensic investigation. The main 

emphasis o f this research is to discuss enhancing data integrity and documentation for 

digital forensic investigation model. During the research, different aspects, standards, 

requirements and procedures of digital forensic investigation models are discussed and 

analyzed along with positive and negative aspects.



In this thesis, I have compared and contrasted different forensic method, 

procedures, framework and principles on the basis of which I discuss the main and 

necessary components and phases any digital forensic investigation model should have.
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Enhancing Data Integrity and Documenlation Procedure for Digital Forensics Investigation Model____________________________

4. Proposed Solution

With the advancement o f technology and new requirements such a model should 

be designed to fulfill new requirements. The main emphasis of our research is to design a 

Digital Forensic Investigation Model through which integrity of information and data 

remain save.

4.1 Main Features of Proposed Model

In proposed model, a new phase Hypothesis has been introduced, which will enhance 

data integrity and documentation procedure for digital forensic investigation model. 

Following are the main features o f  the proposed model:

• Concentration on all Phases of Model

• Documentation and Chain of Custody

• Data Integrity

• Iteration in Phases

• Information Flow

4.1.1 Concentration on all Phases of Model

In the proposed model, equal concentration has been given on all phases of 

models. I observed in studied models that more concentration was on investigation 

processes. So, there was need to be balanced in the every process or phase identified by a 

model and not to concentrate on a single process.

4.1.2 Documentation and Chain of Custody

In proposed model, documentation and chain of custody has been given most 

priority in order to maintain integrity. Since beginning to the last phase, complete



documentation procedure has been followed. Every internal and external person who has 

any relation throughout the model has been documented.

4.1.3 Data Integrity

Data integrity in the proposed model is achieved by restricting any involvement or 

influence o f any internal and external factor. For this purpose, all types of security and 

technical measures have been adopted throughout the proposed model implantation.

4.1.4 Iteration in Phases

One of the main features of proposed model is that iteration in the phases has 

been proposed at any stage of a phase. If there is any error or mistake observed, you may

—  go to previous phase and recheck the phase or procedure adopted in previous phase, hi 

this way, chance o f mistake has been minimized. This idea was not present in any of 

previous studied models.

4.1.5 Information Flow

In every phase of proposed model, information flow remains continue. Major 

information flow contains cyber crime law,, policy, procedures, organization internal / 

external policy, standard operating procedures, legislation and instruction from Computer 

Emergency Response Team, Incident Response Team and Information Sharing arid 

Analysis Centers.

Proposed model have eighteen phases i.e. Awareness, Preparation, Reporting, 

Authorization, Planning, Notification, Identification, Preservation, Search & Seizure, 

Collection, Transportation, Storage, Examination, Analysis, Hypothesis, Presentation, 

ProofDefense and Archive.
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4.2 Awareness

The first phase introduced in proposed model is awareness. Due to awareness phase, 

users of computer or electronic device, System / Network / Security administrator, IT 

Managers / Expert, Security person, first responder, victim, witness o f events, IT Staff 

etc. come to know what to ^o, how to do it and what not to do to save evidence. A 

layman will be aware of what is cyber crime, unauthorized access, misuse o f computer or 

electronic device, copy / delete / change in any electronic data or file, email data without 

authorization, cyber crime law / punishment and digital forensic investigation. The 

awareness should be created in every organization, institutions, universities. Govt, 

offices, public and private companies and at every place where computer / digital device 

is used.

The awareness phase is made explicit in this model. Most of earlier models do not 

show this phase which is a weakness o f such models. A documented campaign for 

awareness should be started for batter understanding.

4.3 Preparation

The primary and major role of preparation phase is to create and develop the 

capability and capacity of appropriate people to handle incidents based on risk 

assessment and previous experiences. One of the important parts o f preparation phase is 

to take necessary steps to prevent incidents fi'om accruing. Security / Network 

administrators will provide a mechanism for the incident to be detected and confirmed for 

this purpose intrusion detection systems, firewalls, traffic flow measurement software are 

deployed at various strategic points and should be monitor regularly.

Regular training of all concerned individuals should be arranged to keep up to date 

with the latest security threats and security tools. Detailed documentation of previous 

incidents, pohcies, strategy, procedures should be prepared for internal and external 

communication for investigation o f incident if required.



Basically preparation phase occurs prior to the incident and investigation. Training, 

education, experience and awareness of security threats will contribute in this phase. A 

thorough preparation phase increases the quality o f incident handling and minimizes the 

risks and threats associated with as investigation. It is proposed to establish an Incident 

Response Team in every Organization, which will coordinate with Local Incident 

Response Team or Computer Emergency Response Team (CERT) and Information 

Sharing and Analysis Centers (ISACs) to handle incidents.

4.4 Reporting

The main focus of this phase is to accurately detect and confirm that as serious 

incident or attack occurred as the result o f which various security policies are violated 

and has been observed by Security / Network administrator by checking logs and alerts o f 

intrusion detection systems, firewalls and other monitoring software. In a corporate 

environment, incident response team will do a brief analysis of a system to confirm that it 

has indeed been compromised.

After the confirmation o f attack or incident, a response will be initiated depending 

upon the type of incident, organization internal policy / procedure and local law. Top 

management of organization will be informed immediately and permission will be taken 

to report to the Local Incident Response Team along with law enforcement and cyber 

crime investigator. Victim of cyber crime will report to Authority after filling or 

registering the case. Organization internal incident response team will document all 

procedures, timing o f incident, information shared within / outside the organization and 

preserve all logs and equipment for investigation.

4.5 Authorization

In proposed model, Authorization phase starts after reporting to cyber crime 

investigator or law enforcement agency or Computer Emergency Response Team or 

police when the need for an investigation is identified / confirmed. In authorization



phase, a proper authorization is given to start investigation about reported incident. 

Authorization is obtained from both internal ^ d  external management and also from the 

local enforcement team, in some cases company’s management -  where incident took 

place ~ may give verbal authorization to proceed in detailed investigation. In some cases, 

legal authorization with precise detail about what to investigate and what not, is required. 

The investigation should base on the local legal constraints, policies, law and jurisdiction 

as well as organization’s rules and procedures. In this phase, search warrants are also 

obtained from management. Privacy rights of individuals and organization are not 

violated.

4.6 Planning

In proposed model, planning phase occurs before the actual notification of 

investigation is issued. This phase involves an initial understanding of the nature of the 

crime and activities like selection of tools required for electronic device investigations, 

building an appropriate team, assigning roles to each personal and history o f previous 

investigation, if  any, in that organization and issues faced at that time.

In planning phase, flow of information from both inside and outside of organization 

is required which may in flu^ce  investigation. To finalize the planning, the investigator 

should know external rules, procedures, regulation, legislation and poHcies because they 

influence the investigation and are not in control of investigator. The investigating 

organization has its own policies, strategy and information which also play an important 

role in planning. Planning phase may need backtracking to obtain more authorization as 

the scope o f investigation become larger. All the information of rules and policies are 

properly docimiented for further references.

4.7 Notification

In notification phase, concerned parties are informed that the investigation is taking 

place on their complaint of incident. Notification is issued by investigating agency which 

will further describe th^ investigating team members and scope of investigation.



In some cases, there is no need of notification where chance of destruction of digital 

evidence is realized and surprise rid policy may be adopted.

Notification may be sent to local law enforcement and police for awareness of 

investigation.

4.8 Identification

In identification phase, the exact physical location of digital device is searched where 

evidence is present. For identification, the iteration and trace back of previous phase may 

be needed. In the simplest cases, this may involve finding the computer used by attacker 

and confirming that it is the interest to the investigator.

In some cases, the physical crime scene and devices that were used to perform attack 

or unauthorized activity are difficult to identify. It may require tracing computers through 

multiple ISPs and possibly in other countries based on the knowledge of public and 

private DP addresses. EP addresses can easily be obtained by using the ping, nslookup, 

dig, tracert from a DNS server.

4.9 Preservation

In proposed model, preservation phase provide mechanism to secure the crime scene 

from all persons present at location from unauthorized access so that potential evidence 

may not be tempered or destroyed due to careless situation.

The original data in the form of logs is stored on a back up device. A hash of all the 

data is taken and the data is protected. Standard procedures are used to ensure accuracy, 

reliability and integrity of preserved data. Chain of custody is strictly enforced so that 

there is no unauthorized use or tampering. Another copy of data will be used for next 

phase of investigation so that original data is preserved. Crime scene is preserved by



disallowing all people present near the scene from using any kind of digital device and 

other electromagnetic signal producing devices to be used within an affected radius.

Ensuring the necessary security and safety measures of all officials and related 

people at the crime scene and caring the integrity of all potential evidence is the target of 

preservation phase. It is necessary for the investigators to control the crime scene so that 

all kind of interference from surplus people should be restricted and completely 

prohibited. The greater the number of many people at the crime scene, the greater will be 

the chance to increase the possibilities for the corruption and damage of evidence.

To maintain integrity, suitable documentation and photography of the crime scene is 

an important part o f preservation phase. All accessories present at crime scene, appearing 

screen o f device, date and time, circumstance around the incident, reporting person, 

people present at crime scene names, ages and role should be properly documented.

4.10 Search and Seizure

The investigator should conduct an initial search and survey for evaluating the crime 

scene identifying potential sources of evidence and formulating an appropriate search 

plan. All the electronic equipment, personal computer, laptop, power adapter, cradle, 

external memory card, cable, accessories, communication device may contain evidence 

so investigating team should seize all the items.

4.11 Collection

After identification and preservation, the most important phase in proposed model is 

collection o f evidence from digital device. Collection o f evidence is the most tricky and 

complicated part because data may be of huge quantity and possibility of any change.

It is proposed to lay down standard procedures, software, hardware and reUable 

forensic tools to gather maximum potential evidence so that to minimize the impact to the



victim which will ensure evidence acceptability in court or disciplinary action. In 
«

collection phase, the investigating organization or law enforcement person will take 

custody o f the evidence so that to preserve and analyze normal procedures are imaging of 

hard disk, hashing, write protection. It is also proposed to collect written passwords, all 

type o f manuals and related documents, printout etc. Integrity, authenticity and vahdity of 

digital evidence in collection phase is ensured by using standardized and accepted 

procedures.

4.12 Transportation

In proposed model, transportation o f digital evidence and all equipments present at 

crime scene play an important role for further investigation. During transportation 

integrity, chain of custody, documentation and packing are very necessary steps. 

Appropriate procedures should be followed during physical transfer of computer and 

devices to a secure environment. Before packing in separate anti-static bags, all collected 

sources of evidence should be marked, recognized and labeled properly. All accessories 

and devices should be put in separate anti-static envelop and sealed before putting in 

evidence bag. To avoid communication, radio frequency and electromagnetic waves 

evidence bag should be in complete isolation state. Safety precautions to avoid shock, 

excessive pressure, humidity or temperature are necessary to move evidence bags to safe 

place where fiirther investigation may be started.

4.13 Storage

In proposed model, storage has been given importance after transportation to forensic 

lab because in most cases examination cannot take place immediately. The evidence 

should be stored in secure area where any electromagnetic radiations, dust, heat, moisture 

and unauthorized entry be avoided completely, so that integrity and safety of potential 

evidence not be compromised. To maintain chain of custody, National Institute of 

Standards and Technology (NIST) provides a guideline for proper transportation and 

storage mechanism.



4.14 Examination
Q

On the basis of identification and collection phase, large amount of collected data 

having potential evidence will be examined in detail in examination phase of proposed 

model. Before starting examination of evidence, suitable number of evidence backups 

should be taken and preserved to maintain integrity and further investigation / proof in 

court. The main aim o f this phase is to recognize obvious piece of digital evidence and 

make evidence visible on the basis of its originality, integrity and location.

It is proposed to convert huge data into manageable size by clustering into groups for 

further analysis. Tampered, damaged, hidden and camouflaged data should be retrieved 

and repaired by the forensic experts in examination phase o f proposed model. Unrelated, 

redundant and duphcate data / information should be removed from huge data and only 

minimum representative form of data having digital evidence should be saved for further 

investigation. Automated and systematic techniques to exam the data will be used to 

reach the evidence. For this purpose, proper tools should be used. The major steps 

performed in examination phase of proposed model are searching specific words, data 

filtering, pattern recognition related to crime or incident, personal information like 

contact list, personal appointments, email, work scheduler, sms, voice messages, 

documents, passwords, files, directories, signature, file extension checking. The 

capabilities and limitations of the forensic tools used by examiner or investigator for 

evidence examination play an important part in this phase.

After completion of examination phase, date and exact time of examination 

performed, name o f examiner or investigator, results and finding and other details 

performed in examination through tool must be documented.

4.15 Analysis

On the basis o f results of examination phase, analysis is performed using forensic 

tool. As analysis is complicated phase so a toolbox of utilities is required to built for



complete data analysis. In analysis phase, specific indicators o f crime are extracted which 

will be correlated to the specific group of data to reconstruct the attack. Important steps 

performed in analysis phase of proposed model are reconstruction of event, significance 

o f the results of examination phase, identification / relationship between fragments o f 

data, analysis of hidden data, arriving at proper conclusion, confirmation of suspicious 

activity, data mining; using tools for the purpose of analysis will give up better output. 

All results and finding of analysis phase should be documented completely and 

accurately.

4.16 Hypothesis

In proposed model, hypothesis is very important phase because on the basis o f 

examination and analysis, incident is reconstructed to answer the questions of what, 

when, who, why, how and where it happened. For creation o f hypothesis, the role of each 

object is examined and classified. For example, the investigator or examiner, after 

checking an executable file will conclude and make hypothesis that this executable file 

play a role for incident by creating port or damaging data. After identification of all 

objects, they are grouped and sequence of event will be created to finalize the hypothesis.

After creating sequence of events / incidents and finalizing hypothesis, they must be 

properly documented.

4.17 Presentation

In proposed model, presentation phase is the most essential phase because it provides 

the requirements precise in word “Digital Forensic”, The presentation phase will prove 

the hypothesis results. Hypothesis must be presented in an understandable language to a 

verity o f people within and outside the organization where incident happen, it may 

include company internal management, police, legal persons, law enforcement officials, 

technical expert, corporate manager, court of law, jury and other investigators for 

questioning.



Various standard procedures, tools, techniques, statistical data, methodology and 

terminology used and are part of various phases of investigation should be given in easy 

words so that a layman can understand it. A detailed summary of outcome / results of 

different phases o f proposed model and conclusion should be presented. Along with 

report, the digital evidence, complete backup of extracted data, chain of custody 

documents, printouts etc. are necessary to provide.

Depending o f the nature of crime, presentation may be organization internal 

management, in some court or jury; therefore, a systematic documentation procedure will 

be adopted throughout the model so that to meet the requirements as may be.

4.18 Proof / Defense

After presentation phase, proof / defense to hypothesis or digital evidence starts. The 

experience o f forensic examiner, forensic tools used, investigator knowledge, standards 

and procedures, chain of custody and integrity, printout, copy of digital evidence, crime 

scene etc. are all challenged before court or jury or disciplinary committee. The forensic 

examiner has to prove the vahdity of his / her hypothesis, results and finding against the 

criticism and challenges. Successful challenge to the finding wills rollback whole process 

of investigation and forensic experts have to bring more evidence with strong hypothesis.

4.19 Archive o

The final phase m the proposed model is archive phase. In this phase, all the steps 

and phases adopted in investigation and evidence finding will be reviewed for 

improvement. Review will identify the areas where improvement of procedures, polices 

and standards is required for future investigation.

Information will be disseminated from investigating agency to victim, other 

organizations, researcher, security experts, computer emergency response team and law



maker to improve policies and procedures for future challenges. Physical and digital 

property will be returned to owner.

All documentation and copy of evidence will be deposited into database to make 

archive for future references. This collection is a fruitful area for researchers and 

investigators to develop advance forensic tools, software, future security polices and 

techniques to enhance digital forensic investigation field.

The main benefit of this archive is that other Independent Center for Incident 

Management (ICIM), Computer Emergency Response Teams (CERTs) in and outside the 

country, local Information Sharing and Analysis Centers (ISACs), digital forensic 

investigating agencie^round the world can get benefits for their forensic investigation.



Chapter 5

Implementation



5. Implementation

5.1 Step 1: Documented procedure for awareness
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Fig 5.1 Step 1: Documented procedure for awareness

In step 1, a documented procedure will be adopted for awareness about cyber 

crime, misuse o f IT infrastructure and how to know about incident happening and then to 

save digital evidence fbr further phase.

5.2 Step 2: Preparation for incident
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Fig 5,2 Step 2: Preparation for incident

To avoid and overcome the incidents continuous training of IT staff, interaction 

with IRT, CERS and ISACs is very important.



5.3 Step 3: Reporting of incident
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Fig 5.3 Step 3: Reporting of incident

In step 3, victims will report to internal or local incident response team and may 

be internal management about incident. On the basis o f reporting, management or 

investigation authority will analyze whether to proceed further or to decide that there is 

no need to investigate.

5.4 Step 4: Finding of incident

Fig 5.4 Step 4: Finding of incident 

In step 4, investigating authority will analyze the reported incident and will find if 

there some real incident happened and there is a need to proceed further. If there is no 

need then it will inform victim or local IRT and management that there is nothing and 

whether there is a need for proceed further and start next phase.



5.5 Step 5: Authorization for investigation

In step 5, investigation authority will take written permission from victim or 

organization where incident happened to start investigation and will decide the scope of 

investigation. Search warrant will be obtained to start finding.

5.6 Step 6: Planning to start investigation
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Fig 5.6 Step 6: Planning to start investigation

In step 6, investigation team will be prepared on the basis o f available human 

resource capacity, tools, internal and external rules, procedures, policies and regulation. 

Team will prepare investigating plan to proceed further.



5.7 Step 7: Notification for investigation
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Fig 5.7 Step 7: Notification for investigation

In step 7, notification will be issued to victim or organization where incident 

happened to inform that investigation team has been announced to start investigation. 

Further, local police, law enforcement and local CERT will be informed for cooperation.

5.8 Step 8: Identification of incident location

Fig 5.8 Step 8; Identification of incident location

In step 8, actual physical location o f incident will be searched. Form this purpose, 

information sharing with ISP is done.



5,9 Step 9: Preservation of crime scene

Fig 5.9 Step 9: Preservation o f crime scene

In step 9, crime sceneVill be preserved in order to search and seize all equipment 

and accessories. All electronic equipments that are involved in crime will be preserved in 

the presence o f witness and necessary safety measures will be adopted. Chain of custody, 

data integrity and documentation procedure are necessary actions to be taken at the spot.

5.10 Step 10: Selection of source drive for image
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Fig 5.10 Step 10: Selection of source drive for image 

In step 10, image of physical derive will be taken by using FTK Irriager.



5.10.1 Step 10.1: Evidence item information
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Fig 5.10.1 Step 10.1: Evidence item information 

In step 10.1, evidence item information i.e. Case Number, Evidence Number, 

Unique Description, Examiner name and Notes will be given for unique reference.

5.10.2 Step 10.2: Creation of image
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Fig 5,10.2 Step 10.2: Creation of image 

In step 10.2, image storage location will be selected. On the basis of drive size more 

space will be required if compression option is not selected.



5.10.3 Step 10.3: Verification of image
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Fig 5.10.3 Step 10.3: Verification of image 

In step 10.3, after completion of image, verification process will be started and total 

image size will be displayed after calculation.

5.10.4 Step 10.4: Verified results
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Fig 5.10.4 Step 10.4: Verified results 

In step 10.4, after completion of drive image, verified result will be collected 

including MD5 and SHAl hash, total sector o f drive and bad sector result. Hash 

information will be documented and signed by victim and witness.



5.11 Step 11: Storage and transportation of evidence

Fig 5.11 Step 11: Storage and transportation o f evidence 

In step 11, all equipment, accessories and electronic devices will be tagged 

individually and packed in anti-static bags after marking them. During transportation and 

storage, all bags should be in complete isolation so that a n y  type o f signals, 

communication and electromagnetic waves may not destroy the evidence.

5.12 Step 12: New case startup
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Fig 5.12 Step 12: New case startup 

In step 12, a new case will be started by using FTK 1.50 to examine and analyze 

the potential evidence collected in the form of Hash.



5.12.1 Step 12.1: New case information
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Fig 5.12.1 Step 12.1: New case information 

In new case wizard some information will be given for record, that include 

examiner name, case number, case name, path to save all evidence data for further 

reference and usage and finally case description.

5.12.2 Step 12.2: New case examiner information
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Fig 5.12.2 Step 12.2: New case examiner information

In step 12.2, detailed information of examiner will be noted for reference.



5.12.3 Step 12.3: Selection of options for new case
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Fig 5.12.3 Step 12.3; Selection of options for new case

To maintain integrity and documentation of all events performed by examiner, 

case log options are selected. By default all events are checked.

5.12.4 Step 12.4: Evidence processing options
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Fig 5.12.4 Step 12.4: Evidence processing options 

Processes to perfonn on evidence are selected; some processes are performed 

every time while others are on choice of examiner and resources.



5.12.5 Step 12.5: New case refinement
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Fig 5.12.5 Step 12.5; New case refinement 

In this step, case is refined on the bases of required evidence. Emphasis on email, 

text and graphics are selected if required to save time and may be included all items to 

check.

5.12.6 Step 12.6: Addition of evidence
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Fig 5.12.6 Step 12.6: Addition o f evidence 

In step 12.6, type of collected evidence is selected, that may be hash of disk or folder or 

local drive. There may be more then one evidence to be included to examine and analyze.



5.12.7 Step 12.7: Selection of evidence
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Fig 5.12.7 Step 12.7: Selection of evidence 

In step 12 J ,  the path of evidence is given and collected evidence is included to 

examine and process.

5.12.8 Step 12.8: Iniformation related to added evidence
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Fig 5.12.8 Stdp 12.8: Information related to added evidence 

In step 12.8, evidence display name, identification name/number and comments 

are added that will appear in report.



5.12.9 Step 12.9: Name, type and source of evidence
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Fig 5.12.9 Step 12.9: Name, type and source of evidence

In step 12.9, added evidence display name, source/location, name, type and 

comments will appear to read and check before proceeding further.

5.12.10 Step 12.10: Completion of setup
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Fig 5.12.10 Step 12.10; Completion of setup

In step 12.10, on completion of case setup all selected processes to perform on evidence 

will be displayed to change or may add more if required on the basis of requirements. .



5.12.11 Step 12.11: Processing of evidence
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Fig 5.12.11 Step 12.11: Processing of evidence 

On completion of case setup processing will be started on the evidence. All 

included evidences will be processed that take time on the bases of size of data.

5.12.12 Step 12,12; Results after processing
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Fig 5.12.12 Step 12.12: Results after processing 

In step 12.12, after completion of processes No. of evidence items, file items, file 

status and file category will appear to tell deleted files or other required information.



5.12.13 Step 12.13; Deleted file list
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Fig 5.12.13 Step 12.13: Deleted file list

On selecting the Deleted Files tab all deleted files name, path and other detail will 

be displayed.

5.12.14 Step 12.14: Deleted file information
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Fig 5.12.14 Step 12.14: Deleted file information 

In step 12.14, deleted files detail may be examined in detail in Explore tab to proceed 

further.



5.12.15 Step 12.15: Selection of file
I.Sp hulW IK D at«W »\« J m cmsi S

Fie CcK : 'loch He^

IJ ExiAtv

^ 0  Case
Krujsttx^

^  P ^ J
S  WC-FA716 

26-^2012 
- |i i l  Chapter l.<loc 
' Q fvensacs Inw 
^  HS*CS Thesis 
S  IMA ccrw*t -

i  ^ _J Newfddff-

I r «-t i
» • * .  ..X iejOJiCr'

Document Summan’ lofonuation

Q  ua «» ecscmieris

Prtjtniaiion Target On-scrtcn S bow (J3 )

3 y trt '  f :9 s :^ T f

Paragr^jhs 194

V

□  ̂  e .̂ iifna»><rilorritiori
□  2  D^tee* Usef
□  yFfcSlack
□  ̂ PtetvxM□ ig PowToirt Docutttii

K»M 8Sh
N/A
S/i

SMAl K«sh 
N/A 
N/i 
N/A 
N/A 
N/A 
N/A

Fig 5.12.15 Step 12.15: Selection of file 

In step 12.15, required deleted file or files will be selected to take related 

information for making report.

5.13 Step 13: Report wizard
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Fig 5.13 Step 13: Report wizard 

In step 13, case related information will be added to be display on the report, that include 

investigating agency name, investigator’s name, address, ph no, email and comments to 

explain the type of investigation.



5.13.1 Step 13.1: Case information for report
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Fig 5.13.1 Step 13.1: Case information for report 

In step 13.1, complete case information will be given in report to present. Case 

information include FTK version used for examination and analysis, date report created, 

forensic examiner and investigator name and addresses.

5.13.2 Step 13.2: File overview
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Fig 5.13.2 Step 13.2: File overview 

In step 13.2, a detail of evideflce items, files items, status and category will be displayed.



5.13.3 Step 13.3: Evidence list
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Fig 5.13.3 Step 13.3; Evidence list 

In step 13.3, complete detail of all evidences included for examination and 

analysis and related information will be given in report.

5.14 Step 14: Formulation of hypothesis

Report of Hypothesis
Evidence

Fig 5.14 Step 14: Formulation of hypothesis

In step 14, on the bases of report which is prepared after examination and 

analysis, a hypothesis will be constructed that how incident occurred, what type of 

activity happened and how IT infrastructure was misused.



5.15 Step 15: Preservation of finding

Fig 5.15 Step 15: Preservation o f finding

In step 15, all the finding including digital evidence, report o f evidence and 

hypothesis will be presented in human readable form.

5.16 Step 16: Proof and defense

Fig 5.16 Step 16: Proof and defense

In step 16, all investigation result will be presented in jury or court of law for 

necessary action. Hypothesis will be challenged by concern parties in the light of law or 

internal policies to reach a final decision about incident.



5.17 Step 17: Archive

Fig 5d7 Step 17: Archive

In step 17, all the result, findings, digital evidence, documentation, hypothesis and 

report will be saved in Archive for further reference and research. Archive will provide 

opportunity to researcher to enhance safety measures and digital forensic investigation 

method.
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6. Results and Discussions

Table 6.1 gives analysis of the phases in the proposed model and draw 

comparison studied models. In proposed model, relevant activities of other models are 

integrated to enhance it. A new phase Hypothesis is made explicit in the proposed model.

Phases in Proposed 
Model

M.
Pollitt
ModeJ.

Kruse
and

Heiser
Model.

Q

America’s 
Department 

of Justice 
Model.

Digital
Forensic
Research
Working

Group
Model

Reith,
Carr
and

Gunch
Model

Sundresan
Perumal
Model

A Generic 
Model for 
Net>>'ork 
Forensics

Awareness

Preparation

Rqjorting

Authorization

Planning

Notification
■/

Identification
/ V' y

Preservation
V

Search & Seizure

Collection

Transportation

Storage
>/'

Examination
V /

Analysis
y/' v'

H ypothesis, j I I 1 ft i t IJi J

Presentation
✓ /

Proof /  Defense
V

Archive
✓ V

Table 6,1: Analysis of Phases in Proposed and Existing Models



Data Integrity, Documentation and Information flow are unique features of the 

proposed model. One of the main features of proposed model is that awareness for end 

user, ordinary user, IT experts, System/Network administrators, incident responders, 

victims, witness and law enforcement persons has been introduced. Due to this 

awareness, a lot of problerris and issues have been resolved in a batter way. This 

awareness process tells all those who are present at the crime scene how to protect the 

digital evidence from lose.

From analysis o f studied models, it is also clear that some phases are included in 

every model i.e. identification, collection, examination, analysis and presentation. It is 

also clear that with the advancement o f technology, requirements and procedure more 

phases have been included to fulfill demands of Digital Forensic Investigation Model.

A good and comprehensive model for cyber crime investigations is important so 

that it support new technologies and tools for investigation, independent o f any particular 

technology or organizational environment and provide security features in all aspect of 

model.

One to one mapping o f  proposed model phases and studied models phases not 

possible but overall phases are similar in some of there functionality. Some phases 

functionality is same but the temiinology used / studied forensic models may differ. 

Table 6.2 gives mapping of studied forensic models to the proposed model. It is also clear 

from table that the phases’ terminology of proposed model to those found in other studied 

models is different.

In some of studied model phases two or more phases functionality has been 

combined in one phase which result not clear cut boundary of next phase. For example, in 

Generic Model for Network Forensics preparation and authorization phase is combined in 

one phase and when I compared with proposed model there are two separate and 

independent phases.



Phases in 
Proposed 

Model

M. Pollitt 
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Kruse and 
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departmen 
t of justice 
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Forensic
Research
Working

Group
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Reith, 
Carr and 

Gunch 
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Sundresan
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A Generic 
Model for 
Net>>'ork 
Forensics

Awareness

Preparation Preparation Preparation and 

Authorization

Reporting Incident
Response

Authorization Approach Authorization

Planning Strategy Planning

Notification Search Warrant

Identification Identification Authentication Identification Identification Detection o f  

Incident/Crime

Preservation Preservation Preservation Reconnaissance Preservation 

and Protection

Search & 
Seizure

Identify Seized 

Items

Collection Acquisition Acquisition Collection Collection Collection Gathering

Evidence

Collection o f 

Network Traces

Transportation Transport

Storage Storage

Eicamination Evaluation Examination Examination Examination Examination

Analysis Analyzing Analysis Analysis Analysis Analysis Analysis

Hypothesis" 1 2  ‘  <

Presentation Admission Reponing Presentation Presentation Result Presentation

Proof /  Defense Decision Returning

Evidence

Proof &  

Defense

Archive

Table 6.2: Mapping of Studied Forensic Models to the Proposed Model 

6.1 Hypothesis

One of the main purposes of Hypothesis is to answer the questions related to digital 

forensic investigation model and to maintain data integrity. Hypothesis must be



formulated and tested to answer the previous states and activities in a scientific method. 

A hypothesis has four phases i.e. observation, hypothesis formulation, prediction and 

testing/searching

Fig 6.1 Four Phases of Hypothesis

6.1.1 Observation

In the observation phase, an investigator makes observations about events and 

activities for the purpose of formulation of hypothesis. Sources of observations are 

information, resources related to evidence, data and output from analysis tools i.e. FTK. 

Some examples are:

• List o f deleted files is observed using FTK

• List of files in a directory is observed using FTK

• Contents of e-mail is observed using FTK

6.1.2 Hypothesis Formulation

In hypothesis formulation phase, an investigator interprets the observed data and 

formulate hypothesis. In formal approach, the hypotheses are about the variables in the 

incident that what and how crime happen. Some examples are:

• Deletion o f files from USB

• Storage capability of a system

• Download images from prohibited site



6.1.3 Prediction

In prediction phase, an investigator identifies evidence that if it exists and would 

support or refute a hypothesis. The characteristics of an incident observed to make 

hypothesis will also support to the prediction. Based on the predication, experiments are 

conducted. Some common types of predictions are;

• Contents o f a file in the incident history

• Contents of JPEG files

• Output of executable file

6.1.4 Testing and Searching

hi the testing phase, an investigator tests the prediction and hypothesis. Test and 

experiment involve the potential evidence of the incident. Based on the test results new 

predictions may be made and hypothesis may be revised.

The data integrity is maintained and checked through hash verification, which was 

taken in collection phase through Imager. After examination and analysis phase with 

FTK, hash o f total evidence or all evidences added to FTK have the same hash as 

previous. All files present in evidence or may be deleted will have MD5 and SHI value 

which can be verified through hiiager. Hash value is saved and documented at every 

phase for testing and verification of integrity.

Access Data FTK hnager is used to take image o f hard disk, USB drive, folder and 

files for investigation. Access Data FTK hnager is used to take complete hash of USB 

Drive as USB Drive is potential evidence. After taking the image complete drive volume, 

cylinder, track, sector, bytes, drive interface type, MD5 and SHAl values are given in a 

report. Complete detail of image result is given in fig 6.2. MD5 and SHAl values are 

verified and checked and result is given for further documentation, hnage is stored on 

multiple drive and location for backup and further investigation.



File Edit Format View .jHelp"

created  By Acces5Data® ftk® imager 2 .9 .0 .1385  100406

Case information:
Case Number: 1 - a
Evidence Number: 01
unique d escr ip t ion:  usB IGB image
Examiner: Mr. Bhutta
Notes: image of Flash Drive for Thesis

information for E:\image ot  use Drive 1gb\ igb Kingston:

Physical  Evident iary item (source) information:
[Drive Geometry] 
c y l in d e rs :  12 5 
Tracks per cy l in der:  2 55 
sectors  per Track; 63 
Bytes per Sector: 512 
sector  Count: 2,015,232  

[Physical Drive information]
Drive Model: USB disk ^.0 usb Device 
Drive in te r fa c e  Type: USB 
source data s i z e :  984 MB 
sector  count: 20152Z2 

[computed Hashes]
MD5 checksum: 462b2e053b766d49694814bb3e825114
SHAl checksum: 6alSc713cc9al9dd9fd8b8c3a04b7d0e9f729c22

Image information:
A cq uis i t ion  s tarted:
Acquis i t ion  f in i s h e d :  
segment l i s t :

E:\lmage of  USB Drive 1GB\igb Kingston.001

Fri Mar 01 15:38:49 2013 
Fri Mar 01 15:41:04 2013

image v e r i f i c a t i o n  Results:  
v e r i f i c a t i o n  s tarted:  Fri Mar 01 15:41:05 2013
v e r i f i c a t i o n  f in i s h e d :  Fri Mar 01 15:41:58 2013 i
MD5 checksum: 462b2e053b766d49694814bb3e825114 : v e r i f i e d  i
SHAl checksum: 6al8c718cc9al9dd9fd8b8c3a04b7d0e9f729c22 : v e r i f i e d *  1

vl

mtm

Fig 6.2 Hash value information of USB Drive image

FTK is used to analyze and examine the image taken by imager. FTK gives the 

complete detail of files present in image including deleted files, there path, size, location, 

hash value, partition detail etc. Fig 6.3 gives detail of deleted files after analysis o f 

evidence image. MD5 and SHAl value of file is also calculated for verification of data 

integrity.
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Fig 6.3 Deleted file Hash value information through FTK

Hash value of required file is accessed from image of evidence through imager to 

compare and verify. Fig 6.4 gives the detail of MD5 and SHAl value. After comparing 

values of hash in fig 6.4 with fig 6.3, it is clear that both are same which means integrity
c

o f data in maintained on every step of proposed model.
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f^ath of  Deleted Fi l e  i n image
IGB Kingston .001\Part i t i on  1 [983mb] \ noname [FA T l6] \ [root ] \  

Name of  Deleted Fi l e
NA standing committee on cabinet f in a l  28-08-2012 .p p t .

MD5
70c9944c432fbl52f79738b3bd7ced0c

S H A l
7329ac44207caea40flec2239e4 8a37c9f2 564a4

L>i

Fig 6.4 Hash value of file taken from image of evidence
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7. Conclusion and Future Work

c
In this research thesis, methodologies to enhance data integrity and 

documentation procedure for digital forensic investigation model have been introduced. 

At each phase of proposed model, documentation, chain of custody, safety of 

evidence/data and standard procedures are adopted. Each phase is well defined and has 

very clear cut boundary. Proposed model has eighteen phases including av^areness the 

first most phase, which plays a vital role for all users at every level to know about cyber 

crime and procedure to save infected digital device. In preparation phase, the concept of 

incident response teams both local and within the organization as well as computer 

emergency response team and information sharing and analysis centers are introduced to 

overcome the incident as early as possible. Backtracking, information flow and policies 

are the main features of this model. Incident may be reported to local incident response 

team or forensic investigating agency with the approval of higher management in case of 

organization. Proper planning on the basis of internal procedures, policy and available 

resources is introduced. On ttie basis of examination and analysis, a hypothesis will be 

constructed to know that how actual incident happened and what type of policy violation 

occurred.

7.1 Recommendation

The researcher believes that prevention is best solution to overcome increasing 

number o f security violation and cyber crime. However, it may not be feasible to prevent 

all incidents unless proper forensic knowledge, expertise and awareness of 

incidents/attacks are created. For prosecution against cyber crime, researchers, academia, 

policy makers and IT experts should play their role.

Local Incident Response Team (Local IRT), Computer Emergency Response 

Team (CERT) and Information Sharing and Analysis Centers (ISACs) should be 

formulated in every organization in order to take necessary steps to overcome cyber 

crime and incidents on urgent bases.



7.2 Future Work

The proposed forensic model focuses exclusively on our environment which is a 

minor step towards removing the gap between academia, technologists, law enforcement 

officials, researchers and digital forensic investigators. Following work should be done in 

future:

• The proposed model must be implemented in our environment under different 

circimistances and environments.

• The model needs to be tested for its practicality under different conditions.

• The application o f model in different context should be checked.

• With the passage of time when new laws, technology, awareness and 

requirements arise; therefore, model needs to be constantly reviewed, updated and 

extra phases may be added or removed on the basis of situation.
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