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Abstract

It b welt recognized by the sofiwoe industry that security rcquiremenls must be elicited at

Requirenen Engineering level. There are numbers of sndies presented in literature to

discltss seclrity requirement elicitation rechniques at kE stage. Simitoty there ore dso

rrumbers of studies that have eomparatively evaluated these techniques bul still there are no

guidelines available for sofware community regarding selection of security requirement

elicitation techniques in terns of situational choracterislics. Current research Y)ork

specifically focuses on this topic. It discusses underline theme of diferent secttrity

requirement elicitation techniques, reviews the literalure that has explored these techniques

comp@atively and highlights their scope and limitations. It also sets limits of the work by

selecting tN'o techniques - MUC & IBIS and evaluates them in thrce types of situational

chardcteistics on the basis of predefned criteria. Finally it presents guidelines regtding

selection of these t'teo techniques in tlme Biven situatiotu to direct the software industry
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CHAPTER l: INTROUCTION

security thrcats and vulnerabilities have acc€leEted constantly during the last 10 years.

Awarcness of security requirements and related elicitation techniques at Requirement

Engineering (RE) level is also temendously growing since the last decade. This research

work highlights the need of considering security rcquircments at RE level and identifies the

disparities in this area ofstudy. It is highlighted drat there are number oftechniques available

in software industy for elicitation of security re4uirements at RE level but software industry

facing difficulties in selection of security requirement elicitation techniques in different

situations (Andreas & Guttorm, 2008). Besides, no guidelines regarding selection of these

techniques for different situations are avaitable in literature (Mamadou et al, 2004; Nancy et

al, 2006; Daniel et at, 2006; Johan et al, 2007; Anders et al,2007 Andreas and Guttorm,

200E; Inger et al, 2008; Benjamin et al, 2009; Umair & Zulkemine, 2009)' There is a need to

comparatively evaluate such techniques in context of differcnt situational characteristics. This

will lead to develop a c.nsensus among software experts about which technique is more

effectiye than other in different situation and help the less experienced security analysts in

selection of the appropriate security requircments elicitation techniques for their specific

project situarion.

l.l, Security

Security is a quality factor, deals with protection of information system resources including

hardware, software, data, communication network and people @onal( 2003a). Security

attributes are generally defined as confidentiatity, integrity, availability and accountability

(Charles et aI,2006). Security of information system is increasingly becoming critical in this

era of information technology, where world has been tumed into global village (Rudolph,

2007). TechnologT oriented development have influenced every area of human life like

business, economy, medical, defense, space research etc' As people increasingly rcly morc on



use of information system, securing the resourc€s of information system is becoming more

important. Ignorance to security properties in software projects during system development

life cycle (SDLC) may produce a wlnerable system that is easy target of attackers (NIST,

1995; Kenneth & Gary,2005; Michael & Steve,2006; Jose et al 200E). Moreover loss of

security may results improper modification of systan rcsources, unauthorized disclosure of

personal information, denial of service or dat4 loss of repute, money (Guttorm & Andreas'

2000) and even loss of human life in a mission critical system @onal{ 2003a).

1.2. Security Requirements

Security requirements are defined as quality requirements (Donald, 2003a). Several

authoritative srudies are available regarding definitions of security requirements e.g. (Charles

et al, 2004; Charles et al. 2004; Donatd, 2003a; Nancy et al, 2005; Jonathan et al, 2004;

MST, 1995) where security requirements have commonly been discussed as protection of

information system. Main focus of security requirements discusses '\rhat must not happen"

(Jonathan et al, 2004). A study @onald, 2003b) highlighted that "security requirements are

driven by security thrcats" and dernands detailed risk assessment of project domain. The

author of study @onald, 2003b) contributed by defining attributes of security requirements as

identification, authenticatiorL authorizatioq immunity, integrity, intrusion detection, non

rcpudiation, privacy, auditing, survivability, physical protection and system maintenance.

It is slso well rccognized that security requircments are negative rcquirements and need to be

properly elicited and specified at RE level to assure that security requircments have been

discussed and agreed explicitly Eudolph, 2007; Fircsmith' 2003a; Jonathan et al, 2004; Inger

et al, 2OO8; Jose et al, 2008; Umair & Zulkemine, 2009). In fact elicitation of security

requirements captures the protection of entire spectrum of information technology (NIST'

1995) with the concern of'\phat should not happen in the system" (Guttorm & Andreas,

2ooo).



1.3. Security Requiremcnt Elicitation

Major focus of security requirement elicitation is identification of complete set of security

requirements to define the scope ofproject and eliminate chances ofthe security violations in

future (Donal4 2003a). It is a feature of system level application which is discussed by

considering the factors of software operating environment, hardware environment and human

cultural environment (Jonathan et al,20M). It is a risk oriented approach @onal(2003b),

performed at various stages of system development life cycle (NIST, 1995), requires variety

of artifacs from both RE and SRE communities (Nancy et al, 2005; Jonathan et aI,2004) and

demands contribution from requirement engineer, security analyst, architect, designer,

developer and customer stakeholders (Charles et a\,2006; MST' 1995) Moreover it is an

incremental, iterative and dynamic approach where security requirements are developed and

updated as SDLC proceeds from initiation to dispose, (NIST, 1995; Axel, 2004). 'It is also

highly recommended to elicit security issues at RE level because it serves as basis for system

development life cycte (Charles et al, 2004; Axel, 2004; Lin, Eric and John, 2002; Seda et al,

2005). It ptays role for developing design solutions and in trade off analysis of different

desigr options as well (Ian, 2002b). Similarly security oriented requirement elicitation is used

as a basis for security oriented testing (Meledath, 2006). Moreover, Security requirement

elicitation has been used with differcnt names in software industry as elaborating security

requirement (Axel, 2004), deriving security requirements (Charles et al ' 2004)' analyzing

security requirements (Lin, Eric and John, 2002), specifting security rcquirement (Mamadou

et al, 2004) and elicitation of security requirements (Nancy, 2006a; Siman et al' 2005;

Guttorm &Andreas,2004). we will use the term security requirement elicitation throughout

this literature.



1.4. Problem Domain

,,Caring of security at RE time is a message that has finally received some attention recently"

(Axel, 20O4).Security requirement elicitation should be ar integrated part ofRE (Nancy et al'

2005; Donald, 2004a; Jonathan et al, 2004; Mamadou et al, 2004; Jose et al, 2008; Benjamin

et al 2009). A handbook published by NIST in 1995 mentions that security should be

considered at each stage of SDLC starting from RE to dispose. But instead of addressing

security requirements at RE level, a common problem faced by software development

industry is considering security in context of security policies or architectural mechanisms

(lnger et al, 2008; Umair & Zulkemine, 2009). There are also number oftechniques available

in literature like Misuse cases (Guttorm & Andreas 2000; Guttorm & Andreas, 2004),

security Requirements as Relationships among strategic Actors (Lin, Eric and John, 2002),

Elaborating Security Requirements by Constuction oflntentional Anti models (Axel, 2004)'

Deriving Security Requirements from Crosscutting Threat Descriptions (Charles et al' 2004),

confidenriality Requirements Elicitation and Engineering - CREE (Seda et al, 2005),

Requirement Elicitation Based on Goats with Security and Privacy Policies in Electonic

commerce (furnie, 2000; Simara et al, 2005) with the explicit focus of security requirement

eliciation at RE level but therc is a myh exists that "security area do not have techniques or

templates for requirement elicitation" (Nancy et al, 2005). It is also revealed that requircment

engineerS are not aware about the domain of Security requirements so they are not able to

perform secwity requirement elicitation as early stage of RE level @onald, 2003a; Jose et al,

2008). ln addition, security requirements are more often treated as implicit rcquiremen6

where they should be discussed explicitly (Rudotph, 2007). Morcover, (Rudolph, 2007) also

indicates that there is 'the lack of awareness and knowledge of the people writing the

rcquircments" where author means security rcquircments.



Besides, the review of literature regarding oompamtive rcsearch of security requircments

elicitation also indicate that differcnt security requircment elicitation techniques have been

compared by different rcsearchers but no objective comparison of security requircmens

elicitation techniques regarding selection of these techniques in different situational

characteristics is performed before (Nancy et al, 2006; Mamadou et al 2004; Johan et al 2007;

Daniel et at, 2006; Anders et al, 2007; Andreas & Cuttorm' 2008; Inger et al, 2008; Jose et al,

2008; Benjamin et al, 2009; Umair & Zulkemine, 2009). (Andreas & Guttorm, 2008) points

out dle need of comparing these techniques in differcnt situational circumstances. But we

found that all these mentioned studies have compared security requirement techniques in

terms of.lechnique characteristics" not as comparative evaluation of security requirements

elicitation techniques in situational characteristics except (Andreas & Guttorm, 2008) that has

discussed this issue explicitlY.

So it is diffrcult for software industry to appreciate the strcngths and counter the weaknesses

of security requirements elicitation techniques in terms of a given situation especially at RE

level. In this scenario the industry demands a comprehensive study on security requirements

elicitation techniques that will help to outline the philosophy of different security requirement

elicitation techniques and atso help to make decision in selection of which technique is more

productive in particutar situation. In this context the main research question ofour work is:

. Which technique performs better in terms of effectiveness and coverage in different

situations, MUC or IBIS?

Atong this, we have also reviewed the literature that compares security requirement

elicitation techniques and highlights scope and limitation of respected studies. In the light of

identified limitations, described in chapter 2, we make an effort to contribute rcgarding

situation based selection of security requirements elicitation techniques.



1.5. Research Scope

Thoug[ we are interested to investigste the available security requirement elicitation

techniques in literature with the focus ofRE tevel and their evaluation in different situational

characteristic, we selected only two of them named: Misuse case (MUC) and lssue Based

lnformation System (IBIS) to compare in three situational characteristics (Low, Medium and

High tevel of detail). Rationale for considering these two techniques is provided in chapter

thrce sections (3.3 and 3.3.1). While Identification ofthree situational characteristics as low,

medium and high level of detail is also presented in chapter three under heading of selection

of situational characteristics (section 3.4) and details of these characteristics can be found in

appendix B, C, D for low medium and high level ofdetails respectively.

We admit that scope of our work is limited in terms of number of security requirements

elicitation techniques and situational characteristics. We feel that investigation of security

requirement elicitation techniques and evaluation of their practical application in different

situation demands more comparison of morc techniques with more situations or same

techniques in some other situations.

1.6. Research Contribution

Primary contribution of this research work is development of guideline for both software

community and security community about the selection of security rcquircments elicitation

techniques in terms of differcnt situational characteristics. By providing such guidelines, we

are assisting analysts of both communities to understand security requircments elicitation

techniques at RE level and to easily decide which technique is best suited in given situations.

At the same time, it will also assist them to consider security rcquirements from the

beginning of the project. As ignorance of security requirements at RE level produce a

vulnerable design solution ard uldmately a poor quality system (Nancy et al, 2005). This will

also lead to increase the cost ofthe project because retum on investrnent raises fiom 12 to 2l



Chaptcr I Introducion

perc€nt if security requircments are considercd at RE level instead ofdesign level (Soo Hoo

et al 2001).

Moreover it will also contribute to the notion of (Andreas & Guttorm,2008) by moving one

step further regarding selection of security rcquirement elicitation techniques in situational

characteristics at RE level. (Anclreas &Guttorm, 2008) opens a new area of research by

highlighting the necd of security requirements elicitation techniques selection in different

situations. Availability and detail level of artifacts at RE level sets differcnt situations (Gary

et aI,2002; Seda et al, 2005; Guttorm &Andreas 2000; Guttorm & Andreas, 2004; Charles et

al,2004b; Nancy et aI,2005; Lin, Eric and Johg 2002; Annie, 2000; Simara et a|,2005;

Donal4 2003a ; Axel, 2007; Axel, 2004 ;Nancy et a1,2004. So we identified important

situational factors as low, medium and high level of project detail. Our work will be a source

of motivation for other researchers to identi! such characteristics and provide conceptual

framework to investigate security techniques in differcnt situations and development of

guideline for future analyst for selection of security rcquirement elicitation techniques in

different sinntions.

1.7. Research Method

We identified security as an important research area of software engineering community from

Iiterature (Betty & Joanne, 2007) and perform a literature survey in this subject. Survey

rcvealed the need of considering security rcquirements during RE and situation based

evaluation of security requirement elicitation techniques regarding selection of these

techniques in different situations (Andreas & Guttorm, 2008).We also search for literature

where security rcquirement elicitation techniques have been discussed comparatively.

A survey of available security rcquirement elicitation techniques was performed to identify

techniques that have been proposed in literature as security requirement elicitation techniques

and also have working support at RE level. These techniques were theorctically evaluated on



the basis of evaluation criteria introduced in (Axel, 2004) as important parameter for

evaluation of security requirements elicitation techniques. After rating, two techniques MUC

and IBIS were selected for fi[t]rer investigation. The parameters ofsituational characteristics

were also identified from literaturc survey as situation of low level ofdetail, medium level of

detail, high level of detail.

An experimental approach has been decided to compare the both techniques for research

validation. Dependent variables were identified as effectiveness of techniques (number of

security goals identified by each technique in given situation) and coverage of techniques

(number of types of security goals identitied by each rcchnique in given situation and

learning, executing & result interpretation time consumed by each technique in given

situation). Hypothesis statements were developed and as the nature of the research work

contains comparison of two techniques in three different situations so a comparative

experimental method named - rcpeated measure design was selected and executed for

research validation. It was performed with randomization and counterbalancing approach to

control extemal and intemal validity of the experiments. Finally the statistical rcsults and

hypothesis testing is presented in chapter 5 and summary findings and selection guidelines

about MUC and IBIS are also provided in chapter 5, whereas chapter 6 provides conclusion

and future directions.

1.8. Thesis Outline

Thesis out line follows: Chapter 2 provides review of literature that has been done by

industry for compaEtive evaluation of security requircments elicitation context. It also high

lights the limitations and gaps of rcspected studies. Chapter 3 lists the significant security

requirement elicitation techniques used at RE level, describe them briefly, explain the

important evaluation parameter & theorctically evaluate the identified techniques and

selection of two techniques - MUC & IBIS for firrther evaluation. Besides this chapter 3 also



describes list of situational characteristics and provide rationale for their selection. Chapter 4

prcsents experimental design by describing dependent variables, hypothesis statements,

rcsearch design & procedure and validity issues. chapter 5 illustrates r€sults of experiment on

the basis of graphical pattems (bar gBphs) and statisticat findings leading to guidelines for

future analysts about situation based selection of security requirement elicitation technique.

Finally conclusion is provided in chapter 6 to discuss the paper contributions for industrial

practitioners and future researchers.



CHAPTER 2: LITERATT]RE SURVEY



CEAPTER 2: LTTERATURE SURVEY

Therc are number of studies available in literaturc that have identified the need of

companrtive evaluation of security requirement elicitation techniques (Mamadou et al, 2004;

Nancy et al, 2006; Tor& Guttorm,2007; Jose et al, 2008; Andrcas & Guttorm, 2008). It is

also noted that there is shortage of snrdies where security rcquirement elicitation techniques

have been discussed specifically. However there are studies available wherc security

engineering processes or security rcquircment engineering processes are subject ofevaluation

(Johan et al, 2007; lnger et al, 2008; Benjamin et al, 2009; Umair & Zulkemine' 2009).

Following section provides overview of such studies where security requirement eliciAtion

techniques have been discussed in term of evaluation or comparison. It also highlighS the

focus of these compaftrtive studies by identifting the techniques that have been evaluated or

compared and criteria that have been used for this comparison and evaluation. Besides, we

tried to identifu the scope and limitations ofsuch studies in order to contribute in the arca of

study by providing guidelines for selection of security requirement elicitation techniques in

different situational characteristics.

2.1. Review of Comparative Eveluation of Security Requirement Elicitation Techniques

2.1.1. Evaluation Factors for Comparison of Security Requirement Elicitation

Techniques Discussed by (Mamadou et al, 2004).

A comparative evaluation of three security specific requirement elicitation technique is

presanted in (Mamadou et al, 2004). The authors rccognize the need of considering security

requirements elicitation at early stages of RE and selected Common Criteri4 Misuse Case &

Attack Tree foi "critical analysis and comparison" from security domain. They used all three

techniques on same case study - wireless hospot and evaluated the techniques against

predefined criteria defined as leam ability, usability, completeness, clarity of output and

analyzability.
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The purpose of the literature (Mamadou et 81, 2004) was comparison of security specific

requirement eticitarion techniques. But on final note we do not find which technique is better

than othen in order to provide guidance for future analyst' There are no findings about

selectionofsecurityrequirementelicitationtechniquesfromthiscomparisonbutasuggestion

to use all ofthem 8s combine methodology'

It is also noted that comparison was based on the characteristics of the techniques like clarity

ofouput,usabilityetc.Authorsdidnotaddanysituationalattributeforevaluationtodirect

the readers about which technique is useful in which situation'

Finally,theliterature(Mamadouetal,2004)concludedthateachtechniqueperformedwellin

securitycontextwithisspecificsrenglhsandweaknesses.Italsorecommendscombineduse

of technique can improve effrciency of these methods But does not provide any mean to

combine all these technique to be more effective'

2.1.2. Evaluation Model for Assessing the PcrforEance of Security Requirement

Elicitation Techniques by (Nancy et rl' 2000

A comparative study under supervision ofNancy R Mead (Nancy et al' 2006) was conducted

in context of SQUARE evaluation. At First, nine requirement elicitation techniques (Soft

System Methodotogr (SSM), Quality Function Deployment (QFD)' (Controlled Requirement

Expression(CoRE),lssueBasedlnformationSystem(IBIS),JointApplicationDevelopment

(JAD),FeaturedorientedDomainAnalysis(FODA),CriticalDiscourseAnalysis(CDA),

Accplerated Requircment Method (ARM1), Misuse Case were selected from literaturc and

subjectively rated against predefined evaluation criteria. The attributes of criteria were

identified as adaptability' case tool, client acceptance, complexity' graphical ouput'

implementationduration,leamingcurve,maturityandscalability'secondty'onthebasisof

this evaluation IBIS, JAD and ARM were Setected for further comparison in context of

security requirement elicitation. case study based approach was used for research validation



and all the thrce techniques were apptied to three different case studies' After performing

case studies ARIvt JAD and IBIS were also evaluated against a technique characteristics

based criteria. As the technique evaluation was in context of security requirements, but the

characteristics of criteria do not have particular focus on security relevant issues. Besides,

critical analysis of the report (Nancy et al, 2006) shows that although the domain of the

rcsearch was security requirement elicitation but all the selected nine methods were from

domain of functional re4uirement elicitation except misuse cases' They werc not designed or

introduced in literature as security requirement elicitation methods and hence cannot be

considered a good sample in security relevant issues'

Moreover on the basis of this subjective rating, they selected IBIS, ARM and JAD to apply

on 3 different case studies. IBIS and JAD are high scorcr on the tabte but ARM, Misuse case

and SSM got tie there is no justification that why ARM is selected for further investigation

while Misuse case seem good candidate in terms of security requirement elicitation (Guttorm

& Andrcas, 2004; Mamadou et al,2004; Jose et al, 2008 )' Comparison of techniques from

both domains may also present morc valuable rcsults as (Donald,2003a; charles et al' 2006)

indicate that security rcquirement elicitation at RE level demands combine effort from both

domains.

In addition, rcview of evaluation criteria also shows that it is based purely on characteristics

of elicitation methods e.g. adaptability, graphical output. lt did not consider any situational

characteristics to investigate the performance of selected techniques in different situations.

Finally, the conclusion of the rcport that ARM is better than JAD or IBIS has some points to

be raised.

Authors admitted that execution of JAD by team memberc was not fully performed and

startingstepsofJADwereomittedbythem(Nancyetal'2006).Sohorvcantheyclaimthat
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JAD did not perform well in security requirement elicitation when all the procedure of the

technique was not even followed?

Moreover,itisalsoacc€PtedbytheauthorsthatresultsmaybebiasedasARMmethodwas

performed by security exPerts who had knowledge about security domain & requirements as

comparc to other two teams of IBIS and JAD methodology who werc nOt security experts

(Nancy et al, 2006). Moreover authors of the rcport recogized the abilities of IBIS as'that

the interview generated discussion between stakeholders and raised security issues that

otherwise would not have been addressed" (Nancy et al, 2006) but did not rccommend it for

future because clients of the case study had difticulties in understanding of IBIS map

structure. It seems that tlre main problem with the IBIS was understanding and execution of

technique not with the technique itself. The team may be failed to convey the essenc€ of

technique to the client.

2.l.3.TechniqueCharacteristicsBasedEvaluationModelforSecurityRequirement

Elicitation et Various Stages of SDLC by (Daniel et al' 2006)'

@aniet et al, 2006) presents a theoretical comparison of eight security requirements

elicitation techniques against a prcdefined evaluation criterion. Authors highlighted the

common software industry problem of considering security as design level approach and

strongly acknowledge the idea of eliciting security requirement at functional rcquirement

elicitation level. In addition they also call attention to the fact that security issues should be

taken in to account throughout all phases of system development lifecycle from inception to

disposc @aniel et al, 2006).

@aniet et al, 2006) contributes to the software community by hightighting the need of

security requirement elicitation at RE level instead of taking it as design or development level

approach. Authors @aniel et aI,2006) arc intercsted in comparison of security requirement

engineering processes but not only at RE levet. Setected techniques are not specific to only



security requirement elicitation at RE level rather address security issues to all phases of

SDLC.Sothefocusiscomparisonofsecurityrcquirementengineeringprocessestothe

whole software development while scope of our work will be specific to only elicitation of

security requirement at RE level.

Analysis of @aniel et al, 2006) discovers that components ofthe evaluations criteria are also

based on the technique characteristics e.g. degree of agility, help supPort, degree of

integration with other software requircments, user fiiendliness, contribution of the proposals

as regard security. Comparative evaluation does not contribute to community about selection

of requirement elicitation technique in terms of siruational factors as we will discuss these

elements in our research work.

on final note, @aniel et al, 2006) concludes that "it must be said that these approaches are

not specific enough for a treatment of ls securiry rcquirements in the first stages of the IS

development process" so there is no guidance for software industry to apply them at RE level

as paper suggest none ofthem is being supportive at RE level.

2.1.4. Technique Activity Based Evaluation Factors for Security Engineering Process by

(Johan et al 2007).

The article (Johan et al 2o0a comparcs two secure.software engineering processes -

comprehensive, Lightweight, Application Security Process (CLASP) and Microsoft's

security Development Lifecycle (SDL). The authors have highlighted that security

engineering process should be considered and applied to the whole softwarc development life

cycle in order to provide trustworthy system. Theoretical evaluation was opted for research

validation and techniques were selected for comparison as they both are introduced in

literature as security engineering processes and explicitly focus on security relevant activities

ofSDLC (Johan et a12007).



Authors have reviewed availabte material about both processes and developed a list of

general characteristics and activities of each process. Activities are then organized into

differcnt phases of software development lifecycle e.g. education and awareness, project

inspection, analysis, design, implementation, testing and verification, deployment. Then both

processes are compared on the basis of technique activity base comparison. In general this

comparison guides tlre community as checklist. For instance what activities are performed by

each process at each phase of system development life cycle? Wtat activities are common

and what are different in each process?

Overall, (Johan et al 2OO7) presents theoretical evaluation of two security engineering

processes. They did not support their findings through any empirical or experimental

validation. Major focus of the article was to identifi strengths and weaknesses of both

proc€sses in term of their general charscteristics and activities performed by each of them in

system development life cycle. No guidelines are available about strengths and weaknesses of

these two processes in differ€nt situational characteristics.

It is discovered that pres€nted comparison is of two secure software engineering processes

with the focus of mapping security engineering cycle to the whole software development life

cycle. It is not specific about security requirement elicitation techniques at RE level.

Moreover, comparative analysis of both proc€sses on different phases of SDLC does not

discuss security requircment elicitation specifically. Therc is no information found - how do

both processes realize elicitation of security requirements? Which aspecs of security

elicitation they cover? How both processes differed in security requircment elicitation at early

phase of software development life cycle? Instesd rcport describes that'SDL seems to have

no activities that are specific to the analysis phase" (Johan et 8l 2007). This makes readers

confuse about when SDL elicit security rcquiremens?



It is also described that GLASP recognized the need of elicitation of security requircment at

early stage of SDLC to drive the security oriented design, implementation & testing and

maintenance activities of project (Johan et al 2007). But does not describe what these

activities are and what issues to be considered in context of security requirement elicitation at

RE level.

2.1.5. Facton of Comparative Evaluation Model for Comparing Non Functional

Requirement Elicitation Methods by (Andrer et aI' 2007).

(Andrea et al,2007) provides a comparative study of two requirement elicitation techniques

named IESE - NFR and Misuse Oriented Quality Requirement Engineering (MOQARE),

Authors selected both techniques form literature review in context of requirement elicitation

and analysis ofNon Functional Requirements (NFR). Both techniques were applied to a case

study - wireless network system. IESE -.NFR was used to identi! efficiency' reliabitity and

maintainability quality attributes while MOQARE was applied to identifi security,

interoperabitity, rcliability, usability, maintainability, probability aad efficiency.

Though authors applied both techniques to identif, quality requirements but the comparison

was of two NFR techniqueg there is no explicit discussion of security requirement elicitation

specific techniques. The evaluation criteria used was also about the characteristics of the

techniques and defined as guided prccess, measur€able NFR. Reuse of artifacts, intuitive and

creative elicitation, focus effort and NFR prioritization, dependencies, integration of NFR

with FR. It does not include any situational aspect for evaluation.

It is also discovered that authors explore the IESE - NFR for efticiency, reliability and

maintainabitity attributes while the MOQARE was investigated for security requirements but

at the end no security relevant comparison found because former technique was not explored

for security relevant quality atfibutes.



Moreover, the objective of the (Anden et al, 2o0a was not comparison of techniques in

order to identiry which one is better than others but to explore the characteristics of the

techniques in terms of understanding how do they work to identifr (NFR) at RE level and

look at the possibilities to improve tle technique by combining their strengths and excluding

their weaknesses in terms of defined evaluation criteria. So the readen may not b€ Eble to

interpret the resuls in terms of NFR technique selection in different situational

characteristics. Besides, purpose was not developing guidelines for NFR techniques selection

rather authors were inter€sted to improve the described techniques.

2,1.5. Misuse Case Based Analysis Facton for Evaluation by (Ior & Guttorm,2008).

(for & Guttorm, 2008) presents an experimental research work where misuse case text

description and misuse case diagrams arc comParatively evaluated to guide the softwarc

industry regarding which approach performs better than others. Nature of the compared

approaches is security requirement elicitation and other security requirement engineering

phases are out of scope of this rcsearch work. lt does not add any situational asp€ct to

compare the performance of both approaches and main contribution of the work is

compadson to find advantages and disadvantages of text based description and diagram based

notation of misuse c€ses to investigate which one is beter than other. Performance of the

misuse case text and diagnm based approaches were measured by the number of failure

mode (any event that could threaten to any actor's mode) and perception based evaluation

criteria based on perceived ease ofuse, usefulness and intention to use.

Our work will contribute to (tor & Guttorm, 200E) as instead of focusing on only two

different faces of misuse cases we will discuss performance of diagram notations of misuse

cases and IBIS in context of situational scenario and will contribute regarding selection of

these two techniques in different sioations.



2.1.7. Eveluation FrctoB for situation Besed selection of s€curity Requirement

Elicitedon Techniques identilied by (Andrees & Guttorm' 2008).

Another experimental comparison of two security specific rcquirement elicitation technique

is conducted by (Andreas & Guttorm, 2008). It is a major contributor to software community

in order to selection of security rcquirement elicitation especially at RE level. The names of

the selected techniques are Misuse Cases and Attack Trees and experimental research

approach has been used by authors to validate their proPosal.

The authors point out the fact of growing need of security in software industry and rare

empirical or experimental literature about security specific requirement elicitation technique.

They compared above mentioned techniques in a pair ofcontrol experiment.

The evaluation criteria used for comparative evaluation was number and types of threats

identified by each technique. While the performances of both techniques werc mesured in

two experiments where authors defrned sinrations as only use case description was provided

in first experiment while in second experiment both use case description and use case

diagram were provided. They also collected sample perception about the technique through

questionnaire to match their performance and perception of the both technique. Finally they

suggested Attack Trces to be used in future for requirement elicitation as it was better in both

experiments.

Ovemll, the (Andreas &Guttorm, 2008) opens a new research era in requirement elicitation of

software development industry by explicitly focusing on security requirement elicitation. It

rtcognizes that software industry must consider security at RE level and therc should be

guidance about selection of security requirements eliciation techniques. For this purpose it

presents evaluation of two security specific rcquirement elicitation techniques. [t uses

experimental approach to provide grounds for rcsearch results. It compares both techniques



on the basis of technique characteristics - number and types of threats identified by each

technique

Threat identification is undoubtedly major building step of security rcquirement elicitation as

(Donald, 2003b) mentions that security requirernent elicitation is a thre€t oriented approach.

Besides, (Andreas & Guttorm,2008) elaborates situations on the bases of two factors defined

as use case description and us€ cas€ diagrams plus use case description.

our work will contribute to (Andrcas & Guttorm,2008) by moving one step further and will

compare two elicitation techniques on the basis of number and variety of security goal

identification by each technique. It will discuss abilities of wo techniques in analysis of

security goal elicitation.

Moreover our work will also consider the time dimension as outcome variable to guide the

software industry about time consumption of each technique in different situations. Time

plays definite role in success or failure of software Project. Most of the time security

rcquirements are ignored at RE level because of time shortage. So there is need of guideline

about s€curity requirement elicitation technique in terms of time consumption. E.g. which

technique takes more time to be executed?

Besides, (Andreas & Cuttorm, 2008) elaborate situations on the bases of two factors defined

as us€ case description and use case diagrams plus use case description. Our research

specifically considers this issue by identifting thrce situational characteristics described in

chapter 3 (section 3.3) and investigating performance of both techniques in these situational

characteristics.

2.1.8. Security Attribute specilic Evaluation Model for Dilferent Phrses of Requirement

Engineering by (Jose et al, 2008).

(Jose et al, 2008) reports comparative survey of twelve security requirement engineering

proc€sses. The authors point out the common software industry problem of considering



security issues at later stages ofsDlc and not taking it as RE level approach. They also high

light the fact that there is lack of awareness in software community regarding existing

security rcquirements engineering processes and a need to explore such processes

comparatively in order to acknowledge their stengths and weaknesses. The research work

spccifically focuses on suwey of security requirement engineering processes. The suweyed

processes are Common Criteria, SQUARE, Operationally Critical Threat, Asset, and

vulnerability Evaluation (ocTAvE), Attack Trees, Usage-centric Security Requirements

Engineering (USeR), CLASP, Misuse Cases, Abuser Stories, Secure TROPOS , ir agent

based requircments for security, Security Problem Frames and Anti-Models (Jose et al,

2008). Similar to @enjamin et al, 2009), selection of proc€sses as security requirement

engineering has points to be raised. For instance (Jose et al, 2008) discussed Misuse Cases &

SQUARE both under category of security requircment engineering processes. However the

discussion about the differentiation between Misuse Cases and SQUARE or among other

surveyed processes in terms of scope or classification is out of scope of our research work.

Authors of report divided security requircments engineering process into five phases and

named them es security elicitation, analysis, specification, management and suPport to later

stages ofdesign and testing.

Evaluation criteria for each phase of security requirement engineering Process were

established to measure the performance level ofeach process to each phase. The contents of

evaluation criteria based on certain security specific activities of each phase identified

through literature rcview of researchen. Though the constituent factors ofevaluation criteria

do not include any situational asp€cts to measure the performance of surveyed processed in

different siruationg even than (Jose et al 2008) contributes to security oriented software

industry by discussing security specific rcquircment engineering processes in terms of

security specific activity based comparison. It also discussed security rcquirement elicitation



phase expticitly. There is evaluation criteria specifically established for elicitation phase of

security rcquirement engineering process. It explores the processes for their support to

eliciation of security rcquiremens phase and measure the scale ofsupport as well. Besides, it

also high lighs how each process elicit security rcquirement by describing types of

techniques used/ recommended by the process. Additional aspecS of evaluation criteria

relevant to security requirement elicitation phas€ are degree of stakeholder identification

provided including customer/developer/end user, level of involvement of the customer,

elicitation of other the other types of the requirements besides security, dyramics of the

elicitation process (iteration of requirement elicitation or not) and support for establishing

system boundaries (what are insiddoutside boundaries ofsystem being developed)'

Fina y, along the recommendations for each phase of security requircment engineering

process and over all suggestion regarding performance of surveyed processes, (Jose et al,

2008) concludes misuse cases, OcAve and User as high scorer in elicitation phase. Over all

the survey report contribute to software industry by discussing security rcquirement

engineering processes and also provide guidance rcgarding elicitation of security requircment

phase specifically.

2.1.9. Security Oriented Activities Based Evaluation Model by flnger et al' 2008).

A comparative study (lnger et al, 2008) performed a theoretical comparison of security

requirement engineering process€s. The selected processes were security requirement

engineering methods e.g. SQUARE (Nancy et al, 2005), Security Requircment Engineering

Framework (Charles et a1,2006), XP Oriented Approach to Security Requirement

Engineering (Gustav et al, 2006), CLASP (OWASP, 2006), Microsoft SDL ( Michael &

Steve, 2006) Secure Software Development process by (Axelle & Makan , 2005), (Kenneth

&Gary, 2005) and (Gunner, 2004) and a Methodology for Secure Software design by

(Eduardo, 2004), and do not discuss security requirement elicitation specifically. The



contents of evaluation criteria were characterized as definition, objectives, Misuse/ threat,

&sset, coding standard, categorize & prioritize, insP€ct and validate and process planning'

It is rcvealed that comparison of security requircment elicitation techniques is not the subject

ofthe work but the introduction ofa new technique for security requirement engineering that

is e3sy to use and provide stepwise guidance to its users to be executed. Moreover, evaluation

criteria contains security relevant activities performed at RE level e.g. definition, misuse/

threat etc and does not include any situational characteristics. Furthermore, the comparison

may be used as guideline in selection ofa particular security requirement engineering process

whether it support certain activities or not but provides not guidance about selection of

security rcquirement elicitation techniques.

2.1.10. Security Specific Attribute Based Evaluation Model by @enjamin et aI,2009)

@enjamin et al, 2009) highlighted the importance of security rcquirements and need to must

consider them before design as well. Authors performed a comprchensive literature review of

security rclated concepts and security rcquirements elicitation and engineering processes.

They categorized security requircrnent engineering processes in multilateral approaches,

UML based approaches, goal oriented approaches, problem frame based approaches, risk

analysis based approaches and common criteria based approaches. Major focus of the paper

was introduction ofa Conceptual Framework (CF) in order to explicitly high light the context

of security and relevant security properties that security requirement engineering methods

should have or whether they have it or not. The contents of CF based on security relevant

activities like security goals & security requirements identification, security specification,

stakeholder's view, domain knowledge, asset, thEat, vulnerability and risk analysis. On the

bruis of CF authors evaluated other security rcquirements engineering methods to evaluate

whether they have such properties or not



Using the CF, evaluation of security requirement engineering methods provides

understanding of such methods that what security relevant properties they have? How do they

work? What aspects they do consider in order to elicit security requircments and drive the

security requircment elicitation process. The study also covers a wide range of methods for

evaluation but considers conceptual properties of these methods and does not add any

situational perspective to compare the effectiveness of such methods. Besides, selection of

methods for comparison is also questionable. For instance SQUARE and misuse case may

not be directly comparable as SQAURE is a security requircment engineering process and

scope of the process capture nine comprehensive set of activities while misuse case is an

individual technique that can be used as a tool to elicit security requirements as part of

SQUARE.

2.1.11. Evaluation Models for Security Development Lifecycles, Security Spccilication

languages and Security Requirement Engineering Processes discussed by (Umair &

Zulkerniae, 2009).

Another recent literature (Umair & Zulkernine, 2009) also discussed comparative evaluation

of security related processes. Major focus of the paper is considering security throughout

SDLC. It comparcs security software development life cycles on the basis of their activities.

Furthermorc it also performed technique characteristics based comparison of security

specification languages and activities wise comparison of security requirement engineering

process€s such as security Requirement Engineering Framework by (Charles et al, 2006),

Secure Tropos, SQUARE, CLASP, SREP (Umair & Zulkernine, 2009). Authors emphasis on

security of whole system development life cycle. Besides, they also highlighted the need of

comparing and selecting security rcquircment engineering process and are not interested in

evaluation of security requircments elicitation Echniqu€s and selection ofsuch techniques in

different situational characteristics.
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2.2. Overrll Synthesis

Analysis of literature review rcveals that therc is shortage of comparative studies evaluating

the effectiveness of security rcquirement eliciAtion techniques in different situational

characteristics. Summary of related evaluation work that has been discussed in previous

section is described in Figure I
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On the whole, there are some work in this area where security requirements elicitation have

bcen discussed empirically (Nancy et al, 2006; Anders et al 2007; Benjamin et al, 2009)'

theoretically @aniel et al, 2006; john ct al, 2007; lnger et al, 2008; Umair & Zulkemine,

2009; Jose et aI,2008) or experimentally (Ior & Guttorm,200E; Andreas & Guttorm' 2008)

but the context ofevaluation mostly focuses on technique characteristics base comparison.

Moreover each study has different intention of evaluation. (Mamadou et al, 2004) perform

evaluation ofsuch techniques with aim ofusing them together to improve their effectiveness.

(Nancy et al, 2006) highlighted the need of selection of security requirement elicitation

process but the assessment of technique was based on predefined criteria that totally contain

general characteristics of techniques like graphical outpu! scalability etc. Another study by

@aniel et al, 2006) makes analysis of security requirement elicitation tochniques with

consideration ofdiscussing security issues at the whole system development life cycle instead

of RE level. They conclude that their selected studies did not have support to elicit security

requirements at RE level.

There is also comparative evaluation reported in (ohan et al, 2007) that draws attention to

emphasize security requirements at RE level but they take into account two security

engineering processes and their focus is activity wise comparison of both processes and

evaluating their security relevaat activities performed at each stage of SDLC. Then

experimental comparison of two security requirement techniques described in (Andrcas &

Guttorm, 2008) focuses on identiling the capabilities of selected techniques for threat

oriented analysis in two different scenarios wherc scenarios were defined on the basis of use

case description and use case description plus use case diagams.

One more comparative research work presented in (Inger et al, 2008) discussed security

requirement engineering proc€sses comparatively with the ultimate objective of developing

new security requirement engineering process that is easy to use. Similarly, @enjamin et al,



2009) also prcsents comparative work where activity based comparison of security

rcquirement engineering processes is conducted in order to provide guidance regarding how

each process realizes the activity based attributes of evaluation criteria- Besides, (Umair &

Zulkemine, 2009) also highlighted the need of considering security to the whole SDLC and

explicitly focus on comparison of security development life cycles, security specification

languages and security rcquirement en gineeri ng processes.

Over all, synthesis of literature review rcveals that there is shortage of comparative work

available about situation base evaluation of security requirement elicitation technique. There

are no guidelines suggested in literarure for new or less experienced analysts regarding such

techniques that which one will be more productive in specific project situations. Ultimately

there is a need to comparatively evaluate security specific requirement elicitation techniques

from different situational perspectives and guide the software community in selection ofthese

techniques that which one is appropriate for given situation.
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CEAPTER NO 3: SELECTION OF SECIIRITY REQUIREMENT ELICITATION

TECHNIQIJES & SITUATIONAL C HARACTERISTICS

3.1. Security Requirement Elicitstion Techniques with RE Lcvel Support

For the evaluation of secudty requilement elicitation techniques, we res€arched the relevant

lit€ratue where secufity issues have been discussed purposely. We came across variety of

studies in this regard such as (Jonathan et at, 2004; Nancy et al, 2005; Donald, 2003a;

Cynthia et al, 2002; Gustav et al, 2006; Ambrosio et al, 2002; Michael &Steve, 2006;

OWASP, 2006; Inger et al, 200E; Charles et al, 2006; Axelle & Makan , 2005; Gunner, 2004;

Kenneth &Gary,2005; Guttorm and Andreas 2000; Guttorm and Andreas, 2004; Lin, Eric

and John, 2002; Axel,2004; Charles et al, 2004; John, 2004; John' 2004; Seda et al, 2005;

Arnie, 2000; Simara et al, 2005;Nancy et al, 2006; Nancy, 2006a; Axel, 2007; Charles et al,

2004b;Gary et al, 2002; NancY, 2006b)'

we do not take account all ofthem as we arc interested in evaluation oftechniques that have

been proposed in titerature for security requirement elicitation at RE level specifically while

some of the studies have different nature ofjob. For instance we surveyed (Jonathan et al,

2004; Nancy et al, 2005; Cynthia * al,2002; Gustav et al, 2006; Ambrosio et al' 2002;

Charles et al, 2006; lnger et al, 2008) but do not discuss them in detail as they are security

requirement engineering methods and do not specifically discuss notion of security

requirement elicitation.

Besides, we did review (Donal4 2003a) but did not take it into account as it discussed

security requirement engineering process by introducing information model of it. Similarly

we also left out Michael &Steve,2006; OWASP, 2006; Axelle & Makan, 2005; Gunner'

2004) because they arc security engineering proc€sses and focus on security activities of

whole system development life cycle.
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Finally, tre numbers of security rcquirement elicitation techniques investigated in detail werc

reduced to seven techniques. Thes€ werc selected on the basis of following reasons:

! These techniques have been proposed specifically as security requircments elicitation

techniques and meet the objective of our research work as we are interested in

evaluation of security requLement elicitation tecfuiiques.

t These techniques also have support of elicitation of security requircments at

requircment engineering level and go up with the goal of our rcsearch work as we

have aim to guide the software community regarding techniques that discuss security

rcquirements elicitations at rcquirement engineering level-

t [^ast but not least, it helps to comprchend the scope of comparalive evaluation within

manageable size.

In this context, we decided to rate and discuss the following techniques:

! Misuse cases

Analyzing Security Requirements as Relationships among Strategic Actors

Elaborating Security Requirements by Construction of Intentional Anti

Deriving Security Requirements from Crosscutting Threat DescriPtions

! Confidentiality Requirement Elicitation and Engineering (CREE)

! Requirement Elicitation Based on Goals with Security and Privacy Policies in

Electonic Commerce

t Security requircment elicitation by Issue Based Information System (IBIS)

3.1.1. Misuse Cases

Misuse cases have been introduced in literature as extension of use cases - negative us€ cases

(Guttorm & Andreas,2000; Gunorm & Andreas,2004; lan 2002a;[an,2002c) to "describing
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behavior that system/entity owner does not want to occut'' (Guttorm & Andreas' 2000)'The

majorcontributionofMisusecas€is..s€curityrequircmentelicitation''byidentificationand

presentationoftheatstosystemfiombothoutsideandinsideattackerswhointentiallyabuse

the system (Guttorm & Andreas, 2000; Guttorm & Andreas' 2004; Lilliaru 2005)'

Thecontextofthemisusecasemodelexplicitlydealswithsystemfunctionalproperties(an'

2002c) .Use cases are considered as focat point with the intention of analysis of attacker's

capabilities (MeledatlL 2006)' Output of such analysis is called threat and modeled as

..Misusecase,,inMisusecasediagram.Thereisliteratureavailabletodiscussgraphical

notations grammar and technique guidelines of misuse case technique in order to elicit

security requirements (Guttorm &Andreag 2000; Guttorm &Andreas' 2004; Meledath' 2006;

Lillian,2005). lt is discovered by that literaturc that misuse case has three structural elements

namedmisusec{rse,misuser,linkingarrowsandsimplerelationshipssuchas-betweenuse

case and misuse case as threaten, and between misuse case and security use case as

mitigation.

The notion of misuse cases and security requirement elicitation has been.discussed by

different authors in previously mentioned titerature' The review of (Guttorm &Ardreas'

2000) suggests that identifi threats to use cases without providing any further clarification'

Iatter the same authors in (Guttorm &Andreas' 2004) rcveals that to identifi s€curity

requirementsonefirstneedtoidentifysystemassets'definesecuritygoalsforassets'threats

to each s€curity goals as misuse cases, identifi and analyze risk for the threats and define

securityrequirements'Heretheyclari!assetsasinformation,virtrrallocationandactivities.

This(Guttorm&Andreas,2004)portraytheimagethattfueatsareidentifiedonlytosecurity

goals. Another finding is discovered from (Meledath'2006) with the focus of threat

identification as misuse case to each use case including threat against each ofthe functions,

areas'processes,dataandtransactionsinvolvedintheusecase.Furtheranalysisof(Lillian,
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2005)addedmoreintermsofattacker,sctassificationasinsider,&outsiderqandweak

points of the system h use case - wlnerabilities'

Moreover, Ian Alexander discusses the effectiveness of misuse case in (an,2002c) by stating

that it helps to identiry security threats and mitigations lt also support analysis of cause and

effect of faiture mode and tradeoff between mitigation and system constraintg jusification of

designoptionsinfirfurelEviews,exceptionhandlingscenarios.dreideaoftsadeoffanalysisis

explored in more detail by same author in literature (Ian' 2002b) where he introduc€s

relationshipofconflictwithandsggravatetobetterunderstandtheproposedsituatiorqto

avoidconflicts,andguidethestakeholderstowardsabettereconomic(cost/benefit)solution.

3,1.2. Analyzing Security Requirements as Relationship among Strategic Actors

The paper (Antonio et al, 2006) proposes a fiamework for requirement eticitation based on

strategic dependency relationship. It applies agent oriented concepts along with Language

Extended lexicon (LEL), scenarios and i+ structures to suPport requirement elicitation

process. Similar approach is intoduced in (Lin, Eric & John' 2002) in context of security

rcquirement eticitation. It (Lin, Eric & John, 2002) contributes to security requirement

elicibtion community by introducing a new concept relationships among strategic actors to

security requirement elicitation at early stages of RE' It defines security requirements in

context of social actors e.g. stakeholders, attackers and software components and

dependencyrclationshipsamongthem.Italsoclaimedthat..analyzingstrategicrelationships

help to understand the impact and extent of threats and the effectiveness of mitigating

measures" (Lin, Eric &John' 2002).

Goalorientedanalysisisusedtoidentiftgoals,objects,operationsarrdlistofinvolved

agents. Basically it provides domain properties, goal hierarchy' functional & structural view

oftheproposedsystemsandsetofagentsresponsibletorealizethe.Italsoprovideslinks

betweendifferentkindsofgoals(contribute/conflict),goalsandotherRequircment,models
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such as objectJ scenarios/operationvagents. In short goal based analysis helps to understand

domain properties, system functionsl requirements, list ofkey system agents and roles played

by them.

Agent oriented analysis concentrate on system agents such as software components, hardware

devices and human entities @mmanuel &Axel, 2002).They explicitly dunand to identi!

major syston agent and dependency relationship between each pair of agent in ordet to

achieve system goals. Scope of dependency relationship is defined as goals, ask, soft goals

andresources(Lin,Eric&John,2002).Theunderlyingideaisthatsystemiscombinationof

agens and agents depend on each other in order to provide complete system functionality

(Antonio et al, 2006). In context of security requircment elicitation dependency relationship

betwe€n agents is specifically focused with intention of attackers, their motivation, possible

attacks and outcome effects of attack pin, Eric &John, 2002)'

3.1.3. Elaborating Security Requirements by Construction of lntentional Anti Model

A technique for security requirement elicitation is proposed in literatue (Axel' 2004)' based

on goal oriented requirement engineering framework alld obstruction analysis discussed in

(Axel & Emmanuet, 2000). The report of (Axel, 2004) explicitly focus on elicitation of

security requirement at RE level while literature (Axel & Emmanuel, 2000) and (Axel' 2007)

provides conceptual grounds to it.

Proposedtechniqueusedgoalmodelofthesystemtobeasamajordriverforeliciting

security rcquirements as artifacts of goal elaboratiorl goal base negotiation, conflict

management, goal verificatiog goal validation and goal obstacle identification and resolution

are critically analyzed to have a deep understanding of the cunent

security specific obstacle model (Axel &Emmanuel, 2000)'

Another building block of this ft'amework is security goal model

According to perceived understanding of technique (Axel' 200a)'

system and develop

of the system to be.

security requirements
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elicitation is divided in to two parts. At first, preliminary set of security requirements named

security goals are elicited by considering generic specification Pattems of security goal meta

class including all relevant security attributes, Instantiation of these generic specification

pattems to sensitive objects of object model, Coal refinement/ abstraction of these security

goals to fmd preiiminary set of security requirements and developing objec! operation &

agent models to compliment security goal model of the system

At this stage when functional requirements, domain properties, security rcquirements with

specification and sccnario support, involved objectq agents and operations to achieve them

has been identified, Requircment Engineer can step forward towards threat obstacle analysis

where obstacles are goal violation statements 'vhose satisfaction may prevent the goal from

being achieved,' (Axel, 2004). In fact it compliments security requirement eliciation by

considering goal obstruction in terms of attacker's negative goals. It proc€eded as negation of

security requirement or negation of functional requirement, named root anti goal, Linkhg of

negated goals to class of attackerg Motivation of attackers, Attacker's capabilities (he can

monitor & control). Besides this analysis of domain prop€rties exploitable by attackers and

softwarc properties exploitable by atackers are also performed to identif, necessary

conditions in the domain and software that can supPort attacker's goals. Security

requirements are identified to eliminate vulnerable domain and software properties'

3.1.4. Deriving Security Requircments from Crosscutting Threat Description

Security Requirement Elicitation discussed in (Charles et al , 2004), proposed framework of

security requirement engineering of (Charles et al, 2006) and role of trust assumption in

elaboration of security requirements in (charles et al, 2004b) provides a general context of

security requirement elicitation at early stage of RE. The basic idea is that derive security

requirements parallel to architecture development. The synthesis of above mentioned

literature shows that security requirement elicitation has iterative nature, it requires
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contribution of requirement engineers, designers and security analyst. It uses combined

artifacts from both requircment engineering (goals, functional rcquirements, context diagram

& problem fi.ame diagrams) and security engineering community (security attributes, assets,

threats of harms to those assets, security requirements). lt must consider management control

principles in rcference of application business goals to identiry security goals (charles et al,

2006).

ItisquestionplusAnalysisbasedapproachanddemandskillsandexperienceofsecurity

analyst regarding security goals attributes - properties, architecture level design and nature of

question to raise questions about domain stucture and phenomena. It also has support of trust

assumptions to end re4uirement / architecture spiral. security requirement are elicited by

anatysis ofRE artifacts, rcview of organization managemenl control principles, identification

of sensitive assets, development of threat description to these assets, assessment of domain

structure and domain interfaces frame to determine whether they create vulnerabilities in

context of threat descriPtion.

3.1.5. Confidentiatity Requirements Elicitation and Engineering (CREE)

It(Se&etaI,2005)definessecurityrequirementsasnonfunctionalrequirementsand

emphasize on ..systemstic methods for specif,ing security requirements and their consistent

integration with system functional specifications". It (Seda et al, 2005) exclusively discusses

confidentiality requirements and proposes a techlique named confidentiality Requirement

Elicitation 8nd Engineering GREE to elicit and define confidentiality rcqubements.

Literature of (Seda et al, 2005) only discusses confidentiality requirements, other security

requirements are out of scope of this paper. It discusses confidentiality in terms of

unauthorized disclosure of sensitive system infonnation. It contributes as a primary note in

research of confidentiality requirement elicitation and specification along with functional

specification.
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The presented technique based on analysis of system functional requirements (use cases)'

stskeholder hierarchy, domah properties and assumption in which the proposed system is

supposed to run on the basis of use cases the system functionality is understood while use

cases and stakeholder hierarchy both helps to figure out roles & rcsponsibilities of each

stakeholder.

Itcanbeinferredthatconfidentialityrequirementsareelicitedwhenaconfidential

stakeholder show hidher concEms about some data Modeling technique to represent these

concems is class diagram. Obviousty data is processed by the system and at RE level use

cases are natural chOices to represent System functionality So use cases arc grouped on the

basis of data commonality - called episodes. Further analysis considers episodes with list of

involvedstakeholdersandhighlightsconfidentialityrequirementsasconfidentialitygoalsor

confidentiality consent as negative rcstriction or positive acknowledgement respectively

3.1.6. Requirement Eticitetiotr Bssed on Goals with Security end Privacy Policies in

Electronic Commerce.

A technique for security requirement eticitation based on goal oriented requircment

engineering concepts by Simara, Tair utd Eduardo is published in (Simara et al' 2005)'

Proposed technique bases goal oriented rcquirement engineering conc€pts (Annie' 2000) and

risk analysis approach (Gary et al, 2002) Although the main domain is electonic commerce'

for which the proposed rcchnique is suggested in this particular paper' but technique can be

used as a guidetine for other domains as well. The Paper strongly suggests that requirement

angineer must consult the existing security and privacy policies (Annie' 2000) in order to find

any possible differences and conflicts beween existing and newly created s€curity and

privacy policies (Annie, 2000; Simara et al, 2005)'

Main contibution of the paper is creation of security / privacy policy and their conformance

to already developed security/ privacy policies' Security & privacy poticies and their role in
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secuityre4uirementelicitationcanbeunderstoodbyliteraturereadingof(Annie'2000;

Simaraetal,2005;Garyetal,2002).Thesurveyofthisliteratureindicatestwoimportalt

considerations of security requirements. According to (Annie, 2000) security rcquirements

areproducdafteridentificationoffirnctionalrequirementsandriskassessmenlMoreover

elicitationofsecurityrequirementisparalleltoidentificationofsecurityandprivacypolicies.

It is atso stongly recommended by (Annie, 2000) that security requirements must be in

compliancewithsecurityandprivacypoticiesoforganization.Thiscomplianceisensuredby

adding a striking step Assess Compliance in the proposed framework of (Annie' 2000) lt also

removesanyfutureriskofcontradictionbetweensecurityrequirementsoforganizationand

security featur€s of proposed system.

(Annie,2000)Suggestcomptianceofsecurityre4uirementswithorganization'ssecurityand

privacy policies while (Simara et al, 2005) recommends compliance ofnew security policies

with existing security and privacy policies' The proposed framervork of (Simara et al' 2005)

complements framework of (Annie, 2000) by suggesting that new security policies must be

analpedwithexistingsecuritypoliciesoforganizationinordertoresolvecontradictions

among them.

3.1.7. Security Requirement Elicitetion by Issue Based Information System (IBIS)

IBlsisaquestionbasedapproachtoelicitfunctionalrequirementfromstakeholders.

Originally it was developed in 1979 '1o support coordination and planning of political

decisionprocesses"(Wemer&Horst,1979),latter,ithasbeenusedastoolindialogue

mapping (Jeff, 2008; Jefl 2003; Kailash, 2009d; Kailash' 2009a) as medium ofglobal online

deliberation(Jefi,2008)andassecurityrequirementelicitationtechniqueby(Nancyetal'

2005; Nancy, 2006a) while working on SQUARE project'

GeneralcontextoflBlsisctaimedtobeasupportingtooltoelicitrequirementsinmutilatory

systemwheremultiplestakeholdenwithmultipleprioritiesareinvolved(Wemer&Horst'
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1979; Kailash,2009b' Literature (Wemer & Horst, 1979) also mentions it as a source of

contradiction resolution by presenting "a very precise picture of the state of discourse"' It is

also discovered from (Kailast\ 2009d) that IBIS has the ability to b€ molded according to the

natureofthegivenproblemandisliveexamplesare(Nancy,2006a;Jeff'2008;Jeff'2003)

where the IBIS maps have been used in different context and little modification of original

structure of (Wemer & Horst, 1979).

Another highlighted furding fiom (Kailash, 2009c) shows that IBIS framework has two

modes of execution. It supports requirement elicitation from group of stakeholdem' gathered

in conversation me€ting to arrive at common conseosus or requirement elicitation of an

individual person , analyzing the available artifact' identifting problem' propose solution and

arguments on the basis ofanalysis ofavailable artifacts'

LiterafurercviewoflBlswithrcspecttosecurityre4uirements(Nancy,2006a)rcvealsthat

technique uses rules of questions, group discussions, arguments and modeUmap theories to

elicit a complete set of security rcquirements. It also support conflict resolutions among

diversestakeholders(thrcughgroupdiscussion),specificationPattem-maptabletodescribe

issue, associated positions, arguments, conflicting issues' originated requirements to

documentsecurityrequirementsandtheirretationshipswitheachotherandwithotherwork

products e.g. issue sheet and issue map. Besides this quality of questions including types'

scope and organization is very important to consider (Nancy, 2006a)'

3.2. Evaluation Parameters

There are number of techniques available in literature that are used for security requirement

eticitation at requirement engineering level' Though the ultimate objective of these

techniques is elicitation of security requirements but they use different perspective to achieve

thisgoal.Theydiffercdintermsofartifacsuse4artifactsproduce4overallcontextand

proc€sstobefollowed.Similarlynotalltheattributesofsecurityrcquirementelicitation
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techniques arc spetled out explicitly, but only emerge during the practical use of the

particular technique.

There are also several attempts made by researchers to explore the typical chamcteristics of

such techniques and discover their strengths and weaknesses on the basis of predefined

evaluation criteria as well. In facg evaluation criteria help to review the security requirement

elicitation technique's capabilities for the purpose of establishing whether the technique

meets appropriate characteristics.

(Mamadou et al, 2004) propose s a technique characteristics based evaluation criteria for

comparison of three security requirement elicitation techniques - common criteria, misuse

cases and attack trees. Research support the idea that different security requirements

elicitation techniques have differcnt level of strengths and weaknesses and need to be

explored and combined in order to be more productive. In this context, authoB considercd

leamability, usability, completeness, clearity of output and anatyzability as important

attributes ofevaluation criteria and illustrated the effectiveness of respected techniques on the

scale ofthese prop€rties. (Nancy et al, 2006) addresses comparison oftechniques for security

rcquLement eticitation by introducing evaluation criteria considering the factors of

adaptability to security requirement elicitatioru tool suPport, complexity, graphical ouput,

implementation, leaming curve, maturity and scalability.

(Daniel et al, 2006) discusses evaluation criteria from another perspective by adding

attributes to review the capabilifies of technique in terms of its contribution to security

requirements engineering, degrce of integration with other software requirements, support of

tools, procedures and guidelines, degrce of agility and user fiiendliness. Although the criteria

has been proposed and used to evaluate security requirement engineering processes but can

be used for assessing usefulness of security requfuement elicitation techniques as well.
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Anothcr different perspe.tive of evaluation have been elaborated in (iohan et a[, 2007) where

two security engineering proc€sses named - CLASP & SDL were compared on the basis of

different phases of system development lifecycle. Evaluation crircria contains attributes on

the basis of SDLC activities e.g. education and awareness, project inspection, analysis,

design,implementation&testinganddeployment'Theprimarycontributionofthecriteriais

to establish guidelines whether described processes perform certain activities in each phase of

SDLC.

(Andrca et al, 2007) introduced evaluation criteria keeping in view of leaming and

undentanding of two non functional requircment elicitation metlods' It explicitly focus on

exploring the underlying process of methods by discussing what guided process use by the

metho4 what means are used to provide measureable non functional requiremenb, what

approach is followed to reuse artifacts, what means are used for intuitive and creative

leaming, focus effort and prioritization, to handle dePendencies to support radeoffanalysis.

Several other authoritative studies have also discussed security specific evaluation criteria to

assess the effectiveness of existing security requirement eticitation or engineering proc€ss€s'

(Andreas & Guttorm, 2008) considers number and types of threats identified by security

techniques as critical factors for evaluation of security requirement elicitation techniques.

similarly (Tor & Guttorm, 2008) emphasize on identification of more number of failure

mode as core element of evaluation criteria to measure the value of misux case diagram and

text notations.

(lnger et al, 2008) addresses security specific activities as significant features for assessing

security rcquirement engineering process and discover activities like perform definition of

security relevant concepts, identification of security objectives, Misuse/ threat, asset & their

values and coding standard, categoriz2tion & prioritization & inspection & validation of

security requircments and process planning of security activities to take in to ac.ount as
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evaluation criteria- @enjamin et al, 2009) also suggested security relevant activity based

evaluation criteria to measure the effectiveness and usefulness of security rcquirement

engineering processes. Authors explicitly focus on identification of stakeholder's view, asset,

threat,wlnerabilityandriskanalysis,securitygoals&securityrequirementsidentification'

security specification and understanding of domain knowledge as important components of

evaluation criteria. (Jose et al, 2008) provides security activity based set of criteria for each

phaseofsecurityrequirementengineering(securityrequirementelicitation'analysis'

specification, managemant and later stages suppo()' As for as security requirement elicitation

phase is concemed, (Jose et al, 2008) figured out seven security specific activities as

distinctive properties ofevaluation criteria. They include measuring the degree of support for

requirements elicitation & stakeholder identification, description of elicitation technique used

or recommended customer involvement level, support for elicitation of other types of

requirementsbesidessecurity,dynamicsoftheelicitationintermsofiterativeornoniterative

process and support for establishing system bundaries to define the scope ofprojecL

(Axel, 2004) proposed evaluation criteria and suggested that security requirement

engineering processes should have support of the general security relevant parameters as

comParctoactivityspecificcomparativeattributes'Wedecidedtoconsiderthiscriterionfor

theoretical evaluation ofseven security requirement elicitation techniques because it is more

logical as:

. It discusses general attributes of security in particular' and composed of security

relevant charact€ristics such as early deployment of security issues to SDLC cycle,

incremental building of security from project inception to dispose etc' Whereas other

criteriasuchas(Mamadouetal,2004;Nancyetal,2006)discussedevaluationof

security requirements elicitation techniques by addressing non security specific
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features e.g. tool suPporq graphical output or leamability rather security oriented

aspects are emPhasized.

Contents of the evaluation parameters (Axel, 2004) are described as below:

l. Earty deployment: In view of the criticality of security requirements' the technique

should be applicable as early as possible in the RE process' that is' to declarative

assertions as they arise from stakeholder interviews and documents (as opposed to'

e.g., later state machine models)'

2. Incrementality: The technique should support the intertwining ofmodel building and

analysis and therefore allow for reasoning about partial models'

3. Reasoning about olternatives: The technique should make it possible to represent

and assess alternative options so that a "hst" route to security can be selected'

4. Higb a$turance: The technique should allow for formal analysis when and where

needed so that compelling evidence of security assurance can be provided'

5. Sccurity-by-construction: To avoid the endless cycle of defect fixes generating new

defecs, the RE process should be guided so that a satisfactory level of security is

guaranteed bY constnrction.

6. Separation of concerns: the technique should keep security rcquirements separate

fiom other types of requirements so as to sllow for interaction analysis
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33. Theoretical Evaluctiou of Security Requiresent Elicitation Techniques

We evaluated the s€curity requircment elicitation techniques on the basis of above mentioned

parsmeters:

Trbte3J: Th.o.eticrt Eratrrtion of Security Requirement Elicitation Techniques

Theoretical evaluation of security rcquirement elicitation techniques is presented in table I on

the basis ofcriteria selected in section of 3.2. The symbol of (/) indicates that technique has

support of respected attribute while (r) means technique does not provide support to that

attribute. Besides this (partial) show that technique has not fully support but some form of

zupport to the respected attribute.

33.1, Selection of MUC and IBIS

Results of table 1 are purely based on theoretical analysis ofthe rcspected techniques by the

author from literature. Technique described in column 2 (intentional anti model) has support

of high assurance attribute, indicating use of formal method so it will be difficult to

understand and us€ at RE level. while technique in column 3(crosscufting threat description)

partially support early deployment attribute, showing technique does not fully support

security requirement elicitation at RE level. Moreover techniques in column 3 (crosscutting

clicitation
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threat description) and mtumn 4 (relationship among strategic actors) do have partial supPort

ofseparationofconcemsdescribingthatbothtechniquesdonotkeepsecurityrequirements

s€parate from other requLement.

Furthermore technique in column 5 (CREE) has been intoduced and used in literature for

only confidentiality r€quirement elicitation and does not cover other security attributes where

column6(requirementelicitationbasedongoalswithsecurityandprivacypoliciesin

electronic commerce) contains technique that has been suggested for E commerce domain in

(Annie, 2000; Simara et al, 2005)'

Finally we decided to evaluate techniques from column 7(IBIS) and column 8 (MUC) for

situation based evaluation of security requirement elicitation techniques as rating of both of

themshowstheirsupPorttorespectedatributesexc€pthighassuranc€.Inaddition,both

techniques have suppo( of visual notations and produce diagrams as output' Visual

representations ar€ less ambiguous and display problem at a glance'

Moreover, both techniques explicitly demands repres€ntation of all stakeholders' viewpoints

in order to elicit complete set of rcquirements. Further, several studies have exercised MUC

andfinditmeaningfuIapproachforsecurityrcquirementelicitation.(Mamadouetal,2004)

discovercd MUC as simple to leam, use and analyze that provide complete solution' (Jose et

al,2008)suggestedMUCasbestapproachforsecurityrequircmentelicitationphaseasit

scored higher rating level among twelve other surveyed approaches'

(Nancy et al, 2006) evaluated MUC along with eight other techniques on the basis of

technique characteristics based criteria, where MUC identified as technique that has high

rating to be performed in differcnt phases of sDLC with ability of excellent leaming power

as welt. (Andreas & Guttorm, 2008) illustrated that performance level of MUC varies from

one situation wherc only use case description is provided to the other situation where use case
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description and use case diagram both elements are provided. MUC performed better in

second scenario wherc situation changed from one to s€cond situational scenario.

On tre other han4 IBIS belongs to functional requirement elicitation arca of study but has the

flexibility to leam and use in different problem domain (Nancy et al, 2006; Jefi, 2008;

IGilash 2009d). In context of security requirement elicitation, IBIS claimed to be a top scorcr

approach on scale of evaluation criteria among other eight techniques (Nancy et al, 2006). It

is tre only technique that had not been reported as poor on even one attribute of evaluation

criteria. It is rcported very good on scale of support to tool, client ac.eptance, complexity

management, and leaming abilities. Besides it had fair performance on scale of adaptability,

gnphical output, implementation duration, maturity and scalability'

IBIS also recognized as outstanding performer in support of security analysis by the authors

of (Nancy et al, 2006) but case study client were not satisfied with IBIS map structure.

Though the rcport (Nancy et al, 2006) recommended JAD as a securiry rcquirement technique

for firturc but this suggestion has some biases that have been discussed in literature review of

chapter two. In this scenario we decided to investigate that how these diagrams or analyses of

these diagrams facilitate security requirement elicitation in a given situation, at RE level'

3.4. Selection of Situational Cherecteristics

Literature review of security requircment elicitation techniques described in section 3.1

discovers that security requirement elicitation at RE level demands support of RE level

artifacts e.g. business goalg functional requirements, stakeholder hierarchy etc'

It is atso identified that security requircment elicitation process based on availability of RE

level artifacs. These artifacts provide system undersunding and are used as building driver

of security requircment elicitation process. As we arc intercsted to investigate the MUC and

IBIS at stage of RE, and availability of different types of system altifacts at RE level sets

different situational characteristics to elicit security requirements, so we define situational
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characteristics on the basis of availability of differcnt types of system artifacts' only these

three situatiors are included because :

r Firstly, we are interested to evaluate the effectiveness and coverage of mentioned

techniques at esrly stages of requircment engineering'

r secondly, it also helps to comprehend the scope exPeriment in manageable way.

r Thirdly, it is also impossible to anticipate all types of situations like size, domain,

available resource etc ofproject and investigate them against selected techniques' our

future work will possibly deal in this context

Fotlowing table describe these thrce situational characteristics:

Situation Name Artifacs that Defined Situations

Low level ofdetail

l. Problem statement
2. Position statement
3. Project goals

4. Scope

5. Use case description

Medium level of details

1. Problem statement
2. Position statement
3. Project goal

4. Scope

5. User hierarchy
6. Use case description
7. Use case diagram

8. Overall description ofthe
responsibilities of systqE ulgrs

High level of details

I . Problem statement
2. Position statement
3. Project goal

4. Scope

5. User hierarchy
6. Use case description
7. Use case diagram
E. Overall description ofthe

responsibilities of users' Online
Shopping Mall

9. Action sequence (flow chart)

10. Deployment diagram

ieble 3.2: List of Situational Characteristics
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Situations arc presented in form ofproblem sccnarios. Details of three situations can be found

in Appendix B, C and D. The contents of problem scenarios are filled out according to the

artifacs described in each situation.
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CEAPTER 4: E)PERIMENTAL DESIGN

Experimcntal research provides more generalized results as comPar€ to c€se study based research

validation (Nigcl & Mike, l9E9). It is useful approach where comparison of two or more factors

involvcs and primary concern is to inYestigale the difference between them instead of examining

relationshipbet\,/eenthem(Andy,2005)Besides,italsohassupportofdescripivestatistics'

infcrentialstatisticssndvarietyofgnphicalrepresentationstoprovidestatisticallymeaningful

measurements of in question rcsearch projecl

4.1. Identilicetion of D€p€trdetrt Vrriabl€s

Majorobjectiveofourrcsearchworkiscomparativeevaluationoftwosecurityrequirement

elicitationtechniquesselectedinchapter3(section3.3.l)inthreediffercntsituations

identified in chapter 3 (section 3.4) and development of guidelines for future analyst about

performanceofte€hniquesingivensituation.Followingsectiondescrib€sdependent

variablesusedasoutcomevaliabletomeasurethecoveEgeandeffectivenessofboth

techniques in three rcsPective situations. We explicitly focus on:

4.1.1. Retionale for concentration on security Goals in sclection ofDependent vrriable

Now an obvious question raises that why evaluation criteria explicitly focus on security

goals?, Analysis of security requirement elicitation highlighs that security goal identification

is first step of security requircment elicitation as security goals "establishes a security

t. NurnUet of types of secudty goals

2. Time
. Timc taken to interpret/understand
technique
. Time taken to exercise the technique
. Time taken to analyze and translate the

results oftechnique in unambiguous and

user understandable documerts

trUte O.tt Dep€ndcnt Vrrirblcs
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foundationinordertojustiffitsdiscoveriesandrecommendations',(NancyetaI,2004).

Morcoversecuritygoalsplaysimportantroleinsecurityrequirementelicitationprocessas

they are utilized in successive activities ofthe process. Utilization of security goals helps us

to comprehend what will happen if different types of security goals and their conflicts are not

identified. For better understanding we classift utilization of security goals in context of two

disciplines:

4.1,1.i. Utilization of Security Goals - One

First, describe utiliaation of security goals in security requirement (Axel' 2001) same as

utilization ofbusiness goals in requircment engineering (Nancy et aI,2005)' It is revealed that

security goal: Present organization's ultimate security objective' Used as catalogue for

security requirement traceability, Support to identiry the priority and rclevance of any

security rcquirements, Scop€s the whole RE process - & obviously SDLC cycle'

Corrcspondingproblemwithresp€cttopreviouspointsmayberaisedifsecuritygoalsarenot

identified:

. lnelevant security requiremens are identified'

. Irrelevant security requirements increase the scope of RE process - results are

wastage of rcsources like time, cost and effort'

. Securiry requirements cannot be traceable to customer's security objectives'

. S€curityrequirementsprioritizationsuffers'

4.l.l.ii. Utilization of Security Goals - Two

Second'descriptionofutilizationofsecuritygoalsspecifictosecurityrequirementelicitation

process.Fromsecurityrequirementelicitationcommunityittakestheconceptof..security

goalsoperationalizesecurityrcquirements"(Charlesetal,2006)sosecuritygoalsdirectly

contribute in the identification of security requirements. Now-'- how do security goals



contribute in security requirement identification varies technique to technique. Different

techniques use security goals to identiff security requircments from differcnt p€Rpective.

. Negate security goals to produce intentional anti model and rcfine them to identiry

domain oriented goal violation condition. (Axel, 2004)

. Instantiate security goals to sensitive objects, perform critical analysis on them, raise

questions about them and develop threat descriptions in form of answer to these

questions. (Charles et al' 2004)

. Browse the security goal model in order to determine whether there are any goal

negations that could be wished by attackers (Axel' 2004)

. Use security goals as a catalogue in order to identifi security goals dependencies

between system agents and their mrst, privacy or security expectations on each other.

Then threats are identified in context of "break of security goals dependencies" and

corresponding security requircments arc elicited. (Lin, Eric, John' 2002)

. Describe each confidentiality goal and consent in form of attribute of confidential

requircment: goal owner, degree of agreement, counter stakeholder, strictrress of goal,

informatiorl owner's rationale, temporal range, context. Mention contextual facts and

assumptions specific to security goals and consents in given domain. (Seda et al,

2005)

. Consider security attributes e.g. CLA & A, to investigate the security requirements of

system (Nancy et al, 2006)

4.1.2. Retionale for Selection of Time

(Nancy et al, 2006) explicitly suggested the future analyst to evaluate the s€curity

re4uirement elicitation technique on the basis of time needed to leam and implement the

respected technique. (Mamadou et al, 2004) also focused on time scale in terms of time taken

to leam the security requirement elicitation technique in their study where they evaluated



thle€ security requircment elicitation techniques on the basis of predefined criteria- To

evaluate the coverage of MUC and IBIS, we also identified time as key outcome variable. It

will assist the current practitioners and future analyst in technique selection process as they

are usually interested to select the elicitation technique that provides maximum performance

in minimum amount of time. By measuring the coverage of techniques in terms of time we

mean time taken to leam the technique, time taken to execute the technique and time taken to

interpret the technique in simple language that is understsndable to all stakeholders. we

divided the time scale on three phases as in some situations less leaming time misguide the

analyst because they perceived that it will also take less time to apply and analyze the results

from the technique, where in reality application and result interpretation may be more

complex and time consuming

4.2. Hypothesis Developnent

Following section described hypothesis statements for situation of low level of detail.

Hypothesis for situation ofhigh level ofdetail & sinration ofhigh level ofdetail can be found

in Appendix H.

ffice in number of goals identified using MUC and

IBIS, in situation oflow level ofdetail

Hl= thert is a significancc differcnce in number ofgoals identified using MUC and IBIS'

in situarion oflow level of detail

t{2= MUC is greater than IBIS, in terms ofnumbcr ofgoals identified in situation oflow
level ofdetail

H3= IBIS is geater than MUC, in terms of number of goals identified in situation oflow
level of detail

Tsble 4.2: bypothcsis for comprring MUC and IBIS regarding no of goals

in siturtion of low level of deteil



oal tYPes identified using MUC

ud IBIS, in situatiou oflow lcvcl ofdetail

Hl= there is a significance differsncc in number of goal typcs identified using MUC and

IBIS, in situation oflow level of detail

H2= MUC is greater than IBIS, in terms of number of goal types identified in situation of
low level of deail

H3= IBIS is greater than MUC, in terms of number of goat types identificd in situation of
low level of detail

Trble 43: hypoth€sis for comparing MUC end IBIS regerding no of gorl typ€s

in siturtion of low lcvcl ofdetlil

Teble 4.4: bypothcsis for comprring MUC end IBIS ngerding lerroing time

utiliz.etion, io siturtion oflow level ofdeteil

Tobte 4.5: hypothesis for comparing MUC end IBIS rcgarding execution time
utilizrtion, in siturtion oflow lcvel of detai

ing MUC and IBIS' in siruation of
low level of detail

Hl= there is a siglificance differencr in lerming time using MUC and IBIS, in situalion of
low leYel ofdetail

Il2= MUC is greater than IBIS, in terms of taking less leaming time situation of low level of

detail

H3= tsIS is greater than MUC, in terms taking less leaming time in situation of low level of

detail

n time using MUC and IBIS,

in situation oflow level ofdeail

Hl= there is a significance differencc in technique execution time using MUC and IBIS, in

situation of low level ofdetail

H2= MUC is greater than IBIS, in terms oftaking less execution time situation oflow level

of daail

H3= IBIS is geater than MUC, in terms taking less execution time in situation of low levet

of detail
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H0 = there is no illffiq.c resriiEt€rp-tati"n timc using MUC

and IBIS, in situarion of low levcl of detail

Hl= there is a sigl[ficance difference in technique rEsult interPretation time using MUC and

IBIS, in sinrdon of low level of detail

tD= MUC is greater than IBIS, in terms oftaking less result interprctation time situation of

tow level ofdetail

H3= IBIS is greater than MUC, in terms taking lcss result interpretation on time in situation

oflow level of deait.

Teble 4.6: hyPothesis for comparing MUC rnd IBIS regcrding rtsult
interPretation,timifli?l;.,li,,".ttuationof

43. Rescarch Dcsign

,.The choice of an experimental design depends on the objectives of the experiment and the

number of factors to be investigated" (Gary et a].,2002)' Section of 1'4 (problem domain) I 5

(researchscope),I.6(rcsearchcontribution),3'2'l(selectionofMUCandtslS)'3'4

(s€lection of situational characteristics), 4.1 0dentification of Dep€ndent variables) and 4.2

(hypothesis development) rcveats the objective and factors of our research work as we are

intercstedtoinvestigatethediffercncebetweentwosecurityrequirementelicitation

techniques in three different situations, on the basis of predefined criteria and develop

guidelines for community which technique is most effective in which situation. so the

compalative design is prefened approach for our research validation'

43.1. Pilot Study

Before executing a rcal experiment, a pilot study was conducted to assess the research design

and sufficiency of experimental material such as inroductory presentations of both

techniques and situational scenarios. Six final year bachelor level students were requested to

take part in pilot study, but only three members anived on the decided day. So we conducted

the session with one participant for each situation.
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The outcome of the pilot experiment suggested some changes in experimental material.

PrimaryfrndingwasusingsomesimPleanduncomplicatedsystemtodevelopsituational

scenarios. As we used project documentation of a virtual network server for emergency

me.dical care domain and pa(icipans had difficulties to understand the system and related

technicatities. After discussing with supervisor, we changed the system domain and used

projectdocumentsofonlineshoppingmalltodevelopsituationalscenarios.Wepurposely

selected this domain so dre participants can understand the real purpose of the situation and

apply the techniques on it.

Besideqsecondmajoradvicewasabouttechniqueintroductorytutorials.Participantswere

satisfied with the introductions and definitions of techniques but recommended that tutorials

should include example diagrams of MUC and IBIS to demonsrate complete picture of

techniques. In rcsponse to this issue we added two example diagrams for each technique so

the pa(icipants can better visualize the working oftechnique's diagrams'

Furdrer,anadditionalimprovementwasalsopointedouttoincludeanintroductory

presentrtion about security to brief the participants regarding context of security & security

requirements. so as a final change, we added a concise introduction of security in start of real

experimental sessions'

43.2 Sampling

AsthepopulationofthisexP€rimentalresearcharet}resubjectswhoarefromsoftware

development community and able to leam ttre techniques and apply them in given situation.

we collected sampte of the experiment from bachelor students of Software Engineering

degree. At first, tist of final (8th) semester students was taken containing name and role

numbers of students. Keeping in mind that we werc totally unaware about the intellectual

abilities of the studeng we randomly contacted them to participate in the experimenL In

rcspons€ of this contact some students committed to be the part of experiment but ratio was
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too snrall. Then we decided to contact 7d semester students too. Finally 30 students of86 and

f semester agreed to participate, on the basis of theL willingness to pafticipate and

considering the fact that they have taken Requirement Engineering course in first two

semesrcr of their degree and arc able to learn and apply techniques. This random selection of

sample may involve some biases that can affect the results ofthe experiment, but as student

of social science we know that 100% p€rfect rcsults can never be established. we always !ry

to control different nature ofbiases up to maximum level as we did in our experiment. Details

discussion about them is described in s€ction 4.5, where we addressed different types of

theats to the validity of our experimental rcsutt and also mentioned how we tried to control

them.

43.3. Selection of Research Design

Repeated measure design is selected to perform this comparative evaluation. It is strongest

design to be followed when we have small number of sample. Morcover, repeated measur€

designalsohaslimitationsnamed-unsystematicvariationsandtwomoreundercstegoryof

systematic variation named - practice effect and boredom effects and (Andy' 2005)'To

overcome these limitations we used random assignment of subjects to gfoups and

counterbalancingapproachrcspectively.Samplewasrandomlyselectedandallthesubjects

(30)wererandomlyassignedinto3groupsofl0eachforeachsituation'Weusedfirstcome

frst serve approach to assign subjecs to groups. Then in each situation they were further

randomly assigned into 2 groups of 5 each. Further, in each situation all the subjects perform

bottr techniques but with different order due to counterbalancing. For instance, in situation of

low level of deail, group A performed order of technique .MIJC - IBIS while group B

performed IBIS - MUC. Same is the case with situation of medium and high level of detail

respectively.
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Design to bc Followed

---'-"-.---Tec! 
o iqucs

Sltu.tiotr -\
MUC IBIS

Situation oflow level of
detail

Group A
Group B

Group B
Group A

Situation of medium lcvel
of de,tail

Group C
Group D

Group D
Group C

Situation ofhigh level of
detail

Group E
Group F

Group F
Group E

Trble 4.7: D6ign Prttern to bc Followcd
4.4. Research Proced ure

Experiment was performed in 2 consecutive sessions, on l0 Feb 201I in univenity lab no 25,

the toal expected time for each session was around 4 hours. We were intercsted to investigate

performance based measurements of bth techniques in this experiment, where time

calculations arc important part of it. So we did time stamps for each sctivity of this

exPeriment.

First session was started with participation of 15 subjects. They werc randomly assigned to 3

goups of 5 subjects each and were seated with rcasonable distance so no one can see each

other's sheet. 2 invigilators were also appointed to make check on participants so they were

not be able to cheat. In this s€ssion the order ofthe technique execution was MUC - IBIS but

each group was presented from 3 different situations - situation of low level of detail,

situation of medium level ofdetail, situation high level ofdetail respectively.

. First, intoductory presentation of security rEquirements were pres€nted to participants

of three groups

. Secon4 Groupl was given situation of low level ofdetail scenario, group 2 was given

situation of medium level of detail scenario and group 3 was given situation of high

level of detail scenario.
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. Third, technique intoduction was prcsented to three groups in form of multimedia

presentation

. Fourtlu leaming task description was presented to three groups and esked ftem to read

it and make a diagram ofpresented technique

. Fifth, after compteting leaming activity, three groups were asked to develop diagam

of given technique by considering situation based scenarios, given to them at step 2'

. Sixth, after developing diagram, the next activity is to analyze the diagram and

identifu security goals and write them in simple English.

. Seventh, Steps of thirq forth, fifth, sixth, seventh arc repeated for second technique

with the same groups.

Second session was also staned with the 15 participants, randomly divided into three groups.

The order of technique is now IBIS and MUC. All the steps mentioned above has been

rcpeated for second session with only difference of technique execution order - [BIS - MUC.

Detailed description of rcsearch procedurc with time stamps has been described in appendix I

4.5. Validity

4.5.1 Internal Validity

..Intemal validity assesses whether the observed outcomes werc due to he teaunent or to

other factors" (Andrcas & Guttorm, 2008). It is usually not possible to control 100 % all

threats to intemal validity so we tried to eliminate them as feasible. we strictly followed

approaches of random setectiorL random assignment, counterbalancing to remove thrcas of

selecfion bias or teaming effects of participants that may influence intemal validity. 2

invigilators were engaged and sitting anangement of participans was also organized as they

were not able to communicate with each other. Another intemal validity problem is previous

knowledge or history of participants that may change the results. In our knowledge,

pafiicipanb are studying in final year of Software Engineering bachelor degree program.



They have taken Requircment Engineering course in First year but have not been taught

Misuse case, IBIS or any security r€levant course yet. So we con anticipate that they have no

previous history ofthese factors and are from same level ofpool.

They were also provided same material of technique intoduction and task description. The

total time of session for each group was estimated as 4 to 5 hours and no time pressure was

imposed on participants to complete the activities. so we may claim that findings of

experiments are not influenced by content bias or time pressure

4.5.2. External ValiditY

,,Extemal validity is the degree to which the conclusions in your str.rdy would hold for other

persons in other places and at other times" (william, 2006). Using repeated measure design

we divided the sample in 2 groups for each situation and conducted the experiment with

different people in each group. Though the all 2 groups in each situation followed the same

manipulation proccdure but the time of session was different as gouP one of situation I

performed in moming session and group two of situation I performed in evening session.

Further, counterbalancing was us€d as tool to remove order and leaming effects. Participants

were asked to reference each identified security goal to r"levant point of diagram to make

surc they have identified task specific security goals and not general text book based security

goals. sample selection and assignment of participants to the $ouPs was completely

randomized to rcmove threats of individual's personal abilities. Participants' motivation was

maintained by promising refreshment after completing session. we also considercd the

avaitability of participants on the basis of their convenience - experiment session was

conducted beforc starting new semester whan participanS are free from theL prcvious

semester exams.



,1.53. Conclusion Validity

"A thrcat to conclusion validity is a factor that can lead you to reach an incorrect conclusion

about a relationship in your observations" (William, 2006).To conduct this exp€riment

session we need to have different types of data like task descripfion of each situation,

inroductory prcsentation of each technique, description of task for technique leaming' In

pilot study, two recommendations came into sight - add Practical examPle diagrams of both

tech.niques in inuoduction & use some sraightforward system with simple language as

situation based task scenarios. In this contex! we added examples in introduction of both

techniques and supply contents of all these items in unambiguous format so they can be

easily read and understood.

A predefined experimental procedure was also followed and time stamps were properly

rccorded for each activity to remove threats of "poor reliability of featnrent implementation"

(William, 2006). Participants were also provided comfortable environment with no outside

disfurbance in order to avoid "random irrelevancies in the settings" (William, 2006). Personal

possessions of participants werc tried to control by selecting participants randomly, from

final year students of 4 year graduate degree program. crcdibility of the results was also

assurcd by considering 0.05 significance value to decide rcsults are significantly proven or

not.

4.5.4. Construct Validity

As for as in our knowledge, therc is no research has been conducted to compare security

requirement elicitation techniques in situation based circumstances. Our research work

contributes by providing guideline to software community regarding effectiveness and

coverage of two t€chniques to elicit no security goals, variety of security goals and time

utilization of both techniques in 3 different situations at RE level. Though scope of our work



is limited to comparison of two techniques in only thrce situational scenarios but we are

hopeful to continue this work wi0r other techniques and situations in future'

It is also a fact that situation based scenarios and technique introduction tutorial cannot be

replacement of real project or conceptual framework of technique, but we tied to overcome

these threats. As introduction ofthe technique was provided them in Presentation form and

queries were answered by the author during presentation and following acfivities of session'

Session time was set around 4 to 5 hours to provide flexible time fi-ame to participans so they

can perform by considering all factors ofsituations. The contents of situation based scenarios

were also filled with all important factors that ne€d to be added to provide a complete version

of rclevant situation.

Participants with same background were randomly selected and as for as in our knowledge

they have not attended any security oriented course before. Moreover they also have not been

taught MUC or IBIS before. so we cannot say that observed measurcments arc due to

interaction of participanS to security relevant background knowledge. Moreover pafticipants

were also unaware the rcal purpose of the expcrimen! we did so to eliminate the bias where

participans know the purpose of research work and try to p€rform sccordingly
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CAPTER 5: RESLJLT & ANALYS$

5.1. Date Preparation

Measu€ments of both techniques for efhctiveness (number of security goals) and coverage

(number of types of security goals, time) in each situation was coded in order to develop a

database of outcome variables for further analysis. Individual responses of each participant

for each outcome variable were coded and rcchecked for inaccuracy by the author. It involves

coding oftotal numb€r of security goals and total number of types of security goals identifted

by two techniques in each situation. Taxonomy of @onald, 2003b) was used to categorize

security goals into different types. Moreover time stamps were also coded as technique

leaming time, technique execution time, technique result interpretation time and rechecked

for accuracy.

5.2. Date Analysis

A repeated measure design with support of complete randomization and counterbalancing

tools was used to execute the experiment. Screening of obtained data was performed using

normality tests - Kolmogorov-smimov and Shapiro-Wilk in SPSS, indicating that data of 3

situations is normally distributed and meet fie assumptions of parametric statistical testing

class. Besides this dependent nature of design indicates to use dependent t - test (Andy'

2005) to analyze the difference between two techniques in given situations. significance

value of 0.05 was selected to assure validity of results because "as social scientist we are

prepared to accept as statistically meaningfirl anything that has less than a 5Yo chance of

occurring by chance" (Andy, 2005) and SPSS was used as medium to perform t - test'

5.2.1. Anatysis of 'number of security goals" identified using MUC rnd IBIS in

situation of low level of detail, siturtion Eedium level of detail & situation of high level

ofdetail

66
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Tcble 5.1: Grephical summory ofcno of sccurity gorls" identilied using MUC rnd IBIS in
situstion of low' medium & high level ofdetail

Graphical summaries of all 3 situations in table 10, regarding effectiveness of techniques,

shows that in majority of the cases more security goals have been identified using MUC as

compare to IBIS. ln a situation of low level detail, 6 cases identifu more security goals by

using MUC while in 3 cases IBIS score is higher and in one case rcsult are equal. The

difference of performance is so obvious in situation of medium & high level of details where

scor€ of all l0 cases is higher using MUC in situation of medium level of detail while 9 cases

in situation ofhigh level ofdetail scored higher using MUC and only I case performed higher

in IBIS than MUC. Descriptive part of table I I also indicates the similar result. As we can

see mean differences of MUC and IBIS in situation of low level of detail (25.7 & 21.8), in

situation of medium level ofdetail (29.9 & l8.E) and in situation of high level ofdetail (34.8

& 18.4) respectively describes that MUC performed well in identification of security goals as

compare to IBIS.
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Teble 5.2: Ststistical summrry: of (no of security gorls' identilied using MUC rnd IBIS in
situstion of low & high l€Ycl of d€tail

Statistical findings of no of security goals in table I I rcveal that no significance difference

was obs€rved ( (9) = I .56, P.05) between two techniques in situation of low level of detail

in terms of effectiveness measurcd as no of security goals. It shows that differcnce between

the MUC and DIS in terms of effectiveness attribute is not significartly proven and

performance of MUC = IBIS in a situation where low level of project detail is available, as

calculated value of t (1.56) falls in acceptance region oftabulated value of z+2.26 and value

of p is geater than .05%, we ac.ept (H0) null hypothesis fiom list I (Appendix FI).This will

also serve as guideline that if security rcquirement analyst have a project at RE level with

situation of low level of project detail (problem statement, position statement project goals,

scope and brief description ofuse cases) both techriques have equal chance ofselection.

In situation of medium level of detail, significance difference is indicated by (t(9) = 4.65,

p<.05) where calculated value oft (4.65) falls in rejection region of tabulated value ofz +



226 and p value is less than .05 so we reject H0 and accept Hl in situation of medium level

of detail fiom list 6 (Appendix II). Further we c€n also accePt H2 fiom list 6 (Appendix H)

a.nd can be concluded that on average, use of MUC identified significantly greater security

goals (M = 29.90, SE = 2.17) than to IBIS (M = 18.80, SEl.54, (9) = 4.659, p<.05) in

situation of medium level of detail. It indicales that a project at RE level with a situation of

medium level of documentation deail wherc artifacs like Problem statement, Position

stakment, Project goa[, Scope, User hierarchy, Use case description, Use case diagram,

Overall description of the responsibilities of system users are presented, MUC provides high

effectiveness in terms of identifiing more number of security goals as compare to IBIS e.g.

(MUc (M=29.90) vs IBIS M=18.80))

Statistical results of 3d situation that contains high levet of project details at RE level, are

also described in table ll. These findings reveal that there was a significance difference

between two techniques where calculated value of (t(9) = 2.62, p<.05) falls in rejection

region of tabulated value of z + 2.26 ail p<.05, we rcject H0 and accept Hlfrom list I t

(Appendix tt), rcgarding situation of high level ofdetail. Beside this it can also be anticipated

that on average use of MUC identified significantly $eater secudty goals (M=34.80,

SE=5.42) than to IBIS M=I8.40, SE=2.02, t (9) = 2.625, p<.05) in situation of high level of

detail.

Statistics of3d sihration clearly demonstrate that ifa project situation is such that high level

of documentation details are available including (Problem statement, Position statement,

Project goal, Scope, User hierarchy, Use case description, Use case diagram, Overall

description of the responsibilities of users' Online Shopping Mall ,Action sequence (flow

chart) ,Deployment diagram), MUC is appropriate technique to be selected as it provides

significantly greater effectiveness indicated by bar graphs of table l0 and proven by

statistical slrmmary of table 1 I e.g. (MUC(M=3a.80) vs IBIS (M=18.40).



5.2J, Amtysis of no of typd of socurity goals identificd using MUC rnd IBIS in siturtion of low

lcvcl of detail, liturtion of mediun lcvel ofdetail & siturtiotr of high level ofdctlil

IBIS in situetion of low, medium & high leYcl ofdetril

Analysis of table 12 summarizes scorcs of numhr of different types of security goals in

situation of low level of detail, situation of medium level of detail and situation of high level

ofdetail respectivety. it can be visualized by the graphs of each situation that both techniques

have mix scores in terms of variety of security goals. In situation of low level of detail, 4

cases have higher scorc by using IBIS than MUC, where 3 cases performed well using MUC

than IBIS and in 3 cases scores are same. In situation of medium level ofdetail, it is indicated

by the gra.ph that 6 cases performed better in MUC, 3 in IBIS and I identical result was

found. Similar results are found in situation of high level of detail where MUC performed

higher than IBIS in 3 cases and IBIS score is greater than MUC in 5 cases whereas 2 cases

have same results. Descriptive statistics oftable 13 also describes that the differcnce between
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two techniques in terms of differcnt types of security goals is not so noticcable e.g. mean

diffcrence between MUC and IBIS is (7.5000 & E.1000)' (7.4000 & 6.70Ct0) and (7'000 &

7.5000) in situation of low level ofdetail, situation of medium level ofdetail and situation of

high level ofdetail respectively.

@f Types of Security Goels identili€d using MUC and IBIS

in siturtion of tow, mcdium & high levcl of detail

Resuls of statistical calculation of t test for no of types of security goals are described in

table 13 for all three situations. No significance difference was found htween two techniques

in situation of low level of detail with the values of (t(9F.651, P.05) As calculated value

of t (0.65) falls in acceptance region of tabulated value of z+2.26 and value of p =.531 we

accept (H0) null hypothesis, in situation of low level of detail from list 2 (Appendix H)'

Similar results are concluded for situation of medium level ofdetail wherc calculated value of

t (0.843) falls in acceptance region of tabulated value of and p =.421 which is grcater than

.05%, we accept (H0) null hypotlresis, in sioation of medium level of detail from list 7

(Appendix H).
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Furthermore, in situation of high level of detail, calculated value of t (0.6) also falls in

acceptance region of tabulated value of z+2.26 with 5.563, we accept (H0) null hypothesis'

in situation of high level of detail fiom list 12 (Appendix tI) so on the basis of graphical

summaries described in table 12 and statistical findings of table 13, it is concluded that no

significancc difference was found in both techniques regarding identification of different

types of goals in all three situations. It is anticipated that botlr techniques have equal chance

ofselection in terms ofvariety ofgoal identification for technique coverage capabilities.

5.2.3. Anelysis of "learning time utilization" using MUC and IBIS io situation of low

level of detail, situation of medium level of detail & situation of high level of detail

Review of table 14 describes the data distribution of MUC & IBIS in terms of technique

learning time, as time spent in security requircment elicitation session is a key outcome

variable to measure the coverage oftechniques in given situation. The objective ofmeasuring

such time is to guide the futurc analyst regarding how much time it takes to leam and use the

respected technique in given situation. This will hetp them to estimate theil effort in terms of

time distribution needed to manage the total allocated time of project.

For MUC and IBIS we evaluated learning time as introductory Presentation of each technique

including question & answer activity plus brief task description described in appendix E.

firstly, in start of experimentrl session, technique introduction was carried out in form of

multimedia pr€sentation. Total expected time for this introduction was 20 minute. During

presentation Question of participans werc also entertaine4 then at the end of presentation,

total time ofpresentation was recorded as part one. Secondly, a leaming task description was

provided to all groups and asked them first to read it for l0 minutes. Then, they were given

15 minutes to make diagram of respected technique as draft note to assure that they have

leamed the technique and able to apply it for siruation specific task scpnario. Time stamps

were noted for individual participant on their sheeS as they completed this activity. Finally,
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total leaming time of technique was calculated as time spent for technique presentation and

time consumed in learning task activity for each individual participant
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It is observed that bars of learning time for IBIS in sinration of low level of detail are higher

than MUC in 7 cases while in 2 cases MUC is gTeater than IBIS but the observed differcnce

between two techniques is very low in each case. Descriptive statistics in table 15 also

prcdicted similar results where calculated mean for both techniques has very small difference

of (31 & 32.9). However graphs of situation of medium level of detail and situation of high

level of detail in table l4 and descriptive statistics of hble l5 indicate difference htween two

techniques for leaming time. ln siruation of medium level of detail, 8 cases took more time to

leam the IBIS while only one case took more time for MUC and I case had identical ban.

Descriptive statistics found this difference as (29.5000 & 33.0000) for MUC and IBIS in

situation of medium levet of detait. Graph of situation ofhigh level ofdetail in table l4 also
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shows that 9 cas€s took more time to leam the IBIS while bar ofonly one case is higher for

MUC ttran IBIS. This difference is also mentioned in descriptive statistics oftable 15 as mean

difference of(29.3000 & 3a.3000) for MUC and IBIS resp€ctively.

Tlble 5-6r Stltisticrl summery of learning time utiliution by using MUC end IBIS in siturtion
of low, mcdium & high level of detail

Statistical findings of leaming time consumed by both techniques in table l5 highlight that no

significance difference (t (9) = -1.7I l, p.05) was found in situation of low level of detail' As

calculated value of t CI.71) falls in acceptance region of tabulatei valvs sf 7+2.26 & P.05,

we accept (H0) null hypothesis, in situation of low level of detail from table 13. In situation

of medium level of detail, there was a significance difference between two techniques

regarding how much time is taken to leam each technique with the values oft test (t(gF -

4.672, p<.05 ). As calculated value of t (4.67) falls in rejection region of tabulated value of z

+2.26 and p<.05, we reject H0 and accept Hl in situation of medium level of detail from list

t (Appendix H)

Further it is also anticipated that on average, MUC took significantly less time to be leamed

(M=29.500, SE= 1.00) than IBIS (M=33.00, SE=.51, t(9)---4.672, 5.001) so we also accept
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H2 from list 8 (Appendix H) and concluded that MUC is better than IBIS regarding leaming

time in situation of medium level of detail. simitar findings are obs€rved in situation of high

level of detail for analysis of leaming time wherc statistical significant differcnce (t (9)= -

4.482, p<.05) was found between MUC and IBIS for "leaming time". As value of t test (-

4.482) faus in rejection region and 5.05 we rcject Ho and accept Hl in situation of high

level of detail from list 13 (Appendix tI). Morcover, on average, MUC took significantly less

time to be leamed (M=29.30, SE=.84) than IBIS (tr4= 34.39, SE=.84' t(9F 4'672'v'002) *

we acc€pt II2 from list 13 (Appendix H) in situation of high level of detail to conclude that

MUC is better than IBIS in rcspected situation.

overall findings of leaming time utitization using MUC and IBIS in 3 given situations

suggested that in situation of low level of deails, MUC and IBIS have equal chance of

selection. Although bar graphs of table 14 indicate the difference between leaming time

utilization of two techniques but that difference is not statistically proven in output of t- test

described in table 15 where mean difference between MUC (m= 3l & tBIS(m= 32'9)) and t

vslue (t (9)-1.711 and F.05) indicate no significance difference found in both technique.

However the bar graphs of Able 14 for situation of medium and high level of details and

statistical findings of respected situations in table l5 provides different result. It is obvious

from leaming time bar graphs of table 14 that differcnce in time consumption does exist in

both techniques in situation of medium or high level of details. This differcnce is satistically

verified in able 15, wherc statistical figures of medium level of details are (M=29.500, SE=

1.00) than IBIS (M=33.00, SE=.51, t(9F4.672, 5.001) and high level of Detail are

(M=29.30, SE=.E4) than IBIS (M= 34.30, SE=.84, t(9)= 4.672' p='002) indicate that

performance of MUC and IBIS have significant difference as situation of project changes

from low of detail to medium or high level of detail and it also captures that MUC is more



effective in terms of learning time consumption as compale to IBIS in situation of medium

and high level of deail.

52.4. Anrlysis of erecution timc utilizetion using MUC end IBIS in situation of low level of

dctril, siturtion of medium level ofdetril, situ.tion of high level ofdetsils
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Technique execution time concems with the time taken to develop diagram of each

technique. Graphical summaries of this data for all three situations are presented in table 16

while descriptive data and values of t test are described .in table 17. analysis of the graphical

charts did not provide clear estimation of comparison in alt three situations while descriptive

statisrics shows mean of the MUC (21.9) is higher than IBIS (19.9) in situation of low level

of detail while mean of MUC (25.2) is also higher than IBIS (19.2) in situation of medium

level of detail and same observations are recorded for situation three of high level of detail

where mean of MUC (23) was larger than tslS (19.9). as described in (Andy, 2005)

,.knowing the mean difference alone is not useful" so we need to be statistically assured that
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,.differcnce between the means of the condition was large enough not to be a chance rcsult"

(Andy,2005).
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Analysis of t test in table 17 tetls us that differcnce b€tween two techniques in all three

situation regading execution time is not statistically meaningftl with the values of (t (9) =

.436,P'05),(t(9)=1.87,P.05),C(9)=.zs'p.05)forsituationoflowlevelofdetail'

situation of medium level of detail and situation of high level of detail rcsPectively. In

situation of low level of detail, as value of t .436 falls in acceptance region with P =.673 so

we acc€pt (H0) null hypothesis, in situation of low level of detail from list 4 (Appendix H)'

Besides in situation of medium levet of detail, value oft (1.87) falls in acceptance region with

5.094 so we accept (H0) null hypothesis too from list 9 (Appendix H). Similar results are

shown for situation ofhigh level ofdetail wherc value of t (.75) also fall in acceptance region

witr p = .472 so we rctained null HyPothesis H0 from list 14 (Appendix lI).

t1
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It c8ptues the frct that situational attributes of project as low' medium and high level of

detailsatRElevelhavenoimportanc,eintermssecurityrequirementelicitationtechnique

s€lection for MUC and IBIS as statistical findings in table 17 denote therc is no significant

differcnce in both techniques in all three situations regarding technique execution time

consumption.Sonocomparativeselectionmaybesuggestedforfuturcanalystinthisregard.

52.5. Anatysis of result interpretetion time utilizgtion by using MUC and IBIS situation

oflowlevclofdetail,situationmediumoflevel,situationhighlevelofdetail.
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ation time utilization" by using MUC

a;d BIS in situation of low, medium and high level of detail

Table 18 describes graphical summaries of result interpretation time consumed by both

techniques in all situations. Bar gpph ofsituation of low levet ofdetail shows consumed time

of result interpretation for MUC was higher on 9 cases while one case has identical bars of

time consumption. Similarly mean of MUC in descriptive statistics is also higher (13'4) than

mean of tsIS (8.4 which shows MUC consumed more time to b€ interpreted than DIS.
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Besides this, bar graph of situation of medium level ofdetails inform us MUC score is higher

on 8 cases while one case scored more in IBIS than MUC and score ofone case is same for

both techniques. Same results arc prcdicted by descriptive statistics as mean difference for

MUC and IBIS is (12.6 & 8.1) which shows that MUC took morc time to be interpreted than

IBIS. It is also visualized that in situation ofhigh level ofdetail, seven cas€s scored higher by

using MUC, two cases have larger bars of IBIS than MUC where one case has identical bars

of time consumption. Descriptive statistics also indicate the mean differcnce of (12.3 & 7.8)

for MUC and IBIS which tells us that MUC took more time than IBIS.
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Table 5.10:Graphical sumnary of"result interpretation time utilization" by using
MUC and IBIS in situatiou of low, medium & high level of detail

Statistical findings of table 19 support the prediction of gra.phical summaries and descriptive

statistics of prcvious section. In situation of low level of detail, Sigificant difference is

identified as value oft (4.92) falls in rejection region and p<.05%, we rcject H0 and accept

(H1), in situation of low level of detail from list 5 (Appendix II). it is also noted that on



average, MUC took significantty more time to b€ interpreted (M=13.4, SE= .858) than IBIS

(M=8.7, SE= .53, (9F 4.921, p<.OOl) so we acrept H3 from list 5 (Appendix II) and it is

anticipated that IBIS is b€tter than MUC regarding result interpretation time in situation of

low level of detail.

Pattems ofbar graphs in table 18 and statistical figures in table 19 conclude the guidance for

future analyst trat in a situation of low level of detail, MUC and IBIS have difference in

performance regarding result interpretation time consumption and IBIS is better choice to be

selected as it takes less time to be interpreted In situation of medium level of detsils,

significant difference between two techniques was also noted as value of t (3.28) falls in

rcjection region with p<.05%, we reject H0 and accept Hl in situation of medium level of

detail from list 10 (Appendix H). Funher, it is also anticipated that IBIS is better thaa MUC

as on avenge, MUC took significantly more time to be interpreted (M=12'6, SE='63) than

tsIS (M=8.1, SE=l.1, t (9)3.2E,p.009) so we retained H3 in situation medium level of detail

from list 10 (Appendix tI).

These statistical figures about situation of medium level of detait and graphical summary of

bar graphs also serve as guideline for future analyst that in such a situation MUC took

significantly more effort in terms of time taken to analyze and translate the diagram in simple

english document that is understandable for atl srakeholders as compaFe to IBIS so IBIS is

suggested approach to be selected in this regard.

Statistical findings of situation of high level of detait regarding result interpretation time

consumption reveals that value oft (2.63) falls in rejection region and p<.05%, we reject H0

and accept Hl from list 15 (Appendix lI). Besides this it is also noted that on average, MUC

took significantly more time ((tv1=12.30, SE=l.l) than IBIS (M=7.8, SE=.92' t (9F

2.63,f .027) so we accept H3 fiom list 5 (Appendix H).



ChaDter 5 Rcsult & Analysis

Asgraphicalsummariesoflowandmediumlevelofdetai|denotethatlBlSisprefened

apPfoachtobeselectedasittakelesstimetobeinterprcte4similarfindingsareexploredin

situationofhighlevelofdetailwherebargraphsofthetechniqueperformanceshowsthatin

majorityofthecaseslBlstooklesstimetobeinterprctedwhilethiswillbefurdrerverified

bystatisticalfindingsdescribedintablelgwherefiguresprovedthesignificantdifference

between two techniques and conclude that IBIS is better choice to be s€lected in such

situation .

53. Summary of Stetistical Findings

Following section provides guidelines regarding selection of security requirement elicitation

technique in variety of situation at RE level. The primary contribution of the rcsearch is a

comparative evaluation of MUC and IBIS in 3 situational attributes presented in table 20, that

can be used as guidelines to establish whether a rcsp€cted technique (MUC or IBIS) is

appropriateforgivensituation(lowlevelofdetail,mediumlevelofdetail,highlevelof

detail) in terms ofcoverage and effectiveness'

No of s€curity
gorls

No of type of
s€curity gorls

keraing time

Erecution time

MIJCMUCMUC

Table 5.11: Summary of Main Findings Using MUC and IBIS in all 3 Situations

Rcsult
interpr€trtion
time
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Table20describessummaryofmainfindingsthatareinferredinprevioussectionsofchapter

5. Symbol - is used where no statistical difference was found between MUC and IBIS so we

anticipate trat both techniques performed equalry' r' is used where statistical difrerencp was

foundbetweenMUCandlBls,besidesthisonetechniqueisgreaterthanotherintermsof

performance in relative outcome variable'

Analysis of table 20 rcveals that difference does exist between performance of both

tEchniquesonthescaleofoutcomevariabtesinthreedifferentgivensituations'Itleadstothe

idea that different security rcquirement elicitation techniques works differently in different

situation.Itatsohightightsthepointthatsametechniquesshouldnotbeusedinalltypesof

situationsastheirlevelofperformancevariessituationtosituations.Inthiscontext,thercis

anurgentneedofguidelinesforsoftwareindustryaboutselectionofsecurityrequirement

elicitation techniques in specific situations, so they can select an appropriate technique from

plethoraofavailabletechniquesthatmaysuittheirprojectsiruationwellbyperformingbetter

and improve their ability to perform security elicitation at RE level' Following section

describes such guidetines in the light of table 20' Though these guidelines are limited in

scope and discuss only two techniques MUC & rBIS in three situations (low' medium and

high level ofdetail) but it can be taken as an opening step in this area of research'

5.4. DeveloPment of Guidelines

l. Consider security requirement elicitation at rcquirement engineering level'

Consideration of security requirements at early stage of requirement engineering can

improve the success record of software projecs'

2. Consider two t€chniques Misuse case and IBIS' as' cunently' we 8re interested to

investigate coverage and effectiveness ofthese two technique

3. Review the section 3.3 to recognize the situational characteristics that will help in

selection of appropriate security requirement elicitation technique' As selection of
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secudty requirement elicitation technique demands to understand important

characteristics of project situations

4. On the basis of step 3, identifi project specific situational characteristics by using

section3.3.asguidelinewhetheritslowlevelofdetailqhighlevelofdeailsorhigh

level of details

5. Setect appropriate technique according to techniques' capability in given situation'

Using table 20

Usetable20fromsection5.3toidentifftheeffectivenessandcoverageoftechniquesin

different situations. Situation based selection of security requirement elicitation techniques

demandsunderstandingofbothsituationalcharacteristicsoftheprojectandunderlying

process of available security requirement elicitation techniques' We defined situational

chamcteristicsoftheprojectsassituationoflowlevelofdetail(hoblemstatement'Position

statement, Project goals, Scope, Use case description)' situation of medium level of detail

(Problemstatement,Positionstatement,hojectgoal'Scope'Userhierarchy'Usecase

descriptiorl Use case diagmm, Overall description of the responsibilities of system users)&

situation of high level of detail (Problem statement' Position statement, hoject goal, Scope'

User hierarchy, Use case description, Use case diagram' Overall description of the

responsibilities of users' online Shopping Malt, Action s€quence (flow chart)' Deployment

diagram) wherc contents ofeach situation contains artifacs available to the project'

Summary anaiysis of this situation based evaluation of MUC and IBIS is illustrated in able

20.Itindicatesthatinsituationoflowlevelofdeail,bothtechniqueshavenostatisticel

difference in terms ofall outcome variables except "result interpretation time"' IBIS take less

timetob€interpretedinsimplelanguage.Sodecisionofselectionoftechniqueinsituationof
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low level ofdetail depends on resulr interprctation time and IBIS is suggested technique to be

used in this situation'

Analpisofsioationofmediumlevelofdetailintable20,rcvealsthatbothtechniqueshave

no difference in terms of no of typcs of goals and utilization of execution time' It is also

identifiedthatMI.ICperformedwellintermsofnoofsecuritygoalsandlearningtime

utilizationwhileIBlstooklessresultinterpretationtime.Decisionofselectioninsituationof

medium level of detail may be suggested as use of MUC because it performed well on scale

of two outcome variable (identifred more security goals and takes less time to learn) as

comParetolowperformanceononeoutcomevariabte(takemoreresultinterpretationtime).

Theselectiondecisionmayalsodependsonthespecificconditionofprojectwherenoof

goals or leaming time is not considered as important as result interpretation time and

selection decision is made on the basis of which technique take less time !o be analyzed and

in this case IBIS is suggesrcd technique in situation of medium level ofdetail'

Findings of situation of high level of detail in table 20 are similar to the discoveries of

situationofmediumlevelofdetail.itiscometoknowthatMUCandlBlshasnostatisticslly

meaningfirl difference regarding identification of no of types of security goals and utilization

of execution time while MUc performs better in terms of no of security goals and learning

timeutilization.Besides,IBlsisbetterthanMUCintermsoftakinglessrezultinterpretation

time. So in situation of high level of detail' MUC has more chance of selection as it

performedwellontwooutcomevariables(noofsecuritygoal,andleamingtime)whercIBIS

has good performance on only one outcome variable (result interpretation time)' similar to

situationofmediumlevelofdetail,techniqueselectiondecisionmaydependsonthe

conditionwherenoofsecuritygoalsorleamingtimeutilizationisconsideredlessimportant

and IBIS may be selected as it takes less time to be interpreted'



Over all, the summary ofTable 20 indicates that both techniques have no differenc€ in terms

of performance regar'ding identification of no of different types of security goals and

execution time utilization. IBIS is consistently better than MUC as takes ress time to be

interpreted in all three situations' Moreover MUC is better than IBIS in identification of no of

goals and learning time utilization in situation of low level of detail and situation of medium

level of detail.
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6. CONCLUSION & F[,ITI,JRE WORK

5.1. Conclusion

In this research worir, we have described a comparative experiment aimed at situstion based

evaluation of security requirement elicitation techniques and development of guidelines for

cun€nt practitioners and futur€ analyst regarding selection of these techniques in given

situation. Focusing on this primary notion, we have analyzed two s€curity requircment

elicitation techniques MUC and IBIS in terms of their capability of coverage and

effectiveness in three different situational atributes identified as low level ofdetails, medium

level ofdetails and high level ofdetails.

Firstly, The results of the experiment reveal that in a situation of low level of details,

performance of MUC and IBIS did not show a significant difference in terms of both

effectiveness (number of security goals) and coverage (number of types of security goals,

technique learning time consumption, technique execution time consumption) except one

attribute of coverage called rcchnique rcsult interpretation time consumption. Graphical

summaries and statistical findings demonstrate that the rcsult interpretation time consumption

was higher when using MUC as comparc to IBIS. So a project at RE level with a situation of

low level of detail, IBIS is prefencd approach to be selected as a quick and intuitive

technique.

Secondly, the resuls of the experimens are different for situations of medium and high level

of details, where use of MUC and IBIS demonstrate obvious differences regarding

effectiveness (number of security goals) and coverage (number of types of security goals,

technique leaming time consumption, technique execution time consumption, technique

r€sult interpretation time consumption). A number of interesting frndings are elaborated in

6ese situations where it is captured that MUC and IBIS have no significart statistical

difference in terms of number of types of security goals and technique execution time

Evaluation of Security Requirement Elicitation Techniques AT-
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consumption. Besides this It is also notic€d that MUC is a preferred choice of selection in

both sitr.rations of mediurn and high level of detailg as it provide higher effectiveness by

identifying more security goals and great coverage by taking less learning time. Another

noticeable findings also emerged from the results that in situation of medium and low level of

detail, technique result interpr€tation time is higher for MUC as comparc to IBIS, so on this

scale IBIS may be a suggested approach to be selected in respected situation. Current

practitioners and futurc analyst may take these findings as guideline regardhg selection of

MUC and IBIS. Moreover technique selection decision depends on the choice of practitioner

whether they select MUC on the basis of its performance of identifiing more number of goals

and taking Iess time to be leamt or IBIS by ignoring the facts of morc number of goals and

less leaming time and only considering the capability of technique on scale of less effort in

rcrms of taking less result interpretation time.

6.2. Future Work

This research work evaluated MUC and IBIS in 3 different situations at RE level. Future

work may include identification of more situational characteristics in order to establish broad

categories of rclevant security characteristics. In addition MUC and IBIS could be evaluated

to these categories of situational characteristics in order to provide more comprchensive

evaluation of thes€ two techniques for potential selection. Another future direction may be

evaluation of other security requirement elicitation techniques described in section 3.3 of

chapter 3 on the same criteria as we evaluated MUC and IBIS and development of detailed

guidelines rcgarding more techniques.
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Appendix A: Pr€sentdion About Secutity

AppendL A: Presentation About Security

Contents of appendix A are taken from (Donal4 2003a; Donal4 2003b). Original

contents are rearrarged & rcorganized to make the presentation more logical.

Presentation Title: Computer Security

I Outline

. lntroduction

. Security subclass€s

. Types of security requirements

. Context of security

I Introduction

' "Computer SecuritY:

- The protection of information system

- in order to preserve the integrity, availability and confidentiality of

information svstem rcsources (includes hardware, software,

information/data, and network - communication)"

. Integrity: protection from unauthorized addition, modification or deletion of

system components

. Availability: system will be available when needed.

. Confidentiality: private or confidential component of system will not be

disclosed to unauth orized individuals.



! Security Subclesses: Security Cen be Classified inio the Following:

Data Security

I Taxonomy of Security Requirements Described as Following:

l-"hr"" t"G'ity-l lffi;riry I

Communication
Sccrrrifu

Security

Emission Security

Personal Security

Physical Security

Access Control

Ouality Factor



I Description of the Teronomy of Security Requirements

. Access control is the degree to which the system limits access to its

rcsources only to its authorized externals (e.g., human users, programs,

processeq deviceg or other systems).The fotlowing are quality sub factors of

the ac.cess-control quality sub factor:

- Identification is the degree to which the system identifies (i.e.,

rccognizes) its extemals before interacting with them.

- Authentication is the degree to which the system verifies the claimed

identities of its extemals before interacting with them. Thus, authentication

verifies that the claimed idantity is legitimate and belongs to the claimant'

- Authorization is the degee to which access and usage privileges of

authenticsted extemals are properly granted and enforced.

. Attack/harm detection is the degree to which attempted or successful

anack (or their resulting harm) ar€ detected, recorde4 and notified'

. Availability protcctioD is the degree to which various types ofDenial of

Service attacks are Prcvented

. Intcgrity is the degree to which components are prctectd from intentional

and unauthorized comrption. lntegrity includes the following:

- Drte iEtegrity is the degree to which data components (whether stored,

processe4 or transmitted) ar€ protected from intentional corruption (e.9., via

unauthorized crcatiorl modifi cation, deletion, or replay)'

- Hardware integrity is the degree to which hardware components are

protected from intentional comrption (e.g', via unauthorized addition,

modification, or theft).



Personnel irt%rity is tre degree to which human components are

protected from intentional comtption (e.g., via bribery or extortion).

Software integrity is the degree to which software components are

protected from intentional corruption (e.g., via unauthorized additiorL

modification, deletioq or theft).

- Immunity is the degree to which the system protects its software

components from infection by unauthorized malicious programs (i.e.,

malware such as computer viruses

Nonrepudiation is the degree to which a party to an interaction (e.9.,

message, transaction) is prevented from successfirlly rcpudiating (i.e.'

denying) any aspect ofthe interaction.

Physical protection is the de$ee to which the system protects itselfand its

components from physical attack.

Privacy is the degree to which unauthorized parties arc prevented from

obtaining sensitive information.

Anonymity is the degree to which the users' identities are Prevented fum

unauthorized storage or disclosure.

- Conlidentiality is the degree to which sensitive information is not

disclosed to Unauthorized

Prosecution is the degree to which the system supports the prosecution of

attackers.

Recovery is the degree to which the system recovers after a successful

auack.
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.Sccorityeuditingisthedegreetowhichsecuritypersonnelareenabledto

audit the stahE and use of security mechanisms by analping security-related

events.

. System rdaPtetion is the degree to which the system leams from attack in

order to adapt its security countermeasurcs to protect itself from similar

attacks in the future.

I Context of Security Requirement ElicitatioB

. Security analysis of system requires :

- Consider security attributes

- Keen understanding of system characterization (functional requirements

of systenl users of system, daa & information, system interfaces' flow of

informatiorl network topology, system architecture)

- Sensitive and critical system assets: Asset is something ofvalue (e'g'

dat4 networlq software, hardware)'

_Possiblethreatstosystemassets(Athreatisthepotentialforabuseofan

asset that wil[ cause harm.

- Anatysis ofsystem vulnerabilities (weak point of system that can be

exploited)
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Appendir B: Description of Situation Based Scenerio No I

Online Shopping Mrll (Situation of Iow Level of Detail)

Content of the situational scenarios are taken from documentation of Online Shopping

Mall reported at htto://osmlite.gooelecode.com skynet 2008, 2009. original contents arc

rearranged & reorganized to make the sioational scenario more detailed and logical.

I Outline of Document

1. Problem statement

2. Position statement

3. Project goals

4. Scope

5. Use case description
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1. Problem Strtement

Founded in 1992 in China''KING Btlsiness" is a well reputed

ii"-i"r rrrar. rt n* 38 stores with l50o employe*' Eachstorc is

ilrJ.f, ti ,aarot tr,e needs of valuable qstomers' They offer a

ranec'of ptodu"ts in their stores . . . Food (Dairy, fiuits & vegetables'

il j'JJ. srk..yl,.... Non Food offrce equiPment, clothing wear/

Men's wear/children \ryesr/Sho€s, sports etc'

Todav the intemet and its boom have crcated a new economic

Jrlio. unrir. *te prcvailing "brick and mortar" shops which have

ohvsical cxistence people opcrate solely fiom cyberspace' There i.s a

competitiue race - physical shopping mall vs online shopping mall'

The problern of:

Tbe impact of
which is

1.

In this era of information technology, owrers or -l(rN\J

Business" shopping mall are really concerned to meet the new

business challenges. They have identified 3 new challenges ln

this regard:

Barriers of time: with physical shopping mall they have

limited working timings.. . e.g. 9 to 5

Barriers of Jistanc€: only a limited community can visit the

shop. It is very difficult to take order from other city or other

country
Highcr means ofdoing business: traditional means of sale are

more eip.r,si"e b"carse Gy have cost of place, salesmaq-and

"i"ig, 
dirr, 

",.. 
By maintaining muttiple store &onts' itself being an

expeisivc proposition, store pric€s arc forced to rise'

3.

e- iomm"rc" pa"kagi tt 
"t 

ls n tty teature4 uscr friendly online

it oooine mdt. It would enables vendos to set up online shops'

"*iJ*.-.t 
to Uro'rte through the shops' and a system administrator

to approvc and reject ]€quests for new shoPs and maintain lists ot

shop categories.

it will increase their sales bY:

Allowing them to maximize their working timing by

providing opportunitY of 2417
' - 

i*piraitig tne size of the market from regional to national

or national to intemational,.
anabling them to get cheaper means ofdoing business

because E ritailers don't have expensive rates and rentals

associated

l.

A successfrrl
solution would
be:
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2. Positioo Statement

The Online Shopping Mall (OSM application enables vendors to s€t up online shops'

customeE to browse through the shops, and a system administrator to approve and reject

rcquests for new shops and maintain lisb ofshop categories'

Also on the agenda is designing an online shopping site to manage the items in the shop and

also help customers purchase them online without having to visit the shop physically'

ouronlineshoppingmallwillusetheintemetasthesolemethodforsellinggoodstoits

consurners. The consumer will be in complete control of his/her shopping experience by

using the "unique storefront" concept. Shopping will be highly personalized and the mall will

providelowerpricesthanmostcompetitorsThis,inbrielisadescriptionofourproduct

which will showcase a complete shopping experience in a small package'
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3. Project Goals

3.1. Delinition

The..onlineShoppingMall''(osM)systemwillbeaglobalWeb,basedmarketplace

bringing together private individuals and small companies to buy and sell all manner of

items.

3.2. Business GoeI

ThebusinessgoaloftheonlineShoppingMallistotakeadvantageofthelntemetandWorld

WideWebtoradicallyimprovethewayprivateindividualsandsmallcompaniesbuyandsell

items.

3.4. Business Objectives

ThebusinessobjectivesoftheosMaretoprovidethefollowingbusinessbenefitstoits

buyer, sellers, and owners.

3.5. Buyers' Business Benelib: The OSM will:

' Provide is buyers with a huge selectiori of items (and sellers)'

' Enable its buyers to easily search for, find' and buy the items they want'

.Enablebuyerstobuyitemsthattheycouldnotordinarilyfindorafford.

' Make buying morc convenient by allowing buyers to buy items:

- Anytime (i.e., 24 hours a day and 7 days a week)'

- Anywhere the buyers have access to the Intemet (e'g'' at home' at worlq

and while traveling)'

3,6. Sellers' Business Benefits: The OSM will:

' hovide is sellers with a huge customer base ofpotential buyers'

.Enableitssellerstoeasilytargetandpersonalizetheirmarketingtosppropriate

Potential buyers
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.Enableitss€llerstosellitemsthattheycouldnototherwiseaffordtosell(e.g.,by

minimizing the overhead and transaction coss)'

. Make selling more convenient by allowing sellers to sell items:

- Anytime (i'e', 24 hours a day and 7 days a week)'

- Anywhere the sellers have access to the Intemet (e'g" at home' at work'

while traveling)'

3.7. Marketplace Oquer Business Benefits: The OSM will:

. Minimize the costs of providing a marketplace (e'g'' capital costs' labor costs)

comparcd to a physical marketplace (e'g'' a shopping mall) by maximizing

sutomation and thus minimizing labor and facilities costs'

. Maximize income by maximizing the number of sellers (i.e., merchans) paying

marketPlace fees.
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4. Scope: Initiat functional requirements will be: -

.secureregistrationandprofilemanagementfacilitiesforCustomers

. Browsing through the e-Mall to see the items that are there in each category of

products like Apparel, Kitchen accessories' Bath accessories' Food items etc'

.AdequaEsearchingmechanismsforeasyandquickaccesstopalticuluproductsand

services.

OCreatingaShoppingcaftsothatcustomerscanshopno.ofitemsandcheckoutfinally

with the entire shoPPing carts'

' Regular updates to rcgistercd customers of the OSM about new anivals'

.Uploading.MostPurchased'ItemsineachcategoryofproductsintheShoplike

Apparel, Kitchen accessorieg Bath accessories' Food items etc'

. strategic data and graphs for Administrators and Shop owners about the items that are

popular in each category and age group'

' Maintaining database of rcgular customers of different needs'

o Shop employees are responsible for intemal affairs like processing orders, assure

home delivery, getting customer's delivery+ime feedbach updating order's status and

answering client's queries online'

. Feedback mechanism, So that customers can give feedback for the product or service

which they have purchased' Also facility rating of individual products by relevant

customers. Also feedback can be given on the performance of Particular vendors and

thc entire mall as well'

. Adequate payment mechanism and gateway for all popular credit cards, cheques and

other relevant payment options' as available from time to time
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5. Case Description for Online Shopping Mell

The online shopping mall is going to be developed for producs of differcnt categories like

clothing, kitchen accessories, bath accessories' food items *c' it will enable vendors to setup

online shop and customers to browse through the shop and purchase product without having

to visit tre shop physically' The Mall should be used through inrcrnet'

Following use cescs are essential:

Menage administrrtion module of online shopping mall: The mall administrator is the

sup€r user and has complete control over all the activities that can be performed' He is

responsible to approve and reject request for new shop' maintain various liss of shop

categories, secure registration and management of user's ac'ounts (customers' shop owner

and employees: sales managers' account managers' purchase managers')' create and manage

shopping carts, maintain payment records and update guest book entries'

Opcn E - shop in Ontine shopping mall: Any user can submit a shop creation request

through the application. When the request is approved by the Mall Adminisfator' the

r€quester is notifie4 and ftom there on is given the role ofshop Owner' The Shop Ovmer is

responsible for setting up tre shop and maintaining it' The job involves managing the sub-

categories of the items in the shop' Also' the shop owner can add or remove items from his

shop. The Shop Ovrner can view different reports that give details of the sales and orders

specific to his shop. The Shop Owner can also decide to close shop and remove it from the

mall.

Visitoulineshoppingmall:GustVvisitorscanvisitthesitewithoutregistration.Theyare

allowedtovisitthesiteandbrowsethecatalogtosearchdifferentproducts.

Establish custoEer account' As visitor select product for purchase' he gets the offer to

establish a customer account. He is assigned a unique id to login and password is set to access

theac€ount.Acustomerprofileisestablishedthatincludespersonalinformation(name'
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address, contact num, credit card num), payment details (credit card details) for which

security is pafiicularly important. By the time history of purchased items and prcvious

transactions is also included in the customer profile'

Purchase product: A Mall Customer can browse through the shops and choose products to

place in a virtual shopping c8rt. The shopping cafi details can be viewed and items can be

removedfromthecart.Toproceedwiththepurchase,thecustomerispromptedtologin.

Also, the customer can modifl personal profile information (such as phone number and

shipping address) storcd by the application The customer can also view the status of any

prcvious orderg and cancel any order that has not been shipped yet'

Manage sales depsrtnent: A sales manager mange sales to customers by allocating to the

selecrcdproductaccordingtothecustomerschoice,viewandverifupersonaldetailsofthe

customer, alert account manager for assuring of credit card details and financial transaction,

and delivering right product to the right customer' He also deals with shipping of the product'

He also keeps track ofeach product items for selling purpose and responsible for informing

administrator when any product's slock goes under the minimum level'

Manage account departments3 Account manager deals with financial department of the

Online shopping mall. he regulate Payments by keeping track ofall the Payment transactions

made by the customer and update payment information'

Login to the customer sccount: every user must provide user name and password for this'

New users can sign up by creating new id'

I,ogoutfromcustomereccouEt:customermustlogoutbeforeleavingtheonlineshop.If

the customer is idle for 5 min, logout will occur automatically due to a time out function
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Appendir C: Descriptioo of Situation Based Scenario No 2

Online Shopping ll[alt (Situadon of Medium Level of Detail)

I Outline of Document

l. hoblem statement

2. Position ststement

3. Project goals

4. Scope

5. Use case descriPtion

6. User hierarchy

7. Use case diagram

8. overall description ofthe responsibilities ofusers' Online Shopping Mall

hoblem statement, position statemenq project goal, scope and use case description are same

as described in appendix B for situation of low level of detail, so in appendix C, we just

describe additional artifacts (user hierarchy, use case diagrams, overall description of

responsibilities of users' Orline Shopping Mall) for situation of medium level of detail'
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5. User Hiererchy: Eierarchy of Target UseN:

SuEBary of Tartct Uscr

doxt
Enpby€ 9|a

aa o nar

/N
Purcl€s Sab3 Acaotnt Admin

a mantog mtn4E

Browse through thc shoprs &

Sating up thc shop and

take pcrMUSsion from admin for
thc producas to be purchased on

Employee l.Purchrsc menegcr Maintain purchasing activities

sllocating right products to right
customer, verify personal dctails
of customer to confirm the ord€r

3.Accouot DrDrgrr Look aftcr accounting activities Regulate paymcnts, keep track

activities that c€n bc pqformeq
approv€r' reject shop qeation
rcquesls, manage list of product
carcgories, maintain user

?
osM
rllal!

Visilors Visit the shops
vicwrE4gE-
maintain user orofilc. Dlacc ordcf,

Employee 2.Srler oeoegcr Look after the sales of products

Employct 4.Adml[irtntor Supcr uscr of the syst€m
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?. Use Cese Diegrems
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Use Case Diagram for Shop Owner
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Use Case Diagram for Customer & Visitor

\./
\-/

\o -/-1- '



Aoosndix C Description of Situarion Based Scenario No 2

G-)
//\"'-"------""/?_./

( M!'rr. Ac.olnr Mh bJlks )lM.mg' -t--.--______-----l

,a./sd'*"*'

Use Case Diegrams for EmPloYea

@t

Use Case Dirgren for Administretor



of Situation Based Sccnario No 2

8. Responsibilities of Use r

Given below is an overell picture of the responsibilities of OSM users as depicted in the

above use-case diagrams:

Administretor:

. Detabase Manageurent: Control the database and keep rack of all

records of customers and employee deails.

. Contrct aEd GMng Permission to Vetrdors: Contact with the vendors

and give permission to sell their product under the site after testing the

product's quality.

. View all details: View the details of all employees and control the whole

site.

.AdvcrtisingtheSitc:Responsibleformakingadvertisementsforthesite.

Customers:

Iogin: CustomeN must have a valid login id to enter into the site.

Registration: New users can sign up by creating new [D.

View end edit Own Ilctails: Can view/edit his personal details, payment

details, and detaits about services provided.

Choosing end compariog producb: Can view all available products and

can compare them and make a choice for purchasing products.

Purchasing: Can purchase any product through valid credit card'

Giving Feedback to Customer Cere: Can give feedback to the 24X7

Customer Care Service center about their impression for the site and

services.

\fisitors:

Visiting the Site: Can only visit the site without registation.

Register : register themselves as customer to buy products



of Situation Based Scenario No 2

Shop Owner:

TaHng Permission from Administrator: Vendors must take permission

fiom the Administrator for selling their products under the site

Adminisrator will test product's quality according to its market price to

permit vendor for selling purpose.

Consulting with AdEinistrator: Can consult with the Administrator

regarding product's quality and advertisements'

Advertising Vendor's Own Products: Responsible for making

advertisements of his producs, but the site will not be responsible for any

kind of advertisements abut Product

Sales Mrnager:

. View customer details: View the personal details ofthe customer'

.ManagingSalestoCustomers:Responsibleforproperlyallocatingthe

selected product according to the customer's choice and delivering

product to the customer.

. View Product Stocks: Keep track ofeach product item's stocks for

selling PurPose.

' Contacting with Administrator: Responsible for informing

administrator when any product item's stock goes under the minimum

level.

Purchase Manager:

. Cousulting with Administretor: Taking permission from the

Administrator for the product to be purchased from vendor'

. Product Stock Menagement: Responsible for managing stock of each

product items.

Accounts Manager:

. Regulating Payments: Keep fack ofall the payment trarsactions made

by the customers and update the payment information'
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Consulting with Benks: Responsible for contacting the banks for the

validation of the a/c number provided by the cusomer while purchasing

and make the transaction from the given a/c'

Consulting with Administrator: Consult with the Administrator about

the payment details of the customers for the updating ofthe database'
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Appendir D: Description of Situation Based Scenerio No 3

Online Shopping MeIl (Situation of Eigh Level of Deteil)

I Outline of Document

l. Problem statement

2. Position statement

3. Project goals

4. Scope

5. Use casc descriPtion

6. User hienrchY

7. Use case diagram

8. Overall description ofthe responsibilities ofusers' Online Shopping Mall

9. Action sequence (flow chart)

l0.DePloYment diagram

hoblem statement, position statement' project goal, scope and use case description are same

as described in appendix B for situation of low level of detail and user hierarchy' use case

diagnms'overalldescriptionofrcsponsibilitiesofusers'onlineShoppingMallaresameas

described in appendix C for situation of medium levet of detait, so only additional artifacts

for situation 3 (Action sequence, Deployment Diagram) are included in appendix D
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9, Action Sequence

This sirtion describes in detail the sequence of steps that are needed to be done by the users

ofthe system to utilize the functionalities being provided by this web application. Grouping

web application exists in the first piace. The customer can browse through the shops and

choose products to place in a virtual shopping cart. The shopping cart details can be viewed

and items can be removed from the cart. To proceed with the purchase, the customer is

prompted to login. Also, the customer can modiry personal profile information (such as

phone number and shipping address) stored by the application. The customer can also view

the status of any previous orders, and cancel any order that has not been shipped yet.

Since the customer is the main user of the system, we will follow the customer as he or she

goes about with the various activities in the shopping mall. This way we will have explored

all the ways this shopping mall functions as well as obtained an "algorithm" of the steps of

functioning of the entire shopping mall application.

The Algorithm is:

Step l: A potential customer X visits the website of OSM.

Step 2: X either lnows the product he or she is searching for or is unaware ofhis expectations

from the shopping mall.

Step 3a: IfX knows the product he is searching for he enters the name of the brand of that

product in the search box on Ere home page ibelf. He is then whisked right to the separate

page for that brand, where he can choose the product according to his liking.
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Step 3b: IfX wants to browse the products beforc deciding what to buy, then he can choose

the categories of the products in the home page itself. From there he will be taken to the

product categories page from where he can choose the brand thst appeal to him.

Step 4: After selecting the brand ofthe product, X can click on a particular product which

will take him to the product page for that particutar product. This page contains all the

detailed information about the product

Step 5: Now that the product has been selected X might want to actually buy the product He

will then have to log in to the website to actually affect the buying process.

Step 5a: If X is a new user, he will have to first register in the website's new user registration

page. Then he will be able to login to the website and complete he transaction.

Step 5b: X may also wish to view his account detail in the account details page. There he can

check and change his contact information. He can also view his shopping cart including any

incomplete shopping carts which have not maturcd to the buying status.

Step 6: When X selects to buy the product he may follow two paths.

Step 6a: X may add one item to his shopping cart and then keep on browsing the store for

more good things. When he has filled his cart to the brim, he can rush to checkout the

shopping cart on the shopping cart page.

Step 6b: Or X may decide to buy just one product and rush to checkout the product. He can

then in the checkout page put in his credit card information and submit the information. That

will complete the transaction process.

Step 6c: Or after browsing for some products, X can come back to his incomplete cart and

complete the payout process.

Step 7: X will have to provide his credit card deails and then proceed to check out. Then he

witl be given a confirmation that his credit card has been validated and that he will receive

the product within a stipulated time frame.
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ThG Flowch.rt For the Aforementioned Steps:

lf successful

Checkotd

Selec{

paymeht
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10. Dcploymcnt Diagnm

The following deployment diagram describes how the "Online Shopping Mall (OSM)"

system is deployed across an infrastnrcture. The intention is not to describe an

hfrastucture but rather the way in which specific components belonging to OSM system

are deployed.

Deployment Diagrem

Three major components:

. Client computer

. Web server

. Database server

Client Computer

A customer uses computer, equipped with web browser (e.g. internet explorer) to rcquest

the rcsources from web server. Through browsing he can select product items they would

like to order online.

Web Server

Web sewer works as a routing point between all client browsers and the data base. Its task

is to provide rcquested resources to client browser by calling on Database server. As the
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online transaction involves the web server communicate with the database server to update

the status ofthe data base.

Datebase Server

The data server, which provide the application server with the data it requires. It stores

data of custoner's profile, product stock, shopping cart etc.
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AppendL E: Tutorial ebout Tesk for Lcarning Acdvity

Online Education
Iltroduction

If you want to eam a degrce but you work full time and have children at home, you may feel

that going back to school is not an,.oPtion. One way to get that important diploma is to

consider eaming a degfee online. Our online "educstion system" allows you to quickly search

for available Online postgaduate cours€s / rese€rch opporonities

Mein features:

Search for available courses: Appticant interested in Online Education can visit our website

.\rww. online Education" site maintain list of courses - undergraduatc/postgraduate/

rcsearch categories. There are also list of majors in each category along with degree duration,

semester schedule and fee requircments.

Student registration: To apply for online degree system asks applicant to register himself as

student. Applicsnt's student account is set and us€r id and password is assigned. After

cr€ating a login, applicant selects the degree from "Undergraduate", 'lostgraduate",

'tesearch" catalogue. System shows list of majors and applicant click on one major e g'

MBA. This will take the applicant to admission form screen. Applicant will complete the

admission form by entering personal details (name, a!e, address, ID number) the degree

details (MBA) and credit csrd detaits (pin number, amount of tuition fee per course) are

included.

Student online learning After completing the admission process, applicant is recognized as

studenl He is able to maintain user profile, access and download faculty resources (lectures,

quizzes, assignment, exam sheet and r€sult transcript). He is also able to contact with faculty

members and other degree fellows by an "online discussion room'

Faculty online education System maintains user account for Faculty members too. They also

have user profile (name, address, faculty status etc) and financial icon (statements of their
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crcdit hour and course package, bank account number, and the way pay check transfened to

their account). They are eligible to upload lectures, assignmentg and result eanscript'

conduct exam and quizzes participate in online discussion room, view students submissions

(assignment, quizzes and exams and develop resuh transcriptJ

studenufaculty login: student/faculty must have to enter a valid login ID and password to

access their account

StudenUfaculty logoff: StudenUfaculty must have to logoffbefore leaving the site
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Contents of Appendix F are based on literature (Guttorm & Andreaq 2000; Guttorm &

Andreas,20M; Ian 2002a; Iarv 2002b; Ian,2002c; Meledatlu 2006; Lillian, 2o05)'Original

contents arc rearranged & rcorganized to make the tutorial in a logical flow.

I. Introduction:

Misuse cases have been introduced in literaturc as extension of use cases - negative use

cases. The major contribution of Misuse case is presentation of threats and hostile intentions

of attackers to break the system. The following definitions from literature are referred to

make tutorial more precise:

2. Structurrl Elements:

'(l) 
Misuse Case:

..A Misuse case is a special kind ofuse case, describing behavior that the system/entity owner

does not want to occu/'. Morcover Misuse case are defined as "A sequence of actions,

including varians, that a system or other entity can perform, interacting with Misusen ofthe

entity and causing hams to some stakeholder if the sequence is allowed to complete".

(2) Misuser:

'Iv{isuser An actor that initiates Misuse c€ses, either intentionally or inadvertently"

Misuser and Misuse cases

represents security thrcats

,R
OsrtE. .G.cr.r

@

Regular actors and use c€scs

represenE rcquiremenb in
general

a
/\

t*__/



3. Gremmer:

' Include: may or may not be used/ is optional

I Extend: must be used in order to complete the functionality

r Threaten: Misuse case threatens use case: The use case is exploited or hindered by a

Misuse case. For example, the "rcgister customer" use case is threatened by a denial-of-

sewicc attack, ..flood system", that prevents legitimate users from accessing internet

services, including customer registration.

Mitigate: Security Use case mitigates Misuse case: The security use case is a

countermeasue against a Misuse Case, i.e., the use CaSe reduceS the MiSuse case's chance

ofsucceeding. An example is "protect info", which mitigates "steal credit card info", as

shown in the following figure.

?-XH

the probability of success or the seriousness of the damage that B threatens. The target

of'aggravates' is always a Misuse Case, as the relationship inherently implies that

something negative is being rcinforced. Where the source of 'aggravates'is a Use

Case, the meaning is that a desired goal unintentionally causes an undesired side-

effect

(u-"rn --Y *-." \ E
ÂtE(er

Aggrsvete: Use or Misuse Case A 'aggmvates' Misuse Case B if it increases either



! Contlict With: Use Case A'conflicts with'Use Case B if achieving A's goal makes

achieving B's goal more difficult (or impossible), and vice versa for B's effect on A.

Both ends of a'conflics with' rclationship are always Use Caseg as the rclationship

inherently implies that something desirable is being contadicted. In fac! 'conflics

with' is a mutual, bidirectional relationship.

Steps to be Followed:

l. First identis actors (representing user classes) and build a comprchensive set of use cases

as usual.

2. For each use case, brainstorm and identif, how 'negativei agents would attempt to defeat its

purpose or thwart some of the steps in the use case description; this leads to the major Misuse

cases. During the brainstorm sessions the focus should be to identiry &!i many ways an

attacker could cause harm in the service provided by the use case in focus; details of such

attacks may be determined later. Each of these modes of attacks becomes a candi&te Misuse

case.



The goal is to identifi security threEts against each of the functions, areas, processes, data'

and transactions involved in the use case from differcnt potential risks such as unauthorizpd

access from within and without, denial of servic€ attacks, privacy violations, confidentiality

and integrity violations, and malicious hacking attacks.

In addition to modes of attacks, the process shoutd also try to uncover possible user Mistakes

and the system responses to them. Often these Mistakes could cause serious issues in the

functioning or security of the system. By identifting all inappropriate actions that could be

taken, we would capture all actions of abnormal system use-by genuine users in terms of

accidental or c$eless Mistakes and by attackers trying to break or harm the system fimction.

3. Show the rclationships between each use case and the corresponding Misuse cases in a

diagram.

4. After the Misuse cases have been constructed, identiff security use cases to counter or

thwart the intended purpose ofeach Misuse case.

5. Continue steps (2) through (4) for each major use case until one is satisfied that

(a) Alt reasonable threats to the basic functionality and services ofthe system (as reprcsented

by the use case model) are identified and rcpresented as Misuse cases

and

(b) Each of these thrcats has been thwarted by one or more newly introduced "security use

cases."
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Contents of IBIS are based on (Nancy, 20064; JeE 2008; Jeff, 2003; Kailastu 2@9b;

Kailasb 2009c; IGilash 2009a) original contens are rearranged & reorganized to make the

tutorial in a logical flow.

l. Introduction

Issue based information system (IBIS) introduced in 1970, is a requirement elicitation

technique use visual notation and well defined gBmmaI rules. It is believed to be a useful

way to address issues that arise on complex projects, particularly those involving

stakeholders with diverse point of view.

Basically, IBIS is "Questioning and Arguing" based approach. It presents I graPhical network

that integrates many problemq solutions and point of views and shows the big picture of 't'

problem.

2. Structural Elements

"IBIS is based on the idea that "wicked problems" - or any controversial issue - can be

understood by discussing them in terms of three essential elements: asues (or questions),

r'dear (or answers) tnd oguments (for or against ideas)."

The Elemenb are:

Qucstion: an rssze that's being discussed or analyzed. Note that the term "question" is

synonymous with "issue". Different types of questions may be asked e.g. what is the

problem?, What is the problem background?, What should we do to solve the problems?,

How should we achieve our aim?, What do you mean by X? Meaning or conceptual questions

- Who are the stakeholders on this project?, Basically WH questions - whaq why, how, who,

when.

Idca: a response to a question. An idea responds to a question in the sense that it offers a

potential resolution or clarification ofthe question.



Argunent: an argrunent in favor ofor against an idea (a pro or a con)

Pro:Aryumenl in faYour

ot an ldeaG._G
Con:AIOument against an

ldea

4. Grammar

The IBIS gammar specifies the legal ways in which elements can be linked. The anows

show links or relationships between elements. The rules are nicely summarized in the

following diagram:

G.-G
^ ---'- Pro

./ --- -.--O._G
,/ con oueston..64erg.-9..

e
Ouestion
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In a nutshell rules are:

! Any element (questiorL idea or argument) can be questioned'

t Ideas respond to questions.

! Arguments make the case for and against ideas.

I Ideas cen be derived from other ideas

Netural steps along the way include:

l. Consider "system security: as a problem

2. Understand presented artifacts.

3. Try to interpret presented afiifacts in IBIS context - issues (Questions), ideas (or answers)

and arguments (for or against ideas).

a) Formulated a s€t of questions that would likely cover every asPect of security that

could affect tre system. Try to come up with any and all questions that would cover

confidentiality, availability, and integrity aspects ofthe system.

a. Develop list of questions to cover vulnerabilities and threats to system. Also

raise questions about essential assets (dat4 function) of the system that need

security e.g. what data need confidentiality?, which functions must have

ability to be recovered after attack.

b. Identify ideas / answers ofthese questions & arguments in favor ofor against

the ideas from the pr€sented artifacts.

4. Devetop IBIS diagram by mapping these referencc material.

5. Critically analyze the issue map ard its structural elements, visualize all view points,

absorb the whote scenarios and then identifu security goals'

6. Write down security goals on a paper
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Appendir E HyPothesis

Hypothesis for comparing MUS and IBIS in three different situations, in terms of no of goals,

no of types, technique leaming time, execution time, result interpretation time'

Eypothesis Strtements for Sitoation of Low Level of Deteil:

Ho = there is no siEnificance differ€nc. in number ofgoals identified

using MUC and IBIS, in sinration of low level of dc'tail

Hl= there is a significance difference in number of goals identified using

MUC and IBIS, in situation oflow level of detail

H2= MUC is greater than [BtS, in terms of number ofgoals identified in

situation oflow level ofdetail

H3- IBIS is grearer than MUC, in terms of number of goals identified in

situation oflow level of daail

(List l): Hypothesis for comparing MUC end IBIS rcgarding no of goals

in situation of low level of deteil

H0 = therc is no significance differencc in number ofgoal types

identified using MUC and IBIS, in situation oflow level of detail

Hl= there is a significance difference in numbcr of goal typcs identified

using MUC and IBIS, in situation oflow level of detail

H2= MUC is grealer than IBIS, in terms of number ofgoal types

identificd in situation oflow level ofdetail

H3= IBIS is greater than MUC, in terms ofnumber ofgoal types

identified in situation of low level of detail

(LisO) Ilypothesis for comparing MUC and IBIS regarding no of goal

types in situation of low level of detail



(List 3): Eypotbesis for comparing MUC eud IBIS regarding learning time
utilization, in situafion oflow level ofdetail

H0 - thcl€ is no siSBificancc differcncc in leaming time using MUC and

IBIS, in situation oflow lcvel ofdetail

Hl= therc is 8 significance diffcrenc€ in leaming time using MUC and

IBIS, in situsfion oflow level of detail

H2= MUC is greatcr than IBIS, in terrrls of taking less leaming time in

situation oflow level ofdetail

H3= IBIS is grEater than MUC, in terms aking less leaming time in

situation of low level of detail

H0 = there is no significane diffcrcncc in tcchnique execution tim€

using MUC and IBIS, in situation of low leYel ofdetail

Hl= thcre is a significance differenc€ in technique execution time using

MUC and IBIS, in situation of low level of detail

H2= MUC is gr€ater than tBIS, in terms of taking less execution time in

situation oflow level ofdetail

H3= IBIS is greater than MUC, in terms taking less exccution time in

situation of low level of detail

(List 4): Eypothesis for compering MUC and IBIS regarding execution time

utilizetion, in situation oflow level ofdetail

H0 = there is no signiFrcance difrerenc€ in technique result interPretation

time using MUC and IBIS, in situation of low level of detail

Hl= there is a significance difference in technique result interpretation

time using MUC and IBIS, in sihration of low level of daail

H2= MUC is geater than IBIS, in terms of taking less result

interpretation time in situation oflow level ofdetail

H3= IBIS is grearer than MUC, in terms taking less result int€rpretation

on time in situation of low level of detail

(List 5): Eypothesis for comparing MUC aod IBIS regarding rcsult iEterpretrtion
time utilization, in situatioa of low level of detail



Eypotheis Statements for Situetion of Medium Level of Detail:

(List Q: Eypothcsis for comparing MUC and IBIS regarding no of
goals in situation of medium level of detail

HO = therc is no significance difference in number of goal types identified

using MUC and IBIS, in situation of medium level of detail

Hl= rher€ is a significance differenc.e in number ofgoal types identified

using MUC and IBIS, in situation of medium level of detail

H2= MUC is gealer than IBIS, in terms ofnunbcr of goal types identi{ied

in situation ofmedium level ofdaail

H3= tsIS is grcater than MUC, in terms of number of goal typcs identi{ied

in situation of medium level ofdcail

(List 7): Eypothesis for compering MUC end IBIS regarding no

of goal types in situstion of medium level ofdetail

H0 = there is no significance difference in lcaming time using MUC and

IBIS, in situation ofmedium level of detail

Hl= there is a significance difrerence in lcaming time using MUC and

IBIS, in situation ofmedium level ofdetail

H2= MUC is geater than IBIS, in terms of aking less leaming time

situation of medium level ofdetail

H3= tsIS is greater than MUC, in terms taking l€ss leaming time in
situation ofmedium level ofdaail

(List E): Eypothesis for comparing MUC and IBIS regarding lesrning
time utilization in situation of medium level ofdetail

H0 = thcre is no siSnifience differenc€ in number of goals identified using

MUC and IBIS, in situation of mcdium level ofdaail

Hl= therc is a significance difference in numbcr ofgoals identified using

MUC and IBIS, in situation of medium level of detail

H2= MUC is grearer than IBIS, in terms of number of goals identified in
situation of mcdium lwel of daail

H3= IBIS is greater than MUC, in terms of number ofgoals identified in

situatioo of medium levcl ofdetail



H0 = thcre is no siSnificancc differencc in t€chnique cx€cution time using MUC

and IBIS, in situation of medium level of detail

Hl= there is a sigDificance diffcrence in technique execution time using MUC

and IBIS, in situation of medium lcvel of detail

H2= MUC is grearer than IBIS, in terms of taking less execution time situation

noz

H3= IBIS is greater than MUC, in terms taking less execution time in situation

of medium level ofdetail

(List 9): Eypothcis for compariog MUC rnd IBIS regarding erecution

time utilizgtion in siturtion ofmedium level ofdeteil

H0 = there is no significance differeace in technique result interprctntion time

rsing MUC and IBIS, in situation of medium level of detail

Hl= there is a signihcance difference in technique result interPretation time using

MUC and IBIS, in situation ofmedium level ofdetail

H2= MUC is greater than IBIS, in terms of taking less r€sult interPretation time

sihration of medium level of detail

H3= IBIS is grcarer than MUC, in terms taking less r€sult interPrstation on time

in situation of medium level of deail

(List 10): Eypothesis for comparing MUC and IBIS regarding result

interpretrtion time utilizrtion jn situation of
medium lcvcl ofdetail

Eypothesis Statements for Siturtion of Eigh Irvel of Detail

H0 = there is no significance difference in number ofgoals identified using MUC

and IBIS, in situation ofhigh leYel ofdetail

Hl= there is a significance difference in number ofgoals identified using MUC

and IBIS, in situation ofhigh level ofdeail

H2= MUC is geater than IBIS, in terms of number of goals identified in

situation of high level of dctail

H3= IBIS is greater than MUC, in terms ofnumber ofgoals idantified

in situafion ofhigh level ofdetail

@ist lf): Eypothesis for comparing MUC and IBIS regarding no of goals

io sitEation of high Ievel of detail

AppendixH HYPothesis



Amendix H HyPothesis

H0 = there is no siSnrficancc diffeEnce is numbcr ofgoal typ€s identifrcd

using MUC and IBIS, in situation ofhigh lcvel ofdetail

Hl= there is a significence difrerence in number of goal typ€s identificd using

MUC and IBIS, in situation ofhigh level ofdetail

H2= MUC is greater than IBIS, in terms of number ofgoal typcs identified in

situation ofhigh l€vel of daail

II3= IBIS is greater than MUC, in terms of numb€t ofgoal types identifred in

sinEfion ofhigh level ofdaail

(List l2): Eypothesis for comparing MUC and rRIS regarding no ofgoal
type's in situation of bigh level of deteil

H0 = there is no si8luficance difference in learning time using MUC and IBIS'

in situation of high level ofdetail

Hl= there is a significance differcnce in learning time using MUC and IBIS'

in situation of high level ofdetail

H2= MUC is geater than IBIS, in terms of taking less leaming time situation

ofhigh level ofdetail

H3= IBIS is greater than MUC, in terms taking less leaming time in situation

ofhieh level ofdetail

(List l3): Ilypothesis for comparing MUC end IBIS reqarllng learning time
utilizatioo in situation of high level of detail

H0 = there is no significance differcncc in technique execution time using MUC

and IBIS, in situarion ofhigh level of detail

Hl= there is a significance difference in technique execution time using MUC

and IBIS, in situation ofhigh level of detail

H2= MUC is greater than IBIS, in tcrms of taking less execution time situation

of high level ofdetail

H3= IBIS is greater than MUC, in terms taking less execution time in situation

ofhiglr level ofd*ail

List (14): Ilypothesis for compering MUC and IBIS regarding erecution time

utilization in situetion of high level of detail



H0 = therc is no significancc differcnce in tcchnique rcsult ifierPretation time

using MUC and IBIS, in situation ofhigh level of detail

Hl= there is a si8rrificancc differenc€ in technique result interpretation time

using MUC and IBIS, in sioation of high level of detail

H2= MUC is grEaler than IBIS, in terms oftaking less result interpraarion time

situation of high lcvel ofdetail

H3= mls is g€aler than MUC, in terms taking less result interpretation time in

situation ofhigh levcl of daail

(List t5): Hypothesis for compsring MUC and IBIS regerding result
interprctation time utilization in situation of

high level of detail



Aooendix I Expcrimenal Procedure

Appendir I: Erperimentel Procedure

Research Procedure

Experimant was performed in 2 consecutive sessiolls, on l0 Feb 20ll in university lab no 25

the total expected time for each session was around 4 hours. As we are intercsted to

itrvestigBte performance based measures in this experiment, where time calculations are

important psrt of performance based measured. So we did time stamps for each activity of

dris experiment.

First session started at 8:,t4 AM. l5 subjects palticipated in this session. They were randomly

assigned to 3 groups of5 subjects each and be seated with reasonable distance so no one can

see each others sheeL 2 invigilators were also appointed to make check on Participants so

they can not be able to cheat. In this session the order of the technique execution was MUC -

IBIS but each group was prcsented from 3 differcnt situations - situation of low level of

detail, situation of medium level of detail, situation ofhigh level ofdetail rcsp€ctively.

t At, 8:44 all 3 groups were presented an introductory presentation of security

requirements as described in appendix A. The notion of this presentation was

make participants familiar with the context of security and security requirement

elicitation process.

r At 9'o ctoclq all three groups were given situation based scenarios to read and

understand it. For instance Group A was given situation of low level ofdetail s,

Group C was given situation of medium level of detail and Group E was given

situation ofhigh level of deail. They had 30 min to read these situation based

scenario description. On 9:30 they werc asked to get ready for next activity'

l. At 9:37 technique introduction MUC) was carried out in form of

multimedia presentation. Total expected time for this intoduction was 20



minute. During prcsentation Question of Pafticipants were also

entertained. This presentation took 13 min to be completed.

2. At 9:50 a leaming task description was provided to all groups and asked

them first to read it for l0 minurcs. Then, at 9:56 they were given 15

minutes to make MUC diagram as draft note to sssure that they have

leamed the technique and able to apply it for situation specific task

scenario. Time stamps were noted for individual participant on their sheets

as they completed this activity. These sheets were collected from all

participants. Time spent for technique presentation and development of

diagram for leaming activity are recorded as leaming time of MUC for

each individual participant.

3. At 10:16 atl 3 groups arc asked to consider situation specific scenario and

develop MUC diagram in context of scenario given to them. For instance

group A - situation nol scenario, group C situation of medium level of

detail scenario, Group E situation of high level of detail scenario. Total

expected time for this activity was 30 min and time stamps for each

individual participant was recorded by them on dreir sheet with start time

and end time.

4. At l0:51 participants were asked to start next activity that result

interprctation form diagram. tley were asked to analyze the diagram,

indenti$ security goals and note them in plain language on blank sheet.



Total expected time for dris activity was 30 min where this activity ended

at I l:10.

.end fint part of lirst session at I l:15... ' ".

Participants werc asked to take 15 min brealq but they took only 5 min and all gtoups were

mutually ageed to start 2'td part of the first session'

1. So the 2d part was started at ll:20 with an introductory pr€sentation of

IBIS. The questions regarding IBIS were also entertained during the

presentation. Total expected time for this activity was 20 min and it took

l5 min to be completed.

2. At 11:37 all 3 group were asked to consider learning task scenario and

develop IBIS diagram as draft to make sure that they have leamed the

IBIS and able to use it. Total expected time for this activity was 15 min,

individual time stamps were recorded on participant's sheet as start and

end time of activity.

3. At t l:59, all 3 groups were asked to consider situation specific scenario

and develop tslS diagram in context of scenario Siven to them, for

instance group A - situation of low level of detail, group C situation of

medium level of detait scenario, Group E situation of high level of detail

scenario. Total expected time for this activity was 30 and time stamps for

each individual participant was recorded by them on their sheet with start

time and end time.

4. At 1217, all 3 groups werc asked to start next activity that is result

interpretation form diagram. They werc asked to analyze the diagram,

indentifi security goals and note them in plain language on blank sheet'



Aooendix I Experimental Procedure

Total expected time for this activity was 30 min and time stamps for each

individual participant was recorded by them on their sheet with start time

and end time.

.end 2nd pert of first s6sion et 12:34

second session started at l:15. 15 subjects participated in this session. They were

randomly assigned to 3 groups of 5 subjects each and be seated with reasonable distance

so no one can see each others sheet. 2 invigilators were also appointed to make check on

participants so they can not be abte to cheat. In this session the order of the technique

execution was IBIS - MUC but each group was presented from 3 different situations -

situation of low level of detail, situation of medium level of detail, situation of high level

of detail respectively.

r At, l:12 all 3 groups were presented an introductory presentation of security

requirements (appendix A). The notion of this presentation was make

participants familiar with the context of security and security requircment

! At l:28, all three grouPs werc given situation based scenarios to rcad and

understand it, for instance Group B was givan situation of low level of detail

scenario, Group D was given situation of medium level of detail scenario and

Group F was given situation of high level of deail scenario. They had 30 min

to read these situation based scenario description. At l:58 they were asked to

get ready for next activity.

l. At 2:00 technique introduction @IS) was carried out in form of

multimedia prcsentation. Total expected time for this intoduction was 20

minute. During presentation Question of participants were also

entertained. This presentation took 18 min to be completed'



2. At 2:20 a leaming task description was provided to all goups and asked

them first to read it for l0 minutes. Then, at 2:30 they were given 15

minutes to make IBIS diagram as draft note to assure that they have

leamed the technique and able to apply it for situation specific task

scenario. Time stamps werc noted for individual participant on their sheets

as they completed this activity' These shees were collected from all

participans. Time spent for Step 2 and 3 are rccorded as leaming time of

IBIS for each individual participant.

3. At 2:52 all 3 groups are asked to consider situation specific scenario and

develop IBIS diagram in context of scenario given to them' For instance

group B - situation nol scenario, group D situation of medium level of

deuil scenario, Group F situation of high level of detail scenario. Total

expected time for this activity was 30 min and time stamps for each

individual participant was recorded by them on their sheet with start time

and end time.

4. Al 3:23 participans were asked to start next activity, that is result

interpretation form diagram. They werc asked to analyze the diagram,

indentif, security goals and note them in plain language on blank sheet.

Total expected time for this activity was 30 min where this activity ended

at3:17.

.end lint prrt of second s€ssion at 3:42'

Participants were asked to ake 15 min brcak but they refused to take bresk instead they

asked to sart 2 part right away



l. So the 2nd part was started at 3:42 with an introductory prcsentation of

MUC. The questions regarding MUC were also entertained during the

presentation. Total expected time for this sctivity was 20 min and it took

l3 min to b€ comPleted.

2. At 3:5E all 3 group were asked to consider learning task sccnario and

develop MUC diagram as draft to make sure that they have leamed the

MUC and able to use ic Total expected time for this activity was 15 min'

and individual time stamps were recorded on participant's sheet as start

and end time of activity.

3. At 4:24, all 3 goups were asked to consider situation specific scenario and

develop MUC diagram in context of scenario given to them For instance

group B - situation of low, group D situation of medium level of detail

scenario, Group E situation ofhigh level ofdetail scenario. Total expected

time for this activity was 30 and time stamps for each individual

participant was rccorded by them on their sheet with start time and end

time.

4. At 4:51, all 3 groups were asked to start next activity that is rcsult

interpretation form diagram. They were asked to analyze the diagram'

indenti! security goals and note them in plain language on blank sheet'

Total expected time for this activity was 30 min and time stamps for each

individual participant was recorded by them on their sheet with start time

and end time.

.end 2nd prrt of second s€ssion at 5:14........
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