MIDDLEWARE ARCHITECTURE FOR SECURING AND
IMPROVING IP MULTIMEDIA SUBSYSTEM (IMS)
BASED NEXT GENERATION NETWORK MULTIMEDIA
SERVICES

ZEESHAN SHAFI KHAN
19-FAS/PHDCS/S05

Submitted in partial fulfillment of the requirements for the degree of Doctor of
Philosophy in Computer Science at the Faculty of Basic and Applied Sciences

International Islamic University,

Islamabad

Prof. Dr. Muhammad Sher September 2011
Prof. Dr. Khalid Rashid



DATA ENTY ERED
0?



MIDDLEWARE ARCHITECTURE FOR SECURING:- AND
" IMPROVING IP MULTIMEDIA-SUBSYSTEM (IMS)
BASED NEXT GENERATION NETWORK MULTIMEDIA
SERVICES

RESEARCHER: ZEESHAN SHAFI KHAN
REGISTRATION #: 19-FAS/PHDCS/S05
SUPERVISORS: PROF. DR. MUHAMMAD SHER

PROF. DR. KHALID RASHID

DEPARTMENT OF COMPUTER SCIENCE,
FACULTY OF BASIC AND AP’PLIE'D\"SCIENCES
INTERNATIONAL ISLAMIC UNIVERSITY, ISLAMABAD
PAKISTAN

2011




Approval

APPROVAL

Title of the Thesis: Middleware Architecture for Securing and Improving IP Multimedia
Subsystem (IMS) Based Next Generation Network Muitimedia Services

Name of the Student: Zeeshan Shafi Khan
Registration No. 19-FAS/PhDCS/S05

Accepted by the Departm‘ent of Computer Science, INTERNATIONAL ISLAMIC UNIVERSITY,
ISLAMABAD, in partial fulfillment of the requirements for the degree of Doctor of Philosophy in Computer Science

Viva Voce Committee
Prof. Dr. Muhammad Irfan Khan 4 '\)W

Dean, Faculty of Basic and Applied Sciences, /
International Islamic University, Islamabad W
Prof. Dr. Muhammad Sher (Supervisor) —t

Chairman, Departmer}t of Computer Science,
International Islamic University, Islamabad-
Prof. Dr. Khalid Rashid (Supervisor) , = .

Advisor, COMSATS Institute of Information Technology,

Islamabad

Dr. Muhammad Zubair (Internal Examiner) (\“;ZN%

Assistant Prof. Department of Computer Science,

International Islamic University, Islamabad q

I
. \
Prof. Dr. Sikandar Hayat Khiyal (External Examiner I) Qy

Chairperson, Computer Sciences; -

-

Fatima Jinnah Women University, Rawalpindi

Prof. Dr. Muhammad Younas Javed (External Examiner 1)
Associate Dean/Head of Department,
Department of Computer Engineering,

College of EME (NUST), Rawalpindi

Thursday September 29, 2011

Zeeshan shafi Khan 19-FAS/PhDCS/S05



Abstract L N =

ABSTRACT

IP Multimedia Subsystém (IMS), an architectural framework for Next Generation
Networks (NGN) planes to converge all the networks and services on one IP based
platform. IMS application plane consists of various types of application servers those
provides different types of services. These Services include Presence, Instant
Messaging, Push to talk over cellular, multiparty confefence etc. IMS application
server and other servers are subject to various types of security threats including time
dependent and time independent attacks. Moreover currently available service
features are not enough to meet the needs of daily life communication. To secure the
application plane we pfoposed a signature based role oriented Intrusion Detection and
Prevention (IDP) system. An ahomaly detection module is also added to increase the .
level of security. We also proposed few other solutions those add security in IMS>
applicaticin plane. These solutions include User preferences based instant messaging,
presence based instant messaging, election based referring, location based deletion of
maliciou§ users etc. To enrich the IMS based multimedia services we developed
different solutions for differeént services and theése solutions include presence enabled
call setup, media mixing through presence information, floor control mechanism,
parameterized referring, election based right allocation mechanism etc. To test the
developed solution we create an IMS testbed by using open source solutions.
Prototypes of services are also developed. The results are obtained by implementing
the proposed solution over.the testbed. It is observed that the proposed solutions
enhances the security of IMS based services, and include value added features to

make them feasible for more daily life scenarios.
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Chapter 1 Next Generation Networks and IP Multimedia Subsystem

CHAPTER 1
1. NEXT GENERATION NETWORKS AND IP
MULTIMEDIA SUBSYSTEM

A platform for integration of telecommunication and information technology (IT) and
creation of new sérvices ranges above the boundaries of network and technology is
known as service delivery platform (SDP). SDP implementation Vmake"‘s possible the
development of new multimedia services. A lot-of improvements and enhancements
are required in the existing technologies and infrastructure.in order to implement
SDP. Seamless connectivity between fixed and mobile networks is defined as fixed
mobile convergence (FMC). We are living in an era of voice centric carrier With more
relay on circuit switching. Frame Relay, ATM, and IP based services are also
provided by few overlay networks. Main motive of next generation networks (NGN).
is to integrate different type of nefworks on to one standardized platform that will be
able to offer almost all the services (Nigel Seel, 2006). According to AT&T NGN is
“A packet based network able to provide telecommunication services and able to
make use of multiple broadband, QbS—engbled transport technologies and in which
service-related functions are independeént from underlying transport-related
technologies. It enables access to different service providers, independent of any
access or transport technology”.

International telecom union-T described that in NGN packet based technology
should be used to transfer'the data. The call aﬁd service control functions should not

be merged at one point, they should be separate. There should be transparency

between the service and the network components. Since new: services can be included

1
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in future so there should be open interfaces for service provisioning. End to end
quality of service is another characteristic that needs to be considered.
Inteﬁetwo?king is also required for network convergence. Mobile scenarios should
also be considered so as fixed mobile convergence. Security and emergency

communication like parameters are also important and should be considered.

1.1 Motivation

The foundation for this thesis ‘Sstems from the future trends of Fixed-Mobile
Convergence (FMC), All-IP networks and next.generation Service Delivery Platform
(SDP) is a result of merger of Internet and mobile communication, computer networks
and Information Technology (IT). In the vision of All-IP Networks, the IP Multimedia
Subsystem (IMS) has been developed by 3GPP and 3GPP2. The IMS is e;n overlay
architecture for the provision of multimedia services such as Voice over IP (VoIP),
video conferencing, presence, push-to-talk etc. on top of all IP networks and the
future technology for the convergence of data, speech and mobile networks. The IMS
integrates different value added services and seamless integration-of legacy services.
It enables consistent interactions with packet switched, circuit switched, and IP
domains.

These emerging systems based on event oriented charging policies; i.e. to
change specific events on the appropriate level. If two events have the same IP
resources, the system may charge them differently for the same user in a single
session. These characteristics make 'IMS’as the future technology in-a comprehensive
service delivery and application oriented network environment. The IMS is based on
the principles and protocols. of the Internet defined by the IETF, which have been

adapted by 3GPP and TISPAN for their use V\}ithin a secure and scalable fixed-mobile
2
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communication. For establishing, controlling, modifying and terminating the session,
session initiation protocol (SIP),.is.used as a standard signaling protocol.-IMS core has
different types of call state control functions (CSCF) servers which implement and
manage the SIP functionalities. Home subscriber server (HSS) is used. to provide
authentication, authorization and accounting (AAA) related functionality based on the
diameter protocol. Media Gateways and Media Server support potentially required
adaptation of multimedia information for specific QoS requirements.

IMS specifies a comprehensive and service oriented architecture providing
value added services and standardized interfaces for application service integration.
With this technical revolution, the promising value added services support to change
the entire communication environment, IMS Application Server (AS) is one of the
proposed and developed service containers. The IMS is overlay architecture on top of
TCP/IP protocol stack providing value-added services. It is like other IP-based
network having open and distributed architecture that can enable easy access to
services, information, and resources. But on the other side the__hackers can access
open architecture to launch attacks on IMS networks. Therefore strong and complex
security solutiohkand mechanisms such as secure data transmission,, confidentiality,
authentication, data integrity, anti-replay protection and intrusion detection system are
essential to implement independent and robust security framework for IMS. Moreover
security measures need to be taken as AS to secure the services. Addition of new
value added features to make IMS based services more eﬁrich, secure and attractive is

also a milestone that needs to be achieved.

3
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Chapter 1 Next Generation Networks and IP Multimedia Subsystem

1.2 Session Initiation Protocol (SIP)

To manage multimedia session IETF approved SIP as standard application layer

protocol. SIP is capable of:

) Determination of user location

o Determination of availability of end users

. Determination of differént types of parametérs related to media
. Establishment of multimedia sessions

. Session management

SIP message is shown below.

INVITE sip:zee khan@xyz.com SIP/2.0

Via: SIP/2.0/UDP cscfl.example.com:5060;branch=z9hG4bK 8542 1
Via: SIP/2.0/UDP [5555::1:2:3:41:5060;branch=z9hG4bK45a35h76
Max-Forwards: 69

From: abc <sip:alice@abc.com™;tag=312345

To: Zee Khan <sip: zee khan{@xyz.com™

Call-ID: 105637746 -

CSeq:1 INVITE Contact: sip: abc@[SSSS 11:2:3 4}

Cnntent-’fype apphcatzonfsdp

Content-Length: 159

SIP responses can be classified into 6 broad domains those are:

¢ 1xx — Everything is ok and user should remain in-touch to continue the

process
e 2xx — Target achieved. Request is accepted.

e 3xx — Few more actions are required to complete the request. It is re-direction

4
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e 4xx - Syntax errors. Client side errors are sent with the starting code 4

e 5xx - Server side errors are sent through code 5

g
3

e 6xx—Not even a single server is able to response this request.
Last two digits “xx” represents the specific response.

1.2.1 SIP Extensions

RFC 3265 enhance the existing SIP functionalities by adding an ‘event notification
framework. A user who is interésted in information of _anothér entity can subscribe for
it. Subscribe message is defined ‘by the RFC 3265. After receiving a subscribe
méssage it is responded through a notify message. Construction' of notify message is
also deﬁnedfby the RFC. A user can get state information of another user by
subscribing it. Response is sent through notify message. But before sending
notification it must be assured th:clt the required state information is published on the
server about who is going to respond. If the information is not published then it is
impossible to notify it. Thus to publish state inform;tion a publish method is

introduced by RFC 3903. y

. A message method is added by RFC 3862 which supports the instant
messaging. For reliability of responses RFC 3262 introduces a reliability framework.
Session description can be updated by using the update method.. Update request can
be used only in session setup by any of the party. Caller and callée both are allowed to
send update request. Refer request is ifitroduced in RFC 3515 and it means transfer.
One user may refer other users to become part of the session. Refer can also means

call transfer. A junior can transfer call to a senior by using refer request.
5
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1.3 Real Time Protocol (RTP)

For media transfer 3GPP approve the RTP as standard protocol. RTP .provides

monitoring of QoS using-RTP control (RTCP) protocol (RFC3550). RTP header

contains various fields namely:

Version (V) — Its value is always 2.

Padding (P) — for padding in case of fixed size blocks

Extension ()'() —RTP header extension.

CSRC count (CC) — Source ID

Marker (M) — its intérg)re’tation is defined by a profiie.

Payload fype (PT) —codec

Sequence number — incréments by 1 for each RTP data packet.

Timestamp — indicates the time whc?n first octet in the payload was sampled.
Synchronization source (SSRC) — RTP is not dependent on the underlying
Internet Protocol (IP)

Contributing source (CSRC) — this field carries a list of SSRCs indicating the

sources that have contributed to a mixed media stream

RTCP packet types are:

SR —Sender report

RR - Receiver report

SDES - Source description items
BYE - End of participation.

APP — application-specific functions

RTP requires few documents for particular multimedia application. It is sometime

called as profile specification'document.

- 6
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1.4 Service Delivery Protocol

Service delivery protocol (SDP) is used fo; the description of multimedia session. An
SDP message contains three levels of information:

o Session-level description — this includes the session identifier and other
session-level parameters, such as IP address, subject, contact info about the
session and/or creator.

e Timing description — start and stop times, repeat times, one or more media-
level descriptions.

Media type and format — transport protocol and port number, other media-

level parameters.

1.5 IP Multimedia Subsystem (IMS)

IMS is an architectural framework for the FMC that includes many protocols (3GPP
TS 23.002). SIP, standardized'by IETF, is the signaling protocol used by the IMS. In
1999 a forum known as 3G.IP lauriched the project of IMS. Currently 3GPP, 3GPP2
and telecoms & Internet converged services & protocols for advanced networks
(TISPAN) are involved in standardization of the IMS (Telrad Networks, 2006).

In 2002 finally release 5 is announced and idea of IMS came into being. IMS
was defined as IP based access independent network for fixed mobile convergence.
Security issues, registration procedures, session setup details, charging architecture,
roaming scenarios bearer control etc. are given more importance in release 5. IMS
release 6 introduced many enhancements in the existing' IMS architecture. Security is
given more ifmportance. In 2008 release 7 was introduced in which fixed mobile

convergence was the focus point. IMS releases 4, 5 and 6 mainly focused on mobile

7
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scenarios, while release 7 integrates the fixed and mobile scenarios under one

platform (3GPP TS 23.228).

Figure 1.1: IMS Architecture and Components

1.5.1 IMS Components

Broadly IMS components can be classified into 6 main domains (3GPP TS 23.221).

These 6 domains are described below:

1.5:1.1 Call Session Control Functions (CSCF)

IMS core consists of various types of CSCF. These CSCF are responsible for various
types of tasks inside the IMS core and also provide interaction among upper and

lower layers. IMS defined three CSCF, those are proxy-CSCF (P-CSCF);

8
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interrogating-CSCF (I-CSCF) and serving-CSCF (S-CSCF) (3GPP TS 23.003).
Responsibilities of these three CSCF are described below.

P-CSCF

P-CSCF is the entry and exit point for a client. Whenever a client’s request énters to
IMS or it leaves the IMS, it goes through P-CSCF. Main responsibilities of P-CSCF
are: A

e First responsibility of P-CSCF is to compréss the SIP header because due to
text based nature of SIP it contains large amount of data and headers.

e Communication between a user and P-CSCF should be secure. For this
purpose P-CSCF maintains security association with users. This is done at the
time of registration and IPSec is the main protocol being I;SCd for security
association.

e Various types of policy decision are enforced by policy decision function
(PDF). P-CSCF interacts with'the PDF to check the authorization. PDF also
supports charging correlation information between IMS and GPRS.

e P-CSCF detects the emiergency sessions and route them through circuit
switched domains on priority. Since circuit switching is faster as compared to
packet switching so emergency session should be routéd through circuit
switched domains.

I-CSCF
Whenever a request enters to an IMS network from another IMS network, I-CSCF

acts as the entry point. Responsibilities of I-CSCF are:

9
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e It checks that which S-CSCF will serve this user and qlso check; whether to
route this request towards an application server or to S-CSCF. For this purpose
I-CSCF consults the home subscriber server (HSS).

e I-CSCF allocates the appropriate S-CSCF to a user. Again it consults the HSS
to check the capabilities of a user and assign S-CSCF.

e After assigning the S-CSCF, I-CSCF routés the incoming requests towards
that S-CSCF.

S-CSCF
S-CSCF is considered as the heart of IMS core. Its responsibilities include
authentication of users, downloading user’s profile, registration of users, routing
decisions, session setup, etc. For authentication of users S-CSCF receives the first
register request and prépares a challenge for the user. User after answering the
challenge waits for the completion of authentication and registration procedure.
S-CSF also decides that where to route this incoming packet. It.can contact
some application server or to breakout IMS network. Request may also flow steadily
from one IMS network to another IMS network. Details of routing decision are shown

in Figure 1.2.

1.5.1.2 Databases

IMS contains two databases namely subscription locater function (SLF) and HSS.
When I-CSCF receives a request it needs to contact for HSS to get the address of next

hop. The question is that from where I-CSCF will get the address of HSS.

10
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&
Figure 1.2: Routing from S-CSCF
SLF contains address of HSS. HSS contains all the user related data: It
contains public and private identities of users. Public identities are used for call
routing and service subscription while the private identities are used for authentication

and registration purposes. Access parameters and sefvice triggering information is

also stored in HSS.

1.5.1.3 Service functions

IMS contains three main service functions. First one is khown as multimedia resource
function controller (Nﬂ(l;:C) that handles the communication between S-CSCF and
other entities and control the multimedia resource function processor MRFP. MRFP
provides the requested resources to MRFC. Third one is application server (AS) that
links the IMS core to theapplication plane and provides different types of services

(3GPP TS 22.101).

11
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1.5.1.4 Internetworking functions

To enable SIP and real time protocol (RTP) to share information between IMS and
CS-CN four internetworking functions are defined by.3GPP. If S-CSCF finds that it
needs to breakout the IMS to CS-CN, it forwards the request towards breakout
gateway control function (BGCF). BGCF decides whether to breakout in the existing
network or to some other network. If it needs to breakout in existing network it
forwards the packet towards media gateway control function (MGCF) for further
processing. If it needs to breakout in another network then BGCF forwards the packet
towards another BGCF (3GPP TS 23.228). Protocol conversion is necessary when a
breakout happens. Signallling gateway péi'form; the duties of protocol conversion.
For example, it converts the SS7 request to SIP and vice versa. Resources are reserved

by the interaction of MGCF with IMS-média gateway (MGW) (3GPP TR 23.981).

1.5.1.5 Support functions

PDF takes different types of information like session related or media related and
makes a policy decision based on this information. It issues an authorization token to
user equipment (UE) by using P-CSCF as intermediate’ hop. Control plane traffic

among different security domains is protected by secufity gateway (SEG).

1.5.1.6 Charging Function

Dif’ferent types of charging functions work together to make an efficient
charging framework for IMS. These functions include charging triggering function
(CTF), charging data function (CDF) and cﬁarging gateway function (CGF) (3GPP
TR 23.815). Different types of attacks that can be_launched on IMS are shown in

Figure 1.3.

12
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1.5.2 IMS Layered Architecture

3GPP has-decided 'to use a layeréd approach to architectural design. This means that
transpoit and bearer services are separated from the IMS signalling network and
session management services. Fuither services are run on top of the IMS signaling
network. In some cases it may be impossible to distinguish between functionality at
the upper and lower layers. The layered approach aims at a minimum dependence -
between layers. A benefit is that it facilitates the addition of newaccess networks to
the system later on. Wireless Local Area Network (WLAN) access to the IMS was
added in 3GPP Release 6 and fixed broadband access to the IMS is being sténdafdifzed
in Release 7. The layered approach increases the importance of the application layer
as services are designed to work independent of the access network and the IMS is
equipped to bridge the gap between them. Whether the subscriber is using a mobile
phone or ; PC client to communicate, the same presence and group list functions in

IMS will be used.

;
-2

-~ Q.? / '..f
& JICIN g
C &;ﬁg

y A - e —

---------- = Signalling or cotrolling traffic
= User Plane traffic
- = wBoth

Figure 1.3: IMS Layered Architecture (Miikka Poikselka et al. 2006)
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1.5.3 NGN and IMS Security

X.805 security architecture is defined by ITU to secure the NGN. Non Repudiation,
Authentication, Confidentiality, and Availability are given special attention along
with access control, communication security, privacy and integrity (3GPP TS 33.102)

(3GPP TS 33.120).

1.5.3.1 IMS core Security

IMS core, as we have discussed, consists of CSCF and databases. In this section we
describe th;e security réquirements for IMS core.

Mutual Authentication of User and Network

S-CSCF pér‘forms the authentication of user and user authenticates the network
through challenge response based mechanism. This mutual authentication is

performed at the time of registration.

-/—-.
{ Time de
__

Figure 1.4: Possible Attacks on IMS (M.Sher et al. 2007)
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First of all to become a user of IMS a device needs to have registration. In
order to get registered theé user initiates a registration process by sending a ‘Reg’
request. A’ flood can be generated by sending enormous number of ‘Reg’ request
within a small period of time. Enormous numbers of invite requests can occupy a
major share of network and results in degradation or DoS. In order to use a service
like presence a user first neéds to subscribe for it. The subscribe request is received by
the specific server. A user with malicious intentions can sepd a bulk of subscribe
request to a particular server so that the server becomes busy and the legitimate users
will not be able to get service from that particular server. Presence setvice deals with
publish requests. Whenever a user wants to share its own status information with
other users it publishes them over the presence 'server. Flood of publish request can
block the presence service. In most of the cases a session is required among the IMS
users to carry communication. An attacker can launch session modification attack by
sending a ‘Re-Invite’ request. Session modification can change t-he current
communication parameters and results in disturbance at the user’s side. A CANCEL
attack can be launched to end a half established IMS session. Session teardown attack
terminates a running session and hence stops theé communication. Session teardown
attack can be launched through ‘Bye’ request. SQL injection can also be injected

inside the SIP request.

15
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Figure 1.5: IMS Security Mechanisms (M. Sher et al. 2007)

1.5.3.2 IMS Application Platform Security

e To secure the HTTP based traffic Ut interface is equipped with authentication
and key agreement (AKA) algorithm. Generic bootstrapping architecture
(GBA) with generic authentication architecture (GAA) provides pre service
access authentication. Transport layer security is also deployed on Ut interface

(3GPP TS 33.220) (3GPP TS 33.222).

1.6 IMS BASED MULTIMEDIA SERVICES

Some times IMS is considered as a service while it is not true. IMS is an architectural
framework that is able to integrate set of services on one platform. On top of the IMS
plane ther€ is an application plane that contains different types of servers to provide
various services. In this thesis since our focus is only on presence, instant messaging,
push to talk and multiparty conference so we will provide a detailed introduction of

these services. Figure 1.6 shows the IMS service architecture, Figure 1.7 shows the

16
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IMS layered architecture along with application plane and Figure 1.8 shows the IMS

multimedia enabler architecture.

S Application :
o= . Servers 2
| | o
-
i 3!
o
-
-l
®
a
* [-]
T | Ik
Ty MediaSever | iE
' I'J“
. |
RTP f‘

iMS Core

Figure 1.7: IMS Layered Architecture (M. Sher et al. 2007)
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Figure 1.8: IMS as Multimedia Service Enabler (M. Sher et al. 2007)

1.6.1 Presence

Presence is a service that provides current status of a user to other authorized users.

Status may include: : ,
e Location
e Current activity
e Person and terminal availability
e Terminal capabilities
e Currently available services
e Communication preferences

e Others

18
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First it was considered that Presence can only be used along with ifistant
messaging but later on it is concluded that Presence is the main driving force for all
the services. It can be used along with other services. If a person, before creating a
push to talk session, wants to know how many fixed members are available at -this
time, it can be checked through presence and can help to decide that whether to create
a push to talk session or not. Presence and instant messaging are changing the
personal and corporate communications paradigm. In future presence service will

become heart of the communication and will be used in almost all the services.

Security becomes the major concern iﬂ sharing of personal Presence information.
SIP is used to provide security of Presence information. Proper authorization rules are
configured by the owner of the information: These authorization rules specify that
who can access what type of information at what time. Presence information can be
available at different levels and different scopes to different watchers. This means that
different watchers may be authorized to view different parts of the presence

information of presentity. The choice of who sees what belongs to the presentity. The

presentity can set such authorization levels using an XCAP-defined solution in the

form of permission statements. [Draft-ietf-ge:épriv-common-policy], [Draft-ietf-
simple-presence-rules], [Draft-ietf-simple-common-policy-caps] . and [Draft-ietf-
simple-pres-policy-caps] define the XML schema along with its semantics. Presence
can benefit from business sector, cooperate group to children. Presence includes some

new terminologies those are defined below (3GPP TS 22.940)..

e Presentity — It represents the person who wants to publish its presence

information

19°
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e Watcher — It is the entity who Wwants to view the published Presence

information of presentity.

e Presence Agent (PA) — It stores the presénce subscription details and sends

notification messages.
e Presence User Agent (PUA) — publish and manipulates presence information

e Presence server — manages presénce information uploaded by PUAs. and

handles presence subscription requests.

e Watcher presence proxy — identifies the target network for a presentity and

resolves its address.

¢ Presentity presence proxy — identifies the presence server assigned to a certain

presentity.

¥

SUBSCRIBE [ User Location Query
e ) S

SUBSCRIBE
e * SUBSCRIBE
. . 000K
200K *
200K r— - .
: 260K - ==
Vmox - - NOTFY
_ NOTEY
~ NOTRY
00K
» 200 0K

000K

Figure 1.9: Presence Subscription
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e
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Figure 1.10: Preseiice Publication

1.6.2 Instant Messaging

Messaging service allows a user to send messages to-another user. Message contents

can carry text or multimedia data. Immediate messaging and session based messaging
*

are two main types of NGN messaging service. In ifimediate messaging the sender

prepares a’ message, selects the destination and fofwards‘ the message towards the

destination: If the réceiver device is not active message is stored at application server

and delivers to the receiver as soon as it becomes alive. A single message can be sent

to multiple receivers.

Session based messaging is like Internet Relay Chat (IRC). Before exchanging
messages, both the parties-establish a session. After the session establishment users
are allowed to exchange messages and at the end session is terminated through BYE
request. Fiigﬁres 1.11 and 1.12 represent the immédiate messaging flow and the

session based messaging (3GPP TS 22.940).
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Figure 1.12: Session Based Messaging Flow

1.6.3 'Multiparty Conferencing

A conversation among multiple users is known as conference. Conference can be

classified into three types:

¢ Loosely coupled conferences

'
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¢ Fully distributed multiparty conferences
e Tightly coupled conferences

Our focus is on tightly coupled multiparty‘ conference. Coiiference scope is not
restricted to audio only, a conference can be Vide_o as well as text based. In tightly
coupled conference all the users have a connection with a central point known as
“focus”. This focus is responsible for transcoding, media mixing and participant list
notifications. A conference is identified by a uniVérsal resource locator (URI). A
signaling dialogue is set by the focus afmong the' participants. Different conference

rules are configured to conference policy that includes:
¢ Directives on the lifespan of the conference
e  Who can and who cannot join the conference (meémbership policy)

o Definitions of roles available in the conference and the responsibilities

associated with those roles

Who is allowed to request which roles.

Conference can bé created from different.ways and the most popular is SIP based
method. A conference factory UR can be allocated and globally piublishéd‘ in order to
automatically create an ad hoc conference, using SIP call control means (INVITE

request): a ‘conference factory URI is globally routable.-

Changes in the conference state are notified through a conference state
notification event package that uses SIP event framework. This event package informs

the participants that who has left the conferénce and who has joined as a new user.

23
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A SIP subscribe request is routed by users to subscribe a conference. Subscribe

3

request moves towards the conference server “focus” via different call session control

functions. Conference server subscribes it and sends notification to the subscriber.

USer A P-CSCF S-CSCF MRFC-AS
Subscribe _
. Subscribe
-~ Sabscribe
200 OK
20006 | 200 OK :
. Notify
Notify -
Notify
. 2000K
o 2000K 1 2000k

Figure 1.13: Subscription to Conference State

¥

When creating a conference with a conference factory URI the conference
participant generates an initial INVITE request. The conference server creates a focus
for the newly created conference, assigns it a conference URI and réturns the

conference URI in the Contact header of the 200 OK resporise.

.
IVITE .
INVITE.
—— - . 183 [Session Progress)
) 153 {Session Progress)
183 (Session Progress)
- - PRACK .
_PRACK
200K L
200 0K
UPDATE .
YPOATE . e
_UPDATE
2000 2060K
00K
ACK A
- ALK .

Figure 1.14: Conference Creation
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In order to invite a new user into the conferenc;éja:‘ge_fer request is sent. If it is
accepted a notify message is sent to the initial sender who acknowledge it by sending

200(OK) response. The process is shown in Figure 1.15.

UséraA P-CSCF S-CSCF CSCF S-CSCF P-CSCF UserB
Refer
Refer . Refer
o - Refer | Refer
Refer
702 Accipted
202 Accepted 202 Accapted
202 Accepted | 02 cC0PI0d <
202 Accepted
Notify _
- Noti )
ify - Notify Notiy .
esiominmimniiiogee- | Notify — Noﬁfy
200 OK
200 OK 2000K
g 200 OK = S
200 OK 000K |

Figure 1.15: Referring a User to Conference

1.6.4 Push to talk over Cellular (PoC)

A service that provides, one way, one to one and one to many voice comunication is
known as PoC. PoC is a half duplex service means that at a time only one can speak
while all others will listen. Each user sends data to an application server that forwards
it to all other participants. This service is more resource friendly as compared to
circuit switched network becaiuse it includes only the time for which the

communication actually takes place.

PoC uses multi-unicasting. A sender sends media burst towards the PoC
server, and PoC server forwards the duplicate copies to all the participants of that
session. Signaling information is controlled by SIP and data is managed and sent by

using RTP/RTCP. PoC server can be of two types. All the signaling information flows
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through participating PoC server and data traffic is controlled and managed by

controlling PoC server.
PoC features are:"
e PoC communication: PoC sessions can be of different types

o Dial-out group: In dial-out group initiator selects that who will

participate in this session

»  Pre-defined dial-out group: A list is pre-configured. As soon as
the session is established, all the members are invited to join

session

» Temporary dial-out group: There is no pre-defined list,

participants are selected on ruﬁ time by the initiator
o Join-in group: Users are allowed to join group themselves, no
invitation is fequired
= Open join-in group: Any one can join this group

» Close join-in group: Only a specific group of users can join the

séssion
e A user can simultaneously participate in multiple PoC sessions

o The user can lock herself into a single group. Only traffic from that

group will be delivered to the user

o The user can set one of the sessions as a primary PoC session. Traffic

in the primary session is delivered to the user

. e ,, _ . 26
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o Among secondary PoC sessions, the traffic of ongoing conversation is
delivered as long as the conversation remains active. After a silent

period the PoC server selects active media from another session.
¢ A session can be created through different ways:
o Pre-established: Users already have session with the controlling server
o Controlling server just join them to one session
o On-demand: Session is created from scratch

e Incoming session can be treated through different ways:

o Auto: As soon as user equipment get the invitation, an automatic

acceptance is sent to the server

o Manual: User manually answers whether to join this session or not

e Instant personal alerts allows the users to get different types of information
through messages-
e Barring features allows to configure rules about acceptance and rejection of

different PoC sessions

A talk burst is simply a single burst of media flowing from a participant to the
controlling PoC segver. The controlling PoC server distributes the talk burst to all of
the participants of the séssion. TFor floor coiitrol, the' PoC specifications define the
Talk Burst Control Protocol (TBCP) as part of the user-plane specifications. TBCP is
used to request, grant, deny and release the PoC session floor (Alam et al. 2008). The
floor moderator, or the TBCP server, is always located in the controlling PoC

function. TBCP includes the following messages:
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e TBCP Talk Burst Request (TB_Request)

e TBCP Talk Burst Granted (TB_Granted)

e TBCP Talk Burst Deny (TB_Deny)

e TBCP Talk Burst Release (TB_Release)

e TBCP Talk Burst Takelg (TB_Taken)

e TBCP Talk Burst Revoke (TB_Revoke)

o TBCP Talk Burst Idle (TB_Idle)

e TBCP Talk Birst Acknowledgement (TB_Ack)

e TBCP Talk Burst Queue Status Response (TB_Queied)
e TBCP Talk Burst Queue Status Reqﬁest (TB_Position)
e TBCP Connect (Conne;ct)

e TBCP Disconnect (Disconnect)

1.6.5 Push to Multimedig

PTT in a cellular network is extended by using media - capabilities like Instant
Messaging (IM), real-time video transfer and file transfer and is known as Push To
Multimedia (PTM). PTM introduces Packet switched functionality in a cellular
network that brings good opportunity for business. The basic principle of
comfnunicatioq is very simple - just push a button and communicate to users froin
your list. Radio resources are used more efficiently in PTM. Network resources are
reserved one-way for the dufation of media bursts, rather than two-way for an entire
session. Multimedia conversation systems and their importance are also discusséd. In
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PTM there is a central server known as controlling PTM server. Active Queue

management can also be applied on PTM server to reduce the congestion.
1.7 Problem Statement

IMS is among one of the emerging technologies and becoming an industry standard

~ for NGN. We in this thesis addressed various problems related to IMS based

Multimedia Services. We considered 4 most important services including Presence,
Instant Messaging, Multiparty Conference and Push to Talk over Cellular (PoC). Each
of the service has its own problems. At the end of the thesis we also tried to solve few
security risks those can be faced by all these services. Now in the following

pziragfaphs we are going to discuss problems of each service one by one.

Presence is a dynarr‘lic countineous service and it puts a heavy load on the air
interface of the network. Since capacity of the air interface is very small as compared
to wired networks so this dynamic service resﬂlfs in heavy load at the air interface of
the network. This heavy load may also results in degradation or dénial of service.
Secondly Presence service can not be used as a triggering condition within the SIP
request. This limitation results in overall delay in call setup as well as also results in

wastage of valueable resources.

Instant messaging first of all subject to targeted attacks. By sending enromous
number of immediate messages a flood can be created at the end of a particular
receiver. Session based messaging is subject to session” based attacks like Invite

flooding, seesion teardown attack, session termination attack etc.

PoC has several other problems associated with the service provisiong

mechanism of PoC. First problem is regarding fights allocation since in PoC all the
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users have same rights so it can not be utilized in many real life scenarios. Since it is a
half duplex service so the scalibility is another issue. Few dozen users in one PoC
session may results in a very higher waiting time. Within a session there is no privacy
control mechansin exists. The current architecture of PoC also faces problems like
disturbance at the end of irrelevant users, wastage of valueable resouces through blind

delivery of media, internal threats etc.

Multiparty: confernce allows single participant to refer any number of
participants. It allows the attackers to create a cluster and invite more attackers.

Refeering is also fully authorized so it also creats scalibilty problem.

Overall IMS application plane is subject to Invite flooding attack, Register
ﬂoodihg attack, session teradown attack, cancel atack, invite to death attack. All these
attacks still can be launched on IMS application plane so secure solutions are needed

against these attacks.

1.8 Research Objectivés

This thesis deals with security and enrichment of -IMS based multimedia services.
Main objectives to carry this resaerch include securing the IMS application plane
from different types of security attacks launched fro%n the underlying networks and
users. Securing the IMS based specific multimedia services from different types of-
security attacks launched from the underlying networks and users is one of the
objectives -to carry this research. Attacks like invite flooding, session modification
attacks, password guessing etc. can be launched and it is necessary to secure the
application plane and the specific 60services from these types of attacks. Addition of

new value added features in IMS based multimedia services to make these services
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more attractive and enrich is another objective of this research. These value added
features on one hand will result in reducing the network load and on the other hand

will enhance the scalbility and use of these services in real life scenarios.

1.9 Contribution

In this thesis our contribution is of enriching and securing the IMS based multimedia
services. We started from presence service and we find that our proposed solution
reduces the overall time required for call setup. The proposed solution also results in
reducing the load from the air interface of the networks. We showed the statistics in
the form of graphs in chapter 5. We also provide a framework for automatic presence

based call setup to'reduce the wastage of valuable resources.

In instant messaging our focus was to mitigate the targeted attacks. We
developed three different- frameworks and we find that these frameworks results in

mitigating the chances of targeted attacks as well as session based attacks.

Multiparty conference is secured against internal threats by introducing
election based referring. Restricted réferring also makes this service available in more

real life scenarios.

In PoC and PTM we solved various-problems. First different rights are
allocated to different users that help to apply this service in more real life scenarios.
Scalability problem is addressed by adding more users with restricted rights. Privacy
and disturbance problems are addressed via media mixing algorittims. Next
achievement is to reduce the average waiting time. It is achieved through dynamic

floor control time and media mixing.
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At the end an Intrusion Detection and Prévention (IDP) framework' is
developed and performance of non evolutionary algorithms is tested for the first time

in IMS. Resulis show that in different scenarios different algorithms perform

differently.

Main motive of the thesis is to secure and enrich the multimedia services as
well as the application server that is the only connection point between different

servers and underlying networks. Details are shown in figure 1.16.

Multiparty PushToTalk  Instant®
Confererce. overCellar Messaging- -

M5 Application
Server

iMs Core

Figure 1.16: IMS Architecture with Thesis Modules
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Figurel.17: Flowchart of the Modules of the Thesis
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Figure 1.18: Service Enrichment Module
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1.10 Thesis Layout

Chapter 1 starts with introduction of IMS. Various components of IMS are déscribed
in detail. After that SIP is described in detail. Various fields, structure of the header is
also provided. Next section of chapter 1 includes details about RTP. SDP is also
discussed in later half of chapter 1. After discussing these protocols introduction of
IMS based multimedia services is provided. First presence service is discussed. After
that detail about instant messaging is provided. Multiparty conference is at the third
place and at the end PoC and PTM are discussed. After discussing the services,
problem statement related to each service is provided. Objectives are discussed after
discussing the problem definition. A little description of the solution is also provided

at the end of the chapter 1.

Chapter 2 consists of related work and literature review. Since this chapter is
little lengthy so we divided it into three parts. First part highlights the literature
related to presence and messaging service. At the end of this part we provided critical
analysis of the literature discussed. Second part consists of literature related to PoC
and multiparty conference. Critical review is also provided at the end of the section.

Last part includes the work related to overall security of IMS and NGN.

Chapter 3 elaborates the problems related to each service in more detail. First
problems related to presence service are described. After that problems related to
messaging, PoC and multiparty conference are discussed. At the end of the chapter

overall security risks are discussed.

Chapte; 4 consists of methodology ahd framework. For each type of problem

different framework is developed and methodology is discussed. Since this thesis
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focus four different service and inside each service different problems are addressed

so different frameworks are developed for each type of problem.

Chapter 5 consists of different types of scenarios (Case studies), their testing
and results. This chapter explains how our proposed frameworks are better as

compared to existing work. Chapter 6 consists of conclusion and future work.
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CHAPTER 2

2. LITERATURE SURVEY

This chapter highlights the existing work performed in domain of multimedia services
and NGN. We divided this chapter into three parts. The first part consists of the
literature related to Presence and Messaging. Second part highlights the related work
regarding PoC and multiparty conference. Third part discusses the overall security
issues of IMS. Within each part we again make groups of relevant research articles. In
part one first group of articles is about definition and standard about presence and
messaging. Second group combines thé articles related to effect of presence and
instant messaging on network performance. Third group highlights the articles those
emphasize on using presence service inside the other services. Last group consists of

research articles written on security of presence and messaging service.

2.1 Part 1: Présence and Instant MZ§§aging

Day et al. defined the terminologies 1£§ed in presence and messaging. Watcher,
Presentity, etc. are first time defined in this RFC 2778 (Day et al. 2000). They also
described that independent protocols should be developed for instant messaging and
presence. In RFC 2779 they defined the minimum requirements for a protocol
designed for presence and messaging (Day et al. 2000). Milewski et al. had presented
the idea of live address book. According to them this service will facilitate the users
by reducing the disturbance rate (M?leWski et al. 2000). Zarri discussed that services
provided by IMS are not new but in IMS these Vservice"s are presented in more

attractive way and one service can be used as an enabler in another service. The
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author also discussed the availability of these services. Since IMS can be accessed
from any underlying network therefore these services will be available to more and
more users (Zarri, 2002). 3GPP TS 22.940 defines the issues and terminologies of
messaging service. Conlan et al. discussed the current modeling and personalization
techniques available in user specific services. Application of context aware services in

different scenarios is also discussed by the authors (Conlan et al. 2003).

According to Pailer since Parlay APIs and SIP are declared standard by 3GPP
so mapping of SIP over Parlay is a necessary step. Pailer also proposed a frame work
for service creation and management in different types of networks. Mobility aspects
are also considered by the author by using Parlay user_status service API (Pailer,
2004). Rosenberg tested the SIP for presence and messaging. Event packages are
defined for both presence and inﬁant messaging (Rosenberg, 2004). Saint et al.
described the main featurés of extensible me’s%ségi.ng and presence protocol. Extensible

markup language is used for the exchange of rilessages (Saint et al. 2004).

Rahman et al. déscribed the architecture and protocols of the mobile
multimedia instant messaging and presence service (Rahman et al. 2004). The author
emphasized on the relationship between SIP and wireless village framework. The
major focus was on analyzing the protocol standards for Instant Messaging and
Presence Service (IMPS). Jin et al. proposed tl;e use of SIMPLE for instant
messaging and presence and highlighted the advantages of using SIP for presence (Jin
et al. 2004). They also analyzed the IM&P architecture. Huh et al. discussed the
different design considerations related ;o the presence service. They explained the
design consideration of présence agent, supporting multiple presence packages and
user authentiéation function (Huh et al. 2005).
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Buford described -that Instant Messaging and presence service supports
different protocols but do not provide dynamic roaming. First they emphasized on the
need of client and server depefident roaming aware mechanism and then to enable
roaming they described and analyzed a technique for handoff (Buford, 2005). Huh et
al. described the basic call flow for interoperability in ‘the presence service based on
SIP (Huh et al. 2006). SIP is classified into regisfration function and subscription &
notification function. Author also presented the detailed explanation of each of the
message exchanged during the registration, subscription and notification procedure.
Reichl et al. designéd an éxperimental testbed for IMS. They included call session
control functions, DNS; home subscriber servér, support for GPRS, EDGE, UMTS,

T WLAN, IPv4 and IPv6 support etc. ;l"hey deployed location based presence service
over this testbed and evaluate the cost and benefit (Reichl et al. 2006). This paper
presented the results of two research projects namely CAMPARI and SIMS. Rashid et
al. discussed the emergence of IMS in mobile indiis:try. They elaborated the role of

rich presence and localization services in mobile entertainment applications (Rashid et

al. 2006).

Saghir et al. studied different types of:terminal capabilities for IMS and
selected UAPROF technology as the most valuable. After that presence specification
are used to check the compatibility (Saghir et al. 2006). Ribeiro et al. tried to solve
terminal network heterogeneity problem by using IMS and P2P based middleware.
Interest based P2P communities are developed by .using this layered architecture.
Open IMS core is used to implement the architecture. They concluded that it is

: feasible to use their proposed solution forservice creation and deployment (Ribeiro et

al. 2007). Jiang et al. proposed a three layer for presence service. Layer one provides
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network services, layer two is responsible for basic services to all users and layer
three contains the policies related to personalization service. The authors proposed to
édd location, line status, role and availability in the presence information. To extend
Call Processing Language (CPL) for presence authors defined four top level actions,
five operations and a presence switch. The majér foCus of the authors was on presence
service and call control (Jiang et al. 2007). Jae et al. described the technologies that
have been developed or being developed by IETF IMPP WG and SIMPLE WG. The
purpose of the author was to update'the readers al;out presence and inStant messaging

(Jae et al. 2007). 3GPP TS 22.141 defin€ the requirements and issues of presence

service in details.

Sabta et al. described convergerice of IMS and web 2.0 services. Authors:
analyzed and compared similar solutions being developed earlier. At the end they
presented their convergence protocol and named it TEWCOP. TEWCOP focuses on
maximum convergence without affecting the compatibility of services with traditional
networks (Sabta et al. 2009). Bailly et al. worked on convergence of web and IMS
applications. How IMS-web gateway will work-to achieve this convergence is also
discussed by the authors (Bailly et al. 2009). Islama et al. described how third party
offered services can be subscribed and session can be ' made. To make the things clear
they explained their solution through the two use cases. The focus was on user centric

service provisioning (Islama et al. in 2009).

Femmineélla et al. described the implementation of media server controlle.
Since media server controller has important role on provisioning_of* third party
services to IMS so its implementation technicalities were important to discuss.
Platform developed by FOKUS is used to implement this media server (Femminella et
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al. 2009). Bormann et al. worked on testing complex service architectures. For the test
case presence service was used. Focus was on requirement, design and
implementation of currently available complex service architecture (Bormann et al.
2009). Lishoy et al. used the location based:services for. authenticating the mobile
phones (Lishoy et al. 2010). Syed et al. presented the -enhanced architecture of
location based services (Syed et al. 2010). Christian et al. in 2011 discusses the
different new applications of services (Christian et al. 2011). "Chung-Wei et al.

presented that how to select the trustworthy service (Chung-Wei. et al. 2011).

2.1.1 Effect of Presence and Instant Messaging on Network

Pous et ai evaluated the presence and instant messaging application in UMTS
network. éccording to authors since presence is dynamic live information so it puts.
heavy load over the netWork. For instant messaging they found that average delay is
16.6 seconds and 70% of total delay is'due to the core network (Pous et al. 2002).
Miladinovic et al. studied the presence event notification in UMTS. According to the
authors subscription of presence information puts heavy load on air interface of user’s
network. Authors proposed that instead of subscribing presence infofmation for short
period of time, a watcher should subscribe the presence with an intermediate server
for a very long period of time. The intermediate server is responsible for the
subscription of presence at preésence server for short period of time. Since this
intermediate server is proposed inside the core network so it reduces the load on the

air interface (Miladinovic et al. 2005).

Rishi et al. analyzed the effect of presence service over network. PULL and

PUSH based communication mechanisms for presence service are discussed and
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compared. The authors pointed out that since the presence service is not point to point
service so it adds a significant load of traffic over the network because every change
in the presence information 'of a presentity is communicated to all of ‘its subscribers.
Privacy issues are also discussed by the authors (Rishi et al. 2005). Alam et al.
analyzed the cost of presence sérvice. According to thém, it is essential to reduce the
load of the traffic in order to6 make the presence service more attractive. In the paper
they provided an analytical framework to measure the performance of the IMS

presence service (Alam et al. 2005).

Yang in 2006 presented distributed presence service middleware architecture
to cope with the problems like service provisioning, Quality of Service (QoS),
bandwidth provisioning (Yang, 2006). Florian et al. described that instead of
subscribing to presence service individually, subscription should be allowed to a
Resource List Server (RLS). RLS collects the information and sends itrin bundles. It
reduced the number of messages resulting in efficient utilization of resources. Author
also proposed that instéad of providing information to subscriber after every change,
the RLS should collect the information and provide it to the watcher only on demand
(Florian et al. 2006)..15ailer et al. proposed architecture for location service enablers in
IMS. They proposed that trigger information and_ notification should be processed in
the terminal. They claimed better éff‘lciéncy compared with other solutions (Pailer et

al. 2006).

Nisha et al. analyzed the IMS network by considering SIP delay as main
parameter. Authors formulate a queuing model for IMS and studied work load on SIP
server (Nisha et al. 2006). Alam ét al. proposed Weighted Class Based Queuing
(WCBQ) in order to reduce the load at presence server. According to the authors a
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watcher who is subscribed for a list of 100 presentities will receive a notification
message after every change in any of the 100 présentities. It will result in
consumption of resources at client side that is_equipped with low processing devices.
The WCBQ drop the low priority pre existing-messages in order to reduce the load.
The results showed that during the heavy traffic load this mechanism works well

(Alam et al. 2007).

Salinas described the advantages and disadvarntages of using presénce service.
Author described that on one side presénce service facilitates many other services,
makes the communication easy, reduces the unnecessary traffic etc. and on the other
side it has privacy concerns. An intelligent user can guess the routine of other users by
viewing th%ir presence history. According to the author presence service also involves
the end user so it requires that the end user must be aware that how to use presence
service (Salinas, 2007). Sédlar_et al. proposed the use of presence information in an
enterprise environment. Ac‘coirding to the authors if the presence information is
collected from different sources and provide to the subscribers after aggregation then
it can help the employees to organize themselves more efficiently (Sedlar et al. 2007).
Loreto et al. used the idea of presence network agent to improve the performance of
the presence service by minimizing the load from radio access network. The author
discussed 'few open issues which needed to be resolved in order to improve the

perfonnar;ce of the presence service (Loréto et al. 2008).

Mckeon et al. studied the effect of presence service over the latency and
throuéhpuf of the network. The authors analyzed t/hat_‘the presence service can put a
large load over the network due to much traffic (Mckeon et al. 2008). Beltern et al.
presented the fully distributed platform to deploy presence service. They proposed

43

Zeeshan Shafi Khan 19-FAS/PhDCS/S05



=

\

P —— o eee——— - R g . [

Chapter 2 Literature Survey

middleware architecture consisting of two layers. Firs-t layers takes the intelligent
decision to process and manage the presence information and the.second layer is
responsible for sending and receiving messages like subscribe and notify. The major
emphasize is on the management of thewpresence information in order to make it more
efficient. RA rules, defined by the authors, restrict a user to communicate with other

users (Beltern et al. 2008).

Chen et al. argued that presence notifications put an extra load on network as
well as on watcher. Therefore to reduce the load of presence notifications they worked
on introducing a new notification method called as weakly consistent scheme. In this
scheme notifications aré delayed up to a specific period of time and resulted in
reducing network load (Chen et al. 2009). Paolo et al. worked on enhancing the
location based services. Among the location basc;,d services authors focused on
presence service. According to authors, implementation of presence. service requires
two main issues to be resolved. Firstly they focused on load balancing and secondly
automatic activation and de-activation of presence service was considered (Paolo et
al. 2009). Paolo et al. argued that the major issue in the success of presence service is
scalability. Since presence_is a dynamic continuous service so due to heavy load a
question on scalability arises. To solve this issue authors proposed three extensions to
the presence service. First they optimized the inter-domain distfibution of notified
messages, secondly they proposed a framework for differentiated quality and thirdly

client side buffering was propésed (Paolo et al. 2009).
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2.1.2 Use of Presence in Other Services

Akkawi et al. presented a gaming platform for IMS. Reasons described by Akkawi et
al. to develop this platform for IMS include availability of services like presence and
messaging. Presence information firstly publishes the game requirements through well
known protocols and- secondly it grouped the users who have same interests.
Messaging services provides a co-ordination among the players. Players can share
their views with each other by using the messaging service (Akkawi et al. 2004).
Dinoff et al. worked on user’s context. Intuitive Network application framework was
use by the authors to profile user’s preferences. Tpen it was studied that how these
preferénce‘s could be useq to measure the user’s context. It used both intelligent and

user feedback techniques to achieve the target (Dinoff et al. 2006).

Kranz et al. worked on instant messaging.. They- modified current instant
messaging to ubiquitous presence system. How arbitrary devices can be connected to
presence system was also discussed. Design space of ubiquitous presence system is
another achievement of authors. At the end they developed a fully functional
prototype for the ubiquitous presence system (Kranz et al. 2006). Paivi et al. analyzed
the role of instant méssaging through iTV among the children age from 9 to 11. They
wanted to study social interaction among the children. Moderator can be used to
initiate and coordinate a topic however it was optional. l;eOple, rules technology and
purpose v;'ere considered as four pillars of iTV learning. In this solution children were
the people, rules are developed by the children themselves and purpose was thie active
participation of children in the prograrh (Paivi et al. 2007). Amirnate et al. presented a
distributed conference solution over centralized conference clouds and the discovery

was made through presence. Authors also proposed mechanisms for distribution of
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conference related information and management of distributed conference (Amirnate

et al. in 2007).

Wang et al. presented the idea of PoC session setup using rich presence
informatiog. All the group members are invited without telling the presence
information. The server retrieved and compared the presence information and only
those users were invited whose presence information matched with the request. It
decreased the session setup delay and reduced the presence related” SIP signaling
traffic (Wang et al. in 2007). Peternel et al. described the mechanism for enterprises to
collect presence information from multiple presentities and distribute among the
consumers. The author focused on the basic and extended system of the presence

service (Peternel et al. 2008).

Zhu et al. developed a new lookup service enabler for the presence service
offered by IMS. This enabler has the capacity fo identify different types of groups
based on their presence information. Since the current presence information data
format did not support this enabler so it was also modified to make this enabler
successful (Zhu et al. 2009). Zheng et al. presented a new mechanism to formulate
instant messaging group based on their presence information. Since presence
information was changing very quickly so the formed groups were purely dynamic.
The solution took the presence information as input and formed the group on the basis

of presence information (Zheng et al: 2009).

2.1.3 Security Issues in Presence and Instant Messaging

Magedanz et al. proposed an “Open IMS Playground” a test bed for IMS. This testbed
included almost all the major components of IMS core. This open source was used to
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test academic and industrial research on IMS. Open IMS Playground included
functionality of all call session control functions, home subscriber server,-media or
streaming Server, application server, different types of SIP application servers etc.
Applicatiofl layer was designed with different types of applications like presence etc

(Magedanz et al. in 2005).

William Enck et al. identified the vulnerabilities and risk originated from the
interface of cellular network with Internet. The authors demonstrated the-ability of
depriving bandwidth capacity of ge[lular network by sending enormous malicious
SMS traffic originated from Internet resulting in denial of voice as well as legitimate
SMS service. They have investigated the feasibility of exploiting the vulnerability by
an adversary even equipped with limited resources. They have discussed NPA/NXX,
Web scraping, web interface interaction and other techniques of creating hit lists for
effective attack. They quantified that it required about 165 and 240 SMS per second
to jam to voice & SMS service of the cities Manhattan and Washington D.C
respectively, which’ was translated into dialup modém bandwidth requirement for
successful attack on the cities. The authors estimate 325,525 messages per second to
set the entire USA’s cellular networks non-responsive. The suggested solution to the
problem included separation of voice and data, rate limitation and resource
provisioning. However major achievement of the research was identification of the
problem that emphasized on finding a better and complete solution for the problem

(William Enck et al. 2005).

William Enck et al. proposed a compound solution to the problem discussed
above. They suggested separation of voice from SMS traffic by implementing
weighted fair queue that assure reserve bandwidth quota for voice and SMS thus
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confining the effect of attack on' SMS service ensuring minimum effect on the voice
traffic. Their mechanism mitigated the attack and lessens its effect on the voice
traffic. However the protection of the legitimate SMS and other traffic needed to be
addressed. The application of the proposed mechanism resulted in under utilization of

available bandwidth during non-attack time (William Enck et al. 2006).

Vishal et al. presented a survey on security issues,in presence and proposed
few solutions to solve these security issues. Authors emphasized on authentication of
the watcher and presentify, authorization and access control over presence
information and the integrity and confidentiality of the presence information. For
authentication author proposed asserted identity, cryptographically verified identity
and certificate based auihentic;ation. For data integrity and confidentiality of the
presence il;formation the authors proposed the use of private and public keys (Vishal
et al. 2006). M. Sher et al. proposed a Transport Layer security (TLS) along with the
intrusion detection System to secure the IMS application server against various types
of time dependent and time in(iep'e'ndent attacks (M.sher et al. 2006). M. Sher et al.
presented the trust domain relationship based inter domain security model for IMS.
Keys are managed using public key infrastrictire. For confidentialityand-:integrity
IPSec is used (M.sher et al. 2006). Rosenberg describéd that proper authorization
should be implementéd in presence service. For this purpose they developed the
authorization rules. These authorization rules define that at what time what
information should be delivered to how many watchers (Rosenberg, 2007).

Shér et al. developed an Intrusion Detection and Prevention (IDP) system to

secure the IMS application server. This IDP system compared all the incoming and

outgoing requests and responses with the defined rules and decided whether to
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forward it or not. It was very difficult to maintain a comprehensive list of rules. In this
paper the main focus of the authors was on misuse detection only (M.sher et al. 2007).
Sher et al. in 2007 described a security model to secure the IMS application layer
from time_independent attacks like SQL injection. To attain this. purpose authors
developed an intrusion detection and prevention System. Transport layer security is
also provided in the paper (M.sher et al. 2007). Rebahi et al. déscribed that IMS is
subject to various types of denial of service attack. In order to make the IMS
successful authors emphasized to secure it from these attacks. Solutions to mitigate

the denial of service attack were presented in the paper (Rebahi et al. 2008).

2.1.4 Limitations in Survey-Preseice and Instant Messaging

XCAP is a protocol that defines the authorization rules to protect the personal
presence information. Security against un-authorized access is presented through this
XCAP but other security concerns are also required a lot of attention to be solved.
Vishal et al. in 2008 presented different security measures against unauthorized:
accessed, worked on adding confidentiality in presence (Vishal et al. 2008). For
confidentiality they proposed private and public key infras’truc-tu're. Availability is a
major security service which is ignored by many authors. Various types of denial of
service"ancfi’ degradation of service attacks can be launched on presence service. These

attacks include subscribe flooding attacks and publish flooding attacks.

Messaging service security issues become more critical because it is subjected
to more security attacks as compared to presence service. William et al. discussed that
how message flood can affect the availability of other cellular services. They argued

that cellular traffic of a city size of Manhattan can be blocked by generating 165
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messages per second. In case of converged networks when an Internet connected
client sends a burst of messages to air interface, an automatic denial of service attack
takes place (William et al. 2005). It is very important to secure the networks against

message flooding attacks. Currently a very little work has been done in this direction.

Messaging service also faces other security threats which are not being
addressed i)y the researchers till now. In case of session based messaging different
types of session based flooding attacks can be launched including invite flooding
attack. Targeted attacks make the things more difficult. Network based intrusion
detection and prevention systems can be used to secure the network based attacks but
for targeted attacks in which a single user is chosen as victim it is very difficult to
design-a solution. Targeted attacks are still among the open problems in NGN and

IMS.

In 2002 presence and messaging sérvices are tested on UMTS network and a
heavy delay was found. Inr 2005 it was argued that the major load that is created by
presence service is due to its subscription and notification mechanism. In 2005 it was
reported by many researchers that presence increase the network load with a high
ratio. Scalability issues in ﬁresen‘ce are also discussed by a large number of research

based organizations and individuals.

- Different solutions are proposed to minimize the network load created by the
presence. Some argued that presence subscription should be for a longer period of
time and a few said that presence notifications can be reduced through proper access.
control and utilization rules. It was also_suggested that instead of an individual
subscription, the subscriber should be allowed to sub§cribe a resource list. Different

-

queuing models have been also proposed to reduce the network load.
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All the above mentioned solutions work well to minimize the network load but
the percentage of reduction is 50 small that scalability of presence service is still an
open problem. Currently researchers are again working on reducing the network load
created by presence. Major studies relatea to presence based network load focuses on
securing the radio interface from-denial of service. Inside the IMS core, scalability is
not a major issue but when the traffic generated by core network enters into the radio
charnel a heavy load create the chances of denial of service or at least degradation of
services. It still requires a comprehensive solution to reduce the network load from the

air interface;.

Présence is the service that can be used along with almost all the services for
context awareness. Work has been done to use the presence service to establish push
to talk (PTT) groups, to play computer games, to create multi party conferences etc.
Presence can also be used in many other services to make them more comprehensive.
It is ignored by researchers that how presence can be used inside.the IMS session
setup process. Use of presence service to secure the network communication is not
considered by many researchers. It can be used as a good security tool to protect
various types of services from different types of attacks. These attacks may also

include flooding and targeted attacks.

A service that provides one way, one to orie and one to many voice communication is
known as push to talk over cellular (PoC). PoC is a half duplex service means at a
time only one user can speak while all others will listen. Each user sends data to an
application server who forwards it to all other participants. This service is more
resource friendly as compared to circuit switched network because it includes only the
time for which the communication actually takes place. Real time protocol (RTP) and
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session initiation protocol (SIP) are two main protocols used in PoC. A conference is
a service that allows multiple users to communicate at a time. A conference can be a
loosely coupled conference, fully distributed multiparty conference or tightly coupled
conference. The conference does not only mean an audio conference. It can be video

conference or text conference (chatting).

2.2 Part 2: Related Work- Push to talk-and Conference

Tosi introduced enhanced push services and provided architectural solutions for them.
The author combined the location based présence and instant messaging service with
push services. The author argued that challenging services by Infotainment and
Infocommercial can be made more enriched by using this mixture. The solution is
prepared to fit in IMS architecture (Tosi, 2004). Niklas et al. presented the idea of
Push to Multimedia (PTM) and created a PTM application based on IMS architecture.
According to authors, simple voice based services are not enough to meet the
demands of the users of current communication era. Push technology should provide
exchange of multimedia conténts. For this purpose theéy extended the simple push to
talk service towards push to multimedia. Open service access (OSA)/Parlay interfaces
are used to develop this new application. Commuflity based services are made
available through different cp’mmunication channels. According to author PTM

provides new communication features to the users (Niklas et al. 2005).

Peng et al. presented a priority based new call control scheme for push to talk
services. AccOrding to the authors proposed scheme decreased the call delay to 600
ms. They proposed to encapsulate the signaling messages and voice in a single packet

(Peng et al. 2006). Imen et al. described what the service is? Service has different
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meanings in different domains. The authors summarize the literature on the meanings
of the service. After that NGN service definition is also summarized. At the end final

obtained service definition is applied on presence service. Concept of service profile

and service components is used in summarizing this definition (Imen et al. 2006).

Alam et al. purpose the idea of narrowcasting. According to them instead of
sendiné media burst to all the participants of the conference, it should be delivered
accordiné ‘to the preferences of the sendér and receivers. Each participant can
configure the p;eferences that to whom voice should be sent. (Alam et al. 2006). Anh
et al. analyzed the group behavior modeling and traffic modeling for PoC. One to one
invitatién and batch invitation methods aré compared and the results showed that
there is more floor blocking in batch invitation as compared to one tévone invitation
(Anh et al. 2006). Gan et al. described distributed Push To Talk (PTT) mechanism.
According to them permission to Speak is automatically determined by the users in

distributed manners instead of using central arbitrator (Gan et al.-2007).

Niklas et al. discussed that how small and medium,e;lterprises can create new
services without having deep knowledge. This research work was the part of Multi
Access Modular Service Framework, a funded re:search project. Main goal of the
project is to develop an open service delivery platform for NGN (Niklas et al. 2007).
Roman et al. describéd that how to access IMS attached services from different IMS
based platforms. The proposed mechanism increases the availability of services
(Roman et. al. 2007). Doolin et al. presented Daidalos approach to add context
awareness in IMS services. How conteXt awareness can be used in sensor networks is.

also demonstrated by the authors (Doolin et al. 2007).
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Amirnate et al. presented a distributed conference” solution over centralized
conference clouds and the discovery is made through presence. Authors also proposed
mechanism%s'fo'r distribution of conference related information and management of
distributed conference (Amirnate et al. 2007). Wang et al. investigated session setup
procedure for the PoC group communications by using pfe's"encé service. Shared XML
document management server (XDMS) can provide presence information to PoC
server and users can be invited according to their presence information. They tested
their solutig-)n for pre-arrangéd groups and found that session setup delay was reduced
up to 20%. Authors claimed that their proposed method significantly decreased the

SIP signaling traffic as well as reduced the session setup delay (Wang et al. 2007).

Alam et al. described that on demand PoC session should have priority over
pre established sessions. An optimal timer should be used to terminate a PoC session.
Author presented the two state markov models to derive the maximum number of
allowable simultaneous sessions (Alam et al. 2008). Meng et al. analyzed the talk
burst control of the PoC by using queues and, without using queues. The authors
perform simulation in order to justify the comparative results. They conclude that this
paper provides gaudiness to setup the PoC parameters (Meng et al. 2008). Jenq et al.
described that PTT service can filter context inforination and establish an applicable
PTT session ini terms of current contexts of PTT users (Jenq et al. 2008). They
combined the features of PTT and context awareness to achieve an enriched set of
services. SIP INFO method is used for floor control. For context awareness 3GPP

+

IMS and open mobile alliance (OMA) PoC architecture is used.

Jani et al. proposed an interconnection between peer to peer SIP (P2PSIP) and
IMS. On one side an application server and on the other side a peer is required to
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make this interconnection successful. At the énd prototype architecture is developed.
This intetconnection allows users of different applications to communicate with each
other. Thé focus is only on signaling protocol (Jani et al. 2608). Mikcozy et al.
discussed the efforts made by different standardization bodies to shift the simiple
IPTV technology to NGN based IPTV solutions. The authors divided the whole
standardization process in three steps. First step is focused on NGN no IMS IPTV
solutions, second step focused on IMS based IPTV and the last step about converged

IPTV solution (Mikcozy et al. 2008).

Vehmas et al. discussed different issues in PoC service. Firstly their foc-us was
on standard system architecture of PoC. Vendor’s product strategies,)regulation and
service provisioning were some other issues described by the authors. Sérvice
diffusion functions were also ‘anal'yied in this paper (Vehmas et al. 2008). Mittal et
al. presented a new ‘framework to develop telecom applications by hiding the lower
layer complexities. They name their framework as SewNet. First an abstraction model
was developed and it was called as T-Rec Proxy model. Two use case scenarios were
used to demonstrate the effectiveness of proposed framework (Mittal et al. 2008).
Wang et al. proposed a service invocation mechanism for integrated services as well
as for initial filter criteria. Main contribution of authors included definition. of core
and auxiliary service capability and a new modified definition of initial filtér criteria.
Multimedia message integrated service was used to elaborate and demonstrate the
results (Wang et al. 2008). Wang et al. proposed interaction among different sessions
established. by one user. Session feature comparison module was added to achieve the

target. This module contains description list of session and processing logic to sefvice
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broker. For every service, the solution matched the triggering request (SIP) with the

rules defined in the processing logic (Wang et al. 2008).

Hezmi et al. described the technologies aﬁd overview of FOKUS media
interoperability lab that was developed by Fraunhofer institute FOKUS as a part of
open IM_S playground. Validation was performed by implementing different enablers.
Authors concluded that IPTV is no more a fiction. It will be available for commercial
use in all over the world in near future (Hezmi et al. 2008). Méhdi et al. discussed
that how cable networks can be connectéd to IMS. Siiice cable networks are the major
component of fixed networks therefore connecting them with IMS will move us one
step forward towards fixed mobile convergence. Review presented in the article
described different issues and solution related to convergence of cable networks and
IMS. Leung et al. in 2008 discussed the usé of service oriented architecture (SOA)
architecture over IMS. The authors reviewed the work that-was done in this domain
(Mehdi et lal. 2008). Albérto et al. analyzed the requirements and described the
architecture of Multimedia Open Internet Services and Telecommunication
Environment (MONSTER), a framework for mobilé multimedia clients currently
developed at the Fraunhofer Instifute for Open Commiunication Systems (FOKUS)
(Alberto et al. 2008). Lalanne et al. tested that whether the PoC service obey the
standard requirements of IMS or not. Most relevant properties were tested by
applying two phase testing strategy. In the first phase invariants were verified. More
properties could be tested by just adding them in the proposed framework of authors
(Lalanne et al. 2009). Weinberg presented the contextual push to talk. According to

authors this contextual push to talk will reduce the duration of the voice dialogue

(Weinberg, 2009).
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Luo et al. implemented the PTT service on WinCE PDA. Authors argued that
since PTT claims as 4G service so it should be tested on latest devices. Routed
protocols were also ported to WinCE platform to make the implementation successful
(Luo et al. 5009). Cho et al. deployéd the PoC service on IMS platform. Focus of the
author was-just to test whether this push to talk service can really perform-as it was
claimed (Cho et al. 2009). Xing et al. measured the performance of PTT service over
wireless networks. They tested different scheduling policies to reduce the delay.
Moredver c;all setup proceduies were also tested by the authors over different types of"
wireless networks (Xing et al. 2009). Pillai et al. described that currently PTT service
does not suit the wireless networks. Call setup load and other requirements make this
service inf;asible for wireless network. They optimized the current PTT service so
that it should become more cost effective when implemented on wireless networks
(Pillai et al. 2009). Cruz et al. tested the push to talk service in' IMS mobile scenarios.
They concluded that the service was very flexible and could be used with different
types of networks. Different features can be used in different environments (Cruz et
al. 2009). Cho et al. tested and improved the PTT service by impleménting it over

IMS. They introduced the OMA PoC 2.0 architecture and aftér that simulation is

performed to get the results (Cho et al. 2009).

3GPP standard document 3GPP TS 22.948 defined requitements for IMS
convergent multimedia conferencing (CMMC) service in IMS. Main objective was to
identify features of IMS multimedia conferencing which included a framework,
session setup, media control,* floor control, poiicy enforcement, standardization,
adoption etc. 3GPP standard document 3GPP TS 22.174 defined Push Service and its

requirements. It focused on core requirements for the service, operators and initiators.
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Transfer of push data from a Push Initiator to a Push Recipient, Latency and Priority
classes, wc;re also described in the document. Nazish et al. in 2010 presented an
election based algorithm for right allocation in PTM. In the dissertation they also
described a media mixing algorithm (Nazish et al. 5010). Nikos et al. discussed call

conference room interception attacks and also provided mechanism to detect those

(Nikos et al. 2010).

2.2.1 Limitations in Literature-Push to talk and Conference

From the literature it can be concluded easily tl;at use of presence information is
recommended at the time of PoC session setup. But since presence information is the
dynamic information and may change with the clock tick so it should be considered
throughout thé session. In literaturé we have not found any solution that recommends
the use of up to date presence information in data or media dissemination. PTM server
does not count the presence infor;nation while sending the media toward receivers.
Ignoring the presence information at the time of media distribution results in wastage
of valuable resources. So for as PTM service is concerned, very little work has been
done on this topic. NiklaS Blum is the main author who writes about PTM server
architecturé. A lot of work is needed to be done on PTM. Talk burst control protocol
is introduced By 3GPP to handle different issués related to PoC. Maximum floor
control time is introduced as the maximum time that a user can take to send media in
one turn. Maximum floor control time is same for all the participants of the session.
No one has proposed that how different maximum floor control time can be allocated

dynamically to different users.
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Who can send what type of media is another question that needs an answer.
Current literature is silent in this domain. A user who becomes the member of the
session cali send and receive any type of media as fully authorized member. Privacy is
another problem that exists in PoC server and no work to answer it. Within a PoC
session a user can not share private information with few members of the session. A
media burst that is sent towards PoC server will be received by all the members of the
session. Security of PoC and conference service is another issue that is discussed by
many researchers of the world. Different solutions are proposed to secure the PoC and
conference server but still there is a need to imprové those solutions. Conference and
PoC services are still subject to various types of security threats including invite
ﬂoociing attacks, SQL injection, refer flooding attacks etc.. A comprehensive solution

is needed to handle these-attacks. -

An authenticated user may act maliciously inside a PoC séssion or multiparty
conference. In the literature we found nothing that can"solve this problem. Internal
threats are discussed by a number of researchers and it was proposed that the session
initiator should take a step to eliminate an authenticated malicious user. Single
participation based elimination may results in further dispute émong the members of
the session. So a distributed solution is required to handle the internal threats.
Constant rights throughot the session add more inflexibility in PoC session. A user
who joined the session with particular rights can not request for more rights during the
session. This inflexibility reduces the épplication of PoC and conference services in
real life scenarios. ‘ )

IMS consists of layered architecture. At the bottom lies access network layer which

contains vagious types of IP and legacy networks and users. On the top of access layer
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IMS core layer is established that consists of call session control functions, databases,
etc. On the top of IMS core thefe exists an application plane consisting of various
types of application servers. IMS -application server is the main server that connects
the IMS core with application plane through ISC interface. In this chapter we present
the literature on security of IMS and relateéd protocols and after that we identify the
security threats which still can be launched on application plane. We propose a secure

IDP systemr to mitigate the effect of identified attacks.

2.3 Part 3: Literature Survey- IMS and NGN Security

Schafer et al. discussed different types of security challenges for NGN. Major focus
was on DoS and location privacy (Schafer, 2004). Sun et al. explained the XML
configuration Access Protocol (XCAP). XCAP usage for representing resource list
and authorization is discussed in'detail. At the end the authors showed communication
procedure between IMPP client and sérver in the presence of XCAP (Sun et al. 2005).
Magedanz et al. proposed an “Open IMS Playground” a test bed for IMS. fois testbed
includes almost all the major components of IMS core. This open source can be used
to test academic and industrial research on IMS. Open IMS Playground ‘includes
functionality of all call session* control functions, home subscriber server, media or
streaming server, application server, different types of SIP application servers etc.
Application layer is designed with different types of applications like presence etc.
(Magedanz et al. in 2005). Sawda et al. described that besides the good security of
SIP, it is still not subject to non repudiation and they proposed some changes in the

SIP header in order to allow non repudiation service (Sawda et al. 2005).

William Enck et al. identified the vulnerabilities and risk originated from the

interface of cellular network with Internet. The authors have demonstrated the ability
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of depriving bandwidth capacity of cellular network by sending enormous malicious
SMS trafﬁ:: originated from Internet resulting in denial of voice as well as legitimate
SMS serviée. They have investigated the \;feasibi.lity of exploiting the vulnerability by
an adversary even equipped with limited resources. They have discussed NPA/NXX,
Web scraping, web interface interaction and other techniques of creating hit lists for
effective aﬁack. They have quantified that it requires about 165 and 240 SMS per
second to jam to voice & SMS service of the cities Manhattan and Washington D.C
respectively, which translates into dialup modem bandwidth requirement for
successful attack on the cities. The authors estimate 325,525 messages per. second to
set the entire USA’s cellular networks non-responsive. Their suggested solutions to
the problem irclude separation of voice and data, rate limitation and resource
provisioning. However, major achievement of the research is identification of the

problem that emphasizes on finding a better and complete solution for theé problem

(William Enck et al. 2005).

William Enck et al. proposed a compound solution to the problem discussed
above. They suggested separation of voice from SMS traffic by implementing
weighted fair queue that assure reserve bandwidth quota for voice and SMS thus
confining the effect of attack on SMS service ensuring minifum effect on the voice
traffic. Their mechanism mitigates the attack and lessens its effect on the voice traffic.
However the protection of the legitimate SMS and other traffic needs to be addressed.
The application of the proposéd mechanism reésults in under utilization of available

bandwidth during non-attack time (William Enck et al. 2006).

Ime;1 et al. described the definition of service in detail. The authors first define
the service from IT, Business and Telecom point of view and after that they focused
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on service definition from NGN point of view. They described that a service is a set
of components where ¢ach component has some capabilities to serve. At the end they
applied this definition over the presence service (Imen et al. 2006). M. Shér et al.
proposed a Transport Layer security gTLS) along with the IDP system to secure the
IMS application server against various types of time dependent and time independent
attacks (M. Sher et al. 2006). M: Sher et al. presents the trust domain relationship:
based inte; domain security model for IMS. Keys are managed using public key

infrastructure. For confidentiality and integrity IPSec is used (M. Sher et al. 2006).

Vishal et al. presented a survey on security issues in presence and proposed a
few solutions to solve these security issues. Authors emphasized on authentication of
the watcher and presentity, authorization and access control over presence.
information, and the integrity and confidentiality of the presence information. For
authentication author proposed asserted identity, cryptog;aphically verified identity,
and certificate based authentication. For data integrity and confidentiality of the
presence information authors proposed the use of private and public key (Vishal et al.
2006). M. Sher et al. introduced a generic bootstrapping architecture to secure IMS
and 3G networks. Authentication procedures are defined for IMS. Results are tested
on IMS testbed developed by FOKUS. They developed an IDP system to secure the
IMS application server. This IDP system compares all the ?ncomihg and outgoing
requests and responses with ?the defined rules and decides whether to forward it or not.
It is very d.ifﬁcult to maintain a comprehensive list of rules. In this paper the main

focus of the authors is on misuse detection only (M. Sher et al. 2007).

Roman et al. proposed an attachment of non IMS enabled platform with the
IMS platform in order to provide access to different services (Roman et al. 2007). M.
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Sher et al. described a securify model to secure the IMS application layer from time
independent attacks like SQL injection. To attain this purpose authors developed an
IDP system. Transport layer security is also provided in the study (M. Sher et al.
2007). Jan worked.on security of SIP. He discussed various number of security threats
faced by SIP. First the author addressed the call hijacking. Tampering of message
body is another threat that is dealt by the researchers. Session teardown attacks are
also considered as a threat. Author declared DoS as the biggest threat to SIP.
Eavesdropping and spam are some of the other attacks discussed in this paper. Author
analyzes the SIP based | authentication ;'md identified that current SIP based
authentication is also subject to few security gaps. Security of terminals and servers is
also deeply investigated by the author. At the end the author apply the proposed
security threat on SIP based peer to peer network and validate that whether the
identified threats really exists or'not. It was found that SIP based peer to peer network
is subject to all the identified threats. Author further proposed that secure routing,
intrusion detection, lawful interception, identity enforcement etc. are the few areas

which can be improved to secure the SIP based communication (Jan, 2007).

Hupte’r et al. discussed different security issues faced by IMS. General security
issues discussed by authors include mutual authenfication between UE and IMS,
security association between useI-' and P-CSCF, security between HSS and S-CSCF,
domain level security etc. Security issues for network providers include toll fraud,
IPv4 vs IPv6, aufhentication, use of IPsec, gateway attacks, Dos etc. Security issues
for users cc;ntain DoS, identityr and presence consideration, personal data and privacy
(Hunter et al. 2007). Anzaloni et al. studied the performance of SIP based

authentication in IMS. Authors described various types of mobility scenarios. Role of
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mobile IP is also discussed and different service levels are devised to check the
perfortance. First focus of the authors was on SIP security and secondly they worked
on security of mobile IP. At the end author mentioned the delay caused by the

authentication procedure (Anzaloni et al. 2007).

Rebahi et al. described that IMS is subject to various types of DoS attack. In
order to make the IMS successful author. emphasize to securé it from these attacks.
Solutions to mitigate the DoS attack are présented in the pa-per (Rebahi et al. 2008).
Yufei et al. discussed the idéa of tache based session setup. According to the authors
the proposéd scheme reduce’s thé session setup delay and savés the network resources
(Yufei et al. 2008). Aliya ét al..worked on attack a‘r"}alys'is’ in IMS: Attacks discussed
by authors iriclude ICMP flooding, UD?ﬂoE)ding, TCP flooding, SIP based flooding
attacks étc. After that they devised secutity frathework for. IMS..Security framework

proposed by authors” consists of a lightweight-IDP system: They worked on bio

inspiféd solutich to seciire thé IMS (Aliya et al. 2008):

Gouda et al. described that currently user needs multi-pass AKA procedure for
authentication in IMS. According to the authors this multi-pass mechinisrh not only
increases the load on AAA server but also results in increasing authentication delay.

Author proposed a moqiﬁéd authentication procedure for IMS by eliminating the

unnecessary steps. Instead of using multi-pass, authors prefe}red to use one pass

authentication scheme. This scheme also reduced the chances of DoS attack on IMS.

E

An analytical method was used to study the ‘performance of the proposed

authentication mechanism ‘(dw&“& et al. 2609). Zubair et al. discussed the robustness
and reliability c;f SIP servers against different fypes’ of DoS attacks '(Zubair et al.
2009). Hecht et al. implemented an anomaly based IDP system for IMS. They argiied
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CHAPTER 3

1

3. PROBLEM DEFINITION AND ANALYSIS

IMS is among one of the emerging technologies and becoming an industry standard
for NGN. We in this chapter addressed various problems related to IMS based
Multimedia Services. We considered 4 most imp"brtant services including Presence,
Instant Messaging, Multiparty Conference and Push to talk over Céllular (PoC). Each
of the service has its own problems. At the end of the chapter we also discussed few
security risks those can be faced by all these services. Now in the following

paragraphs we are going to discuss ptoblems of each service one by one.

3.1 Presence

Subscription of presence sérvice requires exchange of 4 messages on air interface. If a

user wants to get presence information of 100 présentities at different times then all of

them are subscribed individually. It will result in exchange of 400 messages per
subscriber .over the radio interface and if thqre are 100,000 subscribers, it results in
exchange of 40, 000,000 messages over the radio interface. When a user does not
require thes presénce information of presentity, unsubscription is must (Day et al.

2000).

In the un-subscription ﬁrocéss the subscriber sets zero as expiry time. The
presence server notifies the subscriber that the presence service, of a particular
presentity, is un-subscribed. It can easily be concluded thaj[ un-subscription of
presence se"x"vice also requires exchange of four messages over the air interface. Now
if a user needs the presence information for a short period of time or for connecting

only one call then exchange of four subscription and four un-=subscription messages
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will put a heavy load on the air interface (Florian et al. 2006, Mckon et al. 2008).
Moreover it will also delay the overall process. Thetefore it requires a solution that
reduces the number of exchanged messages over the air interface when a user needs

presence information for a very short period of time.

For example Receiver can deny calls by not answering or by making the status
busy or unavailable: But from caller point of view no such mechanism exists that can
provide the opportunity to make a conditional call. An employee who wants to call to
boss only if the boss is in office miist require subscribing the presence information of
the boss. There is no mechanism which allows the users to send a conditional ‘Invite’
request (based oh receiver’s presence information) without subscribing the presence
information of the receiver. Conditional call m&ans that the call from caller.will only
be connected if a particular condition becomes true else the call will be dropped. If a
user wants to call another user only if the receiver is in Washington D.C. then first
presence information of the receiver is subscribed and after that it will be decide
whether to make a call or not. Subscription to presence service requires exchange of

subscribe and notify messages

If user A needs to call another user B provided the status of the user B is
according to the expectation of the user A then it must need to subscribe the presence
information before establishing the call if presence inforination of B is not already
subscribed. Exchange of the‘ 4 messages of the subscription causes a significant delay
in the call é';stablishment "and also increases the load on the radio access network. If
user A wants to call user B occasionally or once in a month then the user A does not
require the presence information of user B all the time: Therefore if user A subscribe
for the presence information of the user B only to decide that whether to establish a

call or not then user A has to unsubscribe the presence information immediately after
) - _ 69
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making the call in order to avoid the unnecessary notification messages. Un-
subscription also puts load on the network. Since no mechanism exists which allow
the user to make a call on the basis of the receiver’s presence status without

subscribing the presence information.

3.2 Immediate Messaging

Sending enormous number of messages to a targeted member is possible through
immediate messaging because it does not require any session establishment (Enck et
al. 2006). So immediate messaging is also vulnerable to a security threat known as
immediate messaging flood (Khan et al. 2009). Since immediate messaging does not
require any session establishment so a sender can send enormous messages to deny
the services to legitimate users. Attacker can have one of the two intentions while
launching an immediate message flood attack. First an attacker wants to overload the
server in order to deny sérvig:es to all the Gthér users. Secondly an attacker can launch
an attack to disturb a targeted single uselr, so in this case all the messages will be

destined to a single user. This type of attack is easier to launch for the attacker.

UserA 1MS Core UserB
Message -
o Message
_ Message o Message :
Message »]  Message o
Messa‘ge .

g MesSagé ) .

Message

Message

h 4

Figure 3.1: Immediate Méssage;Flooding on Targeted User
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3.3 Session Based Messaging

Session based messaging is subject to various types of flooding attacks:

3.3.1 Invite Flooding

Whenever a user wants to establish a session to exchange session based instant
messaging, an invite request is routed towards the receiver. Sending too many invite
requests may results in flooding and can cause denial of service (M. Sher et al. 2007).

Figure 3.2 elaborate the problem to make it clearer.

IMS Core

User A UserB
Invite i
) S Invite :
- .
200 OK 200 OK
Invite e Invite )
Invite
w1 Invite: oy
»
Invite . Invite
- e ""b’; -

Figure 3.2: Invite Message Flooding on Targeted User
3.3.2 Session-Based Attacks
Different types of session based attacks can also be launched to create an effect of

denial of service or degradation of service. These attacks include:

3.3.2.1 Session Modification Attacks

In most of the cases a session is required among the IMS users to carry

communication. An attacker can launch session modification attack by sending a ‘Re-
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Invite’ request. Session modification can change the current. communication

parameters and results in disturbance at the user’s side (M. Sher et al. 2007).

3.3.2.2 Cancel Attack

A CANCEL attack can be launched to end a half established IMS session (M. Sher et

al. 2007).

3.3.2.3 Session Teardown Attack

Séssion teardown attack teriinates a running session and hence- stops the
communication. Session teardown attack can be launched through ‘Bye’ request (M.

Sher et al. 2007).

3.4 Push to talk over Cellular and Push To Miltimedia

From the literature we identified various types of problems and vulnerabilities in the

current service mechanism of PoC and PTM. These problems are discussed in detail:

-

3.4.1 Rights Allocation Problem

PTM service allows a group of users to share multimedia data with each other. It
should be decided who can send what type of data to how many membeér of ‘the PTM
group (Miikka et al. 2006). Current architecture of PTM is silent in this regard.
Anyone who becomes a member of PTM session has the right to 'sénd any type of
media to all the participants of the PTM session. Granting full rights to all tfl'e hsers of
the PTM session reduces its applicability in many of the real life.scenarios (Alam et
al. 2006). For example in a university a PTM ‘session is established among president,
deans, chairmen and they want to invite students to the PTM session but as a listener
only. Current PTM architecture does not allow inviting students as listeners ‘bnly. Any
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member who becomes the PTM session has the full rights and can send any type of
media. Allowing full rights to each and every member reduces the applicability of

PTM in many real life scenarios as described in'the above mentioned example.

3.4.2 Scalability Problem

Since PTM is a half duplex service therefore only one member can communicate at a
particular time. All the other ‘members have to wait for their turn to send media
(Miikka et al. 2006). Turn to send media is controlled by thevcontrolling PTM server.
Now if the size of the PTM group is bigger average waiting time to get turn for
sending media will be very high and results in unsatisfied users and at the end failure
of PTM service. For exam;fle 1f on average a user takes 1 minute to send media then
for 20 members of the session a user will get back turn to send after 26 minutes on
round robin basis. Higher the number of participant higher the average delay. This

scenario limits the PoC and PTM service to become more scalable. Details are shown

in Figures 3.3 and 3.4.

Figure 3.3: Waiting Queue with 6 Users
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Talk Burst
Waiting

Figure 3.4: Waiting Quéue With 11 Users

3.4.3 Privacy Problem

In a PTM session a user is not allowed to share media with few selected members of
that PTM session. Media forwarded towards controlling PTM server is sent towards
all the members of the PTM session (Miikka et al. 2006). Users can ot share_their
private information with selected members of the group. Figure 3.3 shows that user A
wants to send data to user B, C, H, and I because they are close friends of A. A does
not want that its information be delivered to u-ser D, E, F and G but in PTM it is not

possible.

3.4.4 Resource Utilization Problem

In PTM*wglen media burst reaches to controlling PTM server, it forwards that media
to each and every user of that PTM session (3GPP TS, 2009). Data might not be

required by all the members. Sending media to the members who do not require it
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results in wastage of valuable resoutces. Thesé resources include processing at the
end of PTM server, processing at the end of user and battery consumption of user
equipment. All these resources are consumed in delivering a message that is not
tequired by the receiver. For example in Figure 3.5 if user A’s message is relevant to
users B, C, H and I then sénding it to users D, E, F and G will results in wastage of
resources.

B

G

Figure 3.5: Privacy Problem in PTM

3.4.5 Membership Problem

Since in open PTM session anyone can be invited therefore it may results in conflict.
Inviting a new member without taking consent from the existing members can results
in conflict. For example, if a new usef N is invited to the PTM ‘session and there are
some personal clashes of N with user O, P, Q and R (existhir'lg members of the PTM

session) then it can result in conflict. Inviting one new member may results in four

angry members (3GPP TS, 2009).
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3.4.6 Disturbance Problem

In PTM when media burst reaches to controlling PTM servér it_fofwards that media to
each and every user of that PTM session. Data might-not be réquired by all the
members. Sending media to the members who do not require it results in-disturbing
those members. Again if we give a look to Figure 3.5 we can see that if A’s méessage
is not relevant to'user D, E, F and G ﬂ.ICﬁ it will create disturbance for them (3GPP

TS, 2009).

3.4.7 Internal Threat

When a user becomes a member of Push to Talk (PTT) PTT or PTM session, sending
and receiving of media is allowed to that ﬁser. Since PTT and PTM use the uni-
multicasting so a single sent packet is received by all the members of that session. The
session initiator has the right to delete any user from the ongoing PTT or-PTM
session. Single authority based deletion of authenticated user may results in dispute
among the existing members of that session. But in some cases deletion of a user is
necessary.. For example, a user after getting authentication and becoming part of a:
PTT and PTM session may act maliciously. In PTT and PTM there is no mechanism
that successfully deletes a user from the session as well as éliminat’es chances of
dispute among the existing members of the session. Secondly when a user gets the
turn to send media on the session it can be I;Séd for a very long time that may results

in starvation (maximum floor time) to send useless traffic.

3.4.8 Maximum Floor Time

Maximurn_floor time is the maximum time that a user can consume to send media.

After maximum floor time the resources are revoked from that user and allocated to
¥
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the next user who wants to send media. Maximum floor time is defined for session.
Within a session all the usérs have the same maximum floor time. Allocating same
maximum floor time to all the users again reduces the appli;cability of PTT and PTM
in many real life scenarios. In a session users can have different designations,
priorities and roles. For example in' a university based PTM session participant can be
president of the university, deans, chairmen, faculty members, staff, students etc.
Assigning same maximum floor time to a president and to a peon is not a good
solution. Secondly theme of the session is also important. If the theme is to get
awareness about student’s problems then students should be allowed morfe floor time

as compared to others (3GPP TS, 2009).

3.4.9 Joining with Full Rights

A user who waits t6 become member of a PTM session is bound to request for

2
&

joining the session with full rights. A user who just want to listen thé. PTM session
and does riot want the vidéd can not do so. A user is not allowed to join the session

with limited rights according to the needs (3GPP TS, 2009).-

3.4.10 Blind Delivery of Media

As soon as PTM or PTT server receives medja from a usér, it sends copies to all other
members of the session without knowing the current status of receivers. Few receivers
may not be available to receive that media, or user equipment (UE) of receivers may
not be compatible with some codec etc. Multicaéting the media without knowing the
currént status of the receivers results in waStang of valuable résources (3GPP TS,

2009).
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3.4.11 Constant Rights Throughout the Session

In PTM no mechanism exists that can provide different rights to a user during

different periods of time within a session. Rights allocated at the start of the session

remain constant till the end (3GPP TS, 2009).

3.5 Multiparty Conférence

There are many problems with the existing working mechanism of the conference

service. These problems are described in detail.

3.5.1 Invite Flooding Attack

A SIP based flood can be launc;hed over the conference service by sending enormous
numbér of invite requests. Since every invite request results in creation of a
conference which require considerable amount of resources at the conference sérver
so large number of invite requésts may results in denial of service. Figure 3.6 shows

the invite flooding attack.

B

3.5.2 Siﬂgle Participant based Referring Mechanism

Conference allows a single participant to invite anyone to the conference through
refer request. Therefore an existing participant of the conference can invite such a

person who is not acceptable by the other existing participants of that conference.
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ser P-CSCF S-CScF AS
Invite Invite i invite
invite A i
- ! Invite. | mvike -
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Invite . iwlh\"liheir ) invite
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Figure 3.6: Multiparty conference based invite flooding attack

Therefore the other participant may léave the conference due to the inclusion
of a new member. In short single ‘participant based authority may results in conflict
and dissatisfaction among the existing participants of the conference. Figure 3.7

shows the referring mechanism.

USerA P-CSCF S-CSCF ICSCF™ $CSCF PLSCF UserB
. Refer )
*  Refer Refer
o - Refer | Refer ]
" ~eti  Refer
12 eented 202 Accepted
W2 Aicepted | nLrcEEPEd e Gl
202 Accepted | e
202 Accepted
Notify -
™ Noti -
iy ‘.: Notify Notly ”
0 _
- ~»  Notify
N (000K
200 0K ;oK R
MK o K+

Figure 3.7: Multiparty conference based referring mechanism
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3.5.3 Fully Authorized Referring

Whenever a person is referred into the conference it becomes a fully authorized
participant of that particular conference. Fully authotized means that if it is a video
conference then that participant has the full authority to watch, listen and speak. We
can not restrict it to only watch or speak. In réal life there are many scenarios where
we need passive participants. Passive means that the authority of those participants is
limited. So this fully authorized mechanism reduces the applicability of the

conferénce service in real life.

3.6 IMS and NGN

Application plane of the IMS consists of m;mber of application servers. Application
servers may include presence server, messaging server, conference server, PoC server,
SIP application server, charging server étc. whenever é request arrives at IMS core, S-
CSCF decides whethér this request requires to contact with some application server or

not.

If the request needs to contact with some application server, S-CSCF forwards
it towards the application plane. The request may contain an attack which can results
in destruction at application plane. Problem or destruction at application servers will
automatically results in degradation of quality of service or DoS. Therefore sending
the requests blindly towards thé api)lication plane allows the attacker to attack easily
over. application server. We divided the attacks into di.‘fferent categories, Time

depéndent and Time Independent attacks.

From Intrusion Detection point of view, all attacks those can be detected after

the particular duration of attack instead of being detected immediately belong to time
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dependent attack. The primary feature of this category is'that an attack is composed of
a large amount of data packets. We describe only the SIP flooding attacks because
they are the most serious threat for IMS. In flooding the attacker sends lot of fake
messages to victim machine or'network to produce traffic workload. In case of IMS
core, the P-CSCF can be overwhelmed by SIP REGISTER flooding attacks. As a
result, the resources could become congested and produce bottleneck. In case of AS,
the SIP Servlet server can be overwhelmed by the ﬂooding;af'tacks. There will be no
available resources to handle the lc?gitimate SIP messages. Time-independent attacks
are serious threat to IMS like VoIP networks. The fake méssage cloud that is on
behalf of an attack can immediately cause damage on the victim’s node if it is not

detected and blocked immediately. Time dependent and Time independent attacks are

shown in Figure 3.8. Here our focus is on time dependent attacks only.

Figure 3.8: Time Dependent and Time Indépendent Attacks
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3.6.1 Register Flooding Attacks

First of all to become a user of IMS a device needs to have registration. In order to get
registered the user initiates a registration process by sending a ‘Reg’ request. A flood
can be generated by sending enormous number of ‘Reg’ request within a small period

of time.

| Regpister : Address Register 1

| 401 Unauthorized
1401 Unauihorized: AKA Challeng

t

Register 2 )
401 Unauthorized

Register; AKA Hesponse _
Register 3

401 Unauthorized

200 OK

Register 4 .
401 Unauthorized

. Register N
401 Unauthorized

Vo | e | b e M L Lo

Y O i

Figure 3.9: Register Flooding Attack (M. Sher et al. 2007)

3.6.2 Invite Flooding Attacks

In IMS session is established through ‘INVITE’ request. Whenever a user wants to
call another user an ‘Invite’ request is routed from caller to receiver. Enormous
numbers of invite requests can occupy a major share of network and results in

degradation or DoS. Structure of an invite request is given below:
‘

INVITE sip:zee@ims;test.com SIP/2.0

Via: SIP/2.0/UDP soft.phone123.com;branch=29hG4bK776asdhds

Max-Forwards: 70

To: Zee <sip:zee@im£.tets.cor‘n> )

From: Shan <sip:shan@phone123.com>;tag=1928201547
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Call ID: a84b4c76e66710@soft.phorie123.com
CSeq: 345612 INVITE

Contact: <sip:shan@soft.phone123.com>
Content-Type: application/sdp

Content-Length : 143

Invite flooding attack is shown in Figure 3.10

UEL Opén IMS Core UE2 Attacker
'I vite: Session Info
| m‘,’ ) oo \l Invite: Session Info } |
A

I_L 100 Trying y 7 * Tnvite ]

I 3!( : T

I LT
| T |
I B ; 180 ’"“3’“? = Invite2 1

180 Ringing
2 100 Trying. |
200 OK -

I_, 200 0K — - . ,L . favite 3 [
) c 1 }
ACK #* e ' i
| L 3 ACK 100 Trying |

| |y ““3
|<. Modigj Flow >| !
| | | ovite N
I k i I 11141 i
l L ]

100 Trying

Figure 3.10: Invite Flooding Attack (M. Sher et al. 2007)

3.6.3 Subscribe Flooding Attacks

In order to-use a service like presence a user first needs to subscribe for it. The
subscribe request is received by the specific server. A user with malicious intentions
can send a bulk of subscribe request to a particular server so that the server becomes

busy and the legitirate users will not be able to :get service from that particular server.

3.6.4 Publish Flooding Attacks

Presence service deals with publish requests. Whenever a user wants to share its own

status information with other users it publishes them over the presence server. Flood
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of publish request can block the presence service. Publish flooding attacks are shown

in Figure 3.11.

iMS

" attacker Apg;ga::on
Publish Publish
Publish Publish =
200 OK 200 OK
200 OK  2000K
P“bﬁﬂ,‘, Publish
Publish Publish
200 OK 200 OK
200 OK 2000K

‘Figure 3.11: Publish Flooding Attack (M. Sher et al. 2007)

3.6.5 Session Modification Attacks

In most of the cases a session is required among the IMS users to carry
communication. An attacker can launch session modification attack by sending a ‘Re-
Invite’ request. Session modification can change the current communication

parameters and results in disturbance at the user’s side.

[

Tavite: Session Tnk -
[ csslon lafo J  Invite: Session 1afo- | l
J 100 Trying ! —4. I
r L 160 Trylng ! i
I B { l
| 1 180 Ringing |
| 1s0Ringing i 1 |
[ 1 % l :
l 200 OK L w0 1 |
I 1 1
L ACK ] ACK | |
| F % l
'4 Modin Flow »l
{ | } l
| | I Re-Invite UEL
I i | ]
{ i i .

Figure 3.12: Session Modification Attack (M. Sher et al. 2007)
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3.6.6 Cancel Attack

A CANCEL attack can be launched to end a half established IMS session.

4
i

5 Attacker

rites Sessl N .

| [nvite: Sesslan Info J  Invite: Session 1nfo | '

| 100 Trying : == '

N L 100 Trying '

| y | |

I | 1soRinging |

L isoRingmg T ' |

I ! 00 ¢ ’

L wok | 206 0K 4 I

r ! '

o ACK 1 ACK | ' i
| = 1 l
g MedingFlow »-!

' | ) ! Cencel l
| K !

I | 200 OK l
! ! s | |
' | No More Pendings I '

Figure 3.13: Cancel Attack (M. Sher et al. 2007)
3.6.7 Session Teardown Attack
Session teardown attack terminatés a running session and hence stops the

communication. Session teardown attack can be launched through ‘Bye’ request.

Moreover S-CSCF does not distinguish among the request initiators, and the
requests themselves. All the requests are treated equally so as the request initiators.

No priority or higher preference is provided to any of the users or-any of the requests.
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UEL Open IMS Core UE2 Auicker
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| ’ .
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| 200 0K 200K |
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Figure 3.14: Session Teardown Attack (M. Sher et al. 2007)

3.7 Chapter Summary

In this chapter problems relatéd to IMS and IMS based multimedia services’ are
discussed in detail. In the first section of the chapter problems related to presence
service arerdiscussed. It is found that since presence is continuous dynamic service so
it puts a great load ori the air interface. Moreover it is also finds that presence
informatio}; must heeds subscription even if caller requires that information for a veéry
little period of time. Subscription and un-subscriptich on one hand requires a
significa;nt;an"x0unt of time and on the other hand it also consumes a good part of the
bandwidth at air interface. Second section consists of problems related to messaging.
We find that in immediate messaging since user is allowed to send any number of
messages without creating any session so-it creates a security risk a the receiver end.
In session based messaging all types of session based attacks like cancel and session
modification attacks are possible. In the third section problems related to PoC and

PTM are discussed. The first problem is about the scalability of PTM. Since PTM is a

half duplex service so increase in number of participants also increasing the average
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irrelevant users that creates privacy problem as well as disturbance problem.
Maximum floor control time is also fixed and equal for all the participants. It is not
allocated on the basis of the user’s requirement or on user’s role in that session.
Fourth section talks about problems related to multiparty conference and it includes
single participant based referring and fully authorized referring. Fifth section consists
about security threats to IMS and NGN. Register flooding aftack can be launched by
sending enormous number of register requests. In the same way invite flooding attack
can also be launched. Other attacks those are discussed in this section includes session

based attacks, publish flooding attack, etc.
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CHAPTER 4

4. SOLUTION, METHODOLOGY AND FRAMEWORK

Sl A

To solve the problems discussed in chapter 3 we designed different frameworks.
Since focus is on different services and with in each service objective is to solve
multiple problems so different frameworks were needed for each type of problem.

This chapter discusses these frameworks and their internal working and methodology.

4.1 Presence Enfibled Conditional Call Setup

Our proposed presence enabled conditional call setup allows the caller to send a
conditional invite request to the receiver without subscribing the presence information
of the receiver. The presence information is verified during the call setup. A user

inserts condition inside the ‘Invite’ request of the call. When this invite request arrives

at the S-CSCF, it checks whether it contains some ¢ondition or not. If no condition

N

exists the call is routed accordirig to the normal procedures. If it contains a presence
based condition the S-CSCF extract that condition and forward it to the presence
sérver. The presence server verifies whether this caller is authorized to view this
informati(;n of not. If the callet is not authorized on that specific ‘p;es'ence information
then the presence server returns an error message and_upon receiving the error
message the S-CSCF immediately dropped the call. The scenario is described in

Figure 4.1.
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) &
Invite
<Condition~] TIiivite
<Condition>
< Condition>
Unanthorized
Unauthorized
} +Call Drop
Unauthorized
+Call Drop|

Figure 4.1: Conditional Call Scenario When Condition Contain Unauthorized
Presence Attribute

If the user is authorized for that presence information then faresence
server retrieve that attribute of the presence information and returns it to the S-CSCF.
Upon receiving that presence information, S-CSCF matches it with the condition. If it
does not match with the condition then S-CSbF drops the call and returns the current

presence information to the caller. The details are shown in Figure 4.2.

)
|
@@

Invite
<Condition>}] Invite
e <Condition=>
i <Condition>-
<Presence Attribute>
:ICOffditiOn =False]
Noti?y
+ Call Drop
Notify e
_ +Call Drép)

Figure 4.2: Conditional Call Scenario When Condition Becomes False-
If the condition becomes true then S-CSCF removes the presence condition
from the Invite request and forwards it to the receiver and the remaining procédure of

call setup works according to the standard procedures. In this scenario there is no
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need to return the presence information to the caller because if the call is established
then it can automatically be concluded and the value of the presence information is

the same as the condition specifies. Figure 4.3 Speciﬁes the details.

5 8 8 & &

Invite
<Condition>} Invite
- »  <Condition>,
<Condition>
<Pres ence Atiribute>
:ICoiiditiop =True}
Invite
183 . 183 Session inj Progress

’ 183 — X

Figure 4.3: Conditional Call Scefiatio When Condition Becomes True

4.2 Security Solutions for Instant Messaging

. Vahul

Three solutions are proposéd to mitigate the effect of flooding attacks launched

through instant messaging. These three solutions are described below.

. 4.2.1 Three Layer Secure Architéctuie

To mitigate the effect§ of above mentioned security threats, we propose a secure
architecture that consists of three layers. Layer one, sender’s authorization, reduces
the misuse of sender’s resources. A priority based IDP systém is layer two' that
secures the application server as well as the receiver. The third layer consists of

receiver’s preferences. Details of each layer are described below:
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4.2.1.1 Layer One: Sender’s Authorization

Sirice most attacks are launched thréugh spoofed addresses, it is quite possible that an
attacker can use considerable resources or identity of other usérs at any time. To
reduce the chances of this misuse, the sender applies some authorization rules at S-
CSCF; those are filtered whenever any request or message is received by the S-CSCF
with the identity of that sender. These rules are the preferences of the sender and are
configured by the sender after registration. If a sender' thinks that someone can
generate a burst of messages by misusing the identity, the sender can configure a rule
that allows only a limited humber of messages per hour, for example, 60. Since the
rule does not allow more than 60 messages per hour, an attacker who spoofed the
identity of this user can $end only 60 messages per hour. In this way misuse of the
sender’s resources can be minimized. Also, the sender can block himself to establish
any session between 3:00 pm to 5:00 pin because sender is busy with family during
this time. Similarly, a sender can restrict herself to send any message to ancther user

during 4:00 pm to 7:00 pm.

These rules can be configuied as:

<?XML version="1.0" encodi;1g= “UTF-8”>
<Rules> .

<Rule type=Sender Authorization>

<User> 192.168.10.1 </User>

<Rulel>

<Name> Message Flood </Name>
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<Number> 61 </Number>

<Interval> 60 </Interval>

<Alert> Message Flood </Alert>
</Rulel>

<Rule2>

<Name> Session establishment </Name>
<time_start> 3:00 pm </Time_start>
<Time_end> 5:00 pm </Time_end>
<Action> Invite </Action>

<Alert> Not Allowed </Alert>

</Rule2>

<Rule3>

<Name> Session establishment </Name>
<time_start> 4:00 pm </Time_start>
<Time_end> 7:00 pm </Time_end>
<Action>lInVite </action>

<Destination> 192.168.10.10 </Destination>

<Alert> Not Allowed </Alert>

</Rule3>
</Rules>
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Whenever any request or fnessag‘e with the identity of that particular sender is
received by the S-CSCF, it is first matched with authorization rules. If the request
contradicts with any of the authorization rules, it will be discarded immediately else it
will be forwarded for further processing. Figure 4.4 shows the interaction among the

objects of this layer.

Figure 4.4: Object Interaction Diagram of Sender’s Authorization Rules

4.2.1.2 Intrusion Detéction System

In order to secufe the messaging server, we propose a middleware between IMS
application server and messaging server. This priority-based IDP system consists of

various components, including:

(a) Misuse detection: It is one of the important components that receives the request

from S-CSCF and decides whether it contains an attack or not.

(b) Priority Table: This component stores the priority of every user. These priorities

are assigned at the time of registration.

(c) Blacklist: Blacklist consists of list of attackers who tried to attack on the network.

An attacker remains into the blacklist for a specific period of time.
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(@) Rules: It is a priority wise comprehensive list of rules to identify the attack.

When S-CSCF finds that the sender is authorized to send the request, it
forwards the request to th:a application server who forwards it towards misuse
detection component of the intrusion detection system. Misuse detection first checks
the blacklist to find whether the sender is legitimate or not. If the sender is found in
the blacklist, the request is discarded; if the sender is not in the blacklist, the misuse
detection component retrieves the priority of the sender from the priority table. The
request then is matched with the attack rules by the misuse detection component. If a
user with priority 3 is allowed to send onfy three “invite” requests per five minutes

(300 seconjds), then the attack rule will look like:
<?XML version="1.0" enco‘ding= “UTF-8">
<Rules> ~
<Rule type=Flood>

< priority > 3 </priofity>‘

<Name> INVITE </Name>

<Method> INVITE </Method>

<Number> 3 </Number>

<Interval> 300 </Interval>

<Alert> INVITE FLOOD </Alert>

</Rule>

If the request matches any of the attack rules, it is considered as an attack and

discarded immediately. The sender is put into the blacklist. If the request does not
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match any of the attack rules, then it is forwarded to the application server. An object

interaction diagram of the IDP systein is shown in Figure 4:5.

Figure 4.5: Object Interaction Diagram of IDP System

4.2.1.3 Receiver’s Preferences

Layer three consists of receiver’s personalization rules. The receiver registers the
personalization rules over the layer three of the security architecture (Beltran &
Paradells, 2008). These rules are specifically related to the messaging service only. As
Soon as a message arrives at module three, it compares the messagé with the rules
specified by the user and takes action accordingly. Layer three is deployed over the
application server. Examples of the user personalization rules can be:

<?XML version="1.0" encoding= “UTF-8">

<Rules>

<Rule type=Sender_Authorization>
<User> 192.168.10.1 </User>
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<Rulel>

<Name> User X </Name>
<time_start> 7:00 pm </Time_start>
<Time_end> 9:00 pm </Time_end>
<Action> Invite </Action>
<Alert> Not Allowed </Alert>
</Rulel>

<Rule2>

</Rule2>

-----------

<Rule_n>
</Rules> -

The receiver will receive urgent messages, and the attacker’s messages will be
dropped either at layer one, or layer two, or layer three. Figure 4.6 explains the object

interaction diagram of the security architecture in detail.

4.2.2 Presence Enabled Secure Architecture

In this section we describe our proposed presence enabled secure architecture.
Presence service is proved as a 'good service provisioning mechanism when it is used

with other services. We also propose to use présence service inside the messaging
service. To use presence‘ service usérs liz?Wé to subscribe for it. Subscription and
notification of presence service put an extra load on air inferface of the network since
it requires exchange of messages. In our proposed solution there is no need to

subscribe for the presence service. Presencé service is chécked and verified during the

transit of instant message.
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Figure 4.6: Three Layer Secure Architecture

Whenever a user sends an immédiate message or tries to initiate a session with
particular user, the message or request is received by P~-CSCF. P-CSCF after receiving
the request forwards it to S-CSCF. In the normal scenarios S-CSCF after performing
necessary actions forwards the message or request towards the receiver’s P-CSCF.
But in ourf proposed solution S-CSCF, before forwarding miessage or request towards
receiver, checks the presence information of sender as well as receiver. Checking the
presence information of a sender is necessary because if someone is misusing
(spoofing) the ideitity of the sender it can be tra;ced’out from preserice information of
the sender. If the presence information of the sender contradicts with the sent request

or message it means that the identity of the sender is misused by someone else. In that

case message or request is discarded and sender is notified about the situation.
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If the message or request does not contradict with the presence information of
the sender then it is matched with the presence information of receiver. Presence
information of receiver may state that currently incoming sms may create disturbance
so receiver is not willing to receive sms at that particular time. In this case forwarding
the request or message towards receivéer not only results in disturbance at receiver’s
end but also results in wastage of valuable resources. In the proposed solution if the
message or request contradicts with the receiver’s presence information it is discarded

immediately. Figures 4.7 and 4.8 describé the situation in more detail.

Receiver

5- Matching of Sender / Receiver
Presence Information with

o
= m”‘vﬂr Message or Request .y
i o s Messaging
SEB oty ST
TeSence Pro_ J6r/Rey e e

Sen{,‘ GCe,,e mio \ EO
Server ehfg,,n r wssage

Figure 4.7: Presence Enabled Instant Messaging Architecture

=
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Figure 4.8: Presence Enabled Instant Messaging Flow

4.2.3 Presence and Preferences Based Secure Architecture

Checking the presence information of sender and receiver reduces the misuse of
network resources and prevent the network from various types of attacks. But since
presence information cannot describe all the current requirements of the users so
blocking the attacker by using presence information only is not enough. Something

more should be added to it to make the solution more secure.

We added authorization rules along with the presence information. Receiver
specifies the authorization rules thos¢ are stored at messaging application server.
Sender sen(is a message, S-CSCF first verifies the presence information of the sender
to make it sure that the identity of the sender is not misuses. After that presence
information of the receiver is checked to verify the current status of the receiver. If the

request or message does not contradict with the presence information of sender and
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receiver thén it is forwarded towards messaging server. At messaging server user
specify the receiving rules. These rules are more comprehensive compared to

presence information. Few examples of rules can be:

<?XML version="1.0" encoding= “UTF-8>
<Rules>

<Rule type=Sender_Authorization>
<User> 192.168.10.1 </User>
<Rulel>

<Name> User X </Name>
<time_start> 7:00 pm </Time_start>
<T ime_en(f> 9:00 pm </Time_end>
<Action> Invite </Action>

<Alert> Not Allowed </Alert>
</Rulel>

<Rule2>

</Rule2>

<Rule_n>

<Rule_n>

</Rules>

These rules are compared with the incoming request or message and if any
contradiction is found the request or message is discarded and the sender is notified.

Figure 4.9 and 4.10 descrfbe the scenario in detail.
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Figure 4.9: Presence and Preference Based Instant Messaging Architecture

4.3 Election Based Mechanism for Membership and Rights

Allocation

If a user applies for full rights then existing members of the session decide what rights
should be a{llocated t6 that user. For this purpose we proposed an election based rights
allocation mechanism. Whenever a user is invited in a PTM session or a user sends a
join request, an election is started among the existing members of that PTM session.
Each of the existing members is notified by the PTM controlling server that a new
user with SIP URI <ZZZ> wants to join this PTM session. Each of the existing
members cast their vote to allow the new user to become part of the PTM session or

not.
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Figure 4.10: Presence and Preference Based Instant Messaging Flow

If the new user is allowed to become member of the session, what rights
should be allowed. In our propdsed mechanism all the users do not have full rights.
Few users can have full rights'and few can have limited rights. For example a user can
have full rights <Speaker, Listener, Watcher>, another user can have limited rights
<Watcher, Listener>. Voting power of each of the user is same inorder to avoid the

monopoly of few users.

4.3.1 Voting Option

Whenever a user casts the vote, one from the 6 available options is selected. Each of
the picked option has different weight as compared to the other options. Available

options and their weights are shown in Table 4.1.
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Table 4.1: Available Options to Cast Vote and Their Weights

‘i;\;lilai)le Op;ioi;s B Weight
Full Rights 4
Speaking and Listening | 3
Speaking Only 7 25
Watching and Listening 2
Listening only 1
Not Allowed T 0

Each participant has to cast the vote within a specified period of time. After

timeout a user who does not cast the vote will not be counted in election process.

4.3.2 Polling Algorithm

PTM server after receiving the fequest sends it to all the members of the session and
asks them to cast their vote for the new user. Votes are first cast on the basis of
joining request. If the new user requests for limited rights the votes are cast
accordingly. Rights are allocatéd by PTM coritrolling server after receiving votes

from all the users or at timeout. Obtained votes are calculated by using the formula:

n
Votes Obtained =Y (4 (Voting power of each user is same) * Selected option by user i) - (1)
i=0 “

n is the total number of users who are casting their votes.
After that total votes are calculated by using the formula:

n
Total Votes =Y. (4 * value of the rights requested by new user ) 2 (2)
i=0
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At the end percentage of obtained votes is calculated by using the equation:

Percentage of obtained votes = (Votes obtained / Total votes) * 100 > (3)

4.3.3 Decision Making

After calculating votes and percentage, PTM ~Cont’rolling server decides whether to
allow this user to become member of the PTM session or not. If the user is allowed to
become member then what rights should be allocated. for this purpose threshold
values are configured and rights are allocated according to the threshold values.

Threshold values that we have used in our experiments are listed in Table 4.2.

Table 4.2~ Votes and Decisions

Percentage of obtained votes Decision
< 20% Not allowed
> 20% ‘ Listéner Only
>35% Listener and Watcher
> 50% Speaker only
> 60% Spéaker and Listener
> 70% Full rights

Since all the users are not allowed to send media so it first reduces the media
contention. Reducing the media contention solves the scalability problem. More and
more users can be added as listener and watcher only.

4.4 Media Mixing with Presence

We take 10 members all with full rights. These 10 members-include Alice, Bob,

Carel, Duminy, Ellen, Freddy, Gllen, Quetra, Paul, and Shan. We assumed that Alice
- 104
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has some sécretes to share with Carel, Dumminy, Freddy, Paul and Shan therefore it
does not want to send media to Bob, Ellen, Gllen and Quetra. However Alice is
willing to receive media from all the members of the session. Similarly other
members also have some conflict with one another and want to share some
information only with selected members of the session. Table 4.3 shows the detail

who wants to send and receive media to whoin.

Table 4.3; Preference Rules

User Send To Receive From
Alice Carel, Duminy, Freddy, Paul, ahd Bob, Carel, Duminy, Ellen,
. Shan. Freddy, Glien, Quetra, Paul, and
Shan.
Bob | Alice, Carei, Paul, and Shan. _ Alice, Carel, Paul, and Shan.
Carel Alice, Bob, Duminy, Fréddy, Paul, and Alice,‘Bob, Duminy, Ellen,
Shan. Freddy, Gllen, Quetra, Paul, and
Shan.
Duminy Alice, Bob, Carel, Ellen, Freddy, Alice, Bob, Carel, Freddy, and
Gllen, Quetra, Paul, and Shan. Shan.
Ellen Alice, Bob, Glien, Paul, and Shan. | Alice, Bob, Gllen, Paul, and
Shan,
Freddy Bob, Carei, ]Suminy, Gllen and Quetra, | Alice, Bob, Duminy, Ellen,
Gllen and Quetra
Gllen Alice, Bob, Carel, Duminy, Ellén, Alice, Bob, Carel, Duminy,
Freddy, Quetra, Paul, and Shan. Ellen, Freddy, Quetra, Paul, and
i L R L Shan.
Quetra Alice, Bob, Carel, Duminy, Ellen, Alice, Bob, Carel and Duminy
Freddy, Gllen, Paul, and Shan. i
Paul Bob, Carel, ﬁurﬁiny, Freddy and Gllen | Bob, Carel, Duminy, Freddy,
. Gllen and Quetra
Shan Alice, Bob, Carel, Duminy, Ellen, Carel, Freddy, Gllen and Quetra
Freddy, Gllen, Quétra, and Pail
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Table 4.4: List of Senders and Receivers After Media Mixing (Nazish et al. 2010)

User Send To 7 — - Réceive"From

Alice Carel, Duminy, Freddy Bob, Carel, Duminy, Ellen, Gllen,
. . . ) Quetra, Shan. X
Bob Alice, Carel, Paul -~ | Carel, Paul, Shan,
Carel Alice, Bob, Duminy, Paul, Shan. Alice, Bob, Duminy, Freddy, Gllen,

Quetra, Paul; Shan.
Duminy Alice, Carel, Freddy, Gllen, Quetra, Alice, Carel, Freddy, and Shan.

Paul
Ellen Alice, Gllen . Gllen o
Freddy Carel, Duminy, Gllen . | Alice, Durniny, Gllen, Queétra
Gllen Alice, Carel, Ellen, Freddy, Paul, Ellen, Freddy, Quetra, Paul, Shan.
Shan. , ,
Quetra Alice, Carel, Freddy, Gllen, Paul, Duminy
Shan. . . .
Paul Bob, Carel,Gllen o Bob, Carel, Duminy, Gllen, Quetra
Shan Alice, Bob, Carel, Duminy, Elleh, _Carel, Gllen, Quetra
Gllen .

Now when all the users hadve specified their rules, Controlling PTM server mix
these rules and devise a new table consisting of the exact entries that what information

should be delivered.

Instead of sending the media blindly to all the members of theé session we
proposed a presence based media mixing solution. At the start of the PTM session the
PTM server subscribes the presence information of all the members of the session. If
a new user is added to the session then first of all its presence is subscribed by the
PTM server. After receiving thé media from a user, PTM server first matches it with
the send/receive rules. After deciding that this media will be forwarded to how many
users PTM server checks the presence information of the intended receivers. If the
presence information states that a particular receiver is not available then media is not
forwarded to that user. It results in more efficient utilization of resources. Only those

users will receive the media whose presence information show that they are willing to

receive it. Details are shown in Figure 4.11.
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Figure 4.11: Media iixing with presence
We'described the scenario by adding a “presence” and “list of final receivers”
column in the Table 4.5. “Prese:ﬁce” column shows the availability of the users listed
in “send to” column. Final list is prepared by applying “and” operation on “send to”
and “presence” column. If a user is listed in “send to” column and its presence
information is also available only then it can be added in list of final receivers. In the
Presence information column of the Table 4.5 “Y” shows that user is available to

receive the media and “N” shows that user is not-available to receive media.

4.5 Election Based Distributed Deletion Mechanism

To successfully delete a malicious user from an on-going PTT and PTM session an
Election Based Distributed Authority mechanisin is designed. In this mechanism
whenever an authenticated user finds that one of the other users is acting as a

malicious user, it sends a request to delete that user from the session.
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Table 4.5: Media Mixing With Presence

User Send To Receive From Presence Final List of
. ___ _ | Information Receivers
Alice Carel, Duminy, Bob, Carel, Duminy, | Y,Y,N Carel, Duminy
Freddy Ellen, Gllen, Quetra,
Shan.
Bob Alice, Carel, Paul | Carel, Paul, Shan, Y,.N,Y Alice, Paul
Carel Alice, Bob, Alice, Bob, Duminy, | Y,N,Y,Y,Y [ Alice, Duminy,
Duminy, Paul, Shan. | Freddy, Gllen, Paul, Shan.
Quetra, Paul, Shan.
Duminy Alice, Carel, Alice, Carel, Freddy, | Y;Y, Y,Y,Y, | Alice, Carel,
Freddy, Gllen, and Shan. N Freddy, Gllen,
Quetra, Paul ' Quetra .
Ellen Alice, Gllen :| Gllen Y,Y Alice, Gllen
Freddy Carel, Duminy, Alice, Duminy, Y,N,N Carel
Gllen Gllen, Quetra
Gllen Alice, Carel, Ellen, | Ellen, Freddy, Y,Y,Y,N,N, | Alice, Carel,
Freddy, Paul, Shan | Quetra, Paul, Shan. Y Ellen, Shan
Quetra Alice, Carel, Duminy Y,N,Y,N,Y, | Alice, Freddy,
Freddy, Gllen, Paul, N Paul
Shan . e
Paul Bob, Carel, Gllen Bob, Carel, Duminy, | Y,Y,N Bob, Carel
Gllen, Quetra
Shan Alice, Bob, Carel, ) “Carel, Gllen, Quetra | Y, Y, N, N, Y, | Alice, Bob, Ellen,
Duminy, Ellen, Y Gllen
Gllen

The contrdllir}g server re;:eives ﬂthe deletion request and starts an election
among the members of the session by sending a “cast_vote” message. All the
members are required to cast their votes as either agree or disagree. The user against
whom the election is conducted is not allowed to cast the vote. If user does not cast
the vote until timeout then that user is not considered in overall result calculaﬁon. The
timeout value is predefined by the session imitator. After getting response from all the
users or at timeout the controlling server calculates the votes. If the votes to delete
that user from the session exceed more than a predefined threshold value (i.e. 75%)

the controlling server deletes that user from the session.
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If it does not exceed the threshold value then the user remains a part of the
session. This feature can be misused by an attacker to waste the network resources by
sending too many deletion complaints. To handle this situation whenever controlling
server finds that the deletion requester is not correct (the election votes do not exceed
the threshéld value), it issues a warning to election initiator. If election initiator
repeats that mistake and se‘nds another deletion request and again the request fails to
get the required vote, the controlling server deletes the requester from the session. In
this way a user can send maximum two wrong deletion requests. Figure 4.12 shows

the scenario in detail. .

S5 ~n 2. - Deleted - &
wﬁmmzmmm R k /%

User against whom
compalint is
registered

threshold: warning gt

A=}

%%e &

e F CS: Controlling Server

Figure 4.12: Election Based Distributed Deletion Mechanism

4.6 Allocation of Maximum Floor Control Tinie

Talk burst control protocol (TBCI?)' is introduced to communicate various types of

information between users and controlling servers. When controlling server finds that
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the current user is using the floor for a very long period of time it can revoke the floor

by using TBCP_Revoke command.

But’ déciding it at the.run time that when to revoke the floor requires
continuous monitoring and run time decision by the controlling server. Secondly
controlling server uses the same revocation time for all the users. We introduce a
technique in which the session initiator defines the maximum floor time for all the
users. The session initiator can set this time on per user basis. It means different time
can be set for every user. For example if the session initiator thinks that a user A has
more important data to share it can allow user A to keep the floor for a long period of
time as compared to other users. Now there can be a sifuation in which a user may
need floor for longer period of time while the session initiator allows to keep the floor
for small period of ‘time. User is allowed to Send a request to controlling server for
keeping the floor for longer period of time. The controlling server after getting the
request again use the election base techf;ique to decide whether to allow the user to
keep the floor for longer period of time or not. If once a user is disallowed to use the
floor for longer period of time, re-request is not allowed. It means in a-session a user

is allowed only once to request for longer floor control time. -

4.7 Solutions to Problems Related to Multiparty Conference

In order to handle different types of flooding attacks and internal threats we
developed an Intfusion Detection System. To reduce the chances of conflict among
the existing participants of ‘the conference service, we offer an election based

distributed referring authority mechanism and to maximize the scope of the
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conference service in real life we introduce the concept of parameterized referring.

Details of each solution are described below:

4.7.1 Intrusion Detection System

To mitigate the effect of invite' flooding attacks and others we propose an intrusion
detection system based on misuse detection component. Misuse detection detects the
attack and penalizes the attacker before serving the request. Attack rules consist of
comprehensive list of the rules related to every type of possible attack. Rules are
defined with respect to the role. Blacklist contains the list of the users who try to

attack over the network. These users are blocked for a particular period of time.

Rulézs can be ca}Iled as signature. To formulate the signatures we obtain two
dataset of signatures. First data set is obtained from The Cooperative Association for
Internet Data Analysis (CAIDA) and the second data set is obtained from defense
advance research project agency (DARPA) known as KDDCUP. Different quality
attributes are configured to shortlist the most relevant signatures. We select 79
signatures from CAIDA and 39 signatures from KDDCUP. Signatures are selected on

the basis of différent quality attributes those are explainéd below.
o - False Positive
o False Negative

e Completeness

e Breadth
e Precision
e Recall
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e Collision

When an application server receives a request for conference server then
instead of forwarding it directly to conference server the application server sends it to
equipped with the set of rules about each type of attack. This module after receiving
the request first matches it with the blacklist. If that user’s ID exists in the blacklist
the request is discarded. If the user does not exist in the blacklist then the misuse
detection module matches it with the attack rules. If the request matches with any of
the attack rules it is considered as an attack and is discarded immediately. After
discarding the requests the attacker is put into the blacklist for ceitain period of time.
Here we al§o describe the mechanism for the blacklist timings. The blacklist timings
depend upém the attacker. If it is particular user’s first attempt to attack, it is
blacklisted for few minutes but if user again tries to attack after getting out from the
blacklist then its blacklist timings are doubled f;om the previous timings. For this
purpose a counter is initialized for every attacker whenever it makes first attempt to
attack. With every subsequent attack request the counter is incremented by one and
the blackliét timings are doubled from the previous timings. If the request does not
match with'any of the attack rules it is considered a legitimate request and forwards to

the conference server. Conference server serves the request.

4.7.2" Election Based Distributed Referring Authority

Conference service allows a single participant to refer anyone to the conference.
Therefore a participant may refer a pefson who is not acceptable by other participants

of the conference. This situation can result into conflict. In order to prevent the
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conference service from these types of conflicts and to create friendly environment
among the conference participants we develop an election based distributed referring
authority mechanism. Whefiever a participant wants to refer a person it initiates an
election by sending a refer request to the conference server. Conference server starts
polling by sending a Poll request to all the existing participants of the conference. The
participants sre required to cast their vote either with “yes” or “no”. Yes for allowing
the refer request and no to reject it. If a participant does not reply within the specified
period of time it is automatically considéred as “yes”. After receiving responses from
all the participants or at the end of the specified time, the conference server counts the
votes. If a certain percentage (i.e. 60%) of the members replied in “yes” the refer
request is entertained else it is discarded and the initiator is notified. Initiator’s

response is always counted as “yes”. Figure 4.13 explains the scenario in detail.

L3

Figure 4.13: Election Based Referring Mechanism

Whenever a participant refers to some other person into the IMS conference, it

becomes fully authorized member of the conference. There are many scenarios where

13
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we want to invite few persons as a passive member of the conference. Here passive
means that the participant is not fully authorized for all types of action. The authority
of the participant is limited i.e. only to watch the conference (Listening and speaking
is not allowed). To accommodate these types of scenarios in the IMS conference we
propose a parameterized refer request mechanism. Whenever a participant launches a
refer request it also specifies the authority of the referred user along with the refer
request. Authority represents actions that referred participant can take (watching,
listening, speaking etc.). The details are shown in Figure 4.14. This mechanism
reduces the load from the network by allowing only few users to send the media.
Scalability that i‘s the major ploblem with the conference server can be achieved
through this mechanism by adding more and more passive users. If all the participants
are allowed to speak in a conference then the decision about turn to speak may results
in conflict. Since thi; mechanism can also reduce the number of users allowed to talk

so this problem can be solved up to great extent.

Reforved a8
_Listanier only

" Referred 38
. Viewer only

Reterrsd i futly gy
authorized authorized
" - Paiticlpant

2 Riterrod ab SpoaKor
and Listener but not-
IS E-viwer

Figure 4.14: Parameterized Referring
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4.8 IMS and NGN Security

To improve the security of the IMS application servers and to make them more
resilient against different types of attacks we propose a role based IDP that acts as a
middleware between IMS core and application plane. S-CSCF has the authority to
route the request towards the IMS application plane. When a request arrives at S-
CSCEF, it decidés whether to route. it towards application plane or in some other
direction. Initial filter criteria are used to support the decision of S-CSCF. Top level

view of proposed IDP is shown in Figure 4.15.

1MS Applicatioh Server

User Plane’

Figure 4.15: Top Level View and Placement of IDP System

The objective of IDP system is to protect IMS Application Servers (ASs) and
secure SIP signaling on-IP Multimedia Service Control (ISC) interface. The ISC
interface connects AS Wwith IMS core. The 3GPP has not standardized specific
security solution to secure this ISC. We concentrate the security threats that IMS ASs
have challer_l.ged, especially the SIP signaling attacks on this interface and general on
the whole. The lower level attacks could be prevented by using low-level security

mechanisms, e.g., Transport Layer Security (TLS) and IP security (IPsec) to secure
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the communication channel by encryption. The higher level attacks like SQL
injections at application level are not mitigated by low-level security mechanisms.

Hence, the task of IDP-AS is to detect and block such higher level attacks.

Since our IDP stands in-between IMS core and application plane so
whenever S-CSCF route a request towards any application server first it is received by

the IDP. Different components of our proposed IDP system are described in details as:

4.8.1 SIP Stack

It is the first component that receives the request and delivers the response. As soon as
S-CSCF decides that it needs to route this request towards application plane, it
forwards the request towards the SIP stack. We can say SIP stack entry woiks as an

entry and exit point of our IDP.

4.8.2 Blacklist Configuration

As soon as an attack is identified the attacker is put into the blacklist. SIP stack after
receiving request first checks the blacklist in order to ensure that sender is not in the
blacklist. If sender is found in the blacklist, request is discarded immediately. Now the
question isf whether this blacklist will be fixed or dyhamic. Fixed list means that it will
be configured at the time of creation of n'etv'vor‘k and after that it will remain static.
But this solution is not hexible. How long an’ attacker will remain blacklisted is
another question. We developed an adaptive algorithm for blacklist timings. As soon
as an attack is detected, blacklist history is consulted and it is checked whether the
user was in the blacklist earlier. If it is found from the history that this user has
already blacklisted one or more times before launching this attack then it is put into

the blacklist and its blacklist timings are increased on the basis of level of current
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attack and number of times for which that user was put into the blacklist. If the
current request is the first time attack from that particglar user then on the basis of
level of attackuit is decided whether to put this attacker into blacklist or just to give a
warning. If it is decided that attacker will be put into the blacklist ;hen the blacklist

timings are again decided on the basis of level of attack.

4.8.3 Level of Attack

Attacks can be categorized into different levels based on se\;erity. We define a
number of signatures for differentmtypes of attacks and each signature has a particular
level of seilerity that is assigned at the time of formulation and verification of that
signature. When a request matches with a signature, it is checkEd what is the level of

attack associated with that particular signature.

4.8.4 Role Formulation

There exists no network where all the users have same rights and preferences. Rights
and preferences of the users vary according to their requirements. We assigned
different roles to different users on the basis of rights allocated to the users. These
roles are defined at the time of registration and can be changed through re-register
procedure. Whenever S-CSCF receives a régister re'ql.ies't it issues a challenge to the
users, upon receiving a challenge it downloads the user’s profile from HSS. At the
time of do;avnloading user profile and adding user’s régistration its role is defined on
the basis of different packages subscribed etc. To store the user’s roles a table is
added to the HSS. This table can be copied by the IDP system or IDP system can get

direct access to HSS. Direct access to HSS is not a good solution so we prefer that
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whenever there is change in the role table it is copied to the IDP through S-CSCF.

IMS users are divided into three priority roles.
e High Priority Role: A user with more privileges is ranked as high priority user

e Medium Priority Role: A user with average privileges ranked as medium

priority user

e Low Priority Role: A user with low privileges is ranked as low priority user

B

4.8.5 Signature Formulation

Attack signatures are deﬁned to detect the attacks. All the well known attacks have
some paﬁéms and those patterns are defined and listed by many of the research
organizations and many of the IDP systems. We collected two data sets of signatures
and shortlist - few signa;cures from those data sets. The first data set is known as
KDDCUP iand it is obtained from DARPA. It contains about 14000 pages on which
thousands of signatures are listed. Second data set is obtained from Cooperative
Association for Intérnet Data Analysis. After getting the data set we short list few of
the rules related to SIP based DoS attacks. In order to short list the rulés first we
collect all the rules related to SIP and DoS attacks. After that we identify the attack
signatures ‘on the basis of time, severity, and lower level protocols. We only selected
the attack signatures which were defined after 2004 and whose severity level is more
than 5. Since SIP mostly works with UDP so we take only UDP based signatures.
After getting the signatu;es we verify them through various tests. These tests include
header analysis, payload analysis and state base analysis. At the end of signature
verification 286 rules are selected from KDDCUP and 521 rules from Cooperative
Association for Internet Data Analysis. We also define few new signatures according
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to our test case requirements. Signatures are also divided into two more categories on

the basis of time dependency.

To start our IDP first S-CSCF sends a request towards SIP stack, SIP stack
checks the blacklist and if a user is found in the blacklist the request is discarded. If
user is not found in blacklist then the user is added to partner list and its role is
extracted from the table. Signatures are divided into three categories depending upon
the type of roles. Every role has different list of signatures and within a list signatures
are sorted on the basis of severity. Signatures of major ‘attacks are put on top and
signatures of minor threats are placed at the bottom of the list. After retrieving the role
the request is matched with the signatures. If request is matched with any of the
signature, it is discarded immediately and level of attack is checked. We define 10
levels of attacks and all th: signatures are divided iﬁto these 10 levels. Higher level
represents more severe attack. So when an attack is detected the user is put into the
blacklist and it remains into the blacklist for the number of minutes equal to the\rfle\'/el
of attack. After getting out from the blacklist if the same user retry to attack then it
will again put into the blacklist and this time blacklist timing will be equal to level of
this attack multiply by sum of previous blacklist timings. If the request does not
match with any of the signatures, it is considered as legitimate request and an “OK”

response is forwarded towards S-CSCF who forwards the request towards application

server. Detail architecture of IDP is given in Figur€ 4.16.
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Figure 4.16: Architecture of the IDP System

To detect time-independent (TI) attack, the IDP-AS compares the message
with deﬁnéd attack rules, if matches, it turns the procedure attack detected, and
annouincés the detection and block the message, otherwisé the message is regarded as

secure and is forwarded to the SIP Server.

To detect time-dependent (TD)_ attacks, the parther has a timer to perform
periodic checking the state of user. As timer is triggered, a comparison between the
current state of partner & the defined attack fules will be carried out: if matches, the
procedure attack detected takes over the control. The fufther messages to or from the

UE will be blocked.
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Figure 4.17: Sequence Diagrarn of Proposed IDP System

4.9 Testing of Non-Evolutionary Algorithms

In gnomaly detection module we started the implementation of the testbed with the
deployment of IMS core. IMS core consists of four main components. First P-CSCF,
entry point for the users, is configured with support of security association and
Session Initiation Protocol (SIP) compression features. For the whole core network
we use IMS open core. I-CSCF is also configured to find out the appropriate S-CSCF.
Finally S-CSCF is configured with‘ routing and registration support. Boarder gateway
control function is deployed to exit from the IMS netWo‘;k. Signaling gateway is also
configured for the non-IMS ‘users. ISC inferface is used to create a contact between S-
CSCF and the application server. Mw interface connects the CSCF with each other.
Last step in IMS core deployment is the configuration-of HSS. It was Cx interface that

is used for interaction between HSS and CSCF.
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Next step is to configure the client. To configure the client we use SIP-P. SIP-
P is a tool that can generate IMS clients with full functionality. We divide the clients
into three different groups. First group of client is named as Legitimate group and all
the clients in this group act normally and commu}licate by following the standard
communication procedures. Second group of clients is named as Flooding clients. In
this group all the clients send bulk of SIP requests towards the core network to create’
effect of denial of service. Third group is named_és Malformed clients and the nodes
of this group seénds attack packets (excluding flooding attacks) towards the core
network. These attacks mainly include invite to death and SQL injection. To create

malformed'attacks we use two different tools. First tool is known as Codenomicon

and second tool is SIP security evaluation tool.

Third step was to create dataset. To create dataset we deployed two sniffers.
The first sniffer is deployed on Gm interface between the Legitimate client group and
the P-CSCF and the second sniffer is deployed on the Gm interface between other two
groups and P-CSCF. Wireshark is used to sniff the packets. Both the sniffer after
sniffing the packets sent them to an offline analysis machine. Now the offline analysis
machine consists of two daasets. First that is obtained from legitimate clients and the
second that is obtained from malicious users. After that 10 fold cross validation
technique is deployed to train and test the data. In the training phase the system learns
the rule and behavior and on completion of the training phase those rulés are tested on
real time packets. Feature extraction module ‘aftér extracting the features forwards it
to classifier. Detail of feature extraction module is given }aelow. Classifier ends with
different types of rule those can be used as an anomaly detection tool. It is classifier’s
responsibility to decide whether the packet contains an attack or not. If a packet
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contains an attack it will be considered as malicious packet otherwise it will be
accepted as legitimate packet. Figure 4.18 is explaining the structure of the testbed in

detail.

Legitiinate Nodes

Eﬁ Offline Analysis Machine

Sniffer =
L Traning: >
e ~Les;mmate
IQ,FOIQ’,Cross {‘ Attack. |
Validation

= - Tesing
: —] | |‘Legitiinate -

Legitimate  ARack R
Attaek.

Traffic

Figure 4.18: Testbed for Anomaly Detection
4.9.1 Feature Extraction

As SIP is request/response based protocol so features are ethé.cted from both types.
So far as flooding is ¢oncerned the first feature is the quantity (Zubair et al. 2009).
Here quantity refers to the number of SIP request and response messages generated.
These SIP messages include Register, Invite, Subscribe, 200 Ok, Bye, Cancel, Re-
Invite, 100, 481, etc. Errors are also coﬁnted“including the client and server errors.

Time duration is another feature that needsto be extracted, in how much time how
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many requests are arrived from particular source gives us a good idea to predict a
flooding attack. User’s role is another feature without which it is not possible to get
high success rate. Users are classified into three different groups and each group has
different preferences. Group one with higher priority can send more SIP requests as

compared to users of group three who are low priority users.

Feature in malformed packets are ranked on the basis of statistics and
information theory measures. The most popular parameter is the information gain.
Through information gain uncertainty is reduced by having prior knowledge (Cover et
al. 2006). Entropies H(C) and H(F) defines the uncertainty with class attribute C and
feature F. Mathematically the information gain of F wiih‘respect -to C is shown in the

equation below:
IG(C; F) = H(C) - H(C|F) )

Y is considered as value of legitimate dataset and z is for the malicious

dataset. For a given probability p(6si), IG can be computed by:

z

Y z
)-(z_*_y)-logz(z_*_y»)“ (2)

+z

I6(y;2) = ~(;5) log=(

4.9.2 Classifier

In this paper our focus is on non-evolutionary classifiers. We have selected four well
known non-evolutionary classifiers. Reason of selecting these classifiers is there
goodwill in the available literature (Akbar et al. 2009). Now we will provide a little

detail of each of the four selected classifier.
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A. Support Vector Machine : In this classifier Instances of different classes are
differentiated by creating decision boundaries (hyper plane). It is commonly used for

two class problem (Lewicki et al. 2006).

B. C4.5 Algorithm : Feature set is mapped over a specific class and from
training data a decision tree is generated. This decision tree is applied recursively on
the subset of the features. Only those attributes are considered the part of the final

classification which gain largest set of information (Quinlan et al. 1996).

C. Naive Bays Algorithm : In this probabilistic classifier it is assumed that there
is no statistical relation between presence/absence of an attribute. This algorithm has

shown good results in many real life scenarios (Rish et al. 2001)..

D. Inductive Rule Learner : By using greedy induction this algorithm creates
rule-set. It is also known as Repeated Incremental Pruning to Produce Error
Reduction (RIPPER). Postpass optimization is performed over the rule-set to achieve
the fitness. Cross validation techniques are also used to mitigate the chances of over

fitting (Han et al. 2006).

4.9.3 Legitimate Dataset

The original SIP traces are very important for our study as it help us to perform
accurate analysis of IMS traffic. Therefore, the real world benign dataset for out study
has been collected frorﬂ an operational IMS service provider in our region. The
service provider provides services to a large number of users and to several enterprise
entities. We developed a SIP traffic logger and deployed it on the P-CSCF of IMS

core in order to sniff a real world SIP traffic of moré than 30 days. The log contains
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traces of various' SIP dialogues from multiple users in form of SIP request and

response messages.

4.9.4 Malicious Dataset

Wé have created a testbed to generate malicious SIP requests targeting the IMS
architecture. Our testbed consists of Open IMS _Core (FOKUS, 2006): an open source
implementation of IMS Call Session Control Functions (CSCFs) and a lightweight
Home -Subscriber Server (HSS). We launch attacks on the IMS core by using our
customized SIP Security Evaluation Tool. The tool is capable of launching several
thousand malicious SIP requests to the server on a pre defined attack rate. We also use
the security testing tool by Codenomicon Defenses to produce anomalous SIP
messaé'es containing syntactical anomalies, format string and input validation
vulnerabilities. While collecting datasets from-variety of tools, we ensure that no
evident artifacts are commenced in malicious dataset that makes the detection
instinctively undemanding. This makes our dataset diverse containing wide set of
malicious messages and real world exploitation test cases. We sniffed the malicious

requests at P-CSCF of an IMS core to perform our analysis.

4.9.5 Analysis of Dataset

As discussed earlier, SIP is a text-based protocol therefore we start our analysis with
the by:ce-level(character) distribution of IMS traffic to detect malicious packets.
| Figure 4.19(a) and 4.19(b) show the byte-level distribution of benign and malicious
dataset. It can be clearly seen that the occurrence probabilities of tokens, characters

and other syntactical attributes in benign and malicious packets do not show large

variance. Therefore, it can be intuitively argued that byte-level distribution of
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malicious packets do not change because the malicious content is averaged out by the
whole packet size. This strategy of entrenching small malicious content is frequently
adopted to make them fit inside buffer overflows/unused fields to évade detection of

malicious packets.

008 - 008
0.08; 0.06
Zoo4 §c.m
0402 602 f |
L — 0 150 200 2% % lsu wn;gso"'ioo 250
a) Legitimate Data b) Malicious Data

Figure 4.19: Byte Level Distribution

4.9.6 Modeling of Byte-Level Distributions

the length of the SIP message. With no loss of generality, we can also treat every.
successive n byteés in S as our input attributes to classiﬁcétio'n module. This is
commonly referred as n — gram feature $pace, where the frequengy of n bytes in S
acts as a measure of its importance in S. The right choice of the value of n plays a
critical role in such systems: if n is too small, the probability of false detection
increases; otherwise if we choose large value for n, it significantly increases the
processing overhead making the framework infeasible for real time systems. For real-
time detection of malicious packets, we’ r»1eed a model that not only extracts the
relevant underlying information 5ut it shoulg;ibe efficient in term’ of throughput of the

system. We therefore modeled the byte-level distribution of S in k states i.e . Os = {

Osp, Os;, O3y, .......... Osi}. The tran"sa“(:ﬁon_ function y opétates on the byte level
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distribution of each incoming packet S and embeds the spatial information in the form
of probability of state transitions. With each byte value si, such that si=> Osi, we
computed the transition of byte si+1 followed by the byte si as t(ei, ei+1} and the
probability of state transition as p{©i, ©i+1}. The transition probabilities of k states
are represented in Probability matrix P(6s), with dimensions kxk (k = 2% in case of

byte level distribution). Mathematically the entrenching function v is represented as:
P(8) = (P(0:))o,es (1)

with eachrow 0 < @ < k of P(8;) satisfies the condition

Gi=k

E P(0si 0siy1) = 1

8ei=1 @ .
We computed the probability transition matrix during the tiaining phase from the
benigri;packets. While computing the P(Os) we assume that the transition between
byte values follows the Markov property. We consider each probably in P(Os) as a
potential-attribute for our classification module. However, there can be few states that
do not contain valuable information for classification module. For example, Figure
4.20 depicts that the occurrence probability of certain byte valuies is zero in benign
traffic making the corresponding state transition probabilities p(©si) = 0. Therefore, it
makes perfect sense to remove redundant features — having low classification
potential — from P(Os) and it should not degrade the false alarm rate. The removal of
redundant features will also reduce the dimensionality of probability transition matrix:
as a result better through put can be achieved.

The IG value near to 1 depicts higher classification potential of transition

probabilities.
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Figure 4.20: Normal Probability Graph of IG Values

4.10 Chapter Summary

In this chapter we discussed different frameworks and the methodology to solve the
problems related to IMS based multimedia services. So far as 'preééﬁce is concerned
we presented presence e€nabled conditional call setup mechanism and presence
triggered automatic call mechanism. In presence eﬁable conciit'ional call setup we
proposed that for occasional calls user is not needed to subscribe the presence service.
Presence is used during the call setup process. On one hand this solution educes the
load from the air interface and on the other hand it reduces the overall delay. In
presence triggered call setup we proposed that presence condition will be stored and
upon getting the correct response from presence server, the S-CSCF automatically
generates a call. For instant messaging, security solutions like three layer secure
architecture, presence and preference based secure solutions are presented. In three
layers secure architecture layer one takes the preferences from sender and hence
reduces chances of misuse and spoofing. Layer consists of an IDP system that tries to

detect an attack and the third layer takes the receiver preferencéjs‘ and minimizes the
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disturbance problem and targeted attacks. In other solutions presence service is used
to reduce the chances of message flooding attack on targeted users. Election based
rights allocation, deletion and floor control mechanisms, media mixing with presence
are the solutions proposed for PoC and PTM. In election based rights allocation a user
gets the rights on which-all the other participants agree. Maximum floor control time
is also allocated to the users on the basis of their role in the session. Media mixing
algorithm takes the preferences of all the users and deliver the media according to
those preferences. Distributed and Limited rights referring solutions are developed for
multiparty conference. IDP system based on misuse detection and anomaly detection
modules is developed to secure the application servéers from different types of
flooding and other attacks. In misuse system first time we introduced the role of the
user in attack detection. Secondly we also consider the severity of the attack. A new
blacklist algorithm is also proposed to penalize the attacker in case of attack detection.
In anomaly detection module we tested four non evolutionary algorithms. Till now,
according to our best knowledge, non evolutionary algorithms are never used in IMS

for increasing the security.
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CHAPTER 5

5. RESULTS AND DISCUSSION

In this chapter we discussed the testing platform, test scenarios and results. After that

results are elaborated in detail.

5.1 Testbed Environment

To obtain the results of the proposed scenario ‘'we tested it on an IMS testbed. The
testbed consists of IP phones (Soft Phones), IMS core and IMS application server.
First we download an open source IP phone and modify its working to enable it to
work with our testbed. After that IMS core open source is downloaded and configured
accordingly. The IMS core that we configure consists of 4 major components. First
we configure the P-CSCF and all its relevant features like PDF, IPSec association etc.
After that I-CSCF is configured. S-CSCF is also configured with routing protocols,
registration and AKA mechanism, initial filter criteria etc. HSS is prepared with all
the relevant tablés to store user and network specific data. dn the top of the IMS-core
we develop a prototype of IMS application servér that can be accessible through ISC

interface. Layout of the testbed is shown in Figure 5.1.

A prototype of presence service is developed and configured in order to oEtain

the results.
5.2 Case 1: Presence Based Conditional Call

In order to evaluate presence based conditional call setup mechanism we developed a
case consisting of four scenarios. In first scendrio we routed call from one soft phone

to another soft phone those are placed at long distance.
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Figure 5.1: Testbed Scenario

900 Kilometers a‘ré considered as a long distance. By generating a 1ot of
useless traffic over the network we determined the results at different traffic loads.
The first scenario is the one in which two communicating parties exist at long distance
and;he load on the network is normal. We take 25% to 30% load as normal. In the ond
scenario we routed a call from one soft phone to another soft phone those were placed
in one building. This experiment is also conducted at normal load. In 3™ scenario
users are placed at long distance and results are _me‘ésmed at heavy load. 70% to 75%
load is treated as heavy load. In 4™ scenario usérs are placed in same building and

results are measured at heavy load. In the last set of experiments we checked average

nuinber of messagés exchanged over the air interface.

5.2.1 Results of Scenario 1

In the first set of experiments we calculate the average delay in normal call setup. It is

almost the same as described in ITU E.721 recommendatioris. These delays are also
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verified by many research articles (Mahmood et al. 2009). We also calculate the
presence subscription and un-subscription delay including notifications. At the end we
calculate the overall delay in conditional call setup. We find that in conditional call
setup, delay is very much lower as compared to total delay of presénce subscription,

call setup and presence un-subscription.

We find that call setup delay in normal scenario is 8 seconds. After that we
calculate the delay of presence subscription and presence un-subscription. Collective
delay of presence subscription and call setup is found as 10.5 seconds. Collective
delay of If)res'éhce subscription, presence un-subscriétion and call setup is 12.9
seconds. Call setup delay of our proposéd conditional call setup' model is calculated
and delay of 8.9 seconds is found. We plot the graph of total delay by generating 120

calls. Figure 5.2 explains the results in more detail. -

—_ - —_
D QN E -
L ) ] ! j

Delay (Seconds)

0 = G:‘ T - ; T - )
Delay with Presence  Delay With Presence  Delay with Presence
Subscription and Subscription only Enabled Conditional
Unsubscription Call Setup

Figure 5.2: Delay of Long Distance Calls With Normal Load
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5.2.2 Results of Scenario 11

In the second experiment we check tfxe overall delay in local call setup. We find that
call setup delay in' normal scenario is 3 seconds. After that we calculate the delay of
presence subscription and presence un-subscription. Collective delay of presence
subscription and call setup is found as 5.1 seconds. Collective delay of presence
subscription, presence un-subscription and call setup is 7 seconds. Call setup delay of
our proposed conditional call setup model is calculated and delay of 3.8 seconds is

found. We plot the graph of total delay by generating different number of calls.
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Subscription and Subscription only Enabled Conditional
~ Unsubscription Call Setup

Figure 5.3: Delay of Local Calls With Normal Load

5.2.3 Results of Scenario 111

In the third experiment we check the overall delay in long distahce call setup under
heavy network load. We find that call setup delay in existing scenario is 12 seconds.
After that we calculate the delay of- presence subscription and presence un-

subscription. Collective delay of presence subscription and call setup is found as 15.7
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seconds. Collective delay of presence subscription, presence un-subscription and call
setup is 19.1 seconds. Call setup delay of our proposed conditional call setup model is
calculated and delay of 13.2 seconds is found. We plot the graph of total delay by

generating different number of calls.
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~ 20 -
i
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8 5.
Delay with Presénce Delay With Presence Delay with Presence
Subscription and Subscription only Enabled Conditional

Unsubscéription Call Setup

Figure 5.4: Delay of Interfiational Calls With Heavy Load

5.2.4 Results of Scenario 1V

In the fourth experiment we check the overall delay 1n local call setup .under heavy
network load. We find that call setup delay in existing scenario is ;1.5 seconds. After
that we calculate the Slelay of presence subscription and presence un-subscription.
Collective“;delay of presence subscription and call setup is found as 7.8 seconds.
Collective delay of presence subscription, presence un-subscription and call setup is
10.6 seconds. Call setup delay of the proposed condition;cll call setup model is
calculated and delay of 5.6 seconds is found. We plot the graph of total delay by

generating different number of calls.
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Figure 5.5: Delay of Local Calls With Heavy Load

5.2.5 Results of Scenario V

In case of subscriber before call the number of messages exchanged for presence
service subscription are not required for conditional call. Figure 5.6 shows that the
number of messages exchanged for different number of calls require far more
messages in the traditional mechanism a-s compared to our conditional call
mechanism. The presence subscription process requires exchange of 4 messages.
Therefore the traditional subscribe before call mechanism requires total exchange of 5
messages to send a presence based call setup request ‘Invite’ (4 messages for presence
subscription and one for SIP Invite request). While in our preseénce enabled
conditional call mechanism only one request is exchanged at the air interface of the

watcher. (Presénce condition énabled SIP Invite request).

k4

The procedure of Un-subscribing the presence service is very much similar
to the subscription procedure. The only difference is-that instead of sending the
‘Subscribe’ request, a watcher sends a ‘Subscribe’ request with expiry time equals to

zero. Since presence notifications are generated after every change in the presence
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information of the subscribed attributes so it puts high load on the network as well as

on watcher’s device.

E]

If the only purpose of the watther is to get presence information to route a
call then in traditional process first it needs to subscribe for the presence information
and after making the call it needs to unsubscribe the presence information in order to
avoid unnecessary notifications. In our presence enabled conditional call mechanism a
watcher neither need to subscribe for the presencé information nor does it require
unsubscribing it.

The presence subscription process requires exchange of 4 messages and un-
Subscription also requires exchange of 4 messages. Therefore in this case the
traditional ;ubscribe before call mechanism requires total exchange ‘of 9 messages (4
messages for presence subscription, 1 fE)r SIP Invite request and 4 for presence un-
subscription) to send a presence based cail setup request ‘Invite’ if the caller does not
require presence information after the call. In our presence enabled conditional call
mechanism since there is no presence subscription so un-sub‘s'cri;;tion is also not

required. Therefore only one message is exchanged between caller and P-CSCF

(presence condition enabled SIP Invite request).

5.3 Case 2: Three Layer Secure Architecture

To test the validity of the three layer secure architecture, we take four users. Two
users with IP addresses 92.168.10.1 and 192.168.10.2, respectively, play the role of
senders. We named them as “user A” and “user B,” respectively. A’s priority is set as

3 and B’s priority is set to 1 (higher number shows the higher priority). Both users
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configure the same set of authorization rules at the S-CSCF. The list of those rules is

given in simple text fofmat as:

Over Air Interface

Call setup with ., Call setup with Presence enabled
presence subscription presence subscription conditional call setup
and un-subscription only

Average Number of Per Call Messages Exchanged |

Figure 5.6: Performance of Presence Enabled Conditional Call

e Only forward 100 messages perrhour
¢ Do not create any session betweeén 3:00 pm to 5:00 pm
o Créate session with user Y only between 6:00 pm to 6:00 am
Attack rules configured at the IDP System ar-e:
e A user with priority 3 can send tl{ree Invite requests per five minutes
e A user with priority 2 can send two Invite requests per fivé minutes

e A user with priority 1 can send one Invite request per five minutes
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Two receivers are configured with the IP addresses 192.168.10.3 and 192.168.10.4.
We called them “user Y” and “user Z” respectively. Preferences of user Y are given

below in the simple text.

¢ Do not establish any session from 9:00 pm to 11:00 pm

e Receive only 20 messages pér hour

o Give priority to A’s messages

In the first experiment, user A sends an invite request to create a session with user
Y at 4:00 pm. Since A’s authorization rule number 2 does not allow to establish
session with user Y at 4:00 pm, the request is discarded at S-CSCF. In the second
experiment, user B tries to establish a session with user Y at 7:00 pm. Since rule 3 of
the authorization layer allows the establishient of a session with Y at 7:00 pm, the
request is forwarded to the IDP system. Since it was user B’s first invite request, the
IDP system finds no attack and the request is forwarded to the application server. The
application server finds no contradiction with Y’s preferences, and the request is
forwarded to Y. Figure 5.7 shows the sequénce diagram of the experiment (in the
figures, A.R stands for authorization rules; M.D, misuse detéction; P.T priority table;

and AS, application server).
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Figure 5.7: Result and Flow of Second Experiment

In the third experiment, user B immediately after sending the invite request to

user Y launched the same request for user Z. The authorization layer finds no
contradiction with the rules, and the request is forwarded to the IDP system. The IDP
system checks for user.B in the blacklist and, after getting the negative response,
retrieves the priority of user B. After that it matches the request with the attack rules.
Since user B’s priority was 1 so only one session per fivé minutes is allowed to
establish, the request is discarded because it was_the second ‘invite request received
from user B within five minutes. User B is addeéd into the blacklist. Figure 5.8 shows-

the sequence diagram of the experiment.
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Figure 5.8: Result and Flow of Third Experiment ;

In the fourth experiment, user A, who has already seént an invite request to user,’

Z, sends an invite request to create a session with user Y after. 1 minute of the first

invite request at 10:00 pm. The first layer finds no contradlctlon with the rules so the’

request is forwarded to the IDP system. The IDP system, after checkmg the blackhst

and retrieving the priority from the priority table, matches it with thie"attack rules.

Since the priority of user A is 3 so A is allowed to send three invite requests per five

minutes, the IDP system considers it as legitimate request and forwards it tothe

application server. User Y’s preferences does not allow user A to establish a

conniection at 10:00 pm, so the request is discarded and the sender is notified. Figure

5.9 shows the sequence diagram of the experiment..
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Figure 5.9: Result and Flow of Fourth Experiment at 10:00 pm
We repeat the fourth expe{iment .at 12:00 am ‘and, at this time session, the
connection is established successfully. After that we measure the performance of layer
one security (no rules are defined for l‘ayers two and three).. The sender (user A)

applies three rules regarding authorization: =

e Only 60 messages are allowed per hour,-and no more than one message can be

sent during a single minute. -
e Do not forward any message to user Y.
¢ Do not forward any message frorp 1:00 am to 9:00 am.
After specifying these rules, we develop a spoofed program with the IP.gf user A and
launch an immediate message flood for oné hour (10:00—11:00 am). f)‘ufingrthat one
hour the spoofed user sends 500 messages. Of these 500 messages, 20 are destined for‘

user Y. The results are shown in Table'5.1.
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Table 5.1: quformance of Layer One Only

Total No. of messages  No of messages discarded

messages delivered at sender’s end-
500 59 L 441

The results show that only 59 messages are.served and 441 meSsages are -
discarded. Of those discarded, 440 messages are discarded due to rule I"because only
one message is allowed per rhinute, and one message is discarded due to rule I
because during the 24th minute three messages arrived and all three were destined for
user Y. So; no message is forwarded during the 24th minute. In the next experiment,
the performance of level two is measured. Only one attack rule is defined: if a sender
sends more.thah eight messagés per minute consider it an attacker and block it for 10
minutes. After that we send zero to seven messages for the first five minutes, and the
IDP system forwarded all the messagés to the application system. In the 6th'minute of
the experiment, nine messages are generated. As soon as the ninth message reached at
the IDP, it detects the flooding attack, puts the sender into blacklist, and discards the

message.

In the next experiment, immediate messaging flood is launched over the third

layer of security mechanism. Only three preference rules are defined:
¢ Give maximum priority to user A’s messages.
o Block the messages of user B.

e Only send 10 messages per hour and a message after every six minutes.
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To implement the scenario, we send seven messages from user A, 25 messages
from user B, and 10 messages from user X. The experiment is conducted for one hour.
‘Table 5.2 describes the results in detail.

Table 5.2: Performance of Layer Thrée Only

Messages delivered

Scenario B UsgrA Use;B U§ér X

All the messages are forwarded 7 (First) o 3.(Last)
during the first 5 minutes

User X and B forwarded the 7 (Last) () 3 (First)
messages in first 5 minutes
while the user A forwarded
the messages after 20" minute

User X and B forwarded the 5 {(Last) 0 5 (First)
messages in first 5 minutes
while the user A forwarded
the messages after 30*" minute

User B forwarded the friessages 1 (Last) 0 4 {First)
in first 5 minutes while the
user X forwarded the
messages after 30® minute
and User A after 55" minute

User B forwarded the messages 5 (First) 0 O
in first 5 minutes while the
user A and X forwardéd the
messages after 30% minute

User B forwarded the messagés 1 (First) 0 0
in first 5 minutés while the
user A and X forwarded the
messages after 55 minute

In the next experiment we calculated the delay in session setup for session

based messaging. We divide the delay into three categories namely delay of layer one

“of secure architecture (D1), delay of layer two of secure architecture (D2), and delay

of layer three of secure architecture (D3). We find that D1 is 1.8 mille seconds (ms),

D2 is 2.3 ms in normal scenario but when numbers of session requests c¢ome in bulk it
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increases up to 7.2 ms and D3 is 1.5 ms per message. In the graph below we presented

the total delay of different number of sessions established.

800
700 4
600
= 500
E
> 400
o

—-D1
|—a—D2
—=D3

—=Dn

2 300 |

200
100 -

10 20 50 100 120 150

Number of Messages

Figure 5.10: Delay in Three Layer Secure Architecture

5.4 Case 3: Preseince Enabled Secure Architectire

R

Subscription and notification of presence information requires exchange of 4

| messages over the air interface. Since our proposed solution checks the presence

\"' information during the transit so it is not necessary to subscribe for it. It saves the 4

messages per subscription that results in saving the valuable resources and reduces to
’ the load on air interface. To test the validity of the presence and preferences based
| proposed solution, we take four users: Three users with TP address;es 192.168:10.1 and
192.168.10.2, 192.168.10.3 respectively, plai/ the role of senders. We naimed ther:n as
| “user A” and “user.B,”.and “Z” respectively. One receiver is configured with the IP

addresses 192.168.10.4 and named as “Y”. Preferences of user Y are given below in

the simple text.

e Receive only 20 messages per hour and a message after every three minutes.
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e Give priority to A’s messages
e B isallowed to send only 6 messages per hour and it has priority after A

e Z is allowed to send 4 messages only.

In the first experiment we tested .validity of checking sender’s presence. For this
purpose we set the presence information of user A as busy and do not want to send
and receive any instant message. Then we send an immediate message from user B-by
spoofing the identity of user A. We find that S-CSCF discards that messége and a-
notification is received by user A that its ID is misused by some person. In the 2™
experiment we verify the presence information of receiver. User Y sets that currently
it is not possible to receive any message. After that user A sends a mes_sage,and it is

discarded by S-CSCF after checking the presence information of user Y.

In the third experiment we checked the validity of receiver’s rules. User A sends
25 messages and user B sends 12°messages to Y. It is found that Y receives only 20
messages from user A. All other messages are discarded. This is because of rule 1 and
rule 2. After that we send 10 messages from user A and 6 from user B ahd 4 messages

from user Z. We find that all the messages are received by user Y.

In the 4™ experiment 14 messages are sent from user A, 25 messages from user B,
and 10 messages from user Z. The ‘experiment is conducted for one hour. Various

scenarios are tested and Table 5.3 describes the results in detail.
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Table 5.3: Results of 4th Experiment

while the user A and X forwarded the messages

_after 55" minute

Usér A’s User B’s User Z’s
. delivered delivered delivered
Scenario
messages messages- messages
All the messages are forwarded during thie first 2 14 (First) 6 (Last) 0
minutes
User Z and B forwarded the messages in first 2 14 (Last) 6 (First) 0
minutes while the user A forwarded the messages
after 20" minute . _ .
User Z and B forwarded the messages in first 2 10 (Last) 6 (First) 4 (Second)
minutes while the user A forwarded the messages
after 30" mintte ]
User B forwarded the messages in first 2 minutés 2 (Last) 6 (First) 4 (Second)
while the user Z forwarded the messages after 30th
‘minute and User A after 55th minute .
User B forwarded the messages in first 2 minutes. 10 (Last) 6 (First) 0
while the user A and Z forwarded the messages
after 30" minute . . .
*| User B forwarded the messages in first 5 minutes 2 (Lasf) 6 (First) 0

5.5 Case 4: Results of Election Baséd Rights Allocation Mechanism

for PTM

In this scenario Alice (a user) initiates a PTM session. After,a while Bob sends a join
request, an‘election is initiated and Alice allow Bob to join with full rights. Carel was
the third who wants to become member of this PTM session, the election résults also
allowed Carel with full rights. Duminy is the fourth to request and it is allowed as
watcher and listener only. After 10 minutes of session establishment 50 users are
allowed to become member of the PTM session with different rights. 10 members are

allowed with full rights including the session initiator, 6 members as speaker and

147

Zeeshan Shafi Khan

19-FAS/PhDCS/S03



Pt

NS

Chapter 5 Results and Discussion

listener, 2 as speaker only, 12 members join the PTM session as listener and watcher

and 20 members are the listener only.

In the first experiment we calculate the average waiting time fo‘{ media burst
control. Every user is allowed to speak maximum for 1 minute in one turn. We run
this experiment for 3 hours. First we take the results on the current delivery
mechanism. We find that when all the users are allowed to speak the average waiting
time per user is about 37 minutés. We repeat the samie experiment by activating our
election based right allotation mechanism where all the users are not allowed to
request for media burst control. Only 18 from the 50 members are allowed to send
media. We find that at this time average waiting time per user for media burst control
is only 13 minutes. Even though total members of the session are still 50 but since all
of them aré not allowed to send media so the conténtion and average waiting time per

user reduce significantly. We repeat the same experiments with different number of

users and the results are shown in Figure 5.11.

40 ——

35 hd -
g 30 = —+¢— Awerage Waiting
F N L € ] Time (Current
P2 7 Séenario)
s /
g 20 - P4 )

- - Alerage Waiting
% 15 / - Time (F_'roposed
2 10 A . J/‘ Scenario)
0 T ey T T
5 10 20 25 40 50
Number of Users

Figure 5.11: Average Waiting Time
In Figure 5.11, it is shown that average waiting time increases with increasing’

the number of users. But the ratio of increasing in our proposed scenario is far lower
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as compared to existing scenario. If there are 100 users in a PTM session average
waiting time is 62 minutes in case of current scenario while it is 34 minutes in case of-
proposed scenario. So this solution makes the PTM service more scalable and a large

PTM group can be established with different rights to diffetent users.

5.6 Case 5: Results of Media Mixing With Presence

After testing the number of messages forwarded by PTM setver in case of configured
send/receive rules, we tested the scenario of presence based send/receive rules. We
found that the number of messages exchanged in case of presence based send/receive

rules are lessér as compared to sefid/receive rules only. Results are found by

implementing the scenario described in Table 4.5.

We can conclude that due to specified mle_s and pfesence information each
user’s sent media is forwarded to selected members only. So if user A sends a
message it will be forwarded to only 2 users as shown in Table 4.5. So if every user
sent 50 messages then total numbers of messages sent by controlling server in case of

presence based send/receive rules are 1350.

2 8000
3
3 7000 7y
m oL L] ~ - - =
E 6000 : ! - -a- = Current Scenario
‘; g 5000 + " .
&3 4000 ‘ _| |=~—=— Send/Receiwe Rules
8= . & only
2 = 3000 ! » - -
é’ o L L 7/ s Send/Receive Rules
w 2000 2 - +_Presence
N . =
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Figure 5.12: Number of Messages Forwarded by Controlling PTM Sérver in Presence
+ Send/Receive Rules Scenario

5.7Case 6: Results of Election Based Deletion Méchanism

To validate the above mentioned solutions we applied them into real PTT and PTM
scenarios by using the IMS testbed. We run the election based deletion mechanism in

two scenarios.

In the first experiment we take an example of university friends. One user
named as user“A initiates a PTT session and invites 9 friends (B,C,D,E,F,G,H,LJ) to
join that session. The session remains active for 45 minutes. During the 16™ minute of
the session user J complaints that user F is acting as malicious user so the controlling
sérver starts an election. The threshold value was 60%. At the end of the election
controlling server finds that only 55% votes are cast in the favor of the complaint. So

it issues a warning to user J.

In 20™ minute user D launches a complaint against user E. The results showed
77% votes so the controlling server deletes the user E from the session. At the start of
31 minute user J again launches a complaint but this time against user B. This time

the complaint got only 39% votes. So J is also deleted from the session. These

statistics and actions are summtarized in Table 5.4.

In the above mentioned scenario all the users have the same voting power. It
means vote of every user has value equal to 1. But in the second experiment we
change the scenario. We establish a PTM session among the stakeholders of the
university. The Chancellor, President, 3 Deans, 3 Faculty Membets and 3 Students

participated in the session.
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Table 5.4: Summary of Results of First Experiment

Time Activity Value/Users Votesin'| Votes Résult
{Minute) Favor | Against

0 Session Setup A .- - -

0 Invitation B.CDEF.GHIJ - - -

0 Setting of §0% - - -

threshold value

6 | J complaints |ABCDEFGHIJ| 55% 45% | A warhing is
agaiist F issued to J

20 D complaints | AB,CDFGHIJ 7% 33% | Eis deleted
against E from the session

31 J complaints -| AB,CDJF,GHI 39% 61% | Jis deleted
against B from the session

The chancellor, President and Deans vote is considered 3 times than that of
students. Faculty member’s one vote is considered as 2 votes of student. Again the

session lasts for 45 minutes. In the 5 minute one of the stiidént complaints to déléte

one of the Dean from the session.

The.threshold value was 50%. One of the Dean, 2 of the faculty members and
the other 2 students agreed to delete that Dean from the session. But the Chancellor,
President, one of the Déan and One faculty member cast their vote against the
complaint. So 10 votes are cast in the favor of the complaint while 11 votes are cast
against the complaint so the Dean remains the "part of the session and a watning is
generated to the student who launches the complaint. During 21 minute the

Chancellor; launches a complaint to delete one of the faculty members from the
151

Zeeshan Shafi Khan 19-FAS/PhDCS/S05



e Y —————— . — o

Chapter 5

LS

Results and Discussion

session. Two of the Deans and two faculty members cast their vote against the

chancellor’s request while president one of the Deans and students cast their vote in

favor of chancellor’s requést. So 10 votes are cast against the chancellor’s request

and 12 votes are caste in favor, Therefore faculty member is deleted from the session.

‘These statistics and actions are summarized in Table.

Table 5.5: Summary of Results of Secénd Experiment

2

Result.

Time Activity Value/Users Votes in Votes
(Minute) Favor | Against
Q Session Setup -Chancellor - - -
L} Invitation ‘1 President - - -
3 Deans
3 Faculty Members
3 Students
1] Setting of 50% - - -
threshold value
0 Setting of Vote- | Chancellor=3
Value President =3
Deans=3
Faculty
Members=21
Students=1
5 “one of the 1 Chancellor 10 11 A warning is
student 1 President issued to the
complaints to | 3 Deans ‘student
delete one of 3 Faculty Members
the Dean 3 Students
21 Chancellor 1 Chancellor 12 10 ‘One of the
launches a 1 President faculty member
complaint to 3 Deans is deleted from
delete one of 2 Faculty Meinbers the session
the faculty 3 Students
members

5.8 Case 7: Results of Election Based Floor Allocation Mechanism

We also apply our proposed maximum floor control time algorithm in the above

mentioned campus based PTM session. The session initiator sets that the Chancellor
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and President can use the floor maximum for 5 minutes, Deans and Faculty members
for 3 minutes and students for 2 minutes. During the session one of the Dean requests
for the floor for 5 minutes. An election is started by the controlling server. Threshold
value was 50%. The request gets 75% votes and the Dean is allowed to use the floor

for 5 minutes.

5.9 Case 8: Results of Election Based Distributed Referring

In the next experiment we evaluaté our election based distributed referring authority
mechanism. For this experiment the threshold valug is set to 75%. We launched 5
refer requests in a conference of 10 participants. Out of these 5 refer requests 3 got
more than 75% votes so they became the member of the conference and the 2 requests

fail to gain 75% vote so they are discarded by the conference server.

We: repeat this experimént with different values and Table 4.11 shows the
results. In the last we identify few scenarios for the ai)plicability of the parameterized
refer request and validates the proposed mechanism in those scenarios. We take the
Campus example where administration and the faculty members start a video
conference to discuss few important issues. Latter on the president of the university
referred few students into;the conference but they were only allowed to watch and

listen the conference. They were not allowed to speak in the conferénce. This feature

‘is obtained through the parameterized refer request.

Table 5.6: Results of Election Based Referring Mechanism

EXP.# | REFER ALLOWED DISCARDED
REQUESTS | (75% OR MORE | (LESS THAN
VOTES) 75% VOTES)
1. s 3 2
2 _12 6 .6
3 16 7 9
4 20 7 13
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5.10 Case 9: IDP System

In order to validate our solutions we ‘conduct number of experiments over the' IMS

testbed. First we configure the set of rules for different types of attacks. Rules not

only vary from attack to attack but also from role to role. Description and XML script

of different attacks is shown below.

Table 5.7: Description of Invite Flooding Attack for High Priority User

Value Description
13
Type Flood Ttis tirﬁe dependent ﬂdodihg attack
Name Invite Flwﬁing The rule is called Invite flooding
Method INVITE The attack is launched through SIP INVITE ré‘quest
Status is Null because Invite request itself is used to,laﬁhch
Status -
the attack
Role High Priorityr This rule is énly for high priority user
Number 300 300 Invite requeét is allowed to user
60 seconds is the time interval in which a user can send 300
Interval 60 .
Invite requests
Alert Invite Méssage If attack is detected then this message will be displayed by
Flood the IDP
Table 5.8: Description of Invite Flooding Attack for Low Priority User-
¥
Value Description
Type Flood Itis time deBethent flooding attack
“Name Tnvite Floodirig | The rule is called Invite flooding
Method INVITE The attack is launched through SIP INVITE request
S Status is Null because Invite request itself is used to laurich
tatus -
the attack
Role Low Priority This rule is only for low p'riorﬁy user )
Number 100 — 100 Invite reques£ is allowed to user
Interval “60 69 §econds is the time interval in_which a user can send 300
Invite requests
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Invite Message If attack is detected then this message will be displayed by

Alert Flood the IDP

<?XML version="1.0" encoding= “UTF-8">
<Rules>

<Rule type=Flood>

<Role> 3 (High Priority) </Role>

<Name> INVITE </Name>

<Method> INVITE </Method>

<Number> 300 </Number>

<Intérval> 60 </Interval>

<Alert> INVITE FLOOD </Alert>

</Rule>

<Rule type=Flood>

<Role> 1 (Low Priority) </Role>

<Name> INVITE </Name>

<Method> INVITE </Method>

<Number> 100 </Number>

<Interval> 60 </Interval>

<Alert> INVITE FLOOD </Alért>

</Rule>

<Rule type="sqlinject">

<Role> 4 Any </Role>

<Name>Drop statement</Name>
<Statement>drop</Statement> .

<Alert>a drop injection attack laﬁﬂched</Alert>
</Rule>

<Rule type="sqlinject">

<Role> 4 Any </Role>
<Name>Delete statement</Name>
<Statement>delete</Statement>
<Alert>a delete injection attack launched</Alert>

</Rule>
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After configuring the rules we launched different experiments to check: the

validity of the role based IDP. In the first experiment we allowed a user with high
.

priority role to send 300 INVITE requests within 60 seconds. Since the user is

allowed to send 300 requests within 60 seconds so these requests are considered

secure by the role based IDP system and forwarded to the Application Server (AS).

In the second experiment we take the same scenario as in the first experiment
but this time the user’s role was of low priority so it is only authorized to send 100
requests within 60 seconds. We analyze the request number 101 that is sent within 60
seconds. We find that the role based IDP system'considered it as an attack, discarded

the request immediately, and put the usér into the blacklist.

In the last experiment we measured the delay caused by our proposed IDP.
Delay is calculated from the time when request enters into SIP stack and when the
decision comes back to S-CSCF. Average delay is calculated and results are shown in

Figure 5.13.

From Figure 5.13 it can easily be concluded that at the peak average delay of
our proposed system and average delay of existing systems is almost same.- However
at different stages delay of our proposed system is slightly higher as compared to
existing systems. This high delay is because of two reasons. First reason of delay is
due to few extra steps added into our proposed system like execution of blacklist
algorithm, role discovery €tc. The second reason that increases the delay is the
number of signatures we ‘used. We take 827 signatures and all these signatures are

checked every time that increases the delay.
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Figure 5.13: Average Delay of IDP System

5.11 Case 10: Results of Anofaly Detection Algorithms

Next question is about the results. How we can measure the performance of any

classifier or feature extraction module. We have sélected féw parameters those will

determine the performance results.

A. Accuracy: Accuracy mainly includes False Negative, False Positive,

Precision, Breadth etc. If these values are up to the satisfaction level the solution can

be considered as accurate.

B. Training Time: How much time the training ;Sroce'ss takes is another issue’

that largely affects the p@rforr‘nance of the solution. It is our second parameter to

consider.

C. Rule-Set : Size of the rule-set and its completeness is another performance

parameter that can not be ighored.
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D. Testing Time: Another important parameter to consider is the testing time. It

is one of the most important parameter because it results in real time delay in packet.

5.11.1 Results and Discussion

In this section, we explain our experimental setup and results. As discussed earlier,
our proposed methodology génerates an attributive input by modeling the byte level
distributions of IMS traffic. We create the training sample by randomly collected 50
benign and 50 malicious messages respectively from IMS traffic. The training
samples are used in selecting the discriminative features for our analysis. For testing,
we use stragtiﬁed 10 fold cross validation technique -to evaluate the performance of
different machine learning algorithms. In this strategy we divide the complete dataset
into 10 equal parté, where 9 parts are used to train the classifier and left over part is
used for testing. The procedure is repeated on all parts and average results are
reported. We use standard definitions of detection accuracy and false alarm rate with
the help of four parameters: 1. Correct classification of malicious SIP message, True
Positive (TP). 2. Correct classification of benign rﬁess‘age, False Positive (FP). 3. In-
correct classification of a malicious SIP message, False Negative (FN). 4. In-cortect
classification of a benign messaf;;e, True Negative (TN). We ‘define Detection Rate
(DR) as: DR = (TP/TP+FN) and False Alarm Rate (FAR) as: FAR = (FP/FP+TN).
The standard Receiver Operating Characteristic (ROC) (Cover ét al. 2006) analysis is
adopted to evaluate the accuracy of our system. ROC curves are extensively used in
machine learning and data mining to depict the trade-off between the detection rate
and the false alarm rate of a given classifier. We reported the detection accuracy of
each algorithm by using the area under ROC curve (AUC) 0 < AUC < 1. Figure 5.16

shows the ROC plot of different machine learning classifiers used in our study to
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classify anomalous IMS traffic. Figures 5.14, 5.15 and 5.16 summarize the results of
our experiments. The first interesting insight is that the difference in the relative

detection accuracies, by operating on byte-level distributions on SIP packet, of all

classification algorithms show large variance in some cases. C4.5 gives the best

detéction accuracy of 0.99 on the selected feature set. It is closely followed by
RIPPER which provides the detection accuracy of 0.98. On the-contrary, NB and C-
SVM provide relatively low accuracies of 0.94 and 0.81, respectively. Note that while
providing the low accuracy on selected features both NB and C-SVM have lowest
training tinie of 1.64 and 1.73 seconds. It is also interesting to note that all machine
learning algorithms used in our e;perimentation are efficient in terms of testing an
individual SIP request. (Note that for real world scenarios, delay in testing the SIP
requests can severely degrade the QoS of IMS services.) Figure 4.18 shows the testing
time per packet of all the machine learning algorithms we have use. Note that C4.5
only takes 152 micro seconds to classify the SIP message. The testing time of NB and

C-SVM takes 270 and 280 micro seconds respectively. RIPPER i$ being slowest and —

takes 391 micro seconds in classifying the anomalous message.
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5.2 Chapter Summary

In this chapter results are discu_ssed. To obtain the results we tested them on IMS
testbed. Different set of experiments are conducted to evaluate each of the proposed”
framework. Services prototype are prepared for testing purpose. Results are shown in
the forms of graphs and tables. Aftei each graph it is discussed that what is the reason
behind these results and why the difference between different solutions exist. First we
test the performance of presence e‘nab‘led conditional call setup. We test it in 4
scenarios to calculate the overall delay and compare the results in différent. graphs.
We also tested the 10ad on the air interface by applying and without applying presence
enabled conditional call setup. In 2" set of experiments we obtained the results from
three layer secure architecture. The main performance matrix consists of delay and
efficiency in terms of blocking the attack or un-wanted packets. Results of election
based right allocation are also obtained and scalability of the PTM service is chécked

by comparing the average waiting time. Media mixing algorithm provides the results
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that how many total packets are received by each of the participant of the session and
out of those received packets how many packets user really wants to receive.
Experiments are also conducted to obtain the results of maximum floor control time,
performance of misuse system. Results are obtained and compared with existing IDP

system. In last set of experiments we measure the performance of four non

evolutionary algorithms inside the IMS. The performance matrix consists of testing

time, training time, and accuracy.
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CHAPTER 6
CONCLUSION AND FUTURE WORK
In future it is planned to route all the traffic through IP. Moreover convergence at
network and servicé level also helps the users to get all the services from any
underlyingfnetwork. The architectural framework that is developed to implement the
NGN is known as IMS. 3G131§» has the leading role in developing standards related to
IMS. We, in this thesis, worked on security and enrichment of IMS bésed multimedia
services. The services those are the main focus of this thesis include presence, instant
messaging, push to talk over cellular and multiparty conference.

Presence service provides the dynamic up to date information of other users
and it can be used inside many other services. We developed a presence based
conditional call setup mechanism in which it is’ not required to subscribe the presence
information. Presence information of the receiver is checked during the call setup
procedure and then decides whether to establish this session or not. On one hand this
solution results in reducing the load on air interface of access network and on the
other side it saves the valuable time.

Instant messaging is subject to various types of threats like immediate
message flooding, invite flooding, session based attacks, etc. We proposed two
different solutions to avoid these threats. In the first solution we proposed a three
layer secure architecture. These tﬁre‘e layers include sender’s authorization rules, IDP
system and receiver’s preferences. Togethér these three layers secure the messaging
server as well as the end users. In the second solution we used presence information
of the users to decide whether to convey this message or not. Authorization rules and

receiver’s preferences are also used along with the presence information.
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Push to talk over cellular and push to multimedia service is subject to various
types of problems including privacy problem, rights allocation problem, disturbance
problem, scalability problem, resource utilization problem, membership problem,
floor control problem etc.

It is found that since presence is continuous dynamic service so it puts a great load on
the air interface. Moreover it is also finds that presence information must needs
subscription even if caller requires that information for a very little period of time.
Subscription and un-subscription on one hand requires a -signiﬁcant amount of time
and on the other hand it also consumes a good part of the bandwidth at air interface.
Second section consists of problems related to messaging. We find that in immediate
messaging since user is allowed to send any nufrulber of messages without creating any
session so it creates a security risk a the receiver end. In session based messaging all
types of session based attacks liké cancel and session modification attacks are
possible. The first problem of PoC and PTM is about the scalability of PTM. Since
PTM is a half duplex service so increase in numbét of participants also increasing the
average waiting time of getting ;tum to speak.-Second problem is about delivering data
to irrelevant users that creatés privacy problem as well as disturbance problem.
Maximum  floor control time is also fixed and equal for all the participants. It is not
allocated on the basis of the user’s requirément or on user’s role in that session.
Problems related to multiparty conference include single participant based referring
and fully authorized referring. Register flooding attack can be launched by sending
enormous number of régister requests. In the same way invite flooding attack can also
be launched. Other attacks those are discussed in this section includes session based

attacks, publish flooding attack, etc.
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After discussing the problems we discussed different frameworks and the
methodolo’éy to solve the ptoblems related to IMS based multimedia services. So far
as presence is concerned we presented presence enabled conditional call setup
mechanism and presence triggered automatic call mechanism. In presence enable

conditionai call setup we proposed that for occasional calls user is not needed to

. subscribe the presence service. Presence is used during the call setup process. On one

hand this solution reduces the load from the air interface and on the other hand it
reduces the overall delay. In presence triggered call setup we proposed that presence
condition will be stored and upon getting the correct response from presence server,
the S-CSCF automatically generates a call. For instant messaging, security solutions
like three layer secure architecture, presence and preference based secure solutions are
presented. In three layers secure architecture layer one takes the preferences from
sender and hence reduces chances of misuse and spoofing. Layer consists of an IDP
systein that tries to detect an attack and the third layer takes the receiver preferences
and minimizes the disturbance !problem and targeted attacks. In other solutions
presence service is used to reduce the chances of message flooding attack on targeted
users. Election based rights allocation, deletion and floor control mechanisms, media
mixing wfth presence are the solutions proposed for PoC and PTM. In election based
rights allocation a user gets the righté on which all the other participants agree.
Maximum floor control time is also allocafed to the users on the basis of their role in
the session. Media mixing algorithm takes the preferences of all the users and deliver
the media according to those preferences. Distributed and Limited rights referring
solutions are developed for multiparty conference. IDP system based on misuse

detection and anomaly detection modules is developed to secure the application
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servers from different types of flooding and other attacks. In misuse system first time
we introduced the role of the user in attack detection. Secondly we also consider the
severity of the attack. A new blacklist algorithm is also proposed to penalize the
attacker in.case of attack detection. In anomaly detection module we tested four non
evolutionary algorithms. Till now, according to our best knowledge, non evolutionary
‘algorithms are never used in IMS for increasing the security.

To obtain the results we tested them on IMS testbed. Different set of experiments are
conducted to evaluate each of the proposéd framework. Services prototype are:
prepared for testing purpose. Re;ults are shown in the forms of graphs and tables.
After each graph it is discussed that what is the reason behind these results and why
the difference between different solutions exist. First we test the performance of
presence enabled conditional call setup. We test it in 4 scenarios to calculate the
overall delay and compare the results in different graphs. We also tested the load on
the air interface by applying and without applying presence enabled conditional call
setup. In 2" set of experiments we obtained the results from three layer secure
architecture. The main performance matrix consists of delay and efficiency in terms
of blocking the attack or un-wanted packeéts. Results of election based right allocation
are also obtained and scalability of the PTM service is checked by comparing the
average waiting time. Media mixing algorithm provides the results that how many
total packets are received by each of the participant of the session and out of those
réceived packets how many packets user really wants to receive. Experiments are also
conducted to obtain the results of maximum floor control time, distributed referring
etc. Second last set of experiments is conducted to check the performance of misuse

system. Results are obtained and ‘compared with existing IDP system. In last set of
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experiments we measure the performance of four non evolutionary algorithms inside

the IMS. The pefformance matrix consists of testing time, training time, and accuracy.

At the end we are mentioning thé major achievements of the thesis.

R
L X4

e
°e

e
°e

L (4

L (4

7
L0

8 Messages per Invite request are reduced from the air interface for occasional

calls

Overall call setup delay is reduced from 7.1 to 3.8 seconds in case of local

calls at normal load

Invite request is enriched by adding presence based condition

Ta‘rg’eted attacks are mitigated through receiver preferences

Scalability is achieved by aading different types of users with different roles
Average waiting time is reduced almost 3 times from the original waiting time

Reduction in number of received messages results in solving privacy as well

as solves the disturbance problem

Different signatures are defined for different service levels

Adaptive nature of blacklist algorithm punishes the attacker more severely
98.5% accuracy is achievéd by utilizing non evolutionary algorithms

Testing time of non evolutionary algorithm is acceptable for real time services
IMS based fnultiméd}a services are provided with more value added features

Make it feasible to use IMS based multimedia services in most of real life

scenarios
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6.1 Future Work

In future this work can be extended in many different directions. These directions

include:

6.1.1 Anomaly Detection Algorithm

We in this thesis presented an anomaly detection module by introducing existing non-
evolutionary algorithms inside the IMS. In future we are planning to introduce new
algorithms, and neural network techniques for the anomaly detection in IMS. The
basic purpose is to minii;ﬁi'ze the training and testing time and to maximize the

accuracy.

6.1.2 Handling of Load on S-CSCF

Few of our solutions involve S-CSCF and put some extra work on this entity. Since
this is the main entry inside the core network so our focus in future is to enhance our

solutions to minimize the load from the S-CSCF.

6.1.3 Automatic Presence Updation

Currently whenever presence information of an entity changes it is communicated to
the subscribers. There are” few -attributes those may change in a predetermined
sequence. ‘So in that case instead of sending presence notification, the subscriber can
calculate the presence information on the basis of certain patterns by using different

fuzzy and neural network techniques. It will reduce the load from the network as well

as will results in efficient resource uvtilization:
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6.1.4 Testing on TISPAN

TISPAN is another release by 3GPP and it not only includes mobile networks but also
include fixed network. We are very confident that our developed solutions will work
as efficiently in TISPAN as they are working in IMS but in future we have plan to test

them over TISPAN.
6.1.5 Retransmission of Packets

If a packet is dropped due to congestion or buffer overflow that packet will be
retransmitted. In case of retransmission that message will again be calculated in order
to count the packets for time dependent attacks. Double counting of packets can cause
inefficiency in IDP system so for this purpose retransmitted packets can be identified
at P-CSCF and they should not be counted two times. P-CSCF needs a mechanism to

pin point the retransmitted packets.
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